cSUOET— RO ADSIPEXY T4

s "N I L= U ADSIPEF2Y T 4 OME (1 —)
s NI = T ADSIP X2 YT 4 BEH AV T B —, onpage 5

kSO0 ET—FDTADSIPEXY) T4 DIEE

DRI arTiE, SIP N oS, =T oA O SGHOME, B0 X2 T4
T 7 ANREDE Y MTOWTEHIHLET,

SIP 5>V DS
SIP FZ 71k, 7 F VT AT 4T OMTTEFaTha— Vi R—FT&ET, TLS
X 7TV TG SRR L, SRTP IZ AT ¢ TGS 2384t L 97,
NI DT TS ERET HITE, SIP h T eX 2 VT e T A ([ VR
TFL>tEFX21)T4FOT7AIL>(sptrunk security profile)] 7 4 > R C) ZikEd 5 & X1\,
WDOAT > a v EBIRLET,
[TNAREF2) T4 E—F (DeviceSecurityMode) | ke v 7 XU A b, ([
T (Encrypted) 1) ZEIRLFET,

« [BEEEES 4 7 (Incoming Transport Type) | K2y 7 & U 2 kv [[TLS]) #IER

L\ij’—o
 [B{E81E 2 4 7 (Outgoing Transport Type) | K v 7 &Z 7 U A ki [[TLS]) iR
L/\i—g—o

SIP T2 7 tXa 0T 47 a7y ANVERELIEL, 207077 A Ve N7 U 7B LET
([ Device> trunk > sip trunk configuration] 77 ¢ > K 7),

27126 LTAT 4 TS ERET DI, [SRTPZEEFA] (SRTPAllowed) | F = > 7 K
JAEFAZLET ([TINA R (Device) [[FZ 2 Z][SIP FZ 2% (SIPTrunk) [i&E Y 4 > R
UTHREBKTY) .

FSUOET— D TADSIPEF) T4 .
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B ciscorosmece 5~ roz oS

ZOF =y IRy I AEF T DAL, 200X 2 ) 7 RS- x A
=g URIZA SRRV S \%v%éhtH57u774w%ﬁMTé LR L
F9. eFaT77m 7 s ANVEMHT 256 TH SRTP IIMEREL 328, F—iFx> 7+ V7
BIORRM—2TAMENET, ZDEH. Unified Communications Manager& ~Z T DR
TRy NU—2DOteXa 7 4 2R TLHULENRHD £7,

CiscolOSMGCP ¥ — +o = 14 DEES L

Unified Communications Manager %, MGCP SRTP Xv 7 — & HT5 7 — b= A ZHHR— |k

LCWE9, MGCP SRTP /X7 —i%, = h U= A BEF =7 RTP #4 L T7 v b &S
B IOESHT S EXIHENET, a—Lky N7y PRI HRENLHERICL->T, ¥—
h7 = A X2 — U2 SRTP i3 20 E 2 mdikEz D £9, T34 AN SRTP 2V R— LT
WAHE G, VAT AT SRTP B4t LE T, D Eb1oDOT /31 AR SRTP AR — kL
TWRWGA, VAT AMEIRTP 42 LE T, SRTP 205 RTP ~D 7 4 — /N 7 (Fi21E
O L, ﬁéﬁ7A42ﬁ%ﬁéfi@WTﬂ4x“@%% ik, N v Ra—F 40,
REE R EOLAICRET RN SV £7,

VAT BIN2EDT A A TR 5L SRTP = — /L& #0583+ 534, Unified Communications Manager
FEFaT7a— o~ A Y —R5HF—LsaltZER L, SRTPA M —2AEHDOSF— 7 = A
123615 L £ 9, Unified Communications Manager /& SRTCP A k U — AR D — & salt Zi%(5 L ¥4
AW, T= b= FINO6bR—FLES, TNHOF—IE, MGCP > 7T U 7 R A%
LTH— b= ZEESNET, TSR EIPSec ZfH L TIR#T 2L E 23 0 £3, Unified
Communications Manager | % IPSec #2403 ET 27008 9 &l L EE A3, IPSec 35 S 41T
WARWGE, VAT AFA— a1l a =27 VT TR AMCREMHELET, Byig
xRN ER TG AN L CEEISND L O IPSec HANHET D T L AMER L E T,

Je

(o

SRTP HIZi%E SALTWAD MGCP 7 — h U = A D3, SRREFHT A A (Jo & 21X, SCCP & FAT L
TV D RBAEF AR L oa— Bl 5 L CwWA4E, Unified Communications Managers = —
IVEFBAER A E LT 5720, HittkICRE T 1 2 o NEK RS NFE T, Unified Communications

Managerid, 7 /34 AD SRTPHEfE N a2 — L DR A= — MIRII LA, 2 —L &S e L
THRLET, MGCP 7 —h U = AN, X2 VT4 TA a2 R TELEFICHELG S LT

DG, a— VNS ENTWD & EIXEEICET A a v NERINET,

I, MGCPELIPRI 7 — F 7 = A IOV T O ERLET,

* SRTP W5 546D MGCP 7' — U = A ZRET HLENHY £, a~v K
mgcppackage-capabilitysrtp-package # i L T/ — F U = A 28 L £,

* MGCP #'— k7 = A Ti&, [H¥7 IP —E R (Advanced IP Services) ] 721 [ 7 3
#—E A (Advanced Enterprise Services) | 4 A —VEZRET HLENH Y £7°,

7= & 21X, c3745-adventerprisek9-mz.124-6.T.bin 7¢ &,

SO ET—FITADSIPEFRLY T o
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H323 77— b4 5KV h323/h323Lh +5 0TS (h323) .

o (RF# A7 —H AL, COCPPRISetup, Alert, 335U Connect D5 A & — 3 THlH D FacilitylE
AR LC. 2O CPEL PRI 7 — h 7 = A EXHENET,

* Unified Communications Manager (&, Cisco Unified IP &af TOAEF o2 7l F— 2 FHAEL
9, *Y NI—ZNHNOPBX (X, 2— VD7 = 7= AIIC h—EFHELET,

» Cisco Unified IP &5 & MGCPEIPRI 7 — F U = A OB D AT 4 T BB S I TWHRNE
a—LiE ey 7ENnET,

Y

GE) MGCP 47— b7 = A OB S ORI SV TIE, A LTV 5 CiscoIOS
V7 RU =7 OA— 3 @ [Mediaand Sgnaling Authentication and
Encryption Feature for Cisco IOSMGCP Gateways] %z 2 L T< 72 &0y,

H323 77—+ x4 HE & Uh323/h323h +5 29 S (h.323)

X2 VT A R— T 2OH323 T — V=AM BT — b —"— Ed T — F—3—
HfEH > H.225/H.323/H.245 7 > 7 %, Cisco Unified Communications Operating System C IPSec 7 >/
vr— g U ERGE LTz, Unified Communications Manager (2%} L CiZal T& £9°, Unified
Communications Manager & Z4L5H D7 /31 ADHTO IPSec 7V ¥ =— 3 UERIZ DUV T,

[ Administration Guide for Cisco Unified Communications Manager ] % 2 L T< 72 &0,

H.323, H225, BLUH245 7 /34 2 TIERGSF =Bl S Ed, 2 b0 F—(E, IPSec THR
HEINT=v 7Y o 7 XA %4 LT Unified Communications Manager (Z24{5 &4UFE 7, Unified
Communications Manager |d IPSec #4t3MFAET 500 E 9 0 Z ik L £/ AN, IPSec iiE &4 T
WeWgE By va RIS I TR GEINET, By a0 R T s
ZA L CIEE S D K 9. IPSec #HHiAfile 42 Z L 2l Lk,

IPSec 7V v =— 3 Y OR BN A T, Unified Communications Manager Administration D7 /34

ARET 4> RUIZ&H D [SRTP 1] (SRTP Allowed) | = v 7R v 7 AZ~—7 Zffif 55
WY ET, TIUTH323 S — v =A H225 R 727 (F— X —s—iill) | 7 F XX b
T (F=hrx—="—{llll) . BRXOY TAEZMH T 7 (FEF— b F—"—HlH) OET 1
YRURBREIHFELET, ZOF v IRy 7 ReF A2 L4, Unified Communications
Manager (X RTP ZffiHl L TT A A LfF LET, ZOF = vV Ry 7 REA T D55
Unified Communications Manager | SRTP 237 /34 A|Zx} L CREE S TWNAH N E 9 T UT,
X aT a— Akt Xa T a—LEHF LET,

A

=

72  Unified Communications Manager Administration C [SRTP Allowed] &= v 7 R v 7 A% 41235
B, BX 2 U7 o BIEEHRAR S SN TICEE S D Z 2 2P <TodI, 1PSec kT 5
ZLeamHERLET
Unified Communications Manager (&, 1PSec #4t23 1E L < 8E SN2 E D D EER L EW A, #2
A IELSRRELRWE, EX 2 VT A BHEORERN 7 VT TFA M TRFEINLIZERHY E
7

FSUOET— D TADSIPEF) T4 .
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B vsss— s sEUn3BMIN RS Lo RS (h323)

T2 T AT 4T NRAET 2T V7TV T RAEMALTE, T34 AN SRTP & ViR —
M2, VAT LIESRTPEG AN LES, X7 AT 47 "AF T xaT 7
VT IRRAEMELTE 20, 1 DU EOT /34 A8 SRTP ZHA— bk L7aWgH. VAT Al
RTP f#%&iZ il L £, SRTP 725 RTP ~D 7 4 —/L N 7 (E2ITZF D) 13, %4727 34
AINBGETIIRWT N, A~DlE, &, N T RAa—T 4 07 REEREOLHITHRE
THAREMERH VD 5,

Je

Eb IR AA—RHEMTP 2L, V=Y ay 74 2 Y U T OFETT A AD ik
D=L, EOT /A XZOWTH [MTPRequired] T = v 7 7R v 7 ARA A2 > TWRWIGA
Unified Communications Manager (X% D 23— /L& X 27 & L THF L £9, [MTPRequired] = v
IRy 7 ADA D4, Unified Communications Manager | 22— /L D i /XA A L—% 512 L,
a—NEEEX2T7 ELTHELET, MTP 2 —/LIZBR L7254, Unified Communications
Manager [ L7 /3A A ? SRTP BEREIZ IS U CED T — L 2B SALF AT 2 &b 0 £,

Unified Communications Manager (%, % 7 /XA A® [SRTP Allowed] = v 7 7R v 7 AR A T,
Z DT I3A AP SRTP BEfES 2 —/WITk L TIEFIC R A= — b ShiuE, 22— 25
CHBLET, a—AZRShEAE LTHLET, RO S 72054 Unified
Communications Manager (2 — /&2t X a7 & LTHFHLET, T A, X207 4 7
A A ERRTEDEFCELGE SN TWDIESE, 2= AR5 SN TWD & EITEEHKICHET
A AUPRIRINET,

Unified Communications Manager (£, k7> 7 £72135— b 7 = A £ D747 FastStart 27— /L& JF
X =27 L L THH L ET, Unified Communications Manager Administration T [SRTP Allowed]

F v IRy 7 AE AN LIz4 . Unified Communications Manager |4 [Enable Outbound FastStart]
Frv IRy I A A7 LET,

Unified Communications Manager O —#OFEMHD 7 — b7 = A BL O b7 > 7 Tk, HHME S —

(Diffie-Hellman % —) % DAhd H235 7 — % % 2 5D H.235 =2 RARA > MHTEBEFIZ /S A
AN—ERHILENTEET, 20D, IRH200TY RRA Y FTEExaT AF 4T
F v RNVEMILTEET,

[H.235data] DB Z G HIE, RO R T 7 BLOT — F v = A OO E Th. 235
INRRANN—FFHATH]| T2 IRy I A A N LET,

« [.225 Trunk|

« ICT 7" — b F—/—il
« ICT E7"— R 2 — X —Hil
*H323 77— KT = A

Ko7 L= A DBEEDHANTOWTIL, [Administration Guide for Cisco Unified
Communications Manager] #Z M L T 7230,
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SIP 52y t%ay74 7774 008Eo0T [

SP c5 >0 £Fxal)T4 A7 7A4ILDFREIZTDOLNT

Unified Communications Manager Administration CiX, #H—D&Fx=2 V7T 4 707 7 A VEEEHD
SIP h 7 712D HTHZENRTEDES, SIP 770X a 7 BiEOREHH % 2
N=THLTWET, tx=a 7 A BEOREHRHICIE, 7302 ¥F207 4 =8, &4
VA NBRL, ER/RBRESA TORERHYV ET, [MT 7 OfRE (Trunk Configuration) ]
VA R TEXa VT 4707 7 AV EEIRT DB, MRS AORGEE SIP ~ 7 > 7 i H]
LEd,

Unified Communications Manager % A b—/L3 % & HAEPGFHRHOEZFAIEEF 27 SIP b
Ty eFa VT4 TuT A BRREENET, SIP b T OEXa )T 4 KiEE AT
HICiE, FrlntxalT g Iu7 A EBEL, ThESIP T U ZICELES, FT v
IREX2 T4 H2YR—F LAV EIE, FEXaT 777 AV ZEIRL T ZEVY,

TX2VT 4 T T ANDRET L R, SIP T VBRI R—T258F=2U T 48
RN ERRINET,
SP S Xa)FT4 JAT7AILDERENDE Y +

[Unified Communications Manager Administration] TSIP 7> 27 EX 2 U7 1 7’07 7 A V& &E
TORICITUU T O AEHE L T ES0,

«SIP N7 7 ZHRET D5G1E. [ M T 7 ORIE (Trunk Configuration)] 7 4 & K7 T F =
V74707 7y ANVEBIRT LLENRDVET, T ADBEF2 VT 42 HR—FL T
NS, FEX 2T e T s A VERIRLET,

cTET AL RCED B THENTWDEEX 2T 4 a7 7 A VIHIRBRTE £8 A,

e FTTIZSIP TV ZICE Y B ToHNTWAEXF2 YT 4 0 77 A NVDOREEEETH L,
FOTa 7 ANNED B TENTWDETRTOSIP T v 72 Eéhh&m# M =
nET,

e TNARZENHTHENTWDEX 2T 4 V7 A VDL EEETEET, e rry
ANGERENED Y TOHNTWASSIP FT 2713, il a7y AL LikEThitRs
LTCWET,

» Unified Communications Manager 5.0 LfED T » 77 L — RE[IZT NSA A X =2 VT ¢ T— K
Ze it L CWe4 . Unified Communications Manager (X SIP k7 > 7 D7 a7 7 A )V EERK
L. 207077 A NET A ZZHHLE T,

cSOET—FIZTADSIPEXY) TAHERXARY
20—

WDEAT ZFITLT, ==L SIPOEXR=2 YT 4 2R LET,

FSUOET— D TADSIPEF) T4 .
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Procedure
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Command or Action

Purpose

Step 1

X7 S—h v AfE T DY b
T

X2V T 4 DEDICEXF2T A — R
A ENTUTERAMMILET,

Step 2

SIP hT7> 7 X%a2UT7 4 7740

2Ly

[

SIP v 7 tXa T4 7u7Z7r A%
B, B, ol vr—LET,

Step 3

SIPrN T 27X UT 47 a 77 ALD
18

Ko7 ~DSIP T v 7% )T 47
07 rANEHEIIIL, T ATEF
Vs 7u77 A VEEHLET,

Step 4

Sip hZ7v7tF2T47mT77A0E
SIP ~F v 7 D

SIP T o7 ®FXa2Tra7uar7rALL
SIP hZ v 7 ZREEILFET,

Step 5

Cisco Unified Communications Manager
Administration Z ffff] L 72 SRTP D&

H323 75— U2 A BLOT— FF—r3—
HIEHE 7 ITET — F 22— Rl D
H.323/H.245/H.225 ~ 7 > 7 £721X SIP |
Z > 7 @ [SRTP Allowed] 47> = V& i%
TLET,

a7 —

ZDFNEIL, CiscolOSD AT 4 TRBI RV TF U v T OR
HLET, ZHnICED, B2V T 007D

TOHmNRM SN ET

FIE
Step 1 cisctl 2~ FEZFTLTY FAZ ZRAEE— NIC
Step 2 A SR E SN TWS Z 2R L ET,
Step 3 IPSec Z i LET,
Ev bk
[PSec Z i iE T D 728
A,
Step 4

koA E RSO DEY NTYT

albds KOG SALBERE & A G TE

{Z CiscolOSMGCP 7' — b U = A & %587 5 ik B

I NI —=I AT T A NIV F % TIPSec ik €T 5 &t Unified Communications
Manager & 7" — k '7:v:/l’i7i LR T7 7 EORTIPSec ZiRETHI EHTEET,

210 EFET LG6, oA 2T 208 TH Y £

H32310S 7 — b U = A BL WY T A X[ N T 7 D4, Unified Communications Manager C

[SRTP% 1] 9% (SRTP Allowed) | F = v 7Ry 7 A4 2 LET,

[SRTPZ 1[4 % (SRTPAllowed) 1 F = v 7 R v 7 Al

U4y ROERE[T— T = A OF%E (Gateway Configuration) |V 4 > R EINET, =

. [F7 7 ®ik%E (Trunk Configuration) ]

NoEOT 4 v R ERRT D HFEICOW T, Cisco Unified Communications Manager 7 K 3 =

fo—var A ROV IR~y oA

. SO ET—FITADSIPEFRLY T o

T 2TEZZML TSN,
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Step 5

Step 6

SP k5> £xay5s a7 LoRE |

SIP hZ7 227 D4, SIP T 7 X2 )T 47 ua77 A 0ERKEL, bT U7 LET
(Z DB EAT > T WIGHE) . £72, [T/AM R (Device) >[5 2% (Trunk) [>[SIP k
524 (SIPTrunk) | DEY 4 > R T[SRTP 25573 % (SRTPallowed) | F= v 7R v 7
AEBTAH AT LET,

EE [SRTP #:¥AI 9 % (SRTPAllowed) | F= v/ Ry 7 R4 NlT 585, 23—/ %
Ty m— g VIR —RF DM F 2 ) T 4 EEERA A SR AAVE S ICT 5
oL, Bt ENTTLS Ve 7 7y A VAT A Z L AR LES, a7 7
077y ANVEMERT S E, SRTPIFMERE L 928, F—1Fv 7TV 7Bl hL—2
TAMEINET, ZD4E. Unified Communications Manager & 7 > 7 OF& /6 [H T
Xy NI =27 DX T 4 ZWRTHLERH Y £,

Yo b e TEXa )T 4 BEORESY 27 £ 9T LET

FEANZ oW CIE,  [Media and Sgnaling Authentication and Encryption Feature for Cisco |IOSMGCP
Gateways] #ZH L T 7230,

SIP cS > X)) T4 7O 74 IILDERE

Step 1

Step 2

Step 3

SIP N7 7 X2 UT 4 a7 rAL%BMN, B, £RIFa—7325120%, ROFIEEEIT
LET,

FIg

Cisco Unified Communications Manager Administration?* 5, [ X T L (System) | >[F a2 T4
F0 774 )L (Security Profile) 1>[SIP k5 >9€Fa ) T4 7FBT74)L (SIPTrunk Security
Profile) | Z#I#R L £,

RONTNDOBIEEATNET,

a) LW 77 A NZiBind 52, [Find] 74> FYCT[AddNew] 227 U v 7 LT
(a7 7A4NVERRLTHD, [AddNew] 227 Vw7 FT52 L6 TEET)
BT 4=V RIZT 74 MREDPIVIAENTZRE T 4 > RURKRRINET,

b) MfEOEXF2VT 4 TuTr AN Eat—F 5120, WYIR7T a7y A Vi H2F, [Copyl
FINIZHDHZDLa— KO [Copyl TA a2 U v 7 LET
(T 77 A NVERRLTHGL, [Copyl 2 Vw7 THZEHTEET) .
WET 4 RUNRRIREN, RESNTEHARNRENET,

o) Mfro7 a7y A NVERRTHITIE, SIP 778X VT 0707 7 A4 VOBRROBMIC
P, WYX 2T T T s ANERDTTERRLET,

WRET A Y RUBREREN, BIEDFREDRSNET,

[SIP N7 7 X2 VT4 a7 7 A NVOREE] OS> T, YRR EE AN LET,

FSUOET— D TADSIPEF) T4 .
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Step 4 [f#1F (Save) 1227 VU v 7 LET,
X2 VT Tm T A NVEER LTS, ERE R T UZICEHLET, SIP AT U2 IZF A4V

A b RAEE BOE LTc

X, SIP T 7 A L TEG SN TWAET 7 U r— 3 d[Sip LIL

L(SpReaM)] M4 Y RHTHA D=2 b I LTV Lv VARET B0 S 0 £ (£ 7505
LTCWRWER), SIP 7 72N L THGSNTWAT S r—ya Aixf LCT 7Y r—a
VLSO RIS LIEgaE, [T Y r— 3 > a—4 (ApplicationUser )] 7 4 > KU T
TV = a AT ENTNWD A Yy RERETLOILENH Y T (F72FEIT L TR

ﬁ)o

SIP S0 X274 TRAT7AILDRE
WDORTIE, [SIP hT7> 7 ¥x%=2 VT 4 v 77 AL (SIP Trunk Security Profile) | O ETEH

WZOWTEHM L ET,

RSPS9 £XaYT4 TOT74 )LD EEE

ERE Hil
A X2 VT4 TR T ANVDOLETEATILET, il e 77 A%

RfFr3 5 &, [N7 27 OE (Trunk Configuration) 17 4 & K7 @ [SIP
NFv 7 8Xxa2 VT 4 777 A VORE (SIP Trunk Security Profile) ]
Ray 72T ) X MIEDBRPERSNET,

[#H (Description) ]

X2 VT4 e 7 s ANOEHEANT LET, ST, TROTE
TN 50 P& freE CE £, ZEmIIHF (D N—t U LS

(%) . TP R (&) . Ny Z7AxT7yv= (D), iy a (<)
T TEERA,
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SP k5> £xay5s a7 LoRE |

e

A A&

At AR

[T A AEX2Y T4
E— R (Device Security
Mode) ]

Koy 7 XA NNS, IRDET T2 arONTmnzaEERL £,

s [AEE* =7 (NonSecure) ]: A A —IRELIANDOEF 2 U 7 1 1
FeldEH ShvEtd A, TCP % 7213 UDP #:%i T Unified Communications
Manager 23 T £,

o [RRREY 7 (Authenticated) ]: Unified Communications Manager (% k
T2 OREGYELRGEE S L E T, NULL/SHA {8119 2% TLS
i bl & £95

o [554¢ (Encrypted) ]: Unified Communications Manager |X k 7 7
DL, FBRE, BX O 7TV ISzt L £,
AESI28/SHA 214 % TLS #kins s 77V » 7 Ik & 97,

GE) [RBREEA (Authenticated) ] & L CERIN TN D [T /34
A¥E¥=UT 47807 74/ (Device Security Profile) ] % f#
HLThKrT 7 %2ikE L7254, Unified Communications
Manager £, NULL_SHA W5 Z ] L 7= TLS #4i (7 —#
ES7e L) R L ET,

INBHDRNT U iE, BT 3 AR NULL_SHA W55 %
FAR—=FLTWRWGEIL, ZOT A ZAZFRLIED
a—ERELTZD LERA,

NULL SHA 55 %R — F LTV RWESET /N1 A TIL,

N7 7 % [BES1E (Encrypted) | & L CIER LT [T 34
ADEF 2T 07177 AL (Device Security Profile) |4
T ary THRETLHLERHYET, ZOT A X EF=
V74 7m7 7 ANVEfHTLE, b0 713 T—4D
G A RS 5B N0 TLS B 5 244t L £ 7,

[Incoming Transport
Type]

[T/83 28X = U7 F—F (Device Security Mode) ]2 [AEEX =7
(Non Secure) | D¥jf, W21k ¥ A 71X TCP+UDP (272 V) £,

[T/34 A% 2 YT F— K (Device Security Mode) | 73 [FZAEHF
(Authenticated) ] £ 721X [5*5 4t (Encrypted) ] D354, TLS Tlzik ¥
ATRIRESNET,
GP Transport Layer Security (TLS) 7"& k =2/L{Z & - T, Unified
Communications Manager & &7 > 7 [H O3 R S 4V E
‘d‘o

FSUOET— D TADSIPEF) T4 .
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E B

FEfEizit & A4 7 Ky 77Xy R MPO#EY) R EREE— FZBIR L7,

T( Ou)tgomg Transport [T/ 28X = U T (F— R (Device Security Mode) ] 23 [AEiEF =7
ype) ] (Non Secure) ] D¥34r1%. [TCP] £ 7-1% [UDP] %% L £,

[T/34 AEF =2 YT F— K (Device Security Mode) | 73 [FZREHF

(Authenticated) | E 7213 [ 54t (Encrypted) | DI5& ., TLS THzik 4

A TRIRESNET,

G TLSIZk V., SIP h T2 7Dy 7Y v st T84 &
FEE. BLOV 7Y U IR SR REE SNV E T,

GH Unified Communications Manager 327 Af#] @D SIP k5 7
ERGIL, fhoT 7Y r— 3 U TCP YR — LT
BRWIGEICDOR, FME T AR—Z A 7L LTUDP %
fHTL2DBERHY £3, ENLUSIOEGEIT, 7740 K
DAT 3 LTTCP 2L E7,

[’/17\/]):/:127\ FBREDH | # A 2 = X MR H T T, ZOF =2y IRy I ReF I

%4t (Enable Digest £, ZOFzv IRy T X%ff?]‘ N2 % & Unified Communlcatlons

Authentication) ] Manager (£, b7 > 7 NHDOFTRTO SIP EHKIZKH LTF ¥ Lo VAT
WET,

F ATz A MRBRETIL, 735 AFRGE, 582t B L OB It =
NEHA, ZNHOMREZMAT LI, BX=2 )7 1 F— F [
(Authenticated) ] £ 7213 [l*51L (Encrypted) ] ZIER L T 720,

ek TCP £721Z UDP izik ZfffHH L CTWAB FF 7 TDSIP b7
/7 :L_‘H_%uunﬁﬁ’z) :t &/l) /IX ]\nunﬁé'@iﬁﬁ L/T

[F > A HERRIE[H] T ZEDAT R IR (WAL Z AN LES, 7 7 40 MEIZ600 (10
(Nonce Validity ) TT, ZORMEAEFRT B &, Unified Communications Manager (351
Time) ] LWVMEZ AR L ET,

(EE) ﬁ‘yx'fﬁli g/]) .‘/IX }‘nunJ_F;&"j-T féﬁL;&fd‘%D
HA P2 A PRHINRAT = ROMDS Ny v abi5H8T 5 L
Tl ENET,

. SO ET—FITADSIPEFRLY T o
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SP k5> £xay5s a7 LoRE |

]

A A&

At AR

[Secure Certificate
Subject or Subject

Alternate Name (‘%2479
AEE O E 23
Tl FOR) ]

ZOT7 4=V RiE, BEREY A 7 LOREREF A 71 TLS i€
LicGaiciEl snET,

TNA AFBAETIX, SIP N7 27 TNAAL ADEX 2T sl EOT 7
VUl FNERRY TV MELE AT LET, Unified Communications
Manager 7 7 ZAZ I L T\ D54, 721X TLS ETIZ SRV Ly 7
Ty T EMAHLTWDEEE. 1250 87 7 BNEBORA MRS
N ENHYET, ZOXDITRSNIZGE. NI U2 I8 o®
X2 TRFIAEOY TV FERIFY T V=7 MUBERRE SN E
To X509 DY 7 2= NPT 256, A=A o~
tIlavr, avronTnrEANLTELEZXYD 7,

ZDT 44—V RIZIX, 4096 LFEETANTEET,

Bk V7YV ML, EE o TLS sl F IR LE T,
YT NGER— NI TV AR —EITR
HEDZLTLEE N, BeDHSIP T ZICRI LY T V=
7 MAEFEGER— FOHAEDLEEZR V[ THZ LIFTE
FH A, Bl A— k5061 @ SIP TLS trunkl X, BX= U7 ¢
SN EONL 13 7Y =7 M4 my oml,
my _cm2 ZFfo TWEF, A— bk 5071 @ SIP TLS trunk2 2
i, Bx a2V T CEESNZAIEDY TV 27 bE
FY 7Y =7 MEZmy cm2,my em3 3% 0 £5°, A— b
5061 @ SIP TLS trunk3 |%. ¥ = U F ¢ TS /-5
FHOMZEZITH TV =27 M Lmy comdZ FieZ &R T
XFEITN, e EOY TV bERIIY TV
MBEY my eml 25D 52 LT TEXERHA,
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[#{#A— bk (Incoming
Port) ]

EFEEAR— P ZEBINLET, 0~ 65535 OHPHO - mDOR— hFSEE 1
DSANLET, H5TCPBLUUDPSIP A v —YDF 7 4 /L b R—
M & LT 5060 2MEESNET, HETLS A v =Y DT 7 4L FD
i < 7= SIP AR — hZ iwm#?%éﬂiTo::TAﬁLtm
ZoTa 7y ANEMHTLTXTOSIP 7 U7 @ & ET,

Ev bk TLS Z{f T 2T _XCTHSIP b7 > 71X UHFAR— F &3k
HTXxFEF, TCP+UDP #4253 _XCTDOSIP 77
FRCEFEAR— b EECcEET, W UAR— hT, TLSSIP
Wik N7 & TLS AN SIP 2% 5 0 7 Z A 75 IRAE
EHDHZLITTEERA,

Ev bk WHONT 7 4w 7HZ, SIP k7227 UDPAR— K T1O
DIPT RUANLDHEFET v b b— 2 REFZ [SIP
2227 UDPAR—FDAw v hV L EVME (SIP Trunk UDP
Port Throttle Threshold) | Z# 2 5 &5101%, L EVWEE R
ELHLTLZEW, SIP h 77 & SIP AT —3 3 ViR
C%{H UDP R— h 2347 L TV 5854, Unified
Communications Manager (32 DD — E AT 2 —HfHD 5
U‘ﬁi’ﬁ’jb\f/\‘ﬁ/ I\%_”XH vy M7 LES, Zo
T A =2 DR ZHM ZiX, CiscoCallManager H— &
X%ﬁf‘l—_iﬂﬁ”é%%ﬁfﬁ% ) i?’“o

[7 7V r—3ay L
IR AT
(Enable Application
Level Authorization) ]

77)#~VHVVNW®1ﬁﬁ SIP NTF v 7 &N LTESGiINTT
T r— g A ENET,

IDF IRy 7 ABF T D6, [FA4 YA MNbit =it

(Enable Digest Authentication) | F = v 27 Ry 7 AH A2 LT, b7
I DEA Y = A MRl EBGE T W ENH Y £97, Unified
Communications Manager (X, #FA] &N TWHT 7 U 7r— g 7z
BT HATNC, SIP T 7Y r—va ra—HE@al L £,

TFV =2 a bV DOH R RHRNR Y G, N T 7 LoV ORI
BUNCRAEL LT IV r—2a LoV R FRET 5720
Unified Communications Manager X [7 7'V 77— 3 2 — WOk &

(Application User Configuration) ]V 4 > R CSIP 7 U 7 —3 3 >
2—PICH L THAIENTZA Yy REDEIL, (Zokex=2UT7 478
TrANHND) TR LTHIISNIZAY y ReF =y 7 LE
R

Ev bk TV = a RGBT E WS, I
EDRT L7 TT IV r—a ryMgEn 2 nWgs (o
F0, PTHLELOEITR 2D VT 20T Y r—a
VERNEETAIGE) IR, T A= g3 LULER
RO ZZEE LTI,
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SUBSCRIBE D1}
(Accept Presence
Subscription) ]

AXE B
[FLEAD Unified Communications Manager 73 SIP 7 > 7 & CHEFTH LBV

AV TR I a VEREZITMNTDB LT EGEE. Z0F =y
TRy I A A N LET,

[7 7V r—3a v LYVl 2 A 2 (Enable Application level
authorization) | F = v /7Ry 7 A4 N LzgEld. [7 7V r—T 3
v a—H D% e (Application User Configuration) |7 4 > K7 (ZEH) L,
ZOMREICE LGN ShD T ) r—vary a—HFoO [T LB AD
SUBSCRIBE ®i1] (Accept Presence Subscription) | F = v 7R v 7 A%
FUATLET,

T TV = a v LUV DAL . [V v A D SUBSCRIBE
DFFA] (Accept Presence Subscription) | F = v 7 Ry 7 ANRT 7V Ir—
vava—FlLTACEE S, T U ZICB LTI
SNWEE, T U2 ICEEEND SIP—F = — U = FT403
T— Ayb—UREFEINET,

[Out-of-Dialog REFER
#F] (Accept
Out-of-dialog REFER) ]

Unified Communications Manager 73 SIP ~ 7 7 & CHAE T D461
A @ Out-of-Dialog REFER 2K Z 32 F A1) 2 K 91T 28813, 2o
Frv IRy I A F T LET,

[7 7V r—ay LoULVEELEZ A (Enable Application level
authorization) | F = v 7Ry 7 ZA&F A LTZGHEE, [TV r— =
v a—HOi%E (Application User Configuration) ] 7 « > R IZHH) L,
ZOFRNCEH L THTENDET 7V r— g > 2—H O [Out-of-Dialog
REFER DAl (Accept Out-of-dialog REFER) | F = v 7 Ry 7 A% A
I LETS

[Unsolicited NOTIFY @
#F ] (Accept Unsolicited
Notification) ]

Unified Communications Manager 7% SIP b7 > 7 & CHEE T HAE
INVITE, Unsolicited NOTIFY A vt —Y&ZIF AN D L 9ICT DITiE,
CDF =y IRy I AeF T LET,

[7 7V r—3a v LYVl 2 A 2 (Enable Application level
authorization) | F = v 7Ry 7 A& F A LTEGEX, [T 7V r—v =
v a—H D% 5E (Application User Configuration) |7 4 > K7 (ZEH) L,
ZoHFRICE L THITEND T F Y r—v 3 v 2—H% O [Unsolicited
NOTIFY ®FF] (Accept Unsolicited Notification) | F = v 7 7R v 7 A% 7
SZLET,

FSUOET— D TADSIPEF) T4 .
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n] (Accept Replaces
Header) ]

LWSIP ¥ A 7 a7 %% 015 L5127 5561,
I AT AT LET,

(7 7V r—ay LoULVEEEEZ AR (Enable Application level
authorization) | F = v 7Ry 7 A4 N LgEE. [7 7V r— 3
v a—HOi%E (Application User Configuration) ] 7 « > R IZHEH) L,
ZOHRITEH L THITESND [~y X —EZIWZ D] (Accept Header
Replacement) | F = v 7Ry 7 A4 2 LET,

IDOF v TRy

[’!Z X2 T4 AT —XH
A % i%{F (Transmit
Security Status) ]

Unified Communications Manager 7%, BJilfJIT 5472 SIP FF 7 6
SIPETIZa— N DEexal) T4 TAaV AT —HAREETHEIIC
THGEE, ZOF =y IRy I AeF AT LET,

T FINVETIE, TOR Y7 AIA 7> TWET,

[SIPV.1507 7 kN7
KSDPA~Z 7 —D 7 4
&Y 7 (SIP V.150
Outbound SDP Offer

Filtering) ]

Koy FHE ) A NNS, IRDT 4 VEZE AT Y g oW iung
R L E,

[ TT7 AN DT 4 NVE &R (Use Default Filter) ]: SIP k7 7
IZ. [SIPV.IS07 7 h/X7 2 RKSDP A7 7 —D 7 4 V% J 27 (SIP
V.150 Outbound SDP Offer Filtering) ] #—t A /XT X — X TIRIE &
NIZT TAN KT A NVEEFHLET, 2OV —EART2A—4%
HoF 512i%, Cisco Unified Communications Manager Administration
T, [YRTL (System) > [H—ER/X5 A—4 (Service
Parameters) | > [V T A Z £ED/INF A —8 (T/31 X-SIP)
(Clusterwide Parameters (Device-SIP)) | ®IEIZFE) L £,

s [Z74%Z7 L (NoFiltering) ]: SIP 7> 7%, 77 TR
F77 =MD VIS0SDPATDT7 4 V& v T hFTLEEA,

« [MER V.150 % H|[% (Remove MER V.150) ]: SIP 7 > 7%, TV
R R F77—HND V.I50 MER SDP 1T 2Bl L£4, FTv
27 3 MER V.150 & ¥ % Unified Communications Manager {Z 3% %
THEDODHNENESZMIRT DT, 04T v a o EIBRLE

7T

e [Remove Pre-MER V.150]: SIP N Z 71X, 7U MU RAE T 57—
THE MER xf s V.150 RIS Z T _CHIBR L ET, 7 T RAZ R T

MER 4R TA 7 7 — &AL T & 720 MER #EHLT /N4 DR > b
T— 7 IZHENDLBEOHNVENIZMIKT HICIE, 04T var
IR L E T,
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[SIPV.1507 7 h/3t7
KSDPA 7 7 —D 7 4
VAU 7 (SIP V.150
Outbound SDP Offer

Filtering) ]

Kay7Z oA NNL, IROT 4 VEUBA T a o OWNT g
BIRLFET,

[T AN DT 4 EffH] (Use Default Filter) ]: SIP k7 > 7

o[7 4% 72 L (NoFiltering) ]: SIP 7> 27X, 77 TR

« [MER V.150 %% (Remove MER V.150) ]: SIP N > 7%, TV

* [Remove Pre-MER V.150]: SIP F T > 7%, 7U MU AT 7—

GH Y% o T o — VG A LT D21, V150 FC SIP T

1, [SIPV.IS0T7 7 b RSDP A7 7 —D7 4 V¥ U7 (SIP
V.150 Outbound SDP Offer Filtering) ] %h—E R /3T A —& TIzE I
NIETT7HNV T A NGB LET, 2OV —EARNTA—F %
W21 %1Z1%,  Cisco Unified Communications Manager Administration
T, [VARTL (System) | >[H—ER/8S5 A—4 (Service
Parameters) | > [V J R A EEKD/INT A—32 (F/NA X-SIP)
(Clusterwide Parameters (Device-SIP)) ] DIEIZHEE) L £9-,

I 77 —WDVI50 SDPITD T 4 VEZ U v T HEITLUER A

RS R A7 7 —HO V.150 MER SDP /7 # Bk L £, ~T7 v
27 73 MER V.150 £ ¥ & Unified Communications Manager (2324t
TOHEDOHNENSEEIET DT, O T a VEIERLE
R

CTHE MER Xfjis V.150 [AI4R & 3~ CHIBR L £ 3. MER X W iiD17%
WY 547 7 — &L T X 720y MER LT A AN D725 Ky
FT—=21C 7 FAEAREENTWVDEEE, HVENEEZRLTIC
X, ZOF T a UEEIRLET,

10S Z@ET 8N & Y £9, 10S % Unified
Communications Manager C i & 3 2 B DA DUV T,
http://www.cisco.com/c/en/us/td/docs/ios/12_4t/12 4t4/mer cg
15 1 4M.htmla ZE S 72 &0y,

SIP crS 20X )T470774I)LDiEA

[Trunk Configuration] 7 4 > RV CRhF U ZIZSIP v T2 7 ¥X 20T 0 7Tur7 7 AV E#EHLE
To TARZEF2 VT 4 7077 A NVEEHT HI2E, ROFIEEZFITLET,

Step 1

FIg

Cisco Unified Communications Manager 7 KX = A fL—3 3 > HA ROFBHIZHE->T, T o7

ERRLET,

FSUOET— D TADSIPEF) T4 .


http://www.cisco.com/c/en/us/td/docs/ios/12_4t/12_4t4/mer_cg_15_1_4M.html
http://www.cisco.com/c/en/us/td/docs/ios/12_4t/12_4t4/mer_cg_15_1_4M.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

PSSO E— P9 zADSIPEX2 )T 1 |

B osirsovexausT007088P FSU DR

Step 2

Step 3

Step 4
Step 5

[ Trunk Configuration] 7 1 > KU RER RSz 5, [ SIPtrunk Security Profile] ke & HoUF
£7

X2V TF4TATFAND Ry TET YA Rnb TAAL AZEAT 52X 2 07 471
Ty ANEBIRLET,

[fR1fF (Save) 1227 U w7 LET,

cNZr &%ty b B2, [Apply Configl 227 U v 7 LET,

APz A NBREETNNC L= a7 7 A4 v% SIP N7 7 ZH LizgaiE, h7 7 @ [SIP
LV (SIPRealm) |7 4 > R THEA V= A b /A U ANERERET HLERHY £, 77
Vr—a LRV ORBIEEEINCT 27 a7y A VEBA LIEGEIE, (75— ara—
# (ApplicationUser )] 7 4 > RO TH A Vo A NI LT U Uy v EFal S =iZnl & e+
HBENRSH Y FT (FEETLTORVIGR).

Sip kS tEXa)T4TATFAILESIP FS U DEE

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

SIP T2 7 BB EEITH1-SIP T v 78X VT4 a7y AR+t 512X, ROF
JEZRITLET, ZHUX Y, mbEEOLWIE TR OB ENEH SWET, (7mkx
X, WEEZTLT AL AO—FTIE, Vi y MERITHESNAERGERHY £, )

Fg

[System] > [Security Profilg] > [SIP Trunk Security Profile] D JIEIZIER L F£ 57,
T MR FA IR T,

[#% (Find) %27V v 27 LET,

U4y RUICHMRENLE 8T HSIP T2 ¥Fa )T 7u 77 A VD ) A RBEREINE
7

FUNTHSIP KT EFAMITLHSIP N X2V T 4T T s ANE ) 7 LET,
BINOBGEZE L 2 INAET,

[fRAF (Save) &7 VU w7 LET,

[F&E D (Apply Config) 1227V v 27 LET,

[FetEskDiE M (Apply Configuration Information) | 4% A 7 2 7 BE RSN ET,

[OK] %7 Vw27 LET,
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Cisco Unified Communications Manager Administration Z{F L 7= SRTP
DFFA]
[SRTP % # 1[4 % (SRTP Allowed) ] F = v 7 AR 7 AL, Unified Communications Manager® {X ™
BOET 4 RUICERIRSNET,
*H323 7 —hU A DREY 4~ KT
* [H.225 Trunk (Gatekeeper Controlled) Configuration] 77 1 > K/
 [Inter-Cluster Trunk (Gatekeeper Controlled) Configuration] 7 1 > K7
« [Inter-Cluster Trunk (Non-Gatekeeper Controlled) Configuration] ™7 f > |17
« [SIP kZ > 7 D&5E (SIP Trunk Configuration)] 7 > K7

H323 7 —Fr U= A, 7— bF— = £ 7213357 — » F— 3l > H.323/H.245/H.225 k7
> 7 SIP s 7 7 ®[SRTPAllowed] = v 7 iR v 7 A% T H120F, IROFIEEZERITLET,

FIg

Step 1 Unified Communications Manager O IZHE > T, ¥ — b =2 A I N T U7 MR L ET,
Step 2 T 02 AETT N T OREY 4 RULEBWAZ, [SRTP Z 713 % (SRTP Allowed) ]
Frxv IRy I A% F NI LET,
EE SIP k7> 27 @D [SRTP %5FA] 95 (SRTPAllowed) | F=v 7Ry 7 A&A 2 1NlT 5
Laid, F=hotda ) 7 HEOBWA T — g R A SR &
INCTLSHE ST e 7 7 A VO EHR LET, kX7 Furr AV EMHT
&, SRTPIIMERE L £T 08, F—13v 7TV v 7B —ATAMENET, 2
D54, Unified Communications Manager & ~ 7 > 7 QL Try NU—2 D& F =
V7 4 R T 2 0BENH Y £77,

Step 3 [f’f7F (Save) 1 &7V > 7 LET,
Step 4 FNRA A%V ¥y FTBHITIE, [Reset] 27 VU w7 LET,

Step 5 IPSec 28 H323 IZHf L CIE LK E SN TWAD Z L 2R L £ 7, (SIP OFA1E, TLS A1E L <%
ESNTWVD ZEEMER LTI IEEWN),

FSUOET— D TADSIPEF) T4 .
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