Ikt 574 E—FEFPSE—FHA
DCLla<w> K

cYEEEX 2T 4 E—FKHDOCLIa~<w> K (1—)

*FIPS E— FHOCLIa~> F (2—Y)

cCLI A H =T 2 A ALTO—F ThH T bV A A DRIT (42—=)
7Ty N4 =L v DY E—NEEa X T ORE (58—)

HLEtEX 2V T4 F—FOEX2 VT A HOT 7y b7 4 —ALCLLa~v L K (63—
V)

VisEt¥a1) 54 E—FAHODOCLUaTY R

WEtF2 V7 4 E—FTIE, RO CLL a2~ > REEHLET,
* admin:utils EnhancedSecurityMode
* utils EnhancedSecurityMode disable
* utils EnhancedSecurityMode enable

+ utils EnhancedSecurityMode status

HhaktEFa) T4 E— FORE

EHLF L. CiscoPrime Collaboration Deployment = CR O FNEZEH L CHiEE X =2V 7 4 £—
RERETEXET, ZOF— RBADI/R-> TWBEAIEL, ROV AT LYLEKREN HEIIC
B snET,

e NRAU— REFICETHL VBRI LT ooy /L R v—nFEEIND
cTCP RNV T— FEEFoX U JHOT 74V b a hanilid

« FIPS ©— KX HEZ/2 5
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FIE

RTFYT1 avrV RIf v A v E—Tof R Zu L LET,
AT 72 utils EnhancedSecurityMode status =~ > K237 L, b SNt x =V 7 1 T— RBHL)
THHNEI D EHRLET,
ATY T3 HEEX2V T 4 T—FERETHIE, /—FETKROa~y FOWTIUNEFEITLET,
« ZOE— REHIZ ({Z1Z. utils EnhancedSecurityMode enable =~ > N % 517 L £ 7,
o ZOF— K& 5| ?6 iZ. utils EnhancedSecurityMode disable =~ > & {7 L £
R

FIPS E— FADCLOT > F

Cisco Prime Collaboration Deployment | FIPS &— K CiX, &k®D CLI 2~ R&FEH L F9,

« utils fips enable : FIPS E— RZ G2 L E¥, FHMIICDOWTIX, FIPS E— FOHLE (
2X—=Y) OFEEZSRL TSN,

+ utils fips disable : FIPS &£ — RZMEZhZ L E 7, FEMIIC OV TIX, FIPS &— ROMEL (
3N—=Y) OFIHEEZRLTIIZENY,

« utils fips status : ¥ —/3 ETFIPS E— RRF IR TW D DEZNIT 70 > TV D O FEH
L £,

GE) T4 HFRZ YINY VAT ACLIAY Y RIEFIPSE— R CYAR—banEd, Zhboaw
¥V ROFERNZ SV TIL, http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html C [ Cisco Prime
Collaboration Deployment Administration Guidel] @ [CLI Commands and Disaster Recovery System |
DEZZRL T TEI W,

FIPS E— FOEZE

CLI #%H CFIPS E— RZ AT 7,

FEE FIPSE— REAZNZT BRI, VAT LNy 7T v T aFT7T5Z L am HELEL £9, FIPS
DF = v 7 BB LIIBA 1L, AT ANEIE L, T 51213 B3 CD 25488

12720 £,

P EEx1UT E—FEAPSE—FADCLUaTUFR


http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

| EEFaUT4 E—FLEAPSE—FAMCUITY R

ATy
ATvT2

ATvT3
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FIE

CLItyYavaRthLET,
CLI CIRD =z~ R&EASLET, utils fips enable

woTa 7 RRERENET,

admin:utils fips disable Security Warning : The operation will regenerate
certificates for 1)Tomcat 2)IPsec Any third party CA signed certificates that

have been uploaded for the above components will need to be re-uploaded.
KA KA AR A A A A A A A A A A A A A R A A A A A A AR A A A AR AR AR A KR AR A AR AR AR AR AN A A A AR AR AR A AR AR A A A A AR A Ak Ak Ak kK

This will change the system to FIPS mode and will reboot.
khkhkhkkhkhhkkhhhhkhhhkhhhkhhhkhhhhhhhhhhkkhhhkhhhkhhhhkhhhkkhhhkhkhhkhhhhhhhkhhhkhhhkhhkhkhkhhkhkhkhrhkkhhkhrkhhrkkhx

Do you want to continue (yes/no) ?

yes E AJJLET,
DA =V RFRENET,

Generating certificates...Setting FIPS mode in operating system. FIPS mode
enabled SuCCessfully. R R I I I I b S b S b b b b R S b b I S b S b S b b I S b I b b I b b S 2 b S b b S Sh b i S b S

It is highly recommended that after your system restarts that a system backup
iS performed- R R e R I b b b b I A R S b b b I b S S b e b b I b A b B b R I IR I I S b b b I b S 2 S b I The

system will reboot in a few minutes.

Cisco Prime Collaboration Deployment 7% H#jfJiZ ) 7 — ~ L £,

FIPS E— FDEZE

ATy T
ATvT2

ATvT3

WOFINEZFEH LT, CLIHE TFIPS F— RAEHICTEET,

FIE

CLIEy v a v &BtELET,
CLI TRDa~vy RE ASJLET, utils fips disable

wo7Ta 7T FRFERENET,

admin:utils fips disable Security Warning : The operation will regenerate
certificates for 1)Tomcat 2)IPsec Any third party CA signed certificates that

have been uploaded for the above components will need to be re-uploaded.
hkhkhkhkkhkhhkhhhhkhhhhhhkkhhhkhhhhkhhhkhhhkkhhkhkkhhhkhhhhkhhhkkhkhhkhkhkhdhhhhkhhhkhhhkhhhkdhhkhrkhhhkhhkhhkkhhkrkhhxkkhx

This will change the system to NON-FIPS mode and will reboot.
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Do you want to continue (yes/no) ?

yes E ASTLET,
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GE)

CUEAMUZ3—T AR LETHI—
VA DDERT

WD,

FEAAE IS L OVSSH % —X. FIPS IS U C, BEIMIZEHAR I N ET,

Y T7horvheEHA

= — A3 Cisco Prime Collaboration Deployment 7 ~° U 77— 3 > F 721 CLL 1T YA

VAT EHEIFNFEY A A BT ORRE R LET,
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I29h24—LOJD)E—FEEOFZT VI DEE
RDOFAT ZFEATLTC, 7Ty bT7r—oEEn 7, VE—h¥R—F s, BIUCSV
TrAMIxT BV T NEERX S PR — R EBMNMLET, Zofon 72iE, FileBeat
7747 k& Logstash — "M S v E 7,
1a s BRI
HMER Logstash B — "3y b7 v 7 ENTWDL Z L 2R L £ 7,

FIE

RTYT1 IPT RLA, R—k, T7A) XA 77 EDINE Logstash H—/SOFEM T FileBeat 7 7 A 7
VREBZRELET, FIEIZOWTIL, Logstash h— NMEHROFRE (53—) &ML TL
7ZE0,

RATv 72 VE—FEARX L 7IZ%F L CFilebeat 7 74 7 &N LET, FIAIZ DOV TIX, FileBeat
TITATV FORE 5—V) 2L TIEIN,

Logstash H—/\1ER D& E

ROFIEZHEH LT, IPT LA, A= &S, FUrun—RaR7 7 AV I TRED
#1345 Logstash H—/\{E# T FileBeat 7 7 A 7 > b &% E L £,

1R BRI
A5 Logstash — "3 > b7 v 7SN TWD Z 2R LET,

F g
ARTFYT1 avwy RIf v Ay —T=f A Zn T A4 LET,

AT 72 utils FileBeat configure =~ > K& 3T L £,
ATv 73 MHiE EOFERICHES T, Logstash % — "OFEMIZ R E L £,

FileBeat 7 514 7 > FDE&KTE

WOFNEAZFEH LT, Filebeat 7 A 7 M LD 7Ty h 7+ —2EEn s, VE— b PR —
fers, BIXOCSVZ7ANVDT v a— REFENEZITEMILET,
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FIE

RT9T1 a~vr R4 v A F—Tof A Zal L LET,
AT 72 utils FileBeatstatus =~ > K% 3Z{T L, Filebeat 7 7 A 7 > R AT /2> TWDHINE D 0 a il
BLET,
AFYvT3 ROavw RO 1 2%FTLET,
« VT AT v NEAFATT HIZIL, utils FileBeat enable =~ > K& 34T L £,
« 7 TAT v N EENCT HIZIE, atils FileBeat disable =~ > R &2 FE{T L £,
ATV T8 %/ —RFRTCZORIEEZEREVIEL ET,
G¥) Ihb0avy RaET_THD /) — RTRFIZET LRV T &N,

VisktzXaU T4 E—RFODEXF2AYT HODTSY bk
J4—LCLaT>FK

PiEtExX =27 0 E— F2ACT L&, FHEZ, NET 782 20T 572DIZLLTFOA
TrarEHIRTEET,

BEEE T 7 ORR

cEEEn DX m— R

« AT 7 OHIBR

AT —F O E T ITED L

BHET, ROT Ty F 74 —ALCLIa~ Y REFITTHILicky, B4 7y a U E2HIR
TEET,

« file view activelog<audit log file name>

« file get activelog <audit log file name>

» file delete activelog<audit log file name>

« file dump activelog<audit log file name>

« file tail activelog <audit log file name>

» file search activelog<audit log file name><search string>
« file view inactivelog <audit log file name>

» file get inactivelog <audit log file name>

« file delete inactivelog <audit log file name>
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« file dump inactivelog <audit log file name>

+ file tail inactivelog <audit log file name>

« file search inactivelog <audit log file name><search string>
* utils auditd enable

* utils auditd disable

* utils auditd status

Z 2T, <audit log file name> (I FOEAER V7 77 A LDWTAMNITTH I LN TE
ij‘o

» /var/log/active/audit/AuditApp
* /var/log/active/audit/vos
* /var/log/inactive/audit/AuditApp

* /var/log/inactive/audit/vos

\}

GE)  FEPEREx =2V 7 ¢ B— N TIEL, RN 640 O & X2V )V—TFEHEN cemsyslog (2720 &
T L, Rt F 2 VT 0 E— FEAEO—HE LT, 77 A VHERDY, root 287 7 A /L
TN—TEAMEERO 600 ARSI NET, £02D, T 70k
T, /var/log/active/syslog OEGFTILRAFE S T2 7 A VI, root DSFTAMEZ D 600
DIERRIZEE SN ET,
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