R AFEFEHRA—R

Z DETIL, Cisco Unified Communications Manager (Cisco Unified CM) {Z L > THHR— k &,
ffis vy NU—27FBTa ha (SNMP) THEH IS, FHEEHRSN—A (MIB) OFT %A
T 7 ANZOWTIEA L ET,

* CISCO-CCM-MIB, 1 ~<X—v

* CISCO-CCM-CAPABILITY, 156 N—=

* CISCO-CDP-MIB, 163 ~=X—/

* CISCO-SYSLOG-MIB, 185 ~X—<v

* CISCO-SYSLOG-EXT-MIB, 195 ~—¥

CISC0-CCM-MIB
A

GE) Z @ CISCO-CCM-MIB [FEANER SN TWET, ZDOEZ a3 DT <TDMIB %, http:/
/tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2 5 &4 7 > v — KRB L=
NANVLET,

Z ® MIB %, Cisco Communication Network (CCN) A7 A & (251775 Cisco Unified
Communications Manager (Cisco Unified CM) 7 7'V 7r— a3 &% L £9, Cisco Unified CM
IX. VoIP X% v k7 —7 O a— VA% §iliH5 % IP-PBX T,

CCN VAT NIEHE DOV — 2 a U THEE S, &V —Y 3 VIS Cisco Unified CM H—/3%
G EE D Cisco Unified CM 7 /b— 7 CHEK S 31 FE 9, Cisco Unified CM 7 7'V 77— a3 > ThH b
[CiscoUnified CM OEH | X, MIBZHEA L T ot ya =7 LHEtoFHziftcx £14,

Z O MIB TIERORGEZ A L7,
* SCCP : Skinny Client Control Protocol

* SIP : Session Initiation Protocol
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http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2
http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2

SZAEBEER~A—R |
Il cisco-com-MIB makiT

* TLS : Transport Layer Security ( 7 AR — Mgtz ¥=2U7 1)

* MGCP : Media Gateway Control Protocol (A7 47 7— kU= A 2> ba—/L 71 hajl)
CISCO-CCM-MIB % = U 734 L3 B IZ1E, BICRO—EIZRTMIBEZ X 7 a—RL, mEINT
WABNERF T R L L TR SBERH Y £77,

SNMPv2-SMI

SNMPv2-TC
SNMPv2-CONF
CISCO-SMI
INET-ADDRESS-MIB
SNMP-FRAMEWORK-MIB
RFC1155-SMI

RFC1212

o L 9 N N A W N =

SNMPv2-TC-vl
10 CISCO-CCM-MIB

K, ROT77ANVEE Ty a— R LET,
*OID 7 7 A /L : CISCO-CCM-MIB.OID
s HBE~ 7 A /L : CISCO-CCM-CAPABILITY

CISCO-CCM-MIB i ET
WOFRIZ, FFHOWETHHIEIC MIB OSGT#R LET,

% 1: CISCO-CCM-MIB )i T i FE

H{+ (Date) kS £ A
2010 4 7 H TEXTUAL-CONVENTION % #3# L % | CemDevUnregCauseCode,
L CcmDevRegFailCauseCode
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cisco-cem-miB oI [l

Bt (Date) NES Hol:l
2009 4 12 H FEHELEA Y » R CcmDevFailCauseCode,

CcmDevRegFailCauseCode 35 JL O
CcemDevUnregCauseCode

FEHELE R V) o N

ccmPhoneStatusReason,
ccemPhoneTable (& ccmPhoneUnregReason 38 K TF
ccmPhoneRegFailReason 23BN X4 E L7z,

HHELERA Y » B

ccmPhoneFailCauseCode,

ccmPhoneFailedTable (Z ccemPhoneFailedRegFailReason

PEMMEE LT,

FEHELERA Y o R

ccmPhoneStatusUpdateReason,

ccmPhoneStatusUpdateTable (Z
ccmPhoneStatusUnregReason 33 JL Y
ccmPhoneStatusRegFailReason 23 iE1 S 4V E L7z,

FEHELE R V) > N

ccmGatewayStatusReason,
cemGatewayTable (2 cemGatewayUnregReason 36 &L O
ccmGatewayRegFailReason 23BNV E L7z,

HHERERA Y » B

ccmMediaDeviceStatusReason,

ccmMediaDeviceTable |~ ccmMediaDeviceUnregReason
¥ L O cemMediaDeviceRegFailReason 23181 S 41
L7z,

FEHELE R Vo N

cemCTIDeviceStatusReason,

cemCTIDeviceTable {Z cemCTIDeviceUnregReason 33
& O ecemCTIDeviceRegFailReason 23 1B S 41 E L7z,

FEHELE R V) > N

ccmH323DevStatusReason,

cemH323DeviceTable (Z cemH323DevUnregReason 3
X ¥ eemH323DevRegFailReason 28BS 4vE L7z,

FEHELER V) o N

ccmVMailDevStatusReason,

cemVoiceMailDeviceTable (& ccmVMailDevUnregReason
BIT

ccmVMailDevRegFailReason 23BN &AL E L7,
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Bt (Date)

RE

Bl

FEHELERA Y o R

ccmGatewayFailCauseCode,

ccmNotificationsInfo {Z cemGatewayRegFailCauseCode

MBS E LT,

WOEEZ A T H IR LE L

ccmGatewayFailed, ccmGatewayFailedReason 7311

INFE L7,

P OBJECT _GROUPS % FEHELEIC L
Lz

ccmPhoneInfoGroupRevS5,

ccmNotificationsInfoGroupRev4,
ccmGatewayInfoGroupRev3,

ccmMediaDevicelnfoGroupRev3,
ccmCTIDevicelnfoGroupRev3,
ccmH323DevicelnfoGroupRev2,
ccmVoiceMailDevicelnfoGroupRevl, 3 XN
ccmNotificationsGroupRev2,

X ® OBJECT GROUPS 23BN S 4L E Lz,
ccmPhonelnfoGroupRev6,
ccmNotificationsInfoGroupRevS5,
ccmGatewayInfoGroupRev4,
ccmMediaDevicelnfoGroupRev4,
ccmCTIDeviceInfoGroupRev4,
ccmH323DevicelnfoGroupRev3,
ccmVoiceMailDevicelnfoGroupRev2,

ccmNotificationsGroupRev3,

X ™ MODULE-COMPLIANCE % FE#£
ZLEL

ciscoCcmMIBComplianceRevo,

ciscoCecmMIBComplianceRev7 23BI & v E L7,

D OBJECT _GROUPS % FEHESFIZ L
FL

ccmInfoGroupRev3,

ccmH323DevicelnfoGroupRevl
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cisco-cem-miB oI [l

Bt (Date)

RE

Bl

2008 £ 8 A 21 H

WDOAT Y =7 b % cemCTIDeviceTable
B LEL

ccmCTIDevicelnetAddressIPv4
ccmCTIDevicelnetAddressIPv6
INHDOAF Tl NI,

cemCTIDevicelnetAddressType ¥ L O
cemCTIDevicelnetAddress % & X #2255 H DT,

WDA7 Y =7 b % cemCTIDeviceTable
THHERICLE L

ccmCTIDevicelnetAddressType
ccmCTIDevicelnetAddress

¥k @ OBJECT-GROUP Z B LE L7-

ccmCTIDevicelnfoGroupRev3,

Z D7 N—71%, cemCTIDevicelnfoGroupRev2 % &
T2 DHDOTT,

WD OBJECT-GROUP % JEHESRRIC L ¥
L7z

ccmCTIDeviceInfoGroupRev2

¥k ® MODULE-COMPLIANCE %38/l
LEL

ciscoCcmMIBComplianceRev6

Z OHERLIT ciscoCemMIBComplianceRevs % & & #t 2.
5HDTT,

HHELERA Y » B

ciscoCecmMIBComplianceRev5
MODULE-COMPLIANCE
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Bft (Date) kS E5EA
200842 H 12 H WDATY =7 b % cemTable (23BN L | comInetAddress2
L7 ccmlInetAddress2Type

DA 7Y =7 b % cemPhoneTable (2
BMLELE

ccmPhonelnetAddressIPv4
ccmPhonelnetAddressIPv6
ccmPhonelPv4Attribute
ccmPhonelPvoAttribute
ccmPhoneActiveLoadID

WL TV N
ccmPhoneFailedTable (2B L F L7z

ccmPhoneFailedInetAddressIPv4
ccmPhoneFailedInetAddressIPv6
ccmPhoneFailedIPv4Attribute
ccmPhoneFailedIPvoAttribute

WDOA 7Y =7 b % cemSIPDeviceTable
BMMLELE

ccemSIPDevInetAddressIPv4
ccmSIPDevInetAddressIPv6

WO Tx N&
cemMediaDeviceTable (21BN L % L7-

ccmMediaDevicelnetAddressIPv4
ccmMediaDevicelnetAddressIPv6

WDA 7Y =7 b % cemPhoneTable T
FEHEIRICLE LT

ccmPhonelnetAddressType

ccmPhonelnetAddress

WO T 2 &
cemPhoneFailedTable THEHESEIZ LE L
7=

ccmPhoneFailedInetAddressType
ccmPhoneFailedInetAddress

DA 7Y =7 b % cemSIPDeviceTable
THEHELEIZLFE L

ccmSIPDevInetAddressType
ccmSIPDevInetAddress

WO T2 N&
ccmMediaDeviceTable TIHEHENEIZ L
L7

ccmMediaDevicelnetAddressType

ccmMediaDevicelnetAddress

WDANT AT FEBIMLEL
7=

ccmH323TableEntries
ccmSIPTableEntries

Bl L

ciscoCcmMIBComplianceRev3
MODULE-COMPLIANCE

HHELERA Y » B

ciscoCcmMIBComplianceRev4
MODULE-COMPLIANCE
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cisco-cem-miB oI [l

H{+ (Date) AR Hil:]
BMLELE ciscoCcmMIBComplianceRev5

MODULE-COMPLIANCE

& ® NOTIFICATION-GROUPS % Fg II-
LEL

ccmNotificationsGroup

ccmNotificationsGroupRev1

%D OBJECT-GROUPS # 1L LE L7~

ccmInfoGroupRev2
ccmPhoneInfoGroupRev3
ccmSIPDevicelnfoGroup
ccmNotificationsInfoGroupRev1

ccmNotificationsInfoGroupRev2

& D OBJECT-GROUPS % FEH#EdE|z U %
L7=

ccmInfoGroupRev3
ccmPhonelnfoGroupRev4
ccmSIPDevicelnfoGroupRevl
ccmMediaDeviceInfoGroupRev2
ccmH323DevicelnfoGroupRev1

ccmNotificationsInfoGroupRev3

& @ OBJECT-GROUPS B/ L% L7-

ccmInfoGroupRev4
ccmPhonelnfoGroupRev5
ccmMediaDevicelnfoGroupRev3
ccmNotificationsInfoGroupRev4
ccmH323DevicelnfoGroupRev2
ccmSIPDevicelnfoGroupRev2
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L. #HOFEK=a2—REZEMLEL
776

Bt (Date) NES Hol:l
200549 A 14 H CcmDevFailCauseCode D E35% ##r  | authenticationError

invalidX509NamelnCertificate

invalidTLSCipher, directoryNumberMismatch
malformedRegisterMsg

WDXT V2l FORAZERLE L
7

ccmPhoneFailedInetAddress
ccmGatewaylInetAddress
ccmMediaDevicelnetAddress
ccmGatekeeperInetAddress
ccmCTIDevicelnetAddress
ccmH323DevInetAddress
ccmH323DevCnfgGKlInetAddress
ccmH323DevAltGK2InetAddress
ccmH323DevAltGK3InetAddress
ccmH323DevAltGK4InetAddress
ccmH323DevAltGK SInetAddress
ccmH323DevActGKlInetAddress
ccmH323DevRmtCM1InetAddress
ccmH323DevRmtCM2InetAddress
ccmH323DevRmtCM3InetAddress
ccmVMailDevInetAddress
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CISCO-CCM-MIB (D ERET

Bt (Date)

RE

Bl

200549 H 5 H

partiallyregistered % CcmDeviceStatus TC
WZBMLUE LR

phonePartiallyregistered %
ccmPhoneStatusUpdate Type TC (23BN L
L7

WD TC ZBMLE L

CcmPhoneProtocol Type
CcmDeviceLineStatus

CcmSIPTransportProtocol Type

WDAT7 Y =7 k% cemPhoneTable (2
BimLE L~

ccmPhoneProtocol

ccmPhoneName

ccmPhoneExtnStatus %
ccmPhoneExtnTable [ZiB L E L7-

WDOA 7 =7 b % cemSIPDeviceTable
EMLELE

ccmSIPInTransportProtocol Type
ccmSIPOutTransportProtocol Type

ccmSIPInPortNumber, ccmSIPOutPortNumber

cemTLSConnectionFailure 18 2%01 % 1B 0 L
FLz

ccmSIPDeviceTable DR DA T Y = 7
NOBBAEREHFLE L

ccmTLSConnectionFailReasonCode
ccmSIPDevName
ccmSIPDevDescription

ccmSIPDevInetAddress

ccmCallManagerAlarmEnable D#H] % 5
FLELE

WKDOFT 2l NI N—TEBINMLE
L7z

ccmPhonelnfoGroupRev4
ccmNotificationsInfoGroupRev3

ccmSIPDevicelnfoGroupRevl

i#%N 2 /L— 7" cemNotificationsGroupRev2
ZBEMLUE L

MIB #EflL o>
ciscoCecmMIBComplianceRev4 % Bl L
FL
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At (Date) ZES EBA

200448 H 2 H BElEshvE L= ccmDeviceProductId
ccmTimeZoneOffset
ccmPhoneType
ccmPhoneLastError
ccmPhoneTimeLastError

ccmPhoneExtensionTable
ccmPhoneExtensionTable
ccmPhoneExtensionEntry
ccmPhoneExtensionEntry
ccmPhoneExtensionIndex
ccmPhoneExtensionIndex
ccmPhoneExtension
ccmPhoneExtensionMultiLines
ccmPhoneExtensionInetAddressType
ccmPhoneExtensionInetAddress
ccmPhoneFailedName
ccmGatewayType
ccmGatewayProductld
ccmActivePhones
ccmInActivePhones
ccmActiveGateways
ccmInActiveGateways
ccmMediaDeviceType
cemCTIDeviceType
ccmCTIDeviceAppInfo
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cisco-cem-miB oI [l

H{T (Date) S Hol:l
ccmH323DevProductld,
ccmVMailDevProductld

ciscoCcmMIBComplianceRev2
ccmInfoGroupRev1
ccmPhonelnfoGroupRevl
ccmGatewayInfoGroupRevl
ccmCTIDevicelnfoGroup
ccmNotificationsInfoGroup
ccmPhonelnfoGroupRev2
ccmGatewayInfoGroupRev2
ccmMediaDevicelnfoGroupRevl
ccmCTIDevicelnfoGroupRevl
ccmH323DevicelnfoGroup

ccmVoiceMailDevicelnfoGroup
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Bft (Date) kS E5EA
2003 4-8 H 25 H BMLELE ccmMaliciousCall 35 & OF ccmQualityReport 8 10D iE
#LETOA TV b
BMLELE ccmDeviceProductld ™ H323 ~ 5> 7 % A 7 L SIP
A v
BLELE ccmMediaDevice 7 — 7 JWIZHEHE D AT 4 T T34
A B AT HE
BMLELE cemSystemVersion 33 &2 OY cemlnstallationld 47 3 =
7 ks DEFE% cemGloballnfo 7' /1 — 72BN
BLELE ccmSIPDevicelnfo D i3
BMLELE IO EFEE S A
BMLELE FATRFICY R — s pn 2 A 7%V XA NT 57
» @ ccmProductTypeTable D iE %
BimMLELE ccmPhoneProductTypelndex

ccmGatewayProductTypelndex
ccmMediaDeviceProductTypelndex
ccmCTIDeviceProductTypelndex
ccmH323DevProductTypelndex

ccmVMailDevProductTypelndex D& 47 2 = 7 k

FHHELEA Y v B

ccmPhoneType

ccmGatewayType

ccmGatewayProductld

ccmMediaDeviceType

ccmCTIDeviceT Ype

ccmH323DevProductld
ccmVMailDevProductld 38 L A7 ¥ = 7 b
CcmDeviceProductld

2003 45 H 8 H

BMLELE

ccmPhoneType E#% DEI D EFEE Z A

BimLE L=

ccmGatewayType DEBD 7 — NU = A XA 7B X
O} CemDeviceProductld O %E 25
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cisco-cem-miB oI [l

H{+ (Date) AR Hol:l
200241 H 11 H HEHLELE JHIK = — K devicelnitiatedReset, callManagerReset,
noError & ¢¢ X 9 12 CemDevFailCauseCode O &3
% ST
BimLELE ccmH323Devicelnfo 3 & T8 cemVoiceMailDevicelnfo
FT7 s b
BHLELE 2 ODOEIIE S A 7 bwGSM & bwWideband % & e

& 9 12 ccmRegionAvailableBandwidth O 7 55 % 5T

FEHELEA Y o R cemTimeZoneOffset 472 = 7 b

BimLELE ccmTimeZoneOffsetHours 33 JL T8
ccmTimeZoneOffsetMinutes % ccmTimeZoneTable (Z
B

BimLELE ccmCTIDeviceStatusReason

cemCTIDeviceStatusReason

ccmCTIDeviceTimeLastStatusUpdt

cemCTIDeviceTimeLastRegistered %
cemCTIDeviceTable (23BN

BMLE LK Rejected A7 —# A % cemCTIDeviceStatus (2B
BMLELE ccmGloballnfo ([ZHEEDO A7 = 7 N ZEN
BAILELE ccmPhoneStatusUpdate

ccmPhoneStatusUpdateReason
ccmPhoneStatusUpdate

ccmPhoneStatusUpdateReason 47 2 =7 h &
ccmPhoneStatusUpdate (2B

ccmPhoneStatusUpdate 7 — 7 /L

BMLELE ccmGatewayProductld
ccmGatewayStatusReason
ccmGatewayStatusReason
ccmGatewayTimeLastStatusUpdt
ccmGatewayTimeLastRegistered

ccmGatewayDChannelStatus

ccmGatewayDChannelNumber 47 ¥ = 7 k%
ccmGatewayTable (231
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At (Date) kS EBA

BMLELE ccmGateway Type (281 L2 A 7 4B

BMLELE Rejected A7 — 4 A % ccmGatewayStatus (Z 1B

BEIEshvE L= ccmGateway TrunkInfo (€3 & IEH AR — )

BimLELE ccmMediaDeviceStatusReason
ccmMediaDeviceStatusReason,
ccmMediaDeviceTimeLastStatusUpdt
ccmMediaDeviceTimeLastRegistered %
ccmMediaDeviceTable (23BN

BMLE LK D % A 7 % cemMediaDeviceType (BN

BMLELE Rejected A7 —# A % ccmMediaDeviceStatus (Z3E /1

FEHELE R >V o N

ccmGatekeeperTable E 7%

BMLELE Rejected A7 — 4 A % ccmGatekeeperstatus (Z i8]
BHLELE ccmMIBCompliance A7 — k Ak
BAMLE LK ccmPhoneStatusReason
ccmPhoneStatusReason
ccmPhoneTimeLastStatusUpdt % ccmPhoneTable (218
m
BMLELE Rejected A7 — 4 A % ccmPhoneStatus (Z 1B/

FEHELERX Y o R

ccmPhoneFailedName, 3 & U ccmPhoneFailedTable
IZ ccmPhoneMacAddress % 1B

FEHELER Y o R

ccmPhoneTable @ TableccmPhoneLastError 35 X T}
ccmPhoneTimeLastError

FEHELERX Vo R

ccmCTIDevice @ TableccmCTIDeviceApplnfo

EFRLELE CcmDeviceProductld 3 X ' CemDeviceStatus 7 %
A N FERFLHA
B\|imLE L= ccmPhoneExtnTable

ccmPhStatUpdtTblLastAddedIndex
ccmPhFailedTblLastAddedIndex
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casco-cemmBnzs [

Bt (Date)

RE

Bl

FEHELERA Y o R

ccmPhoneExtensionTable

T 4N MEZEELELE

ccmCallManagerAlarmEnable
ccmGatewayAlarmEnable

ccmPhoneFailedStorePeriod

ccmPhoneStatusUpdate
ccmPhoneStatusUpdateStorePeriod D447 = 7 K
ccmPhoneFailedStorePeriod

ccmPhoneStatusUpdate
ccmPhoneStatusUpdateStorePeriod D447 = 7 |k

2000412 H 1 H

BLELE

ccmMediaDevicelnfo
ccmGatekeeperInfo
ccmCTIDevicelnfo

ccmAlarmConfiglnfo

cemNotificationsInfo DK A4 7Y = 7 b

\|imLE Lz

cemClusterld % ccmEntry (2380

FEHELER V) o N

cemGateway TrunkInfo (Z AUX 328 & iz = & av/s
L F—=bFU=A MIBIZEENOILERHY EL
72)

BMLELE ccmPhoneFailedTable 3 21 O
ccmPhoneStatusUpdateTable
BimLELE ccmMIBNotifications

BmLE L=

#1 LU comGateway Type 33 & OF ccmPhoneType

BIMLE L=

ZOWETEEDIH,

2000 43 H 10 H

ZOMIBEY 2 —/LORPIDNN— 5
Ve

= { ciscoMgmt 156 }

CISCO-CCM-MIB D E&

WD TEFEH CISCO-CCM-MIB AIZA R — N TWET,
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Il cisco-com-mB %% hEEE

* MODULE-IDENTITY. OBJECT-TYPE. NOTIFICATION-TYPE, IpAddress. Counter32,
Integer32, Unsigned32

* SNMPv2-SMI 7> & : DateAndTime, TruthValue, MacAddress, TEXTUAL-CONVENTION
* SNMPv2-TC %5 : SnmpAdminString

* SNMP-FRAMEWORK-MIB 7> : MODULE-COMPLIANCE, OBJECT-GROUP,
NOTIFICATION-GROUP

* SNMPv2-CONF 7> 6 : ciscoMgmt
* CISCO-SMI 725 : InetAddressType, InetAddress, InetPortNumber
* INET-ADDRESS-MIB 7> &

CISCO-CCM-MIB 7+ R kZR&Ci&

CcmlIndex ::= TEXTUAL-CONVENTION

DISPLAY-HINT d
STATUS current
DESCRIPTION

This syntax is used as the Index into a table.A positive value is used to identify a unique entry in the
table.

SYNTAX Unsigned32(1..4294967295)

CcmlIndexOrZero ::= TEXTUAL-CONVENTION

DISPLAY-HINT d
STATUS current
DESCRIPTION

This textual convention is an extension of the CcmIndex convention.The latter defines a greater than
zero to identify an entry of the CCM MIB table in the managed system.This extension permits the
additional value of zero.The value zero is object-specific and must be defined as part of the description
of any object that uses this syntax.

SYNTAX Unsigned32 (0..4294967295)
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CcmDevRegFailCauseCode ::= TEXTUAL-CONVENTION
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CISCO-CCM-MIB T+ X h&itiE

STATUS current
DESCRIPTION

This syntax is used as means of identifying the reasons for a device registration failure.The scope of
this enumeration can expand to comply with RFC 2578.

noError: No Error

unknown: Unknown error cause

noEntryInDatabase: Device not configured properly in the Cisco Unified CM database
databaseConfigurationError: Device configuration error in the Cisco Unified CM database

deviceNameUnresolveable: The Cisco Unified CM is unable to resolve the device name to an IP Address
internally

maxDevRegExceeded: Maximum number of device registrations have been reached

connectivityError: Cisco Unified CM is unable to establish communication with the device during
registration

initializationError: Indicates an error occurred when the Cisco Unified CM tries to initialize the device
devicelnitiatedReset: Indicates that the error was due to device initiated reset
callManagerReset: Indicates that the error was due to Cisco Unified CM reset

authenticationError: Indicates mismatch between configured authentication mode and the authentication
mode that the device is using to connect to the Cisco Unified CM

invalidX509NamelInCertificate: Indicates mismatch between the peer X.509 certificate subject name
and what is configured for the device

invalidTLSCipher: Indicates Cipher mismatch during TLS handshake process

directoryNumberMismatch: Indicates mismatch between the directory number that the SIP device is
trying to register with and the directory number configured in the Cisco Unified CM for the SIP device

malformedRegisterMsg: Indicates that SIP device attempted to register with Cisco Unified CM, but
the REGISTER message contained formatting errors

protocolMismatch: The protocol of the device (SIP or SCCP) does not match the configured protocol
in Cisco Unified CM

deviceNotActive: The device has not been activated

authenticatedDeviceAlreadyExists: A device with the same name is already registered with Cisco
Unified CM

obsoleteProtocolVersion: The SCCP device registered with an obsolete protocol version

databaseTimeout: Cisco Unified CM requested device configuration data from the database but did not
receive a response within 10 minutes

registrationSequenceError: (SCCP only) A device requested configuration information from the Cisco
Unified CM at an unexpected time. 23Kk S A7 1 # 13 E 72 Cisco Unified CM THUF S AL TV EH
/v, The device will automatically attempt to register again.If this alarm occurs again, manually reset

the device.If this alarm continues to occur after the manual reset, there may be an internal firmware
error

invalidCapabilities: (SCCP only) The Cisco Unified CM detected an error in the media capabilities
reported in the StationCapabilitiesRes message by the device during registration. The device will
automatically attempt to register again.If this alarm occurs again, manually reset the device.If this alarm
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asco-cem-miB 7+ 2 txx%E

continues to occur after the manual reset, there may be a protocol error

capabilityResponseTimeout: (SCCP only) The Cisco Unified CM timed out while waiting for the device
to respond to a request to report its media capabilities. Jil K & LT, 7 /351 ADE NI, * v b
V=7 OEFENEE, Xy NUV—=7ORETT— Xy NUV—=TOEIE, 7y bDO Ry
7 BRORTy NOBENEZ bIVE T, £, CiscoUnifiedCM / — RO CPU fif H#73
FWGAICH 2O T = AET DA & U £77, Verify that the device is powered up and
operating. Verify that network connectivity exists between the device and Cisco Unified CM, and verify
that the CPU utilization is in the safe range

securityMismatch: The Cisco Unified CM detected a mismatch in the security settings of the device
and/or the Cisco Unified CM.The mismatches that can be detected are:

CE X2 TR AN LT T NA AT, ARSI NV T TV U T B ETTE RV ED
WENSNTND,

X2 TRBER AL Lo To T N AT, X a TR AT A X2 Y T o
T FRREIN TN D,

B X 2 TR AN LT T N AT, b X a TR E L LV x 2 U T
RARESH TN D,

autoRegisterDBError—Auto-registration of a device failed for one of the following reasons:
*TNA RS AT THEREDTFA STV,

* An error occurred while adding the auto-registering device to the database (stored procedure).

dbAccessError: Device registration failed because of an error that occurred while building the station
registration profile. This usually indicates a synchronization problem with the database

autoRegisterDBConfigTimeout: (SCCP only) The Cisco Unified CM timed out during auto-registration
ofadevice.7 NA ADKERT 10 7 7 A NPKEHINICT — X RX—RIFHASNLEFATLT,

The device will automatically attempt to register again

deviceTypeMismatch: The device type reported by the device does not match the device type configured
on the Cisco Unified CM addressingModeMismatch: (SCCP only) The Cisco Unified CM detected an
error related to the addressing mode configured for the device.One of the following errors were detected:

*IPVAT Lol v P OREHEHATAELIICHRESNTWNEFT AL ATIPVET KL AN
BEINFEATLE,

*IPv6 7 KL o v 7 DR EHATDHLIICHRESINTNDET/NA A TIPv6 7 KL AN
HEINFEHATLE,

SYNTAX INTEGER {
noError(0),

unknown(1),
noEntryInDatabase(2),
databaseConfigurationError(3),
deviceNameUnresolveable(4),

maxDevRegExceeded(5),
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connectivityError(6),
initializationError(7),
devicelnitiatedReset(8),
callManagerReset(9),
authenticationError(10),
invalidX509NamelnCertificate(11),
invalidTLSCipher(12),
directoryNumberMismatch(13),
malformedRegisterMsg(14),
protocolMismatch(15),
deviceNotActive(16),
authenticatedDeviceAlreadyExists(17),
obsoleteProtocol Version(18),
databaseTimeout(23),
registrationSequenceError(25),
invalidCapabilities(26),
capabilityResponseTimeout(27),
securityMismatch(28),
autoRegisterDBError(29),
dbAccessError(30),
autoRegisterDBConfigTimeout(31),
deviceTypeMismatch(32),
addressingModeMismatch(33)

}
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CcmDevUnregCauseCode ::= TEXTUAL-CONVENTION
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STATUS current
DESCRIPTION

This syntax is used as means of identifying the reasons for a device getting unregistered.The scope of
this enumeration can expand to comply with RFC 2578.

noError: No Error

unknown: Unknown error cause

noEntryInDatabase: Device not configured properly in the Cisco Unified CM database
databaseConfigurationError: Device configuration error in the Cisco Unified CM database

deviceNameUnresolveable: The Cisco Unified CM is unable to resolve the device name to an IP Address
internally

maxDevRegExceeded: Maximum number of device registrations have been reached

connectivityError: Cisco Unified CM is unable to establish communication with the device during
registration

initializationError: Indicates that an error occurred when the Cisco Unified CM tries to initialize the
device

devicelnitiatedReset: Indicates that the error was due to device initiated reset
callManagerReset: Indicates that the error was due to Cisco Unified CM reset.
deviceUnregistered: DeviceUnregistered.

malformedRegisterMsg: Indicates that SIP device attempted to register with Cisco Unified CM, but
the REGISTER message contained formatting errors.

sccpDeviceThrottling: The indicated SCCP device exceeded the maximum number of events allowed
per-SCCP device.

keepAliveTimeout: A KeepAlive message was not received.Possible causes include device power
outage, network power outage, network configuration error, network delay, packet drops, packet
corruption and Cisco Unified CM node experiencing high CPU usage.

configurationMismatch: The configuration on the SIP device does not match the configuration in Cisco
Unified CM.

callManagerRestart: A device restart was initiated from Cisco Unified CM Administration, either due
to an explicit command from an administrator or due to a configuration change such as adding, deleting
or changing a directory number associated with the device.

duplicateRegistration: Cisco Unified CM detected that the device attempted to register to two nodes at
the same time.Cisco Unified CM 1%, EEFEHES 1 H D/ — RIZU A — AT 5 X 5535729,
A OB Z B L £,

callManagerApplyConfig: Cisco Unified CM configuration is changed.
deviceNoResponse: Device is not responding Service Control Notify from Cisco Unified CM.
emLoginLogout: The device has been unregistered due to an Extension Mobility login or logout.

emccLoginLogout: The device has been unregistered due to an Extension Mobility Cross Cluster login
or logout.

powerSavePlus: The device powered off as a result of the Power Save Plus feature that is enabled for
this device. When the device powers off, it remains unregistered from Cisco Unified CM until the Phone
On Time defined in the Product Specific Configuration for this device.
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callManagerForcedRestart: (SIP Only) The device did not respond to an Apply Config request and as
a result, Cisco Unified CM had sent a restart request to the device 28 F 72131 v bV — 7 ORE
RS TTARAANET T T A N2> TWDAREMED & Y £3°, Confirm that the device is
powered-up and that network connectivity exists between the device and Cisco Unified CM.

source]PAddrChanged: (SIP Only) The device has been unregistered because the IP address in the
Contact header of the REGISTER message has changed. 7 /34 A (X HEIMICERGE S E T, 4L
EIIRETT,

sourcePortChanged: (SIP Only) The device has been unregistered because the port number in the
Contact header of the REGISTER message has changed. 7 /34 A (X H BRI E T, 4L
EIIRETT,

registrationSequenceError: (SCCP only) A device requested configuration information from the Cisco
Unified CM at an unexpected time.The Cisco Unified CM no longer had the requested information in
memory.

invalidCapabilities: (SCCP only) The Cisco Unified CM detected an error in the updated media
capabilities reported by the device. = D#EHEIL, StationUpdateCapabilities A & — 3 DUV NF 74U
DRV T P THRESNE L,

fallbacklInitiated: The device has initiated a fallback and will automatically reregister to a higher-priority
Cisco Unified CMALE XA ZE T,

deviceSwitch: A second instance of an endpoint with the same device name has registered and assumed

control JLE [FAEE T,
SYNTAX INTEGER {
noError(0),

unknown(1),
noEntrylnDatabase(2),
databaseConfigurationError(3),
deviceNameUnresolveable(4),
maxDevRegExceeded(5),
connectivityError(6),
initializationError(7),
devicelnitiatedReset(8),
callManagerReset(9),
deviceUnregistered(10),
malformedRegisterMsg(11),
sccpDeviceThrottling(12),
keepAliveTimeout(13),
configurationMismatch(14),
callManagerRestart(15),
duplicateRegistration(16),
callManagerApplyConfig(17),
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deviceNoResponse(18),
emLoginLogout(19),
emccLoginLogout(20),
energywisePowerSavePlus(21),
callManagerForcedRestart(22),
source]PAddrChanged(23),
sourcePortChanged(24),
registrationSequenceError(25),
invalidCapabilities(26),
fallbackInitiated(28),
deviceSwitch(29)

}

CcmDeviceStatus ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

This syntax is used to identify the registration status of a device with the local Cisco Unified CM.The
status is as follows:

» unknown—The registration status of the device is unknown

» registered—The device has successfully registered with the local Cisco Unified CM.

» unregistered—The device is no longer registered with the local Cisco Unified CM.

* rejected—Registration request from the device was rejected by the local Cisco Unified CM.

* partiallyregistered—At least one but not all of the lines are successfully registered to the Cisco
Unified CM.Applicable only to SIP Phones.

SYNTAX INTEGER { unknown (1), registered (2), unregistered (3), rejected (4), partiallyregistered
(%)}

CcmPhoneProtocolType ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION

This syntax is used to identify the protocol between phone and Cisco Unified CM.The protocols are as
follows:

 unknown—The phone protocol is unknown
* sccp—The phone protocol is SCCP
* sip—The phone protocol is SIP

SYNTAX INTEGER { unknown(1), sccp (2), sip(3) }
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CcmDeviceLineStatus ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

This syntax is used to identify the registration status of a line of the device with the local Cisco Unified
CM.The status is as follows:

» unknown—The registration status of the device line is unknown
» registered—The device line has successfully registered with the local Cisco Unified CM.
» unregistered—The device line is no longer registered with the local Cisco Unified CM.

» rejected—Registration request from the device line was rejected by the local Cisco Unified CM.

SYNTAX INTEGER { unknown (1), registered(2), unregistered (3), rejected (4)}

CcemSIPTransportProtocolType ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

This textual convention defines the possible transport protocol types that are used for setting up SIP
calls unknown.The possible transport types are:

» unknown—The SIP Trunk transport type is unknown

* tcp—The SIP Trunk transport type is tcp

» udp—The SIP Trunk transport type is udp

* tcpAndUdp—The SIP Trunk transport type is tcp and udp

* tls—Applicable only for InTransportProtocolType is tls.The SIP Trunk transport type is tls.

SYNTAX INTEGER { unknown(1), tcp(2), udp(3), tcpAndUdp (4), tIs(5) }

CISCO-CCM-MIBA+ T2 k

ciscoCcmMIBObjects OBJECT IDENTIFIER ::= { ciscoCcmMIB 1 }
ccmGenerallnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 1 }
ccmPhonelnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 2 }
ccmGatewaylnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBODbjects 3 }
ccmGatewayTrunkInfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 4 }
ccmGloballnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBODbjects 5 }
ccmMediaDevicelnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 6 }
ccmGatekeeperInfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 7 }
ccmCTIDevicelnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 8 }
ccmAlarmConfiglnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 9 }

Cisco Unified Communications Manager 35 & U IM and Presence 4 —E X 1) 1) —X 120(1) Y =+ — 2 K 4 —

EX A4 F
I .“



SRBEERA—R |
Bl ciscocem-mBF—T L

ccmNotificationsInfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 10 }
ccmH323Devicelnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 11 }
ccmVoiceMailDevicelnfo OBJECT IDENTIFIER ::= { ciscoCemMIBObjects 12 }
ccmQualityReportAlarmConfiginfo OBJECT IDENTIFIER ::= { ciscoCemMIBObjects 13 }
ccmSIPDevicelnfo OBJECT IDENTIFIER ::= { ciscoCcmMIBObjects 14 }

CISCO-CCM-MIB 7— 7 /L

Cisco Unified CM V' )L—J T—TJJL
ccmGroupTable OBJECT-TYPE
SYNTAX SEQUENCE OF CemGroupEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The table containing the CallManager groups in a Cisco Unified CM cluster.

= { ccmGenerallnfo 1 }

ccmGroupEntry OBJECT-TYPE
SYNTAX CcmGroupEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the CallManager Group table, containing the information about a
CallManager group in a Cisco Unified CM cluster.An entry is created to represent a CallManager
Group.New entries to the CallManager Group table in the database are created when the User inserts
a new CallManager Group via the CallManager Web Admin pages.This entry is subsequently picked
up by the Cisco Unified CM SNMP Agent.

INDEX { cemGroupIndex }
== { ccmGroupTable 1 }

CcemGroupEntry
1= SEQUENCE
{
ccmGrouplndex CemlIndex,
ccmGroupName SnmpAdminString,

ccmGroupTftpDefault TruthValue
}

Il Cisco Unified Communications Manager &5 & 1% IM and Presence f —E X 1J 1) —X 120(1) ¥+ — D F
Y—ERX A4 K



| vragmisg—=x
csco-ccem-mB =—7JL [

ccemGrouplndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM that uniquely identifies a Cisco Unified
CM Group.

= { ccmGroupEntry 1 }

ccmGroupName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The name of the Cisco Unified CM Group.
2= { ccmGroupEntry 2 }

ccmGroupTftpDefault OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION
Whether this is the default TFTP server group or not.
2= { ccmGroupEntry 3 }

Cisco Unified CM +— JJL

ccmTable OBJECT-TYPE
SYNTAX SEQUENCE of CcmEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing information of all the Cisco Unified CMs in a Cisco Unified CM cluster that the
local Cisco Unified CM knows about.When the local Cisco Unified CM is restarted, this table will be
refreshed.

== { ccmGenerallnfo 2 }

Cisco Unified Communications Manager 35 & U IM and Presence 4 —E X 1) 1) —X 120(1) Y =+ — 2 K 4 —

EX A4 F
I .“



SRBEERA—R |
Bl ciscocem-mBF—T L

ccmEntry OBJECT-TYPE
SYNTAX CcmEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
An entry (conceptual row) in the CallManager table, containing the information about a CallManager.
INDEX { ccmIndex }
2= { ccmTable 1 }
CcmEntry ::= SEQUENCE
{
ccmlndex CemlIndex,
ccmName SnmpAdminString,
ccmDescription SnmpAdminString,
ccmVersion SnmpAdminString,
ccmStatus Integer,
ccmlInetAddressType InetAddressType,
ccmlInetAddress InetAddress,
ccmClusterld SnmpAdminString,
ccmlInetAddress2Type InetAddressType,
ccmInetAddress2 InetAddress

}

ccmIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a CallManager
in a Cisco Unified CM cluster.

= {ccmEntry 1 }
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ccmName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The host name of the CallManager.
= {ccmEntry 2 }

ccmDescription OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The description for the CallManager.
2= { ccmEntry 3 }

ccmVersion OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..24))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The version number of the CallManager software.

= { ccmEntry 4 }
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ccmStatus OBJECT-TYPE

SYNTAX INTEGER
{

unknown(1),

up(2),

down(3)

H

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current status of the CallManager.A CallManager is up if the SNMP Agent received a system up
event from the local Cisco Unified CM:

unknown: Current status of the CallManager is Unknown

up: CallManager is running and is able to communicate with other CallManagers

down: CallManager is down or the Agent is unable to communicate with the local CallManager.
= {ccmEntry 5 }

ccmInetAddressType OBJECT-TYPE

SYNTAX InetAddressType

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This object identifies the IP address type of the Cisco Unified CM defined in ccmInetAddress.

= {ccmEntry 6 }

ccmInetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies IP address of the Cisco Unified CM.The type of address for this is identified by
ccmInetAddressType.

2= { ccmEntry 7 }
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ccmClusterld OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The unique ID of the Cluster to which this Cisco Unified CM belongs.At any point in time, the Cluster
ID helps in associating a Cisco Unified CM to any given Cluster.

= { ccmEntry 8 }

ccmInetAddress2Type OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies IP address type of the Cisco Unified Communications Manager defined in
ccmlnetAddress2.

2= { ccmEntry 9 }

ccmInetAddress2 OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the additional IP(v4/v6) address details of Cisco Unified Communications
Manager.The type of address for this object is identified by ccmInetAddress2Type.

2= { ccmEntry 10 }

Cisco UnifiedCM ' )L— T < v EVS +—TJIL

ccmGroupMappingTable OBJECT-TYPE

SYNTAX SEQUENCE OF CemGroupMappingEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

The table containing the list of all CallManager to group mappings in a Cisco Unified CM cluster. When
the local Cisco Unified CM is down, this table will be empty.

== { ccmGenerallnfo 3 }
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ccmGroupMappingEntry OBJECT-TYPE
SYNTAX CcmGroupMappingEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the CallManager group Mapping table, containing the information about
a mapping between a CallManager and a CallManager group.

INDEX { cemGrouplndex, ccmIndex }

= { ccmGroupMappingTable 1 }
CemGroupMappingEntry ::= SEQUENCE {
cemCMGroupMappingCMPriority Unsigned32
H

ccmCMGroupMappingCMPriority OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The priority of the CallManager in the group.Sets the order of the CallManager in the list.
== { ccmGroupMappingEntry 1 }

Cisco UnifiedCM ') —> 3> 5—J)L
ccmRegionTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmRegionEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The table containing the list of all geographically separated regions in a CCN system.

== { ccmGenerallnfo 4 }
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ccmRegionEntry OBJECT-TYPE
SYNTAX CcmRegionEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
An entry (conceptual row) in the Region Table, containing the information about a region.
INDEX { ccmRegionIndex }
2= { ccmRegionTable 1 }
CcmRegionEntry ::= SEQUENCE {
ccmRegionlndex CemlIndex,

ccmRegionName SnmpAdminString

}

ccmRegionlndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Region Name
in the table.

= { ccmRegionEntry 1 }

ccmRegionName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The name of the CallManager region.

2= { ccmRegionEntry 2 }
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ccmRegionPairTable OBJECT-TYPE

SYNTAX SEQUENCE OF CecmRegionPairEntry

MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of all geographical region pairs defined for a Cisco Unified CM cluster.The
pair consists of the Source region and Destination region.

= { ccmGenerallnfo 5 }

ccmRegionPairEntry OBJECT-TYPE
SYNTAX CcmRegionPairEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

SRAAEBFRR—R

An entry (conceptual row) in the Region Pair Table, containing the information about bandwidth

restrictions when communicating between the two specified regions.

INDEX { ccmRegionSrcIndex, ccmRegionDestIndex }

1= { ccmRegionPairTable 1 }
CcmRegionPairEntry ::= SEQUENCE {
ccmRegionSrcIndex Cemlindex,

ccmRegionDestIndex CemlIndex,

ccmRegionAvailableBandWidth INTEGER

}

ccmRegionSrcIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The index of the Source Region in the Region table.

2= { ccmRegionPairEntry 1 }
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ccmRegionDestIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The index of the Destination Region in the Region table.

== { ccmRegionPairEntry 2 }

ccmRegionAvailableBandWidth OBJECT-TYPE
SYNTAX INTEGER {

unknown(1),
other(2),
bwG723(3),
bwG729(4),
bwG711(5),
bwGSM(6),
bwWideband(7)

H
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The maximum available bandwidth between the two given regions.

unknown: Unknown Bandwidth

other: Unidentified Bandwidth

bwG723: For low bandwidth using G.723 codec
bwG729: For low bandwidth using G.729 codec
bwG711: For high bandwidth using G.711 codec
bwGSM: For GSM bandwidth 13K
bwWideband: For Wideband 256K.

== { ccmRegionPairEntry 3 }

csco-ccem-mB =—7JL [
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Cisco Unified CM 2 4 L/ —> T—TJ )L
ccmTimeZoneTable OBJECT-TYPE
SYNTAX SEQUENCE OF CemTimeZoneEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The table containing the list of all time zone groups in a call manager cluster.

== { ccmGenerallnfo 6 }

ccmTimeZoneEntry OBJECT-TYPE

SYNTAX CcmTimeZoneEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

An entry (conceptual row) in the time zone Table, containing the information about a particular time

zone group.

INDEX { ccemTimeZonelndex }

.= { ccmTimeZoneTable 1 }
CcmTimeZoneEntry ::= SEQUENCE {
ccmTimeZonelndex CemlIndex,
ccmTimeZoneName SnmpAdminString,
ccmTimeZoneOffset Integer32,

ccmTimeZoneOffsetHours Integer32,
ccmTimeZoneOffsetMinutes Integer32

ccmTimeZonelndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Time Zone
group entry in the table.

= { ccmTimeZoneEntry 1 }
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ccmTimeZoneName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The name of the time zone group.

= { ccmTimeZoneEntry 2 }

ccmTimeZoneOffsetHours OBJECT-TYPE
SYNTAX Integer32 (-12..12)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The offset hours of the time zone group's time zone from GMT.

2= { ccmTimeZoneEntry 4 }

ccmTimeZoneOffsetMinutes OBJECT-TYPE
SYNTAX Integer32 (-59..59)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The offset minutes of the time zone group's time zone from GMT.

2= { ccmTimeZoneEntry 5 }

TINAR T=IL T—=TI
ccmDevicePoolTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmDevicePoolEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of all device pools in a call manager cluster.A Device Pool contains Region,
Date/Time Group and CallManager Group criteria that will be common among many devices.

== { ccmGenerallnfo 7 }
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ccmDevicePoolEntry OBJECT-TYPE

SYNTAX CcmDevicePoolEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the device pool Table, containing the information about a particular device
pool.

INDEX { ccmDevicePoollndex }
2= { ccmDevicePoolTable 1 }
CcmDevicePoolEntry

.= SEQUENCE {

ccmDevicePoollndex CcmIndex, ccmDevicePoolName SnmpAdminString, ccmDevicePoolRegionIndex
CemlIndexOrZero, ccmDevicePoolTimeZonelndex CecmIndexOrZero, ccmDevicePoolGrouplndex
CcmlIndexOrZero

}

ccmDevicePoollndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Device Pool
entry in the table.Each entry contains Region, Date/Time Group and CallManager Group criteria that
will be common among many devices, for that entry.

== { ccmDevicePoolEntry 1 }

ccmDevicePoolName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The name of the device pool.

= { ccmDevicePoolEntry 2 }
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ccmDevicePoolRegionIndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the Region to which this Device Pool entry belongs. A
value of zero indicates that the index to the Region table is Unknown.

== { ccmDevicePoolEntry 3 }

ccmDevicePoolTimeZonelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the TimeZone to which this Device Pool entry belongs.A
value of zero indicates that the index to the TimeZone table is Unknown.

= { ccmDevicePoolEntry 4 }

ccmDevicePoolGroupIndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the CallManager Group to which this Device Pool
entry belongs.A value of zero indicates that the index to the CallManager Group table is Unknown.

= { ccmDevicePoolEntry 5 }

Cisco UnifiedCM & 742 14 7 7—J )L

ccmProductTypeTable OBJECT-TYPE

SYNTAX CcmProductTypeEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of product types supported in a call manager cluster.The product types will
include the list of phone types, gateway types, media device types, H323 device types, CTI device
types, Voice Messaging device types and SIP device types.

== { ccmGenerallnfo 8 }
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ccmProductTypeEntry OBJECT-TYPE

SYNTAX CcmProductTypeEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the ccmProductTypeTable, containing the information about a product
type supported in a call manager cluster.An entry is created to represent a product type.

INDEX { ccmProductTypelndex }

2= { ccmProductTypeTable 1 }
CcemProductTypeEntry ::= SEQUENCE {
ccmProductTypelndex CemlIndex,
ccmProductType Unsigned32,
ccmProductName SnmpAdminString,

ccmProductCategory INTEGER
H

ccmProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies an entry in the
ccmProductTypeTable.

2= { ccmProductTypeEntry 1 }

ccmProductType OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The type of the product as defined in the Cisco Unified CM database.
== { ccmProductTypeEntry 2 }
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ccmProductName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..100))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The name of the product as defined in the Cisco Unified CM database.
== { ccmProductTypeEntry 3 }

ccmProductCategory OBJECT-TYPE
SYNTAX INTEGER {

unknown(-1),
notApplicable(0),
phone(1),
gateway(2),
h323Device(3),
ctiDevice(4),
voiceMailDevice(5),
mediaResourceDevice(6),
huntListDevice(7),
sipDevice(8)

H

MAX-ACCESS read-only
STATUS current
DESCRIPTION

The category of the product.

unknown: Unknown product category
notApplicable:Not Applicable

phone:Phone

gateway: Gateway

h323Device: H323 Device

ctiDevice:CTI Device

voiceMailDevice: Voice Messaging Device
mediaResourceDevice: Media Resource Device
huntListDevice: Hunt List Device
sipDevice:SIP Device.

== { ccmProductTypeEntry 4 }
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EBREET—IIL
ccmPhoneTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmPhoneEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of all IP Phone devices that have tried to register with the local Cisco
Unified CM at least once.When the local Cisco Unified CM is restarted, this table will be refreshed.

== { ccmPhonelnfo 1 }
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ccmPhoneEntry OBJECT-TYPE
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SYNTAX CcmPhoneEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

An entry (conceptual row) in the phone Table, containing information about a particular phone device.
INDEX { ccmPhonelndex }

2= { ccmPhoneTable 1 }

CcmPhoneEntry ::= SEQUENCE {
ccmPhonelndex CemlIndex,
ccmPhonePhysical Address MacAddress,
ccmPhoneType INTEGER,
ccmPhoneDescription SnmpAdminString,
ccmPhoneUserName SnmpAdminString,
ccmPhonelpAddress IpAddress,
ccmPhoneStatus CcmDeviceStatus,
ccmPhoneTimeLastRegistered DateAndTime,
ccmPhoneE911Location SnmpAdminString,
ccmPhoneLoadID SnmpAdminString,
ccmPhoneLastError Integer32,
ccmPhoneTimeLastError DateAndTime,
ccmPhoneDevicePoollndex CecmIndexOrZero,
ccmPhonelnetAddressType InetAddressType,
ccmPhonelnetAddress InetAddress,
ccmPhoneStatusReason CemDevFailCauseCode,
ccmPhoneTimeLastStatusUpdt DateAndTime,
ccmPhoneProductTypelndexCecmIndexOrZero,
ccmPhoneProtocolCcmPhoneProtocol Type,
ccmPhoneName SnmpAdminString
ccmPhonelnetAddressIPv4 InetAddressIPv4,
ccmPhonelnetAddressIPv6 InetAddressIPvo6,
ccmPhonelPv4Attribute INTEGER,
ccmPhonelPv6Attribute INTEGER,
ccmPhoneActiveLoadID SnmpAdminString,
ccmPhoneUnregReason CcmDevUnregCauseCode,

ccmPhoneRegFailReason CcmDevRegFailCauseCode
}
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ccmPhonelndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Phone within
the Cisco Unified CM.

== { ccmPhoneEntry 1 }

ccmPhonePhysicalAddress OBJECT-TYPE
SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The physical address(MAC address) of the IP phone.
= { ccmPhoneEntry 2 }

ccmPhoneDescription OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The description of the phone.

2= { ccmPhoneEntry 4 }

ccmPhoneUserName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The name of the user of the phone.When the phone is not in use, the name would refer to the last known
user of the phone.

= { ccmPhoneEntry 5 }
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ccmPhoneStatus OBJECT-TYPE
SYNTAX CcmDeviceStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The status of the phone.The status of the Phone changes from Unknown to registered when it registers
itself with the local Cisco Unified CM.

== { ccmPhoneEntry 7 }

ccmPhoneTimeLastRegistered OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The time when the phone last registered with the Cisco Unified CM.
= { ccmPhoneEntry 8 }

ccmPhoneE911Location OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The E911 location of the phone.
2= { ccmPhoneEntry 9 }

ccmPhoneLoadID OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the configured load ID for the phone device.
.= { ccmPhoneEntry 10 }
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ccmPhoneDevicePoollndex OBJECT-TYPE
SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the Device Pool to which this Phone entry belongs.A
value of 0 indicates that the index to the Device Pool table is Unknown.

== { ccmPhoneEntry 13 }

ccmPhonelnetAddressType OBJECT-TYPE
SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION
This object identifies the IP address type of the phone.
= { ccmPhoneEntry 14 }

ccmPhonelnetAddress OBJECT-TYPE
SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known IP address of the phone.The type of address for this is identified
by ccmPhonelnetAddressType.

2= { ccmPhoneEntry 15 }

ccmPhoneTimeLastStatusUpdt OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The time the status of the phone changed.
2= { ccmPhoneEntry 17 }
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ccmPhoneProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero

MAX-ACCESS read-only

STATUS current

DESCRIPTION

A positive value of this index is used to identify the related product type entry in the

ccmProductTypeTable.A value of 0 indicates that the index to the ccmProductTypeTable is Unknown.

== { ccmPhoneEntry 18 }

ccmPhoneProtocol OBJECT-TYPE

SYNTAX CcmPhoneProtocol Type

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The protocol used between the phone and Cisco Unified CM.
= { ccmPhoneEntry 19 }

ccmPhoneName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The name of the phone.The name of the phone can be <prefix>+ MAC Address, where <prefix> is
SEP for Cisco SCCP and SIP Phones.In the case of other phones such as communicator (soft phone)
it can be free-form name, a string that uniquely identifies the phone.

= { ccmPhoneEntry 20 }

ccmPhonelnetAddressIPv4 OBJECT-TYPE

SYNTAX InetAddressIPv4
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv4 address of the Phone Device.This object contains
value zero if IPV4 address is not available.

.= { ccmPhoneEntry 21 }
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ccmPhonelnetAddressIPve OBJECT-TYPE
SYNTAX InetAddressIPv6
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv6 address of the Phone device.This object contains
value zero if [IPV6 address is not available.

== { ccmPhoneEntry 22 }

ccmPhonelPv4Attribute OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
adminOnly(1),
controlOnly(2),
adminAndControl(3)
H
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the scope of ccmPhonelnetAddressIPv4.

unknown(0): It is not known if ccmPhonelnetAddressIPv4 is used for Administration purpose or
Controlling purpose.

adminOnly(1): ccmPhonelnetAddressIPv4 is used for the serviceability or administrative purpose.
controlOnly(2): ccmPhonelnetAddressIPv4 is used for signaling or registration purpose.

adminAndControl(3): ccmPhonelnetAddressIPv4 is used for controlling as well as administrative
purpose.
== { ccmPhoneEntry 23 }
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ccmPhonelPv6Attribute OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
adminOnly(1),
controlOnly(2),
adminAndControl(3)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the scope of ccmPhonelnetAddressIPv6.

unknown(0): It is not known if ccmPhonelnetAddressIPv6 is used for Administration purpose or
Controlling purpose.

adminOnly(1): ccmPhonelnetAddressIPv6 is used for the serviceability or administrative purpose.
controlOnly(2): ccmPhonelnetAddressIPv6 is used for signaling or registration purpose.

adminAndControl(3): ccmPhonelnetAddressIPvo6 is used for controlling as well as administrative
purpose.
.= { ccmPhoneEntry 24 }

ccmPhoneActiveLoadID OBJECT-TYPE
SYNTAX SnmpAdminString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the ID of actual load that is successfully loaded and running on the phone device.If
the phone is successfully upgraded to the new load then ccmPhoneLoadID and ccmPhoneActiveLoadlD
will have same value.If the upgrade fails then the ccmPhoneLoadID has the configured load ID and
ccmPhoneActiveLoadID has the actual load ID that is running on the phone.

== { ccmPhoneEntry 25 }

ccmPhoneUnregReason OBJECT-TYPE
SYNTA CcmDevUnregCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with unregistered phone.

== { ccmPhoneEntry 26 }
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ccmPhoneRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with registration failed phone.

== { ccmPhoneEntry 27 }

BEREMEET —JL
ccmPhoneFailedTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmPhoneFailedEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of all phones that attempted to register with the local call manager and
failed.The entries that have not been updated and kept at least for the duration specified in the
ccmPhoneFailedStorePeriod will be deleted.Reasons for these failures could be due to configuration
error, maximum number of phones has been reached, lost contact, etc.

= { ccmPhonelnfo 3 }
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ccmPhoneFailedEntry OBJECT-TYPE

SYNTAX CcmPhoneFailedEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the PhoneFailed Table, one for each phone failure in the Cisco Unified
CM.

INDEX { ccmPhoneFailedIndex }

= { ccmPhoneFailedTable 1 }
CcmPhoneFailedEntry ::= SEQUENCE {
ccmPhoneFailedIndex CemlIndex,
ccmPhoneFailedTime DateAndTime,
ccmPhoneFailedName SnmpAdminString,
ccmPhoneFailedInetAddressType InetAddressType,
ccmPhoneFailedInetAddress InetAddress,
ccmPhoneFailCauseCode CcmDevFailCauseCode,
ccmPhoneFailedMacAddress MacAddress
ccmPhoneFailedInetAddressIPv4 InetAddressIPv4,
ccmPhoneFailedInetAddressIPv6 InetAddressIPvo,
ccmPhoneFailedIPv4Attribute INTEGER,
ccmPhoneFailedIPvoAttribute INTEGER,
ccmPhoneFailedRegFailReason CcmDevRegFailCauseCode

}

ccmPhoneFailedindex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that is incremented with each new entry
in the ccmPhoneFailedTable.This integer value will wrap if needed.

== { ccmPhoneFailedEntry 1 }
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ccmPhoneFailedTime OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time when the phone failed to register with the Cisco Unified CM.
== { ccmPhoneFailedEntry 2 }

ccmPhoneFailedMacAddress OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The MAC address of the failed phone.
= { ccmPhoneFailedEntry 7 }

ccmPhoneFailedInetAddressIPv4 OBJECT-TYPE

SYNTAX InetAddressIPv4
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary [Pv4 address of the phone experiencing a communication
failure.This object contains value zero if IPV4 address is not available.

= { ccmPhoneFailedEntry 8 }

ccmPhoneFailedInetAddressIPv6 OBJECT-TYPE

SYNTAX InetAddressIPv6
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary I[Pv6 address of the phone experiencing a communication
failure.This object contains value zero if IPV6 address is not available.

::= { ccmPhoneFailedEntry 9 }
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ccmPhoneFailedIPv4Attribute OBJECT-TYPE
SYNTAX INTEGER
{
unknown(0),
adminOnly(1),
controlOnly(2),
adminAndControl(3)
H
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the scope of ccmPhoneFailedInetAddressIPv4.

unknown(0): It is not known if ccmPhoneFailedInetAddressIPv4 is used for Administration purpose
or Controlling purpose.

adminOnly(1): ccmPhoneFailedInetAddressIPv4 is used for the serviceability or administrative purpose.
controlOnly(2): ccmPhoneFailedInetAddressIPv4 is used for signaling or registration purpose.

adminAndControl(3): ccmPhoneFailedInetAddressIPv4 is used for controlling as well as administrative
purpose.
== { ccmPhoneFailedEntry 10 }
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ccmPhoneFailedIPv6Attribute OBJECT-TYPE
SYNTAX INTEGER
{
unknown(0),
adminOnly(1),
controlOnly(2),
adminAndControl(3)
H
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the scope of ccmPhoneFailedInetAddressIPv6.

unknown(0): It is not known if ccmPhoneFailedInetAddressIPv6 is used for Administration purpose
or Controlling purpose.

adminOnly(1): ccmPhoneFailedInetAddressIPv6 is used for the serviceability or administrative purpose.
controlOnly(2): ccmPhoneFailedInetAddressIPv6 is used for signaling or registration purpose.

adminAndControl(3): ccmPhoneFailedInetAddressIPv6 is used for controlling as well as administrative
purpose.
== { ccmPhoneFailedEntry 11 }

ccmPhoneFailedRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with registration failed phone.

== { ccmPhoneFailedEntry 12 }
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ccmPhoneStatusUpdateTable OBJECT-TYPE

SYNTAX SEQUENCE OF CemPhoneStatusUpdateEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

The table containing the list of all phone status updates with respect to the local call manager.This table
will only have registered, unregistered, and partially-registered status updates.The rejected phones are
stored in the ccmPhoneFailedTable.Each entry of this table is stored at least for the duration specified
in the ccmPhoneStatusUpdateStorePeriod object, after that it will be deleted.

== { ccmPhonelnfo 4 }

ccmPhoneStatusUpdateEntry OBJECT-TYPE

SYNTAX CcmPhoneStatusUpdateEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

An entry (conceptual row) in the PhoneStatusUpdate Table, one for each phone status update in the
Cisco Unified CM.

INDEX { ccmPhoneStatusUpdatelndex }

== { ccmPhoneStatusUpdateTable 1 }
CcmPhoneStatusUpdateEntry ::= SEQUENCE {
ccmPhoneStatusUpdateIndex CecmIndex,
ccmPhoneStatusPhonelndex CecmIndexOrZero,
ccmPhoneStatusUpdateTime DateAndTime,
ccmPhoneStatusUpdateType INTEGER,
ccmPhoneStatusUpdateReason CemDevFailCauseCode
ccmPhoneStatusUnregReason CcmDevUnregCauseCode,

ccmPhoneStatusRegFailReason CcmDevRegFailCauseCode

}

Il Cisco Unified Communications Manager &5 & 1% IM and Presence f —E X 1J 1) —X 120(1) ¥+ — D F

Y—ERX A4 K



| vragmisg—=x
csco-ccem-mB =—7JL [

ccmPhoneStatusUpdateIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that is incremented with each new entry
in the ccmPhoneStatusUpdateTable. This integer value will wrap if needed.

== { ccmPhoneStatusUpdateEntry 1 }

ccmPhoneStatusPhonelndex OBJECT-TYPE
SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify an entry in the ccmPhoneTable. A value of zero indicates
that the index to the ccmPhoneTable is Unknown.

== { ccmPhoneStatusUpdateEntry 2 }

ccmPhoneStatusUpdateTime OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The time of the phone's registration status change.

= { ccmPhoneStatusUpdateEntry 3 }
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ccmPhoneStatusUpdateType OBJECT-TYPE
SYNTAX INTEGER {
unknown(1),
phoneRegistered(2),
phoneUnregistered(3),
phonePartiallyregistered(4)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
States the type of phone status change.
unknown: Unknown status
phoneRegistered: Phone has registered with the Cisco Unified CM
phoneUnregistered: Phone is no longer registered with the Cisco Unified CM
phonePartiallyregistered: Phone is partially registered with the Cisco Unified CM
== { ccmPhoneStatusUpdateEntry 4 }

ccmPhoneStatusUnregReason OBJECT-TYPE
SYNTAX CcmDevUnregCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with unregistered phone.

== { ccmPhoneStatusUpdateEntry 6 }

ccmPhoneStatusRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with registration failed phone.

== { ccmPhoneStatusUpdateEntry 7 }
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ccmPhoneExtnTable OBJECT-TYPE

SYNTAX SEQUENCE OF CecmPhoneExtnEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

The table containing the list of all phone extensions associated with the registered and unregistered
phones in the ccmPhoneTable.This table has combination index ccmPhonelndex, ccmPhoneExtnIndex
so the ccmPhoneTable and the ccmPhoneExtnTable entries can be related.

== { ccmPhonelnfo 5 }

ccmPhoneExtnEntry OBJECT-TYPE

SYNTAX CcmPhoneExtnEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the phone extension Table, containing the information about a particular
phone extension.

INDEX { ccmPhonelndex, ccmPhoneExtnIndex }
= { ccmPhoneExtnTable 1 }
CcmPhoneExtnEntry ::= SEQUENCE {
ccmPhoneExtnIndex CemlIndex,

ccmPhoneExtn SnmpAdminString,
ccmPhoneExtnMultiLines Unsigned32,
ccmPhoneExtnlnetAddressType InetAddressType,
ccmPhoneExtnInetAddress InetAddress,

ccmPhoneExtnStatus CcmDeviceLineStatus

H

ccmPhoneExtnIndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Phone Extension
within the Cisco Unified CM.

== { ccmPhoneExtnEntry 1 }

Cisco Unified Communications Manager 35 & U IM and Presence 4 —E X 1) 1) —X 120(1) Y =+ — 2 K 4 —

EXH1F R



SRBEERA—R |
Bl ciscocem-mBF—T L

ccmPhoneExtn OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..24))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The extension number of the extension.

== { ccmPhoneExtnEntry 2 }

ccmPhoneExtnMultiLines OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The number of multiline appearances for each phone extension.

= { ccmPhoneExtnEntry 3 }

ccmPhoneExtnInetAddressType OBJECT-TYPE
SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION
This object identifies the IP address type of the phone extension.
= { ccmPhoneExtnEntry 4 }

ccmPhoneExtnInetAddress OBJECT-TYPE
SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address of the phone extension.The type of address for this is identified by
ccmPhoneExtnInetAddressType.

.= { ccmPhoneExtnEntry 5 }
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ccmPhoneExtnStatus OBJECT-TYPE
SYNTAX CcmDeviceLineStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION
Represents the status of this phone line.

== { ccmPhoneExtnEntry 6 }

F—boxzA4 7=
ccmGatewayTable OBJECT-TYPE
SYNTAX SEQUENCE OF CecmGatewayEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing the list of all gateway devices that have tried to register with the local Cisco Unified
CM at least once.When the local Cisco Unified CM is restarted, this table will be refreshed.

= { ccmGatewaylInfo 1 }
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ccmGatewayEntry OBJECT-TYPE

SYNTAX CcmGatewayEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the gateway Table, one for each gateway device in the Cisco Unified CM.

INDEX { ccemGatewayIndex }

= { ccmGatewayTable 1 }

CemGatewayEntry ::= SEQUENCE {
ccemGatewayIndex CemlIndex,

ccmGatewayName SnmpAdminString,
ccmGatewayType Integer,

ccmGateway Description SnmpAdminString,
ccmGatewayStatus CcmDeviceStatus,
ccmGatewayDevicePoollndex CemIndexOrZero,
ccmGatewaylInetAddressType InetAddressType,
ccmGatewaylInetAddress InetAddress,
ccmGatewayProductld CcmDeviceProductld,
ccmGatewayStatusReason CcmDevFailCauseCode,
ccmGatewayTimeLastStatusUpdt DateAndTime,
ccmGatewayTimeLastRegistered DateAndTime,
ccmGatewayDChannelStatus INTEGER,
ccmGatewayDChannelNumber Integer32,
ccmGatewayProductTypelndex CcmIndexOrZero
ccmGatewayUnregReason CemDevUnregCauseCode,

ccmGatewayRegFailReason CcmDevRegFailCauseCode
H

ccmGatewaylndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that uniquely identifies a Gateway within

the scope of the local call manager.

.= { ccmGatewayEntry 1 }
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ccmGatewayName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This is the Gateway name assigned to the Gateway in the Cisco Unified CM.This name is assigned
when a new device of type Gateway is added to the Cisco Unified CM.

= { ccmGatewayEntry 2 }
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ccmGatewayType OBJECT-TYPE
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SYNTAX INTEGER {

unknown(1),

other(2),

ciscoAnalogAccess(3),

ciscoDigital AccessPRI(4),
ciscoDigitalAccessT1(5),

ciscoDigital AccessPRIPlus(6),
ciscoDigital AccessWSX6608E1(7),
ciscoDigital AccessWSX6608T1(8),
ciscoAnalogAccessWSX6624(9),
ciscoMGCPStation(10),
ciscoDigitalAccessE1Plus(11),
ciscoDigitalAccessT1Plus(12),
ciscoDigitalAccessWSX6608PRI(13),
ciscoAnalogAccessWSX6612(14),
ciscoMGCPTrunk(15),
ciscoVG200(16),

cisco26XX(17),

cisco362X(18),

cisco364X(19),

¢isc0366X(20),
ciscoCat4224VoiceGatewaySwitch(21),
ciscoCat4000AccessGatewayModule(22),
ciscolAD2400(23),
ciscoVGCEndPoint(24),
ciscoVG224VG248Gateway(25),
ciscoVGCBox(26),

ciscoATA186(27),
ciscolCS77XXMRP2XX(28),
ciscolCS77XXASI81(29),
ciscolCS7T7XXASI160(30),
ciscoSlotVGCPort(31),
ciscoCat6000AVVIDServModule(32),
ciscoWSX6600(33),
ciscoWSSVCCMMMS(34),
cisco3745(35),
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cisco3725(36),
ciscolCS7T7XXMRP3XX(37),
ciscolCS7T7XXMRP38FXS(38),
ciscol CS7T7XXMRP316FXS(39),
ciscol CS77XXMRP38FXOM1(40),
cisco269X(41),

cisco1760(42),

ciscol751(43),

ccmGatewayDescription OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The description attached to the gateway device.

.= { ccmGatewayEntry 4 }

ccmGatewayStatus OBJECT-TYPE

SYNTAX CcmDeviceStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The status of the gateway.The Gateway status changes from Unknown to Registered when the Gateway

registers itself with the local Cisco Unified CM.
= { ccmGatewayEntry 5 }

ccmGatewayDevicePoollndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

SRAAEBFRR—R

A positive value of this index is used to identify the Device Pool to which this Gateway entry belongs. A

value of zero indicates that the index to the Device Pool table is Unknown.

= { ccmGatewayEntry 6 }
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ccmGatewaylnetAddressType OBJECT-TYPE
SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the Gateway device.The value of this object is 'unknown(0)'
if the IP address of a Gateway device is not available.

= { ccmGatewayEntry 7 }

ccmGatewaylnetAddress OBJECT-TYPE
SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies last known IP Address of the gateway.If the IP address is not available then this
object contains an empty string. The type of address for this is identified by ccmGatewaylnetAddressType.

= { ccmGatewayEntry 8 }

ccmGatewayTimeLastStatusUpdt OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The time the status of the gateway changed.
1= { ccmGatewayEntry 11 }

ccmGatewayTimeLastRegistered OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The time the gateway last registered with the call manager.

.= { ccmGatewayEntry 12 }
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ccmGatewayDChannelStatus OBJECT-TYPE

SYNTAX INTEGER {

active(1),

inActive(2),

unknown(3),

notApplicable(4)

}

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The D-Channel status of the gateway.
active(1): The D-Channel is up
inActive(1): The D-Channel is down

unknown(3):The D-Channel status is unknown
notApplicable(4): The D-channel status is not applicable for this gateway.

= { ccmGatewayEntry 13 }

ccmGatewayDChannelNumber OBJECT-TYPE

SYNTAX Integer32 (-1..24)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The D-Channel number of the gateway.A value of -1 in this field indicates that the DChannel number
is not applicable for this gateway.

= { ccmGatewayEntry 14 }

ccmGatewayProductTypelndex OBJECT-TYPE

SYNTAX CcmIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the related product type entry in the
ccmProductTypeTable.A value of 0 indicates that the index to the ccmProductTypeTable is Unknown.

2= { ccmGatewayEntry 15 }
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ccmGatewayUnregReason OBJECT-TYPE
SYNTAX CcmDevUnregCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with unregistered gateway.

= { ccmGatewayEntry 16 }

ccmGatewayRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with registration failed gateway.

= { ccmGatewayEntry 17 }

T—rozA4 b0 T=TI
CcemGatewayTrunkEntry
== SEQUENCE {
ccmGateway TrunkIndex CemlIndex,
ccmGatewayTrunkType INTEGER,
ccmGatewayTrunkName SnmpAdminString,
ccmTrunkGatewaylndex CcmIndexOrZero,

ccmGatewayTrunkStatus INTEGER
H

FRTORAS A TS b
ccmRegisteredPhones OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The number of phones that are registered and actively in communication with the local call manager.

== { ccmGloballnfo 5 }
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ccmUnregisteredPhones OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of phone that are unregistered or have lost contact with the local call manager.

== { ccmGloballnfo 6 }

ccmRejectedPhones OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of phones whose registration requests were rejected by the local call manager.

= { ccmGloballnfo 7 }

ccmRegisteredGateways OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of gateways that are registered and actively in communication with the local call manager.

= { ccmGloballnfo 8 }

ccmUnregisteredGateways OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of gateways that are unregistered or have lost contact with the local call manager.

== { ccmGloballnfo 9 }
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ccmRejectedGateways OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The number of gateways whose registration requests were rejected by the local call manager.

== { ccmGloballnfo 10 }

ccmRegisteredMediaDevices OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of media devices that are registered and actively in communication with the local call
manager.

= { ccmGloballnfo 11 }

ccmUnregisteredMediaDevices OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The number of media devices that are unregistered or have lost contact with the local call manager.

= { ccmGloballnfo 12 }

ccmRejectedMediaDevices OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The number of media devices whose registration requests were rejected by the local call manager.

== { ccmGloballnfo 13 }
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ccmRegisteredCTIDevices OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of CTI devices that are registered and actively in communication with the local call manager.

== { ccmGloballnfo 14 }

ccmUnregisteredCTIDevices OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of CTI devices that are unregistered or have lost contact with the local call manager.

= { ccmGloballnfo 15 }

ccmRejectedCTIDevices OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of CTI devices whose registration requests were rejected by the local call manager.

= { ccmGloballnfo 16 }

ccmRegisteredVoiceMailDevices OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of voice messaging devices that are registered and actively in communication with the
local call manager.

== { ccmGloballnfo 17 }
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ccmUnregisteredVoiceMailDevices OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of voice messaging devices that are unregistered or have lost contact with the local call
manager.

== { ccmGloballnfo 18 }

ccmRejectedVoiceMailDevices OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of voice messaging devices whose registration requests were rejected by the local call
manager.

= { ccmGloballnfo 19 }

ccmCallManagerStartTime OBJECT-TYPE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The last time the local call manager service started.This is available only when the local call manager
is up and running.

== { ccmGloballnfo 20 }
ccmPhoneTableStateld OBJECT-TYPE
SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The current state of ccmPhoneTable. The initial value of this object is 0 and it will be incremented
every time when there is a change (addition/deletion/modification) to the ccmPhoneTable.This
value and ccmCallManagerStartTime should be used together to find if the table has changed or
not.When the call manager is restarted, this will be reset to 0.

== { ccmGloballnfo 21 }
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ccmPhoneExtensionTableStateld OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current state of ccmPhoneExtensionTable. The initial value of this object is 0 and it will be
incremented every time when there is a change (addition/deletion/modification) to the
ccmPhoneExtensionTable. This value and ccmCallManagerStartTime should be used together to find
if the table has changed or not. When the call manager is restarted, this will be reset to 0.

== { ccmGloballnfo 22 }

ccmPhoneStatusUpdateTableStateld OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current state of ccmPhoneStatusUpdateTable. The initial value of this object is 0 and it will be
incremented every time when there is a change (addition/deletion/modification) to the
ccmPhoneStatusUpdateTable. This value and sysUpTime should be used together to find if the table
has changed or not. When the SNMP service is restarted this value will be reset to 0.

= { ccmGloballnfo 23 }

ccmGatewayTableStateld OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current state of ccmGatewayTable.The initial value of this object is 0 and it will be incremented
every time when there is a change (addition/deletion/modification) to the ccmGatewayTable.This value
and ccmCallManagerStartTime should be used together to find if the table has changed or not. When
the call manager is restarted, this will be reset to 0.

= { ccmGloballnfo 24 }
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ccmCTIDeviceTableStateld OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current state of ccmCTIDeviceTable.The initial value of this object is 0 and it will be incremented
every time when there is a change (addition/deletion/modification) to the ccmCTIDeviceTable. This
value and ccmCallManagerStartTime should be used together to find if the table has changed or not. When
the call manager is restarted, this will be reset to 0.

== { ccmGloballnfo 25 }

ccmCTIDeviceDirNumTableStateld OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current state of ccmCTIDeviceDirNumTable. The initial value of this object is 0 and it will be
incremented every time when there is a change (addition/deletion/modification) to the
ccmCTIDeviceDirNumTable.This value and ccmCallManagerStartTime should be used together to
find if the table has changed or not.When the call manager is restarted, this will be reset to 0.

= { ccmGloballnfo 26 }

ccmPhStatUpdtTblLastAddedIndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The ccmPhoneStatusUpdatelndex value of the last entry that was added to the
ccmPhoneStatusUpdateTable. This value together with sysUpTime can be used by the manager
applications to identify the new entries in the ccmPhoneStatusUpdateTable since their last poll. This
value need not be the same as the highest index in the ccmPhoneStatusUpdateTable as the index could
have wrapped around.The initial value of this object is 0, which indicates that no entries have been
added to this table. When the SNMP service is restarted this value will be reset to 0.

= { ccmGloballnfo 27 }
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ccmPhFailedTblLastAddedIndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The ccmPhoneFailedIndex value of the last entry that was added to the ccmPhoneFailedTable.This
value together with sysUpTime can be used by the manager applications to identify the new entries in
the ccmPhoneFailedTable since their last poll.This value need not be the same as the highest index in
the ccmPhoneFailedTable as the index could have wrapped around.The initial value of this object is 0,
which indicates that no entries have been added to this table. When the SNMP service is restarted this
value will be reset to 0.

== { ccmGloballnfo 28 }

ccmSystemVersion OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The installed version of the local Cisco Unified CM system.
= { ccmGloballnfo 29 }

ccmlnstallationld OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The installation component identifier of the local Cisco Unified CM component(ccm.exe).

= { ccmGloballnfo 30 }

ccmPartiallyRegisteredPhones OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The number of phones that are partially registered with the local Cisco Unified CM.
== { ccmGloballnfo 31 }
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ccmMediaDeviceTable OBJECT-TYPE

csco-ccem-mB =—7JL [

ccmH323TableEntries OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current number of entries in ccmH323DeviceTable.The initial value of this object is 0 and it will
be incremented every time when there is an addition to the ccmH323DeviceTable.When the Cisco
Unified CM is restarted, this will be reset to 0.

== { ccmGloballnfo 32 }

ccmSIPTableEntries OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The current number of entries in ccmSIPDeviceTable.The initial value of this object is 0 and it will be
incremented every time when there is an addition to the ccmSIPDeviceTable.When the Cisco Unified
CM is restarted, this will be reset to zero.

= { ccmGloballnfo 33 }

\{ R T—T)L

SYNTAX SEQUENCE OF CcmMediaDeviceEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

The table containing a list of all Media Devices that have tried to register with the local Cisco Unified
CM at least once.When the local Cisco Unified CM is restarted, this table will be refreshed.

.= { ccmMediaDevicelnfo 1 }
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ccmMediaDeviceEntry OBJECT-TYPE
SYNTAX CcmMediaDeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the MediaDevice Table, containing the information about a particular
Media Resource device.

INDEX { ccmMediaDevicelndex }

2= { ccmMediaDeviceTable 1 }
CcmMediaDeviceEntry ::= SEQUENCE {
ccmMediaDeviceIndex CemlIndex,
ccmMediaDeviceName SnmpAdminString,
ccmMediaDeviceType INTEGER,
ccmMediaDeviceDescription

SnmpAdminString,

ccmMediaDeviceStatus CecmDeviceStatus,
ccmMediaDeviceDevicePoollndex CecmIndexOrZero,
ccmMediaDevicelnetAddressType InetAddressType,
ccmMediaDevicelnetAddress InetAddress,
cemMediaDeviceStatusReason CecmDevFailCauseCode,
ccmMediaDeviceTimeLastStatusUpdt DateAndTime,
ccmMediaDeviceTimeLastRegistered DateAndTime,
ccmMediaDeviceProductTypelndex CecmIndexOrZero
ccmMediaDevicelnetAddressIPv4 InetAddressIPv4,
ccmMediaDevicelnetAddressIPv6 InetAddressIPvo6,
ccmMediaDeviceUnregReason CcmDevUnregCauseCode,

ccmMediaDeviceRegFailReason CcmDevRegFailCauseCode
H

ccmMediaDeviceIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that identifies a Media Device entry in
the table.

= { ccmMediaDeviceEntry 1 }
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ccmMediaDeviceName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

This is the device name assigned to the Media Device.This name is assigned when a new device of this
type is added to the Cisco Unified CM.

= { ccmMediaDeviceEntry 2 }

ccmMediaDeviceDescription OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This description is given when the device is configured in the Cisco Unified CM.

= { ccmMediaDeviceEntry 4 }

ccmMediaDeviceStatus OBJECT-TYPE

SYNTAX CcmDeviceStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The status of the Media Device.The status changes from unknown to registered when it registers itself
with the local Cisco Unified CM.

2= { ccmMediaDeviceEntry 5 }

ccmMediaDeviceDevicePoollndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the Device Pool to which this MediaDevice entry
belongs.A value of zero indicates that the index to the Device Pool table is Unknown.

== { ccmMediaDeviceEntry 6 }
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ccmMediaDeviceTimeLastStatusUpdt OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the status of the media device changed.

= { ccmMediaDeviceEntry 10 }

ccmMediaDeviceTimeLastRegistered OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the media device last registered with the call manager.

2= { ccmMediaDeviceEntry 11 }

ccmMediaDeviceProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero

MAX-ACCESS read-only

STATUS current

DESCRIPTION

A positive value of this index is used to identify the related product type entry in the

ccmProductTypeTable.A value of zero indicates that the index to the ccmProductTypeTable is Unknown.

2= { ccmMediaDeviceEntry 12 }

ccmMediaDevicelnetAddressIPv4 OBJECT-TYPE

SYNTAX InetAddressIPv4
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv4 address of the Media Device.This object contains
value zero if IPV4 address is not available.

= { ccmMediaDeviceEntry 13 }
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ccmMediaDevicelnetAddressIPve OBJECT-TYPE

SYNTAX InetAddressIPv6
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv6 address of the Media Device.This object contains
value zero if [IPV6 address is not available.

= { ccmMediaDeviceEntry 14 }

ccmMediaDeviceUnregReason OBJECT-TYPE

SYNTAX CcmDevUnregCauseCode

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The reason code associated with unregistered Media Device.

= { ccmMediaDeviceEntry 15 }

ccmMediaDeviceRegFailReason OBJECT-TYPE

SYNTAX CcmDevRegFailCauseCode

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The reason code associated with registration failed Media Device.

2= { ccmMediaDeviceEntry 16 }

CITNART—TIL

ccmCTIDeviceTable OBJECT-TYPE

SYNTAX SEQUENCE OF CcmCTIDeviceEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION—The table containing a list of all CTI (Computer Telephony Integration) Devices that
have tried to register with the local Cisco Unified CM at least once.When the local Cisco Unified CM
is restarted, this table will be refreshed.

.= { ccmCTIDevicelnfo 1 }
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ccmCTIDeviceEntry OBJECT-TYPE

SYNTAX CecmCTIDeviceEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION—An entry (conceptual row) in the CTIDevice Table, containing the information about
a particular CTI Device.

INDEX { cemCTIDevicelndex }

= { ccemCTIDeviceTable 1 }

CemCTIDeviceEntry ::= SEQUENCE {
ccmCTIDevicelndexCemlIndex,
ccmCTIDeviceNameSnmpAdminString,
ccmCTIDeviceTypeINTEGER,
ccmCTIDeviceDescriptionSnmpAdminString,
cemCTIDeviceStatusCemDeviceStatus,
cemCTIDevicePoollndexCemlIndexOrZero,
ccmCTIDevicelnetAddressType [DEPRECATEDInetAddressType,
ccmCTIDevicelnetAddress [DEPRECATEDInetAddress,
ccmCTIDeviceAppInfoSnmpAdminString,
cemCTIDeviceStatusReasonCemDevFailCauseCode,
ccmCTIDeviceTimeLastStatusUpdtDateAnd Time,
ccmCTIDeviceTimeLastRegisteredDateAndTime,
ccmCTIDeviceProductTypelndexCemIndexOrZero
ccmCTIDevicelnetAddressIPv4InetAddressIPv4
ccmCTIDevicelnetAddressIPv6InetAddressIPvo
ccmCTIDeviceUnregReason CcmDevUnregCauseCode,

ccmCTIDeviceRegFailReasonCecmDevRegFailCauseCode
H

ccmCTIDeviceIndex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that identifies a CTI Device entry in the
table.

2= { ccmCTIDeviceEntry 1 }
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ccmCTIDeviceName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..64))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The name of the CTI Device.This name is assigned to the CTI Device when it is added to the Cisco
Unified CM.

= { ccmCTIDeviceEntry 2 }

ccmCTIDeviceDescription OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A description of the CTI Device.This description is given when the CTI Device is configured in the
Cisco Unified CM.

2= { ccmCTIDeviceEntry 4 }

ccmCTIDeviceStatus OBJECT-TYPE
SYNTAX CcmDeviceStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The status of the CTI Device.The CTI Device status changes from unknown to registered when it
registers itself with the local Cisco Unified CM.

2= { ccmCTIDeviceEntry 5 }

ccmCTIDevicePoollndex OBJECT-TYPE
SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the Device Pool to which this CTI Device entry
belongs.A value of zero indicates that the index to the Device Pool table is Unknown.

2= { ccmCTIDeviceEntry 6 }
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cemCTIDeviceTimeLastStatusUpdt OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the status of the CTI device changed.
= { ccmCTIDeviceEntry 11 }

ccmCTIDeviceTimeLastRegistered OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the CTI Device last registered with the call manager.

2= { ccmCTIDeviceEntry 12 }

ccmCTIDeviceProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the related product type entry in the
ccmProductTypeTable.A value of 0 indicates that the index to the ccmProductTypeTable is Unknown.

2= { ccmCTIDeviceEntry 13 }

ccmCTIDevicelnetAddressIPv4d OBJECT-TYPE

SYNTAX InetAddressIPv4
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies [Pv4 Address of the host where this CTI Device is running.If the [Pv4 address is
not available then this object contains an empty string.

2= { ccmCTIDeviceEntry 14 }
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ccmCTIDeviceInetAddressIPve OBJECT-TYPE

SYNTAX InetAddressIPv6
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies IPv6 Address of the host where this CTI Device is running.If the IPv6 address is
not available then this object contains an empty string.

= { ccmCTIDeviceEntry 15 }

ccmCTIDeviceUnregReason OBJECT-TYPE

SYNTAX CcmDevUnregCauseCode

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The reason code associated with unregistered CTI Device.

2= { ccmCTIDeviceEntry 16 }

ccemCTIDeviceRegFailReason OBJECT-TYPE

SYNTAX CcmDevRegFailCauseCode

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The reason code associated with registration failed CTI Device.

2= { ccmCTIDeviceEntry 17 }

CTITNNART4LY FIBST—TIL

ccmCTIDeviceDirNumTable OBJECT-TYPE

SYNTAX SEQUENCE OF CemCTIDeviceDirNumEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

The table containing a list of directory numbers that are assigned to all of the registered and unregistered
CTI Devices in the ccmCTIDeviceTable.

= { ccmCTIDevicelnfo 2 }
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ccemCTIDeviceDirNumEntry OBJECT-TYPE
SYNTAX CecmCTIDeviceDirNumEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the CTIDeviceDirNum Table, containing the information about a particular
CTI Device extension.

INDEX { cemCTIDevicelndex, ccmCTIDeviceDirNumlIndex }
2= { ccmCTIDeviceDirNumTable 1 }
CemCTIDeviceDirNumEntry ::= SEQUENCE {
cemCTIDeviceDirNumIndex CemlIndex,

ccmCTIDeviceDirNum SnmpAdminString
H

ccmCTIDeviceDirNumIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
An arbitrary integer, selected by the local system, that identifies a Directory Number of a CTI Device.
= { ccmCTIDeviceDirNumEntry 1 }

ccmCTIDeviceDirNum OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..24))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
A Directory Number of the CTI Device.
2= { ccmCTIDeviceDirNumEntry 2 }

Il Cisco Unified Communications Manager &5 & 1% IM and Presence f —E X 1J 1) —X 120(1) ¥+ — D F
Y—ERX A4 K



| vragmisg—=x

75—L

Cisco Unified CM 7 5 — L H®1LE

ccmCallManagerAlarmEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Allows the generation of alarms in response to Cisco Unified CM general failures.

true(1): Enabling this object will allow the Cisco Unified CM agent to generate the following alarms:

ccmCallManagerFailure,
ccmMediaResourceListExhausted,
ccmRouteListExhausted and

cemTLSConnectionFailure. Z V3T 7 + /L ME T,

false(2): Disabling this object will stop the generation of the following alarms by the Cisco Unified
CM agent:

ccmCallManagerFailure
ccmMediaResourceListExhausted,
ccmRouteListExhausted and
cemTLSConnectionFailure.

DEFVAL { true }
= { ccmAlarmConfiglnfo 1 }
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ccmPhoneFailedAlarmInterval OBJECT-TYPE

SYNTAX Integer32 (0 | 30..3600)
UNITS seconds

MAX-ACCESS read-write
STATUS current

DESCRIPTION

The minimum interval between sending of the ccmPhoneFailed notification in seconds.The
ccmPhoneFailed notification is only sent when there is at least one entry in the ccmPhoneFailedTable
and the notification has not been sent for the last ccmPhoneFailedAlarmInterval defined in this object. A
value of zero indicates that the alarm notification is disabled.

DEFVAL {0}
2= { ccmAlarmConfiglnfo 2 }

ccmPhoneFailedStorePeriod OBJECT-TYPE

SYNTAX Integer32 (1800..3600)
UNITS seconds

MAX-ACCESS read-write
STATUS current
DESCRIPTION

The time duration for storing each entry in the ccmPhoneFailedTable.The entries that have not been
updated and kept at least this period will be deleted. This value should ideally be set to a higher value
than the ccmPhoneFailedAlarmInterval object.

DEFVAL { 1800 }
== { ccmAlarmConfiglnfo 3 }
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ccmPhoneStatusUpdateAlarmInterv OBJECT-TYPE

SYNTAX Integer32 (0 | 30..3600)
UNITS seconds

MAX-ACCESS read-write
STATUS current

DESCRIPTION

The minimum interval between sending of the ccmPhoneStatusUpdate notification in seconds.The
ccmPhoneStatusUpdate notification is only sent when there is at least one entry in the
ccmPhoneStatusUpdateTable and the notification has not been sent for the last
ccmPhoneStatusUpdateAlarmInterv defined in this object.A value of zero indicates that the alarm
notification is disabled.

DEFVAL {0}
2= { ccmAlarmConfiglnfo 4 }

ccmPhoneStatusUpdateStorePeriod OBJECT-TYPE

SYNTAX Integer32 (1800..3600)
UNITS seconds

MAX-ACCESS read-write
STATUS current
DESCRIPTION

The time duration for storing each entry in the ccmPhoneStatusUpdateTable.The entries that have been
kept at least this period will be deleted.This value should ideally be set to a higher value than the
ccmPhoneStatusUpdate AlarmInterv object.

DEFVAL { 1800 }
== { ccmAlarmConfigInfo 5 }
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ccmGatewayAlarmEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

Allows the generation of alarms in response to Gateway general failures that the Cisco Unified CM is
aware of.

true(1): Enabling this object will allow the Cisco Unified CM agent to generate the following alarms:

ccmGatewayFailedReason
ccmGatewayLayer2Change (This is the default value.)

false(2): Disabling this object will stop the generation of the following alarms by the Cisco Unified
agent:

ccmGatewayFailed
ccmGatewayLayer2Change
DEFVAL { true }
== { ccmAlarmConfiglnfo 6 }

REET 5 — LBE
ccmMaliciousCallAlarmEnable OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

Allows the generation of alarms for malicious calls that the local call manager is aware of.
true(1): Enabling this object will allow the Cisco Unified CM agent to generate the ccmMaliciousCall
alarm. Z VT 7 4L ME T,
false(2): Disabling this object will stop the generation of the ccmMaliciousCall alarm.

DEFVAL { true }

== { ccmAlarmConfiglnfo 7 }
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ccmAlarmSeverity 0BJECT-TYPE

SYNTAX INTEGER {

emergency(1),

alert(2),

critical(3),

error(4),

warning(5),

notice(6),

informational(7)

H

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION

The Alarm Severity code.
emergency: System unusable
alert:Immediate response needed
critical: Critical condition
error:Error condition
warning: Warning condition
notice: Normal but significant condition
informational:Informational situation.

::= { ccmNotificationsInfo 1 }
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ccmFailCauseCode OBJECT-TYPE

SYNTAX INTEGER {
unknown(1),
heartBeatStopped(2),
routerThreadDied(3),
timerThreadDied(4),
criticalThreadDied(5),
deviceMgrInitFailed(6),
digitAnalysisInitFailed(7),
callControllInitFailed(8),
linkMgrlInitFailed(9),
dbMgrlnitFailed(10),
msgTranslatorInitFailed(11),
suppServicesInitFailed(12)

H

MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

The Cause code of the failure.This cause is derived from a monitoring thread in the Cisco Unified CM

or from a heartbeat monitoring process.

unknown: Unknown

heartBeatStopped: The Cisco Unified CM stops generating a heartbeat
routerThreadDied: The Cisco Unified CM detects the death of the router thread
timerThreadDied: The Cisco Unified CM detects the death of the timer thread
criticalThreadDied: The Cisco Unified CM detects the death of one of its critical threads
deviceMgrInitFailed: The Cisco Unified CM fails to start its device manager subsystem
digitAnalysisInitFailed: The Cisco Unified CM fails to start its digit analysis subsystem
callControllnitFailed: The Cisco Unified CM fails to start its call control subsystem
linkMgrInitFailed: The Cisco Unified CM fails to start its link manager subsystem
dbMgrlnitFailed: The Cisco Unified CM fails to start its database manager subsystem

msgTranslatorInitFailed: The Cisco Unified CM fails to start its message translation manager
subsystem

suppServicesInitFailed: The Cisco Unified CM fails to start its supplementary services subsystem.

== { ccmNotificationsInfo 2 }
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ccmPhoneFailures OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

dmers—4o

The count of the phone initialization or communication failures that are stored in the

ccmPhoneFailedTable object.

== { ccmNotificationsInfo 3 }

ccmPhoneUpdates OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

The count of the phone status changes that are stored in the ccmPhoneStatusUpdateTable object.

== { ccmNotificationsInfo 4 }

ccmMediaResourceType OBJECT-TYPE
SYNTAX INTEGER {
unknown(1),
mediaTerminationPoint(2),
transcoder(3),
conferenceBridge(4),
musicOnHold(5)
H
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

The type of media resource.

unknown:Unknown resource type

mediaTerminationPoint: Media Termination Point

transcoder: Transcoder
conferenceBridge: Conference Bridge
musicOnHold:Music On Hold.

== { ccmNotificationsInfo 6 }
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ccmMediaResourceListName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

The name of a Media Resource List.This name is assigned when a new Media Resource List is added
to the Cisco Unified CM.

== { ccmNotificationsInfo 7 }

ccmRouteListName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

The name of a Route List.This name is assigned when a new Route List is added to the Cisco Unified
CM.

== { ccmNotificationsInfo 8 }

ccmGatewayPhysIfIndex OBJECT-TYPE
SYNTAX Integer32 (1..2147483647)
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

This object is the identifier of an interface in a gateway that has registered with the local Cisco Unified
CM.On a DS1/E1 interface, this should be the same as the ifIndex value in the gateway.

== { ccmNotificationsInfo 9 }
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ccmGatewayPhysIfL2Status OBJECT-TYPE
SYNTAX INTEGER {
unknown(1),
up(2),
down(3)
}
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The layer 2 status of a physical interface in a gateway that has registered with the local Cisco Unified

CM.

unknown:Unknown status
up: Interface is up
down: Interface is down.

== { ccmNotificationsInfo 10 }

ccmMaliCallCalledPartyName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The display name of the called party who received the malicious call.

= { ccmNotificationsInfo 11 }

ccmMaliCallCalledPartyNumber OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The phone number of the device where the malicious call is received.

= { ccmNotificationsInfo 12 }
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ccmMaliCallCalledDeviceName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The name of the device where the malicious call is received.

== { ccmNotificationsInfo 13 }

ccmMaliCallCallingPartyName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The display name of the caller whose call is registered as malicious with the local call manager.

= { ccmNotificationsInfo 14 }

ccmMaliCallCallingPartyNumber OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The phone number of the caller whose call is registered as malicious with the local call manager.

= { ccmNotificationsInfo 15 }

ccmMaliCallCallingDeviceName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The edge device name through which the malicious call originated or passed through.

== { ccmNotificationsInfo 16 }
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ccmMaliCallTime OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The time when the malicious call is detected by the local call manager.

== { ccmNotificationsInfo 17 }

ccmQualityRprtSourceDevName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The name of the source device from where the problem was reported.

= { ccmNotificationsInfo 18 }

ccmQualityRprtClusterld OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The cluster identifier of the source device.

= { ccmNotificationsInfo 19 }

ccmQualityRprtCategory OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The category of the problem reported.

.= { ccmNotificationsInfo 20 }
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ccmQualityRprtReasonCode OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION

The description of the problem reported.

== { ccmNotificationsInfo 21 }

ccmQualityRprtTime OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION

The time when the problem was reported.

= { ccmNotificationsInfo 22 }

ccemTLSDevName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION

The device for which TLS connection failure was reported.

= { ccmNotificationsInfo 23 }

ccmTLSDevInetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS accessible-for-notify
STATUS current

DESCRIPTION

This object identifies the type of address for the device for which TLS connection failure was reported.

.= { ccmNotificationsInfo 24 }
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ccmTLSDevInetAddress OBJECT-TYPE
SYNTAX InetAddress
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION

This object identifies I[P Address of the device, for which TLS connection failure was reported.The
type of address for this is identified by ccemTLSDevInetAddressType.

== { ccmNotificationsInfo 25 }

ccemTLSConnFailTime OBJECT-TYPE
SYNTAX DateAndTime
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The time when TLS connection failure was detected by the local Cisco Unified CM.
= { ccmNotificationsInfo 26 }

ccmTLSConnectionFailReasonCode OBJECT-TYPE
SYNTAX INTEGER {
unknown (1),
authenticationerror(2),
invalidx509nameincertificate(3),
invalidtlscipher(4)
H
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
The reason for connection failure.

= { ccmNotificationsInfo 27 }

ccmGatewayRegFailCauseCode OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
States the reason for a gateway device registration failure.

= { ccmNotificationsInfo 28 }
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ccmH323DeviceTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmH323DeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing a list of all H323 devices in the Cisco Unified CM cluster that the local Cisco
Unified CM is aware of. When the local Cisco Unified CM is restarted, this table will be refreshed.

= { ccmH323Devicelnfo 1 }
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ccmH323DeviceEntry OBJECT-TYPE
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SYNTAX CcmH323DeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the H323Device Table, containing the information about a particular
H323 Device.

INDEX { cemH323DevIndex }

2= { ccmH323DeviceTable 1 }

CcmH323DeviceEntry ::= SEQUENCE {
ccmH323DevIndex Cemlindex,

ccmH323DevName SnmpAdminString,
cemH323DevProductld CecmDeviceProductld,
ccmH323DevDESCRIPTION SnmpAdminString,
ccmH323DevInetAddressType InetAddressType,
ccmH323DevInetAddress InetAddress,
ccmH323DevCnfgGKlInetAddressType InetAddressType,
ccmH323DevCnfgGKlInetAddress InetAddress,
ccmH323DevAltGK 1InetAddressType InetAddressType,
cemH323DevAltGK 1InetAddress InetAddress,
ccmH323DevAltGK2InetAddressType InetAddressType,
ccmH323DevAltGK2InetAddress InetAddress,
ccmH323DevAltGK3InetAddressType InetAddressType,
cecmH323DevAltGK3InetAddress InetAddress,
ccmH323DevAltGK4InetAddressType InetAddressType,
cemH323DevAltGK4InetAddress InetAddress,
ccmH323DevAltGK5InetAddressType InetAddressType,
ccmH323DevAltGK S5InetAddress InetAddress,
ccmH323DevActGKlInetAddressType InetAddressType,
ccmH323DevActGKInetAddress InetAddress,
ccmH323DevStatus INTEGER,
cemH323DevStatusReason CecmDevFailCauseCode,
ccmH323DevTimeLastStatusUpdt DateAndTime,
ccmH323DevTimeLastRegistered DateAndTime,
ccmH323DevRmtCM 11InetAddressType InetAddressType,
ccmH323DevRmtCM 1InetAddress InetAddress,
ccmH323DevRmtCM2InetAddressType InetAddressType,
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ccmH323DevRmtCM2InetAddress InetAddress,
ccmH323DevRmtCM3InetAddressType InetAddressType,
ccmH323DevRmtCM3InetAddress InetAddress,
ccmH323DevProductTypelndex CemIndexOrZero
ccmH323DevUnregReason CcmDevUnregCauseCode,
ccmH323DevRegFailReason CcmDevRegFailCauseCode

}

ccmH323Devindex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that identifies a H323 Device entry in the
table.

2= { ccmH323DeviceEntry 1 }

ccmH323DevName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The device name assigned to the H323 Device.This name is assigned when a new H323 device is added
to the Cisco Unified CM.

2= { ccmH323DeviceEntry 2 }

ccmH323DevDESCRIPTION OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
A DESCRIPTION

A description of the H323 device.This description is given when the H323 device is configured in the
Cisco Unified CM.

= { ccmH323DeviceEntry 4 }
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ccmH323DevIinetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the H323 device.The value of this object is 'unknown(0)'
if the IP address of a H323 device is not available.

= { ccmH323DeviceEntry 5 }

ccmH323DevInetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies last known IP Address of the H323 device.If the IP address is not available then
this object contains an empty string.The type of address for this is identified by
ccmH323DevInetAddressType.

2= { ccmH323DeviceEntry 6 }

ccmH323DevCnfgGKlInetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the gatekeeper device.The value of this object is 'unknown(0)'
if the IP address of a H323 gatekeeper is not available.

2= { ccmH323DeviceEntry 7 }

ccmH323DevCnfgGKlInetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object represents configured gatekeeper DNS name or IP address for this H323 device.This is
applicable only for H323 devices with gatekeepers configured. When there is no H323 gatekeeper
configured, this object contains an empty string.The type of address for this is identified by
ccmH323DevCnfgGKlInetAddressType.

2= { ccmH323DeviceEntry 8 }
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ccmH323DevAltGK1InetAddressType OBJECT-TYPE

SYNTAX InetAddressType

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This object identifies the IP address type of the first alternate gatekeeper.The value of this object is
‘unknown(0)' if the IP address of a H323 gatekeeper is not available.

2= { ccmH323DeviceEntry 9 }

ccmH323DevAltGK1InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the first alternate gatekeeper DN'S name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no first alternate H323
gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevAltGK 1InetAddressType.

2= { ccmH323DeviceEntry 10 }

ccmH323DevAltGK2InetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the second alternate gatekeeper.The value of this object is
‘unknown(0)' if the IP address of a H323 gatekeeper is not available.

.= { ccmH323DeviceEntry 11 }

ccmH323DevAltGK2InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the second alternate gatekeeper DNS name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no second alternate
H323 gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevAltGK2InetAddressType.

== { ccmH323DeviceEntry 12 }
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ccmH323DevAltGK3InetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the third alternate gatekeeper.The value of this object is
‘unknown(0)' if the IP address of a H323 gatekeeper is not available.

= { ccmH323DeviceEntry 13 }

ccmH323DevAltGK3InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the third alternate gatekeeper DNS name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no third alternate H323
gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevAltGK3InetAddressType.

2= { ccmH323DeviceEntry 14 }

ccmH323DevAltGK4InetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the fourth alternate gatekeeper.The value of this object is
‘unknown(0)' if the IP address of a H323 gatekeeper is not available.

2= { ccmH323DeviceEntry 15 }

ccmH323DevAltGK4InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the fourth alternate gatekeeper DNS name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no fourth H323 alternate
gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevAltGK4InetAddressType.

.= { ccmH323DeviceEntry 16 }
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ccmH323DevAltGKSInetAddressType OBJECT-TYPE

SYNTAX InetAddressType

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This object identifies the IP address type of the fifth alternate gatekeeper.The value of this object is
‘unknown(0)' if the IP address of a H323 gatekeeper is not available.

2= { ccmH323DeviceEntry 17 }

ccmH323DevAltGKSInetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the fifth alternate gatekeeper DNS name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no fifth H323 alternate
gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevAltGKS5InetAddressType.

2= { ccmH323DeviceEntry 18 }

ccmH323DevActGKlInetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the active gatekeeper. The value of this object is ‘unknown(0)'
if the IP address of a gatekeeper is not available.

.= { ccmH323DeviceEntry 19 }

ccmH323DevActGKInetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the active alternate gatekeeper DNS name or IP address for this H323 device.This
is applicable only for H323 devices with gatekeepers configured. When there is no active alternate H323
gatekeeper, this object contains an empty string.The type of address for this is identified by
ccmH323DevActGKlInetAddressType.

== { ccmH323DeviceEntry 20 }
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ccmH323DevStatus OBJECT-TYPE

SYNTAX INTEGER {
notApplicable(0),
unknown(1),
registered(2),
unregistered(3),
rejected(4)

H

MAX-ACCESS read-only
STATUS current
DESCRIPTION

The H323 device registration status with the gatekeeper.The status changes from unknown to registered

when the H323 device successfully registers itself with the gatekeeper.

notApplicable: The registration status is not applicable for this H323 device
unknown:The registration status of the H323 device with the gatekeeper is unknown
registered: The H323 device has registered with the gatekeeper successfully
unregistered: The H323 device is no longer registered with the gatekeeper

rejected: Registration request from the H323 device was rejected by the gatekeeper.

= { ccmH323DeviceEntry 21 }

ccmH323DevTimeLastStatusUpdt OBJECT-TYPE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The time the registration status with the gatekeeper changed.This is applicable only for H323 devices
with gatekeepers configured.

= { ccmH323DeviceEntry 23 }

ccmH323DevTimeLastRegistered OBJECT-TYPE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The time when the H323 device last registered with the gatekeeper.This is applicable only for H323
devices with gatekeepers configured.

2= { ccmH323DeviceEntry 24 }
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ccmH323DevRmtCM1InetAddressType OBJECT-TYPE

SYNTAX InetAddressType

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This object identifies the IP address type of the first remote call manager.The value of this object is
‘unknown(0)' if the first remote call manager is not configured.

2= { ccmH323DeviceEntry 25 }

ccmH323DevRmtCM1InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the first remote call manager DNS name or IP address configured for this H323
device.When there is no first remote call manager configured, this object contains an empty string.The
type of address for this is identified by ccmH323DevRmtCM 1InetAddressType.

2= { ccmH323DeviceEntry 26 }

ccmH323DevRmtCM2InetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the second remote call manager.The value of this object is
‘unknown(0)' if the second remote call manager is not configured.

.= { ccmH323DeviceEntry 27 }

ccmH323DevRmtCM2InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the second remote call manager DNS name or IP address configured for this H323
device.When there is no second remote call manager configured, this object contains an empty string. The
type of address for this is identified by ccemH323DevRmtCM2InetAddressType.

== { ccmH323DeviceEntry 28 }
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ccmH323DevRmtCM3InetAddressType OBJECT-TYPE

SYNTAX InetAddressType

MAX-ACCESS read-only

STATUS current

DESCRIPTION

This object identifies the IP address type of the third remote call manager.The value of this object is
‘unknown(0)' if the third remote call manager is not configured.

2= { ccmH323DeviceEntry 29 }

ccmH323DevRmtCM3InetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the third remote call manager DNS name or IP address configured for this H323
device.When there is no third remote call manager configured, this object contains an empty string.The
type of address for this is identified by ccmH323DevRmtCM3InetAddressType.

2= { ccmH323DeviceEntry 30 }

ccmH323DevProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero

MAX-ACCESS read-only

STATUS current

DESCRIPTION

A positive value of this index is used to identify the related product type entry in the

ccmProductTypeTable. A value of zero indicates that the index to the ccmProductTypeTable is Unknown.

.= { ccmH323DeviceEntry 31 }

ccmH323DevUnregReason OBJECT-TYPE

SYNTAX CcmDevUnregCauseCode
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The reason code associated with unregistered H323 Device.This is applicable only for H323 devices
with gatekeepers configured.

== { ccmH323DeviceEntry 32 }
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ccmH323DevRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The reason code associated with registration failed H323 Device.This is applicable only for H323
devices with gatekeepers configured.

= { ccmH323DeviceEntry 33 }

RARAA—=ILTNARAT—T)L

ccmVoiceMailDeviceTable OBJECT-TYPE
SYNTAX SEQUENCE OF CecmVoiceMailDeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing a list of all voice messaging devices that have tried to register with the local Cisco
Unified CM at least once.When the local Cisco Unified CM is restarted, this table will be refreshed.

= { ccmVoiceMailDevicelnfo 1 }
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ccmVoiceMailDeviceEntry OBJECT-TYPE
SYNTAX CcmVoiceMailDeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the VoiceMailDevice Table, containing the information about a particular
Voice Messaging Device.

INDEX { ccemVMailDevIndex }

= { ccmVoicMailDeviceTable 1 }
CcmVoiceMailDeviceEntry ::= SEQUENCE {
ccmVMailDevIndex CemlIndex,

ccmVMailDevName SnmpAdminString,
cemVMailDevProductld CemDeviceProductld,
ccmVMailDevDescription, SnmpAdminString,
ccmVMailDevStatus CecmDeviceStatus,
ccmVMailDevInetAddressType InetAddressType,
ccmVMailDevInetAddress InetAddress,
ccmVMailDevStatusReason CemDevFailCauseCode,
ccmVMailDevTimeLastStatusUpdt DateAndTime,
ccmVMailDevTimeLastRegistered DateAndTime,
ccmVMailDevProductTypelndex CcmIndexOrZero
ccmVMailDevUnregReason CcmDevUnregCauseCode,
ccmVMailDevRegFailReason CcmDevRegFailCauseCode

H

ccmVMailDevindex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that identifies a voice messaging device
entry in the table.

== { ccmVoiceMailDeviceEntry 1 }
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ccmVMailDevName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The name of the Voice Messaging Device.This name is assigned to the Voice Messaging Device when
it is added to the Cisco Unified CM.

== { ccmVoiceMailDeviceEntry 2 }

ccmVMailDevDESCRIPTION OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The description of the Voice Messaging Device.This description is given when the Voice Messaging
Device is configured in the Cisco Unified CM.

= { ccmVoiceMailDeviceEntry 4 }

ccmVMailDevStatus OBJECT-TYPE

SYNTAX CcmDeviceStatus
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The status of the Voice Messaging Device.The Voice Messaging Device status changes from unknown
to registered when it registers itself with the local Cisco Unified CM.

= { ccmVoiceMailDeviceEntry 5 }

ccmVMailDevInetAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP address type of the Voice Messaging device.The value of this object is
‘unknown(0)'if the IP address of the Voice Messaging device is not available.

.= { ccmVoiceMailDeviceEntry 6 }
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ccmVMailDevinetAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the IP Address of the Voice Messaging Device.If the IP Address is not available
then this object contains an empty string. The type of address for this is identified by
ccmVMailDevInetAddressType.

== { ccmVoiceMailDeviceEntry 7 }

ccmVMailDevTimeLastStatusUpdt OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the status of the voice messaging device changed.

= { ccmVoiceMailDeviceEntry 9 }

ccmVMailDevTimeLastRegistered OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The time the Voice Messaging Device has last registered with the call manager.

= { ccmVoiceMailDeviceEntry 10 }

ccmVMailDevProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero

MAX-ACCESS read-only

STATUS current

DESCRIPTION

A positive value of this index is used to identify the related product type entry in the

ccmProductTypeTable.A value of 0 indicates that the index to the ccmProductTypeTable is Unknown.

.= { ccmVoiceMailDeviceEntry 11 }
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ccmVMailDevUnregReason OBJECT-TYPE
SYNTAX CcmDevUnregCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with unregistered Voice Messaging Device.

== { ccmVoiceMailDeviceEntry 12 }

ccmVMailDevRegFailReason OBJECT-TYPE
SYNTAX CcmDevRegFailCauseCode
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The reason code associated with registration failed Voice Messaging Device.

= { ccmVoiceMailDeviceEntry 13 }

RAR A= TALY MIBEST—TL
ccmVoiceMailDeviceDirNumTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmVoiceMailDeviceDirNumEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing a list of directory numbers that are assigned to all of the registered and unregistered
Voice Messaging Devices in the ccmVoiceMailDeviceTable.

.= { ccmVoiceMailDevicelnfo 2 }
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ccmVoiceMailDeviceDirNumEntry OBJECT-TYPE
SYNTAX CcmVoiceMailDeviceDirNumEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the VoiceMailDirNum Table, has the associated directory number for a
Voice Messaging Device.

INDEX { ccemVMailDevIndex, ccmVMailDevDirNumIndex }
== { ccmVoiceMailDeviceDirNumTable 1 }
CcmVoiceMailDeviceDirNumEntry ::= SEQUENCE {
ccmVMailDevDirNumIndexCemlIndex,

ccmVMailDevDirNum SnmpAdminString
H

ccmVMailDevDirNumIndex OBJECT-TYPE
SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local system, that identifies a Directory Number of a Voice
Messaging Device.

== { ccmVoiceMailDeviceDirNumEntry 1 }

ccmVMailDevDirNum OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(0..24))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The Directory Number of the Voice Messaging Device.
= { ccmVoiceMailDeviceDirNumEntry 2 }
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ccmQualityReportAlarmEnable OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

Allows the generation of the quality report alarm.
true(1): Enabling this object will allow the Cisco Unified CM agent to generate the ccmQualityReport
alarm. Z VT 7 4L ME T,
false(2): Disabling this object will stop the generation of the ccmQualityReport alarm by the Cisco
Unified CM agent.

DEFVAL { true }

== { ccmQualityReportAlarmConfigInfo 1 }

SIPT/\ARXRFT—T)L

ccmSIPDeviceTable OBJECT-TYPE
SYNTAX SEQUENCE OF CcmSIPDeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

The table containing a list of all SIP trunks in the Cisco Unified CM cluster that the local Cisco Unified
CM is aware of.When the local Cisco Unified CM is restarted, this table will be refreshed.If the local
Cisco Unified CM is down, then this table will be empty.

== { ccmSIPDevicelnfo 1 }

Cisco Unified Communications Manager 35 & U IM and Presence 4 —E X 1) 1) —X 120(1) Y =+ — 2 K 4 —

EX A4 F
I .“



B &xc7rs—4

SRAAEBFRR—R

ccmSIPDeviceEntry OBJECT-TYPE

SYNTAX CcmSIPDeviceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the SIP Device Table, containing the information about a particular SIP
Trunk Device.

INDEX { cemSIPDevIndex }

2= { ccmSIPDeviceTable 1 }

CcemSIPDeviceEntry ::= SEQUENCE {

cemSIPDevIndex Cemlndex,

ccmSIPDevName SnmpAdminString,
ccmSIPDevProductTypelndex CemIndexOrZero,
ccmSIPDevDescription SnmpAdminString,
ccmSIPDevInetAddressType InetAddressType,
ccmSIPDevInetAddress InetAddress,
ccmSIPInTransportProtocol Type CemSIPTransportProtocol Type,
cemSIPInPortNumber InetPortNumber,
ccmSIPOutTransportProtocol Type CecmSIPTransportProtocol Type,
ccmSIPOutPortNumber InetPortNumber
ccmSIPDevInetAddressIPv4 InetAddressIPv4,
ccmSIPDevInetAddressIPv6 InetAddressIPvo

}

ccmSIPDevindex OBJECT-TYPE

SYNTAX CcmlIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer, selected by the local Cisco Unified CM, that identifies a SIP Trunk Device entry
in the table.

== { ccmSIPDeviceEntry 1 }
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ccmSIPDevName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..128))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The device name assigned to the SIP Trunk Device.This name is assigned when a new SIP Trunk device
is added to the Cisco Unified CM.

== { ccmSIPDeviceEntry 2 }

ccmSIPDevProductTypelndex OBJECT-TYPE

SYNTAX CcmlIndexOrZero
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A positive value of this index is used to identify the related product type entry in the
ccmProductTypeTable.A value of zero indicates that the index to the ccmProductTypeTable is Unknown.

= { ccmSIPDeviceEntry 3 }

ccmSIPDevDescription OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

A description of the SIP Trunk device.This Description is given when the SIP Trunk device is configured
in the Cisco Unified CM.

2= { ccmSIPDeviceEntry 4 }

ccmSIPInTransportProtocolType OBJECT-TYPE

SYNTAX CcmSIPTransportProtocol Type

MAX-ACCESS read-only

STATUS current

DESCRIPTION

Specifies the transport protocol type used by Cisco Unified CM for setting up incoming SIP call.
.= { ccmSIPDeviceEntry 7 }
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ccmSIPInPortNumber OBJECT-TYPE

SYNTAX InetPortNumber

MAX-ACCESS read-only

STATUS current

DESCRIPTION

Specifies the port number used by Cisco Unified CM for setting up incoming SIP call.
== { ccmSIPDeviceEntry 8 }

ccmSIPOutTransportProtocolType OBJECT-TYPE

SYNTAX CcmSIPTransportProtocol Type

MAX-ACCESS read-only

STATUS current

DESCRIPTION

Specifies the transport protocol type used by Cisco Unified CM for setting up outgoing SIP call.
= { ccmSIPDeviceEntry 9 }

ccmSIPOutPortNumber OBJECT-TYPE

SYNTAX InetPortNumber

MAX-ACCESS read-only

STATUS current

DESCRIPTION

Specifies the port number used by Cisco Unified CM for setting up outgoing SIP call.
2= { ccmSIPDeviceEntry 10 }

ccmSIPDevInetAddressIPv4 OBJECT-TYPE

SYNTAX InetAddressIPv4
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv4 address of the SIP Trunk Device.This object contains
value zero if IPV4 address is not available.

.= { ccmSIPDeviceEntry 11 }
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ccmSIPDevInetAddressIPve OBJECT-TYPE

SYNTAX InetAddressIPv6
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object identifies the last known primary IPv6 address of the SIP Trunk Device. This object contains
value zero if [IPV6 address is not available.

== { ccmSIPDeviceEntry 12 }

ccmMIBNotificationPrefix OBJECT IDENTIFIER

2= { ciscoCecmMIB 2 }

ccmMIBNotifications OBJECT IDENTIFIER

== { ccmMIBNotificationPrefix 0 }

ccmCallManagerFailed NOTIFICATION-TYPE

OBJECTS {
ccmAlarmSeverity,
ccmFailCauseCode
H

STATUS current
DESCRIPTION

This Notification signifies that the Cisco Unified CM process detects a failure in one of its critical

subsystems./x»— hE— KA XV N F=F Y 7 a2 oitdT 52 b TEET,
.= { ccmMIBNotifications 1 }

ccmPhoneFailed NOTIFICATION-TYPE

OBJECTS {
ccmAlarmSeverity,
ccmPhoneFailures
H

STATUS current
DESCRIPTION

This Notification will be generated in the intervals specified in ccmPhoneFailedAlarmInterval if there
is at least one entry in the ccmPhoneFailedTable.

== { ccmMIBNotifications 2 }
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ccmPhoneStatusUpdate NOTIFICATION-TYPE

OBJECTS {
ccmAlarmSeverity,
ccmPhoneUpdates
H

STATUS current
DESCRIPTION

This Notification will be generated in the intervals specified in ccmPhoneStatusUpdatelnterv if there
is at least one entry in the ccmPhoneStatusUpdateTable.

= { ccmMIBNotifications 3 }

ccmMediaResourceListExhausted NOTIFICATION-TYPE

OBJECTS {

ccmAlarmSeverity,

ccmMediaResourceType,

ccmMediaResourceListName

H

STATUS current

DESCRIPTION

This Notification indicates that the Cisco Unified CM has run out a certain specified type of resource.

== { ccmMIBNotifications 5 }

ccmRouteListExhausted NOTIFICATION-TYPE

OBJECTS {
ccmAlarmSeverity,
ccmRouteListName
}

STATUS current
DESCRIPTION

This Notification indicates that the Cisco Unified CM could not find an available route in the indicated
route list.

.= { ccmMIBNotifications 6 }
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ccmGatewayLayer2Change NOTIFICATION-TYPE

OBJECTS {
ccmAlarmSeverity,
ccmGatewayName,
ccmGatewaylnetAddressType,
ccmGatewaylnetAddress,
ccmGatewayPhyslIfIndex,
ccmGatewayPhysIfL2Status

H

STATUS current
DESCRIPTION

This Notification is sent when the D-Channel/Layer 2 of an interface in a skinny gateway that has
registered with the Cisco Unified CM changes state.

== { ccmMIBNotifications 7 }

ccmMaliciousCall NOTIFICATION-TYPE

OBJECTS {

ccmAlarmSeverity,
ccmMaliCallCalledPartyName,
ccmMaliCallCalledPartyNumber,
ccmMaliCallCalledDeviceName,
ccmMaliCallCallingPartyName,
ccmMaliCallCallingPartyNumber,
ccmMaliCallCallingDeviceName,
ccmMaliCallTime

b

STATUS current

DESCRIPTION

This Notification is sent when a user registers a call as malicious with the local call manager.

.= { ccmMIBNotifications 8 }
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ccmQualityReport NOTIFICATION-TYPE
OBJECTS {
ccmAlarmSeverity,
ccmQualityRprtSourceDevName,
ccmQualityRprtClusterld,
ccmQualityRprtCategory,
ccmQualityRprtReasonCode,
ccmQualityRprtTime
H
STATUS current
DESCRIPTION
This Notification is sent when a user reports a quality problem using the Quality Report Tool.

== { ccmMIBNotifications 9 }

ccmTLSConnectionFailure NOTIFICATION-TYPE
OBJECTS {
ccmAlarmSeverity,
cemTLSDevName,
ccmTLSDevInetAddressType,
cemTLSDevInetAddress,
cemTLSConnectionFailReasonCode,
ccmTLSConnFailTime
H
STATUS current
DESCRIPTION
This Notification is sent when Cisco Unified CM fails to open TLS connection for the indicated device.

= { ccmMIBNotifications 10 }
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ccmGatewayFailedReason NOTIFICATION-TYPE
OBJECTS {
ccmAlarmSeverity,
ccmGatewayName,
ccmGatewaylnetAddressType,
ccmGatewaylnetAddress,

ccmGatewayRegFailCauseCode

}
STATUS current

DESCRIPTION

This Notification indicates that at least one gateway has attempted to register or communicate with the
Cisco Unified CM and failed.

= { ccmMIBNotifications 11 }

MIB ##EF
ciscoCcmMIBConformance OBJECT IDENTIFIER
2= { ciscoCcmMIB 3 }

ciscoCemMIBCompliances OBJECT IDENTIFIER

== { ciscoCcmMIBConformance 1 }

ciscoCemMIBGroups OBJECT IDENTIFIER

= { ciscoCcmMIBConformance 2 }
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ciscoCemMIBComplianceRev7 MODULE-COMPLIANCE
STATUS current
DESCRIPTION
The compliance statement for entities that implement the Cisco Unified CM MIB.
MANDATORY-GROUPS {

ccmInfoGroupRev4,
ccmPhoneInfoGroupRevo6,
ccmGatewayInfoGroupRev4,
ccmMediaDevicelnfoGroupRev4,
ccmCTIDevicelnfoGroupRev4,
ccmNotificationsInfoGroupRev5,
ccmNotificationsGroupRev3,
ccmH323DevicelnfoGroupRev3,
ccmVoiceMailDevicelnfoGroupRev2,
ccmSIPDevicelnfoGroupRev2

}
= { ciscoCcmMIBCompliances 8§ }

A& BT

ccmMediaDevicelnfoGroupRev2 OBJECT-GROUP
OBIJECTS {

ccmMediaDeviceName,
ccmMediaDeviceDescription,
ccmMediaDeviceStatus,
ccmMediaDeviceDevicePoollndex,
ccmMediaDevicelnetAddressType,
ccmMediaDevicelnetAddress,
ccmMediaDeviceStatusReason,
ccmMediaDeviceTimeLastStatusUpdt,
ccmMediaDeviceTimeLastRegistered,
ccmMediaDeviceProductTypelndex,

ccmRegisteredMediaDevices,
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ccmUnregisteredMediaDevices,
ccmRejectedMediaDevices

H

STATUS current
DESCRIPTION

A collection of objects that provide info about all Media Devices within the scope of the local Cisco Unified
CM.It comprises of the MediaDevice table.

::= { ciscoCcmMIBGroups 26 }

ccmCTIDevicelnfoGroupRev2 OBJECT-GROUP
OBJECTS {

ccmCTIDeviceName,
ccmCTIDeviceDescription,
cemCTIDeviceStatus,
cemCTIDevicePoollndex,
ccmCTIDevicelnetAddressType,
ccmCTIDevicelnetAddress,
ccmCTIDeviceStatusReason,
ccmCTIDeviceTimeLastStatusUpdt,
ccmCTIDeviceTimeLastRegistered,
ccmCTIDeviceProductTypelndex,
ccmCTIDeviceDirNum,
ccmRegisteredCTIDevices,
ccemUnregisteredCTIDevices,
ccmRejectedCTIDevices,
cemCTIDeviceTableStateld,
ccmCTIDeviceDirNumTableStateld
H

STATUS current

DESCRIPTION

A collection of objects that provide info about all CTI Devices within the scope of the local Cisco Unified
CML.It comprises of the ccmCTIDevice and ccmCTIDeviceDirNum tables.

::= { ciscoCcmMIBGroups 27 }

ccminfoGroupRev4 OBJECT-GROUP
OBJECTS {
ccmGroupName,

ccmGroupTftpDefault,
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ccmName,

ccmDescription,

ccmVersion,

ccmStatus,
ccmlnetAddressType,
ccmlInetAddress,

ccmClusterld,
ccmCMGroupMappingCMPriority,
ccmRegionName,
ccmRegionAvailableBandWidth,
ccmTimeZoneName,
ccmTimeZoneOffsetHours,
cemTimeZoneOffsetMinutes,
ccmDevicePoolName,
ccmDevicePoolRegionIndex,
ccmDevicePoolTimeZonelndex,
ccmDevicePoolGrouplndex,
ccmProductType,
ccmProductName,
ccmProductCategory,
ccmCallManagerStartTime,
ccmSystemVersion,
ccmlnstallationld,
ccmlInetAddress2Type,
ccmlnetAddress2

b

STATUS current
DESCRIPTION

A collection of objects that provide information about all Cisco Unified Communications Managers and its
related information within a Cisco Unified CM cluster.It comprises of GroupTable, ccmTable,
GroupMappingTable, Region, TimeZone, Device Pool and ProductType tables.

== { ciscoCcmMIBGroups 34 }

ccmSIPDevicelnfoGroupRev2 OBJECT-GROUP
OBJECTS {
ccmSIPDevName,

cemSIPDevProductTypelndex,
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ccmSIPDevDescription,
ccmSIPInTransportProtocol Type,
ccmSIPInPortNumber,
ccmSIPOutTransportProtocol Type,
ccmSIPOutPortNumber,
ccmSIPDevInetAddressIPv4,
cemSIPDevInetAddressIPvo,
ccmSIPTableEntries

H

STATUS current

DESCRIPTION

dmers—4o

A collection of objects that provide information about all SIP Trunk devices within the scope of the local

Cisco Unified Communications Manager.It comprises of the SIP Device table.

.= { ciscoCcmMIBGroups 37 }

ccmPhonelnfoGroupRevé OBJECT-GROUP
OBJECTS {
ccmPhonePhysicalAddress,
ccmPhoneDescription,
ccmPhoneUserName,
ccmPhoneStatus,
ccmPhoneTimeLastRegistered,
ccmPhoneE911Location,
ccmPhoneLoadlD,
ccmPhoneDevicePoollndex,
ccmPhoneTimeLastStatusUpdt,
ccmPhoneProductTypelndex,
ccmPhoneProtocol,
ccmPhoneName,
ccmPhoneExtn,
ccmPhoneExtnMultiLines,
ccmPhoneExtnlnetAddressType,
ccmPhoneExtnInetAddress,
ccmPhoneExtnStatus,
ccmRegisteredPhones,
ccmUnregisteredPhones,

ccmRejectedPhones,
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ccmPartiallyRegisteredPhones,
ccmPhoneTableStateld,
ccmPhoneExtensionTableStateld,
ccmPhonelnetAddressIPv4,
ccmPhonelnetAddressIPvo6,
ccmPhonelPv4Attribute,
ccmPhonelPv6Attribute,
ccmPhoneActiveLoadlID,
ccmPhoneUnregReason,
ccmPhoneRegFailReason

H

STATUS current
DESCRIPTION

A collection of objects that provide information about all phones within the scope of the local Cisco Unified
Communications Manager.It comprises of the Phone and Phone Extension tables.

= { ciscoCcmMIBGroups 41 }

ccmNotificationsInfoGroupRev5 OBJECT-GROUP
OBJECTS {

ccmAlarmSeverity,
ccmCallManagerAlarmEnable,
ccmFailCauseCode,
ccmPhoneFailures,
ccmPhoneFailedTime,
ccmPhoneFailedMacAddress,
ccmPhoneFailedAlarmlInterval,
ccmPhoneFailedStorePeriod,
ccmPhFailedTblLastAddedIndex,
ccmPhoneUpdates,
ccmPhoneStatusPhonelndex,
ccmPhoneStatusUpdateTime,
ccmPhoneStatusUpdateType,
ccmPhoneStatusUpdateAlarmInterv,
ccmPhoneStatusUpdateStorePeriod,
ccmPhoneStatusUpdateTableStateld,
ccmPhStatUpdtTblLastAddedIndex,

ccmGatewayAlarmEnable,
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ccmMediaResourceType,
ccmMediaResourceListName,
ccmRouteListName,
ccmGatewayPhyslfIndex,
ccmGatewayPhysIfL2Status,
ccmMaliciousCallAlarmEnable,
ccmMaliCallCalledPartyName,
ccmMaliCallCalledPartyNumber,
ccmMaliCallCalledDeviceName,
ccmMaliCallCallingPartyName,
ccmMaliCallCallingPartyNumber,
ccmMaliCallCallingDeviceName,
ccmMaliCallTime,
ccmQualityReportAlarmEnable,
ccmQualityRprtSourceDevName,
ccmQualityRprtClusterld,
ccmQualityRprtCategory,
ccmQualityRprtReasonCode,
ccmQualityRprtTime,
cemTLSDevName,
ccmTLSDevInetAddressType,
ccmTLSDevInetAddress,

ccmTLSConnFailTime,

ccmTLSConnectionFailReasonCode,

ccmPhoneFailedInetAddressIPv4,
ccmPhoneFailedInetAddressIPv6,
ccmPhoneFailedIPv4Attribute,
ccmPhoneFailedIPv6Attribute,
ccmPhoneFailedRegFailReason,
ccmPhoneStatusUnregReason,
ccmPhoneStatusRegFailReason,
ccmGatewayRegFailCauseCode

H

STATUS current

DESCRIPTION

dmers—4o

A collection of objects that provide information about all the Notifications generated by the Cisco Unified

CM Agent.

Cisco Unified Communications Manager 35 & U IM and Presence 4 —E X 1) 1) —X 120(1) Y =+ — 2 K 4 —

EXH1F R



SRBEERA—R |
B &xc7rs—4

::= { ciscoCcmMIBGroups 42 }

ccmGatewaylnfoGroupRev4 OBJECT-GROUP
OBJECTS {

ccmGatewayName,
ccmGatewayDescription,
ccmGatewayStatus,
ccmGatewayDevicePoollndex,
ccmGatewaylnetAddressType,
ccmGatewaylnetAddress,
ccmGateway TimeLastStatusUpdt,
ccmGatewayTimeLastRegistered,
ccmGatewayDChannelStatus,
ccmGatewayDChannelNumber,
ccmGatewayProductTypelndex,
ccmRegisteredGateways,
ccemUnregisteredGateways,
ccmRejectedGateways,
ccmGatewayTableStateld,
ccmGatewayUnregReason,
ccmGatewayRegFailReason

H

STATUS current

DESCRIPTION

A collection of objects that provide information about all Gateways within the scope of the local Cisco Unified
CM.It comprises of the Gateway table.

= { ciscoCcmMIBGroups 43 }

ccmMediaDevicelnfoGroupRev4 0BJECT-GROUP
OBJECTS {

ccmMediaDeviceName,
ccmMediaDeviceDescription,
ccmMediaDeviceStatus,
ccmMediaDeviceDevicePoollndex,
ccmMediaDeviceTimeLastStatusUpdt,
ccmMediaDeviceTimeLastRegistered,

ccmMediaDeviceProductTypelndex,
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ccmRegisteredMediaDevices,
ccmUnregisteredMediaDevices,
ccmRejectedMediaDevices,
ccmMediaDevicelnetAddressIPv4,
ccmMediaDevicelnetAddressIPvo,
ccmMediaDeviceUnregReason,
ccmMediaDeviceRegFailReason

H

STATUS current

DESCRIPTION

dmers—4o

A collection of objects that provide information about all Media Devices within the scope of the local Cisco

Unified Communications Manager.It comprises of the MediaDevice table.

== { ciscoCcmMIBGroups 44 }

ccmCTIDevicelnfoGroupRev4 OBJECT-GROUP
OBJECTS {

ccmCTIDeviceName,
cemCTIDeviceDescription,
cemCTIDeviceStatus,
cemCTIDevicePoollndex,
ccmCTIDeviceTimeLastStatusUpdt,
ccmCTIDeviceTimeLastRegistered,
ccmCTIDeviceProductTypelndex,
ccmCTIDeviceDirNum,
ccmRegisteredCTIDevices,
ccmUnregisteredCTIDevices,
ccmRejectedCTIDevices,
ccmCTIDeviceTableStateld,
ccmCTIDeviceDirNumTableStateld,
cemCTIDevicelnetAddressIPv4,
cemCTIDevicelnetAddressIPvo,
ccmCTIDeviceUnregReason,
ccmCTIDeviceRegFailReason

H

STATUS current

DESCRIPTION
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A collection of objects that provide information about all CTI Devices within the scope of the local Cisco
Unified CM.It comprises of the ccemCTIDevice and ccmCTIDeviceDirNum tables.

.= { ciscoCcmMIBGroups 45 }

ccmH323DevicelnfoGroupRev3 0BJECT-GROUP
OBIJECTS {

ccmH323DevName,
ccmH323DevDescription,
ccmH323DevInetAddressType,
ccmH323DevInetAddress,
ccmH323DevCnfgGKlInetAddressType,
ccmH323DevCnfgGKlInetAddress,
ccmH323DevAltGK 1InetAddressType,
ccmH323DevAltGK 1InetAddress,
ccmH323DevAltGK2InetAddressType,
ccmH323DevAltGK2InetAddress,
ccmH323DevAltGK3InetAddressType,
ccmH323DevAltGK3InetAddress,
ccmH323DevAltGK4InetAddressType,
ccmH323DevAltGK4InetAddress,
ccmH323DevAltGK SInetAddressType,
ccmH323DevAltGK SInetAddress,
ccmH323DevActGKlInetAddressType,
ccmH323DevActGKInetAddress,
ccmH323DevStatus,
ccmH323DevTimeLastStatusUpdt,
ccmH323DevTimeLastRegistered,
ccmH323DevRmtCM 1InetAddressType,
ccmH323DevRmtCM 1InetAddress,
ccmH323DevRmtCM2InetAddressType,
ccmH323DevRmtCM2InetAddress,
ccmH323DevRmtCM3InetAddressType,
ccmH323DevRmtCM3InetAddress,
ccmH323DevProductTypelndex,
ccmH323TableEntries,
ccmH323DevUnregReason,
ccmH323DevRegFailReason
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}
STATUS current

DESCRIPTION

dmers—4o

A collection of objects that provide information about all H323 devices within the scope of the local Cisco

Unified Communications Manager.It comprises of the H323Device table.

::= { ciscoCcmMIBGroups 46 }

ccmVoiceMailDevicelnfoGroupRev2 OBJECT-GROUP

OBJECTS {

ccmVMailDevName,
cmVMailDevDescription,
ccmVMailDevStatus,
ccmVMailDevInetAddressType,
ccmVMailDevInetAddress,
ccmVMailDevTimeLastStatusUpdt,
ccmVMailDevTimeLastRegistered,
ccmVMailDevProductTypelndex,
ccmVMailDevDirNum,
ccmRegistered VoiceMailDevices,
ccmUnregistered VoiceMailDevices,
ccmRejectedVoiceMailDevices,
ccmVMailDevUnregReason,
ccmVMailDevRegFailReason

H

STATUS current

DESCRIPTION

A collection of objects that provide information about all Voice Messaging Devices within the scope of the
local Cisco Unified CM.It comprises of the ccmVoiceMailDevice and ccmVoiceMailDirNum tables.

= { ciscoCcmMIBGroups 47 }

ccmNotificationsGroupRev3 NOTIFICATION-GROUP

NOTIFICATIONS {
ccmCallManagerFailed,
ccmPhoneFailed,
ccmPhoneStatusUpdate,
ccmGatewayFailedReason,
ccmMediaResourceListExhausted,

ccmRouteListExhausted,
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ccmGatewayLayer2Change,
ccmMaliciousCall,
ccmQualityReport,
ccmTLSConnectionFailure
H

STATUS current
DESCRIPTION

SRAAEBFRR—R

A collection of notifications that are generated by the Cisco Unified CM Agent.

::= { ciscoCcmMIBGroups 48 }

Cisco Unified C(M Y *—L FH—EXEBXUSNMP S5 v 7

Cisco Unified Serviceability Tt EN 6 —EABIOENEN N T v F 795 SNMP K7 v

7T arvR—R 2 MIOWT, ROEFTHBALET,

% 2 Cisco Unified CM< ~—> K H—E X, 75 —LAEHM., LUV LSy T avikR—x2k

CISCO-CCM-MIB T Cisco Unified | 7 5 —L/BHN
CMTHR—S R H—ER

FSwyTavik—xy b

ccmGatewayFailedReason TE X #L 2 H 11

Cisco Unified CM &= ccmCallManagerFailed ccmAlarmSeverity
ccmFailCauseCode

e N A [ ccmGatewayFailed ccmAlarmSeverity
GE) ccmGatewayFailed [ZFEHELEIZ 72 1) | cemGatewayName

ccmGatewaylnetAddressType

FLT ccmGatewaylnetAddress
ccmGatewayFailCauseCode
Cisco Unified CM B ZEkE ccmPhoneFailed ccmAlarmSeverity
ccmPhoneFailures
Cisco Unified CM A5 4 7 U YV — | ccmMediaResourceListExhausted ccmAlarmSeverity
A ccmMediaResourceType

ccmMediaResourceListName

Cisco UnifiedCM /V— | U A K ccmRouteListExhausted

T—=hU=Ad LAY 2OLHE cemGatewayLayer2Change
HEKIE R 7 — & R ccmMaliciousCall
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ccemCTIDevice,
cemCTIDeviceDirNum

cemCTIDeviceTable (21X, 4 CTI 7 /31 AR 1 DDT /A AL LT
ESHET, CTIV— F BA v M EIELCTIR— N OBEEAT —
& 22 FESWT, Cisco Unified Communications Manager MIB O
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ccemSIPDevice
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ccmH323Device
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FAY =V TR AT LI 20T MU MERSNET,
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Cisco Unified Communications Manager |%, 7 /3 A £ 72X HA—k L
~ULTT T —L %R L £7, cemGatewayTable (21, Cisco Unified
CM 7 7 —=AIZESNT, T30 X LLVERIIFR—F Lo
THEMAMGIN S IVE T, BEIT A, AR, EIXES ST A
AFEFIEIAR— T LI, 1 20O=> kU A cemGatewayTable | ZAF1E
LET, 22D FXSHK— k& 120 Tl K— k%72 VG200 D
YA, cemGatewayTable (213 DO F U BNERE L ET,
ccmActiveGateway 33 & TN cemInActiveGateway DA W X%, 7 7
T4 77 BEKEHD) =Tz A TAALREITR—F B
KO STy CREBRETLIZER) V' —ho=A T34
AFETNIAR— N O A BB L 9,

BERA T —H AZHDE | cemRegisteredGateways,
ccmUnregisteredGateways, ccmRejectedGateways (D454 7 > X A3 H
MInEJ,

ccmMediaDevicelnfo

ZOTF—7 ik, < &b 1 [ET e —H L Cisco Unified CM ~
DBEFHRBT-TRCORATF 4T T AD Y A RSN E
R

ccmGroup

Z DT —T NIZIE, Cisco Unified Communications Manager 7 7 A ¥
PN Cisco Unified CM 7 /L — 7 DM S L E T,

ccmGroupMapping

ZOT—TWE, 7T AZ DT TD Cisco Unified CM % Cisco
Unified CM 7'V —F 2=y 7 LEF, m—h/L Cisco Unified
CM /) — FRI3Z T LTS5, 20T —7MIZEOEEITRY
\‘i—é—o

BMT—JILATOI b

KDL, Cisco Unified Communications Manager @ SNMP $—E 2 DEITHIZAE = L— &

A7V FERLET,

Il Cisco Unified Communications Manager 45 & U' IM and Presence f —E X 1) 1) —X 120(1) ¥+ —2 K
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SNMPD RS TLva—5125 IR

% 4: CISCO-CCM-MIB DEFHIT— T IL

ATz H bk B
ccmProductType Z DT —7WIZIE, Cisco Unified Communications Manager (72

I%. Cisco Unified Communications Manager 77 7 A ¥ g% TE DALY
FAZ) THR—FSNLBME AT DV X FPHES L ET,
A ATNNE, BEEI AT = T2 FAT AT 4T TR
AAZAT HIBTNARZAT CTIT /AR ZAT EH
A=V T THRARZALT SIPT AR LA TR ERHY
e 8

ccmRegion, ccmRegionPair | ccmRegionTable {213, Cisco Communications Network (CCN) /A
T LDOHBIZBEN - HITICH 5T X TDOY =2 a DY A RR
AN Z L E 7, ccmRegionPairTable (21X, Cisco Unified
Communications Manager 77 7 A % OHIFE Y — 2 > X7 DY A
MREENET, #HIEHY —T g XTI, BEoc) —varé
BV —Va v CERINE T,

ccmTimeZone Z DT — 7 VIZIE, Cisco Unified Communications Manager ® 7 5 A
FRNDTXTDEA LS =2 TN—TDY A NBREENET,

ccmDevicePool Z D7 —7MZIX, CiscoUnified Communications Manager D 7 7 A
ARNDTRTCDTNA A T—=NLDY A INEGEENET, T35 A
T=E V=Y a v ALV —7 0 B KO Cisco Unified
CM ZV—FIC k> TERSNET,

SNMP®D STV a—TFTa2T

— G E Y b
NG TNY a—T 4 U TIZETH e v FERIRLET,

*SNMP % E Web X—VZEMHL T, 23a2=7 1 AN T ELESNMP 2—F RN AT
LAMIELLEREEN TS Z L EMERLET,
* cecmservice 7 « ¥ R C[Y—/L (Tools) |>[V—EADT 77 1 74t (Service Activation) ]/[=

v he— kX —DBEREY—E A (ControlCenter - Feature Services) | %2 U v 2 L. Cisco
Unified CM SNMP $—E 2R 7 77 4 TSN THEB L TWD Z L2 MEE LET,

* ccmservice 7« R C[Y—/L (Tools) |>[V—EADT 77 1 74t (Service Activation) ]/[=
vyhe—n o HX—DFy T —27 $—E A (ControlCenter - Network Services) | &7 U v
7L, SNMP v AZ — ==V =V ABHL TS Z 2R LET,
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SRBEERA—R |
B swmeor

* Cisco Unified CM 3B L T\ 5 Z & AR L £ 77
* Cisco Unified CM 238 L TWRWGEIE, IRO MIB 7 — 7 VD HBINE L E T,
o ccmGroupTable
o ccmRegionTable
o ccmRegionPairTable
> ccmDevicePoolTable
o ccmProductTypeTable
o ccemQualityReportAlarmConfiglnfo

o ccmGloballnfo

DT —TINIRE T HIZIE, Cisco Unified CM 23881 L TWAMLE R H Y £97,

* Cisco CallManager SNMP Service D7 /N 7 h L— A L~ULZFEICERE L £, Serviceability
Web 7 4> RZBEIL, [FL—A (Trace) |>[i%€ (Configuration) ]>[<ER L 7=
serverCisco> /N7 4 —< V AB LMY —E R (<select serverCisco> Performance and Monitoring
Services) ]> [CallManager SNMP Service] #7 U v 7 LE 7,

* CLI =~ > K utils snmp walk 2¢ < community > <ipaddress > 1.3.6.1.4.1.9.9.156 % F173 5 >,
ZOOID DDOEET 7V r—vavinb DO+ —27 % FTLET,

CHIRLDOT A FEFEITLIEHR, NI TNy a—T 4 7 DOBEDIZDIZ, Cisco Unified
Communications Manager U U — Z DF#Hl, Cisco SNMP CallManager Service b L'— 2, B X
SNMP v 2% — x—V = hO L —2A%HSELET,

%

\

Cisco CallManager SNMP Service D b 7 7V a—T 4 7Oy MIOWTIE, ZOHESMHL
TLIEENY,

* Cisco CallManager SNMP Service @ k L — 2% E # s BflICE E L T 7230 ( [Cisco Unified
Serviceability Administration Guide] ¢ [“SNMP Trace Configuration”| D4 %)

*WRO A~ REIFATLET : snmp walk -e<community> -v2c<ipaddress>1.3.6.1.4.1.9.9.156.1.1.2
* Cisco Unified Communications Manager @O /N—37 2 > O FEf 2 S L E 9
RO EFITL T VL EREINE L F7,

°RTMT @ TLC Z {7 %> CLI =~ > R file get activelog % i f§ L T, SNMP Master
Agent (/XA : platform/snmp/snmpdm/*) 35 & Cisco CallManager SNMP Service
(/XA : em/trace/ccmmib/sdi/*) TG L E T,

WD CLI 2~y REEHLTSNMP Xy r—0n"—V g U EERELET, show
packages active snmp

CWOCLIa~y REMHEH LT, EifHOMMF Spy H /1% Hif5 L £, showrisdb query
phone

* ML —RX 17 L MMFSpy 7 —# Z 3Rl 72 o Ticik b 37,

Il Cisco Unified Communications Manager &5 & 1% IM and Presence f —E X 1J 1) —X 120(1) ¥+ — D F
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—mmtzerr |

W DFEIZ, CISCO-CCM-MIB SNMP b T v 7R EEENT-Z L 2R T A FIELZ R L E T,

# 5: CISCO-CCM-MIB SNMP + 5 » TDF = v Fik

A HERFIR

ccmPhoneStatusUpdate ) _ . . e
CiscoSyslog->dogBasic MIB 7 — 7 /L C MaxSeverity=Info % 5% & L
£7,
ccmAlarmConfiginfo MIB 7~ — =7 /L "C PhoneStatusUpdate AlarmInterv
(Z30 U EaRELET,
RSN 2 L T % Cisco Unified CM T — 3% Bkefibi L &
—3—0
AR DSV EERR S L E T
Cisco Unified CM H— % B8 L £7,
Han 2N R S L E T
ccmPhoneStatusUpdate -7 v 7 BAERR SN D Z & 2R L 97,

ccmPhoneFailed

CiscoSyslog->clogBasic MIB 7 — 7' /L"C MaxSeverity=Info % % &
LE,

ccmAlarmConfiginfo MIB 7 — 7' /L "C PhoneFailedAlarmInterv (Z 30
UbziE L ET,

BN HERE LW R S I LET, B % Cisco Unified CM
Administration DEHENHHIFR L., BEEELET,

ccmPhoneFailed T v 7AAERINAD Z L2 MER L E T,
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B —esserr

SRAAEBFRR—R

|~3 W) 70 EEHIL- %:'J"E
MediaR ListExhausted
edla esourcelListExhauste 1 1EE@KD&7 U /\‘/ U y%x (CFB-z) O)b\‘g’*ﬂﬁ)é)é\@}%{
7 UY—AI—7 (MRG) Z#{ERLET,
2 ERLEEMRG ZE0L AT 4T VY —RA T —F J A b
(MRGL) #1{ER%L £7,
3 BEHERED T 4 FU (EBOBEFKD) T, BIFHEO AT ¢
7 UY—2 Z)—7 1Y Zx k& LT MRGL %a&ﬁbi%
4 IPVMS #EIELET, ik, &7V v U —2R

(CFB-2) MEWMEZEILET,

AT 4T VA NEMHT 2B CEESHEITO &, Btk
DOHEEIC (237 Y v UZ2FHTE EH A (NoConference Bridge
available) | WO A v E—UNERINET,

MediaListExhausted 7 7 —X&/7 7 — K b T v IHRER IS Z
LEMRLET,

RouteListExhausted

F—hU A& 1OELN—F 7 V—7 (RG) ZELET,

EREL7- RG & te— s Zv—7 U2+ (RGL) Z1ERLL %
—a—o

OXXXX D2 — /L% RGLBEHETNL—F 4 7T B — | & —
v (9.XXXX) ZE{ER L E7,

F—hrT A DOBEREMREREL F T,
BEHED 1 DT IXXXXIZEA L LET,

RouteListExhausted 77 —L/7 7 — N b7 v IHRAER I LTV D
e ERMERELET,

MaliciousCallFailed

QRT L FEKEIC, Y7 hx— T 7 L—haERLES, 77
L— T, FHTE ST TO “MaliciousCall”] V7 ¥ —%
B D BRI B AT — & 2B L £,

HLWY 7 b — T 07— M EEBROEIHICE D 4 TT,
EBEAE VY FLET,

Tk T, 2= B LN — LR IR O i T[RRI
(MaliciousCall) ]“”Y 7 ¥ —%ER L £7,
[“MaliciousCallFailed”] 7 7 —2X/7 7 — b b7 v TRERKR S 1L

TWHZ ez LET,
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Linux # & U Cisco Unified CM ') ') — X 5.x 6.x 7.x D O 5 & S r1EER [ |

Linux & & U Cisco Unified CM ') 1) —X 5.x6.x7.x D O 5 & S HTIEEHR
WO 7B I OEREZIEL THITLET,
*SNMP vA X — T— b (VXA : /platform/snmp/snmpdm/*)
* Cisco CallManager SNMP Service (/XA : /cm/trace/ccmmib/sdi/*)

* 77 A /ViE, TLC (Real Time Monitoring Tool (RTMT) ) #fFEMHL T, F/IXCLIO=a~
R file get activelog <path mentioned above> % i ffi L TYNEE T £ 7,

* /usr/local/Snmpri/conf 7 A NVFEHNOTXTHOT7 74/ (Ziid, ROOT/REMOTE =
TA MERTE DG EICOARFRETT) |

*HIEED 7 NVZD [s-1) I2k2—% (ZiiX. ROOT/REMOTE v 7' A ' MEHA T& 2854
DA ARETT)

NRTFp—vwrAuTENELET, CLI 2~ K file get activelog /cm/log/ris/csv/) % 51T L &
.ﬁ‘o

* R IEAE LTz & FITHEIT LI B E DR,

* Cemservice @1 2, CLI =~ > R file get activelog /tomcat/logs/ccmservice/logdj/ % 51T L %

TO

*SNMP Ry 7= D=2 g UENSELET, CLI =+ 2 K show packages activesnmp % fiff
ALET,

s EEGHIZ 9D MMF Spy O 1 & HifS: L £7, CLI 2~ > K show risdb query phone % i F
LET,

Windows 3 & U Cisco Unified CM /A\—<° 3 > 4x D O 45 & S iER

RO\ 7 Z 5T A L E9,

U

* cemservice D [7 7 — A E  (Alarm Configuration) ]V « > K T, Cisco Unified CM D7 5 —
L LAV B FERNCERGE L E T,

* ccmservice D7 4> R TRIS F L —2ADOJBEZXFEMMIHZE L E T,

* Xy NT—7EBRT Y — 3 B cemMIB T snmpwalk 217 9 7y, £ 72 13T E @ Linux
22— )25 snmpwalk - ¢ <community>-v2e <ipaddress> 1.3.6.1.4.1.9.9.156 =] L T =
~ Y REFETLET,

* snmpwalk D 7] Z LY AL E 4,
*C:\Program Files\Cisco\Trace\RIS\CCMSNMP *.log TR ZZIUELET,
*C:\Program Files\Cisco\Trace\DBL\ DBL SNMP*.txt TR ZZIELLET,

AR ha s (TFYr— gt AT AOWS) .
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B sBzsE

* misc 7 — 7 /L L N CMnode 7 — 7 /L%t 9 % mmfSpy D HiJJ,

* MMFSpy ¥ —/VIC K 5 BFR AT — X AD K 7 (C:\Program
Files\Cisco\Bin\MMFSpy.exe, BRHA4 7 a v Z28E) . AL TmmfSpy -j >
OutputFileName] ,

CISCO-CCM-MIB Ti&, 7/3A ZUZHOWTOREHHROEIIIR O TOE T, FEMZARSERT#IC
DNWTIE, AXLA X =T = A ATDB DT —ZIZT 7 AL T IEEN,
Cisco Unified CM =— = & MZ K> TIERE D MMF O U 2 MIRO LB Y TT,
* cmnode
* cmgroup
* cmgroupmember
* region
* regionmatrix
M VA
* devicepool
* phonefailed
* phonestatsupd
» cmproduct

« cmmodel

HlREI18

SNMP R CTHELD OID 23M57E STV T, A0S CISCO-CCM-MIB NDZED T — 7 )V &= B L
TWAEAE. V7= A MIH DR E L 720 £7°, getbulk/getnext/getmany 23R D Z=K PDU |2
B D OID W& Eh. LD T — 7 /L73 CISCO-CCM-MIB TZED A G SNMP vl Ti
NO_SUCH NAME (2, SNMP v2¢ % 721% v3 Ti% GENERIC_ERROR (2721 £,

*HIfH : ZDOX A LT T ML, CCMAgent D/R7 —< 2 A&k L, KEOBREZZITH-
7= & Z1Z Cisco Unified CM CallProcessing = > ¥ > OESENARL 2 RiE T 5 L S filfl 5 7291
BEhiza— Rk TRAELET,

* [BlEESR -

o fE FHTIRE/ A T —AH (1.3.6.1.4.1.99.156.1.5) #fEHL T, T—7 T 78 AT 5%
ANCT —F N OY A REf~ET, £k, BT —7 N CORHREL FANAT -
Thb, ETIERnWT—7 L2 BE L £,

o] [mOIERTHRETHIEKOKEZRS LET, &2, ZZ2OT—7 ATk, BT 7
Vir—alrDZA4 L7907 MNRIBIZEEINTWDLEA, 8T 5 O0IDIX 1 27T
T2 AW LET, 22 TIEARWT —T7 VDS, 1{TOT—Z OBISIZ 1 o)
D E9,

Il Cisco Unified Communications Manager &5 & 1% IM and Presence f —E X 1J 1) —X 120(1) ¥+ — D F
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NELA LT U FOEERES LET,
° FRATEE A D LET,

° getbulk SNMP API Z i L 72\ L 912 LE T, getbulk API /%, MaxRepetitions THFE &
NTWLEDOLa—RREREGELET, 2F0, ROAT V=7 MR T—7 LV E721XMIB
DOHHBIZHHETH, 2O TV EESLET, D7D, CISCO-CCM-MIB
\ZZEDT =T N0 D556, RO MIB IZBEIT 20T, INEORMNELS 20 £,
getbulk APT X, T —7ANZETIERL, TOLa— RERDI> TWDHHAITHHL T
KTEEV, ZOXIBRGEIE. BRKERZ SITHIRT 2 L. SHURNIISERH Y
T

o HLEDHIRIZ 5T 5 72 b D& 7= SNMP £,

° Cisco Unified CM [Z % E D FHEHE N B8k STV 5554 1X. PhoneTable T D getbulk
ZATPRWE ST LE T, PhoneTable DJEMIN 72 7 4 — 7 23 il TIXZRWATREMEDS &
DET, ZOXIRGEIE. BHNH D & XILHIZ, ccmPhoneStatusUpdateTable 23 5 4T
ENDHDOT, ZOMEHREZMA LT PhoneTable 2V 4 — 27 5N E 2 makELET,

FAQ

Q. CISCO-CCM-MIB {Z-2\ T Cisco Unified Communications Manager / — K75 SNMP k7 v 73
HBoEE A,

A. CISCO-CCM-MIB ® SNMP | 7 v 7' Z%A57 51213, ¥ MIB OID DEANE G 7 IR E S
NTNWDZ L MR THMENHY £7, cemPhoneFailedAlarmInterval (1.3.6.1.4.1.9.9.156.1.9.2)
¥ £ O cemPhoneStatusUpdateAlarmInterv (1.3.6.1.4.1.9.9.156.1.9.4) %, 30 ~ 3600 {ZF%E L £
T, 774N P TIEHOICHRESNHTOET,

Linux 2 Ea—ZhbkDa~vy REETLET,

» snmpset -¢ <Community String> -v 2¢ <transmitter ip address> 1.3.6.1.4.1.9.9.156.1.9.2.0 i <value>

» snmpset -c<Community String> -v 2¢ <transmitter ip address> 1.3.6.1.4.1.9.9.156.1.9.4.0 i <value>

B, FEREHE O R RS R/ R E BT b E T

WHNOFEINHEE SN TND Z L BT 20BN H Y £9°, Zid, Serviceability Web 7 1
ROMMNBITH Z ENTEET, [SNMP]>[E%5E (Notification destination) | A == —23%H 0 F77,
W OSEN AR ET DA, HEE72 SNMP — EARFEMEEI N T TEE L T\ D 2 & & il
LTL7Z&EVY (SNMP v A ¥ — = — = o 3 L8 Cisco CallManager SNMP Hh— B 2) | F 7z,
AIa2=T 4 AN) T /a—FITHT DRHEDNIE LS RESNTND Z AR LET, Z4l
I, BHMERLEENLILERH Y T,

FIERNT v TPERSNROVGEIE, $ETHT T —LARERSINTND I ExERLET, 2
NoD Ty ANET T—=b AR MIESHWTERSNDDT, SNMP =— = FRT 77— 4
AR MERGEL TS Z MR LET, To—J/L Syslog] AN L., Cisco Unified CM
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B FAQ

Serviceability Web ~X—"D [ 7 F— 24 (Alarm) ]>[i%7E (Configuration) ] D7 7 — LR E T,
[w—71 L Syslog] D%EHEIZ%F3 5 Cisco Unified CM O 7 7 — L% E% [1H#H (Informational) |
LAYUICRELE T, 0%, M7y 72 @AER L, 3257 7 — 2573 CiscoSyslog 7 7 A /LI

LR SND Z L EMHERLET,
7w 7L L TODsyslog A vE—YDF%AE  FFEOERKELZ#HE A S syslog A vE—V% T v
ELTRIET DT, clogBasic 7—7 /L TIRD 2 OO MIB A7V =7 MaskiE LET,

* clogNotificationsEnabled (1.3.6.1.4.1.9.9.41.1.1.2) : syslog 7 v 7 l@H % A X — 7 /VITT BHIT
X, g tue (1) IZERELET, 7 7 4/0 MEldfalse (2) T3, B : snmpset-c <Community
String> -v 2¢ <transmitter ip address> 1.3.6.1.4.1.9.9.41.1.1.2.0 i <value>

* clogMaxSeverity (1.3.6.1.4.1.9.9.41.1.1.3) : T v 72X WD RARDOERE L~V 2 30E L
£, F7 3L %1@&3:%&%: (5) T, @f{]i)ﬂﬁgj} 7o TWVAHEE, RESNTVWAEK
ELSLVUTDOT 7—LAEREDT X TDsyslog A v—VR, Ty 7 ELTEEEINE
9, 5 : snmpset -c <Community String> -v 2¢ <transmitter ip address> 1.3.6.1.4.1.9.9.41.1.1.3.0 i
<value>

Q. Cisco Unified Communications Manager {25 L CIZED X 572 b7 v 7REZRSNTOE T,
A. CISCO-CCM-MIB {Z{Z } 7 v TBIEDHRNEZ LN THET, ERSNTWD FT v 7RO
LB TT,

* ccmCallManagerFailed : CallManager 7' 2 & ANEHE/R Y7 A7 AD 1 D TRHEEZ ML
2l xRLET, "~ hE—=RMNAXRV N E=F) 7 T ANGKRNTHZEHT
%i—a_o

* ccmPhoneFailed : ccmPhoneFailedTable (2472 < & H 1 DO MU BR3H HEAIC
ccmPhoneFailedAlarmInterval CHEE SNV CW A BB CAEMR I N E T,

* ccmPhoneStatusUpdate : ccmPhoneStatusUpdateTable (24072 < & h 1 DD MU B H H 55
£1Z, ccmPhoneStatusUpdatelnterv THEE STV D MR CTAEK S L E T,

* cemGatewayFailed : 272 < &6 1 DD 57— F U = A 5% CallManager ~0 8§k £ 72 [ L5 &
AATRR LI 2R LET,

)

GE) ccmGatewayFailed [ZFEHELEIZ 72 V) | comGatewayFailedReason T X #i x H AL FE
L7z,

* ccmMediaResourceListExhausted : CallManager 235/ DI E SN2 X A 7DV V— A% F X
THEALEZ EERLET,

* ccmRouteListExhausted : CallManager 73/ R SV CWA/L— K~ U X N CfEHAIREZ/L— h &
BRTE ol L2 RLET,

* ccmGatewayLayer2Change : CallManager |5k L CWHAF =— F— T = A DA L H—
Tz A ADD F ¥ I/ LAY 2 ORENELT D EEEFEINET,

* ccmMaliciousCall : == —H%78 =2— /L% 17— % )L Cisco Unified CM IZ3EEK & U TEEET D & 15
& E7,

Il Cisco Unified Communications Manager 5 & Uf IM and Presence - — EX 1J1)—X120(1) T %—
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* ccmQualityReport : ~=— 73 Quality Report Tool % f#i i L CHVE ORI Z 35 L k5 S
ET,

* ccemTLSConnectionFailure : CallManager 73/~ S 4L TCWN 57 734 A2k} L C TLS ##5i % B <
ZENTERVWEREINET,
N7 7T T —LOXSITRD EEBY TT,
» ccmCallManagerFailed—CallManagerFailure
» ccmPhoneFailed—DeviceTransientConnection
» ccmPhoneStatusUpdate
» ccemGatewayFailed—DeviceTransientConnection
» ccmMaliciousCall—MaliciousCall
» ccmMediaResourceListExhausted—MediaResourceListExhausted
» ccmQualityReportRequest—QRTRequest
» ccmRouteListExhausted—RouteListExhausted
» ccmGatewayLayer2Change—DChannelOOS, DChannellSV

Q. Cisco Unified Communications Manager /5 D S £ X E/RSNMP b7 v 742 ED L HIZLTF = v
7 CEET

A NT T B NI H—FTHFIEEZRITRLET,
* ccmPhoneStatusUpdate ~ 7 v 77

° ccmAlarmConfigInfo MIB 7 — 7 /L C ccmPhoneStatusUpdateAlarmInterv
(1.3.6.1.4.1.9.9.156.1.9.4) % 30 LA BIZRRE L £ T,

C AN ZIL T D com — T EHAEER L T,
° AR BRI S E T

°cem P — N EFHOMER L 7,

c AN RIS N E T,

° ccmPhoneStatusUpdate N 7 » 7" A L £ 7,

* ccmPhoneFailed s 7 v 7

° ccmAlarmConfigInfo MIB 7 — 7' /L "C ccmPhoneFailedAlarmInterval
(1.3.6.1.4.1.9.9.156.1.9.2) % 30 LA EICERE L £7,

CHEAEERE LWL DI LET . EAfKE CM 2O HIBR L, a2 iRk L
j—o

C ERREIE N T v T OEEIE, 2OV T ) A e LR TEET,
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HanbE titp/cem P —/ N A ZEET L O ITRE L, BDOAA v F LD cem $—/3IB I
etk it LE 7, a0 AT — 2 AT TY, O XS IR RENET,
2007-10-31:2007-10-31 14:53:40 Local7.Debug 172.19.240.221 community=public,
enterprise=1.3.6.1.4.1.9.9.156.2.0.2, enterprise_mib_name=ccmPhoneFailed, uptime=7988879,

agent_ip=128.107.143.68, version=Ver2, ccmAlarmSeverity=error, ccmPhoneFailures=1,

Cisco Unified CM T 7960 FEiE% 7940 Btk L L CR&T 2 &, DB ORETES
s N7 o TRRAELET,

* MediaResourceListExhausted 7 > 7

CAT 4T VY= 7 NL—7 (MRG) ZA{ERK L. #E%E ConferenceBridge VY ¥ — X
(CFB-2) O 1 2%&HET,

AERL LT MRG &0 AT 47 U Y —A Z—7 U Ak (MRGL) Z1ERkL £,

° RERO B O EIEHR EDN—T T, BiFOAT 47 V=2 T L—TF Y X |
& LTMRGL & EL£7,

°IPVMS %1819 % & ConferenceBridge YV  — A (CFB-2) M@MfEA{EIELET,

CAT 47 VA MEMHT 2 EEE CERESELITO L. EEEOREIC (ST v
CuEFAIHTE %A (“NoConference Bridge available”) | £\ 9 EHD A vt —U 0

FREINET,
° [“MediaListExhausted”] D7 F—XL/7 77— K N7 v 7TDRERIND Z EEHERLE
7,

* RouteListExhausted ~ 7 > 7

=T =A% 1 OFLL— b Z—T (RG) EIEKLET,

*fEk L7= RG & i/l — k ZL—7 U 2k (RGL) ZfERL £,

° 9XXXX D = —/ L& RGLEEH THAL—T 4 v 745 — k3% —2 (9.XXXX) %1E
LET,

o — N = A DXGRERERRL £,

c EREHED 1 DT IXXXX IZH A YL LET,

° T“RouteListExhausted”| O7 7 —AL/T7 7 — N NT v TIPERIND T L E2HERLE
R

* MaliciousCallFailed + 7 > 7

°QRT L[EkkIC, Y7 hFx— T 7 L— B LET, 7o 7L — T, EHTZ
53 _TO “MaliciousCall”] Y 7 M ¥ — % EIEEDO R D AT —X ABEML

B
CHLWY T hF— T T L— b EEOEKICE D L TT, ey b L
£
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° a2 —)LE{THo T, a—/LOEPELITHIC., BEEOETHR T [“MaliciousCall?] % i3
RWLET,

° [“MaliciousCallFailed”] 7 7 —X/7 7 — M T v TWRAEKRIND Z L 2R LE
TO

* GatewayFailed k7 v 7" (i 1)

°Web Admin TT—F RX—2ZAMEL 75— s =2 OREZHIRLET, £/-21E, ¥— 1
TxADMACT RUAZBNEICER L THEGLET,

= hU A ZHEBLET,

°HH 1 ODOHEE, F— T = A Bk STV S Cisco Unified CM H— B R % Fj
BLET,

* GatewayFailed k7 v 7" (J51k2)
° ccmAlarmConfiginfo MIB 7 — =7 /L C GatewayAlarmEnable=true & % & L £ 7,

°[CCMH—E AT E YT ¢ (ccmserviceability) ]>[SNMP D&% (Snmp configuration) ]
N—=U T, SNMP 2 a2=7 4 ANV 7L Ty TDFENELFEEIINLTD
HZ LR LET,

CHF— R A BEANRN NERAESED L, NI TR T T LU N ITEIRE
ﬂ\iﬂ—o

o — N = A [BEELZIEAE XH HITIE, Cisco Unified CM ¥— VY 2 ZHifgdh L £,
F—= b U2 ABTERCCM~Y R —T ¥ =27 == — =L FET, TDOH—
NTE, F= P T2 A NT—IR—RACREEN TRV E T EMERH D F
‘j‘o

* ccmGatewayLayer2Change ~ 7 v 7

° ccmGatewayLayer2Change k7 » 7°I%, Cisco Unified CM 7> 5 @ DChannelOOS (D & ¥
FT UK AT Y —ER) F721E DChannellSV (D F ¥ RV A ¥ —ER) ORIC
NI H—ENFET, TARTEHEDIZZEDL I A X "E R H—TEE0E I
R LTS IEE0,

* ccmCallManagerFailed 7 » 7

° CallManager [£5E 7 7 — A1, W=7 =2 s s ARSI ET, 22
CPUDARRE, A =D LICEDRHMA Ly FOFIERAEENRET, Z0 b
7 » 71%, CallManager — A7% 24U D DOJFK 2 E XA R AE S TR WVIRY BT 5
DHWEETT,

Q. Cisco Unified CM = — = o MZ LK 55 CPU RN 2854, ED L 9 Al ln v
T‘j‘z})o
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A RNTTNYa—T 4T TORLEEIICLTONTHAOr 7% IUEE L, EE CSCsm74316 % &R
LCEYTEIMNE I DE2MERELET, #H L TV 5 Cisco Unified CM D N—2 5 I DOEEN
RELINTHENE ) D EHER L £,

Q. CTI Routepoint % Cisco Unified CM Admin UI 2> 5 KB L 72454 T 6, cemCTIDeviceTable MIB
WCFERICRT Ay N REELET, R TTh,

A. [“RIS Unused Cisco CallManager Device Store Period”| &\ ) Hh—E A /XT XA—203\H 1D | KX
T NA A CBERT NA A% DB 2 LHIFRT 5 & RBERIC/2 Y £97) % RISDB 35 X UV MIB (12
FRLTEBLHBNEZSINTOET, comadmin _X— V37T — X X—2ADIFE#REZFK /R L, SNMP
X RISDB Z 3% DT, comadmin ~<—3” & SNMP MIB WALK (Z[AIHI L T\ 5355 L, LT
WRWEE R Y ET,

Q. ccmPhoneType % Cisco-CCM-MIB @ ccmPhoneTable THRE L7z & X ZFEHNR SN EE A, 72
HTT D,

A. cemPhoneType [FHHERE(Z 72 > TV ET, [A UIEHZ . ComProductTypeEntry (259" %
ccmPhoneProductTypelndex 7> L EUGTE £d, 7—T7 T, A1 T v 7 RIEDOT—T LT
UARENTNDA T v 7 RAELARNTHIELET,

Z DM OIEHELEZ 72 5 7= OID bV IZERT 5 OID O—#H A2 RIS LET,

* ccemGatewayType (ZFEHELETH U | cemGateWayProductTypelndex 2 232 L E R H Y F7,
* ccmMediaDeviceType (FFEHELECTH U . cemMediaDeviceProductTypelndex & 2R3 2 M ER H

DET,
* cemCTIDeviceType [ZFEHELETH U | cemCTIDeviceProductTypelndex # S92 M E R H 0 F
‘g‘o

Q. ccmPhoneProductTypelndex (Zxf 9~ 2 B TE R AR Y 3, Z2ETT D,
A. ffifl L T\ % Cisco Unified CM D U U — A2 Z OFEREN 5 Z & 2R L T 2 &0,

Q. ccmPhoneTable T WALK % %47 L T%. ccmPhoneUserName MEZ K L £H A, 22—V 4% IP
Phone & BHEfHIT BITIZED X ST LET D

Ao R a—HFEERL, BEIN TV HEFE TSR 2—Y ID M E3, 2ok
I35 E ., 2—H|T SNMP Walk TOID IZ k> TRENET,

Q.SNMP #H L CHREIFHMD 7 7 — LT =27 DONR—2 3 U EATETAICIZE S TN T
D,

A. ccmPhoneTable @ cemPhoneLoadlD CHEFAED 7 7 — L T =2 T ONN— g U500 £9, 7=
L, BiLnAg A—YoFyra— RRRIRLESEES, ZOEIZE > TODLAREENRH Y F
T, Tx/X3—=Y 2 VO SNMP Tlt, #ESNTNWDH 77— =7 ID (ccmPhoneLoadlD) & 3
BRI L TS 77— 7 =7 (ccmPhoneActiveLoad) Dl FANAB S 41E 7,
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Q.CCM MIB 7% cemVersion & LT 5.0.1 28K 0D £ 28, ZIUIELLS H Y FHA,

A ffifH LTV 5 Cisco Unified CM DU U —ZIZZ OKBENR H D = L 2R L T E &V, 720

AXT7T v T L —RLTL &N,

Q. CCM MIB 2 1E L < 72\ cemPhoneLoadID 3K L £,
A. ccmPhoneLoadID DX RISDB 7 S B SV E T 28, ZHUXERREOBREOMICZ TR 727

T =LA HEDNWTHRESINTWET, ROFNEEZFIT L., 72Tz don 72 INEL T
<TZEV,

1 Serviceability Web “X—3">[7 7 —2A (Alarm) ]>[#%/E (Configuration) ]>[¥—E R J/L—
7 (CMH#—¥ &) (Service Group (CM Services)) ]>[?—¥E A (Cisco CallManager) ]!Zit
% i ‘d—o

2 m—7 L Syslog, SDI L —A, SDL h L—Z2 &R LE 4, BIRINTND NS D55%
W27 77— AXU h LULRERICRESNTND Z E 2R LET,

Cisco CallManager D kL — 2 L~L%& T3] ICREL £,
IEL <72V LoadID %/~ &Eifitk4a Uy b LET,

Syslog 33 X X Cisco CallManager b L — A ZUUE L £,

B O A INE L ET,

A W A W

. Cisco Unified CM D AT —H# A (START/STOP) X XD L YT EE=X TEE T,
A=A =Z Y T ONWTE, ROFT T arndH ) F£9,

* SYSAPPL MIB
* HOST-RESOURCE-MIB

* CISCO-CCM-MIB (ccmStatus)
*SOAP A ' HX—T = A A
* Real-TimeMonitoringTool (RTMT) 7 Z— k

Cisco Unified CM — B2 D EFIZ% T % cemCallManagerFailed k7 v 7"23d 0 £9, 72721,
IO 7T, BEOY—EAMEILBLOARRAD Y 7 v 2 23 RITRY FH/ A,

c K=Y D TRBOTNA KNI LT, T AT —=UERPIEL L 205 T, LT

% OID 1% ccmPhoneDevicePoollndex T,

- CISCO-CCM-CAPABILITY MIB T/RE# TV 5 X 912, cemPhoneDevicePoollndex (&4 — k

STV, 02K LE9, BIfE, CallManager D7 /A AXERT 7 — LTI, devicepool
BHRITEENEE A,
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CISCO-CCM-CAPABILITY
Y

Gx) Z @ CISCO-CCM-CAPABILITY 3P ER INTWET, ZDE7 g DT TD MIB

% . http:/tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2 7> H 4 U > v — KI5
KOz A VL ET,

DY
GE) TOMIBAYR— I TAHZ—r MRV OT, ZOMIBIEMIB 7 +—27 O X 5 72 SNMP
B ETTHDDLEDTIEH Y FH A, CISCO-CCM-MIBIZXTAM/E RFa AL ML

TREM L £,

CISCO-CCM-CAPABILITY % =1 2734 L4 51001%, BICRO—EIZRT MIB 278 STV A EF
Tar ALV L TR BERHY £,

1 SNMPv2-SMI
2 SNMPv2-TC

3 SNMPv2-CONF
4 SNMPv2-MIB
5 IANAifType-MIB
6 IF-MIB

7 CISCO-SMI

8 SNMP-FRAMEWORK-MIB
9 RMON-MIB

10 CISCO-TC

11 CISCO-VTP-MIB

12 RFC1155-SMI

13 RFC-1212

14 SNMPv2-TC-v1

15 CISCO-CDP-MIB

16 CISCO-CCM-CAPABILITY

LI, MOT7 7 ANV EX T a— RRLET,
*OID 7 7 A )L : CISCO-CCM-CAPABILITY.OID
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CISCO-CCM-CAPABILITY M2k &T

WDFIZ, HFOLET N HIAIZ MIB O%ET 2R LET,

cisco-cem-cAPABILITY 0T [l

=6: METORERE

Bft (Date) RES £ BA

20034210 H3 0 |[BIMLE L CISCO-CCM-MIB O=— = > ~MfE

2003410 H3 H |EBMLELE Cisco Call Manager 4.0 V U —AD=— =
> MEERE

200243 H21H |[EMLELE DESCRIPTION Cisco Call Manager3.3 V U —
ADT— v MEREZ BN,

2001 £ 7 H 2 H BMLELE DESCRIPTION Cisco Call Manager3.0 U U —
ADT— v MEREZ BN,

2001 £ 6 H 19 B | 1K == { ciscoAgentCapability 211 }

CISCO-CCM-CAPABILITY D E &

WDEFED CISCO-CCM-CAPABILITY HIZA R — F SN TWET,

* MODULE-IDENTITY

* SNMPv2-SMI & : AGENT-CAPABILITIES
* SNMPv2-CONF 725 : ciscoAgentCapability

* CISCO-SMI 7> & : ciscoCCMCapability MODULE-IDENTITY
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CISCO-CCM-CAPABILITY T— = > HEE

ciscoCCMCapabilityV3R00 AGENT-CAPABILITIES
PRODUCT RELEASE Cisco Call Manager 3.0

STATUS Current

DESCRIPTION Cisco Call Manager Agent Capabilities
SUPPORTS Cisco-ccm-mib

INCLUDES { ccmInfoGroup, ccmPhonelnfoGroup, ccmGatewayInfoGroup }
VARIATION ccmPhoneE911Location

ACCESS not-implemented

DESCRIPTION ccmPhoneE911Location is not supported
VARIATION ccmPhoneLastError

ACCESS not-implemented

DESCRIPTION ccmPhoneLastError is not supported
VARIATION ccmPhoneTimeLastError

ACCESS not-implemented

DESCRIPTION ccmPhoneTimeLastError is not supported
VARIATION ccmPhoneDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmPhoneDevicePoollndex is not supported
VARIATION cecmGatewayDevicePoollndex

ACCESS not-implemented

DESCRIPTION cecmGatewayDevicePoollndex is not supported
VARIATION cemGateway TrunkIndex

ACCESS not-implemented

DESCRIPTION cemGatewayTrunkIndex is not supported
VARIATION ccmGatewayTrunkType

ACCESS not-implemented

DESCRIPTION ccmGatewayTrunkType is not supported
VARIATION ccmGatewayTrunkName

ACCESS not-implemented

DESCRIPTION ccmGatewayTrunkName is not supported
VARIATION cemTrunkGatewaylIndex

ACCESS not-implemented

DESCRIPTION cemTrunkGatewayIndex is not supported
VARIATION cemGateway TrunkStatus

ACCESS not-implemented

DESCRIPTION cemGateway TrunkStatus is not supported
::= { ciscoCCMCapability 1 }
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cisco-ccm-CAPABILITY T—> = > righe [

ciscoCCMCapabilityV3R01 AGENT-CAPABILITIES
PRODUCT-RELEASE Cisco Call Manager 3.1

STATUS current
DESCRIPTION Cisco Call Manager Agent capabilities
SUPPORTS CISCO-CCM-MIB

INCLUDES { ccmInfoGroupRev1, ccmPhonelnfoGroupRev1, ccmGatewaylnfoGroupRevl,
ccmMediaDevicelnfoGroup, ccmGatekeeperInfoGroup, ccmCTIDevicelnfoGroup,

ccmNotificationsInfoGroup, ccmNotificationsGroup }
VARIATION ccmPhoneE911Location

ACCESS not-implemented

DESCRIPTION ccmPhoneE911Location is not supported
VARIATION ccmPhoneLastError

ACCESS not-implemented

DESCRIPTION ccmPhonelLastError is not supported
VARIATION ccmPhoneTimeLastError

ACCESS not-implemented

DESCRIPTION ccmPhoneTimeLastError is not supported
VARIATION ccmPhoneDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmPhoneDevicePoollndex is not supported
VARIATION cemGatewayDevicePoollndex

VARIATION ccmGatewayDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmGatewayDevicePoollndex is not supported
VARIATION ccmMediaDeviceDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmMediaDeviceDevicePoollndex is not supported
VARIATION cecmGatekeeperDevicePoollndex

ACCESS not-implemented

DESCRIPTION cemGatekeeperDevicePoollndex is not supported
VARIATION ccmCTIDevicePoollndex

ACCESS not-implemented

DESCRIPTION cemCTIDevicePoollndex is not supported
VARIATION ccmCTIDeviceApplnfo

ACCESS not-implemented

DESCRIPTION cemCTIDeviceApplnfo is not supported
VARIATION ccmPhonePhysical Address

SYNTAX MacAddress

DESCRIPTION Represents the MAC address of the phone
== { ciscoCCMCapability 2 }
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ciscoCCMCapabilityV3R03 AGENT-CAPABILITIES
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PRODUCT-RELEASE Cisco Call Manager 3.3

STATUS obsolete and superseded by ciscoCCMCapabilityV3R03Rev1
DESCRIPTION Cisco Call Manager Agent capabilities
SUPPORTS CISCO-CCM-MIB

INCLUDES { ccmInfoGroupRev2, ccmPhonelnfoGroupRev2, ccmGatewaylnfoGroupRev2,
ccmMediaDevicelnfoGroupRev1, ccemCTIDevicelnfoGroupRev1, ccmNotificationsInfoGroupRev1,
ccmNotificationsGroup, ccmH323DevicelnfoGroup, ccmVoiceMailDevicelnfoGroup }

VARIATION ccmPhoneE911Location

ACCESS not-implemented

DESCRIPTION ccmPhoneE911Location is not supported

VARIATION ccmPhoneDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmPhoneDevicePoollndex is not supported

VARIATION ccmGatewayDevicePoollndex

ACCESS not-implemented

DESCRIPTION cecmGatewayDevicePoollndex is not supported

VARIATION ccmMediaDeviceDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmMediaDeviceDevicePoollndex is not supported

VARIATION ccmCTIDevicePoollndex

ACCESS not-implemented

DESCRIPTION cemCTIDevicePoollndex is not supported

VARIATION ccmPhoneFailedTable

DESCRIPTION The table containing the list of all phones which attempted to register with the local
call manager and failed.The entries which have not been updated and kept at least for the duration
specified in the ccmPhoneFailedStorePeriod will be deleted.Reasons for these failures could be due
to configuration error, maximum number of phones has been reached, lost contact, etc.
VARIATION ccmPhoneStatusUpdateTableStateld

DESCRIPTION The current state of ccmPhoneStatusUpdateTable. The initial value of this object
is 0 and it will be incremented everytime when there is a change (addition/deletion/modification)
to the ccmPhoneStatusUpdateTable.This value and sysUpTime should be used together to find if
the table has changed or not.When the SNMP service is restarted this value will be reset to 0.
VARIATION ccmPhStatUpdtTblLastAddedIndex

SYNTAX CcmlIndexOrZero

DESCRIPTION The ccmPhoneStatusUpdateIndex value of the last entry that was added to the
ccmPhoneStatusUpdateTable. This value together with sysUpTime can be used by the manager
applications to identify the new entries in the ccmPhoneStatusUpdateTable since their last poll. This
value need not be the same as the highest index in the ccmPhoneStatusUpdateTable as the index
could have wrapped around.The initial value of this object is 0 which indicates that there has been
no entries added to this table. When the SNMP service is restarted this value will be reset to 0.
VARIATION ccmPhFailedTblLastAddedIndex

SYNTAX CcmlIndexOrZero

DESCRIPTION The ccmPhoneFailedIndex value of the last entry that was added to the
ccmPhoneFailedTable. This value together with sysUpTime can be used by the manager applications
to identify the new entries in the ccmPhoneFailedTable since their last poll. This value need not be
the same as the highest index in the ccmPhoneFailedTable as the index could have wrapped
around.The initial value of this object is 0 which indicates that there has been no entries added to
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this table.When the SNMP service is restarted this value will be reset to 0.

VARIATION ccmPhoneFailedStorePeriod

DESCRIPTION The time duration for storing each entry in the ccmPhoneFailedTable.The entries
which have not been updated and kept at least this period will be deleted. This value should ideally
be set to a higher value than the ccmPhoneFailedAlarmInterval object. The default value is 1800
seconds.

1= { ciscoCCMCapability 3 }

ciscoCCMCapabilityV3R03Revl AGENT-CAPABILITIES
PRODUCT-RELEASE Cisco Call Manager 3.3

STATUS current
DESCRIPTION Cisco Call Manager Agent capabilities
SUPPORTS CISCO-CCM-MIB

INCLUDES { ccmInfoGroupRev2, ccmPhonelnfoGroupRev2, ccmGatewaylnfoGroupRev2,
ccmMediaDevicelnfoGroupRev1, ccemCTIDevicelnfoGroupRev1, ccmNotificationsInfoGroupRev1,
ccmNotificationsGroup, ccmH323DevicelnfoGroup, ccmVoiceMailDevicelnfoGroup }

VARIATION ccmPhoneE911Location

ACCESS not-implemented

DESCRIPTION ccmPhoneE911Location is not supported
VARIATION ccmPhoneDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmPhoneDevicePoollndex is not supported
VARIATION cecmGatewayDevicePoollndex

ACCESS not-implemented

DESCRIPTION cecmGatewayDevicePoollndex is not supported
VARIATION ccmMediaDeviceDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmMediaDeviceDevicePoollndex is not supported
VARIATION ccmCTIDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmCTIDevicePoollndex is not supported

== { ciscoCCMCapability 4 }
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ciscoCCMCapabilityV4R00 AGENT-CAPABILITIES

PRODUCT-RELEASE Cisco Call Manager 4.0

STATUS current

DESCRIPTION Cisco Call Manager Agent capabilities

SUPPORTS CISCO-CCM-MIB

INCLUDES { ccmInfoGroupRev3, ccmPhonelnfoGroupRev3, ccmGatewaylnfoGroupRev3,
ccmMediaDeviceInfoGroupRev2, ccemCTIDevicelnfoGroupRev2, ccmNotificationsInfoGroupRev2,
ccmNotificationsGroupRev1, ccmH323DevicelnfoGroupRev1, ccmVoiceMailDevicelnfoGroupRev1,
ccmSIPDevicelnfoGroup }

VARIATION ccmPhoneE911Location

ACCESS not-implemented

DESCRIPTION ccmPhoneE911Location is not supported

VARIATION ccmPhoneDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmPhoneDevicePoollndex is not supported

VARIATION ccmGatewayDevicePoollndex

ACCESS not-implemented

DESCRIPTION cecmGatewayDevicePoollndex is not supported

VARIATION ccmMediaDeviceDevicePoollndex

ACCESS not-implemented

DESCRIPTION ccmMediaDeviceDevicePoollndex is not supported

VARIATION ccmCTIDevicePoollndex

ACCESS not-implemented

DESCRIPTION cemCTIDevicePoollndex is not supported

= { ciscoCCMCapability 5 }

CISCO-CDP-MIB

)

G¥)

Z @ CISCO-CDP-MIB [ZFEANEH ENTWET, ZD&7 T a DT XTO MIB %, http:/
tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2 7> 5 & 7 > 22— KB L N2 3
ANVLET,

ZOMIB X, A2 T /31 ATO Cisco Discovery Protocol (CDP) OEHIZMEH L £,
CISCO-CDP-MIB % =1 > /3 A /L4 %121, SEICIRO TR MIB 2R SIL TV DS T= o)
ANV LTEBLBMERDHY £7°,

1

N A W N

SNMPv2-SMI
SNMPv2-TC
SNMPv2-CONF
SNMPv2-MIB
IANAifType-MIB
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Il cisco-cop-miB maxiT

6
7
8
9

IF-MIB

CISCO-SMI
SNMP-FRAMEWORK-MIB
RMON-MIB

10 CISCO-TC

11 CISCO-VTP-MIB
12 RFC1155-SMI

13 RFC-1212

14 SNMPv2-TC-v1
15 CISCO-CDP-MIB

B, ROT7Z7ANVELE T a— R LET,
*OID 7 7 A /L : CISCO-CDP-MIB.oid

* HHE~ 7 A /L : CISCO-CDP-CAPABILITY

CISCO-CDP-MIB M2 aT

WDFIZ, HFOWETHHIEIZ MIB OSET 2~ LET,

=7 HETDERE

SRAAEBFRR—R

Bt (Date) AE

e

2001 4E 11 H23 B | BIMLELE

cdpInterfaceExtTable : 47 =7 h
cdplnterfaceExtendedTrust 33 & O
cdplnterfaceCosForUntrustedPort % ¥ ¢

200144 A 23 H |BINLELE

cdpGlobalDeviceldFormatCpb,

cdpGlobalDeviceldFormatCpb,
cdpGlobalDeviceldFormat
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Bft (Date) NE
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20004E 11 A 22 H |BInLELE

cdpCacheAppliancelD. cdpCacheVlanID,
cdpCachePowerConsumption,
cdpCacheMTU,
cdpCachePrimaryMgmtAddrType.
cdpCachePrimaryMgmtAddrType.
cdpCachePrimaryMgmtAddr,
cdpCacheSecondaryMgmtAddrType.
cdpCacheSecondaryMgmtAddrType.
cdpCacheSecondaryMgmtAddr,
cdpCacheLastChange,
cdpCachePhysLocation, cdpCacheSysName,
cdpCacheSysObjectID, cdpGlobalLastChange

1998412 H 10 H [BIMLE L

cdpGlobalDeviceld

1998 4£9 H 16 B |[BMLE L

cdpCacheTable (Z
cdpCacheVTPMgmtDomain,
cdpCacheNativeVLAN, cdpCacheDuplex
AT =7 NEIB

1996 4-7 H 8 H cdpGlobal ZBE1EIZ L CiES

cdplnterfaceMessagelnterval

199548 A 1S H |—

DA LVT oI AF T2 FOEL
W (AT s A e E

199547 H27H |—

cdpInterfaceMessagelnterval ¢ #iPH % & I

199541 H 25 H | ciscoExperiment 7> & ciscoMgmt
OID 7> U —|ZB#) .= {
ciscoMgmt 23 }

ciscoCdpMIBObjects OBJECT IDENTIFIER
2= { ciscoCdpMIB 1 } cdplnterface OBJECT
IDENTIFIER ::= { ciscoCdpMIBObjects 1 }
cdpCache OBJECT IDENTIFIER ::= {
ciscoCdpMIBObjects 2 } cdpGlobal OBJECT
IDENTIFIER ::= { ciscoCdpMIBObjects 3 }

CISCO-CDP-MIB O E %

R D EZEN CISCO-CDP-MIB FHIZA AR — F 3L TWET,

* MODULE-IDENTITY. OBJECT-TYPE, Integer32

* SNMPv2-SMI %> & : MODULE-COMPLIANCE, OBJECT-GROUP

* SNMPv2-CONF 7%>5 : TruthValue, DisplayString, TimeStamp
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* SNMPV2-TC 75 : ciscoMgmt

* CISCO-SMI 7> 5 : CiscoNetworkProtocol, CiscoNetworkAddress, Unsigned32
* CISCO-TC 75 : VlanIndex

* CISCO-VTP-MIB 75 : iflndex

* I[F-MIB 7» 5 : ciscoCdpMIB MODULE-IDENTITY

COPA A —TJxARTIL—T

cdpInterfaceTable OBJECT-TYPE
SYNTAX SEQUENCE OF CdplnterfaceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The (conceptual) table containing the status of CDP on the device interfaces.

== { cdplnterface 1 }

cdpInterfaceEntry OBJECT-TYPE
SYNTAX CdplInterfaceEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
An entry (conceptual row) in the cdpInterfaceTable, containing the status of CDP on an interface.

INDEX { cdplnterfacelfIndex }

= { cdplnterfaceTable 1 }
CdplnterfaceEntry ::= SEQUENCE {
cdpInterfacelfIndex Integer32,
cdplnterfaceEnableTruthValue,
cdplnterfaceMessagelnterval INTEGER,
cdpInterfaceGroup Integer32,
cdpInterfacePort Integer32
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cdpInterfacelflndex OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

The ifIndex value of the local interface.For 802.3 Repeaters on which the repeater ports do not have
ifIndex values assigned, this value is a unique value for the port, and greater than any ifIndex value
supported by the repeater; in this case, the specific port is indicated by corresponding values of
cdplnterfaceGroup and cdplnterfacePort, where these values correspond to the group number and port
number values of RFC 1516.

= { cdpInterfaceEntry 1 }

cdpInterfaceEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

An indication of whether the Cisco Discovery Protocol is currently running on this interface.This
variable has no effect when CDP is disabled (cdpGlobalRun = FALSE).

= { cdplnterfaceEntry 2 }

cdpInterfaceMessagelnterval OBJECT-TYPE

SYNTAX INTEGER (5..254)
UNITS seconds
MAX-ACCESS read-write

STATUS obsolete and replaced by cdpGlobalMessagelnterval. This object should be applied to the
whole system instead of per interface.

DESCRIPTION

The interval at which CDP messages are to be generatedon this interface.7 7 4 /L M (% 60 FV T
R

== { cdplnterfaceEntry 3 }
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cdpInterfaceGroup OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object is only relevant to interfaces which are repeater ports on 802.3 repeaters.In this situation,
it indicates the RFC1516 group number of the repeater port which corresponds to this interface.

= { cdpInterfaceEntry 4 }

cdpInterfacePort OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object is only relevant to interfaces which are repeater ports on 802.3 repeaters.In this situation,
it indicates the RFC1516 port number of the repeater port which corresponds to this interface.

= { cdplnterfaceEntry 5 }

cdpInterfaceExtTable OBJECT-TYPE

SYNTAX SEQUENCE OF CdplnterfaceExtEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

This table contains the additional CDP configuration on the device interfaces.

= { cdplnterface 2 }
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cdpInterfaceExtEntry OBJECT-TYPE
SYNTAX CdplnterfaceExtEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry in the cdpInterfaceExtTable contains the values configured for Extended Trust TLV and COS
(Class of Service) for Untrusted Ports TLV on an interface which supports the sending of these TLVs.

INDEX { ifIndex }

= { cdplnterfaceExtTable 1 }
CdplnterfaceExtEntry ::= SEQUENCE {
cdplnterfaceExtendedTrustINTEGER,
cdpInterfaceCosForUntrustedPort Unsigned32

}

cdpInterfaceExtendedTrust OBJECT-TYPE
SYNTAX INTEGER {trusted(1), noTrust(2) }
MAX-ACCESS read-write
STATUS current
DESCRIPTION

Indicates the value to be sent by Extended Trust TLV.If trusted(1) is configured, the value of Extended
Trust TLV is one byte in length with its least significant bit equal to 1 to indicate extended trust.All
other bits are 0.If noTrust(2) is configured, the value of Extended Trust TLV is one byte in length with
its least significant bit equal to 0 to indicate no extended trust.All other bits are 0.

= { cdpInterfaceExtEntry 1 }

cdpInterfaceCosForUntrustedPort OBJECT-TYPE
SYNTAX Unsigned32 (0..7)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Indicates the value to be sent by COS for Untrusted Ports TLV.
= { cdplnterfaceExtEntry 2 }
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cdpCacheTable OBJECT-TYPE
SYNTAX SEQUENCE OF CdpCacheEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
The (conceptual) table containing the cached information obtained via receiving CDP messages.

= { cdpCache 1 }
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cdpCacheEntry OBJECT-TYPE
SYNTAX CdpCacheEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An entry (conceptual row) in the cdpCacheTable, containing the information received via CDP on one
interface from one device.Entries appear when a CDP advertisement is received from a neighbor
device.Entries disappear when CDP is disabled on the interface, or globally.

INDEX { cdpCachelflndex, cdpCacheDevicelndex }
2= { cdpCacheTable 1 }

CdpCacheEntry ::= SEQUENCE {
cdpCachelfIndexInteger32,

cdpCacheDevicelndex Integer32,
cdpCacheAddressType CiscoNetworkProtocol,
cdpCacheAddressCiscoNetworkAddress,
cdpCacheVersionDisplayString,
cdpCacheDeviceldDisplayString,

cdpCacheDevicePort DisplayString,
cdpCachePlatformDisplayString,
cdpCacheCapabilitiecsOCTET STRING,
cdpCacheVTPMgmtDomain DisplayString,
cdpCacheNativeVLAN VlanIndex,

cdpCacheDuplex INTEGER,

cdpCacheAppliancelD Unsigned32,

cdpCacheVlanID Unsigned32,
cdpCachePowerConsumptionUnsigned32,
cdpCacheMTUUnsigned32,
cdpCacheSysNameDisplayString,
cdpCacheSysObject]ID OBJECT IDENTIFIER,
cdpCachePrimaryMgmtAddrType CiscoNetworkProtocol,
cdpCachePrimaryMgmtAddr CiscoNetworkAddress,
cdpCacheSecondaryMgmtAddrType CiscoNetworkProtocol,
cdpCacheSecondaryMgmtAddr CiscoNetworkAddress,
cdpCachePhysLocationDisplayString,
cdpCacheLastChange TimeStamp

}
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cdpCachelfIndex OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

Normally, the ifIndex value of the local interface.For 802.3 repeaters for which the repeater ports do
not have ifIndex values assigned, this value is a unique value for the port, and greater than any ifIndex
value supported by the repeater; the specific port number in this case, is given by the corresponding
value of cdplnterfacePort.

= { cdpCacheEntry 1 }

cdpCacheDevicelndex OBJECT-TYPE

SYNTAX Integer32 (0..2147483647)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

A unique value for each device from which CDP messages are being received.

= { cdpCacheEntry 2 }

cdpCacheAddressType OBJECT-TYPE

SYNTAX CiscoNetworkProtocol

MAX-ACCESS read-only

STATUS current

DESCRIPTION

An indication of the type of address contained in the corresponding instance of cdpCacheAddress.

= { cdpCacheEntry 3 }

cdpCacheAddress OBJECT-TYPE

SYNTAX CiscoNetworkAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The (first) network-layer address of the device's SNMP-agent as reported in the Address TLV of the
most recently received CDP message.For example, if the corresponding instance of cacheAddressType
had the value 'ip(1)', then this object would be an [P-address.

.= { cdpCacheEntry 4 }
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cdpCacheVersion OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current

DESCRIPTION The Version string as reported in the most recent CDP message.The zero-length string
indicates no Version field (TLV) was reported in the most recent CDP message.

== { cdpCacheEntry 5 }

cdpCacheDeviceld OBJECT-TYPE

SYNTAX DisplayString
STATUS current
DESCRIPTION

The Device-ID string as reported in the most recent CDP message.The zero-length string indicates no
Device-ID field (TLV) was reported in the most recent CDP message.

MAX-ACCESS read-only
== { cdpCacheEntry 6 }

cdpCacheDevicePort OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The Port-ID string as reported in the most recent CDP message.This will typically be the value of the
ifName object (e.g. Ethernet0).The zero-length string indicates no Port-ID field (TLV) was reported
in the most recent CDP message.

= { cdpCacheEntry 7 }

cdpCachePlatform OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The Device Hardware Platform as reported in the most recent CDP message.The zero-length string
indicates that no Platform field (TLV) was reported in the most recent CDP message.

= { cdpCacheEntry 8 }
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cdpCacheCapabilities OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (0..4))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The Device Functional Capabilities as reported in the most recent CDP message.For latest set of specific
values, see the latest version of the CDP specification.The zero-length string indicates no Capabilities
field (TLV) was reported in the most recent CDP message.

REFERENCE Cisco Discovery Protocol Specification, 94/10/19.
= { cdpCacheEntry 9 }

cdpCacheVTPMgmtDomain OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..32))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The VTP Management Domain for the remote device interface, as reported in the most recently received
CDP message.This object is not instantiated if no VTP Management Domain field (TLV) was reported
in the most recently received CDP message.

REFERENCE managementDomainName in CISCO-VTP-MIB
.= { cdpCacheEntry 10 }

cdpCacheNativeVLAN OBJECT-TYPE

SYNTAX VlanIndex
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The remote device interface native VLAN, as reported in the most recent CDP message.The value 0
indicates no native VLAN field (TLV) was reported in the most recent CDP message.

== { cdpCacheEntry 11 }

cdpCacheDuplex OBJECT-TYPE

SYNTAX INTEGER { unknown(1), halfduplex(2), fullduplex(3) }
MAX-ACCESS read-only

STATUS current

DESCRIPTION

The remote device interface duplex mode, as reported in the most recent CDP message.The value
unknown(1) indicates no duplex mode field (TLV) was reported in the most recent CDP message.

= { cdpCacheEntry 12 }
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cdpCacheApplianceID OBJECT-TYPE
SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The remote device Appliance ID, as reported in the most recent CDP message.This object is not
instantiated if no Appliance VLAN-ID field (TLV) was reported in the most recently received CDP
message.

== { cdpCacheEntry 13 }

cdpCacheVlanID OBJECT-TYPE
SYNTAX Unsigned32 (0..4095)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The remote device VoIP VLAN ID, as reported in the most recent CDP message.This object is not
instantiated if no Appliance VLAN-ID field (TLV) was reported in the most recently received CDP
message.

= { cdpCacheEntry 14 }

cdpCachePowerConsumption OBJECT-TYPE
SYNTAX Unsigned32
UNITS milliwatts
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The amount of power consumed by remote device, as reported in the most recent CDP message.This
object is not instantiated if no Power Consumption field (TLV) was reported in the most recently
received CDP message.

.= { cdpCacheEntry 15 }
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cdpCacheMTU OBJECT-TYPE

SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

Indicates the size of the largest datagram that can be sent/received by remote device, as reported in the
most recent CDP message.This object is not instantiated if no MTU field (TLV) was reported in the
most recently received CDP message.

== { cdpCacheEntry 16 }

cdpCacheSysName OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

Indicates the value of the remote device sysName MIB object.By convention, it is the device fully
qualified domain name.This object is not instantiated if no sysName field (TLV) was reported in the
most recently received CDP message.

= { cdpCacheEntry 17 }

cdpCacheSysObjectID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER
MAX-ACCESS read-only
STATUS current

DESCRIPTION

Indicates the value of the remote device sysObjectID MIB object.This object is not instantiated if no
sysObjectID field (TLV) was reported in the most recently received CDP message.

2= { cdpCacheEntry 18 }

cdpCachePrimaryMgmtAddrType OBJECT-TYPE

SYNTAX CiscoNetworkProtocol
MAX-ACCESS read-only
STATUS current
DESCRIPTION

An indication of the type of address contained in the corresponding instance of
cdpCachePrimaryMgmtAddress.

.= { cdpCacheEntry 19 }
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cdpCachePrimaryMgmtAddr OBJECT-TYPE

SYNTAX CiscoNetworkAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object indicates the (first) network layer address at which the device will accept SNMP messages
as reported in the most recently received CDP message.If the corresponding instance of
cdpCachePrimaryMgmtAddrType has the value ip(1), then this object would be an IP-address.If the
remote device is not currently manageable via any network protocol, this object has the special value
of the IPv4 address 0.0.0.0.1f the most recently received CDP message did not contain any primary
address at which the device prefers to receive SNMP messages, then this object is not instanstiated.

== { cdpCacheEntry 20 }

cdpCacheSecondaryMgmtAddrType OBJECT-TYPE

SYNTAX CiscoNetworkProtocol
MAX-ACCESS read-only
STATUS current
DESCRIPTION

An indication of the type of address contained in the corresponding instance of
cdpCacheSecondaryMgmtAddress.

= { cdpCacheEntry 21 }

cdpCacheSecondaryMgmtAddr OBJECT-TYPE

SYNTAX CiscoNetworkAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

This object indicates the alternate network layer address (other than the one indicated by
cdpCachePrimaryMgmtAddr) at which the device will accept SNMP messages as reported in the most
recently received CDP message.If the corresponding instance of cdpCacheSecondaryMgmtAddrType
has the value ip(1), then this object would be an IP-address.If the most recently received CDP message
did not contain such an alternate network layer address, then this object is not instanstiated.

2= { cdpCacheEntry 22 }
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cdpCachePhysLocation OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

Indicates the physical location, as reported by the most recent CDP message, of a connector which is
on, or physically connected to, the remote device's interface over which the CDP packet is sent. This
object is not instantiated if no Physical Location field (TLV) was reported by the most recently received
CDP message.

== { cdpCacheEntry 23 }

cdpCacheLastChange OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current
DESCRIPTION

Indicates the time when this cache entry was last changed.This object is initialised to the current time
when the entry gets created and updated to the current time whenever the value of any (other) object
instance in the corresponding row is modified.

= { cdpCacheEntry 24 }

COP s O—/\JL 5 )L—T

cdpGlobalRun OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

An indication of whether the Cisco Discovery Protocol is currently running.Entries in cdpCacheTable
are deleted when CDP is disabled.

DEFVAL { true }
= { cdpGlobal 1 }
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cdpGlobalMessagelnterval OBJECT-TYPE

SYNTAX INTEGER (5..254)

UNITS seconds

MAX-ACCESS read-write

STATUS current

DESCRIPTION

The interval at which CDP messages are to be generated.7 7 #+ /L M 60 £V CT9,
DEFVAL { 60 }

2= { cdpGlobal 2 }

cdpGlobalHoldTime OBJECT-TYPE

SYNTAX INTEGER (10..255)

UNITS seconds

MAX-ACCESS read-write

STATUS current

DESCRIPTION

The time for the receiving device holds CDP message.7 7 #+ /L MEIZ 180 T,
DEFVAL { 180 }

= { cdpGlobal 3 }

cdpGlobalDeviceld OBJECT-TYPE

SYNTAX DisplayString

MAX-ACCESS read-only

STATUS current

DESCRIPTION

The device ID advertised by this device.The format of this device id is characterized by the value of
cdpGlobalDeviceldFormat object.

2= { cdpGlobal 4 }

cdpGlobalLastChange OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current
DESCRIPTION

Indicates the time when the cache table was last changed.It is the most recent time at which any row
was last created, modified or deleted.

::={ cdpGlobal 5 }
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cdpGlobalDeviceldFormatCpb OBJECT-TYPE

SYNTAX BITS { serialNumber(0), macAddress(1), other (2) }
MAX-ACCESS read-only

STATUS current

DESCRIPTION

Indicates the Device-1d format capability of the device.The serialNumber(0) indicates that the device
supports using serial number as the format for its Deviceld. The macAddress(1) indicates that the device
supports using layer 2 MAC address as the format for its Deviceld.The other(2) indicates that the device
supports using its platform specific format as the format for its Deviceld.

= { cdpGlobal 6 }

cdpGlobalDeviceldFormat OBJECT-TYPE

SYNTAX INTEGER { serialNumber(1), macAddress(2), other(3) }
MAX-ACCESS read-write

STATUS current

DESCRIPTION

An indication of the format of Device-Id contained in the corresponding instance of
cdpGlobalDeviceld.User can only specify the formats that the device is capable of as denoted in
cdpGlobalDeviceldFormatCpb object. The serialNumber(1) indicates that the value of cdpGlobalDeviceld
object is in the form of an ASCII string contain the device serial number.The macAddress(2) indicates
that the value of cdpGlobalDeviceld object is in the form of Layer 2 MAC address.The other(3) indicates
that the value of cdpGlobalDeviceld object is in the form of a platform specific ASCII string contain
info that identifies the device.For example: ASCII string contains serialNumber appended/prepended
with system name.

2= { cdpGlobal 7 }

CDP MIB & & 15k

ciscoCdpMIBConformance OBJECT IDENTIFIER ::= { ciscoCdpMIB 2 }
ciscoCdpMIBCompliances OBJECT IDENTIFIER ::= { ciscoCdpMIBConformance 1 }
ciscoCdpMIBGroups OBJECT IDENTIFIER ::= { ciscoCdpMIBConformance 2 }
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ciscoCdpMIBCompliance MODULE-COMPLIANCE
STATUS obsoleted and superseded by ciscoCdpMIBComplianceV11R01
DESCRIPTION
The compliance statement for the CDP MIB.
MODULE This module
MANDATORY-GROUPS { ciscoCdpMIBGroup }
= { ciscoCdpMIBCompliances 1 }

ciscoCdpMIBComplianceV11R01 MODULE-COMPLIANCE
STATUS obsoleted and superseded by ciscoCdpMIBComplianceV11R02
DESCRIPTION
The compliance statement for the CDP MIB.
MANDATORY-GROUPS { ciscoCdpMIBGroupV11R01 }
= { ciscoCdpMIBCompliances 2 }

ciscoCdpMIBComplianceV11R02 MODULE-COMPLIANCE
STATUS obsoleted and superseded by ciscoCdpMIBComplianceV12R02
DESCRIPTION
The compliance statement for the CDP MIB.
MANDATORY-GROUPS { ciscoCdpMIBGroupV11R02 }
= { ciscoCdpMIBCompliances 3 }

ciscoCdpMIBComplianceV12R02 MODULE-COMPLIANCE
STATUS current
DESCRIPTION
The compliance statement for the CDP MIB.
MANDATORY-GROUPS { ciscoCdpMIBGroupV12R02 }
= { ciscoCdpMIBCompliances 4 }
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ciscoCdpMIBGroup OBJECT-GROUP

OBIJECTS { cdpInterfaceEnable, cdpInterfaceMessagelnterval,
cdpCacheAddressType>cdpCacheAddressType, cdpCacheAddress, cdpCacheVersion,
cdpCacheDeviceld, cdpCacheDevicePort, cdpCacheCapabilities, cdpCachePlatform

H

STATUS obsoleted and superseded by ciscoCdpMIBGroupV11R01
DESCRIPTION

A collection of objects for use with the Cisco Discovery Protocol.

= { ciscoCdpMIBGroups 1 }

ciscoCdpMIBGroupV11R01 OBJECT-GROUP

OBIJECTS { cdpInterfaceEnable, cdpInterfaceMessagelnterval, cdpInterfaceGroup, cdpInterfacePort,
cdpCacheAddressType, cdpCacheAddressType, cdpCacheAddress, cdpCache Version,
cdpCacheDeviceld, cdpCacheDevicePort,

cdpCacheCapeabilities, cdpCachePlatform

}

STATUS obsoleted and superseded by ciscoCdpMIBGroupV11R02
DESCRIPTION

A collection of objects for use with the Cisco Discovery Protocol.

2= { ciscoCdpMIBGroups 2 }

ciscoCdpMIBGroupV11R02 OBJECT-GROUP

OBIJECTS { cdpInterfaceEnable, cdpInterfaceGroup, cdplnterfacePort, cdpCacheAddressType,
cdpCacheAddressType, cdpCacheAddress, cdpCacheVersion, cdpCacheDeviceld, cdpCacheDevicePort,
cdpCacheCapabilities, cdpCachePlatform, cdpGlobalRun, cdpGlobalMessagelnterval,
cdpGlobalHoldTime }

STATUS obsoleted and superseded by ciscoCdpMIBGroupV12R02
DESCRIPTION
A collection of objects for use with the Cisco Discovery Protocol.

.= { ciscoCdpMIBGroups 3 }
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ciscoCdpMIBGroupV12R02 OBJECT-GROUP

OBIJECTS { cdpInterfaceEnable, cdpInterfaceGroup, cdplnterfacePort, cdpCacheAddressType,
cdpCacheAddressType, cdpCacheAddress, cdpCacheVersion, cdpCacheDeviceld, cdpCacheDevicePort,
cdpCacheCapabilities, cdpCachePlatform, cdpCacheVTPMgmtDomain, cdpCacheNativeVLAN,
cdpCacheDuplex, cdpGlobalRun, cdpGlobalMessagelnterval, cdpGlobalHoldTime, cdpGlobalDeviceld
H

STATUS current
DESCRIPTION
A collection of objects for use with the Cisco Discovery Protocol.

== { ciscoCdpMIBGroups 5 }

ciscoCdpV2MIBGroup OBJECT-GROUP

OBIJECTS { cdpCacheAppliancelD, cdpCacheVlanID, cdpCachePowerConsumption, cdpCacheMTU,
cdpCacheSysName, cdpCacheSysObjectID, cdpCacheLastChange, cdpCachePhysLocation,
cdpCachePrimaryMgmtAddrType, cdpCachePrimaryMgmtAddr, cdpCacheSecondaryMgmtAddrType,
cdpCacheSecondaryMgmtAddr, cdpGlobalLastChange, cdpGlobalDeviceldFormatCpb,
cdpGlobalDeviceldFormat }

STATUS current
DESCRIPTION
A collection of objects for use with the Cisco Discovery Protocol version 2.

== { ciscoCdpMIBGroups 6 }

ciscoCdpV2IfExtGroup OBJECT-GROUP

OBIJECTS { cdpInterfaceExtendedTrust, cdpInterfaceCosForUntrustedPort }
STATUS current
DESCRIPTION

A collection of objects for use with the Cisco Discovery Protocol version 2 to configure the value for
Extended Trust TLV and COS for Untrusted Port TLV.

== { ciscoCdpMIBGroups 7 }

Linux & & U Cisco Unified CM Release 5.x. 6.x. 7Zx D CDPMIB®D +5 7
Woa—5429
Linux 35 & O* Cisco Unified CM Release 5.x, 6.x. 7.x. D¥H, IROWLIZTFATL Tr 7 LIFRZIL
£L, HEiTVWET,
* set trace enable Detailed cdpmib CLI Z £/ L C, cdpAgt() DFffll L —REZREL T,

* Serviceability Web ~<—3" ([*>—/L (Tools) ]>[Z2> ha—LEr ZDFxy NU—7H—E R
(Controlcenter- Network Services) ]) 7>5 Cisco CDP Agent %h—E X ZFEEI L, LIXH < FF
WLET,
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Linux & & U Cisco Unified CM Release 5.x. 6.x. 7x W CDPMIBD +FS> I a—TF 4 >4

KO RL—RA T A NEIELET,

° file get activelog cm/trace/cdpmib/sdi =2~ > R Z{# ] L T Cisco CDP Agent ® s L' — X% f
L. file get activelog cm/trace/cdp/sdi =~ > K% {#ifl L C Cisco CDP ®F —F > h

L2 AP LET,
° [Real-Time Monitoring Tool (RTMT)] > [Trace & Log Central]
CallManager SNMP Service] > [Cisco CDP Agent and Cisco CDP] % f#ifj L C. Cisco CDP
—7 M LET,

> [Collect Files] > [Cisco

Agent BXOYT—FD hL—RA% A X%
‘&N LTS, settrace disable cdpmib 2~ REMEH LT, FL—RAFEEZ VY L
ESc RN

Windows 3 X T} Cisco Unified CM Release 4.x DA, IROMBEEFEIT L Tu /2 NWE L, Sz

ITWET,
* YA U HKEY _LOCAL MACHINE\SOFTWARE\Cisco Systems, Inc.\SnmpCDPAgent ¢
TraceEnabled % True (ZF% /& L, SNMP ¥— b 2 ZHH) L £,
*SNMP #—EARFHEB 4D L. BIOAT L = D TraceLevel NERINET,
JICHRELET,
*H 9~ SNMP h—E R & FEE LT,

ZofEE

*CDPMIB Z 7V #+—7 LET,
* 12 77 A /L C:\Program Files\Cisco\bin\SnmpCDPImpl.log % X4 L & 7,

c:\utils @ tlist.exe & snmp.exe D H I, 3 L O c:\program files\cisco\bin 7 4 L7 ~ U O )%
IELET,

CDP MIB IZR§9 % FAQ

* CDP A v #—7 A AT —7 )& globalinfo 7— 7 /L NZE 272> TUWVET

C A B =T 2 AT —TIVIIEEE ZH TV D Messagelnterval D23, CDP MIB @ 7' 12—

VT =T NVICHREIN TN DR ETTH,

COP A B —2T x4 R T—TI)L& globalinfo T— T IILMNEIZHH>TWNET,

I, ZOWREDRH D Z LR LTI ES W, WG EIE,

{# F s & Cisco Unified CM Release (2
T T T L—RLTLIEEN,
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CISCO-SYSLOG-MIB B

A8 =T 4 R T—TIVIZERE SN TLVS Messagelnterval D{EAY, COPMIB®D Y O—/\)L T—
TIVIZHEESINTULDDIEHEETITH,

HoldTime D17 Messagelnterval DfE L D KE W2 E 9 &R L T 72 &V, HoldTime DOfEDS
Messagelnterval DfE L W /NS WAL, A v H—T =2 A A T—TANhbH 7 a—rL 57— )
5t Messagelnterval DIEZFRET D Z LN TEEH A,

CISCO-SYSLOG-MIB

N

G¥)

N

Z D CISCO-SYSLOG-MIB [, JEANLHE SN TWHWET, Z0Ok7 v a DT XTOMIBZ,
http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2 2> H X 7 > v — RIB L
a4 NLET,

ZOMIB #EHT 5 &, Cisco I0S THERM L7 syslog A v E—VHIWNETX E9, CiscolOS T
I, SEISERTIFAN AvE—URERINET, ZNUHDRA yE—T% syslog — NMZE(GF
THEDIT, CiscolOS ZRETH LN TEET, ZOMBzZHMTLE, ZhHERLEA Y
T—T% SNMP BRI CTRETHZ L TEET, ZOV=aT7 ATEHINURE, ZAbDAy
t— % syslog A v E—T EENET,

GE)

HEFSTIZ, CLITSANy YV a<r REATLERERLE LTAEREND A vy E— % SNMP #%
HTIIRE T EHA,

Cisco I0S DT XTD syslog A v E—IITE, A LRAZ T ((EE) . 77307104 (A
T—UOEEI) | BRKE, AvE—4 BLOAyE—UTXFAMREENET, syslog A >
= OHARBE LT, ROL IR LDORH Y £9 1 %SYS-5-CONFIG I: configured from
console where facility=SY'S, severity=5, message name=CONFIG I

CISCO-SYSLOG-MIB % 2 > /NA LT 5I21E, WRIRENTWDIEETMIB & 2 2 A VT 54
ERH Y F9,

1 SNMPv2-SMI

SNMPv2-TC
SNMPv2-CONF
CISCO-SMI
INET-ADDRESS-MIB
SNMP-FRAMEWORK-MIB
RFC1155-SMI

RFC-1212

RFC-1215

10 SNMPv2-TC-v1

o 0 N S N A W N
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SRAEEERA—Z |
I cisco-sysLOG-MIB DakiT

11 CISCO-SYSLOG-MIB

EHIZ, ROT 7 ANVEL T a—RLET,
*OID 7 7 A /L : CISCO-SYSLOG-MIB.oid

s HBE~ 7 A /L : CISCO-SYSLOG-CAPABILITY

CISCO-SYSLOG-MIB /i &T

WO, B OSEET 1 BIEIC MIB O%ET 2R~ LET,

x8: WETOERE
Bft (Date) HNE SRER
199548 A 7 H B Z D MIB £ 2 —/LZiX, CiscolOS YV 7

FY =T THERSNIEY AT A A yt—
DEAEINT D ITER TR SN TWET, =
{ ciscoMgmt 41 }

CISCO-SYSLOG-MIB O FE &

WD EFH CISCO-SYSLOG-MIB HIZA v R— h & TWET,
* MODULE-IDENTITY. NOTIFICATION-TYPE, OBJECT-TYPE. Integer32, Counter32
* SNMPv2-SMI 7> & : TEXTUAL-CONVENTION, DisplayString, TimeStamp., TruthValue
* SNMPv2-TC %>& : MODULE-COMPLIANCE, OBJECT-GROUP
* SNMPv2-CONF 7> 5 : ciscoMgmt

* CISCO-SMI 7> 5 : ciscoSyslogMIB MODULE-IDENTITY

ciscoSyslogMIBObjects OBJECT IDENTIFIER ::= { ciscoSyslogMIB 1 }

CISCO-SYSLOG-MIBA > % ~ID

clogBasicOBJECT IDENTIFIER ::= { ciscoSyslogMIBObjects 1 }
clogHistoryOBJECT IDENTIFIER ::= { ciscoSyslogMIBObjects 2 }
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syslog MIB O 7F R kD XRECE [ |

syslog MIB O 7+ X ~DFREEiE

SyslogSeverity ::= TEXTUAL-CONVENTION

STATUS current
DESCRIPTION

The severity of a syslog message.The enumeration values are equal to the values that syslog uses +
1.For example, with syslog, emergency=0.

SYNTAX INTEGER { emergency(1), alert(2), critical(3), error(4), warning(5), notice(6), info(7),
debug(8) }

AR syslogA Tz o b

clogNotificationsSent OBJECT-TYPE

SYNTAX Counter32
UNITS notifications
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of clogMessageGenerated notifications that have been sent.This number may include
notifications that were prevented from being transmitted due to reasons such as resource limitations
and/or non-connectivity.If one is receiving notifications, one can periodically poll this object to determine
if any notifications were missed.If so, a poll of the clogHistoryTable might be appropriate.

2= { clogBasic 1| }

clogNotificationsEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

Indicates whether clogMessageGenerated notifications will or will not be sent when a syslog message
is generated by the device.Disabling notifications does not prevent syslog messages from being added
to the clogHistoryTable.

DEFVAL { false }
== { clogBasic 2 }
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SRBEERA—R |

HARM L syslogAH T k

clogMaxSeverity OBJECT-TYPE

SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION

Indicates which syslog severity levels will be processed. B K DEAY Z D L W K Z V) syslog A
t—VF, ==Y FTIRERINLET,

Y

GE)  EREFEENARESRDIFEB/IRVET, ZE2FE, =F7— @)
7Ny 7 (8) KVEKTY,

DEFVAL { warning }
== { clogBasic 3 }

clogMsglgnores OBJECT-TYPE

SYNTAX Counter32
UNITS messages
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of syslog messages which were ignored.A message will be ignored if it has a severity value
greater than clogMaxSeverity.

= { clogBasic 4 }

clogMsgDrops OBJECT-TYPE

SYNTAX Counter32
UNITS messages
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of syslog messages which could not be processed due to lack of system resources.Most
likely this will occur at the same time that syslog messages are generated to indicate this lack of
resources.Increases in this object's value may serve as an indication that system resource levels should
be examined via other mib objects.A message that is dropped will not appear in the history table and
no notification will be sent for this message.

= { clogBasic 5 }
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syslogMIB * vt —C DEEX [ |

syslogMIB * vt —C DEER

clogHistTableMaxLength OBJECT-TYPE

SYNTAX Integer32 (0..500)
UNITS entries
MAX-ACCESS read-write
STATUS current
DESCRIPTION

The upper limit on the number of entries that the clogHistoryTable may contain.A value of zero prevents
any history from being retained. When this table is full, the oldest entry will be deleted and a new one
will be created.

DEFVAL {1}
= { clogHistory 1 }

clogHistMsgsFlushed OBJECT-TYPE

SYNTAX Counter32
UNITS messages
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The number of entries that have been removed from the clogHistoryTable in order to make room for
new entries. This object can be utilized to determine whether your polling frequency on the history table
is fast enough and/or the size of your history table is large enough such that you are not missing messages.

= { clogHistory 2 }

clogHistoryTable OBJECT-TYPE

SYNTAX SEQUENCE OF ClogHistoryEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

A table of syslog messages generated by this device.All 'interesting' syslog messages (i.e. severity <=
clogMaxSeverity) are entered into this table.

== { clogHistory 3 }
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B syslogMIB * v t—C DBEER

clogHistoryEntry OBJECT-TYPE

SYNTAX ClogHistoryEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

A syslog message that was previously generated by this device.Each entry is indexed by a message
index.

INDEX{ clogHistIndex }
== { clogHistoryTable 1 }

ClogHistoryEntry ::= SEQUENCE { clogHistIndex Integer32, clogHistFacility DisplayString,
clogHistSeverity SyslogSeverity, clogHistMsgName DisplayString, clogHistMsgText DisplayString,
clogHistTimestamp TimeStamp }

clogHistiIndex OBJECT-TYPE

SYNTAX Integer32 (1..2147483647)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

A monotonically increasing integer for the sole purpose of indexing messages.When it reaches the
maximum value the agent flushes the table and wraps the value back to 1.

== { clogHistoryEntry 1 }

clogHistFacility OBJECT-TYPE

SYNTAX DisplayString (SIZE (1..20))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

Name of the facility that generated this message.For example: 'SYS'.
== { clogHistoryEntry 2 }

clogHistSeverity OBJECT-TYPE

SYNTAX SyslogSeverity
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The severity of the message.

== { clogHistoryEntry 3 }
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syslog MIB &40 .

clogHistMsgName OBJECT-TYPE
SYNTAX DisplayString (SIZE (1..30))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

A textual identification for the message type.A facility name in conjunction with a message name
uniquely identifies a message type.

== { clogHistoryEntry 4 }

clogHistMsgText OBJECT-TYPE
SYNTAX DisplayString (SIZE (1..255))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

The text of the message.If the text of the message exceeds 255 bytes, the message will be truncated to
254 bytes and a '*' character will be appended indicating that the message has been truncated.

== { clogHistoryEntry 5 }

clogHistTimestamp OBJECT-TYPE
SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The value of sysUpTime when this message was generated.

== { clogHistoryEntry 6 }

syslog MIB &1

ciscoSyslogMIBNotificationPrefix OBJECT IDENTIFIER
= { ciscoSyslogMIB 2 }

ciscoSyslogMIBNotifications OBJECT IDENTIFIER
== { ciscoSyslogMIBNotificationPrefix 0 }
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B syslog MIB ;& & &R

clogMessageGenerated NOTIFICATION-TYPE

OBIJECTS {clogHistFacility, clogHistSeverity, clogHistMsgName, clogHistMsgText, clogHistTimestamp
H

STATUS current
DESCRIPTION

When a syslog message is generated by the device a clogMessageGenerated notification is sent.The
sending of these notifications can be enabled/disabled via the clogNotificationsEnabled object.

== { ciscoSyslogMIBNotifications 1 }

syslog MIB & & 153k

ciscoSyslogMIBConformance OBJECT IDENTIFIER
= { ciscoSyslogMIB 3 }

ciscoSyslogMIBCompliances OBJECT IDENTIFIER

== { ciscoSyslogMIBConformance 1 }

ciscoSyslogMIBGroups OBJECT IDENTIFIER
= { ciscoSyslogMIBConformance 2 }

syslog MIB #EHEE

ciscoSyslogMIBCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
The compliance statement for entities which implement the Cisco syslog MIB.
MANDATORY-GROUPS { ciscoSyslogMIBGroup }
== { ciscoSyslogMIBCompliances 1 }
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syslog MIB & & B i1 .

syslog MIB & & B i

ciscoSyslogMIBGroup OBJECT-GROUP

OBIJECTS { clogNotificationsSent, clogNotificationsEnabled, clogMaxSeverity, clogMsglgnores,
clogMsgDrops, clogHistTableMaxLength, clogHistMsgsFlushed, clogHistFacility, clogHistSeverity,
clogHistMsgName, clogHistMsgText, clogHistTimestamp }

STATUS current

DESCRIPTION

A collection of objects providing the syslog MIB capability.
== { ciscoSyslogMIBGroups 1 }

syslog F Sy TD STV a—TFTa0Y

syslog [Z1%, SNMP T v 7 A v b —VZ BT HBROREER RNy 7 7 4 XRH Y £7,
T—HIE, BESNET 4 — /L R A X (255) IRV A&hET, Zhickbh, 74— RiZ
HLTT—EANRKETELLEACRET =T —nmINET, mexiE, AvE—YOTF
AN 74—V R%& 255 34 MZHRE LN, A vtE—UNR300 31 MIELESEA, 207 —%
e ZICREER SN D ENCRKERYI Y BT H T 255 31 MIR2 Y £,

kS TOERE

NT > T HEFET HITIL, LEDO SNMP EFHLT 7V r—1 2 > O SNMP & EBRIEZEH LT,
clogsNotificationEnabled (1.3.6.1.4.1.9.9.41.1.1.2) % TRUE (1) IZ&EL 7, EREF, LED
SNMP & BT 7'V /r—3 = T clogMaxSeverity (1.3.6.1.4.1.9.9.41.1.1.3) Z#fiH L CiREL 7,
ZOF TVl NI, BT LMENRD D syslog DEREZ/RLET, EREOHENZOMED
KREWsyslog A vE—VF, =— V= P CIEERINET, EREIIBEIRE S LHI1FEK
<7e b FET,

ROWHZFZITL T 7 EFRENE L ET,

* set trace enable Detailed syslogmib =~ > FZ i ] L T, CiscoSyslogAgent D72 k L— X

* Serviceability Web &7 1 > K7 ([ —/b (Tools) ]>[2v ha—LEr XDy T —7 H—
E"Z (Control Center - Network Services) ]) 7> Cisco Syslog Agent —E A& FRidE) L, L
O L ET,

* WD EEMH LT, Cisco Syslog Agent ® h L—A 77 A L &EINEL FT,
° file get activelog cm/trace/syslogmib/sdi/ 2+ RZ&fliH

°[RTMT hL—RFBLVa Y &> b7/ (RTMT Trace & Log Central) > [7 7 A /L DI
#£ (Collect Files) ]>[Cisco CallManager SNMP Service] > [Cisco Syslog Agent] % {if F
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syslog FS Y TD LS TN a—Fay

‘&N LTS, settrace disable syslogmib =~ > R&fH LT, hL—AZREEZV Y b
L\ijqo

syslog O FAQ

Q. U E&— b syslog —"DOFEICHOWVTHZ T EEW,
A. J E— | syslog ¥—/\[Z, Cisco Unified CM OEHLR— D [ AT A (System) |>[T 1 X —
7T A4 X XT A—% (Enterprise Parameters) | NP DHEXETEE T, £/o, ROHEHAZHETE

£
* JE— b syslog +— 3% : syslog A v E—V %% T ANDTZDITEHT 5 U E— b syslog
Y= ROARTETNLIPT RLAEZ AN TEET, =P RE SN TW WSS, Cisco
Unified Serviceability IZ syslog A vt — % 1%{F L EH A, Cisco Unified Communications
Manager H— /N IBID T — 3035 D syslog A v E—T %55 L7272, Cisco Unified
Communications Manager h— 3% %856 & L THE LW T2 S0,

° KK 1 255
CHFENDM : A~Z, a~z, 0~9, EUF K () . ~"Af 7> (-) THESh.
FHxh72 U E— b syslog h— L E2HELET,

* JE— b syslog A vB—ITkIT % syslog DEKE : U E— b syslog Y —MZxf LT,
syslog A v =V OEKELALEIGER TE ET, BIRLIZEREL EOFTXTO syslog
A=, UE—bsyslog h—NICEEINET, VE—F =GR EINT
W72 54A . Cisco Unified Serviceability 13 syslog A v E— V%% E L EHA,

QR fEDH—ERIZEEDT T7—LxUH ALY bT DI, UE— b syslog h— "EiET

DHEERH R TLIEENY,
A. [Cisco Unified —E A7 £ U 7 1 (Cisco Unified Serviceability) ] 7 4 > KU D [T 7 — A
(Configuration) 1725 U E— | syslog h— \ZHETEET,

(Alarm) 1> [RX7E
CEEDY— RO Ry X YA RNNL, Y—ERA T N—T L —ERXEBIRLFET,

*UE—bsyslog DT T—L&x G L, BERTT—L AN LNV ERELET,
VEA VY 8T 5HYUE— | syslog P—"OAFTETZIXZIP T FLAZ AT LET,

CBIRULIZEHEKREL EO, FEDOY —ERITKT 5T X TDsyslog A vE—03, VE—F
syslog F— 2R E S ET,

HELIZVE— RN P —R"TRAyE—V2X ¥y T T ¥ THHEZHZITIIEIN,
A. Kiwi SyslogDaemon (X, VE—h =R/ VA=V TEEH7) =0 =7 V—)LTT, ZD
V=NV E2EHT DL, syslog A v E—VEF v T F ¥y TEET,
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| vrag@migg~A—x
CISCO-SYSLOG-EXT-MIB B

Q[ ¥ —TF A4 X /XF A—% (Enterprise Parameters) | & [7 7 — Lg% 7E (Alarm Configuration) ]
NR=VTHELVE=F P=NERETDLELE IR ET D

A, U E—|bsyslog DT H—TFTARXNGRXA=HERETHE, RELCEKEUED
syslog A v =V NFT_XTY XA L7 hIvET, B2 DFHO syslog A v E—I0Tx L
TATONDFEITH Y £, B SNTT X TDsyslog A v EB—UNHEITY XA L7 |
SNBETFTT,

CF I AREIC LY. EREICHESWTRED Y — B2 Dsyslog 2 v E— U, BESH
TWBYE—h H—TREEESRET,

ST =TT A R IRT A—FDFEEIL, Cisco Syslog Agent N A v E— U EIRET H20D
WCHERLET, ST 7 7V r—a D7 F—LAFETIE, BESLTWHWAYE—1
syslog = "~DEEFEICT T—b A v F—T oA ZAEHEHLET,

*[7F7—24 (Alarm) ]9X—U T [“m—J/bsyslog”] 7 7 —LBHENII72 > TODEATE
WHFOR—=U TR Y B— F b= "RREINL T THREN WL D2, F—ER[Ef
DAy e—UPERINET (EREOREN—HTHHE) . e [mv&—7
7 A X (Bnterprise) |V 4 ¥ RUDBEKEN [“=F—"] T, 77 —LX—VOEKEN
[“F )Xy 77 C, [“m—X)syslog”] 77 —LNANN>TnHELET, 77—
L _R—=TTRESNTWVDEEDY—E ZAD syslog A vE—TDEKEN [F/3y 7
BLEOY T=T—] I bEWVWGAIEL, Ave—UgERInET,

Q. SysLog¥ 7 =— x> hTlX, Syslog T7 7 —20D b7 v 7RABMICAERSNET ), £0D
7O DRETH D 97,

A.Syslog 7 —T = M, syslog 77 —2D b7 v T HAERTDHLEIICHETEET, i
IR O X efilfIn dH v £,

* R TILBIR LIZEREICE SO TEEINE T, BESNEZT 7—2OEKENRN
LA, COERKEDRWT 7—AFRE N7 v 7 2BGET 572012, BEHT 7Y r—
VarTEHRKEOLEZWVEZZNLID IEREETILERHY £, 20, FBT
Vor—a Tk, tMoBEBRECKW NI v 72 KRBT HILENDH Y 7,

255 IZHIR &L, T 7 4 FTIHEZ R SNMP F T v S Avb—U B A X, OFED, T
7 # )bk Tld. clogsNotificationEnabled (1.3.6.1.4.1.9.9.41.1.1.2) % [FALSE(2)] ZF%/E &
NEJ,

CISCO-SYSLOG-EXT-MIB
DY

GE) Z @ CISCO-SYSLOG-EXT-MIB (ZEAMNEHE SN TNET, ZDOtZ v a 03 THMIB
% . http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2 75 X 7 > v — KK
FR=a AV LET,
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H o

SRAOEEBEHRA—R
SCO-SYSLOG-EXT-MIB (2 ET

CISCO-SYSLOG-EXT-MIB % =2 L /8 A LT B |21E, FEICRO—EITRTMIBEZ X 7o a— R L,
RENTWABIEFTaL AV L TEBLMLERND Y 17,

1 SNMPv2-SMI

2 SNMPv2-TC

3 SNMPv2-CONF

4 CISCO-SMI

5 INET-ADDRESS-MIB
6 SNMP-FRAMEWORK-MIB
7 CISCO-SYSLOG-MIB

8 RFCI1155-SMI

9 RFC-1212

10 SNMPv2-TC-v1

11 CISCO-SYSLOG-EXT-MIB

I, OT77ANVEL T a—RRLET,
*QOID 7 7 A /L : CISCO-SYSLOG-EXT-MIB.oid
* HBE~ 7 A /L : CISCO-SYSLOG-EXT-CAPABILITY

CISCO-SYSLOG-EXT-MIB i aT

WDFIT, T OWET N HIEIZ MIB 0T 2~ LET,

=R 9: WETDBRE

At (Date) ZES s BA

2003/12/15 BMLE L F LB A BN L £ Liz, RFC 3164
ICER SN TWDEH T A — & | ZEE
HDYAT A BT EREBIOE=4Y
JF 572D MIB E Y 22—/,

2002/11/13 BMLELE cseSyslogServerFacility %
cseSyslogServerTable [ZiBI L E L7z, TCs
SyslogFacility 33 JX O* SyslogExFacility O 2
DEBEMUE LT,

2002/10/04 Pl := { ciscoMgmt 301 }
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cisco-sysLog-ext-mB oz i

CISCO-SYSLOG-EXT-MIB O & &

WD EFH CISCO-SYSLOG-EXT-MIB HIZ A AR — SN TWET
* MODULE-IDENTITY, OBJECT-TYPE, Unsigned32 7)>6
* SNMPv2-SMI 7> & : MODULE-COMPLIANCE, OBJECT-GROUP
* SNMPv2-CONF 7%>& : TruthValue, RowStatus, TEXTUAL-CONVENTION
* SNMPv2-TC %>5 : snmpAdminString
* SNMP-FRAMEWORK-MIB 7>5 : inetAddressType, InetAddress
* INET-ADDRESS-MIB 725 : ciscoMgmt
* CISCO-SMI 7~ & : syslogSeverity
* CISCO-SYSLOG-MIB 75

ciscoSyslogExtMIBObjects OBJECT IDENTIFIER
= { ciscoSyslogExtMIB 1 }

cseSyslogConfigurationGroup OBJECT IDENTIFIER
== { ciscoSyslogExtMIBObjects 1 }

syslog Ext MIB O 7+ X FDFXELiE

SyslogFacility ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
The Syslog standard facilities.
REFERENCE

* RFC 3014—The BSD Syslog protocol, Section 4.

SYNTAX INTEGER { kernel (0),-- Kernel user (8), -- User Level mail (16), -- Mail System
daemon(24),-- System Daemon auth (32),-- Security/Authorization syslog (40),-- Internal Syslogd Ipr
(48), -- Line Printer subsystem news (56), -- Network New subsystem uucp (64), -- UUCP subsystem
cron (72), -- Clock Daemon authPriv (80), -- Security/Auth(private) ftp (88), -- FTP Daemon local0
(128), -- Reserved local use locall (136), -- Reserved local use local2 (144), -- Reserved local use local3
(152), -- Reserved local use local4 (160), -- Reserved local use local5 (168), -- Reserved local use local6
(176), -- Reserved local use local7 (184)-- Reserved local use }
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syslo

slog SR EV IL—T

SRAAEBFRR—R

SyslogExFacility ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION

The Syslog facilities including both standard and proprietary facilities.
REFERENCE

* RFC 3014—The BSD Syslog protocol, Section 4.

SYNTAX INTEGER { kernel (0),-- Kernel user (8), -- User Level mail (16), -- Mail System daemon(24),
-- System Daemon auth (32),-- Security/Authorization syslog (40),-- Internal Syslogd Ipr (48), -- Line
Printer subsystem news (56), -- Network New subsystem uucp (64), -- UUCP subsystem cron (72), --
Clock Daemon authPriv (80), -- Security/Auth(private) ftp (88), -- FTP Daemon local0 (128), -- Reserved
local use locall (136), -- Reserved local use local2 (144), -- Reserved local use local3 (152), -- Reserved
local use local4 (160), -- Reserved local use local5 (168), -- Reserved local use local6 (176), -- Reserved
local use local7 (184), -- Reserved local use vsanMgr (200), -- VSAN Manager fspf (208), -- FSPF
domainMgr (216), -- Domain Manager mtsDaemon (224), -- MTS Daemon linecardMgr (232), -- Line
Card Mgr sysMgr (240),-- System Manager sysMgrLib (248), -- System Mgr Library zoneServer (256),
-- Zone Server virtuallfMgr (264), -- VirtualInterface Mgr ipConfMgr (272), -- IP Config Manager ipfc
(280), -- IP Over FC xBarMgr (288), -- Xbar Manager fcDns (296),-- Fibre Channel DNS fabricConfMgr
(304),-- Fabric Config Server acIMgr (312),-- AccessControlList Mgr tIPortMgr (320), -- TL Port
Manager portMgr (328), -- Port Manager fportServer (336), -- FPort Server portChMgr (344), -- Port
Channel Mgr mpls (352), -- MPLS tftpLib (360), -- TFTP Library wwnMgr (368),-- WWN Mgr fcc
(376), -- FCC Process qosMgr (384),-- QOS Mgr vhba (392), -- VHBA procMgr (400), -- Proc Mgr
vedbMgr (408), -- VEBD Mgr span (416), -- SPANvrrpMgr (424), -- VRRP Mgr fcfwd (432),-- FCFWD
ntp (440), -- NTP pltmfmMgr (448), -- Platform Mgr xbarClient (456), -- XBAR Client vrrpEngine
(464), -- VRRP Engine callhome (472), -- Callhome ipsMgr (480),-- IPS Mgr fc2 (488), -- FC2 debugLib
(496), -- Debug Library vpm (504), -- VPM mcast (512),-- Multicast rdl (520), -- RDL rscn (536), --
RSCN bootvar (552), -- BootVar pss (576), -- Persistent Storage -- System snmp (584), -- SNMP
security (592), -- Security vhbad (608),-- VHBAD dns (648), -- DNS rib (656), -- RIB vshd (672), --
VSH Daemon fvpd (688), -- Fabric Virtual Port -- Daemon mplsTunnel (816), -- MPLS Tunnel cdpd
(848), -- CDP Daemon ohmsd (920),-- OHMs Daemon portSec (960), -- Port Security Manager
ethPortMgr (976), -- Ethernet Port Manager ipaclMgr (1016), -- IP ACL Manager ficonMgr (1064), --
FICON Manager ficonContDev (1096),-- Ficon Control Device rlir (1128),-- RLIR Module fdmi
(1136),-- Fabric Device -- Management Interface licmgr (1152), -- License Manager fcspmgr (1160),
-- FCSP Manager confCheck (1192), -- Configuration Check ivr (1232), -- Inter-VSAN Routing aaad
(1240),-- AAA Daemon tacacsd (1248), -- TACACS Daemon radiusd (1256), -- Radius Daemon fc2d
(1320),-- FC2 Daemon lcohmsd (1336), -- LC Ohms Daemon ficonStat (1352), -- FICON Statistics,
featureMgr (1360), -- Feature Manager Ittd (1376) -- LTT Daemon }
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cseSyslogConsoleEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Indicate whether the Syslog messages should be sent to the console.
DEFVAL { false }
== { cseSyslogConfigurationGroup 1 }

cseSyslogConsoleMsgSeverity OBJECT-TYPE
SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Minimum severity of the message that are sent to the Console.
DEFVAL { debug }
== { cseSyslogConfigurationGroup 2 }

cseSyslogLogFileName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE (0..255))
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Name of file to which the Syslog messages are logged.Set operation with a zero length will fail.
DEFVAL { “messages” }
== { cseSyslogConfigurationGroup 3 }

cseSyslogLogFileMsgSeverity OBJECT-TYPE
SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Minimum severity of the message that are sent to the log file (cseSyslogLogFileName).
DEFVAL { debug }
== { cseSyslogConfigurationGroup 4 }
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cseSyslogFileLoggingDisable OBJECT-TYPE
SYNTAX Integer { true (1), noOp (2) }
MAX-ACCESS read-write
STATUS current
DESCRIPTION

Indicates whether the Syslog messages should be sent to the file indicated by
cseSysloglogFileName.Once this object is set to 'true', the Syslog messages are no longer sent to the
file.The value of 'cseSyslogLogFileName' is set to zero length string.To restart the file logging, the
cseSysloglogFileName should be set to a valid file name.

No action is taken if this object is set to moOp'.The value of the object when read is always noOp'.

== { cseSyslogConfigurationGroup 5 }

cseSyslogServerTableMaxEntries OBJECT-TYPE
SYNTAX Unsigned32 (0..65535)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
The maximum number of entries that the agent supports in the cseSyslogServerTable.

== { cseSyslogConfigurationGroup 6 }

cseSyslogServerTable

cseSyslogServerTable OBJECT-TYPE
SYNTAX Sequence of CseSyslogServerEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
This table contains all the Syslog servers which are configured.

== { cseSyslogConfigurationGroup 7 }
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cseSyslogServerEntry OBJECT-TYPE

SYNTAX CseSyslogServerEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

An entry containing information about a Syslog server.
INDEX { cseSyslogServerIndex}

= { cseSyslogServerTable 1 }

CseSyslogServerEntry ::=

SEQUENCE { cseSyslogServerIndex Unsigned32, cseSyslogServerAddressType InetAddressType,
cseSyslogServerAddress InetAddress, cseSyslogServerMsgSeverity SyslogSeverity,
cseSyslogServerStatus RowStatus, cseSyslogServerFacility SyslogFacility }

cseSyslogServerIndex OBJECT-TYPE

SYNTAX Unsigned32 (1..65535)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

An arbitrary integer value, greater than zero, and less than and equal to cseSyslogServerTableMaxEntries,
which identifies a Syslog server row in this table.

== { cseSyslogServerEntry 1 }

cseSyslogServerAddressType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-create
STATUS current
DESCRIPTION

The type of the address of the Syslog server which is given by the corresponding value of
cseSyslogServerAddress.

== { cseSyslogServerEntry 2 }

cseSyslogServerAddress OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-create
STATUS current
DESCRIPTION

The address of the Syslog server.
== { cseSyslogServerEntry 3 }
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cseSyslogServerMsgSeverity OBJECT-TYPE

SYNTAX SyslogSeverity

MAX-ACCESS read-create

STATUS current

DESCRIPTION

Minimum severity of the message that are sent to this Syslog server.
DEFVAL {debug}

= { cseSyslogServerEntry 4 }

cseSyslogServerStatus OBJECT-TYPE

SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION

The status of this row.A row can not become 'active' until the values for cseSyslogServerAddressType
and cseSyslogServerAddress in that row have both been set.A row cannot be created until corresponding
instances of following objects are instantiated.

* cseSyslogServerAddressType
* cseSyslogServerAddress

The following objects may not be modified while the value of this object is active (1):
* cseSyslogServerAddressType

* cseSyslogServerAddress
== { cseSyslogServerEntry 5 }

cseSyslogServerFacility OBJECT-TYPE

SYNTAX SyslogFacility

MAX-ACCESS read-create

STATUS current

DESCRIPTION

The facility to be used when sending Syslog messages to this server.
DEFVAL {local7}

== { cseSyslogServerEntry 6 }
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cseSyslogMessageControlTable

cseSyslogMessageControlTable OBJECT-TYPE

SYNTAX Sequence of CseSyslogMessageControlEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

This table contains the information about what system log messages should be sent to Syslog host,
console, log file, and/or logged into the internal buffer.

== { cseSyslogConfigurationGroup 8 }

cseSyslogMessageControlEntry OBJECT-TYPE

SYNTAX cseSyslogMessageControlEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

A system log message control table entry.Each entry specifies a severity for a particular 'facility' which
generates Syslog messages.Any generated message which is at least as severe as the specified severity
will be logged.

INDEX { cseSyslogMessageFacility }
= { cseSyslogMessageControlTable 1 }
CseSyslogMessageControlEntry ::=

SEQUENCE { cseSyslogMessageFacility SyslogExFacility, cseSyslogMessageSeverity SyslogSeverity
H

cseSyslogMessageFacility OBJECT-TYPE

SYNTAX SyslogExFacility
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

System log message facility.

== { cseSyslogMessageControlEntry 1 }
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cseSyslogMessageSeverity OBJECT-TYPE
SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Minimum severity of the message that are generated by this Syslog message facility.

== { cseSyslogMessageControlEntry 2 }

cseSyslogTerminalEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Indicate whether the Syslog messages should be sent to the terminals.
DEFVAL { false }
= { cseSyslogConfigurationGroup 9 }

cseSyslogTerminalMsgSeverity OBJECT-TYPE
SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Minimum severity of the message that are sent to the terminals.
DEFVAL { debug }
== { cseSyslogConfigurationGroup 10 }

cseSyslogLinecardEnable OBJECT-TYPE
SYNTAXTruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Indicate whether the Syslog messages should be generated at the line cards.
DEFVAL { false }
== { cseSyslogConfigurationGroup 11 }
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cseSyslogLinecardMsgSeverity OBJECT-TYPE
SYNTAX SyslogSeverity
MAX-ACCESS read-write
STATUS current
DESCRIPTION
Minimum severity of the message that are sent from linecards.
DEFVAL { debug }
== { cseSyslogConfigurationGroup 12 }

syslog Ext MIB & &

ciscoSyslogExtMIBConformance
OBJECT IDENTIFIER ::= { ciscoSyslogExtMIB 2 }

ciscoSyslogExtMIBCompliances
OBJECT IDENTIFIER ::= { ciscoSyslogExtMIBConformance 1 }
ciscoSyslogExtMIBGroups
OBJECT IDENTIFIER ::= { ciscoSyslogExtMIBConformance 2 }

ciscoSyslogExtMIBCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
The compliance statement for entities which implement the CISCO-SYSLOG-EXT-MIB.
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MODULE MANDATORY-GROUPS { ciscoSyslogExtGroup }
OBIJECT cseSyslogServerAddressType
SYNTAX Integer { ipv4 (1), dns (16) }
DESCRIPTION
Only dns and ipv4 addresses are need to be supported.
OBIJECT cseSyslogServerStatus
SYNTAX Integer { active (1), createAndGo (4), destroy (6)}
DESCRIPTION
Only three values 'createAndGo', 'destroy’ and 'active' need to be supported.
OBIJECT cseSyslogLinecardEnable
MIN-ACCESS read-only
DESCRIPTION
Write access is not required.
OBIJECT cseSyslogLinecardMsgSeverity
MIN-ACCESS read-only
DESCRIPTION
Write access is not required.
OBJECT cseSyslogMessageFacility
SYNTAX SyslogFacility
DESCRIPTION
Only the standard facilities need to be supported.
.= { ciscoSyslogExtMIBCompliances 1 }

syslog Ext MIB & & B {i

ciscoSyslogExtGroup OBJECT-GROUP

OBJECTS { cseSyslogConsoleEnable, cseSyslogLogFileName, cseSyslogFileLoggingDisable,
cseSyslogConsoleMsgSeverity, cseSyslogLogFileMsgSeverity, cseSyslogServerTableMaxEntries,
cseSyslogServerAddress, cseSyslogServerAddressType, cseSyslogServerMsgSeverity,
cseSyslogServerStatus, cseSyslogServerFacility, cseSyslogMessageSeverity, cseSyslogTerminalEnable,
cseSyslogTerminalMsgSeverity, cseSyslogLinecardEnable, cseSyslogLinecardMsgSeverity }

STATUS current
DESCRIPTION
A collection of objects for Syslog management.

== { ciscoSyslogExtMIBGroups 1 }
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