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Before you begin

Complete the steps in XMPP 7 =7 L — 3 3 > O FEH EE4, Bk O 4L, on page 3.

Log in to the Cisco Unified IM and Presence Operating System Administration user interface. Choose Security >
Certificate M anagement.

Click Upload Certificate/Certificate chain..
Choose cup-xmpp-s2s for Certificate Name.
Browse to the location of the CA-signed certificate that you saved to your local machine.

Click Upload File.

Note Ifyou have generated a multi-server SAN based certificate, you can upload this to any IM and Presence Service

node in the cluster. When this is done the resulting signed multi-server certificate and its associated chain of
signing certificates are automatically distributed to the other servers in the cluster on upload of the multi-server
certificate to any of the individual servers in the cluster. If a self-signed certificate already exists on any of the
nodes, it will be overwritten by the new multiple server certificate. For more information on multi-server
certificates, see the New and Changed Features chapter of the Release Notes for Cisco Unified Communications
Manager, Release 10.5(1).

Restart the Cisco XMPP Federation Connection Manager service. Log in to the Cisco Unified IM and Presence
Serviceability user interface. Choose Tools> Control Center - Network Services to restart this service.
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Note Ifyou upload a multi-server certificate you must restart the XCP Router service on all IM and Presence Service
nodes in the cluster.

What to do next

To support cross navigation for serviceability between nodes in the same cluster, the Cisco Tomcat service
trust stores between IM and Presence Service and Cisco Unified Communications Manager are
automatically synchronized.

When CA signed certificates are generated to replace the original self-signed trust certificates on either
IM and Presence Service or Cisco Unified Communications Manager, the original certificates persist in
the node's service trust store. Leaving the original self-signed certificates in the service trust store is not
an issue because no service presents them. However, you can delete these certificates, but if you do, you
must delete them on the IM and Presence Service and Cisco Unified Communications Manager,

See the section Delete Self-Signed Trust Certificates in Part II, Chapter 9 — Security Configuration on
IM and Presence Service, in the appropriate release of the Configuration and Administration of IM and
Presence Service on Cisco Unified Communications Manager at http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html.
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