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2 [ Add New ] LDAP
3 [ Filter Name ] LDAP
4 [ Filter ] UTF-8

1024 0
ST 1]

LDAP Unified Communications Manager

LDAP LDAP
Unified Communication Manager
LDAP
1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP

LDAP Directory ]

. IM and Presence 14 Su



LDAP B

o[ Find ] LDAP
o[ Add New ] LDAP
[LDAP LDAP Directory Configuration ]
a) [LDAP LDAP Configuration Name ] LDAP
b) [LDAP LDAP Manager Distinguished Name ] LDAP
1D
c)
d) [LDAP LDAP User Search Space ]
e) [ LDAP LDAP Custom Filter for Users Synchronize ]
[ UsersOnly ] [ Usersand Groups ]
f)
[ LDAP LDAP Custom Filter for Groups ]
LDAP
LDAP LDAP
Unified Communication Manager
[ Standard User Fields To Be Synchronized ]
LDAP
LDAP Unified Communication Manager
URI URI
LDAP
LDAP
a) [ Add to Access Control Group ]
b)
c [ (Add Selected)]
[ Feature Group
Template ]

IM and Presence 14 Ssu




B o

10

11

12

13
14

15
16

[ Feature Group Template ]
LDAP

a [
Apply mask to synced telephone numbers to create a new line for inserted users ]
by [ Mask ] 8889945
11XX 1145
a) [ LDAP

Assign new line from the pool list if one was not created based on a synced LDAP
telephone number ]

b) [DN DN Pool Start ] [DN DN PoolEnd ]

Jabber [Jabber
Jabber Endpoint Provisioning ] Jabber
1

 Cisco Dual Mode for Android BOT
 Cisco Dual Mode for iPhone TCT
 Cisco Jabber for Tablet TAB

« Cisco Unified Client Services Framework CSF

[LDAP Write back to LDAP ] Unified CM
DN LDAP LDAP
telephoneNumber ipPhone mobile
[LDAP LDAP Server Information ] LDAP
IP
TLS LDAP [TLS Use
TLS ]
[ ]
LDAP

. IM and Presence 14 Su



LDAP 24 Unified Communications Manager

« CTI
* Spark
 Nokia S60

 Cisco Dual Mode for iPhone

* IMS-integrated Mobile

* [Cisco Dual Mode for Android]

* LDAP 3 Unified
Communication Manager

o[ System ]>[LDAP] > [LDAP LDAP System ] [LDAP
LDAP System Configuration ] [LDAP LDAP
Server Type ] LDAP
1 Cisco Unified CM [ System ]>[LDAP] > [LDAP LDAP Search ]
2 LDAP [

Enable user search to Enterprise
Directory Server ]

IM and Presence 14 Ssu .



ubs LDAP

3 [LDAP LDAP Search Configuration ]
410 1]
OpenLDAP Server Room
(] (objectClass=intOrgPerson)(objectClass=rooms)) Cisco
Jabber
OpenLDAP givenName sn mail displayName

telephonenumber

UDS LDAP
[ Enable user
search to Enterprise Directory Server ] uDS
LDAP
uDS
D
uUDS LDAP
[LDAP LDAP Server Type ]
[ System ]>
[LDAP] > [LDAP LDAP System Configuration ]
ubsS [LDAP (LDAP Attribute)]
userName * samAccountName
* [uid]
firstName givenName
lastName sn
[middleName] * [initials]
* [middleName]
nickName nickName
displayName

. IM and Presence 14 Su



LDAP B

uDS [LDAP  (LDAP Attribute)]
phoneNumber * telephonenumber
* [ipPhone]
homephone
mobile
email
directoryUri » [msRTCSIP-primaryuseraddress]

* departmentNumber

LDAP LDAP
PIN

1 Cisco Unified CM [ System ]>[LDAP] > [LDAP LDAP

Authentication ]
2 [ LDAP Use LDAP Authentication for End Users ]

LDAP
3 [LDAP LDAP Manager Distinguished Name ] LDAP
LDAP ID

4 [ ConfirmPassword ] LDAP

IM and Presence 14 Ssu
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Unified Communications Manager 11.5(1)su2 14SU3
LDAP
5 [LDAP LDAP User Search Base ]
6 [LDAP LDAP Server Information ] LDAP
IP
7 TLS LDAP [TLS Use
TLS ]
8 [ 1
LDAP 98
LDAP
Unified Communications Manager LDAP
o[ Maximum Number of Agreements ] 20
o[ Maximum Number of Hosts ] 3
o[ Retry Delay On Host Failure (secs) ]
5
o[ Retry Delay On HotL.ist failure (mins) ]
10
e [LDAP LDAP Connection Timeouts (secs) ]
5
o[ Delayed Sync Start time (mins) ] 5
o[ User Customer Map Audit Time ]
1 Cisco Unified CM [ System ]>] Service

Parameters ]

. IM and Presence 14 Su



LDAP B

2 [ Server ]
3 [ Service ] [Cisco DirSync]
4 Cisco DirSync
ST 1
LDAP
Maximum Number of LDAP
Agreements 20
LDAP
3
Retry Delay on Host Failure Cisco Unified Communications
(secs) Manager LDAP
5
Retry Delay on HostL ist Failure Cisco Unified Communications
(mins) Manager LDAP
10
LDAP Connection Timeout | Cisco Unified Communications Manager ~ LDAP
(secs) LDAP
5
Delayed Sync Start Time (mins) | Cisco DirSync Cisco Unified Communications
Manager
5
LDAP Cisco Unified Communications Manager LDAP
[ End

User Configuration ]

[ End User Configuration ] LDAP

Cisco Unified Communications Manager  LDAP

IM and Presence 14 Ssu .




LDAP
1 [Cisco Unified CM Cisco Unified CM Administration ] [ End Users ]>

[ End User Management ]
2 [ Find ]
3 [ Convert to Local User ]
4 [ End User Configuration ]
ST 1

LDAP
LDAP
LDAP Cisco Unified Communications

Manager

1 Cisco Unified CM [ System ]>[LDAP LADP ]>][LDAP
LDAP Directory ]

2 [ Find ] LDAP
3 [ Add to Access Control Group ]
4 LDAP
5[ (Add Selected)]
6 [ 1
70 Perform Full Sync ]

Cisco Unified Communications Manager LDAP

. IM and Presence 14 Su



XMPP

XMPP LDAP

LDAP

LDAP

XMPP LDAP
IM and Presence Service  LDAP

IM and Presence Service  JDS LDAP
XMPP XMPP IM and
Presence Service JDS
LDAP LDAP XMPP
XMPP Cisco Unified Communications
Manager IM and Presence Service
XMPP
3:XMPP LDAP
XMPP LDAP
Coedigure ¥RAFF Client Turm Oin Cisco
LA G - HOP H
APl E
XMPP LDAP
7: XMPP LDAP
XMPP LDAP IM and Presence SSL
LDAP CA
xmpp-trust-certificate IM and Presence
CN LDAP FQDN

IM and Presence 14 Ssu
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LDAP

XMPP

XMPP IM and Presence Service XMPP
LDAP LDAP
LDAP 1 LDAP
2
LDAP vCard
vCard IM and Presence Service
Cisco XCP XMPP LDAP
XCP
LDAP XMPP
LDAP Cisco XCP
XMPP LDAP
IM and Presence Service ~ XCP JDS
LDAP
LDAP LDAP
JDS JDS LDAP
IM and Presence Service
LDAP
LDAP
JDS 2 LDAP
JDS LDAP
LDAP
Secure Socket Layer SSL LDAP IM and Presence Service

cup-xmpp-trust
Presence Service
FQDN

. IM and Presence 14 Su

CA IM and
CN LDAP

CA



XMPP LDAP B

LDAP CA LDAP
IM and Presence Service  Cisco Unified Communications Manager IPv4
IPv6 LDAP IPv6 IM
and Presence Service ETHO
DNS XMPP LDAP
IPv6 LDAP
LDAP [LDAP -
XMPP LDAP Server - Third-Party XMPP Client ]
LDAP IP
IPv6 LDAP LDAP
IM and Presence Service Eth0  IPv6
[Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ]>[ Application ]>[
Third-Party Clients > [ LDAP Third-Party LDAP Servers ]
[ ]
LDAP ID
LDAP
IPv6 LDAP IPv6
TCP SSL LDAP
389 SSL 636
LDAP LDAP
LDAP LDAP
SSL LDAP [SSL Enable SSL ]
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B e LDAP
SSL LDAP
FQDN CN SAN
IP CN SAN
8 [ 1
9 Cisco XCP Router
* SSL IM and Presence Service  SSL SSL
XMPP
XMPP
* LDAP LDAP
[Cisco Unified CM IM
Cisco Unified CM IM and Presence Administration ]>[ System >
[ Security 1> Certificate Import Tool ]
. XMPP LDAP Cisco
XCP [Cisco Unified IM and Presence
Cisco Unified IM and Presence Serviceability ]>[ Tools 1>
Control Center - Feature Services ]
XMPP LDAP
XMPP LDAP
IM and Presence XMPP
LDAP
XMPP LDAP
XMPP LDAP
2
LDAP LDAP
14 Su

. IM and Presence



XMPP LDAP B

LDAP vCard vCard
. LDAP vCards
* XMPP vCard vCard vCard JDS
LDAP
. LDAP
vCard
LDAP vCard
« IM and Presence vCard
* XMPP vCard vCard vCard
IM and Presence
. vCard
XMPP LDAP
8: XMPP LDAP
LDAP LDAP
LDAP Server « Microsoft Active Directory
Type o[ Generic Directory Server ]
LDAP iPlanet Sun ONE
OpenLDAP
User Object Class LDAP
LDAP
Microsoft Active Directory [ user ]
Base Context LDAP LDAP
/
User Attribute LDAP
LDAP
Microsoft Active Directory [sAMAccountName]
URI IM URI
msRTCSIPPrimaryUserAddress
msRTCSIPPrimaryUserAddress

IM and Presence 14 Ssu




B e LDAP

LDAP 1 LDAP
LDAP Server 2 LDAP
LDAP 2
LDAP Server 3 LDAP
LDAP 3
XMPP LDAP
1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ]>[ Application ]>[
Third-Party Clients > [ LDAP Third-Party LDAP Settings ]
2
3 vCard LDAP vCard
[LDAP vCard Build vCards from LDAP ]
vCard
IM and Presence
vCard
4 vCard FN LDAP
vCard vCard FN
5 LDAP LDAP
Microsoft Active Directory IM and Presence
6 [ 1
7 Cisco XCP Router
XMPP LDAP Cisco XCP
[Cisco Unified IM and Presence
Cisco Unified IM and Presence Serviceability ]>[ Tools 1>[

. IM and Presence 14 Su



Cisco XCP

Control Center - Feature Services ]

Cisco XCP

Cisco XCP .

XMPP LDAP
Cisco XCP
Cisco XCP
)
LDAP XMPP LDAP
Cisco XCP Cisco XCP
LDAP XMPP LDAP
LDAP XMPP LDAP
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ]>[ Tools 1> Service Activation ]

2 [ Server ] [IM and Presence
3 [Cisco XCP
40 1

IM and Presence

IM and Presence Service ]

Cisco XCP Directory Service ]

14 SU




. Cisco XCP

. IM and Presence

14

SU



9

IM and Presence Cisco Unified
Communications Manager

. 109
* Cisco Unified Communications Manager 109
* Cisco Unified Communications Manager ~ SIP 111

IM and Presence Cisco Unified
Communications Manager

Cisco Unified Communications Manager

IM and Presence Service Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications Manager http://www.cisco.com/c/en/
us/support/unified-communications/unified-communications-manager-callmanager/

products-installation-and-configuration-guides-list.html System Configuration for Cisco
Unified Communications Manager

IM and Presence Service

IM and Presence 14 Ssu .



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

. Cisco Unified Communications Manager

9. Cisco Unified Communications Manager

. IM and Presence

Cisco Unified Communications Manager Cisco Unified
Communications Manager LDAP
Cisco Unified CM Administration > [ 1>1
1> ]
[CTI Allow Control of Device from
DN CTl ]
[Cisco Unified CM Cisco Unified CM
Administration ]>][ Device 1>[ Phone ]
ID
[Cisco Unified CM Cisco Unified CM Administration ]
> User Management ]>[ End
User ]
[Cisco Unified CM Cisco Unified CM
Administration ]>][ Device ]>[ Phone ]
CTI CTI
[Cisco Unified CM Cisco Unified CM
Administration ]>][ User Management ]>[
User Group ]
Cisco Unified Communications Manager  IM and Presence
Cisco Unified Communications
Manager 164
14 Su




Cisco Unified Communications Manager ~ SIP .

\)

IM and Presence Cisco Unified Communications Manager Tomcat
SAN IM and Presence
IMand Presence DNS
Cisco Sync Agent
Cisco Unified Communications Manager IP
FQDN

Cisco Unified Communications Manager  SIP

Cisco Unified Communications Manager SIP
1|SIP Cisco Unified Communications Manager
112 IM and Presence
SIP
2 | IM and Presence SIP SIP
113 SIP Cisco
Unified Communications Manager  IM
and Presence
3| SRV 115
Cisco Unified Communications Manager
IM and Presence SIP
DNS SRV IM
and Presence
SRV
SRV
4 116 |IM and Presence Cisco
Unified Communications Manager

IM and Presence 14 Ssu
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SIP 115

IM and Presence
SIP PUBLISH
Cisco Unified
Communications Manager Cisco

Unified Communications Manager 1M and
Presence Service

Cisco Unified Communications Manager

Cisco Unified

SIP

116 Communications Manager
Cisco Unified Cisco Unified Communications Manager
Communications Manager IM and Presence Service  TLS
117 IM and
Presence Service Cisco
Unified Communications Manager
TLS

Cisco Unified Communications Manager IM and Presence SIP

1 Cisco Unified CM Administration >

2 [Non Secure SIP Trunk Profile]
3 [Copy]

4

5

* Incoming Transport Type = TCP+UDP

 Outgoing Transport Type TCP

. IM and Presence 14 Su

> SIP

IMP-SIP-Trunk-Profile



IM and Presence SIP .

o[ SUBSCRIBE Accept Presence Subscription ]
« [Out-of-Dialog REFER Accept Out-of-Dialog REFER ]
* [Unsolicited NOTIFY Accept unsolicited notification ]
* [Replaces Accept replaces header ]
[
IM and Presence SIP 113
IM and Presence SIP
Cisco Unified Communications Manager 1M and Presence SIP
SIP 112
1 [Cisco Unified CM Cisco Unified CM Administration [ Device ]>
[ Trunk ]
2 [ ]
3 [ Trunk Type ] [SIP SIP
Trunk ]
4  [Device Protocol] [SIP]
5 [ (Trunk Service Type)] [
None ]
6 [ Next ]
7 1 Device Name ] IMP-SIP
8 [ Device Pool ]
9 SIP IM and Presence IM and
Presence
* IM and Presence DNS SRV
SRV SRV

IM and Presence 14 Ssu .




. IM and Presence SIP

. [ Destination Address ] IM  Presence
IP FQDN +)
16
a) IM and Presence IP FQDN DNS
SRV
b) [ SRV Destination Address is an
SRV ]

Cisco Unified Communications Manager  DNS SRV

_sip._tcp-hostname.tld_sip._tcp.-hostname.tld
Cisco Unified
Communications Manager hostname.tld DNS A

DNS SRV IM and Presence
DNS SRV
IM and Presence
IM and Presence SRV
SIP Proxy DNS SRV
SRV
Cisco Unified Communications SIP DNS
IM and Presence SRV
100 [ Destination Port ] [5060]
11 [SIP SIP Trunk Security Profile ]
SIP
12 [SIP SIP Profile ] [ SIP
Standard SIP Profile ]
13 [ ]
Cisco Unified Communications Manager  IM and Presence SIP DNS
SRV IM and Presence
SRV 115
SIP 115

. IM and Presence 14 Su



SRV B

SRV

Cisco Unified Communications Manager  IM and Presence SIP DNS
SRV IM and Presence
SRV
1 Cisco Unified CM IM and Presence Serviceability [ System ]>[
Service Parameters ]
2 [ Server ] IM and Presence
[ Go ]
3 [ Service ] [Cisco SIP Cisco SIP Proxy ]
4 SRV SRV
5[ 1

SIP

IM and Presence SIP PUBLISH
Cisco Unified Communications Manager Cisco Unified
Communications Manager  IM and Presence Service

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence Administration ]
[ Presence 1> Settings 1> Standard Configuration ]
2 CUCMIM Presence Publish Trunk IM and Presence
Cisco Unified Communications Manager SIP
3 [ 1]

Cisco Unified Communications Manager 1M and Presence

IM and Presence 14 Ssu




Cisco Unified Communications Manager 116

IM and Presence Service Cisco Unified Communications Manager
Cisco Unified Communications Manager
IM and Presence

1 Cisco Unified CM IM >[ Presence ]1>][
Gateways ]
2 [ ]
3 [ Presence Gateway] CuCcMm
4 [ Description ]
5[ Presence Gateway |
« Cisco Unified Communications Manager IP FQDN
« Cisco Unified Communications Manager DNS SRV
6 [ 1
SIP 115

Cisco Unified Communications Manager

Cisco Unified Communications Manager

1 Cisco Unified Serviceability [ Tools > -
Control Center - Feature Services ]
2 [ Server ] [Cisco Unified Communications Manager]
[ Go ]

. IM and Presence 14 Su



Cisco Unified Communications Manager

3

* Cisco CallManager

* Cisco TFTP

« Cisco CTIManager

* Cisco AXL Web Service IM and Presence
4

Cisco Unified Communications Manager

[ Start ]

Cisco Unified Communications Manager

IM and Presence Service
IM and Presence Service

SIPPUBLISH

TLS

Manager
IM and Presence

Cisco Unified Communications Manager

Cisco Unified Communications
Cisco Unified Communications Manager

1 | Cisco Unified Communications Manager
TLS 117

Cisco Unified Communications Manager
IM and Presence Service  TLS

2 | Unified Communications Manager ~ TLS

Context 118

Cisco Unified Communications Manager
TLS

Cisco Unified Communications Manager  TLS

IM and Presence Service

TLS

1 [Cisco Unified CM IM
Security ]>[TLS

1>1

2 [
Manager IP

Peer Subject Name ]

IM and Presence

Cisco Unified Communications Manager
Cisco Unified Communications Manager

TLS Peer Subjects ]

SIP PUBLISH
IM and Presence Service

System ]>[
[Add New ]

Cisco Unified Communications

14 SU
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. Unified Communications Manager ~ TLS Context

Description ]

[ B e |

TLS 186

Unified Communications Manager  TLS Context

Cisco Unified Communications Manager ~ TLS

TLS
Cisco Unified Communications Manager ~ TLS 117
1 Cisco Unified CM IM > [ System ] > [
Security ]> [TLS TLS Context Configuration ] [ Find ]

2 [Default_Cisco_UP_SIP_Proxy_Peer_Auth_TLS_Context]

3 TLS Cisco Unified Communications Manager
TLS
4 TLS [ TLS Selected TLS Peer Subjects ]
ST 1]
6 Cisco OAMAgent
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools 1> -
Control Center - Network Services ]
b) [ Server ] IM and Presence [
Go ]
c) [IM and Presence IM and Presence Services ] [Cisco OAMAgent]
[ (Restart)]
d)
7 OAM Cisco Presence Engine
a) [ Tools 1> - Control Center - Feature
Services ]
b) [ Server ] IM and Presence [
Go ]

. IM and Presence 14 Su



Unified Communications Manager  TLS Context .

c) [IM and Presence IM and Presence Services ] [Cisco Presence Engine]
[ Restart ]

d)

Cisco Unified Communications Manager 116

IM and Presence 14 Ssu .




. Unified Communications Manager ~ TLS Context

. IM and Presence

14
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. 121
. 125
. 127
« IM and Presence 141
. SSO IM and Presence
142
. 143
. 145
IM and Presence IM and Presence
IM and Presence IM and Presence

Cisco Unified Communications Manager

. IM and Presence 1x1
IM and Presence

* IM and Presence

. IM and Presence Cisco Unified
Communications Manager

. IM and Presence
. Cisco Unified Communications Manager
. XMPP

IM and Presence 14 Ssu .




» Microsoft Outlook

Microsoft Outlook

. IM and Presence

OVA
OVA 15,000 25,000 IM and Presence OVA
15,000 OVA 25000 25K OVA
6 IM and Presence
75,000 25K OVA 75K
XCP [ Info ] [ Error ]
» 25000 IM OVA ( 75000 )
1 OVA
» 15000 IM OVA ( 45,000 )
7500
OVA
S
Multiple Device Messaging Jabber
25,000 2 Jabber
5
2
25K 25K OVA 1 15K 15K OVA

1

IM and Presence

14

SU
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IMand Presence
IM and Presence
IM and Presence
IM and Presence Cisco Unified
Communications Manager IM and Presence
IM and Presence Cisco Unified Communications Manager
IM and Presence
. IM and Presence
. IM and Presence
. IM and
Presence IM and Presence
* IM and Presence IM and Presence

« IM and Presence
Cisco Unified Communications Manager

IM and Presence

* SIP

* IMandPresence

IM and Presence 14 Ssu .




Cisco Jabber
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Session Management Edition
Cisco Jabber IM and Presence IM and
Presence Jabber

N

IM and Presence Cisco Unified Communications Manager

4:IM and Presence

RTP ! Signaling

XMPP
T — LDAP/AD
LOAP Directory
End Usar Configuration:
1. IM&P is NOT enabled;
o + 2 Service Profile points to IM&P Cluster
i [ Lini ied
. ; Commcamn
S IEHY neger Expressway-C  Exprossway-E
. K -'IL- I nﬁl é =.£
End User Configuration: -~ = o =
i ] it : H - S ;
1. IM&P is enabled; ! Leaf 1-1XXX £ F E? ;
Instant Massaga&‘a’a Unified I
Unified Fresence .o - ! Communication :

cu:;é_:_l!'?’hn:;'m %n;im ﬁ'-_nﬁ_i?' ﬁ [ Internet )ﬂ

| Leaf 2-23XX SME k
! Unified 1
* ¥ i Communi cation
T3 ~ + Manager
0 L LA S,
: Cisco WebEx
: Laaf 3-3XXX e
| Unifed

i 5 p [ _nl;algar
=i
Laafl &-4X XX

Advantages:

1. Nao full mash, easy managemant for large deploymant;
2 Varsion indapandant from Telephony CUCM cluster;
3. Lower cost option for customers with many clustars;
4, Easy XMPP fadaration with 3" parties;

A58

. IM and Presence 14 SuU



IM and Presence

SSO
*[1]-[2] DNs SRV
* [3]-[4] UDS Cisco Unified Communications Manager
* [5]-[8] SAML SSO Cisco Unified Communications Manager
*[9] UC IM and Presence
IM and Presence
« [10] SOAP XMPP
IM and Presence
 [11] Jabber
5:IM and Presence
IDP DNS UDS

| i =
Centralized IM&P

Telephony CUCM
Cluster, 12.0 @ Cluster, 12.0
= 2 5 77,
=] ) o
iy '51] < - 570 5 > [ D)
2 (D) — ®
o T ® T ,
Jabber 11.9 §
IM and Presence
* IM and Presence 115 1 Su4
* IM and Presence Cisco Unified Communications Manager
IM and Presence
. Cisco Unified Communications Manager 10.5
)
« Cisco Jabber 11.9

IM and Presence 14 Ssu




IM and Presence

Apple Push Notification Service (ANS)

115 1 Su4
*i0S
IM and Presence
Cisco Cloud Onboarding
CUCM Cisco Cloud Onboarding
TCT
i0S APN
IM and Presence Service Cisco Cloud Onboarding
Cisco Cloud Onboarding
« Cisco Unified Communications Manager IM and Presence

Unified Communications Manager

115 1 Su4

» OAuth Refresh Logins

* SAML SSO
1 Su4

115 1 Su4

* Cisco AXL Web Service

DNS

IM and Presence

DNS SRV
SRV

Directory
SRV

. IM and Presence

CUCM

Jabber

Cisco

Cisco Unified Communications Manager

115

Cisco Unified Serviceability

Service Activation ]

Cisco Jabber
Cisco Jabber

Cisco Unified Communications Manager

DNS SRV
DNS SRV
_cisco-uds
DNS SRV

14 SU

ILS

Active


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/push_notifications/cucm_b_push-notifications-deployment-guide.html

Active Directory SRV Domain Name

. / /_msdcs/dc/ _sites/ | _tep
. / /_msdcs/dc/ _tcp
SRV
» kerberos
e Idap

e cisco_uds SRV

SRV
. ._cisco_uds
. :_tep
. 0 0
. : 8443
. fqdn
Jabber DNS SRV

nslookup -type=all _cisco-uds._tcp.dcloud.example.com
Server: adl.dcloud.example.com

Address: X.X.X.X

_cisco-uds._tcp.dcloud.example.com SRV service location:
priority = 10

weight = 10

port = 8443

svr hostname = cucm2.dcloud.example.com
cucm2._dcloud.example.com internet address = X.X.X.y

IM and Presence

IM and Presence

IM and Presence 14 Ssu .
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. IM and Presence

IM and Presence
IM and Presence  Feature IM and Presence
1 Group Template IM and Presence
129
IM and Presence LDAP IM
2 LDAP and Presence
130 LDAP
IM and
3 Presence 131 LDAP
IM and Presence
4 132 IM and Presence
IM and Presence UC
5 133 IM and Presence
uc
IM and Presence
6 134 | IM and Presence UC
Cisco
Jabber
IM and Presence
7 Presence IM and Presence
134
OAuth
8 136 OAuth
14 su




IM and Presence  Feature Group Template .

IM and Presence

ILS

9 136 ILS
MRA

10

* IM and Presence
Cisco XCP

IM and Presence

N

Feature Group Template

IM and Presence

IM and Presence

LDAP

IM and Presence

Manager LDAP

LDAP

IM and Presence

IM and Presence

LDAP
Cisco Unified Communications

131

1 IM and Presence

2 [

Cisco Unified CM

User Management ]>[ /
Feature Group Template ]

Find ]
Add New ]

IM and Presence

User Phone/Add ]>[

14 SU .




. IM and Presence LDAP

4
o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
51 Feature Group Template Configuration ]
6 [ 1
LDAP
IM and Presence LDAP 130
IM and Presence LDAP
IM and Presence LDAP
IM and Presence
S
LDAP
LDAP
System Configuration for Cisco Unified Communications
Manager Configure End Users

IM and Presence  Feature Group Template 129
1 IM and Presence Cisco Unified CM
2 [ System ]>[LDAP] > [LDAP LDAP Directory ]
3

a) [ Find ] LDAP

b) [ Add New ] LDAP

. IM and Presence 14 Su



IM and Presence .

4 [ Feature Group Template ]
IM and Presence
5 [LDAP LDAP Directory ]
6 [ 1
70 Perform Full Sync ]
Cisco Unified Communications Manager LDAP

IM and Presence

132
IM and Presence
IMand Presence
[ Update Users ]
IM and Presence
S
[ ] [ ] csv
Bulk
for Cisco Unified Communications Manager
* Home Cluster
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>[ Users 1> Update Users 1> Query ]
2
3 [ Next ]

IM and Presence 14 Ssu .




4
« [Unified CM IM and Presence
Presence ]-
IM and Presence
5
6 [ Job Information ]
70 Submit ]

\}

Enable User for Unified CM IM and

Run Immediately ]

IM and Presence

and Presence

ILS

1 IM and Presence

2 Cisco Unified CM IM
Deployment ]

3 [ Find ]
4 [ AddNew ]
5

. IM and Presence 14 Su

System ]>[ Centralized

Cisco Unified Communications Manager
[Edit Selected]

Cisco Unified Communications Manager



IM and Presence UC .

o[ PeerAddress ] Cisco Unified Communications Manager
FQDN IPv4 IPv6
* [AXL AXLUsername ] AXL
* [AXL AXLPassword ] AXL
6 [ Save and Synchronize ]

IM and Presence

IM and Presence UC 133

IM and Presence UC

IM and Presence
uc IM and Presence
IM and Presence

1 Cisco Unified CM
2 [ User Management ]>[ User Settings ]>[UC ucC

Service ]
3

a) [ Find ]

by [ Add New ] uc
4 [UC UC Service Type ] [IM and Presence]

[ Next ]
5[ Product type ] [IM and Presence
IM and Presence Service ]
6 [ Name ]
70 /1P HostName/IP Address ] IM and Presence
IPv4 IPv6

8 [ 1]

IM and Presence 14 Ssu .




. IM and Presence

9 2
IM and Presence
IM and Presence
1 Cisco Unified CM [
Settings
2
a) | Find ]
by [ Add New ]
3 IM
a) | Primary ]
b) Secondary
40 1
Presence
Presence
LDAP
Presence

. IM and Presence

IM and Presence

14 SU

IM and Presence /1P
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IM and Presence

IM and Presence

User Management ]>[ User
Service Profile ]

IM and Presence
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Presence .

LDAP
LDAP Presence Central
Deployment
UnifiekdCM  IM and
Presence
« LDAP LDAP
LDAP Sygem
Configuration for Cisco Unified Communications Manager Configure End Users
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Query 1>
Bulk Administration ]>][ Users >[ Update Users 1>
Query ]
2
3 [ Next ]
2
4
« [Unified IM and Presence Enable User for Unified IM and Presence ]
- IM and
Presence
e UC -
IM and Presence IM and Presence
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Expressway
c/en/us/support/unified-communications/expressway-series/

products-installation-and-configuration-guides-list.ntml

https://www.cisco.com/

Cisco Expresswvay

Enterprise Parameters ]

OAuth OAuth with Refresh

IM and

5
6 [ Job Information ] [ Run Immediately ]
70 Submit ]
OAuth 136
OAuth
OAuth
1 Cisco Unified CM
2 [ System ]>]
3 [SSO SSO Configuration ] [
Login Flow ] [ Enabled ]
4
OAuth Jabber OAuth
Presence Cisco XCP
ILS
IM and Presence
ILS IM and Presence
ILS
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IM and Presence ILS
URI
ILS System Configuration for Cisco Unified
Communi cations Manager Configure the Dial Plan
ILS
* ILS
* IM and Presence
. DNS SRV
ILS http://www.cisco.com/c/en/us/support/unified-communications/
unified-presence/products-implementation-design-guides-list.html Cisco Collaboration
1]ILS 1D 137
ID ID
StandAloneCluster
ILS
2 ILS ILS
138 ILS
3|ILS ILS
139
ILS
ILS ID
ILS ID
1D
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ILS
1 Cisco Unified CM
2 [ System ]>] Enterprise Parameters ]
30 ID ClusterID ] StandAloneCluster
ID  standAloneCluster ILS
410 1
5 ILS
ID
ILS 138
ILS
Cisco Unified Communications Manager ILS
S
ILS ID 137
1 Cisco Unified CM
2 [ Advanced Features ]>[ILS ILS Configuration ]
3 [ Role ] [
Hub Cluster ] [ Spoke Cluster ]
4 [ Exchange
Global Dial Plan Replication Data with Remote Clusters ]
5 [ILS ILS Authentication Details ]
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ILS

a)
Certificates ]
TLS
b)
Use Password ]
6 [ 1
7 [ILS
[
[
8 OK
9 ILS
Manage Certificates
ILS

ILS Cluster Registration ]

TLS

TLS

Registration Server ]

IP

ILS B

[TLS Use TLS

CA

FQDN

Activate the

Intercluster Lookup Service on the publisher in this cluster ]

Transport Layer Security TLS
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ILS

Tomcat

ILS

IM and Presence

ILS
Cisco Unified

for Cisco Unified CommunicationsManager

ILS
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2 Cisco Unified CM [ Advanced Features ]>[ILS ILS Configuration ]
3 JILS ILS Clusters and Global Dial
Plan Imported Catalogs ] ILS

Cisco Unified Communications  Mobile & Remote Access  Cisco Collaboration Edge
Cisco Jabber
Cisco Unified Communications Manager

Expressway Unified CM

1. Jabber EX/MX/SX

Business-to-Business B2B

Webex
4,
Expressway-C
[ Configuration ] - [ Unified

Communications ] - [Unified CM ]
Expressway-C IM&P

[ Configuration ][ Unified Communication ]
- [IM and Presence IM and Presence Service nodes ]
Expressway-C [ Configuration ]
| Enable ""Mobile and Remote Access" ]
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11: OAuth
Authentication path UCM /LADP
OAuth
Authorize by OAuth token with refresh
OAuth Authorize by OAuth
token
Jabber iOS
Safari
Check for internal
authentication availability
12 : OAuth
Authentication path UCM /LADP

OAuth
Authorize by OAuth token with refresh

Jabber iOS
Safari

Check for internal

authentication availability
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Deployment ]
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SSO

SSO

IM and Presence

IM and Presence

IM and Presence

SSO Jabber
SSO
Jabber
SSO
SSO
1 Cisco Unified CM
a) LDAP [ URI] [ ID]
SSO LDAP LDAP
LDAP Synchronization
b) [ URI]
[ ID]
o [ ] [ 1> ] [Cisco Unified
IM and Presence uc
IM and Presence ]
IM and Presence ]
d [ ] [ 1> ] [
Permission Information ] Cisco CallManager (CCM)
e) IM and Presence
ServiceSettings [Cisco Unified IM and Presence
ucC IM and Presence ]
f) uc (I
1>1 1> [UC Service D
9)
IM and Presence IM and Presence [
1> 1> ]
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h) OAuth [

2 Cisco Unified IM and Presence
Service [ 1>1 ]

IM  Presence
Unified CM

1 Unified CM

Presence
Unified CM

Cisco Unified CM
SIP

1 Cisco Unified CM

a [ 1>1 1
IM  Presence
b) [ 1> ]
Presence ]
IP
c)
1 Unified CM IM and Presence
IM and Presence

1

2 Cisco Unified CM  IM and Presence

a) Cisco Unified CM IM

1>1 ]
1P

Unified CM [
Configuration ]
Deployment Page ]

IM and Presence

OAuth] [ ]

IM and Presence

SIP
IM and

CUCM

IM and Presence

CallManager [IM and

uc

CUCM

Presence Gateway
Centralized
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Presence Gateway Configuration ]

Unified CM

[
Unified CM

Centralized Deployment Page ]

Presence Gateway Configuration ]

b) Cisco UnifiedCM  IP

ACL]

IM  Presence SIP

Unified CM
ACL

o I 1> 1
CM IP

IM Presence
Unified CM
TLS

d [

Configuration ]

TLS

3
4 Cisco Presence Engine

IM and Presence

. IM and Presence

SIP

System ]>[

ACL

14SU1

1>[TLS

[TLS

Cisco Unified CM

14
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Cisco OAMAgent

Cisco IP

DND

SU

CUCM

Security ]>[TLS

TLS

Cisco Jabber
Jabber

CUCM

1>1

I>1

Cisco

Cisco Unified

Cisco

TLS Context

DND ]
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ILS

ILS

ILS

IM and Presence ILS
ILS

ILS IM and Presence Cisco Unified
Communications Manager

Cisco Jabber

Jabber

Unified Communications Manager

ID

OAuth
115(1) SU3

Unified Communications Manager ~ 11.5 (1) SU3
OAuth
Cisco Unified CM IM and Presence

SSO LDAP
M

Cisco Jabber
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d IM and Presence

. IM and Presence

. SIP

» Multicast DNS MDNS - MDNS DNS

MDNS

XCP XCP
MDNS
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MDNS
MDNS
«10S DNS
DNS MDNS
MDNS
DNS
MDNS
DNS IP
FQDN DNS
IP
IP http://www.cisco.com/c/
en/us/support/unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html Cisco Unified Communi cations Manager IM and
Presence IP
1 149 IM

and Presence

IM and Presence Service
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2 | Cisco XCP 150

Cisco XCP Router
3

151
XMPP
TLS
IM and
Presence
4 ID 152 MDNS
ID
ID
5
152 Cisco XCP Router
IM and Presence
6 153
IM and Presence
IM and Presence Service
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. Cisco XCP

IM and Presence Service

MDNS 10S MDNS
1 IM and Presence [Cisco Unified CM IM and Presence
]
2 [System 1> [Service Parameters ]
3 [ Server ] [IM and Presence IM and
Presence Service ]
4 [ Service ] [Cisco XCP Cisco XCP
Router ]
5 XCP
o[ DNS MDNS Multicast DNS MDNS 1-
o[ Router-to-Router ]-

IM and Presence Service  XCP

6 [ ]

Cisco XCP 150

Cisco XCP

Cisco XCP Router
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1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools 1> - Control Center -
Network Services ]
2 [ Server ] [ Go ]
3 [IM and Presence IM and Presence Services ] [Cisco XCP Router]
4 Restart
151
MDNS ID 152
XMPP TLS
IM and Presence Service XMPP XMPP
S
IM and Presence
1 [Cisco Unified CM IM Cisco Unified CM IM and Presence Administration ]
[ System ]>] Security ]>[ Settings ]
2 [XMPP Enable XMPP Router-to-Router Secure

Mode ]
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3 [ 1
152
ID
MDNS ID
ID
N
ID IM and Presence
1 IMand Presence [Cisco Unified CM IM and Presence
]
2 [ Presence ]>[ Settings > Standard Configuration ]
3 ID ID
IM and Presence ID _
ID
41 1
ID
152

Cisco XCP Router
IM and Presence
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[Cisco Unified CM IM Cisco Unified CM IM ]
[ System ]>[ Service Parameters ]
[ Server ] [IM and Presence IM and
Presence Service ]
[ Service ] [Cisco Presence Engine]
[ Parameters that apply to all servers ] [
Presence Change Throttle Rate ]
10 100 50
[ ]
SIP
153
1(SIP 154 | SIP WAN

IM and Presence
TCP

2 | IM and Presence Service
154

3 | IM and Presence Service
156
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SIP

1 [Cisco Unified CM IM

Administration ]
2 [ /
WAN
3 [

[

Cisco Unified CM IM and Presence

Presence ]>[ Routing ]>[
Method/Event Routing Status ] [
IM and Presence TCP
Preferred Proxy Server ] | SIP TCP

Default SIP Proxy TCP Listener ]

a1 1

IM and Presence Service

1 [Cisco Unified CM IM

Cisco Unified CM IM

[ System ]>[ Service Parameters ]
2 [ Server ] IM and Presence
3 [ Service ] [Cisco SIP Proxy]
4 RouteEmbedTemplate
5
S 1

IM and Presence Service

. IM and Presence

14
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IM and Presence Service

13: - A
74..7812345* 1.2.3.4:5060
74..7867890* 5.6.7.8.9:5060
74..7811993* 10.10.11.37:5060

IM and Presence Service

* 73..7812345* 74
* 74..781*

* 74...7812345*

B
471... . XX*

IM and Presence Service

14: - B
471....34* 20.20.21.22
471...55* 21.21.55.79

IM and Presence Service

* 47...344% 471

* 471...4*
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. IM and Presence Service

* 471.450*

IM and Presence Service

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Routing ]>] Static Routes ]

4 [ Next Hop ] IP FQDN

5060

TCP UDP TLS
8 [ Static Route Configuration ]

IM and Presence Service
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15 : IM and Presence Service

255
SIP 100
IM and Presence
Service
*
IM and Presence Service
1

IP

\* *

255
IP
Next Hop FQDN IP
IM and Presence Service DNS SRV
DNS SRV
DNS SRV
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Next Hop 5060
Port .
IM and Presence Service DNS SRV
DNS SRV
0
[ User ] [
Route Type Domain ] [ User ]
SIP URI sip:19194762030@myhost.com
19194762030 myhost.com
[ User ] IM and Presence Service ~ SIP
19194762030
[ Domain ] IM and
Presence Service  SIP myhost.com
TCP UDP TLS
Protocol Type TCP
Priority
1
1 65535

. IM and Presence
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1 65535
3
1,20
«1,10
* 2,50
1
2
IM
and Presence 1
SIP SIP
20 10
2 IM and Presence
1
2
Allow
Less-Specific
Route
[

Block Route ]
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. 161

. 163

« Cisco Unified Communications Manager 164

* IM and Presence CA 167

« IM and Presence Service 170

* CSR 175

. 177

. 180

ID IM and Presence
IM and Presence Cisco Unified
Communications Manager Cisco Jabber
DNS

IM and Presence 2

IM and Presence

«CA -
CA  Verisign
Linux Unix 10S
CA

Cisco Unified Communications Manager

CA
Entrust Digicert Windows 2003

WAN
WAN
CA
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CA
WAN CA
IM and Presence SAN
CSR
IM and Presence Services
IM and Presence
IM and Presence Service
\}
-ECDSA EC
RSA
16:
tomcat Cisco Client Profile | tomcat- trust IM and Presence Service

tomcat-ECDSA

Agent

Cisco AXL Web
Service

Cisco Tomcat

Cisco Jabber

Cisco Unified CM IM

Web

IM and Presence Service
LDAP

ipsec

ipsec-trust

IPSec
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cup, Cisco SIP Proxy cup-trust Expressway-C SIP
cup-ECDSA Cisco Presence IM and
Engine Presence IM and Presence
Exchange/Office 365
cup-xmpp Cisco XCP cup-xmpp-trust XMPP Cisco
Connection
cup-xmpp-ECDSA Jabber
Manager XMPP CAXL
Cisco XCP Web
Connection
Manager
Cisco XCP XMPP
Directory service LDAP Cisco XCP
Cisco XCP Router Directory
IM and Presence
Service

Cisco XCP Router

CUP-XMpP-$25 Cisco XCP XMPP | cup-xmpp-trust XMPP
Federation XMPP

up-xmpp-525-ECDSA | connection Manager

Cisco Unified Communications Manager

* IM and Presence SIP

* IM and Presence Service  SIP

* SIP
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. Cisco Unified Communications Manager

* IM and Presence Service cup-trust CN SIP

Cisco Unified Communications Manager

Cisco Unified Communications Manager

N\

Cisco Unified Communications Manager  IM and Presence

1 | IM and Presence Cisco IM and Presence Cisco Unified
Unified Communications Manager Communications Manager
164
2 | IM and Presence IM and Presence Service
165

Cisco Unified Communications Manager

3 | IM and Presence Cisco Unified IM and
Communications Manager Presence Cisco Unified
166 Communications Manager

Callmanager-trust

IM and Presence Cisco Unified Communications Manager

IM and Presence Cisco Unified Communications Manager

. IM and Presence 14 Su



IM and Presence .

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ System ]>] Security 1>
Certificate Import Tool ]
2 [ Certificate Trust Store ] [IM and Presence IM/P
IM and Presence IM/P  Service Trust ]
3 Cisco Unified Communications Manager IP FQDN
4 Cisco Unified Communications Manager
5[ Submit ]
Cisco Unified Communications Manager
Cisco Unified Communications Manager
[Cisco Unified IM and Presence
(O1] Cisco Unified IM and Presence OS Administration ]>[ Security 1>
[ Certificate Management ]
TLS RSA
ECDSA
6 Cisco SIP
a) IM and Presence [Cisco Unified IM and Presence Cisco Unified
IM and Presence Serviceability ] [ Tools 1> -
Control Center - Feature Services ]
b) [ Server ] [IM and Presence Service]
[ Go ]
c) Cisco SIP Proxy
IM and Presence 165

IM and Presence

IM and Presence Service
Cisco Unified Communications Manager

IM and Presence 14 Ssu .




. IM and Presence

Cisco Unified Communications Manager

1 IM and Presence [Cisco Unified IM and Presence OS Cisco Unified IM and
Presence OS ] [ Security 1>
Certificate Management ]
2 [ (Find)]
3 cup-pem
cup-ECDSA . pem
4 [ ]
IM and Presence cup.csr
Cisco Unified Communications Manager CA
IM and Presence Cisco Unified Communications Manager 166
IM and Presence Cisco Unified Communications Manager
IM and Presence Cisco Unified Communications
Manager  Callmanager-trust
IM and Presence 165
1 Cisco Unified OS
2 [ Security 1> Certificate Management ]
3 [ ]
4 [ Certificate Name ] [Callmanager-trust]
5 IM and Presence

. IM and Presence 14 Su



IM and Presence CA .

6 [ Upload File ]
7 Cisco CallManager
a) Cisco Unified Serviceability [ Tools 1> -
Control Center - Feature Services ]
b) [ Server ] Cisco Unified Communications
Manager [Go ]
c) Cisco CallManager [ Restart ]

IM and Presence CA

IM and Presence CA
CA IM and Presence
1|CA CA
167
IM and Presence
2 | Cisco Intercluster Sync Agent Cisco
168 Intercluster Sync Agent
3 CA CA
169
CA IM and Presence
. > 1 > 2
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. Cisco Intercluster Sync Agent

1 1M and Presence [Cisco Unified CM IM
]
2 [ Security 1> Certificate Management ]
30 / ]
4 [ Certificate Name ] 1
*CA tomact
*CA cup-xmpp CA CUp-Xmpp-s2s
cup-xmpp-trust
5
6 [ Browse ]
70 Upload File ]
8 [ / Upload Certificate/Certificate chain ]
Cisco Intercluster Sync Agent 168

Cisco Intercluster Sync Agent

IM and Presence
Cisco Intercluster Sync Agent

CA
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools 1> - Control Center -
Network Services ]
2 [ Server ] [IM
and Presence Service] [ Go ]
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CA B

utils service restart Cisco Intercluster Sync
Agent Cisco Intercluster Sync Agent

3 Cisco Intercluster Sync Agent

172

CA

Cisco Intercluster Sync Agent CA
IM and Presence

)

-ECDSA

1 Cisco Unified CM IM [ Diagnostics ]>[
System Troubleshooter ]

2 [ Inter-clustering Troubleshooter ] [ TLS
Verify that each TLS-enabled inter-cluster

peer has successfully exchanged security certificates ]

CA

4 [ Presence ]1>][ Inter-Clustering ] [
System Troubleshooter ]

5[ Force Manual Sync ]

6 60

7 [ Certificate Status ] Connection is
secure

8 [ Certificate Status ] Connection is
secure IM and Presence
Cisco Intercluster Sync Agent 5 7
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. IM and Presence Service

. CLI utils service restart Cisco Intercluster Sync Agent
. Cisco Unified IM and Presence Serviceability =~ GUI
9 [ Certificate Status ]
Connection is secure
CA
IM and Presence Service
IM and Presence Service
IM and Presence CA
CA CA
CA IM and Presence
IM and Presence CA 167
1 Upload IM and Presence Service
Certificates 171

2 | Cisco Tomcat 172 Tomcat Cisco Tomcat

3 172 Tomcat Cisco Tomcat

4 Cisco XCP cup-xmpp

173
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Upload Certificates .

Cisco XMP Router

5 | Cisco XCP XMPP Federation Connection | (XMPP )  XMPP
Manager 174 cup-xmpp
Cisco XCPXMPP
6 | XMPP (XMPP ) TLS
XMPP
174 cup-xmpp
XMPP

Upload Certificates

IM and Presence Service

tomcat
S
-ECDSA
CA CA
CA CA
IM and Presence Service
1 [Cisco Unified IM and Presence OS Cisco Unified IM and Presence OS Administration ]
[ Security 1> Certificate Management ]
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. Cisco Tomcat

2 [ / ]
3 tomcat
4
5 [ Browse ]
6 [ Upload File ]
7 IM and Presence Service
Cisco Tomcat
Cisco Tomcat
IM and Presence tomcat Cisco
Tomcat
1 CLI
2 utils service restart Cisco Tomcat
3
Cisco Tomcat
IMand
Presence
1 Cisco Unified CM IM [ Diagnostics ]>[
System Troubleshooter ]
2 [ Inter-clustering Troubleshooter ] [ TLS

Verify thateach TLS-enabled
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Cisco XCP .

inter-cluster peer has successfully exchanged security certificates ]

3 IP IP
CA

4 [ Presence ]>[ Inter-Clustering ]
System Troubleshooter

5 [ Force Manual Sync ]
6 [ Tomcat Also resync peer's Tomcat certificates ]
[OK]
7 60
8 [ Certificate Status ] Connection is
secure
9 I Certificate Status ] Connection is
secure IM and Presence
Cisco Intercluster Sync Agent 5 8
. CLI : utils service restart
Cisco Intercluster Sync Agent
. Cisco Unified IM and Presence Serviceability  GUI
10 [ Certificate Status ]

Connection is secure

Cisco XCP

IM and Presence Service cup-xmpp cup-xmpp-ECDSA
Cisco XCP Router

\}

Cisco Unified IM and Presence Serviceability GUI Cisco XCP Router

1 CLI

IM and Presence 14 Ssu .




. Cisco XCP XMPP Federation Connection Manager

2 utils service restart Cisco XCP Router

Cisco XCP XMPP Federation Connection Manager

IM and Presence

CUp-Xmpp-s2s

cup-xmpp-s2s-ECDSA Cisco XCP

XMPP Federation Connection Manager
1 CLI
2 utils service restart Cisco XCP XMPP Federation Connection Manager
3

XMPP TLS

XMPP
XMPP Cup-xmpp-s2s
cup-xmpp-s2s-ECDSA IM and Presence
SAN
example.com  SAN XMPP

*.example.com  SAN
IM and Presence

)

conference.example.com

cup-xmpp-s2s
IM and Presence OS
Certificate Management ]

cup-xmpp-s2s-ECDSA
>
CUp-XmMpp-s2s

Cisco Unified
Security 1>
cup-xmpp-s2s-ECDSA
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CSR B

10 System ]>] Security Settings ]
2 [XMPP Enable Wildcards
in XMPP Federation Security Certificates ]
3 [ 1
Cisco XMPP Federation Connection Manager XMPP
XMPP
IMand Presence
TLS XMPP
CSR
CSR CSR
CA
1 Cisco Unified OS [ Security 1> Certificate
Management ]
2 [CSR Generate CSR ] [ Generate
Certificate Signing Request ]
3
4 [ Distribution ] IM and Presence
SAN
5
6
7 CSR
a) [CSR Download CSR ]
b) [ Certificate Purpose ]

c) CSR
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CSR CA

Unified Communications Manager  IM and Presence Service  CA
CSR
|
155U4
17 Cisco Unified Communications Manager CSR (15SU4 )
IP
(1.36.155.7.3.1)
(1.36.155.7.32)
(1.36.15.5.7.35)
CallManager Y Y Y Y N Y
CallManager-ECDSA
CAPF N Y Y Y N Y
ipsec N Y Y Y Y Y Y
tomcat Y Y Y Y N Y
tomcat-ECDSA
TVS N Y Y Y Y Y
|
155U4

CA
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18 : IM and Presence Service CSR (15504 )
P
(1.36.155.7.3.1)
(1.36.155.7.32)

(136.155.7.35)
cup N Y Y Y Y N Y
cup-ECDSA
cup-xmpp Y Y Y Y Y N Y

cup-xmpp-ECDSA

Ccup-Xmpp-s2s Y Y Y Y Y N Y

cup-xmpp-s2s-ECDSA

ipsec N Y Y Y Y N Y

tomcat Y Y Y Y N Y

tomcat-ECDSA

1 Cisco Unified OS [ Security 1> Certificate
Management ]

2 [ Generate Self-signed ]

3

4

5

6 SHA256

7 [Generate]
tomcat multisan IM and Presence [cup*]  Multisan
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. IM and Presence Service

IM and Presence Service

IM and Presence

and Presence

Cisco Unified Communications Manager Cisco Tomcat

CA
Cisco Unified Communications Manager  IM

CA

Sync Agent

IM and Presence Service Cisco Intercluster

30

1 [Cisco Unified
[

2 [ (Find)]
[
tomcat-trust

* Tomcat

* Cup-xmpp

e Cup-xmpp-s2s

e Cup

* Ipsec

. IM and Presence

Administration] [
Certificate Management ]

Security 1>

Certificate List ]

tomcat trust

Tomcat-ECDSA  tomcat-trust
Cup-xmpp-ECDSA  cup-xmpp-trust

Cup-xmpp-s2s-ECDSA  cup-xmpp-trust

Cup-ECDSA  cup-trust

ipsec-trust

CA
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Cisco Unified Communications Manager Tomcat .

4 [ Delete ]
[ Delete ]
5 IM and Presence Service
Tomcat Cisco Unified Communications Manager IM and
Presence Service tomcat-trust Cisco
Unified Communications Manager Tomcat 179
Cisco Unified Communications Manager Tomcat

Cisco Unified Communications Manager
1 tomcat Cisco Unified Communications Manager

-EC
CA IM and Presence Service Cisco
Unified Communications Manager 30
1 Cisco Unified [ (Security)] > [
(Certificate Management)]
[ Certificate List ]
2 [ Certificate ]
[ begins with ] tomcat-trust [
(Find)]
[ Certificate List ] tomcat-trust
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3 IMand Presence FQDN
IM and Presence

4 IM and Presence Service tomcat-trust

tomcat-trust

5 Issuer Name CN=  Subject Name CN=
6 CA Cisco Unified Communications
Manager [ Delete ]
[ Delete ]
7 IM and Presence Service 4 5 6
1 180
2 | OCSP 182
OCSP
Unified Communications Manager IM and Presence
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w

[Cisco Certificate Expiry Monitor]

Monitor

[

Tools 1>
Control Center - Network Services ]

Cisco Certificate Expiry Monitor Service ]

Cisco Unified Serviceability

[Cisco Certificate Expiry
Running ]

Unified Communications Manager

and Presence

[
[

[LSC
LSC

IM and Presence

Security 1>
Notification Start Time ]

Notification Frequency ]

[

Enable LSC Monitoring ]

ID E-mail IDs ]

Online Certificate Status Protocol OCSP

182

IM and Presence

24

Cisco Unified OS

Certificate Management ]

24

Cisco Unified IM

Enable E-mail notification ]

14
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B ocsr
OCSP
OCSsP OCSP
CA CA tomcat-trust
OCSsP
1 Unified Communications Manager Cisco Unified OS
IM and Presence Cisco Unified IM and Presence
2 [ Security 1> Certificate Revocation ]
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4 [ Enable Revocation Check ]
5[ Check Every ]
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. IM and Presence 14 Su



13

. 183
. 183
IM and Presence IM
and Presence TLS FIPS
IM and Presence Cisco Unified Communications Manager
Cisco Unified Communications Manager Security

for Cisco Unified Communications Manager

IM and Presence

1 184 IM and Presence
2 XMPP 185 XMPP
3|TLS 186 TLS

IM and Presence 14 Ssu .




4|TLS 186 TLS TLS TLS
5 | FIPS 187 FIPS FIPS
IM and Presence

Ixt

Cisco Unified IM and Presence OS

IM and Presence
Cisco Unified CM IM
Cisco Unified IM and Presence Cisco Unified
IM and Presence Cisco Unified IM and Presence IM
and Presence
1 JIxt
2 Cisco Unified IM and Presence
3 [ Software Upgrades > [
Customized Logon Message ]
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TLS TLS
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Cisco AXL Web Service ] [ ]

. [ Restart ]
4
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IM and Presence
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools ]>[ - Control Center -
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2 [ Server ] IM and Presence
[ Go ]

3 IMand Presence Cisco Sync Agent

. IM and Presence 14 Su



4 [ Restart ]
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Go ]
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Intercluster Sync Agent 197
Intercluster Sync Agent
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2
3 [ (Find)]
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c) TLS [ Certificate
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5
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certificates ]
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X
Cisco Intercluster Sync Agent InterClusterSyncAgentPeerPeriodicSyncingFailure
Intercluster 2
1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ System ]>[ Service Parameters ]
2 [ Server ] Intercluster Sync Agent
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* Cisco
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(Inter-Clustering)
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1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Presence ]1>[ Settings > Standard
Configuration ]

2
Cisco Jabber Cisco Jabber
Jabber
3
Cisco Jabber
4
5
Cisco Jabber

6
[
8 Cisco XCP Router Cisco Presence Engine

a) Cisco Unified IM and Presence Serviceability [ Tools ] >[

- Control Center - Feature Services ]
b) Cisco Presence Engine [ Restart ]
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. IM and Presence 14 Su



216
213
1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Presence ]1>[ Settings > Standard ]
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3 IMandPresence Service
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IM and Presence Service
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Settings ]
2 [Enable instant meessaging]
3
Allow clients to log instant message history (on supported clients
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2 [ ]
3 [ Database Name ]

6 [Hostname] IP
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b)
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c) [ Enable High Availability ]
d [ 1]
e)
2
a) [Cisco Unified CM Cisco Unified CM Administration ] [
Messaging > [ Group Chat and Persistent Chat ]
b) [ Enable Persistent Chat ]
o [ 1
3 Cisco Unified CM Cisco XCP
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b)
c) Cisco XCP
d)
Cisco XCP Cisco XCP Text
Conference Manager 243
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1 [Cisco Unified IM and Presence Cisco Unified IM and Presence
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- Feature Services ]
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4 OK
5 [ Refresh ]

\}

Microsoft SQL

11.5(1)

11.5(1)

2 IM and Presence
Service

* CREATE TABLE

* CREATE PUBLIC DATABASE LINK

* PostgreSQL

CREATE EXTENTION dblink dbowner
dblink EXECUTE

. IM and Presence 14 Su



GRANT EXECUTE ON FUNCTION DBLINK_CONNECT(text) to <user>

GRANT EXECUTE ON FUNCTION DBLINK_CONNECT(text,text) to <user>

* Oracle
GRANT CREATE TABLE TO <user_name>;

GRANT CREATE PUBLIC DATABASE LINK TO <user_name>;

* PostgreSQL pg_hba.conf

* [M and Presence

. PostgreSQL

192.168.10.1
pg_hba.conf
host dbName 192.168.10.0 /7 24
IM and Presence Service Cisco Unified CM IM and Presence
IM and Presence Service [ System ]>]
Services ] Cisco XCP Text Conference Service
[ Messaging ]>[ External Server Setup >
External Database Jobs ]
15SU2
[ ]
[ Search ]
[ Add Merge Job ]
[ Merging External Databases ]
o[ Database Type ] [Oracle]
[Postgres]
. 2 IP
[ Database Type ] [Oracle]
[ Database Type ] [Postgres]

IM and Presence 14 Ssu .



DB1
DB2 DB2
MINVALUE(1) 1
DB1 DB2
DB2 DB1 DB2
7 [Feature Feature Tables ] [Text Conference TC ]
8 [ Validate Selected Tables ]

Cisco XCP Text Conference

9 I Validation Details ]
Merge Selected Tables ]
10 [
Jobs ]
[ Find ]

[1D]
11  Cisco XCP Router
12 IM and Presence Service
13
2
6

. IM and Presence 14 Su

Find And List External Database

[ Find ]

Cisco XCP Text Conference Service

IM and Presence IM and Presence



TC
Cisco XCP

Room 3, Node 2

\ Room 4,
am
_—

Room 1, Node 1

Node 2
= Room 2, 4
3 Node 1 External DB 2
= .
(] »
= )
| = >
DB Sync ® @
IM&P cluster
Node 1 sNode 2
Jabber Client, Jabber Client, g
User A User B 2
2 HA 4 IM and Presence
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1 2
* Andy 1A - 1A . 2A
. 2B

. 1B
1. 4 1A
2. TC 1A
3. 90 Server Recovery Manager SRM TC
4. 1B 1A HA [

Running in Backup Mode ] [
Failed Over with Critical Services not Running ]
5. HA Andy 1A
1B
6. 1B
7.
2 HA 4 IM and Presence
4
1 2
* Andy 1A - 1A . 2A
. 2B

. 1B
1 4 1A
2. TC 1A
3. 1B 1A HA [

Running in Backup Mode ] [

Failed Over with Critical Services not Running ]
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4. HA Andy

1B
5. Bob Catherine Deborah 1B
6. IM and Presence Service
7. 1A | Taking Back ] 1B [

Falling Back ]
8. Andy 1B Bob Catherine Deborah

1A

9. 1B HA [ Falling Back ] [ Normal ]
10. 1A HA [ Taking Back ] [ Normal ]
11.

IM and Presence 14 Ssu .
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. 251

. 253
. 256
. 270
MFT Cisco Jabber

269

IM and Presence

IM and Presence 14

252

o -




_File sander_

& 1. Sendar uploads file via HTTP
|= and receives fila URI in responsa =~

|HN B L )

L —

| 5
File recipiant E’
1. HTTP IM and Presence
URI
2. IM and Presence
3. IM and Presence
4, IM IM URI
5. IM and Presence Service HTTP IM and Presence
6
7
IM

. IM and Presence 14 SuU



. IM and Presence Service
FQDN

IM and Presence

* IM and Presence IM and Presence 1
. Database Setup for IM and
Presence Service on Cisco Unified Communications Manager
AFT_LOG
* |Pv6 IPv6 IPv6
40
. IM and Presence Service Cisco XCP
. ext4 SSHv2 SSH
. OpenSSH 49 6.X 7.X

IM and Presence 14 Ssu .




14SU3

A

OpenSSH 8.X 14SU3

* IM and Presence Service
60 MB

show fileserver transferspeed CLI

for Cisco Unified Communications Solutions

1

. IM and Presence Service

0 4GB
e1
. 12000 1 100 KB 2

8 19.2 GB
« IM and Presence Service /opt/mfFtFileStore/node 1/
. /Tiles/
*3 /chat_type/ im persistent groupchat

. IM and Presence 14 Su



. /YYYYMMDD/

. /HH/ 1 1,000
/HH.n/

file_name

/opt/mFtFileStore/node_1/files/chat_type/YYYYMMDD/HH/file_name

+2014 8 11 1500 1559UTC 1 1IM

/opt/mfFtFileStore/node 1/files/im/20140811/15/File_name
2014 8 11 16.00 16.59 UTC

/opt/mfFtFileStore/node_1/files/persistent/20140811/16/file_name

+2014 8 11 16.00 16.59UTC 1001

/opt/mftFileStore/node_1/Ffiles/groupchat/20140811/16.1/file_name

\)

IM and Presence Service SSHFS

IM and Presence Service SSH

 IM and Presence Service

* SSHFS IM and Presence Service

. IM and Presence Service
IM and Presence Service

IM and Presence 14 Ssu .




IM and Presence
. 253
. 253

https://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-installation-and-configuration-guides-list.html IM and Presence

1 257 | IMand Presence
2

258
3

259
4

260

5

261

. IM and Presence 14 Su


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

[op)

6 | IM and Presence Service
263
7 | Cisco XCP
265 Cisco XCP File Transfer
Manager
8 265 | IM and Presence
9 268
IM and Presence

IM and Presence Service

IM and Presence

https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

[Cisco Unified CM IM

[ Messaging 1>
External Databases]
[ ]
[ Database Name ]
[Hostname]

IM and Presence

Cisco Unified CM IM and Presence Administration ]
External Server Setup ]>[

14 SU



https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

8 [ 1
9
253
1 Linux
2 root SSHv2 OpenSSH 4.9

# telnet localhost 22
Trying ::1...

Connected to localhost.
Escape character is "/]".

SSH-2.0-OpenSSH_5.3

# ssh -v localhost
OpenSSH_5.3p1, OpenSSL 1.0.0-fips 29 Mar 2010
debugl: Reading configuration data /root/.ssh/config ...

...debugl: Local version string SSH-2.0-OpenSSH_5.3

3 / /etc/ssh/sshd_config

* RSAAuthentication

 PubkeyAuthentication

. IM and Presence 14 Su



259

258

1 root

# useradd -mmftuser

# passwdmftuser

# sumftuser

3 ~mftuser

$ mkdir-mftuser/.ssh/

4 _ssh authorized_keys

$ touch~mftuser/.ssh/authorized_keys

IM and Presence

14

mftuser

SSH

mftuser

.ssh

“ -




5 SSH
$ chmod 700 ~mftuser (directory)
$ chmod 700 ~/.ssh (directory)

$ chmod 700 ~/._ssh/authorized_keys (file)

Linux SSH

260
IM and Presence Service
[
1
\)
/ IMand Presence
Service
259
1 root
$ exit

2 IM and Presence Service

/opt/mftFileStore/

. IM and Presence 14 Su



# mkdir -p /opt/mftFileStore/

/opt/mftFileStore/ mftuser

# chownmftuser:mftuser /opt/mftFileStore/

mftuser mftFileStore

# chmod 700 /opt/mftFileStore/

mftuser

# sumftuser

/opt/mftFileStore/

1

$ mkdir /Zopt/mftFileStore/{node_1,node_2,node_3}

Cisco Unified CM IM and Presence

. IM and Presence Service
3 {node_1,node_2,node_3}
. im groupchat
persistent IM and Presence Service

261

260

IM and Presence 14 Ssu .




$ ssh-keyscan -t rsa host

host FQDN IP

ssh-keyscan -t rsahost

. /etc/ssh/ ssh_host_rsa_key.pub

ssh-keyscan -t rsahost

ssh_host_rsa_key.pub

2 ssh_host_rsa_key.pub ssh-keyscan -t rsahost

FQDN 1P

FQDN Ip

hostname ssh-rsa AAAQEAzRevIQCH1KFAnXwhd5UVEFzJs...
...a7y49d+/Am6+ZxkLc4ux5xXZueL3GSGt4rQUy3rp/sdug+/+NIMQ==

3 ssh-keyscan -t rsahost IM and
Presence Service

4 authorized_keys IM and Presence

269

. IM and Presence 14 Su



IM and Presence Service .

IM and Presence Service 263

IM and Presence Service

1
1
261
. FQDN IP

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence

Administration ] [ Messaging ]>[ External Server Setup 1>

[ External File Servers ]
2 [ ]

[ External File Servers ]
3

264

41 1]
5

Cisco XCP 265

IM and Presence 14 Ssu .




128

/IP IP
Host/IP Address
o[ /IP Host/IP Address ]
[ External File Server
PublicKey ]
. Cisco XCP Router
External File
Server Public Key
$ ssh-keyscan -t rsahost host
IP FQDN
FQDN IP
/

extFileServer.cisco.com ssh-rsa AAAQEAZzRevIQCH1KFAnNXwhd5UVEFzJs...
...a7y49d+/Am6+ZxkLc4ux5xXZuel 3GSGt4rQUy3rp/sdug+/+NIMQ==

[ /1P Host/IP Address ]
FQDN IP
[ P Host/IP Address ]
extFileServer
extFileServer rsa

/opt/mfFtFileStore/node_1/
External File
Server Directory

. IM and Presence 14 Su



Cisco XCP .

Cisco XCP

Cisco XCP File Transfer Manager

IM and Presence Service 263
1 [Cisco Unified IM and Presence Cisco
Unified IM and Presence Serviceability ]
2 [ Tools ]>[ Service Activation ]
3
[ Go ]
4 Cisco XCP
5 Cisco XCP
6
265

IM and Presence

IM and Presence 14 Ssu .




1 CiscoUnified CM IM [ Messaging ]>

[ File Transfer ] [ File Transfer ]
2 [ File Transfer Configuration ] [
Managed File Transfer ] [
Managed and Peer-to-Peer File Transfer ]
267
30 Maximum File Size ] 0 4
GB

Cisco XCP Router

4 [ Managed File Transfer Assignment ]
a)
b)
s 1
[ Save ] [ Node
Public Key ]
6
authorized_keys
a) [ Managed
File Transfer Assignment ] [ Node
Public Key ] IP FQDN
ssh-rsa

YC2EAAAAB IWAAAQEADP2g+S2XDEZptN11S5h5nwV 1eKBnFG2pdweK i LFzu/sFLegiol IgA8JBguNY/ . .

- . -5s+tusrtBBuci CkH5gFXwrsFSO00A I FRvwn gl xmKm I SOW2r fFOQp+A+G4AMVpTxHgaonw== imp@imp_node

. [ File Transfer
Type 1 [ Disabled ] [ Peer-to-Peer ]

. IM and Presence 14 Su



b) mftuser
~mftuser/.ssh/authorized_keys

authorized_keys
IM and Presence Service

C) authorized keys

RTMT

Cisco XCP Router

268

Cisco XCP Router

File Transfer ]

Disabled

Peer-to-Peer

]

IM and Presence

14 SU




IM and Presence Service 10.5(2)
265
1
a) [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging ]>[ External Server
Setup ]>[ External Databases]
b) [ External Database Status ]
2 IM and Presence Service
a) [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging ]1>[ External Server
Setup ]1>[ External File Servers ]

. IM and Presence 14 Su



b) [ External File Server Status ]

/
/etc/ssh/ssh_host_rsa_key

/etc/ssh/ssh_host _rsa key.pub

$ ssh-keygen -t rsa -b 2048

FQDN IP
hostnamessh-rsa AAAAB3NzaClyc... Linux
FQDN
$ ssh-keygen -t rsa -b 2048 $

ssh-keyscanhostname

IM and Presence
[ External File Server Configuration ] [
External File Server Public Key ]

SSH
SSH SSHD

The diagnostics tests for this External File Server may be run from here.

IM and Presence 14 Ssu .




pingable -7

Authorized_key

349
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. 271

. 272

. 272

. 273

. 273

. 274

. 275

. 276

. 278

MDM

MDM
cc

MDM IM

MDM

MDM Jabber

IM and Presence 14 SuU .




221
S
Multiple Device Messaging Jabber
25,000 2 Jabber
5
1 [Cisco Unified CM IM Cisco Unified CM IM ]
[ System ]>] Service Parameters ]
2 [ Server ] [IM and Presence IM
and Presence Service Publisher ]
3 [ Service ] [Cisco XCP Cisco
XCP Router (Active) ]
4
S 1
6 Cisco XCP Router
a) Cisco Unified IM and Presence Serviceability [ Tools 1> [
- Control Center - Network Services ]
b) [ Server ] IM and Presence
c) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco
XCP Router ] [ (Restart)]

. IM and Presence 14 Su



Alice MDM
1. Alice Jabber Jabber
2. Alice Bob IM
Alice
A\
IM MDM Jabber
Jabber
Jabber
3. Alice 20 Bob
4. Alice 3 Colin 3
Alice 2
5. Colin Alice Bob
6. Alice Bob Colin
7. Alice
1. Alice Jabber Bob
Jabber

IM and Presence 14 Ssu .




2. Jabber
3. Jabber
4, Bob Alice Alice Jabber
Alice Bob
5.
* <ig>
. Alice <message>
A\
5
6. Alice Jabber
Bob Alice
MDM
25:
Cisco Jabber Clients MDM 11.7 Jabber
MDM
MDM  Message Archiver

. IM and Presence

14 SU




MDM

Expressway Cisco Expressway IM and Presence
MDM
Expressway X8.8

Server Recovery Manager
IM and Presence

[Cisco Server Recovery Manager]

2
MDM

MDM Cisco XCP MDM
MDMSessions MDM
MDMSilentModeSessions
MDMQuietModeSessions
MDMBufferFlushes MDM
MDMBufferFlushesLimitReached

MDM

MDMBufferFlushPacketCount
MDMBUufferAvgQueuedTime MDM

IM and Presence 14 Ssu .




Multiple Device Messaging MDM

IM and Presence

IM &amp; P

* Spark
JSM

JSM
JSM

JSM

JSM

Jabber Session Manager (JSM)

* JsmClientSessionsActive

* JsmPhantomSessionsActive

« JsmHybridSessionsActive

JSM

JSM

RTMT
RTMT

[Alert Central]
2 [IMand Presence]

JSMSessionsExceedsThreshold

RTMT

3 [ISMSessionsExceedsThreshold]

Alert/Properties

. IM and Presence

]

14

SU

CPU

HA

JSMSessionsExceedsThreshold

OVA
80% 10
RTMT JSMSessionsExceedsThreshold
[ System ]>[

JSMSessionsExceedsThreshold

[

/

Set

Tools 1>



4 [ Enable Alert ]
5 JSM 80%
6 [ 1
7 10
8 [ Next ]
9o 1
JSM
JSM
OVA JSM OVA
15
5K OVA 7.5K
15,000 OVA 225k
25K OVA 375k
Y
1.
JSM 50%
2. HA JSMSessionsExceedsThreshold
RTMT
CPU CPU
IM &amp; P
IM &amp; P
IM and Presence 14 SuU




1 Cisco Unified IM and Presence Reporting

2 [ System Reports ]>[IM and Presence IMand
Presence User Sessions Report ]

3 [ Generate Report ]

4 OK

5[ ReportName ] [IM and Presence IM and Presence

User Sessions Report ]

. 2
. 1
6 [ Reports ] [ download ]
Csv
71 Count of users logged in from one or more
devices ]
8 [ Reports ] [ download ]
Csv
[ Number of sessions ] [

device type ]

. IM and Presence 14 Su



iPad iPhone
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. 281

. 282

. 283

. Active Directory 289
. 292

Cisco Unified Communications Manager

LDAP Cisco Unified
CM [ User Groups ]
Cisco Jabber
Cisco Jabber LDAP
Jabber LDAP
Windows Microsoft Active Directory LDAP

IM and Presence 14 SuU




Cisco Jabber

Cisco Jabber

LDAP LDAP
Microsoft Active Directory

Cisco Jabber

LDAP
LDAP System Configuration
Guide for Cisco Unified Communications Manager Import Users from LDAP Directory

« Cisco DirSync

* LDAP

. IM and Presence 14 Su



. LDAP
Synchronization Schedule)]

LDAP

[LDAP

Microsoft Active Directory

(LDAP Directory

LDAP

Microsoft Active Directory

OpenLDAP Windows OpenLDAP
* GroupOfNames
. OpenLDAP
. 2.4.42
e Linux OpenLDAP
LDAP
1|LDAP LDAP
284
2 Cisco Jabber Microsoft Active
284 Directory
3 | OpenLDAP 285 OpenLDAP Windows
OpenLDAP
IM and Presence 14 SuU
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B o

slapd.conf

4 Cisco Jabber
286

5 288 Cisco Unified
Communications Manager

LDAP
1 Cisco Unified CM Administration > LDAP > LDAP
2 [ Find ] LDAP
30 Synchronize ] [ Users and Groups ]
4 [LDAP LDAP Directory configuration ]
5[ 1
LDAP

. IM and Presence 14 Su



OpenLDAP

OpenLDAP B

Cisco UnifiedCM [ System ]>[ Enterprise
Parameters ]
[ User Management Parameters ] [Cisco IM and Presence
Directory Group Operations on Cisco IM and Presence ] [
Enabled ]
[ Maximum
Enterprise Group Sized to allow Presence Information ]
1 200 100
[ Syncing Mode for Enterprise Groups ]
LDAP [ None ] [ Differential
Sync ] | Full Sync ]
[ ]
Windows OpenLDAP OpenLDAP

slapd.conf

Windows  OpenLDAP slapd.conf

moduleload memberof.la
overlay memberof
memberof-group-oc groupOfNames
memberof-member-ad member
memberof-memberof-ad memberof
memberof-refint TRUE

cachesize 160000

OpenLDAP

IM and Presence 14 Ssu .




Cisco Jabber

LDAP
“
Microsoft Active Directory
“
Cisco Unified Communications Manager LDAP
1
286
LDAP
2 | LDAP LDAP LDAP
287
3 Cisco
Jabber 288
Cisco Jabber
LDAP
1 Cisco Unified CM Administration > LDAP > Idap
2 [ ]
3 [ ] syncSecurityGroups
4 [ Filter ] (&(objectClass=group) (CN=*))

. IM and Presence

SU



LDAP B

ST 1

LDAP
LDAP

\}

LDAP Cisco Unified Communications Manager
LDAP
S
LDAP System Configuration Guide
for Cisco Unified Communications Manager Configure End Users
286
1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP
LDAP Directory ]
2
o[ Add New ] LDAP
o[ Find ] LDAP
3 [ LDAP LDAP Custom Filter for Groups ]
410 1
5 [LDAP LDAP Directory Configuration ]
6 [ Perform Full Sync Now ]

LDAP

IM and Presence 14 Ssu .




Cisco Jabber

Cisco Jabber

Cisco Jabber LDAP

\)

Cisco Jabber
System Configuration Guide for Cisco Unified Communications Manager Configure
Service Profiles
LDAP 287
10 Service Profile Configuration ]
2 [ Find ] Jabber
3 [ Directory Profile ] [Jabber
Allow Jabber to Search and Add Security Groups ]
40 1
Cisco Jabber
5 Cisco Jabber
Cisco Unified Communications Manager
1 Cisco Unified CM Administration > >

IM and Presence 14 Su




Active Directory .

[ / Find and List User Group ]
2 [ Find ]
3

[ User Group Configuration ]
4 [ Find ]

[ End User Configuration ]
286
Active
Directory
Active Directory 2
[ &
Cisco Intercluster Sync Agent 1
UserGroup UserGroupMember UserGroupWatcherList
1
1 2 Microsoft Active Directory

Cisco Intercluster Sync Agent

IM and Presence 14 Ssu .




Active Directory

8: 1
Microsoft
A}mhfe Dlneclor\y
DN: de=cisco, de=com
Microsoft
Active Directory
DN: ou=engineering,de=cisco,de=com
Microsoft Microsoft
Active Directory Active Directory
pd kY T T

DN: ou=us cu=gnginesring de=cisco de=com DN: ou=gmea,ou=engingering,de=cisco,de=com

Cluster 1 - Sync Users and Cluster 2 - Sync Users and
Groups from Microsoft| Groups from Microsoft
Active Directory Cisco Cisco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Preaence‘ IM and Préeme . IM and Presence IM and Presence
Sendee e fon O [ -
I - AXL query usersigroups -
’ T from cluster 1
IM and Presence IM and Presence é
Service Service ]
2
1  Microsoft Active Directory
2 Microsoft Active Directory
Cisco Intercluster Sync Agent 1 2
1
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>
[ Presence 1> Inter-Clustering ]
[ LDAP Enterprise Groups LDAP
Configuration ] [ No
conflictfound ] [

Enterprise GroupConflicts ]
[ details ]

. IM and Presence 14 Su



Active Directory

2
Microsoft
Active Directory
DIN: de=cisco,de=com
Microsoft Microsoft
Active Directol
Agtive Directory ry
DN: ou=engineering, de=cisco, de=com DN: ou=engineering, de=0isco, de=com
Cluster 1- Sync Users and Cluster 2 - Sync only Users
Groups from Microsoft from Microsoft
Active Directory Cisco Cisco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Presence | | IM and Presence| IM and
Service Service AXL gel users lrom Service
- cluster2 -
a i AXL get usersigroups i
T — from cluster 1 —_—
IM and Presence | | IM and Presence
Service Service

IM and Presence 14 SuU

amz




26:

everyone

Block

Cisco Jabber [
Cisco Jabber
Jabber
IM and Presence
Cisco Jabber Andy
Jabber [ ]
Andy
Andy
* Bob -Bob  Andy
Andy
. Deborah
Deborah Andy
- Deborah
Andy IM

Andy
Deborah  Andy
Andy

CSCvg48001

Jabber
Andy
IM
IM
Andy
IM

. IM and Presence

14




10.x

11.0(2)
10.x
10.x
11.0(2)
10.x
10.x
10.x

Microsoft Active Directory Unified Communications
Manager 15000
1 200
[Cisco Unified CM IM and Presence

Cisco Unified CM IM and Presence Administration ]>[

System ]>[ Service Parameters ]
160,000
Microsoft Active
Directory

IM and Presence Service

IM and Presence Service

IM and Presence 14 Ssu




Microsoft Office Communications

Microsoft Office Communications Server

Server IM and Presence Service
LDAP [LDAP LDAP Directory
Configuration ]
[ Users and Groups ]
[ UsersOnly ]

Cisco Intercluster Sync Agent

LDAP
Cisco Intercluster Sync Agent
Cisco Jabber

Cisco Intercluster Sync Agent 30

LDAP

Cisco Unified Communications Manager
Cisco Unified Communications
Manager

14

. IM and Presence

SU




OVA 5 A
B
A Active Directory 160 k
IM and Presence Service 15K OVA 15K
15K OVA
13
B Active Directory 160 k
IM and Presence Service 25K OVA 25K
25K OVA
8
200
2
[ Bulk Administration ]>[ Contact
List ]>] Export Contact List ]
Csv Jabber

IM and Presence 14 Ssu .
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297
297
298
299
299

IM and Presence

IM and Presence

Cisco Unified CM IM and Presence

zZip
299

14 SuU .




IM and Presence

SAML SSO
“
4
“
GUI CLI 1
GUI GUI
IM and Presence IM and Presence
branding.zip
1 Cisco Unified IM and Presence OS
2 [ Software Upgrades ]>[ Branding ]
3 branding.zip
4 [ Upload File ]
5[ Enable Branding ]

utils Branding enable CLI

7 IM and Presence

. IM and Presence 14 Su



IM and Presence

4
N
GUl CLI 1
GUI GUI
1 Cisco Unified IM and Presence OS
2 [ Software Upgrades ]>[ Branding ]
3 [ Disable Branding ]
utils Branding disable CLI
4
5 IM and Presence

branding.zip

IM and Presence 14

branding.zip

“ -




27:

Branding (folder)
cup (folder)
BrandingProperties.properties (properties file)
brandingHeader.gif (652*1 pixel)
ciscolLogol2pxMargin.gif (44*44 pixel)

3 45
6

Branding(folder)
cup (folder)
BrandingProperties._properties (file)
brandingHeaderBegLTR.gif (652*1 pixel image)
brandingHeaderBegRTR.gif (652*1 pixel image)
brandingHeaderEndLTR.gif (652*1 pixel image)
brandingHeaderEndRTR.gif (652*1 pixel image)
brandingHeaderMidLTR.gif (652*1 pixel image)
brandingHeaderMidRTR.gif (652*1 pixel image)
ciscoLogol2pxMargin.gif (44*44 pixel image)

[Cisco Unified CM IM and Presence ]

. IM and Presence 14 Su



10:

©_ @6 @ ®0© @

A Web Page
OIC> X Q {https://
V

L S Unified CM IM and Presence Administration n

Admin | Search | Logout | About

*
393436

11:

<3 c> X Q {https.//

Unified CM IM and Presence Administration

(g =>Unified CM IM and Presence Administration
3->System Version: Version number
F~>VMware Installation: Installation details

*
393435

28:
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IM and Presence

44x44

ciscoLogol2pxMargin.gif 44*44

Unified CM IM and Presence

header.heading.color

e brandingHeaderBegLTR.gif
652 x 1

e brandingHeaderBegLTR.gif
652 x 1

* brandingHeader.gif 652x1

e brandingHeaderMidLTR.gif
652 x 1

* brandingHeaderMidRTR.gif
652 x 1

e brandingHeaderEndLTR 652 x 1

e brandingHeaderEndRTR 652 x 1

header.navigation.color

. IM and Presence

14
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7 [ Go ] header.go.font.color
header.go.background.color

8 splash.loginfield.color

9 [ Login ] [ splash.button.text.color
Reset ] splash.button.color

10 splash.hex.code.3

1 splash.hex.code.2

12 splash.hex.code.1

13 header.text.bold.color

14 [ Search ] [ header.link.color
About 1 [ Logout ]

15 header.divider.color

16 Unified CM IM and Presence splash.login.text.color

17 VMware splash.version.color

BrandingProperties.properties
16 HTML 16
#6

header.navigation.color="#FF0000""

header.navigation.color “"#FFO000"
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. 305

» Microsoft Outlook 307
. 307

. 308

» Remote Call Control; 309

IM and Presence Service
XEP-0198 2
XMPP ( )
Extensible Messaging and Presence Protocol (XMPP) XEP-0198
http://xmpp.org/extensions/xep-0198.html

IM and Presence Service  Cisco Jabber

« Cisco Jabber IM and Presence Service
» Cisco Jabber  IM and Presence Service

. Cisco Jabber
IM and Presence Service

IM and Presence 14 Ssu .



http://xmpp.org/extensions/xep-0198.html

IM and Presence Service

1 Cisco UnifiedCM IM
Service Parameters ]

29:

XEP-0198

[ System ]>[

IM
Cisco XCP
Enable Stream Management ] [ Enabled ]

Stream Management Parameters (Clusterwide) ]

Cisco Jabber
IM and Presence Service

30 90 60

Stream

Management Buffer

5 150 100

. IM and Presence

14
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Microsoft Outlook .

1 64 5
6 [ 1
Microsoft Outlook
Microsoft Outlook / IM and Presence
IM and Presence Microsoft Exchange Server Office
365
Microsoft Outlook http://www.cisco.com/
c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.ntml IM and Presence
Microsoft Outlook
IM and Presence IM and Presence
2
. - IM and Presence
IM
IM and Presence
Microsoft Google IBM AOL
IM and Presence
. IM and Presence
Microsoft Microsoft Lync
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

IMand Presence
Microsoft Lync

*SIP Cisco IM and Presence Cisco Jabber
SIP SIP
Cisco Jabber

Cisco Jabber
SIP

http://www.cisco.com/c/en/us/support/
unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
Interdomain Federation for IM and Presence Service on Cisco Unified Communications Manager
Partitioned Intradomain Federation for IM and Presence Service on Cisco Unified
Communications Manager

IM and Presence Servie

IM
IM
. Ad-hoc
* IM Compliance
 IM Compliance
IM http://www.cisco.com/c/en/us/support/

unified-communications/unified-presence/products-installation-and-configuration-guides-list.ntml
Instant Messaging Compliance for IM and Presence Service on Cisco Unified Communications
Manager

. IM and Presence 14 Su
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

Remote Call Control; .

Remote Call Control:

RCC Microsoft Lync
IM Cisco
Unified IP Phone Cisco IP Communicator Microsoft
Lync Lync IM and Presence
Cisco Unified Communications Manager Lync

Remote Call Control http://www.cisco.com/c/en/us/support/
unified-communications/unified-presence/products-installation-and-configuration-guides-list.ntml

Remote Call Control with Microsoft Lync Server for IM and Presence Service on Cisco Unified
Communi cations Manager
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349

359

375

393

322

311
314
315

411
419

427

467

449

DRS



Cisco Unified
Communications Manager 1

DRS /
DRS  drfDevice.xml
drfSchedule.xml
DRS

SFTP



40 : Cisco Unified CM

CCM - Unified Communications Manager

Unified Communications Manager

MOH

Cisco Emergency Responder

BAT

TFTP
syslogagt SNMP syslog
cdpagent SNMP cdp
tct

CDR

CDR CAR




41 : IM and Presence

IM and Presence Service IM and Presence

syslogagt SNMP syslog

cdpagent SNMP cdp

Reporter  Serviceability Reporter

CUP SIP Proxy

XCP
CLM
BAT
tct
. Cisco Unified Communications Manager
Cisco Unified Communications Manager -
. IM and Presence Service IM and Presence
Service
IM and Presence
11.5.1.10000-1 IM and Presence

11.5.1.10000-1
11.5.1.10000-1




* DRS
DRS

SFTP

SFTP 323

SFTP

(O]
API (O] CLI
API
CLI
1 316
2 SFTP
317
3
318
. 320
4
321
5 321




10

. SFTP
* DRS
)
1 [ Backup ]1>[
Backup Device ]
2 [ Backup Device List ]
. [ Add New ]
. [ Find ]
[ Edit Selected ]
. [ Backup Device ]
[ Delete Selected ]
3 [ Backup devicename ]
4 [ Select Destination ] [ Network Directory ]
o[ /1P Host name/IP Address ]

IP



°[
°[

Path name ]

User name ]

Password ]

Network Directory ]

ST 1

1

Communications Manager

SFTP

Backup ]
2 [
3

Select Features ]

317

tar

tar

318

Number of backups to store on

Cisco Unified
tar
Backup ]1>[ Manual
[ Estimate Size ]



10

320

Select Backup Device ]

Select Features ]

tar
tar
316
[ Backup Scheduler ]
Schedule List ]
[Add New]
[ Schedule List ]
scheduler ] [ Schedule Name ]



10

Start Backup at ]

Frequency ]
Daily ] [ Weekly 1 [

Set Default ]

[

Selected Schedules ]

Disable Selected Schedules ]

Cisco IM and Presence

Save

[ Once ]

Monthly ] [ Weekly ]
[ Weekly ] [
]

[ Enable

[
[ Delete Selected ]
Enable Schedule ]

Cisco Unified Communications Manager

317

321



Unified Communications Manager

« Cisco Unified Communications Manager IM and Presence Service

316

317

~

Disaster Recovery System
Cisco Unified OS

API
Cisco Unified IM and

Presence OS CLI
API

CLI

[ Backup ]>[ Manual
Backup ]
[ Manual Backup ] [ Backup Device
Name ]
[ Select Features ]

Start Backup ]



321

20

[ Backup ]>[ Current
Status ]

[ Cancel Backup ]

321

[ Backup 1> History ]



2 [

Backup History ]

Backup History ]

20

42:

322




DRS
SSL
Cisco Unified Communications Manager

DRS IPSec
/
IPSEC hostname.pem
DRS
IPSEC
IPSEC IPSEC

http://www.cisco.com/c/en/us/support/
unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.html Cisco Unified
Communications Manager

SFTP

43:SFTP

SFTP

SFTP
Cisco TAC

Cisco Prime Collaboration Deployment PCD SFTP

SFTP

SFTP

Cisco Prime
Collaboration

Deployment

SFTP

SFTP
Cisco TAC

Unified Communications Manager
Cisco Prime Collaboration Deployment
SFTP Unified Communications Manager
Cisco Prime Collaboration Deployment



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

SFTP
SFTP
SFTP
SFTP Unified Communications
Manager
SFTP
SFTP Cisco TAC
SFTP Unified Communications
Manager
CiscoTAC
SFTP
Cisco Prime Collaboration Deployment
SFTP
Unified Communications Manager 11.5 Unified Communications Manager ~ SFTP
CBC CRT

* aes128-cbc

* 3des-chc

* aes128-ctr

* aes192-ctr

* aes256-ctr

)
SFTP Unified Communications Manager
Unified Communications Manager 12.0 CBC
Unified Communications Manager CTR

* aes256-ctr
¢ aes128-ctr

* aes192-ctr
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IM and Presence Service

IM and Presence
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conference-3-mycup.cisco.com

roomj id@conference-3-mycup.cisco.com

conference

X

clusterid

1D

2

conference-x-clusterid.domain

conference-3-mycup.cisco.com

congerence-x-clusterid.domain
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331
Cisco Jabber
332
333
333
335
Cisco XCP Text Conference Manager
[Cisco Unified
335 IM and Presence
Cisco Unified IM and Presence
Serviceability ]
* Tools ]1>] -
336 Control Center -
. 337 Feature Services ]
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. 339

340

341
. 341
8
342
9
342
10
346
Y
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1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1> [
Group Chat and Persistent Chat ]
2 Room owners

can change whether or not rooms are for members only

3 [ 1
4 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools 1>[ - Control Center

- Feature Services ]
5 Cisco XCP Text Conference Manager

1 Cisco Unified CM IM [ Messaging ]>[
Settings ]
2
. IM and Presence
[

Allow clients to log instant
message history on supported clients only ]
. IM and Presence

[

Allow clients to log instant
message history on supported clients only ]
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S [ 1
[
14 SU1
Cisco Jabber
IM and Presence
(i
14SU1
. [
1
335
. Cisco Jabber 14.1
1 Cisco Unified CM IM and Presence
2 [ Messaging ]>[ Group Chat and Persistent
Chat ]
3 [ 1 [ ]

Cisco XCP
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ad-hoc

1 Cisco Unified CM IM
2 [ Messaging ]>[ Group Chat and Persistent

Chat ]
3 [ Room Report ]
4
51 (Find)]
6

[ ]
[ &
14 SU1
GUI IM and Presence Service

John
IM and Presence Service
ID
. IM
. ID ID JID
. ID IM and Presence
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. ID ID
e
14SU1
ID IM and Presence
Cisco XCP
1 Cisco Unified Communications Manager IM and Presence
2 [ Messaging ]>[ Group Chat
and Persistent Chat ]
3 [ ] [ ]
4 [
Find ]
5 ( )
JID
6 Room JID ID
ID
7 ID
8 [ ID ]
Cisco XCP

. IM and Presence 14 Su



1 Cisco Unified CM IM and Presence

2 [ Messaging ]1>[ Group Chat and Persistent
Chat ]

3 [ ]

4 [ ]

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1> [

Group Chat and Persistent Chat ]

2 [ Maximum
number of rooms allowed ] 5500

3 [ 1]
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1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1> [
Group Chat and Persistent Chat ]
2
3 [ 1
4 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools ]>[ - Control Center

- Feature Services ]
5 Cisco XCP Text Conference Manager

)

30:

Rooms are for members only
by default

. IM and Presence 14 Su




Only moderators can invite people
to members-only rooms

Room owners can change whether
or not rooms are for members only

Room owners can
change whether or not only moderators
can invite people to members-only
rooms

Users can add
themselves to rooms as members

Room owners can change
whether users can add themselves to

rooms as members
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1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1> [
Group Chat and Persistent Chat ]
2
3 [ 1
4 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools ]>[ - Control Center

- Feature Services ]
5 Cisco XCP Text Conference Manager

Members and
administrators who are not in a room are still visible

in the room

ID
Room owners can
change whether members and administrators who
are not in a room are still visible in the room
Group Chat1.0

Rooms are backwards-compatible with
older clients

. IM and Presence 14 Su



Room owners can change
whether rooms are backwards-compatible with older

clients

Rooms are
anonymous by default

Jabber ID

Room owners can
change whether or not rooms are anonymous

Jabber ID

How many users can be in a room at one time ]

1000

How many hidden users can be in a room at one time ]

1000

Default maximum occupancy for a room ]

50 1

occupancy for a room ]

IM and Presence

[

Room owners can change default maximum

14 SU
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ST 1

10 Lowest
participation level a user can have to send a private message from within the room ]

o[ Visitor ]
o[ Participant ]
o[ Moderator ]

[

Room owners can change the lowest participation level a user can have
to send a private message from within the room ]

3 [ Lowest participation level a user
can have to change aroom's subject ]
a) [ Participant ]
b) [ Moderator ]
4
[
Room owners can change the lowest participation level a user can have to change a room's
subject ]
5 XHTML
[ XHTML Remove all XHTML

. IM and Presence 14 Su



formatting from messages ]

6 XHTML [
XHTML Room owners can change XHTML formatting
setting ]

[

1 [

Rooms are moderated by default ]

2 [
Room owners
can change whether rooms are moderated by default ]

3 [ 1

1 [
Maximum number of messages that can be retrieved from the
archive ] 100

IM and Presence 14 Ssu




2
[ Number of messages in chat history
displayed by default ] 15
1
3
[
Room owners can change the number of messages displayed in chat history ]
410 1
S
1 Cisco Unified CM IM [ Messaging ]>[
Settings ]
2 [ Set to Default ]
3 [ 1

. IM and Presence 14 Su



1
343
2
344
conference-x-clusterid.domain
328
1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1> [
Group Chat and Persistent Chat ]
2
[ Messaging ]>[
Group Chat Server Alias Mapping ]
[ Primary Group Chat Server Aliases ]
. [System Automatically Manages
Primary Group System Automatically Manages Primary Group

Chat Server Aliases ]

IM and Presence 14 Ssu




DNS DNS
. Cisco
XCP Text Conference Manager
344
conference-x-clusterid.domain [
Conference Server Aliases ]
ID
D
newalias.domain
[Cisco Unified CM IM Cisco
Unified CM IM and Presence 1>1[ Presence
Settings ]>] Advanced Settings ]
343

. IM and Presence 14 Su



[Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Messaging 1>
Group Chat Server Alias Mapping ]
[ (Find)]
[ ]
a [ ]
b)
c)
d [ 1]
a)
b)
[ Delete Selected ]
* Cisco XCP Text Conference Manager
. IM and Presence
DNS DNS
. Cisco XCP Text Conference

Manager

IM and Presence 14 Ssu .



TC

1 Cisco Unified CM IM and Presence
2 [ Messaging ]>[ External Server Setup ]>[
External Databases Jobs ]
3 DB
4
Same Cup Node ]
Other Cup Node ]
5 90
90
6
7 90
90
8
. TC -
. MA - Message Archiver

. IM and Presence 14 Su



9 [

. MFT -

Submit Clean-up Job ]

Automatic ] [
Disable Automatic Clean-up Job ]
. 1D FQDN 1D [
System ][ Presence Topology Settings ]
FQDN
ID
. FODN [ Presence ][
Presence Settings ] FQDN
. DNS

IM and Presence
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. 349

. 350
. 350
IM and Presence
1 1 IM
IM
. IM
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. uTC
. Cisco XCP Router
Cisco XCP Router
1|AFT_LOG
351 AFT_LOG
2
353

RTMT

3 | XCP File Transfer Manager
354

. IM and Presence 14 Su



AFT_LOG B

356

AFT_LOG

AFT_LOG

SQL 352

file_path
FROM aft_log

WHERE method = "Post®" AND timestampvalue > "2014-12-18 11:58:397;

/opt/mFtFileStore/node 1/files/im/20140811/15/file_namel
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name2
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name3
/opt/mftFileStore/node_1/files/im/20140811/15/file_name4d

/opt/mftFileStore/node_1/files/im/20140811/15/file_name99
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_namel00
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2 rm
SQL Database Setup for IM and Presence
Service on Cisco Unified Communications Manager

353

SQL
Database Setup for IM and Presence Service on Cisco Unified Communications Manager

\}

DELETE
FROM aft_log

WHERE method = "Post”;

DELETE
FROM aft_log

WHERE jid LIKE T"<userid>@<domain>%" AND method =
"Get";

DELETE
FROM aft_log

WHERE method = "Post®" AND timestampvalue >
"2014-12-18 11:58:39";

. IM and Presence 14 Su



354
RTMT
1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>[ Service Parameters ]
2 [Cisco XCP File Transfer Manager]
3
. External File Server Available Space
Lower Threshold
XCcpMFTEXxtFsFreeSpaceWarn
10%
. External File Server Available Space
Upper Threshold
XCcpMFTEXxtFsFreeSpaceWarn
15%
Cisco
XCP Router Cisco XCP File Transfer Manager
41 1
5 Cisco XCP Router
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools 1> -
Control Center - Network Services ]
b) [ Server ] IM and Presence [
Go ]
c) [IMandPresence IM and Presence Services ] [Cisco XCP Cisco
XCP Router ] [ (Restart)]
XCP File Transfer Manager 354
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. XCP File Transfer Manager

XCP File Transfer Manager

1 Cisco Unified IM and Presence

2 [ Alarm 1> Configuration ]
3 [ Server ] [ Go ]
4 [ Service Group ] [IM and Presence
IM and Presence Services ] [ Go ]
51 Service ] [Cisco XCP File Transfer Manager
Cisco XCP File Transfer Manager (Active)] [ Go ]
6
[
354

IM and Presence Service
IM and Presence Service

Real-Time Tool

file_size  bytes_transferred

. IM and Presence 14 Su



31:

XcpMFTExtFsMountError | Cisco XCP File Transfer External File Server Troubleshooter
Manager

XcpMFTEXtFsFreeSpaceWarn | Cisco XCP File Transfer
Manager

XcpMFTDBConnectError | Cisco XCP

XcpMFTDBFullError Cisco XCP File Transfer
Manager

Real-Time Monitoring Tool
Cisco XCP MFT Counters

32:

MFTBytesDownloadedLastTimeslice
60
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MFTBytesUpoadedLastTimeslice
60
MFTFilesDownloaded
MFTFilesDownloadedLastTimeslice
60
MFTFilesUploaded
MFTFilesUploadedLastTimeslice
60
[ Feature
Tables ] [ MFT Managed File Transfer MFT ]
1 Cisco Unified CM IM and Presence
2 [ Messaging ]>[ External Server Setup ]>[
External Databases Jobs ]
3 DB
4
. [
Same Cup Node ]
. [

Other Cup Node ]
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90
6
7

90
8

. TC

9 [

[ Automatic ]

MA - Message Archiver

MFT -

Submit Clean-up Job ]

IM and Presence

Disable Automatic Clean-up Job ]

14

90

90
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. 359

. 373

IM and Presence Service

. ID URI

for Cisco Unified Communications Manager

449

IM and Presence

361

IM and Presence Service

URI

System Configuration
Configure End Users

14 SuU .




ID URI

* SIP
IM and Presence

IM and Presence 1 :
Cisco Jabber

* XMPP IM and Presence

)

Cisco Jabber
Jabber
IM and Presence Cisco Jabber
Cisco Jabber
o[ Default policy ]
ID URI
ID URI
ID URI

. IM and Presence 14 Su



IM and Presence ID URI
 Cisco IM and Presence
Cisco IM and Presence Data Monitor Active
IM and Presence Service ID
URI
Cisco Unified Real-Time
Duplicate UserID DuplicateDirectoryURI
. URI ID
Troubleshooter 10
CiscoUnifiedCM IM
[ Diagnostics ]>[ System
Troubleshooter ]
. - URI ID
utils CLI
1
362
2 URI
363 ID
Cisco IM and Presence
3 URI
365 ID
4 |CLI ID CLI
URI 366 URI ID

IM and Presence

14 SU




5 370 |IMandPresence

N

Cisco Jabber

1 [Cisco Unified CM IM Cisco Unified CM IM and Presence
Administration ] [ Presence ]>[ Settings ]
2 [ Allow users to view

the availability of other users without being prompted for approval ]

. - IM and Presence

. - IM and Presence

SIP
XMPP

3 1
4 Cisco XCP Router

IM and Presence SIP

. IM and Presence 14 Su



URI
Presence

ID Cisco IM and

Cisco Unified Real-Time Monitoring Tool

)

URI ID
1 ID URI Cisco IM and Presence
363
URI ID
2 Data Monitor
364 URI
ID E
E
3 365
DuplicateDirectoryURI
DuplicateUserid
Cisco IM and Presence
URI
Cisco IM and Presence
URI ID

IM and Presence

14 SU .




Cisco IM and Presence

Cisco Unified IM and Presence
Serviceability [ - Control
Center - Network Services ]

1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>[ Service Parameters ]
2 [ Service ] [Cisco IM and Presence CiscoIMand
Presence Data Monitor ]
3 [User Check Interval] 5 1440
30
41 1
DuplicateDirectoryURI DuplicateUserid
364
URI ID
E E
1 Real-Time Monitoring Tool [ Alert Central ]
2 [ System ]>] Tools ]>[ Alert 1>[
Config Email Server ]
3 [ Mail Server Configuration ]
4 OK

. IM and Presence 14 Su



10

365
DuplicateUserID DuplicateDirectoryURI
364
Real-Time Monitoring Tool [ System ] [ Alert
Central ]
IM
E DuplicateDirecytoryURI
DuplicateUserid
[ Tools ]>[ Alert 1>[ Config Alert Action ]
[ Alert Action ] [ Default ]
[ Edit ]
[ Alert Action ]
[OK]
[ Alert Action ] [ Recipients ]
[ Enable ]
OK
Cisco Unified CM IM GUI
ID URI

IM and Presence

14 SU .




| Y ID URI

1 Cisco Unified CM IM [ Diagnostics ]>[
System Troubleshooter ]
2 ID URI [ User
Troubleshooter ]
[ Problem ]
. ID
. URI
. URI
. URI
. ID
ID Exchange Calendar
3 [ Solution ] [ fix ]
Cisco Unified Communications Manager Cisco Unified Communications Manager
[ End User Configuration ]
ID URI LDAP Directory

LDAP Directory

Cisco Unified Communications Manager [

End User Configuration ] LDAP
LDAP
CLI ID URI

366

CLI ID URI

. IM and Presence 14 Su
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e utils - ID
e utils userid -
e utils uri -
CLI URI ID
ID URI CLI

ID URICLI B

URI

URI

367

Cisco Unified Communications Manager [

End User Configuration ]

LDAP

URI CLI

ID URI
Presence CLI
}

URI

URI
aaa@bbb.ccc AAA@BBB.CCC
2 URI

CLI

for Cisco Unified Communications Solutions

ID CLI

Users with Duplicate User IDs

User ID: user3
Node Name
cucm-imp-1
cucm-imp-2

URI CLI

Users with No Directory URI Configured

IM and Presence 14

LDAP

IM and
utils users validate { all | userid | uri

“ -




ID URI

Node Name: cucm-imp-2
User 1D
user4

Users with Invalid Directory URI Configured

Node Name: cucm-imp-2
User 1D Directory URI
userl asdf@ASDF@asdF@ADSF@cisco

Users with Duplicate Directory URIs

Directory URI: userl@cisco.com
Node Name User ID
cucm-imp-1 user4
cucm-imp-2 user3

ID URI

Cisco IM and Presence Data Monitor Active IM
and Presence Service ID URI
ID URI
ID URI

Real-Time
Monitoring Tool

DuplicateDirectoryURI

URI IM
URI

DuplicateDirectoryURIWarning

userlID @ Default_Domain IM
URI

DuplicateUserid

ID
InvalidDirectoryURI

URI IM
1 URI

. IM and Presence 14 Su



ID URI B

InvalidDirectoryURIWarning

userID@ Default_Domain IM Adress
1 URI

10
for Cisco Unified Communications Solutions
ID
URI
Cisco Unified Communications Manager
URI
ID URI
33: ID URI
1D ID DuplicateUserid
1

DuplicateUserid
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URI

URI

¢ DuplicateDirectoryURI

¢ DuplicateDirectoryURIWarming

URIIM

DuplicateDirectoryURI

URI

userI D@Default_Domain IM

URI

DuplicateDirectoryURIWarning

URI

URI
user @ domain URI
URI

¢ InvalidDirectoryURI

¢ InvalidDirectoryURIWarning

URIIM

InvalidDirectoryURI

userlI D@ Default_ Domain IM

URI

InvalidDirectoryURIWarning

. IM and Presence
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Cisco AXL Web Cisco SIP Proxy Cisco
Cisco Unified Serviceability

1 Cisco Unified CM Administration [ User Management ]>[

End Users ]
2 [ Find ]
3 [ Service Settings ] [ (Presence Viewer for User)]

34:

ID User ID
ID
[ (Submit)] ID
128
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[ (Contacts and Wathcers)] [
(Contacts)]
1
IM  Presence
IM and Presence Administration Online
Help
[ (Contacts and Wathcers)] [
(Watchers)]
1
IM  Presence
IM and Presence Administration
Online Help
IM and Presence
IM and Presence
AXL IM
and Presence

. IM and Presence 14 Su




IM and
Presence
. A B
IM and Presence
B A
* IM and Presence UserB
UserB
e UserB UserB  UserA
e UserA
UserB
B
B
IM and Presence
[
]
IM and Presence
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. 375

. 375
. 377
IM and Presence IM and Presence
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