Cisco Unified Communications Manager T®
TCP 5 XU UDP /R— FD{FEFE

Z OE T, CiscoUnified CommunicationsManager 78 7 7 A X N#fi B8 KOS T 7 ) &r—3 =
VEREFT AL AL OBEICHENT S TCPA— ML UDPAR— FO—EEZ/RLET, /o, IP
Communications V' V = — 2 VOFEERFIZ, Ry NT—JIZT7 7 AT U+—/L, T/ A2

v hr—L U AL (ACL) . 3 X0 Quality of Service (QoS) %% T D 7= OICHE R FM L
s TunEd,

» Cisco Unified Communications Manager © TCP & UDP R— b+ O I+ 282 (13—
)

o R— FEHT (3X—Y)

e R— F&H (23X—7)

Cisco Unified Communications Manager ) TCP & UDP 7R —
FOERICEY SHE

Cisco Unified Communications Manager ® TCP 3 X INUDP /R — M, RO BT IV IZEH I
£75

« Cisco Unified Communications Manager $-—/3fijo> 7 7 2 Z [fj AR — K

o M@ — B A K—

» Cisco Unified Communications Manager & LDAP 7 4 L7 K U L DD AR— b

« CCMAdmin % 7z1% CCMUser »> 5 Cisco Unified Communications Manager ~® Web >k
« Cisco Unified Communications Manager 7> & & i~ Web 23k

* HErh#% & Cisco Unified CommunicationsManager & OO 770 70 A7 47 BELO
O OEE

o 77— k7 = A & CiscoUnified CommunicationsManager & DD 70U o F7 0 A5 47,
BXOZEooEE

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

. Cisco Unified Communications Manager @ TCP & UDP 7/R— ~ D {E BRI 2=

o« 77V /r—3 3 & Cisco Unified Communications Manager & 0 [ Di@fE
CTLZ IA TV N T 7 AT U4 —)L L DG
o HP - — " L OFFR 72 R — b

FiRornznos T2 OR— bOFEMIZONTE, T IR— @B | #3RLTLE
Sy,

GE)

VAaTIE, INHDOR— M THEENDZTRTOREY T VA EBIEL TWDE DT TIEH Y
FHAL, TO—EBESEZIZLIER, RECHENRRBELESGAX. v Aa0T7 7 =14
A= MZBHWADEL T,

R—FDO&MIL, K5I Cisco Unified Communications Manager (2 &vEd, UV U —RICk»
TR—=IBBRDGEENRHY, 5DV Y —ZATH LI AR = IR BIMENLAREELH Y £

T, TDH, A4 A =L I T 5 Cisco Unified Communications Manager O /3 —3 3 /(2
—HT NV a D=2 T VEEHNL TS ZE 2R LT EIN,

FEAETRTOT 1 ha/WERFGHEITTRN, By v a rdEgun bz FuttEE sn <
WET, TNV FOR— FESIL, BHENRFETEETCEO258LHV ETN, XA
FITAAELTIOL D AR IFHELE L £+ A, Cisco Unified Communications Manager 73N
IR > TEEOR— FZA< 2 LITEEL T Z3V,
CiscoUnified CommunicationsManager V¥ 7 bV =7 %A VA h—/LT 5 & T 7 4/L ETlIH—
EATEV T HICROR Yy NU—27 B—EARHBICA VA = VINTT 7T 4 7272
D ET, FEMIZ oW T, T TCisco Unified Communications Manager — DD 7 7 A 2 N
A—hr] | ZBRLTIIEIN,

« Cisco Log Partition Monitoring (i 3—7 4 2 a VA EEHB LI OWHELE T, 20—t

AL, AAZ LB FR—FEEALEEA)

* Cisco Trace Collection Service (TCTS A~— R )
» Cisco RIS Data Collector (RIS H—/% 78— KMii )
+ Cisco AMC Service (AMC 7R— KM )

T7 AT 74—/, ACL, £/2IL QoS DREIX, "Ry, T L7 4=— T4 ABLVT
L7 =— P —bEROREE XY NT—2 EX2 VT 4 T3 AOEE & ORfR, X OME
AR or 7Y r—ya b7 b7 =—fRRERBIC K > TRV £77, £z, T30 A0 —
TallEoT, ACLDO 74— RERBZZLICHER LTI EEN,

G¥)

Cisco Unified Communications Manager T~ /L F % v A MEEE (MoH) R— hEEETH 2 &
bTEET, BHEADPERORN— MEZFEET 2720, </ FF ¥ X MOH DR — M3z
ks EwA,

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D



I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
#— s i

GE) VAT LAO—WpR— NifIL 32768—61000 T, Eaix Bk Lo EFICT DI, A— M EH
SHERH Y FF, FEHIZ-OVTIE,  http://www.cisco.com/c/en/us/support/security/
asa-5500-seri es-next-generation-firewal | s'tsd-products-support-series-home.html & L T 72 &0,

GE) A= h 2 ~OEHBRHNN, FAESNRNEIZT7 7 AT U+ —AERELTIEIN, IM
andPresence t 7 27 7 A /N ) — RDA A h—/LHZ, Cisco Unified Communications M anager
N7V v ¥ ) — R~OER O ER ] Tl L TN E T, 2O iET 5
LV AVAM=ADBRET DA RN H D £,

HK— 550
« Cisco Unified Communications Manager — D 7 7 A X fljAR— K (4 X—2)
e HFEV—E A R—F (73=Y)
» Cisco Unified CommunicationsManager & LDAPT L' 7 kU L DORDOFR—F (123—)

e CCMAdmin & 7= 1& CCMUser 7> & Cisco Unified Communications Manager ~® Web Z:k (12
A )

« Cisco Unified Communications Manager 7> 5 FE I ~D Web Bk (13 ~<2—3)

« EFEH% & Cisco Unified CommunicationsManager & ORI 7+ U 7 AF 47, BIW
ZooEfE (14 ~—)

o — k7 = A & Cisco Unified CommunicationsManager & ORI 70 70 AT 47T,
BrLOZEofthomiz (16 X—)

77V /r—3 3 & Cisco Unified Communications Manager & O D@ (20 2—730)
cCTLZ TAT Vv R T 7 AT U4 —/LEDEE (225—)
» Cisco Smart Licensing Service & Cisco Smart Software Manager [ diii{g (22 ~=2—3)

o HP — " LRk — b (28 X—7)

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html

Cisco Unified Communications Manager T TCP & & U UDP R— + &R |
. Cisco Unified Communications Manager 4—/\fiD 9 5 X # EHR— +

Cisco Unified Communications Manager H-—/\ffiD > 5 X A fEl7/R— k

3 1: Cisco Unified Communications Manager +—/\FE DY 5 X 2 BHR— ~

EET (EER)

EEE (VRS-

e3P el

S]]

Manager

Manager

T REAL 2 b Unified Communications| 514 / UDP VAT A BRF T
(Endpoint) Manager Y—ER
Unified Communications | Unified Communications | 443 / TCP ZOR— P, TR

7 TAN) — F~D
COPZ7 7 A /NDA A
rh—thiz, 727
T A N EFATICR O
BIEHSNET,

Unified Communications
Manager

RTMT

1090, 1099/ TCP

RTMT N7 —< A&
ToH, T HUEE,
g¥Xrr BLXOT
7 — MNMERH @ Cisco
AMC #—E X,

Unified Communications
Manager (DB)

Unified Communications
Manager (DB)

1500, 1501/TCP

T B A
(1501/TCPiZEH »~
5 1) $5i50)

Unified Communications | Unified Communications | 1510/ TCP CARIDSDB, CAR

Manager (DB) Manager (DB) IDS=> YUy, 77
ATV KD OFERE
KREBEHLET,

Unified Communications | Unified Communications | 1511/ TCP CARIDSDB, 7 v

Manager (DB) Manager (DB) 7' L— Rz, CAR
IDSDA VAR A%
b2 1B T 572
R S o UE R —
[

Unified Communications | Unified Communications | 1515/ TCP A2V A PN—JLHED ) —

Manager (DB) Manager (DB) R COF — & _— 2

VY r—va v

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E

Cisco Unified Communications Manager 4— /R0 5 X 2 EHR— + .

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

Cisco Extended
Functions (QRT)

Unified Communications
Manager (DB)

2552/ TCP

Cisco Unified
Communications
Manager 7 — & ~— &
EH@maEy 7T A7
ANRNPZETEDHLD
W LET,

Unified Communications | Unified Communications | 2551 / TCP TITF 4TINS T T

Manager Manager IR D 7= 8 D Cisco
Extended Services fH ®
7 Z AKX WiwlE

Unified Communications | Unified Communications | 2555/ TCP Real-time Information

Manager (RIS) Manager (RIS) Services (RIS) 7—#
N— R =R

Unified Communications | Unified Communications | 2556 / TCP Cisco RIS [A] 17

Manager (RTMT, Manager (RIS) Real-time Information

AMC, F72I1ZSOAP) Services (RIS) T—#
N—=R 7 F7A4T b

Unified Communications | Unified Communications | 4040 / TCP DRS 7 A~ —

Manager (DRS) Manager (DRS) DZEV

Unified Communications | Unified Communications | 5001 / TCP ZOFR— ML, SOAP

Manager (Tomcat) Manager (SOAP) TR TNAEA N
F=HF Y TP —E R
WEHLET,

Unified Communications | Unified Communications | 5002 / TCP ZOFR— L. SOAP

Manager (Tomcat) Manager (SOAP) FoAPNRT p—
A FT=H H—ER|IT
HEHLET,

Unified Communications | Unified Communications | 5003 / TCP ZOFR— ML, SOAP

Manager (Tomcat) Manager (SOAP) FoAPNay hr—)L
o H =P = RIfE
HALET,

Unified Communications | Unified Communications | 5004 / TCP ZOFR— ML, SOAP

Manager (Tomcat)

Manager (SOAP)

TN aly
vy P—ERIEH
LET,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .




Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

. Cisco Unified Communications Manager 4—/\fiD 9 5 X # EHR— +

EIET (EEH)

ZEEEXE (JRF—)

EREAR— b

S

FE#E CCM %5 P —#° | Unified Communications | 5005/ TCP ZOFR— T SOAP

| &R Manager CDROnDemand 2 #—
BRI Lo TEH S
E3cn

Unified Communications | Unified Communications | 5007 / TCP SOAP =%

Manager (Tomcat)

Manager (SOAP)

Unified Communications
Manager (RTMT)

Unified Communications
Manager (TCTS)

7= AZ)V]TCP

Cisco Trace Collection
Tool Service

(TCTS) : RTMT
Trace and Log Central

(TLC) Moy 7
TR H—ER

Unified Communications
Manager (Tomcat)

Unified Communications
Manager (TCTS)

7000, 7001, 7002/
TCP

ZoOAR— X, Cisco
Trace Collection Tool

Service & Cisco Trace
Collection Servlet & ®
WEICERISNETS,

Unified Communications | Unified Communications | 8001 / TCP 75 ATy N TF—H

Manager (DB) Manager (CDLM) AR — 275 @A

Unified Communications | Unified Communications | 8002 / TCP 752X BEEY—E

Manager (SDL) Manager (SDL) A

Unified Communications | Unified Communications | 8003 / TCP 752X EEY—E

Manager (SDL) Manager (SDL) Z (CTI x§42)

Unified Communications | CM| ~ % — 3+ 8004/ TCP Cisco Unified

Manager Communications
Manager & CMI ~ % —
Uy DU T AK MR
&

Unified Communications | Unified Communications | 8005/ TCP Tomcat> v v R&X 7

Manager (Tomcat) Manager (Tomcat) A7 VT NTHEHEN
BNERY A= F —
K

Unified Communications | Unified Communications | 8080/ TCP ZWrT 2 FDOT=HOD

Manager (Tomcat)

Manager (Tomcat)

Y= DEE

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E

HiE

g —ez K—t |

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

Y Ny R Unified Communications | 8090 CUCM & GW (Cayuga
Manager A H—=T A R) N

Unified Communications | 44— k7 — 1 Gateway F?ecqrdi ng fi%fiE

Manager D7 OIEE T
5 HTTPA— k

Unified Communications | Unified Communications | 8500/ TCP 35 L. TNUDP|IPSec 77 5 A ¥ <~ % —

Manager (IPSec) Manager (IPSec) VI DVAT A
T—=HDY T AR
;‘@

Unified Communications | Unified Communications | 8888 ~ 8889 / TCP RISH—tE A v 3%—

Manager (RIS) Manager (RIS) T DAT—F AR
LN

Location Bandwidth Location Bandwidth 9004/ TCP LBM B> 7 5 A %]

Manager (LBM) Manager (LBM) B(E

Unified Communications | Unified Communications | 22/ TCP CiscoSFTPH—LE A,

Manager /X7 U ¥ v |Manager 7 A7 A YTRATTANEH L

N KA VA =T 58

AL, ZOR— & B
SHERHY T,

Unified Communications | Unified Communications | 8443 / TCP J— o=z ra—

Manager

Manager

Nt —RERE L R
O — 7P —EZ~D
TR AERREIZLE
j—o

H—EX R—Fk

R2:HEBFY—ERXKR—+

EET (EER)

EEE (VRF—)

LR — b

Sl

TV RARA R
(Endpoint)

Unified Communications
Manager

Unified Communications
Manager

T RARA b
(Endpoint)

7

Internet Control Message
Protocol (ICMP) , =
DO7u hanEEnT
a—fED T T 4y
7 EARE L ET, A
HUIRT L9 2R —
2D HEDOTIEHY
FHA,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



B osev—exx—r

Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

EIET (EEH)

ZEEEXE (JRF—)

EREAR— b

S

Unified Communications
Manager (DRS,
CDR)

SFTP #—3

22/ TCP

SFTP #— 828y 7
Ty T EiEEL
9, (DRSuE—A/L
=y h)

SFTP #—/X|{Z CDR
F s B RELET,

TV RARA R
(Endpoint)

Unified Communications
Manager (DHCP #—

)

67/ UDP

DHCPH—/ 3 b L THE
HE4~ % Cisco Unified
Communications
Manager

G¥) Cisco Unified
Communications
Manager T
DHCP #—X
HFEITTHZ
EITHERE L
HFA,

Unified Communications
Manager

DHCP #—~X (DHCP
Server)

68/ UDP

DHCPZ Z A4 7 k&

L CH%BE % Cisco
Unified Communications
Manager

G¥) Cisco Unified
Communications
Manager T
DHCP 7 7 A
T R FEAT
T5HZ LI
[LERA,
saQlavel))
(2. Cisco
Unified
Communications
Manager (21 X[
EIPT NLA
ERELE
D

=7

T RARA U FEZIE
TF—=brU=A

Unified Communications
Manager

69, 6969, KIZT7 =
A Z v | UDP

BRI L O — b

7 = AR5 Trivid

File Transfer Protocol
(TFTP) #r—E' X

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D



I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E

g —ez K—t |

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

T RRA v NEIX
F—rTxA

Unified Communications
Manager

6970/ TCP

TIA Y=L
S A [N N
ET7IVT 7 A Rk T
o k=L (TFTP)

gL S b=

(2% % TFTP #—
O HTTP #—E %

Unified Communications
Manager

NTP #—/ N (NTP
Server)

123/ UDP

Ty NT—27 B A N
1 k=L (NTP)

SNMP #— 3

Unified Communications
Manager

161/ UDP

SNMP ¥-— b 2
EHT ) r— 3
VD DEER)

CUCM #—~3 SNMP
T~ o —x
N7V = a v

SNMP ~Z v 7 D464t

162 / UDP

SNMP |7 v 7

SNMP 4 —/3

Unified Communications
Manager

199/ TCP

SMUX # 7R — h D=
DAAT 47 SNMP
TV N R=
7 AR— bk

Unified Communications | DHCP #—~3 (DHCP | 546/ UDP DHCPV6, IPv6 FH D

Manager Server) DHCP #— k.,

Unified Communications | Location Bandwidth 5546/ TCP Enhanced Location CAC

Manager Serviceability | Manager (LBM) Serviceability

Unified Communications | Location Bandwidth 5547/ TCP a—)L T NIvivay

Manager Manager (LBM) DER I L OHEIE O
LN

Unified Communications
Manager

Unified Communications
Manager

6161/ UDP

TIA~w) 2=V
NeRxAT 47—
T x v MEOBEICfE
MEnh, 4747
T—Y = D MIB
BEREZWLE L ET,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



B osEy—ecxm—+

Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

EIET (EEH)

ZEEEXE (JRF—)

EREAR— b

S

Unified Communications | Unified Communications | 6162 / UDP TI9A <) —x
Manager Manager MNeRXAT 4T —
V= MEOWBEITE
MEiv, *A 7147
T—Ux MIBARR
SNTEMERE L E
R
e R TFTP 4 TFTP (Alternate |6970/TCP g PR TFTP 7 7
TFTP) A alr—H2 P—t
A
Unified Communications | Unified Communications | 7161/ TCP SNMP7”9 A4 <1 =—
Manager Manager SEAN e
V= MEOBEITHE
Mainvxd,
SNMP H#— Unified Communications | 7999 / TCP Cisco Discovery Protocol
Manager (CDP) =—Y x> k
78, CDPHATWHENER:
LHBELET,
T RRA B Unified Communications | 443, 8443/TCP Cisco = —#% F—#
(Endpoint) Manager #—t 2 (UDS) D%
KIS ET,
Unified Communications | Unified Communications | 9050 / TCP Cisco Unified

Manager

Manager

Communications
Manager (24 % TAPS
ZFIMH LT CRS Xk
ABR £,

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E

g —ez K—t |

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

Unified Communications
Manager

Unified Communications
Manager

61441/ UDP

Cisco Unified
Communications
Manager 7 7"V o —
va N, UDPTZ D
A= MIT T —L%EE
f5 L% 9, Cisco
Unified Communications
Manager MIB =— 3 =
> kA3, Cisco Unified
Communications
Manager MIB & 2612
T, ZOFR— %
B L. SNMP k7 v
TEREKRLET,

Unified Communications
Manager

Unified Communications
Manager

5060, 5061/ TCP

RT v _R—2D SIP
PRzt L
To

Unified Communications
Manager

Unified Communications
Manager

7501

7T AZ MR —E
A (ILS) DFEHE
AR— 2 DOFEFEAE &
nNE9,

Unified Communications
Manager

Unified Communications
Manager

7502

ILSD/NA T — R R—
ATRREICHE S E
R

8000-48200

ASRBLWISRG3
T N T F—DbDT
7 4V b AR— N,

16384 ~ 32766

ISRG27'5 v b7 4 —
NS VI NP
i,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



Cisco Unified Communications Manager T TCP & & U UDP R— + &R |
. Cisco Unified Communications Manager & LDAP 7« L' ~ ) E DD HR— k

Cisco Unified Communications Manager & LDAP 7« L2 1) L DE®D
R— b

%= 3: Cisco Unified Communications Manager & LDAP 7« L7 ~ ) L DD HR— +

EET (EEH) #EER (VAF—)  |[#EEER—+ B

Unified Communications | #4355 4 L 27 + U 389, 636, 3268, 3269 |4 EET 4 L2 kU
Manager /| TCP (Active Directory,
Netscape Directory) ~

oy = 1 Unified Communications 7
SRV AN unf LT 2 ATN ™ Lightweight Directory
ager
Access Protocol
(LDAP) 71

CCMAdmin & 7= (& CCMUser /" 5 Cisco Unified Communications Manager
~®D Web &K

3R 4: CCMAdmin % =& CCMUser h > Cisco Unified Communications Manager ~0 Web &3k

EERT EEH) #EfExE (VRF—) -3 v Sl B#)
wiZAvA A Unified Communications | 80, 8080/ TCP INA 2X—F F R WAk
Manager v k=L (HTTP)
75 Unified Communications | 443, 8443/ TCP Hypertext Transport
Manager Protocol over SSL
(HTTPS)

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T TCP & & U UDP :R— ~ DA
Cisco Unified Communications Manager " 5 5514~ ) Web ZE3R .

Cisco Unified Communications Manager m 5 EZE#~ D Web Z3K

5 5: Cisco Unified Communications Manager H % BEEH#A~ D Web Z3R

EET GEEH) EEE (VRF—) ERER— K EL:y
Unified Communications | &5 Z& 80/TCP INA 2= T % 2 MR
Manager Z7a fa (HTTP)

* QRT

* RTMT

o [EREDOMBE L —
% #~ (Find and
List Phones) ]

ey

o [FEEEORE
(Phone
Configuration) ]

R—=

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



Cisco Unified Communications Manager T TCP & & U UDP R— + &R |
. E5EH# & Cisco Unified Communications Manager & DD LT+, AT4 7. BLUVZDMDBEE

& :% 14 & CiscoUnifiedCommunicationsManager & DD 5+ 1) V5,
ATAT. BLUVZTOMDEE

% 6:FEE# & Cisco Unified Communications Manager & DREID 5 F )T AT 47, BXUZFDOMDEE

RET GREE)  |BER (URF-)  |[EEER— - B
EE Unified Communications| 53/ TCP Session Initiation
Manager Protocol (SIP) #E&Htk
W, RAAL 2 F—2A
A7 . (DNS) %Al
MLT, a2
A >4 (FQDN) % fif
WLET,
) T74n1b
T, —#0
DUA YL
AT I7EA
AN BV N ¥
TCP @ 53 %
N— %7
2y 7L,
FQDN % fifi
HALers
CUCM %%
ELTND
LElT, U
A4 ¥ L ASIP
it B
o3 Y A WA
roltLz
R
T Unified Communications |69, WRiIZZ7 = ATV | 77— AT =T HE I
Manager (TFTP) / UDP RETFANDE T
n— NS5
Trivial File Transfer
Protocol (TFTP)
EIE Unified Communications | 2000/ TCP Skinny Client Control
Manager Protocol (SCCP)
I Unified Communications | 2443 / TCP Secure Skinny Client
Manager Control Protocol
(SCCPS)

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
E5E#H# & Cisco Unified Communications Manager & DD LT+ VY AT4 7. BLUVZDOMDBEE

ZEEEXR (JRF—)

EREAR— b

S

EIF Unified Communications | 2445 / TCP T RARA v MZEE
Manager MRFE—E A 22 L
i ‘g—o
EIF Unified Communications | 3804 / TCP o — VAN A
Manager (CAPF) # (LSC) #% IPPhone
(ZFATT D T2 D DR
ISP A=EY 15
(CAPF) VA=r7
A— b
EEE Unified Communications | 5060/ TCP 5 L T UDP | Session Initiation
Manager Protocol (SIP) &tk
Unified Communications | &5 2
Manager
FEET Unified Communications | 5061 TCP Secure Session I nitiation
Manager Protocol (SIPS) &k
Unified Communications | &5 % "
Manager
g Unified Communications | 6970 TCP Tr—Ahu T BLR
Manager (TFTP) FET 7A/LD HTTP
N—=ADF T rm—R
A Unified Communications | 6971, 6972/ TCP TFTP~® HTTPSA >
Manager (TFTP) =T xA A, Btk
B, TFTP bt ¥ =
TIREET 7 ANEHL
v ra— KT 5720l
ZOR—MEFEALE
ﬁ—o
EF Unified Communications | 8080 / TCP XML 77U & — 9
Manager V. RREE, T4 V7 b
U, $—ERRETE
AR M 9% URL,
Al < Sl el g V1)
DR—FERETEE
j—o
EF Unified Communications | 9443 / TCP EBEEES, ARSI
Manager B SERRRIC Z DR —
FEEHLET,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .




Cisco Unified Communications Manager T TCP & & U UDP R— + &R |
. 4 — k9 = 4 & Cisco Unified Communications Manager & DRID ST F V5, ATF47. BLUVZDMDEE

EIET (EEH) EIEL (VRF—) |EERER—b S

EEE Unified Communications | 9444 EEEHEIL. ZOR— B
Manager FEEEMBEHL T~y B
o MEBRRHERE 2T
LT,

IPVMS E; 16384 ~ 32767 / UDP | Real-Time Protocol
(RTP) . Secure
e IPVMS Real-Time Protocol
(SRTP)

GE) MDOT A R
LA 2
HLUET D,
Cisco Unified
Communications
Manager |
24576 ~ 3276[
EiFEfEAL
7

Z"— k2 = 4 & Cisco Unified Communications Manager & DREID S5+
)0, AT47. BLUZDOMDEIE

£ 7:5— 9 = 4 & Cisco Unified Communications Manager & DR DS T+ 1) o5, AT4 7. BLUFDMDBEE

EERT GEEH) FEEX (VRF—) |#EwER—k B&Y
Y i Ny R Unified Communicetions | 47, 50, 51 Generic Routing
Manager Encapsulation

(GRE)
Encapsulating Security
Payload (ESP) . #:
~yH— (AH) , =
neHoFa kangs
SR Ay g
IPSec N7 7 4 v %
fmiELET, FIRHL
WRTRIRAR— 1 &
RHELDOTEHY £
oo

Unified Communications | #*— K 7 — 1
Manager

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D



I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
44— k9 = 4 & Cisco Unified Communications Manager & DRID ST+ V 5, AT47. BLUVZDMDEE

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

JF—hvxA

Unified Communications
Manager

500/ UDP

IP Security (IPSec) 7
T NI VEENLDT- DD
A F =%y b F—

Unified Communications | 44— k7 — 1 N
Manager T AF Y
(IKE)
e A Unified Communications | 69, ¥kiZ— 7 = AT /L | hU ET /L7 7 A JLiE
Manager (TFTP) / UDP ¥ han
(TFTP)
Cisco Intercompany CIME ASA 1024 ~ 65535/ TCP  |R—h v v b
MediaEngine (CIME) #—bE 2, CIME 4~
N ML INAEANET L TDIH
Unified Communications HRLEST,
Manager
Gatekeeper Unified Communications | 1719 / UDP e F—r3—
Manager (H.225) RAS
Fe k7 A Unified Communications | 1720 / TCP H3234— Y =145
Manager IO A % 41l Vg
Unified Communications | 7 — . 7 = ¢ 7 (ICT) fg o

Manager

H225 7)1 7
H—ER

TF—rv=A

Unified Communications
Manager

Unified Communications
Manager

TF—rv=A

7= AZ)L[TCP

B b Sl
T EDOH225V T
FULT PR

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .




Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

. 4 — k9 = 4 & Cisco Unified Communications Manager & DRID ST F V5, ATF47. BLUVZDMDEE

EIET (EEH)

ZEEEXE (JRF—)

EREAR— b

S

JF—hvxA

Unified Communications
Manager

Unified Communications
Manager

TF—rv=A

7= AZ)V]TCP

HE, ETA, BIW
T =B ML DT
DH245> 75V T
-

Ge) F—tvu=
A OFEFIZ
Lo TH
5, VE—
kAT A
TRz
% H.245
A=k,

I0S 77— |
7 A TD
H.245 K — b
HAPHIL,
11000 ~
65535 T,

JF—hrUxA

Unified Communications
Manager

2000/ TCP

Skinny Client Control
Protocol (SCCP)

Y

Unified Communications
Manager

2001/ TCP

Cisco Unified
Communications
Manager D3 A Tl
956608 7 — kU=
AHT T TL— R
A— b

e

Unified Communications
Manager

2002/ TCP

Cisco Unified
Communications
Manager D A Tl
T 566247 — U=
AHT T TL— R
A—h

VT

Unified Communications
Manager

2427/ UDP

Media Gateway Control
Protocol (MGCP) #~—
NS0 == N = Sy

F—hro A

Unified Communications
Manager

2428/ TCP

Media Gateway Control
Protocol (MGCP) /X~
%

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
44— k9 = 4 & Cisco Unified Communications Manager & DRID ST+ V 5, AT47. BLUVZDMDEE

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

4000 ~ 4005/ TCP

Cisco Unified
Communications
Manager |25/, B
. BELODF ¥ 3L
DFR— FRpNE X
X, ZHHDR— FAR
ZDEIBRAT 4T D
7 7 b & Real-Time
Transport Protocol
(RTP) A—hrB LW
Real-Time Transport
Control Protocol
(RTCP) R— k&L
THEHINET,

e

Unified Communications
Manager

Unified Communications
Manager

F—rTxA

5060/ TCP ¥ L T*UDP

Session Initiation
Protocol (SIP) #— k
TrxABILNT AL
k> 27 (CT)

TF—hUxA

Unified Communications
Manager

Unified Communications
Manager

TF—rv=A

5061/ TCP

Secure Session Initiation
Protocol (SIPS) %'—
Iz ABLOY 7R
S ~Z > (ICT)

JF—hUxA

Unified Communications
Manager

Unified Communications
Manager

TF—rv=A

16384 ~ 32767 / UDP

Real-Time Protocol
(RTP) . Secure

Real-Time Protocol
(SRTP)

GF) MDOT A R
VR P 2 fef
HLUETD.
Cisco Unified
Communication
Manager I%
24576 ~ 3276
P EfEAL
7

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .



Cisco Unified Communications Manager T® TCP 35 & U UDP /R— ~ D |
. 7 71 sr—< 3 > & Cisco Unified Communications Manager & DS MDi@1{E

7 1) r—< 3 > & Cisco Unified Communications Manager & DD &

—
jilll

% 8:7 75— 3 > & Cisco Unified Communications Manager & DS D@15

Manager Assistant
Console

Manager

EERT GEEH) EEER (VRF—)  |ERER—+ B&Y
CTLZ oA 7> b Unified Communications | 2444 /| TCP Cisco Unified
Manager CTL 7' 11 /3o Communications
27— Manager ORIk £
UZX K (CTL) Zun
A Z— VA=V T
H—r R
Cisco Unified Unified Communications | 2748 / TCP CTI 7Y r—g
Communications 7 "V | Manager P
r—va v
Cisco Unified Unified Communications | 2749 / TCP CTI 7Y r—gv
Communications 7 7" U | Manager (JTAPI/TSP) & CTI
br—<sg Manager [ D TLS#zft
Cisco Unified Unified Communications | 2789 / TCP JTAPI 77U r—3 3
Communications 7 7’ U | Manager o
r—va v
Unified Communications | Unified Communications | 2912 / TCP Cisco Unified

Communications
Manager Assistant —
X (LLRGTO IPMA)

Unified Communications | Unified Communications | 1103 ~ 1129/ TCP Cisco Unified

Manager Attendant Manager Communications

Console Manager Attendant
Console (AC) JAVA
RMI LA KU H—
2\

Unified Communications | Unified Communications | 1101/ TCP RMI %— X%, RMI

Manager Attendant Manager Y D

Console

ThEINLDR—FE
ERT27 947k
WCIRELET,

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D




I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
7 1) sr—3 3 > & Cisco Unified Communications Manager & DS Di&1E

EET (EEH)

ZEEEXR (JRF—)

EREAR— b

S

Unified Communications

Unified Communications

1102/ TCP

Attendant Console

Manager Attendant Manager (AC) RMI H— 3

Console 4> F&A—F : RMI
P—NF, TNHo
A— NI RMI A >
t—VEEEFELES,

Unified Communications | Unified Communications | 3223 / UDP Cisco Unified

Manager Attendant Manager Communications

Console Manager Attendant

Console (AC) H—3
[EIROIRRE R — NI,
Attendant Console #—
NG ping 35 L OV gk
Avb—THBZEL.
Attendant Console #—
AICERREE A (5 L
*7,

Unified Communications
Manager Attendant
Console

Unified Communications
Manager

3224/ UDP

Cisco Unified
Communications
Manager Attendant
Console (AC) 7 A
T MEL ERRIR RN
WB XT3 AR HE
THEWOT=9DIZ AC H—
NIZEEEINET,

Unified Communications
Manager Attendant
Console

Unified Communications
Manager

4321/ UDP

Cisco Unified
Communications
Manager Attendant
Console (AC) 7 74
7 ME, Ll
D7D AC —Z
BEkSNET,

SAF/CCD %7 %
Unified Communications
Manager

SAF A A —T B FETT
% 10S L —%

5050/ TCP

EIGRPISAF 7' | =1L
EFATT O~V NT Y —
B2 10S/v—4,

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .




B owvsscrorerraryor—nenas

Cisco Unified Communications Manager T TCP & & U UDP R— + &R |

EIET (EEH)

ZEEEXE (JRF—)

EREAR— b

S

Unified Communications
Manager

Cisco Intercompany
Media Engine (IME)
P

5620/ TCP

ZOR— FTIE, A—
%5 5620 OFEH %
HEAEL 925, CLI =
<~ R® addime
vapserver % 7213 setime
vapserver port % Cisco
IME»—/TFEITT 5
LTk, EEERE
TEET,

VAP 7't | 2L,
Cisco Intercompany
MediaEngine +— 3 &
DWEEITHEH S E
R

Cisco Unified
Communications 7 7"V
r—vg v

Unified Communications
Manager

8443/ TCP

T ) r—a s
FrRET VT
BT r—a s
EDOY— RR—=F »¢
A3, Cisco Unified
Communications
Manager 7 — 4 ~X— &
WXL CoFm I AT
A EE T DT OITfE
M3 % AXL/ISOAP
API,

RICTLISAT U NETFATI+—ILEDEE

CILOSAT U ETF7ATIH—ILEDRIE

EET (EER)

EEE (VRS-

e3P el

S]]

CTlLZ7 747 b

TLS 7 ¥ v #—3

2444 TCP

ASAT7 7 AT U+ —)b
DOFEEEEY A b
(CTL) A H—
VA= T H—E R

Cisco Smart Licensing Service & Cisco Smart Software Manager [l D18 1§

Unified CommunicationsManager ™ Cisco Smart Licensing Service (¥, =—/LAx— A %18 U T Cisco
Smart Software Manager & [E#%H(5 21TV E 7,

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D



I Cisco Unified Communications Manager T® TCP 3 & U UDP 7/R— D 1E
ey —towmut—+ I

% 10: Cisco Smart Licensing Service & Cisco Smart Software Manager 5 D 5&15

EET EEE) EEEXR (YURF—) Bk R— k B#)

Unified Communications | Cisco Smart Software | 443/ HTTPS Sl N (e eV

Manager (Cisco Smart | Manager (CSSM) 7 —1 2%, Unified

Licensing Service) CM BEEThH DN E
IMETERT DT
2, CSSM Iz 71 &
AEAEEELET,

HP H—/\ L D4§5kEAR— b+

= 11:HP Y — /LD HR— b

EET GEERE) EEEXE (VRF—) |[#ERER—k B&

Ty REAL Y R HP SIM 2301/ TCP HP=—Yx Y kD
(Endpoint) HTTP & — -

Ty REL Y R HP SIM 2381/ TCP HP—— 22 b~
(Endpoint) HTTPS F— -

T RERA b Compaq &Pl —3 = | 25375, 25376, 25393 | COMPAQ & Bll——
(Endpoint) > bk / UDP U x v MEE

(cmaX)

T RARA b HPSIM 50000 ~ 50004/ TCP |HPSIM ~® HTTPS

(Endpoint) A—h

T27AT794A—ILTIT)r—3 0 A DARGO 3 AL F
ASA 2 — XBEEHR

http://www.ci sco.com/c/en/us/support/security/asa-5500-series-next-generation-firewal |/
tsd-products-support-series-home.html

[PIX Application Inspection Configuration Guide]

http://www.cisco.com/c/en/us/support/security/pix-firewal | -software/
products-installation-and-configuration-guides-list.html

[FWSM 3.1 Application Inspection Configuration Guide]

Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html

Cisco Unified Communications Manager T® TCP & & U UDP ;R— D fERA I
B erercruoe k- LBy HTY R -

http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_
f.html

IETF TCP/UDP R— &Y HTHY X k

Internet Assigned Numbers Authority (IANA) IETF#| D 4 TH— K U A |

http://www.iana.org/assignments/port-numbers

IPTL I+ =—8EELHR— MERAICEHT ST =TI
['Cisco CRS 4.0 (IP1VR and IPCC Express) Port Utilization Guidel
http:/Amwww.cisco.com/en’US/products/sw/custeosv/psl846/products inddlation and_configuration_guides ligt.html
[Port Utilization Guide for Cisco ICM/IPCC Enterprise and Hosted Editions]
http:/Amwww.cisco.com/enVUS/products/swvi/custecosw/ps1001/products ingdlaion and configuration guides ligt.html
['Cisco Unified Communications Manager Express Security Guide to Best Practicesl
hitp:/Avw.d soo.com/enUSinetol/ns340ns394/ns165/ns391/neworking._solutions design guidanoe09186e00801f8e30html
['Cisco Unity Express Security Guide to Best Practices]
http/AvwvdsoocomenUSasol ne340ns3o4nsl feins3a1inewarking. solutions design gLicence09186:00801f8e31 himinpA1149

VMware ;h— FE|Y ZTY X k

vCenter Server, ESX R A FBILOFDOMOXR Yy T —7 v R—3x NMEHT 7 A HDTCP
BLOUDP AR— K

. Cisco Unified Communications Manager T® TCP & & U UDP R— ~ D


http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www.iana.org/assignments/port-numbers
http://www.cisco.com/en/US/products/sw/custcosw/ps1846/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e30.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e31.html#wp41149
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382

	Cisco Unified Communications Manager での TCP および UDP ポートの使用
	Cisco Unified Communications Manager の TCP と UDP ポートの使用に関する概要
	ポート説明
	Cisco Unified Communications Manager サーバ間のクラスタ間ポート
	共通サービス ポート
	Cisco Unified Communications Manager と LDAP ディレクトリとの間のポート
	CCMAdmin または CCMUser から Cisco Unified Communications Manager への Web 要求
	Cisco Unified Communications Manager から電話機への Web 要求
	電話機と Cisco Unified Communications Manager との間のシグナリング、メディア、およびその他の通信
	ゲートウェイと Cisco Unified Communications Manager との間のシグナリング、メディア、およびその他の通信
	アプリケーションと Cisco Unified Communications Manager との間の通信
	CTL クライアントとファイアウォールとの通信
	Cisco Smart Licensing Service と Cisco Smart Software Manager 間の通信
	HP サーバ上の特殊なポート

	ポート参照
	ファイアウォール アプリケーション インスペクション ガイド
	IETF TCP/UDP ポート割り当てリスト
	IP テレフォニー設定とポート使用に関するマニュアル
	VMware ポート割り当てリスト



