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LDAP
1 CiscoUnified CM Administration [ System ]>[LDAP]>[LDAP LDAP
System ]
2 Unified Communications Manager LDAP
LDAP

IM and Presence Service 14SU1




B o

3 LDAP LDAP
4 [ ID LDAP LDAPAttributefor User ID ] [
End User Configuration ] [ ID UseriD ]
Unified Communications Manager LDAP
5[ Save |
LDAP LDAP LDAP
LDAP LDAP
Unified Communications Manager LDAP
S
LDAP RFC4515 LDAP
1 [Cisco Unified CM Cisco Unified CM Administration ] [ System ]>
[LDAP(LDAP)] > [LDAP LDAP Filter ]
2 [ AddNew ] LDAP
3 [ Filter Name ] LDAP
4 [ Filter ] UTF-8
1024 0
5[ Save |
LDAP Unified Communications Manager
LDAP LDAP

Unified Communication Manager

IM and Presence Service 14SU1
88



LDAP B

LDAP

Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP

LDAP Directory ]

o[ Find ] LDAP

o[ Add New ] LDAP
[LDAP LDAPDirectory Configuration ]
a [LDAP LDAP Configuration Name ] LDAP
b) [LDAP LDAP Manager Distinguished Name ] LDAP

ID
c)
d) [LDAP LDAP User Search Space ]
e [ LDAP LDAPCustom Filter for UsersSynchronize ]
[ UsersOnly ] [ Usersand Groups ]
f)
[ LDAP LDAP Custom Filter for Groups ]
LDAP
LDAP LDAP
Unified Communication Manager
[ Standard User FieldsTo Be Synchronized |
LDAP
LDAP Unified Communication Manager
URI URI
LDAP
LDAP

IM and Presence Service 14SU1 .




B o

10

11

12

13

14
15

a | Add to Access Control Group ]
b)
o [ Add Selected ]
[ Feature Group
Template ]
[ Feature Group
Template ] LDAP
a [
Apply mask to synced tel ephone numbersto create anew linefor inserted users |
b [ Mask ] 8889945
11XX 1145
a [ LDAP

Assign new linefrom the pool list if onewas not created based on asynced LDAP
telephone number ]

b) [DN DN Pool Start ] [DN DN Pool
End ]

[LDAP LDAP Server Information ] LDAP
IP

TLS LDAP [TLS Use
TLS ]

[ Save |
LDAP

. IM and Presence Service 14SU1



LDAP 24 Unified Communications Manager
o[ Remote Destination Profile ]
* CTI
* Spark
*» Nokia S60

» Cisco Dual Mode for iPhone

* IMS-integrated Mobile

* [Cisco Dua Mode for Android]

* LDAP 3 Unified
Communication Manager

o[ System ] >[LDAP] >[LDAP LDAP System ] [LDAP
LDAP System Configuration ] [LDAP LDAP
Server Type | LDAP
1 Cisco Unified CM [ System ] >[LDAP] >[LDAP LDAP Search ]
2 LDAP [

Enableuser searchtoEnterprise
Directory Server ]

IM and Presence Service 14SU1 .



ubs LDAP

3 [LDAP L DAP Search Configuration ]
4 [ Save |
OpenLDAP
(| (objectClass=intOrgPerson)(objectClass=rooms))
Cisco Jabber
OpenLDAP givenName sn  mail
displayName telephonenumber
UDS LDAP
[ Enable user
search to Enterprise Directory Server ] ubDSs
LDAP
uDsS
N
uDS LDAP
[LDAP LDAP Server Type |
[ System  ]>
[LDAP] > [LDAP L DAP System Configuration ]
ubs LDAP
userName » samAccountName
e uid
firstName givenName
lastName sn
[middleName] e [initialg]
» middleName
nickName nickName
displayName displayName
phoneNumber « telephonenumber
* ipPhone

. IM and Presence Service 14SU1



LDAP B

ubsS LDAP

homeNumber homephone

mobileNumber mobile

email

directoryUri * [mSRTCSIP-primaryuseraddress]
e [mail]

* departmentNumber

manager manager
LDAP LDAP
PIN
1 Cisco Unified CM [ System ]>[LDAP] >[LDAP LDAP
Authentication ]
2 [ LDAP Use LDAP Authentication for End Users ]
LDAP
3 [LDAP LDAP Manager Distinguished Name ] LDAP
LDAP ID
4 [ ConfirmPassword ] LDAP
5 [LDAP LDAPUser SearchBase ]
6 [LDAP LDAP Server Information ] LDAP
IP
7 TLS LDAP [TLS Use
TLS ]

IM and Presence Service 14SU1




B o

8 [ Save |
LDAP 94
LDAP
LDAP
Unified Communi cations Manager LDAP
o[ Maximum Number of Agreements | 20
o[ Maximum Number of Hosts ] 3
o[ Retry Delay On Host Failure (secs) |
5
o[ Retry Delay On HotList failure (mins) ]
10
* [LDAP LDAP Connection Timeouts (secs) |
5
o[ Delayed Sync Start time (mins) ] 5
o[ User Customer Map Audit Time ]
1 Cisco Unified CM Administration [ System ]>] Service
Parameters |
2 [ Server ]
3 [ Service | [Cisco DirSync]
4 Cisco DirSync
5 Save |

. IM and Presence Service 14SU1



LDAP

LDAP

LDAP B

Maximum Number of
Agreements

LDAP
20

Maximum Number of Hosts

LDAP

Retry Delay on Host Failure
(secs)

Cisco Unified Communications
Manager LDAP
5

Retry Delay on HostList Failure
(mins)

Cisco Unified Communications
Manager LDAP
10

LDAP Connection Timeout

Cisco Unified Communications Manager  LDAP

(secs) LDAP
5
Delayed Sync Start Time (mins) | Cisco DirSync Cisco Unified Communications
Manager
5
LDAP Cisco Unified Communications Manager LDAP
[ End
User Configuration ]
[ End User Configuration ] LDAP

Cisco Unified CommunicationsManager LDAP

[Cisco UnifiedCM CiscoUnified CM Administration ] [ EndUsers >
[ End User Management |

[ Find ]

[ Convertto Local User ]

[ End User Configuration ]

IM and Presence Service

14SU1




B LDAP

5[ Save |
LDAP
LDAP
LDAP Cisco Unified Communications
Manager
1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP
LDAP Directory ]
2 [ Find ] LDAP
3 [ Add to Access Control Group ]
4 LDAP
5 Add Selected ]
6 [ Save |
7 [ Perform Full Sync ]
Cisco Unified Communications Manager LDAP
LDAP
XMPP LDAP
XMPP LDAP

IM and Presence Service  LDAP

. IM and Presence Service 14SU1



XMPP LDAP

IM and Presence Service  JDS LDAP
XMPP XMPP IM and
PresenceService JDS JDS
LDAP LDAP XMPP
XMPP Cisco Unified Communications

Manager IM and Presence Service

XMPP

3: XMPP LDAP

XMPP LDAP

XMPP LDAP
6: XMPP LDAP
XMPP LDAP IM and Presence Service SSL
LDAP CA
xmpp-trust-certificate IM and Presence Service
CN LDAP FQDN
XMPP IM and Presence Service XMPP
LDAP LDAP
LDAP 1 LDAP
2
LDAP vCard
vCard |IM and Presence Service

IM and Presence Service 14SU1 .




B o

Cisco XCP XMPP LDAP
XCP
LDAP XMPP
LDAP CiscoXCP
LDAP
XMPP LDAP
IM and Presence Service  XCP DS
LDAP
LDAP LDAP
JDS JDS LDAP
IM and Presence Service
LDAP
LDAP
JbSs 2 LDAP
JDS LDAP
XMPP LDAP
Secure Socket Layer SSL LDAP IM and Presence Service
cup-xmpp-trust CA IM and
Presence Service CN LDAP
FQDN
CA
LDAP CA LDAP
IM and Presence Service  Cisco Unified Communications Manager IPv4
IPv6 LDAP IPv6 IM
and Presence Service ETHO
DNS XMPP LDAP
IPv6 LDAP

14SU1
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XMPP

LDAP B

XMPP

LDAP

[LDAP -

LDAP Server - Third-Party XMPP Client ]

LDAP
IPv6

1 [CiscoUnified CM IM and Presence

[

IP

LDAP LDAP
IM and Presence Service

Application ]>[

EthO IPv6

CiscoUnified CM IM and Presence Administration  ]>

Third-Party Clients ]>

636
LDAP
LDAP
EnableSSL ]
LDAP
CN SAN
CN SAN

[ LDAP Third-Party LDAP Servers ]
2 [ Add New ]
3 LDAP ID
4 LDAP
IPv6 LDAP IPv6
5 TCP SSL LDAP
389 SSL
6 LDAP
LDAP
7 SSL LDAP [SSL
SSL
FQDN
IP
8 [ Save |
IM and Presence Service 14SU1




B e LDAP

9 Cisco XCP Router
* SSL IM and Presence Service  SSL SSL
XMPP
XMPP
* LDAP LDAP
[CiscoUnified CM IM and Presence
Cisco Unified CM IM and Presence Administration ]>] System | >
[ Security 1> Certificate Import Tool ]
. XMPP LDAP Cisco
XCP [Cisco Unified IM and Presence
Cisco Unified IM and Presence Serviceability ]>] Tools 1>

Control Center - Feature Services |

XMPP LDAP
XMPP LDAP
IM and Presence XMPP
LDAP
XMPP LDAP
XMPP LDAP
2
LDAP LDAP
LDAP vCard vCard
. LDAP vCards
* XMPP vCard vCard vCard JDS
LDAP
o LDAP
vCard

. IM and Presence Service 14SU1



XMPP LDAP B

LDAP vCard
* IM and Presence vCard
* XMPP vCard vCard vCard
IM and Presence
. vCard
XMPP LDAP
7: XMPP LDAP
LDAP LDAP Server Type LDAP
* Microsoft Active Directory
o[ Generic
Directory Server ]
LDAP iPlanet Sun
ONE OpenLDAP
User Object Class LDAP
LDAP
Microsoft Active Directory
[ user ]
Base Context LDAP
LDAP
/
User Attribute LDAP
LDAP

Microsoft Active Directory
[SAMA ccountName]

URI IM
URI
msRTCSIPPrimaryUserAddress

msRTCSIPPrimaryUserAddress

IM and Presence Service 14SU1




B e LDAP

LDAP Server 1 LDAP 1 LDAP
LDAP Server 2 LDAP 2 LDAP
LDAP Server 3 LDAP 3 LDAP
XMPP LDAP
1 [CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration  ]>
[ Application ]1>[ Third-Party Clients ] >
[ LDAP Third-Party LDAP Settings ]
2
3 vCard LDAP vCard
[LDAP vCard Build vCardsfrom LDAP ]
vCard
IM and Presence
vCard
4 vCard FN LDAP
vCard vCard FN
5 LDAP LDAP
Microsoft Active Directory IM and Presence
6 [ Save |
7 Cisco XCP Router
XMPP LDAP Cisco
XCP [Cisco Unified IM and Presence
Cisco Unified IM and Presence Serviceability ]>] Tools ]>

[ Control Center - Feature Services |

. IM and Presence Service 14SU1



Cisco XCP .

Cisco XCP
Cisco XCP
XMPP LDAP
Cisco XCP
Cisco XCP
\}
LDAP XMPP LDAP
Cisco XCP Cisco XCP
LDAP XMPP LDAP

LDAP XMPP LDAP

1 [Cisco Unified IM and Presence

Cisco Unified IM and Presence

Serviceability ]>] Tools ]>] Service Activation ]
2 [ Server ] [IM and Presence IM and Presence Service ]
3 [Cisco XCP Cisco XCP Directory Service |
4 [ Save ]
IM and Presence Service 14SU1




. Cisco XCP
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8

IM and Presence Cisco Unified
Communications Manager

. 105
* Cisco Unified Communications Manager 105
« Cisco Unified Communications Manager ~ SIP 107

IM and Presence Cisco Unified
Communications Manager

Cisco Unified Communications Manager

IM and Presence Service Cisco Unified Communications Manager
Cisco Unified Communications M anager
Cisco Unified Communications M anager http://www.cisco.com/c/en/

us/support/unified-communi cations/unifi ed-communi cations-manager-callmanager/
products-install ation-and-configuration-guides-list.html ~ System Configuration Guide for Cisco Unified
Communications Manager

IM and Presence Service

IM and Presence Service 14SU1 .



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

. Cisco Unified Communications Manager

8. Cisco Unified Communications Manager

. IM and Presence Service

Cisco Unified Communications Manager Cisco Unified
Communications M anager LDAP
Cisco Unified CM Administration > [ 1>1
1>[ ]
[CTI Allow Control of Device from
DN CTI ]
[Cisco Unified CM Cisco Unified CM
Administration ]>][ Device ]>] Phone ]
ID
[CiscoUnified CM Cisco Unified CM Administration ]
> User Management ] >[ End
User ]
[Cisco Unified CM Cisco Unified CM
Administration ]>][ Device ]>] Phone ]
CTI CTI
[Cisco Unified CM Cisco Unified CM
Administration ]>] User Management ] >]
User Group ]
Cisco Unified Communications Manager  IM and Presence
Cisco Unified Communications
Manager 156
14SU1




Cisco Unified Communications Manager ~ SIP

IM and Presence Cisco Unified Communications Manager Tomcat
SAN IM and Presence
IM and Presence DNS
Cisco Sync Agent
Cisco Unified Communications Manager IP
FQDN

Cisco Unified Communications Manager  SIP

Cisco Unified Communications Manager SIP

1|SIP Cisco Unified Communications M anager
108 IM and Presence
SIP
2 | IM and Presence SIP SIP
109 SIP Cisco
Unified Communications Manager  IM
and Presence
3| SRV 110
Cisco Unified Communications M anager
IM and Presence SIP
DNS SRV IM
and Presence
SRV
SRV
4 111 |IM and Presence Cisco

Unified Communications Manager

IM and Presence Service 14SU1




B sr

5|SIP 111 IM and Presence
SIPPUBLISH
Cisco Unified
Communications Manager Cisco
Unified CommunicationsManager IM and
Presence Service
6 | Cisco Unified Communications Manager Cisco Unified
112 Communications Manager
7 Cisco Unified Cisco Unified Communications M anager
Communications Manager IM and Presence Service  TLS
112 IM and
Presence Service Cisco
Unified Communications Manager
TLS
Cisco Unified Communications Manager IM and Presence SIP

>SIP

1 Cisco Unified CM Administration > >

2 [Non Secure SIP Trunk Profile]

30 Copy ]

4 | MP- S| P- Trunk- Profile
5

* Incoming Transport Type
» Outgoing Transport Type

. IM and Presence Service

TCP+UDP
TCP

14SU1



IM and Presence SIP
o[ SUBSCRIBE Accept Presence Subscription ]
* [Out-of-Dialog REFER Accept Out-of-Dialog REFER ]
* [Unsolicited NOTIFY Accept unsolicited notification ]
* [Replaces Accept replaces header |
7 [ Save |
IM and Presence SIP 109
IM and Presence SIP
Cisco Unified Communications Manager 1M and Presence
SIP 108
1 [Cisco Unified CM Cisco Unified CM Administration [
[ Trunk ]
2 [ Add New ]
3 Trunk Type ] [SIP
Trunk ]
4  [DeviceProtocol] [SIP]
5 (Trunk Service Type)]
None ]
6 Next ]
7 ] DeviceName ]
8 [ Device Pool ]
9 SIP IM and Presence
Presence
* IM and Presence DNS SRV
SRV SRV
IM and Presence Service 14SU1

SIP

Device ]>

SIP

| MP-SI P

IM and




B s

10
11

12

13

SRV

ol

. IM and Presence IP FQDN
+) 16
[ Destination Port ] [ 5060]
[SIP SIP Trunk Security Profile ]
SIP

[SIP SIP Profile ] [ SIP

Standard SIP Profile ]
[ Save |
Cisco Unified Communications Manager  IM and Presence SIP DNS
SRV IM and Presence

SRV 110

SIP 111

Cisco Unified Communications Manager  IM and Presence SIP DNS
SRV IM and Presence

SRV
Cisco Unified CM IM and Presence Serviceability [ System ]>]

Service Parameters |
[ Server | IM and Presence

[ Go ]

[ Service | [Cisco SIP CiscoSIPProxy ]
SRV SRV
[ Save |

. IM and Presence Service 14SU1



SIP

sIp B

IM and Presence SIP PUBLISH
Cisco Unified Communications Manager Cisco Unified
CommunicationsManager IM and Presence Service

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Presence ]>][ Settings 1> Standard Configuration ]
CUCM IM Presence Publish Trunk IM and Presence

Cisco Unified Communications Manager SIP
[ Save |

Cisco Unified CommunicationsManager | M and Presence

Cisco Unified Communications Manager 112

IM and Presence Service Cisco Unified Communications Manager
Cisco Unified Communications Manager
IM and Presence

Cisco Unified CM IM and Presence Administration > [ Presence ]>[
Gateways |
[ Add New ]
[ Presence Gateway] Cuc™m
[ Description ]
[ PresenceGateway |
* Cisco Unified Communications Manager IP FQDN

IM and Presence Service 14SU1




. Cisco Unified Communications Manager

» Cisco Unified Communications Manager

6 [ Save |

SIP 111

Cisco Unified Communications Manager

Cisco Unified Communications Manager

1 Cisco Unified Serviceability [ Tools ]>]
Control Center - Feature Services |
2 [ Server | [Cisco Unified Communications Manager]
[ Go |]
3

* Cisco CallManager
e Cisco TFTP
« Cisco CTIManager

DNS SRV

 Cisco AXL Web Service IM and Presence  Cisco Unified Communications Manager

4 Start ]
Cisco Unified Communications Manager
IM and Presence Service Cisco Unified Communications Manager
IM and Presence Service Cisco Unified Communications
Manager SIPPUBLISH Cisco Unified Communi cations M anager

IM and Presence TLS

. IM and Presence Service 14SU1



Cisco Unified Communications Manager

TLS

1 | Cisco Unified Communications Manager
TLS 113

Cisco Unified Communications M anager
IM and Presence Service  TLS

2 | Unified Communications Manager ~ TLS

Context 113

Cisco Unified Communications Manager
TLS

Cisco Unified Communications Manager  TLS

IM and Presence Service

TLS

[y

Security ]>[TLS

2 [ Peer Subject Name ]
Manager IP
3 [ Description ]
4 [ Save |
TLS 178
Unified Communications Manager  TLS Context

Cisco Unified Communications M anager
Cisco Unified Communi cations M anager

[Cisco Unified CM IM and Presence Administration] > [
TLSPeer Subjects ]

SIPPUBLISH
IM and Presence Service

System ] >[
[Add New ]

Cisco Unified Communications

Cisco Unified CommunicationsManager TLS

TLS

Cisco Unified Communications Manager  TLS

IM and Presence Service 14SU1

113




. Unified Communications Manager ~ TLS Context

1 Cisco Unified CM IM and Presence Administration > [ System ] > |
Security ]> [TLS TL S Context Configuration ] [ Find ]

2 [Default_Cisco UP_SIP_Proxy_ Peer_Auth_TLS Context]

3 TLS Cisco Unified Communications Manager
TLS
4 TLS [ TLS Selected TLSPeer Subjects ]
5[ Save |
6 Cisco OAMAgent
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Servicesbility ] [ Tools ]1>[ -
Control Center - Network Services |
b) [ Server | IM and Presence [
Go ]
c) [IM and Presence IM and Presence Services | [Cisco OAMAgent]
[ (Restart)]
d)
7 OAM Cisco Presence Engine
a | Tools ]>][ - Control Center - Feature
Services |
b) [ Server | IM and Presence [
Go ]
¢) [IM and Presence IM and Presence Services | [Cisco Presence Engine]
[ Restart ]
d)
Cisco Unified Communications Manager 112

. IM and Presence Service 14SU1



. 115
. 119
. 121
. SSO IM and Presence
135
. 136
. 138
IM and Presence IM and Presence
IM and Presence IM and Presence

Cisco Unified Communi cations M anager

. IM and Presence Ix1
IM and Presence

¢ |[M and Presence

. IM and Presence Cisco Unified
CommunicationsM anager

. IM and Presence
. Cisco Unified Communications M anager
. XMPP
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» Microsoft Outl ook IM
Microsoft Outlook

OVA
OVA 15,000 25,000 IM and Presence OVA
15,000 OVA 25000 25K OVA
6 IM and Presence

75,000 25K OVA 75K
XCP [ Info ] [ Error ]

» 25000 IM OVA ( 75000 )

1 OVA
» 15000 IM OVA ( 45,000 )
7500
OVA
A\
Multiple Device Messaging Jabber
25,000 2 Jabber

5

2
25K 25K OVA 1 15K 15K OVA
1
IM and Presence IM and Presence

. IM and Presence Service 14SU1



IM and Presence

IM and Presence

IM and Presence
Communications Manager

IM and Presence

IM and Presence

Cisco Unified
IM and Presence

Cisco Unified Communications M anager

Presence

* |[M and Presence

* |[M and Presence

IM and Presence

* SIP

¢ |M and Presence

IM and Presence

IM and Presence

IM and Presence

IM and
IM and Presence

IM and Presence

Cisco Unified Communications Manager

IM and Presence Service 14SU1




Cisco Jabber
Cisco Unified Communications Manager
Cisco Unified Communications M anager

Session Management Edition
Cisco Jabber IM and Presence IM and
Presence Jabber
S
IM and Presence Cisco Unified Communications Manager

4:IM and Presence

RTP ! Signaling

XMPP
LDAP/AD
LOAP Directory
End Usar Configuration:
1. IM&P is NOT enabled;
o + 2 Service Profile points to IM&P Cluster
Ui ied
S E neger Expressway-C  Exprassway-E
; iy . | P a
End User Configuration: .~ = T ﬁ—g,— —
1. IM&P is enabled, ! Laaf 1-1XXX E ¥ g
Instant Massaga&‘a’a L iz if
Unifieq Presence . - ! Communication ol
Col:'rmricaic-n j 570 : Manager I._\Em1agsr
E s 1 = Y
@ i be- —F
= N ! 4 = il CUBE
=1 ! Leaf 2-2XXX SME
: ! Unisied |
Y L + Communi cation
) ~ + Manager
s e i3 L [ s
. ED
n : Cisco WabEx
: : Leaf 3-3XXX e
E i Unified
f 4 r
By CR e
AP
Leaf 4-4X XX

Advantages:

1. Nao full mash, easy managemant for large deploymant;
2 Varsion indapandant from Telephony CUCM cluster;
3. Lower cost option for customers with many clustars;
4, Easy XMPP fadaration with 3" parties;

A58

. IM and Presence Service 14SUl



IM and Presence

SSO
*[1]-[2] DNS SRV
*[3]-[4] UDS Cisco Unified Communications Manager
* [5]-[8] SAML SSO Cisco Unified Communications Manager
*[9] UC IM and Presence
IM and Presence
« [10] SOAP XMPP
IM and Presence
*[11] Jabber
5:IM and Presence
\DP DNS uDs

=5 =
u i =
Centralized IM&P

Telephony CUCM
Cluster, 12.0 @ Cluster, 12.0
= & ¥ ® R
= ) )\ e
= 'ﬂi - . [570 > (B i)
®® D) = - ® Fo— 50 .
Jabber 11.8 §
IM and Presence
* IM and Presence 115 1 su4
* IM and Presence Cisco Unified Communi cations M anager
IM and Presence
. Cisco Unified Communications Manager 105
@)
* Cisco Jabber 119
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IM and Presence

Apple Push Notification Service (ANS)

115 1 su4
+i0S
IM and Presence
Cisco Cloud Onboarding
CUCM Cisco Cloud Onboarding
TCT
i0S APN
IM and Presence Service Cisco Cloud Onboarding
Cisco Cloud Onboarding
* Cisco Unified Communications Manager IM and Presence

Unified Communications Manager

115 1 Su4

» OAuth Refresh Logins

* SAML SSO
1 Su4

115 1 Su4

» Cisco AXL Web Service

DNS

IM and Presence

DNS SRV
SRV

Directory
SRV

. IM and Presence Service

CUCM

iOS  Jabber

Cisco

Cisco Unified Communications Manager

115

Cisco Unified Serviceability

Service Activation ]

Cisco Jabber
Cisco Jabber

Cisco Unified Communications Manager
DNS SRV
DNS SRV
_cisco-uds

DNS SRV

14SU1

ILS

Active


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/push_notifications/cucm_b_push-notifications-deployment-guide.html

Active Directory SRV

. / / _msdcs/dc/ _sites/

. / /_msdcs/dc/ _tcp
SRV

e kerberos

e ldap

e cisco_uds SRV

SRV

. ._cisco_uds

. 1 _tep

. 0 0

. 1 8443

. fgdn
Jabber DNS SRV
nsl ookup -type=all _cisco-uds. _tcp.dcloud. exanpl e.com

Server: adl. dcl oud. exanpl e. com

Address: Xx.X.X.X

_cisco-uds. _tcp. dcl oud. exanpl e. com SRV service | ocation:
priority = 10

wei ght = 10

port = 8443

svr hostnanme = cucn?. dcl oud. exanpl e. com

cucn®. dcl oud. exanpl e. com i nternet address = X.X.X.Yy

IM and Presence

Domain Name

| _tcp

IM and Presence
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IM and Presence

IM and Presence  Feature IM and Presence
Group Template IM and Presence
123
IM and Presence LDAP IM
LDAP and Presence
124 LDAP
IM and
Presence 125 LDAP
IM and Presence
126 IM and Presence

IM and Presence UC
127

IM and Presence
ucC

IM and Presence

128

IM and Presence UC
Cisco
Jabber

IM and Presence

Presence
128

IM and Presence

. IM and Presence Service

14SU1




IM and Presence

Feature Group Template

IM and Presence

OAuth
8 130 OAuth
ILS
9 130 ILS

10

* [M and Presence
Cisco XCP

IM and Presence  Feature Group Template

IM and Presence

IM and Presence

LDAP
IM and Presence
A\
LDAP
LDAP Cisco Unified Communications
Manager LDAP
IM and Presence
IM and Presence 125
1 IM and Presence Cisco Unified CM

IM and Presence Service 14SU1




. IM and Presence LDAP

2 [ User Management ]>| / User Phone/Add >
Feature Group Template ]
3
o[ Find ]
o[ Add New ]
4
o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
5[ Feature Group Template Configuration ]
6 [ Save |
LDAP
IM and Presence LDAP 124
IM and Presence LDAP
IM and Presence LDAP
IM and Presence
S
LDAP
LDAP
System Configuration Guide for Cisco Unified Communications
Manager Configure End Users
IM and Presence  Feature Group Template 123
1 IM and Presence Cisco Unified CM
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IM and Presence .

2 [ System ]>[LDAP] >[LDAP LDAP Directory ]
3

a [ Find ] LDAP

b [ Add New ] LDAP
4 [ Feature Group Template ]

IM and Presence

5 [LDAP LDAPDirectory ]
6 [ Save |
70 Perform Full Sync ]

Cisco Unified Communications Manager LDAP

IM and Presence

126
IM and Presence
IM and Presence
[ Update Users ]
IM and Presence
S
[ ] [ ] csv
Bulk Administration Guide

for Cisco Unified Communications Manager

o[ Home Cluster ]

* [Unified CM IM and Presence Enable User for Unified CM IM and

Presence |
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk

Administration ]>] Users |>] UpdateUsers ] > Query ]

IM and Presence Service 14SU1 .



3 [ Next ]
2
4
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]-
IM and Presence
5
6 [ Job Information ] [ Run Immediately ]
7 [ Submit ]
IM and Presence
S
ILS IM
and Presence
1 IM and Presence
2 Cisco Unified CM IM and Presence Administration [ System ]>]
Centralized Deployment ]
3 [ Find ] Cisco Unified Communications Manager
[Edit Selected]

. IM and Presence Service 14SU1



IM and Presence UC .

4 [ AddNew ] Cisco Unified Communications Manager
5

o[ Peer Address ] Cisco Unified Communications Manager

FQDN IPv4
IPv6

* [AXL AXL Username ] AXL

* [AXL AXL Password ] AXL
6 [ Save and Synchronize ]

IM and Presence

IM and Presence UC 127

IM and Presence UC

IM and Presence
ucC IM and Presence
IM and Presence

1 Cisco Unified CM
2 [ User Management ] > User Settings ] >[UC ucC
Service |
3
a | Find ]
b) [ Add New ] ucC
4 [UC UCServiceType | [IM and Presence]
[ Next ]
5[ Product type ] [IM and Presence
IM and Presence Service ]
6 [ Name ]
7 [ P HostName/IP Address ] IM and Presence
IPv4 IPv6

IM and Presence Service 14SU1




. IM and Presence

8 [ Save |

IM and Presence

IM and Presence

1 Cisco Unified CM

Presence

Presence

Settings 1>
2

a [ Find ]

b [ Add New ]
3 IM

a | Primary ]

b) Secondary
4 [ Save |

LDAP
Presence

IM and Presence

. IM and Presence Service 14SU1

IM and Presence /1P

128

IM and Presence

IM and Presence

User Management ] > User
Service Profile ]

IM and Presence

128

IM and



Presence .

LDAP
LDAP Presence Centra
Deployment
UnifiedCM  IM and
Presence
« LDAP LDAP
LDAP Sygtem
Configuration Guide for Cisco Unified Communications Manager Configure End Users
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Query 1>
Bulk Administration ]>[ Users ]>[ UpdateUsers ]>[
Query ]
2
3 [ Next ]
2
4
* [Unified IM and Presence Enable User for Unified IM and Presence ]
- IM and
Presence
« UC -
IM and Presence IM and Presence

IM and Presence Service 14SU1 .



B oan

Expressway
https://www.ci sco.com/c/en/us/support/unified-communi cations/expressway-series/
products-installation-and-configuration-guides-list.html Mobile and Remote Access via

Cisco Expressway Deployment Guide

5
6 [ Job Information ] [ Run Immediately ]
7 [ Submit ]

OAuth 130

OAuth
OAuth

1 Cisco Unified CM
2 [ System ]>][ Enterprise Parameters |
3 [SSO SSO Configuration ] [ OAuth OAuth with Refresh

Login Flow ] [ Enabled ]
4

ILS
IM and Presence
ILS IM and Presence
ILS
S
IM and Presence ILS
URI
ILS System Configuration Guide for Cisco Unified
Communications Manager Configure the Dial Plan

. IM and Presence Service 14SU1
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ILS
*ILS

* |[M and Presence

ILS

ILS ID B

DNS SRV

http://www.cisco.com/c/en/us/support/unified-communications/

unified-presence/products-implementation-design-guides-list.html Cisco Collaboration System
Solution Reference Network Design

1/ILS ID 131
ID ID
St andAl oned ust er
ILS
2 ILS ILS
132 ILS
31ILS ILS
133
ILS
ILS ID
ILS ID
ID
1 Cisco Unified CM
2 [ System ]>][ Enterprise Parameters |
IM and Presence Service 14SU1
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ILS

3 [ ID ClusterID ] St andAl oned ust er

ID  StandAl oned uster ILS
4 [ Save |
5 ILS
ID
ILS 132
ILS
Cisco Unified Communications M anager ILS
S

ILS ID 131
1 Cisco Unified CM
2 [ Advanced Features ]>[ILS ILS Configuration ]
30 Role ]

[ Hub Cluster ] [ Spoke Cluster ]
4 [ Exchange

Global Dia Plan Replication Data with Remote Clusters ]
5 [ILS ILS Authentication Details ]

a) TLS [TLS UseTLS

Certificates |
TLS CA
b) TLS [
UsePassword ]

6 [ Save |

. IM and Presence Service 14SU1



ILS B

7 [ILS ILS Cluster Registration |
o[ Registration Server ]
IP FQDN
o Activatethe

Intercluster Lookup Service on the publisher inthiscluster ]

8 [OK]
9 ILS
Transport Layer Security TLS ILS
Tomcat Cisco Unified
. ILS
Administration Guide for Cisco Unified Communications Manager Manage
Certificates
ILS ILS
133
ILS
ILS
1
2 CiscoUnifiedCM [ Advanced Features ]>[ILS ILSConfiguration ]

IM and Presence Service 14SU1




3 [ILS ILSClustersand Global Did
Plan Imported Catalogs ] ILS

Cisco Unified Communications  Mobile & Remote Access  Cisco Collaboration Edge
Cisco Jabber
Cisco Unified Communications Manager

Expressway Unified CM

1 Jabber EX/MX/SX
2. Business-to-Business B2B
3.
Webex
4,
Expressway-C.
R - Unified CM
Expressway-C IM&P [
Configuration ] - [ Unified Communications ] -

[IM and Presence IM and Presence Service nodes |
Expressway-C -

10 OAuth

Authentication path UCM /LADP

OAuth

Authorize by OAuth token with refresh
OAduth Authorizeby OAuth
token

. IM and Presence Service 14SU1



SSO

IM and Presence

Jabber iOS
Safari

Check for internal
authentication availability

11: OAuth

Authentication path

UCM / LADP

OAuth
Authorize by OAuth token with refresh

Jabber i0S
Safari

Check for internal

authentication availability

https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-install ation-and-configuration-guides-list.html

SSO
IM and Presence

IM and Presence

SSO
SSO
Jabber
SSO
SSO
IM and Presence Service 14SU1

Jabber
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1 Cisco Unified CM

a LDAP [ URI] [ ID]
SSO LDAP LDAP
LDAP Synchronization
b) [ URI]
[ ID]
o [ ] [ 1>1 ] [Cisco Unified
IM and Presence ucC
IM and Presence ]
IM and Presence ]
d [ ] [ 1> ] [
Permission Information ] Cisco CallManager (CCM)
€) IM and Presence
ServiceSettings [Cisco Unified IM and Presence
ucC IM and Presence ]
f) uc (
1>] ]1>[UC Service D
9)
IM and Presence IM and Presence [
1> 1> ]
h) OAuth [
] [ OAuth] [ ]
2 Cisco Unified IM and Presence IM and Presence
Service [ 1>1 ]
IM and Presence SIP
CuCM
1 CUCM

IM and Presence
CUCM
CUCM

. IM and Presence Service 14SU1



Cisco Unified CM
SIP

1 Cisco Unified CM
a | 1> ]

IM and Presence
b) [ 1>[
Presence ]
IP

c)

1 Unified CM IM and Presence

IM and Presence
1

2 Cisco Unified CM IM and Presence

a) Cisco Unified CM IM and Presence

[ ]
IP

cucMm [

|

b) Cisco UnifiedCM  IP
ACL] ACL

o [ 1>[ 1>[TLS
CM IP

d) [ System ]>[
Configuration ] [TLS

Cisco Unified CM

TLS ]

3 Cisco OAM Agent

4 Cisco Presence Engine

IM and Presence Service 14SU1

Security ]>[TLS

IM and Presence

SIP

CallM anager [IM and

uc

CUCM

CUCM

CUCM

CUCM

[ 1> 1>
] Cisco Unified
TLSContext

TLS [

[ TLS ]




IM and Presence

Cisco Jabber [

DND ] Cisco IP Jabber
DN DND
ILS ILS
ILS IM and Presence ILS
ILS
ILS IM and Presence Cisco Unified
Communications Manager
Cisco Jabber
Jabber
Unified Communications Manager
ID OAuth
11.5(1) SuUs
Unified Communications Manager  11.5 (1) SU3
OAuth
Cisco Unified CM IM and Presence
SSO LDAP
IM
Cisco Jabber

. IM and Presence Service

14SU1




. 139

. IM and Presence

. IM and Presence

. SIP

* Multicass DNS MDNS -MDNS DNS

MDNS

XCP XCP
MDNS

IM and Presence Service 14SU1 .




MDNS

MDNS
*10S DNS
DNS MDNS
MDNS
DNS
MDNS
DNS IP
FQDN DNS
IP
IP http://www.cisco.com/c/
en/us/support/%20unified-communi cati ons/unified-communi cations-manager-cal | manager/
%20products-maintenance-guides-list.html Cisco Unified Communications Manager
IM and Presence IP
1 141 IM

and Presence

IM and Presence Service

. IM and Presence Service 14SU1
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2 | Cisco XCP 142
Cisco XCP Router
3
143
XMPP
TLS
IM and Presence
4 ID 144 MDNS
ID
ID
5
144 Cisco XCP Router
IM and Presence
6 145
IM and Presence
IM and Presence Service

IM and Presence Service 14SU1 .



. Cisco XCP

IM and Presence Service

MDNS |0S MDNS
1 IM and Presence [Cisco Unified CM IM and Presence
Administration]
2 [System ] > [Service Parameters ]
3 [ Server ] [IM and Presence IM and
Presence Service |
4 [ Service | [Cisco XCP Cisco XCP
Router ]
5 XCP
o[ DNS MDNS Multicast DNS MDNS |-
o[ Router-to-Router |-
IM and PresenceService  XCP
6 [ Save |

Cisco XCP

. IM and Presence Service

Cisco XCP 142

Cisco XCP Router

14SU1



141
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceahility ]
[ Tools ]>][ - Control Center -
Network Services |
2 [ Server ] [ Go ]
3 [IM and Presence IM and Presence Services | [Cisco XCP Router]
4 [ Restart ]
143
MDNS ID 144
XMPP TLS
IM and Presence XMPP XMPP
S
IM and Presence
1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Security 1> Settings ]
2 [XMPP Enable XM PP Router-to-Router Secure
Mode ]
3 [ Save |

IM and Presence Service 14SU1




144
ID
MDNS ID
ID
S
ID IM and Presence
1 IM and Presence [Cisco Unified CM IM and Presence
Administration]
2 [ Presence ]>] Settings 1> Standard Configuration ]
3 ID ID
IM and Presence ID _
ID
4 [ Save |
ID
144
Cisco XCP Router

IM and Presence

. IM and Presence Service 14SU1



[N

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters |
[ Server ] [IM and Presence IM and
Presence Service |
[ Service | [Cisco Presence Engine]
[ Parametersthat apply to all servers ] [
Presence Change Throttle Rate ]
10 100 50
[ Save |
SIP
145
1(9P 146 | SIP WAN

IM and Presence
TCP

2 | IM and Presence Service
146

3 | IM and Presence Service
148

IM and Presence Service 14SU1 .




B sr

SIP

1 [CiscoUnified CM IM and Presence

CiscoUnified CM IM and Presence Administration ]

[ Presence ]>] Routing ]>[ Settings |
2 [ / Method/Event Routing Status ] [ On ]
WAN IM and Presence TCP
3 Preferred Proxy Server | | SIP TCP

Default SIP Proxy TCP Listener
4 [ Save |

IM and Presence Service

1 [CiscoUnified CM IM and Presence

[ System ]>[
2 [ Server |
30 Service |
4
5
5[ Save |

IM and Presence Service

. IM and Presence Service 14SU1

]

CiscoUnified CM IM and Presence Administration ]
Service Parameters |

IM and Presence
[Cisco SIP Proxy]
RouteEmbedTemplate

148



A
T4. . T8XXXXX*

IM and Presence Service

12: - A

Destination Pattern

74..7812345* 1.2.3.4:5060
74..7867890* 5.6.7.8.9:5060
74..7811993* 10.10.11.37:5060

IM and Presence Service

* 73..7812345* 74
* 74..781*

* 74...7812345*

B
471... Xx*

IM and Presence Service

13: - B

Destination Pattern

471....34* 20.20.21.22

471...55* 21.21.55.79

IM and Presence Service

* 47...344* 471
* 471...4%

* 471.450*

IM and Presence Service 14SU1 .




. IM and Presence Service

IM and Presence Service

1 [CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration ]
[ Routing ]>] Static Routes ]
2 [ Add New ]
3
4 [ Next Hop ] IP FQDN
5
5060
6
7
TCP UDP TLS
8 [ Static Route Configuration ]
9 [ Save |

IM and Presence Service

. IM and Presence Service 14SU1



14 : IM and Presence Service

255
Patl?&stl nation gp 100
en IM and Presence
Service
*
IM and Presence Service
1
IP
\* *
255
IP
Next Hop FQDN IP
IM and Presence Service DNS SRV
DNSSRV
DNS SRV

IM and Presence Service 14SU1




Next Hop 5060
Port .
IM and Presence Service DNS SRV
DNSSRV
0
[ User ] [
Route Type Domain ] [ User ]
SIP URI sip:19194762030@myhost.com
19194762030 myhost.com
[ User ] IM and Presence Service  SIP
19194762030
[ Domain ] IM and
PresenceService SIP myhost.com
TCP UDP TLS
Protocol Type TCP
Priority 1
1 65535

. IM and Presence Service

14SU1




Weight
1 65535

«1 20

«1 10

«2 50

2
IM and Presence Service
SIP
20
10 2 IM and
Presence Service 1
2
Allow
Less-Specific
Route
In
Service
[
Block Route ]
IM and Presence Service 14SU1
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. 153

. 155

* Cisco Unified Communications Manager 156

« IM and Presence CA 159
* IM and Presence Service 162

* CSR 167

. 168

. 171

ID IM and Presence
IM and Presence Cisco Unified
Communications Manager Cisco Jabber
DNS

IM and Presence 2

IM and Presence Cisco Unified Communications Manager

*CA - CA
CA Verisign Entrust Digicert Windows 2003
Linux Unix [0S /
CA WAN
WAN
CA

IM and Presence Service 14SU1 .



15:

CA
WAN CA
IM and Presence SAN
CSR
IM and Presence Services
IM and Presence
IM and Presence Service
\}
-ECDSA EC
RSA

tomcat Cisco Client Profile | tomcat- trust IM and Presence Service
tomcat-ECDSA Agent Cisco Jabber

Cisco AXL Web

Service Cisco Unified CM IM

Cisco Tomcat

Web
IM and Presence Service
LDAP
ipsec ipsec-trust IPSec
14SU1

. IM and Presence Service




cup, Cisco SIP Proxy cup-trust Expressway-C SIP
cup-ECDSA Cisco Presence IM and
Engine Presence IM and Presence
Exchange/Office 365
cup-xmpp Cisco XCP cup-xmpp-trust XMPP Cisco
Connection
cup-xmpp-ECDSA | -, Jabber
anager XMPP CAXL
Cisco XCP Web
Connection
Manager
Cisco XCP XMPP
Directory service LDAP Cisco XCP
Cisco XCP Router Directory

IM and Presence

Service
Cisco XCP Router
CUp-Xmpp-s2s Cisco XCP XMPP | cup-xmpp-trust XMPP
Federation XMPP
U XMPP2SECDIA | connection Manager

Cisco Unified Communications Manager

* [M and Presence SIP

* |[M and Presence Service  SIP
* SIP

IM and Presence Service 14SU1 .




. Cisco Unified Communications Manager

* |M and Presence Service CN SIP

Cisco Unified Communications Manager

Cisco Unified Communications Manager

\}

Cisco Unified Communications Manager  IM and Presence

1 |IM and Presence Cisco IM and Presence Cisco Unified
Unified Communications Manager Communications Manager
156
2 | IM and Presence IM and Presence Service
157

Cisco Unified Communications M anager

3 | IM and Presence Cisco Unified IM and
Communications Manager Presence Cisco Unified
158 Communications Manager

Callmanager-trust

IM and Presence Cisco Unified Communications Manager

IM and Presence Cisco Unified Communications Manager

. IM and Presence Service 14SU1



IM and Presence .

1 [CiscoUnified CM IM and Presence

Cisco Unified CM IM and Presence Administration ]

[ Sysem ]>] Security ]>] Certificate
Import Tool ]

2 [ Certificate Trust Store ] [IM and Presence IM/P

IM and Presence IM/P  Service Trust ]
3 Cisco Unified Communications Manager IP FQDN
4 Cisco Unified Communications Manager
5[ Submit ]

Cisco Unified Communications
Manager Cisco Unified Communications Manager

[Cisco Unified IM and Presence OS

Cisco Unified IM and Presence OS

Administration ]>][ Security 1> Certificate
Management |
TLS RSA
ECDSA
6 Cisco SIP
a) IM and Presence [Cisco Unified IM and Presence Cisco Unified
IM and Presence Serviceability ] [ Tools 1> -
Control Center - Feature Services |
b) [ Server | [IM and Presence Service]
[ Go ]

c) Cisco SIP Proxy

IM and Presence

IM and Presence

IM and Presence Service
Cisco Unified Communications Manager

IM and Presence Service 14SU1

157




. IM and Presence

1 IM and Presence

Cisco Unified Communications Manager

[Cisco Unified IM and Presence OS Cisco Unified IM and

Presence OS Administration ] [ Security 1> Certificate
Management |
2 [ Find ]
3 cup. pem
cup- ECDSA. pem
4 [ ]
IM and Presence cup.csr
Cisco Unified Communications Manager
CA
IM and Presence Cisco Unified Communications Manager 158

IM and Presence

Manager

IM and Presence

. IM and Presence Service

Cisco Unified Communications Manager

14SU1

IM and Presence Cisco Unified Communications

Callmanager-trust

157

1 Cisco Unified OS

2 [ Security ]>] Certificate Management |
3 [ ]

4 [ Certificate Name ] [Callmanager-trust]

5 IM and Presence

6 [ Upload File ]

7 Cisco CalManager



a) Cisco Unified Servicesbility [

Control Center - Feature Services |

b) [ Server |
Manager [Go
¢) Cisco CallManager

IM and Presence

IM and Presence
CA

IM and Presence CA .

Tools ]>] -
Cisco Unified Communications

Restart ]

CA

CA
IM and Presence

159

CA

IM and Presence

2 | Cisco Intercluster Sync Agent

Cisco

160 Intercluster Sync Agent
3 CA CA
161
CA IM and Presence
. > 1 > 2
1 IM and Presence [Cisco Unified CM IM and Presence OS
Administration]
IM and Presence Service 14SU1

g



. Cisco Intercluster Sync Agent

2 [ Security ]>] Certificate Management ]

3 [ / Upload Certificate/Certificate chain ]

4 [ Certificate Name ] 1
*CA tomact
«CA cup-xmpp CA Ccup-xmpp-s2s

cup-xmpp-trust

5

6 [ Browse ]

7 [ Upload File ]

8 [ / Upload Certificate/Certificate chain ]

Cisco Intercluster Sync Agent 160

Cisco Intercluster Sync Agent

IM and Presence
Cisco Intercluster Sync Agent

CA
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools ]>][ - Control Center -
Network Services |
2 [ Server ] [IM
and Presence Service] [ Go |
Command Line Interface utils service restart Cisco Intercluster Sync Agent

Cisco Intercluster Sync Agent

3 Cisco Intercluster Sync Agent

. IM and Presence Service 14SU1



CA B

164
CA
Cisco Intercluster Sync Agent CA
IM and Presence
N
- ECDSA
1 CiscoUnified CM IM and Presence Administration [ Diagnostics ]>[
System Troubleshooter ]
2 [ Inter-clustering Troubleshooter ] [ TLS

-~

Verify that each TL S-enabled inter-cluster

peer has successfully exchanged security certificates ]

IP IP
CA
[ Presence ]>] Inter-Clustering ] [
System Troubleshooter ]
[ Force Manual Sync ]
60
[ Certificate Status ] Connectionis
secure
[ Certificate Status | Connectionis
secure IM and Presence
Cisco Intercluster Sync Agent 5 7
. CLI utils service restart Cisco Intercluster Sync Agent
. Cisco Unified IM and Presence Servicesbility  GUI
[ Certificate Status ]

Connection is secure

IM and Presence Service 14SU1 .




. IM and Presence Service

CA
IM and Presence Service
IM and Presence Service
IM and Presence CA
CA CA
CA IM and Presence
IM and Presence 159
1 Upload IM and Presence Service
Certificates 163
2 | Cisco Tomcat 164 Tomcat Cisco Tomcat
3 164 Tomcat Cisco Tomcat
4 CiscoXCP cup-xmpp
165
Cisco XMP Router
5 | Cisco XCP XMPP Federation Connection | (XMPP ) XMPP
Manager 166 cup-xmpp
Cisco XCPXMPP

. IM and Presence Service 14SU1




Upload Certificates .

6 | XMPP (XMPP ) TLS
XMPP
166 cup-xmpp
XMPP

Upload Certificates

IM and Presence Service

tomcat
S
- ECDSA
CA CA
CA CA
IM and Presence Service

1 [Cisco Unified IM and Presence OS Cisco Unified IM and Presence OSAdministration |

[ Security ]>] Certificate Management ]
2 [ / Upload Certificate/Certificate chain |
3 tomcat
4
5 [ Browse |
6 Upload File ]

IM and Presence Service 14SU1 .




. Cisco Tomcat

7

Cisco Tomcat

IM and Presence Service
Cisco Tomcat

IM and Presence tomcat Cisco
Tomcat

CLI
utils service restart C sco Tontat
Cisco Tomcat
IM and
Presence
Cisco Unified CM IM and Presence Administration [ Diagnostics ]>[
System Troubleshooter ]

[ Inter-clustering Troubleshooter ] [ TLS

Verifythat each TL S-enabled
inter-cluster peer hassuccessfully exchanged security certificates |

IP P
CA

. IM and Presence Service 14SU1



Cisco XCP .

4 Presence ]>] Inter-Clustering ]
System Troubleshooter
5 ] ForceManual Sync ]
6 [ Tomcat Also resync peer's Tomcat certificates ]
[OK]
7 60
8 Certificate Status | Connectionis
secure
9 Certificate Status ] Connectionis
secure IM and Presence
Cisco Intercluster Sync Agent 5 8
. CLI utils service restart Cisco Intercluster Sync Agent
. Cisco Unified IM and Presence Serviceability — GUI
10 [ Certificate Status ]

Connection is secure

Cisco XCP

IM and Presence Service cup-xmpp cup-xmpp-ECDSA
Cisco XCP Router
)
Cisco Unified IM and Presence Serviceability GUI Cisco XCP Router
1 CLI
2 utils service restart Cisco X CP Router

IM and Presence Service 14SU1 .




. Cisco XCP XMPP Federation Connection Manager

Cisco XCP XMPP Federation Connection Manager

IM and Presence CUp-Xmpp-s2s
cup-xmpp-s2s-ECDSA CiscoXCP
XMPP Federation Connection Manager

1 CLI
2 utils service restart Cisco XCP XMPP Federation Connection Manager
3
XMPP
XMPP TLS
XMPP
XMPP Cup- Xnpp- s2s
cup- xnpp- s2s- ECDSA IM and Presence
SAN
examplecom SAN XMPP

* examplecom  SAN
IM and Presence
conference.example.com

\}

cup- Xxnpp- s2s cup- xnpp- s2s- ECDSA CiscoUnified
IM and Presence OS Administration > [ Security ]1>] Certificate
Management | CUp-xmpp-s2s cup-xmpp-s2s-ECDSA
10 System ]>] Security Settings ]
2 [XMPP Enable Wildcards

in XMPP Federation Security Certificates ]

. IM and Presence Service 14SU1



CSR B

Cisco XM PP Federation Connection Manager XMPP
XMPP
IM and Presence
TLS XMPP

CSR

CSR CSR
CA

1 Cisco Unified OS [ Security ]>] Certificate
Management |

2 [CSR Generate CSR | [ Generate
Certificate Signing Request ]

4 [ Distribution ] IM and Presence
SAN

a) [CSR Download CSR ]
b) [ Certificate Purpose |
c) CSR

CSR CA

IM and Presence Service 14SU1 .




Unified Communications Manager  IM and Presence Service CA
CSR
16 : Cisco Unified Communications Manager CSR
Key Usage
IP [
Digital
(136.155.7.31) S n'gt'u?e ]
(136.155.7.32) 9
(1.36.1.55.7.35)
CallManager Y Y Y Y N Y
CallManager-ECDSA
CAPF N Y Y Y Y Y
ipsec N Y Y Y Y Y Y
tomcat Y Y Y Y N Y
tomcat-ECDSA
TVS Y Y Y Y Y Y
17': IM and Presence CSR
Key Usage
IP [
Digital
(136.155.7.31) Dlgia
Signature ]
(1.36.155.7.3.2)
(1.3.6.1.55.7.35)
cup N Y Y Y Y Y Y
cup-ECDSA
cup-xmpp Y Y Y Y Y Y Y
cup-xmpp-ECDSA
Ccup-xmpp-s2s Y Y Y Y Y Y Y
cup-xmpp-s2s-ECDSA
ipsec N Y Y Y Y Y Y
tomcat Y Y Y Y Y Y
tomcat-ECDSA
14SU1
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1 Cisco Unified OS
Management |

2 [

~N o o1 &~ W

[Generate]

IM and Presence Service

IM and Presence

IM and Presence Service .

[ Security ]>] Certificate
Generate Self-signed ]
SHA256
Cisco Unified Communications Manager Cisco Tomcat

CA
Cisco Unified CommunicationsManager  IM
and Presence
[
CA IM and Presence Service Ciscolntercluster
Sync Agent 30
1 [Cisco Unified Operating System Administration] [ Security ]>]
Certificate Management |
2 [ Find ]
[ Certificate List ]
2
tomcat-trust tomcat trust
IM and Presence Service 14SU1




. Cisco Unified Communications Manager Tomcat

» Tomcat Tomcat-ECDSA  tomcat-trust

e Cup-xmpp Cup-xmpp-ECDSA  cup-xmpp-trust

e Cup-xmpp-s2s Cup-xmpp-s2s-ECDSA  cup-xmpp-trust
e Cup Cup-ECDSA  cup-trust

e |psec ipsec-trust

3
CA
4 [ Delete ]
[ Delete ]
5 IM and Presence Service
Tomcat Cisco Unified Communications Manager IM and
Presence Service tomcat-trust Cisco
Unified Communications Manager Tomcat 170
Cisco Unified Communications Manager Tomcat
Cisco Unified Communications Manager
1 tomcat Cisco Unified Communications M anager
S
-EC
CA IM and Presence Service Cisco
Unified Communications Manager 30

. IM and Presence Service 14SU1



Cisco Unified Operating System [ (Security)] >
(Certificate Management)]

[ Certificate List ]
[ Certificate ]

[ beginswith ] tomcat-trust [

Find ]
[ CertificateList ] tomcat-trust
IM and Presence Service FQDN

IM and Presence Service
IM and Presence Service tomcat-trust
tomcat-trust
Issuer Name CN=  Subject Name CN=
CA Cisco Unified Communications
Manager [ Delete |
[ Delete ]
IM and Presence Service 4 5 6
1 172

IM and Presence Service 14SU1 .




2 | OCSP 173

OoCsP
Unified Communications Manager IM and Presence
S
[Cisco Certificate Expiry Monitor]
[ Tools ]>] -
Control Center - Network Services ] [Cisco Certificate Expiry
Monitor Cisco Certificate Expiry Monitor Service ] [ Running ]
Cisco Unified Serviceability
1 Unified Communications Manager Cisco Unified OS
IM and Presence Cisco Unified IM
and Presence
2 [ Security ]>] Certificate Management |
3 [ Notification Start Time ]
4 [ Notification Frequency ]
5 [ Enable E-mail notification ]
6 [LSC Enable LSC Monitoring ]
LSC
70 ID E-malil IDs ]
8 [ Save |

. IM and Presence Service 14SU1



OCSP

24 1

24
7
1
1
OnlineCertificate StatusProtocol OCSP
OCsP
173
OCSP
OCsP
OCsP OCsP
CA CA
OCsP
1 Unified Communications Manager Cisco Unified OS
IM and Presence Cisco Unified IM and Presence

2 [ Security ]>] Certificate Revocation ]

3 [OCSsP Enable OCSP ]

» OCSP OCsP [ OCSP URI
Use configured OCSPURI ] [OCSsP URI
URI ] URI
* OCSP URI [ OCSPURI

OCSP URI from Certificate ]

4 [ Enable Revocation Check ]
5[ Check Every ]
6 [ Save |

IM and Presence Service 14SU1

OCSP Configured




B ocsr

7 CTl IPsec LDAP
oCcsP
a) Cisco Unified CM [ System ]>]
Enterprise Parameters |
b) [ Certificate Revocation and Expiry ] [
Certificate Validity Check ] [True]
o | Validity Check Frequency |
[ EnableRevocationCheck ]
[ Validity Check Frequency |
d [ Save |
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IM and Presence IM
and Presence TLS FIPS
IM and Presence Cisco Unified Communications Manager
Cisco Unified Communications M anager Security

Guide for Cisco Unified Communications Manager

IM and Presence

1 176 IM and Presence
2 XMPP 177 XMPP
3|TLS 178 TLS
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4 |TLS 178 TLS TLS TLS

5| FIPS 179 FIPS FIPS

IM and Presence
xt
Cisco Unified IM and Presence OS

IM and Presence
CiscoUnified CM IM and Presence
Cisco Unified IM and Presence Cisco Unified IM and
Presence Cisco Unified IM and Presence IM and
Presence

1 Ixt
Cisco Unified IM and Presence

[ Software Upgrades ]>]
Customized Logon Message |

w N

4 [ Browse ] xt
5[ Upload File ]

IM and Presence

Ixt IM and Presence
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XMPP B

TLS XMPP
1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>][ Security 1> Settings ]
2 XMPP
18: IM and Presence Service XMPP
Enable XMPP Client To IM and Presence XM PP
IM/P Service Secure Mode TLS
XMPP
IM/P
XMPP
XMPP
Enable XM PP IM and Presence
Router-to-Router Secure XMPP TLS
Mode XMPP IM and Presence XMPP XMPP
XMPP
XMPP TLS TLS
Enable Web Client to IM/P IM and Presence IM and
Service Secure Mode Presence XMPP API
Web TLS
IM/P IM and Presence cup-xmpp-trust
Web
3 [ Save |
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. IM and Presence Service SIP

[XMPP IM/P EnableXMPP Client
To IM/P Service Secure Mode ] Cisco XCP Connection Manager
IM and Presence Service SIP
TLS
IM and Presence IM and Presence TLS
TLS TLS
TLS TLS
1 Cisco Unified CM IM and Presence Administration [ System ]>[
Security ]>[TLS TLSPeer Subjects ]
2 [ AddNew ]
3
a) CN
b) CN
4 [ Description ]
5[ Save |
TLS
TLS
TLS TLS TLS
S
IM and Presence IM and Presence TLS
TLS TLS
TLS 178
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FIPS

FIPS B

Cisco Unified CM IM and Presence Administration [ System ]>[
Security ]>[TLS TL S Context Configuration ]
[ Find ]
[Default_Cisco UPS_SIP_Proxy Peer Auth TLS Context]
TLS TLS
> TLS [ TLS Selected
TLSPeer Subjects ]
TLS
a) TLS TLS TLS
b) TLS >
TLS

[ Save |
Cisco SIP
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence

Serviceability ] [ Tools ]>[ - Control

Center - Feature Services |
b) [ Server | [IM and Presence Service]

[ Go ]
c) Cisco SIP Proxy [ Restart ]

IM and Presence Service

* FIPS IM and Presence FIPS
FIPS

. } FIPS

IM and Presence Service 14SU1 .




B res

x.509

. FIPS TLS
v3
D
MSSQL
1. MSSQL TLS11
2. IM and Presence Service
31 Enable SSL ] [SSL
EnableSSL ] [Cisco
Unified CM IM and Presence Cisco Unified CM IM and
Presence Administration ]>[ Messaging ]>]
External Server Setup 1>]
External Databases ]
FIPS Cisco Unified Communications M anager

IM and Presence Service

unified-communications/unified-communi cations-manager-cal | manager/

products-maintenance-guides-list.ntml

Cisco Unified Communications Manager

https://www.cisco.com/c/en/us/support/

,  FIPS
FIPS  Microsoft Outlook
IM and Cisco Presence Service FIPS Exchange Web
NTLMv2 FIPS

NTLMvl NTLMv2 FIPS
Presence Engine [FIPS Exchange Server FIPS Mode Exchange Server
Authentication ] Microsoft
Outlook Exchange Server PresenceEngine
[FIPS Exchange Server FIPS Mode Exchange Server Authentication |

[ Auto ] [ BasicOnly ]
14SU1
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[
NTLMv2

FIPS

FIPS B

Auto ] Presence Engine NTLMv2
NTLMv1
BasicOnly ] Exchange Server NTLM

Presence Engine

Cisco Presence Engine

IM and Presence Service

14SU1 .
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IM and Presence

http://www.cisco.com/c/
en/us/td/docs/voice ip_comm/uc_system/design/guides/UCgoL ist.html#48016 Cisco
SRND

IM and Presence Service

* 8443 AXL
* 7400 XMPP
* 5060 SIP SIP
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OVA 15,000

15,000 OVA
OVA
\
Cisco Business Edition 6000 IM and Presence
1
185
2 | CiscoAXL Web 185 | Cisco AXL Web
IM and
Presence

3 186
4 187
5 | Intercluster Sync Agent Intercluster Sync Agent IM and

189

Presence Service

Intercluster Sync Agent

190
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7 | Intercluster Sync Agent  Tomcat tomcat
191
Tomcat
8
191
9 192
10 /
193
1 Cisco Unified CM IM and Presence Administration [ Diagnostics ]>[

System Troubleshooter ]

Cisco AXL Web 185

Cisco AXL Web

Cisco AXL Web IM and Presence

IM and Presence Service 14SU1 .




Cisco AXL Web AXL
IM and Presence Service

1 [CiscoUnified IM and Presence Cisco Unified IM and Presence Servicesbility ]
[ Tools ]1>] - Control Center - Feature
Services |
2 [ Server ] [ Go ]
3 [ Databaseand Admin Services ] [CiscoAXL Web

Cisco AXL Web Service ] | ]

. [ Restart ]
4
186
Cisco SyncAgent
IM and Presence
1 [CiscoUnified IM and Presence Cisco Unified IM and Presence Serviceshility ]
[ Tools ]>][ - Control Center -

Network Services |

2 [ Server | IM and Presence
[ Go ]

3 IM and Presence Cisco Sync Agent
4 [ Restart ]
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1

w N

Cisco Sync Agent  Cisco Unified Communications Manager

187

e SyncAgent

. IM and Presence

[Cisco Unified CM IM and Presence
[ Presence ]>]

AddNew ]
Peer address ]

IM and Presence Service 14SU1

Cisco Unified Communications Manager
Sync Agent

AXL

Cisco Unified CM IM and Presence Administration ]
Inter-Clustering ]

IP FQDN




4 AXL
5 SIP

Cisco Unified CM IM and Presence

A B COD
FQDN

A B C E

IM Presence

IM and Presence

6 [ Save |

7 GUI

a) [Cisco Unified IM and Presence

Serviceability ] [

Control Center - Network Services |

b) [

Server |

Go ]
¢) [Cisco XCP Router] [

d)

IM and Presence Service

14SU1

Tools 1>

A
B C
DNS

A DNS
IP
FQDN
DNS
A B CDE IM

TCP

CiscoXCP

Cisco Unified IM and Presence

IM and Presence

]



XCP B

TLS IM and Presence
TLS
IM and Presence
Intercluster Sync Agent 189
Cisco XCP Router
187
1 [CiscoUnified IM and Presence Cisco Unified IM and Presence Serviceshility ]
[ Tools 1>] - Control Center -

Network Services |
2 [ Server ] [ Go ]
3 [IM and Presence IM and Presence Services | [Cisco XCP Router]
4 Restart ]

Intercluster Sync Agent 189

Intercluster Sync Agent

IM and Presence Service 14SU1 .




[Cisco Unified IM and Presence Cisco Unified IM and Presence Servicesbility ]

[ Tools ]>][ - Control Center -
Network Services |
[ Server | IM and Presence [ Go ]
Cisco
[ Start ]
190

[Cisco Unified CM IM and Presence CiscoUnified CM IM and Presence Administration ]

[ Presence ]>] Inter-Clustering ]
[ Find ]
[ Inter-cluster Peer Status |
a)
b) [ Associated Users ]
C) TLS [ Certificate

Status ] TLS IM and Presence Service

Tomcat

a) Cisco Unified CM IM and Presence Administration [ Diagnostics ]>]

System Troubleshooter ]
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Intercluster Sync Agent  Tomcat .

b) [ Inter-Clustering Troubleshooter ]

Intercluster Sync Agent  Tomcat 191

Intercluster Sync Agent  Tomcat

Tomcat
Tomcat
tomcat Tomcat
IM and
Presence IM and Presence Service
Tomcat
1 [CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration |
[ Presence ]>] Inter-Clustering ]
2 [ Force Sync ]
3 [ Tomcat Also resync peer's Tomcat
certificates |
4 [OK]

[Intercluster Peer Configuration]

Cisco Intercluster Sync Agent Inter Cluster SyncAgentPeerPeriodicSyncingFailure
Intercluster 2

IM and Presence Service 14SU1 .




1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters |
2 [ Server ] Intercluster Sync Agent
IM and Presence
3 Cisco Intercluster Sync Agent(Active)
4
5[ Save |
service
Enabled 2
« I nter Cluster SyncAgentPeer PeriodicSyncingFailure
* Cisco
* Inter Cluster SyncAgentPeerPeriodicSyncingFailure
* Cisco
[ Inter Cluster Peer Periodic Sync Interval (mins) ]
ICSA
30
1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters |
2 [ Server ] Intercluster Sync Agent
IM and Presence
3 Cisco Intercluster Sync Agent(Active)
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ol

[ Inter Cluster Peer Periodic Sync Interval (mins) ]
30 1444 30
[ Save |
Cisco Intercluster Sync Agent
4 40
160 4*40
Perform certificate sync
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters |
[ Server ] Intercluster Sync Agent IM
and Presence
Cisco Intercluster Sync Agent(Active)
[ Donot
perform certificate sync |
[ Save |

CPU
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1 IM and Presence

2 Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)
3 [ (Find)]
4 [ Delete ]
5
IM and Presence IM and Presence
XCP
Jabber
Cisco Business Edition Cisco Business Edition 6000 IM and
6000 Presence
Cluster 30
Limit IM and Presence
ICSA
ICSA
SRM Cisco SIP
20 10
SIP
SRM ICSA
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. 195
. 199
IM and Presence Service
Android i0S
Cisco Jabber Cisco Webex
Google Apple
Cisco Jabber Cisco Webex
Android
iOS  Cisco Jabber Cisco Webex Expressway
Android i0S
IM and Presence Service Google  Apple
Expressway
Cisco Jabber Cisco Webex

IM and Presence Service

Cisco Jabber Cisco Webex

IM and Presence Service
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Cisco Jabber Cisco Webex
* Cisco Jabber Cisco Webex
» Android i0S
* Android i0S
6
™Mz | Service Provider

i i Internet
‘I . Connectivity

APNS/FCM

Channel <

Jo

atfear]
CISCO.

Apple/Google
Over Mobile and Cloud Push
1o Remote Access Notification

Service

1On-Premise
/NPN

Customer Premise

O Internet Connection —> Voice and IM Push using APNS/FCM Channel when
Cisco Jabber is running on background

<—>» Voice and IM Push Cisco Jabber Connection when
running on foreground

449023

Android iOS  Cisco Jabber Cisco Webex
D
Cisco Unified Communications Manager Expressway
IM and Presence 2
Android i0S
Cisco Jabber Cisco Webex Teams
S
iOS13  Apple Android
VolP Message
i0S12
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Cisco Jabber Cisco Webex

IM and Presence Service
i0S 12 i0S 13

Cisco Jabber

Cisco Webex i0S

Cisco Jabber Cisco Jabber i0S12
Cisco Webex

Cisco Jabber
Android

i0S13

SIP

Cisco Webex Teams

Cisco Webex

IM and Presence Service

Cisco Jabber

Cisco Jabber

SIP

SIP

i0s12

IM and Presence Service 14SU1




Cisco Jabber
Webex

Cisco Jabber Cisco Jabber i0S12 Cisco Jabber  i0S13
Cisco Webex Android
iOS13
Unified CM
Vol P
Message
Cisco Jabber
Cisco Webex
Unified CM Vol P
IM and Presence VolP . Jabber
ID CallKit
IM
Cisco Jabber Cisco
1. IM and Presence Webex i0S
REST
IM
Apple
IM and Presence Service Message
2. Apple Cisco Jabber
Cisco Webex ) IM11. 1M and Presence
Cisco Jabber REST
Cisco Webex
IM
Apple
3.
Cisco Jabber Cisco Webex 2. Apple Cisco Jabber
) Cisco Webex
Cisco Jabber IM
Cisco Webex
IM and Presence Service 3.
Cisco Jabber Cisco Webex
Cisco Jabber
Cisco Webex
Cisco Jabber Cisco IM and Presence Service
Webex

Cisco

. IM and Presence Service

14SU1




0S
iPhone iPad i0S Apple Apple
Cisco Jabber APNS
Android  Cisco Jabber | Android Google Android PNS
iOS  Webex i0S Apple Apple
APNS
Android  Webex Android Google Android PNS

https./iww.cisco.com/c/en/us/support/
unified-communi cations/unified-communi cations-manager-cal |manager/

products-install ation-and-configuration-guides-list.html  iPhone iPad Cisco Jabber
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. 205
. 207

IM and Presence Service

IM and Presence Service

IM and Presence
IM and Presence Service
IM and Presence
Service

IM and Presence
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Cisco Jabber

IM and PresenceService
IM and Presence Service 200
195 6
IM and Presence Service 5 6

CiscoUnified CM IM and Presence
[ System Troubleshooter ]

SIP IM and Presence Service

« Cisco SIP Proxy
* Cisco Presence Engine

* Cisco XCP Router

SIP XMPP IM and Presence Service
* Cisco SIP Proxy
* Cisco Presence Engine

« Cisco XCP Router

« Cisco XCP Text Conference Manager
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IM and Presence Service

1 205 IM
IM
2
206
IM
IM
S
1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Presence ]>][ Settings 1> Standard Configuration ]

IM and Presence Service 14SU1




Cisco Jabber Cisco Jabber

Jabber
3
Cisco Jabber
4
5
Cisco Jabber
6
7 [ Save |
8 Cisco XCP Router Cisco Presence Engine
a) Cisco Unified IM and Presence Serviceability [ Tools ] >]
- Control Center - Feature Services |
b) Cisco Presence Engine [ Restart ]
o | Tools ]>] - Control Center -
Network Services |
d) [Cisco XCP Router] [ Restart ]
206

205

. IM and Presence Service 14SU1



1 Cisco Unified CM IM and Presence Administration [ Messaging |>][
Settings |

2 [Enableinstant meessaging]

3

Allow clientsto log instant message history (on supported clients

only)
. / Allow cut & pasteininstant
messages

4 [ Save |

IM and Presence Service 14SU1 .
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. 211
. 216
. (HA ) 219
* Cisco IM and Presence 220
2 IM

and Presence Service

XMPP
* Cisco Jabber ( )
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. XMPP

IM and Presence Service

Jabber 10S
Android
Jabber 12.1(0)

206

206

http://www.ci sco.com/c/en/us/support/unified-communi cati ons/unified-presence/
products-installation-and-configuration-guides-list.html  I|M and Presence

. 15,000 OVA
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Cisco X CP Text Conference Manager Cisco
213 XCP Text Conference Manager
214
HA
215 |IM and Presence
IM and Presence
Cisco IM and Presence
12.5(1)SuU2
IM and Presence Service 14SU1




10 Messaging | >][ Group Chat System
Administrators ]

2 [ EnableGroup Chat Syssem Administrators ]
Cisco XCP

3 Add New ]
4 IM

IM name@domain
5
6 [ Save |

212

Room Member ~ Occupancy 1

1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Messaging ]> [ Group Chat

and Persistent Chat ]
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3
Conference

4

rooms allowed

rooms (minutes)
5
6
7 [ Save |

Cisco XCP Text Conference Manager

Cisco XCP Text Conference Manager

XCP

IM and Presence Service 14SU1

Cisco XCP Text Conference Manager .

Text

Text Conference

Maximum number of persistent chat

Database connection heartbest interval (seconds)
Timeout value for persistent chat

213

Cisco




1 [Cisco Unified IM and Presence Cisco Unified IM and Presence

Serviceability ] [ Tools ]>] - Control Center
- Feature Services |
2 [ Server | IM and Presence [
Go ]
3 [IM and Presence IM and Presence Services | [Cisco XCP Text
ConferenceM anager] [ Start ] [ Restart ]
4 [OK]
5 [ Refresh ]
228
214
)
. Text Conference Manager

Text Conference Manager
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unified-communi cations/unified-presence/products-instal lation-and-configuration-guides-list. html -~ 1M
and Presence

215
IM and Presence IM and
Presence 1
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Messaging | > External Server Setup >
External Databases)|
[ Add New ]
[ Database Name ]
[Hostname] P
[ Save |
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

19:

Cisco Jabber

[
Group Chat and Persistent Chat Settings ]

[ Rooms are anonymous
by default ] [
Room owners can change whether or not rooms
are anonymous |

Text Conference Manager
Text Conference Manager

OVA

OVA 5000 OVA
15,000 OVA
25,000
OVA OVA

IMP 15000 OVA

https://www.cisco.com/c/dam/en/us/td/docs/voice ip_comm/uc_system/
virtualization/virtualizati on-ci sco-ucm-im-presence.html
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Microsoft SQL Server HTML
4000
Microsoft SQL Server 115 1 SuU3
CSCvd89705
Jabber 115 1 SU5 115
1 SU
Jabber 12.0(2) 120 1 sul
Mobile Jabber Jabber
Mobile
Jabber
115 (1)
. Jabber
. Jabber
115 SuU5
. Jabber
. Jabber
Jabber
jabber-config.xml IM
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Cisco XCP Text Text Conferencing
Conferencing

Cisco XCP Text Conferencing

IM&P
5000
2500
5000
2500
5000
5000
Cisco

OVA

https.//cucst.cloudapps.cisco.com/landing

IM&P

M & P

Jabber
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1. [Cisco Unified CM IM and Presence Cisco Unified CM IM
and Presence Administration ] [
Messaging ]>] Group

Chat and Persistent Chat ]

2. [ ]

Room owners can change whether or not rooms are
for membersonly ]

4. |
Only moderators can invite people to members-only
rooms ]
5 1 Save |

6. Cisco XCP Text Conference

HA
HA

Cisco Text Conferencing
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§ e F

Inter- Exte rnal

Cluster Database

External Externa] |
Y Database Cluster 2 Database %
HA 1
1 HA
2
Cisco Text Conference Manager
1

External External Inter-
Cluster

External External

Datab Database
\ta e Cluster 1 A \ Cluster 2 /

BIn

IM (PChat)
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Cisco IM and Presence

2, (HA)
[ ] 2500
3. 01 100 IM and Presence
1. HA 3500
2. HA 1750
3.1 1 1 273
= *
(90)/
(%)
20: 25K OVA (
PChat
i
2 5000 100 % 100 %
5 5000 100 % 58%
10 5000 99% 33%
15 5000 69% 23%
20 5000 53% 18%
30 5000 36% 12%
50 5000 22% %
100 3497 16 % 5%
200 2064 14% 5%
500 926 12% 4%
1,000 482 12% 4%
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)

30% 2 /
25K OVA
=10
=3/
= 5000
=33%
=50%
= 5000 * 33/50 =3300
21: 15K OVA
PChat
1/
2 5000 100 % 80%
5 5000 100 % 41%
10 5000 67% 22%
15 5000 46 % 15%
20 5000 35% 12%
30 5000 24 % 8%
50 5000 14% 5%
100 3497 10% 3%
200 2064 9% 3%
500 926 8% 3%
1,000 482 7% 2%
A\
30% 2
15K OVA
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Cisco IM and Presence .

=5
=3
= 5000
=41%
=50%
= 5000 * 41/50 =4100
22:5K OVA ( )
PChat
=1/ =3
2 5000 94% 31%
5 5000 53% 18%
10 4654 33% 11%
15 4261 26 % 9%
20 3929 21% %
30 3399 17% 6 %
50 2677 13% 4%
100 1748 10% 3%
200 1032 9% 3%
500 463 8% 3%
1,000 241 7% 2%
Y
30% 2 /
5K OVA
=2
=3

=5000
=31%
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IM and Presence Service

TC
HA
. HA
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228
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234

TC

Cisco Jabber

HA




Cisco Text Conference Manager
2 1

gﬂ;uster 1 \ / \
E B P £
S 2

Intercluster

Peers
G C
Subcluster 2 Q % Ea

External
Database

\ Cluster 1 ; / ! \ Cluster 2 /

HA HA

BIAT
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23:
HA HA
IM
and Presence IM
and Presence
IM and Presence IM and Presence
1 HA 1

* PostgreSql 9.1 * PostgreSql 9.1

* Oracle * Oracle

* Microsoft SQL Server e Microsoft SQL Server 115 1

Su2
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HA

HA

212
55
. IMand
Presence
1 229
2 229 | IM and Presence
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230

4 | Cisco XCP Text Conference Manager
231

Cisco XCP Text Conference Manager

5 232

IM and Presence

IM and Presence 3
IM and Presence HA
3
PostgreSQL  Oracle
IM and Presence
229
IM and Presence
IM and Presence Service 14SU1
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1 [Cisco Unified CM IM and Presence

Cisco Unified CM IM and Presence Administration ]

[ Messaging |>][ External Server Setup >
External Databases)
2 [ Add New ]
3 [ Database Name ]
4
5
6 [Hostname] IP
7
8 [ Save |
9
230
S
1
a) CiscoUnifiedCM [ System ]>] Presence
Redundancy Groups ]
b)
o [ Enable High Availability ]

14SU1
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Cisco XCP Text Conference Manager .

d | Save |
e)
2
a) [Cisco Unified CM Cisco Unified CM Administration ] [
Messaging > [ Group Chat and Persistent Chat ]
b) [ Enable Persistent Chat ]
o | Save |
3 Cisco Unified CM Cisco XCP
a | System ]>] Presence Topology ]
b)
c) Cisco XCP
d)
Cisco XCP Cisco XCP Text
Conference Manager 231

Cisco XCP Text Conference Manager

Cisco X CP Text Conference Manager

1 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools ]>] - Control Center
- Feature Services |

2 [ Server | IM and Presence
[ Go |

3 [IM and Presence IM and Presence Services | [Cisco XCP

Cisco XCP Text Conference Manager | [ (Restart)]
4 [OK]
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5 [ Refresh ]

\}

Microsoft SQL

11.5(1)

11.5(1)

2 IM and Presence
Service

* CREATE TABLE

* CREATE PUBLI C DATABASE LI NK

* PostgreSQL

CREATE EXTENTI ON dblink dbowner
dblink EXECUTE

GRANT EXECUTE ON FUNCTI ON DBLI NK_CONNECT(text) to & t;user&gt;
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GRANT EXECUTE ON FUNCTI ON DBLI NK_CONNECT(text,text) to &t; user&gt;

* Oracle
GRANT CREATE TABLE TO <user _nane>;

GRANT CREATE PUBLI C DATABASE LI NK TO <user _nane>;

* PostgreSQL pg_hba.conf

* |[M and Presence

. PostgreSQL
192.168.10.1
pg_hba.conf
host dbNane 192.168.10.0 / 24
1 IM and Presence Service [Cisco Unified CM IM and Presence Cisco
Unified CM IM and Presence Administration |
2 IM and Presence Service [ System ]>][
Services | Cisco XCP Text Conference Service
3 0 Messaging ]1>] External Server Setup ]1>]
External Database Jobs |
4 [ Search ]
[ Add Merge Job ]
5 ] Merging External Databases ]
o[ Database Type ] [Oracle]
[Postgres]
. 2 IP
[ Database Type ] [Oracle]
[ Database Type ]| [Postgres]
6 [Feature Feature Tables ] [Text Conference TC ]

7] Validate Selected Tables ]

Cisco XCP Text Conference

IM and Presence Service 14SU1 .




8 Validation Details ] [
Merge Selected Tables ]

9 [ Find AndList External Database
Jobs ]
[ Find ]

[ Find ]
[1D]
10 Cisco XCP Router

11 IM and Presence Service Cisco XCP Text Conference Service
12

2 IM and Presence IM and Presence

TC
TC
Cisco XCP

. IM and Presence Service 14SU1



7:
Room 1, Node 1 Room 3, Node 2
\ Room 4,
S hede
- Room 2, = 4 -
K Node 1 External DB 2
< 5
) w
= )
&Y/
DB Sync ® @
IM&P cluster
Node 1 iNode 2
Jabber Client, Jabber Client, 2
User A User B &
2 HA 4 IM and Presence
4
1 2
* Andy 1A - 1A . 2A
. 2B
. 1B
1. 4 1A

IM and Presence Service 14SU1 .




2. TC 1A

3. 90 Server Recovery Manager SRM TC
4. 1B 1A HA [
Runningin Backup Mode ] [ (
) Failed Over with Critical Servicesnot Running ]
5. HA Andy 1A
1B

6. 1B
7.

2 HA 4 IM and Presence

4

1 2
* Andy 1A - 1A . 2A
. 2B
. 1B
1 4 1A
2. TC 1A
3. 1B 1A HA [
Runningin Backup Mode ] [ (
) Failed Over with Critical Servicesnot Running |

4. HA Andy

1B
5. Bob Catherine Deborah 1B
6. IM and Presence Service
7. 1A | Taking Back ] 1B |

Falling Back ]
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10.

11.

Andy

1B

IM and Presence Service

1B

HA

HA

14SU1

Bob Catherine Deborah

Falling Back ]

Taking Back

]

1A

[

[

Normal

Normal

]

]
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. 239

. 241
. 244
. 257
. 258
MFT Cisco Jabber IM and Presence

240
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_File sander_

& 1. Sendar uploads file via HTTP
|= and receives fila URI in responsa =~

|HN B L )

L —

| 5
Fila recipiant g
1. HTTP IM and Presence
URI
2. IM and Presence
3. IM and Presence
4, IM IM URI
5. IM and Presence Service HTTP IM and Presence
6
7
IM
A\
2

. IM and Presence Service 14SUl



. IM and Presence Service
FQDN

IM and Presence

* IM and Presence IM and Presence 1
. Database Setup for IM and
Presence Service on Cisco Unified Communications Manager
AFT_LOG
« |Pv6 IPv6 IPv6
36
. IM and Presence Service CiscoXCP
. extd SSHv2 SSH
. 49 6x OpenSSH

IM and Presence Service 14SU1 .




* |M and Presence Service 1
60 MB

show fileserver transferspeed CLI

Command Line Interface Guide for Cisco
Unified Communications Solutions

1

. IM and Presence Service

0 4GB
e1
. 12000 1 100 KB 2

8 19.2GB
* IM and Presence Service [opt/nftFileStore/ node_1/
. /[files/
*3 [ chat _type/ im persistent groupchat
. / YYYYNMWNVDD/
. [ HH 1 1,000

[/ HH. n/
file_name

. IM and Presence Service 14SU1



/opt/nftFileStore/ node_1/files/chat_type/ YYYYMVDDY HH fil e_nane

«2014 8 11 1500 1559UTC 1 1IM

/opt/nftFileStore/ node_1/files/inl 20140811/ 15/file_nane
2014 8 11 16.00 1659UTC

/opt/nftFileStore/ node_1/fil es/persistent/20140811/16/file_nane

+2014 8 11 16.00 16.59UTC 1001

/opt/nftFileStore/node_1/files/groupchat/20140811/16.1/fil e_name

\}

IM and Presence Service SSHFS

IM and Presence Service SSH

* [M and Presence Service

* SSHFS IM and Presence Service

. IM and Presence Service
IM and Presence Service

IM and Presence Service 14SU1 .




IM and Presence

. 241

. 241

https://www.cisco.com/c/en/us/support/
unified-communi cations/unified-communi cations-manager-cal |manager/

products-installation-and-configuration-guides-list.html  IM and Presence

1 245 | IM and Presence
2

246
3

247
4

248

5

249

6 | IM and Presence Service
250

7 | CiscoXCP
253 Cisco XCPFileTransfer
Manager

. IM and Presence Service 14SU1


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

8 253

IM and Presence

9 256

IM and Presence
IM and Presence Service

IM and Presence

https://www.cisco.com/c/en/us/support/unified-communi cations/
unified-communi cations-manager-callmanager/products-instal | ati on-and-configuration-guides-list.html

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Messaging ]>] External Server Setup ]>[
External Databases)
[ Add New ]
[ Database Name ]
[Hostname] IP
[ Save |
IM and Presence Service 14SU1
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1 Linux
2 root SSHv2 OpenSSH 4.9

# telnet |ocal host 22
Trying ::1...

Connected to |ocal host.
Escape character is '""]'.

SSH- 2. 0- OpenSSH 5. 3

# ssh -v | ocal host
OpenSSH 5. 3pl, QpenSSL 1.0.0-fips 29 Mar 2010
debugl: Reading configuration data /root/.ssh/config ...

...debugl: Local version string SSH 2.0-0penSSH 5.3

3 / /etc/ ssh/sshd_config

* RSAAuthentication

« PubkeyA uthentication

nftuser

SSH

. IM and Presence Service 14SU1



1
247
246
root
nftuser
-m

# useradd -m nftuser
# passwd nftuser
# su nftuser
~nf t user . ssh
$ nkdir ~nftuser/.ssh/
.ssh aut hori zed_keys

$ touch ~nftuser/.ssh/authorized_keys

SSH
$ chrmod 700 ~nftuser (directory)
$ chmod 700 ~/ . ssh (directory)

$ chrmod 700 ~/. ssh/ aut hori zed_keys (file)

IM and Presence Service 14SU1 .




Linux SSH

248

IM and Presence Service

|
1
“
/ IM and Presence
Service
247
1 root
$ exit
2 IM and Presence Service
/opt/nftFileStore/
# nkdir -p /opt/nftFileStore/
3 /opt/nftFileStore/ nft user

# chown nftuser:nftuser /opt/nftFileStore/

. IM and Presence Service 14SU1



4 nftuser nftFileStore

# chrmod 700 /opt/nftFileStore/
5 nftuser
# su nftuser

6 /opt/nftFileStore/

1
$ nkdir /opt/nftFileStore/{node_1, node_2, node_3}

Cisco Unified CM IM and Presence Administration

. IM and Presence Service
3 {node_1, node_2, node_3}
d i m groupchat
per si st ent IM and Presence Service
249

248

$ ssh-keyscan -t rsa host

host FQDN IP

IM and Presence Service 14SU1 .




. IM and Presence Service

ssh-keyscan -t rsa host

. /etc/ssh/
ssh_host _rsa_key. pub

ssh-keyscan -t rsa host

ssh_host _rsa_key. pub

2 ssh_host_rsa_key. pub ssh-keyscan -t rsa host

FQDN IP

FQDN

hostname ssh-rsa AAAQEAzRevIQCH1KFANXwhd5UVEFzJs...
...ary49d+/Am6+ZxkL c4ux5xX Zuel 3GSGt4rQUy3rp/sdug+/+NIM Q==

3 ssh-keyscan -t rsa host
Presence Service

4 aut hori zed_keys

257

IM and Presence Service

IM and Presence Service

. IM and Presence Service 14SU1

IMand

IM and Presence

250



[EEN

249

. FQDN IP

. User name
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]

[ Messaging | > External Server Setup >
External File Servers ]
[ Add New ]
[ External File Servers ]
251
[ Save |
Cisco XCP 253
Name
128

IM and Presence Service 14SU1 .




npe
Host/IP A

ddress

IP

o[ /IP Host/IP Address ]

[
External File Server Public Key ]

. Cisco XCP Router

External File
Server Public Key

$ ssh-keyscan -t rsa host host

IP FQDN

FQDN IP

extFileServer.cisco.com ssh-rsa AAAQEAzRevI QCH1K FAnXwhd5UVEFzJs...
...ary49d+/Am6+ZxkL c4ux5xX Zuel 3GSGt4rQUy3rp/sdug+/+NOM Q==

[ /IP Host/IP Address ]
FQDN IP
[ NP Host/IP
Address ] extFileServer
extFileServer
rsa

External File
Server Directory

[opt/nftFileStore/ node_1/

Name

User

. IM and Presence Service

14SU1




Cisco XCP .

Cisco XCP

Cisco XCP File Transfer Manager

IM and Presence Service 250

1 [Cisco Unified IM and Presence Cisco
Unified IM and Presence Serviceability ]
2 [ Tools ]>][ Service Activation ]

[ Go ]
4 CiscoXCP

5 CiscoXCP

253

IM and Presence

1 Cisco Unified CM IM and Presence Administration [
Messaging ]>] FileTransfer ] [ FileTransfer ]

2 [ File Transfer Configuration ] [
Managed File Transfer ] [

IM and Presence Service 14SU1




Managed and Peer-to-Peer File Transfer ]

255
3 [ Maximum File Size ] 0 4
GB
Cisco XCPRouter
4 [ Managed File Transfer Assignment ]
a)
b)
5[ Save |
[ Save ] [ Node
PublicKey ]
6
aut hori zed_keys
a) [ Managed
File Transfer Assignment ] [ Node
PublicKey ] IP FQDN
ssh-rsa
yC2EAAAABI WAAAQEAP2g+S2XDEzpt N11S5h5nwWI eKBnf G2pdWeKi Lf zu/ sFLegi ol |1 gA8j BguNY/ . . .
... 5s+tusrtBBuci CkH5gf Xwr sSFSOQOAI f Fvwnf q1xnmKm SOV2r f 0Qp+A+GAMpTXHgaonw== i np@ np_node
. [ File
Transfer Type ] [ Disabled | [ Peer-to-Peer ]
b) nf t user

~nftuser/.ssh/authorized_keys

aut hori zed_keys
IM and Presence Service

C) authorized_keys

. IM and Presence Service 14SU1



RTMT
Cisco XCP Router
Cisco XCP Router
256
[ FileTransfer ]
[ Peer-to-Peer ]

IM and Presence Service 14SU1 .




IM and Presence Service 10.5(2)
253
1
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Messaging ]>[ External Server
Setup > External Databases)
b) [ External Database Status |
2 IM and Presence Service
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Messaging ]>] External Server
Setup 1> External File Servers ]
b) [ External File Server Status |

. IM and Presence Service 14SU1



/

/ etc/ssh/ssh_host _rsa_key

/etc/ssh/ssh_host _rsa_key. pub

$ ssh-keygen -t rsa -b 2048

FQDN

hostnamessh-rsaAAAAB3NzaClyc... Linux

FQDN

$ ssh-keygen -t rsa -b 2048

$ ssh-keyscan host name

here.

pingable

IM and Presence Service

IM and Presence Service
External File Server Configuration ] [
External File Server Public Key ]

SSH
The diagnostics tests for this External File Server may be run from

-7

Authorized_key

14SU1 .
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. 259

. 260

. 260

. 261

. 261

. 262

. 263

. 264

. 266

MDM

MDM
CcC

MDM M

MDM

MDM Jabber

IM and Presence Service 14SU1 .




\}

211

Multiple Device Messaging

25,000 2

Jabber

Jabber

1 [CiscoUnified CM IM and Presence
[ System ] >
2 [ Server ]
and Presence Service Publisher ]

3 [ Service |
XCP Router (Active) ]

51 Save |
6 Cisco XCP Router

a) Cisco Unified IM and Presence Serviceability [

b) [ Server |

¢) [IM and Presence
XCP Router ] [

. IM and Presence Service 14SU1

IM and Presence Services ]

Cisco Unified CM IM and Presence Administration ]
Service Parameters |

[IM and Presence IM

[Cisco XCP Cisco

Tools 1>
Control Center - Network Services |

IM and Presence

[Cisco XCP Cisco
(Restart)]



Alice MDM

1. Alice Jabber Jabber
2. Alice Bob M

Alice

A\
IM MDM Jabber
Jabber

Jabber
3. Alice 20 Bob
4. Alice 3 Coalin 3

Alice 2
5. Coalin Alice Bob
6. Alice Bob Caoalin
7. Alice

IM and Presence Service 14SU1




1. Alice Jabber Bob
Jabber
2. Jabber
3. Jabber
4, Bob Alice Alice Jabber
Alice Bob

5.

*<jig>

. Alice <nessage>

A\
5
6. Alice Jabber
Bob Alice
MDM
24:
Cisco Jabber Clients MDM 1.7 Jabber

. IM and Presence Service 14SU1




MDM  Message Archiver

Expressway

Cisco Expressway IM and Presence

Expressway X8.8

MDM

Server Recovery Manager

IM and Presence

[Cisco Server Recovery Manager]

2
MDM

MDM CiscoXCPMDM
MDM Sessions MDM
MDM SilentM odeSessions
MDM QuietM odeSessions
MDM BufferFlushes MDM
M DM BufferFlushesLimitReached

MDM
M DM BufferFlushPacketCount
MDMBufferAvgQueuedTime MDM
IM and Presence Service 14SU1




Multiple Device Messaging MDM
IM and Presence

CPU
IM &amp; P Jabber Session Manager (JSM)
. JSM
. JSM
. JSM HA
* Spark JSM
JSM
» JsmClientSessionsActive
» JsmPhantomSessionsActive
» JsmHybridSessionsActive
JSM JSM Sessi onsExceedsT hreshold
JSM OVA
80% 10
RTMT JSM SessionsExceedsT hreshold
RTMT
RTMT JSM SessionsExceedsThreshold
1 RTMT [ System ]>[ Tools ]>
[Alert Central]
2 [IM and Presence] JSM SessionsExceedsThreshold
3 [JSM SessionsExceedsThreshold] [ / Set

Alert/Properties ]

. IM and Presence Service 14SU1



[ EnableAlert ]
JSM 80%
[ Save |
10
[ Next ]
[ Save |
JSM
JSM

OVA JSM OVA

15
5K OVA 7.5K
15,000 OVA 225k
25K OVA 375k

N
1.
JSM 50%
2. HA JSM SessionsExceedsT hreshold
RTMT
CPU CPU
IM &amp; P
IM &amp; P
IM and Presence Service 14SU1




1 Cisco Unified IM and Presence Reporting

2 [ System Reports ]>[IM and Presence IM and
Presence User Sessions Report ]
3 [ GenerateReport |
4 [OK]
5[ ReportName ] [IM and Presence IM and Presence
User Sessions Report ]
. 2
. 1
6 [ Reports ] [ download ]
csv
7 [1 Count of userslogged in from one or more
devices ]
8 [ Reports ] [ download ]
Ccsv
[ Number of sessions ] [
devicetype ]
iPad iPhone

. IM and Presence Service 14SU1



Android
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. 269

. 270

. 271

. Active Directory 276
. 279

Cisco Unified Communications Manager

LDAP Cisco Unified
CM [ User Groups ]
Cisco Jabber
Cisco Jabber LDAP
Jabber LDAP
Windows Microsoft Active Directory LDAP

IM and Presence Service 14SU1




Cisco Jabber
Cisco Jabber
LDAP LDAP
Microsoft Active Directory
° = +
Cisco Jabber

LDAP
LDAP

Guide for Cisco Unified Communications Manager

* Cisco DirSync

* LDAP

. IM and Presence Service 14SU1

System Configuration

Import Usersfrom LDAP Directory



. LDAP [LDAP (LDAP Directory
Synchronization Schedule)]

LDAP

Microsoft Active Directory

1 |LDAP LDAP
271
2 Cisco Jabber Microsoft Active
272 Directory
3 Cisco Jabber
273
4 275 Cisco Unified
Communi cations Manager

LDAP

LDAP

IM and Presence Service 14SU1 .




1 [Cisco Unified CM Cisco Unified CM Administration ] >

LDAP > LDAP
2 [ Find ] LDAP
3 [ Synchronize ] [ Usersand Groups |
4 [LDAP LDAP Directory configuration ]
5[ Save |
LDAP
1 CiscoUnifiedCM [ System ]>] Enterprise
Parameters |
2 [ User Management Parameters | [Cisco IM and Presence
Directory Group Operationson Cisco IM and Presence ] [
Enabled ]
3 [ Maximum
Enterprise Group Sized to allow Presence Information ]
1 200 100
4 [ Syncing Mode for Enterprise Groups |
LDAP [ None ] [ Differential
Sync ] | Full Sync ]
5[ Save |

. IM and Presence Service 14SU1



Cisco Jabber
LDAP
“
Microsoft Active Directory
S
Cisco Unified Communications Manager LDAP
1
273
LDAP
2 |LDAP LDAP LDAP
274
3 Cisco
Jabber 275
Cisco Jabber
LDAP
1 [Cisco Unified CM Cisco Unified CM Administration ]
> LDAP > Idap
2 [ Add New ]
3 [ ] syncSecurit yG oups
4 [ Filter ] (& obj ect O ass=group) (CN=*))

IM and Presence Service 14SU1 .



B o

5[ Save |

LDAP
LDAP

LDAP Cisco Unified Communications Manager
LDAP
S
LDAP System Configuration Guide
for Cisco Unified Communications Manager Configure End Users
273
1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP
LDAP Directory ]
2
o[ Add New ] LDAP
o[ Find ] LDAP
3 [ LDAP LDAP Custom Filter for Groups ]
4 [ Save |
5 [LDAP L DAP Directory Configuration ]
6 [ Perform Full SyncNow ]

LDAP

. IM and Presence Service 14SU1



Cisco Jabber .

Cisco Jabber

Cisco Jabber LDAP
S
Cisco Jabber
System Configuration Guide for Cisco Unified Communi cations Manager Configure
Service Profiles
LDAP 274
1] Service Profile Configuration ]
2 [ Find ] Jabber
30 Directory Profile ] [Jabber

Allow Jabber to Search and Add Security Groups ]

4 [ Save |
Cisco Jabber
5 Cisco Jabber
Cisco Unified Communications Manager
1 Cisco Unified CM Administration > >
[ / Find and List User Group ]

IM and Presence Service 14SU1 .




. Active Directory

2 [ Find ]
3

[ User Group Configuration ]
4 [ Find ]

[ End User Configuration
273
Active
Directory
ActiveDirectory 2
[
Cisco Intercluster Sync Agent 1
UserGroup UserGroupMember UserGroupWatcherL ist
1
1 2 Microsoft Active Directory
Cisco Intercluster Sync Agent
2 1

. IM and Presence Service 14SU1



Active Directory .

8: 1
Microsoft
Agtive Directory
DN: de=cisco, de=com
Microsoft
Active Directory
DN: ou=engineering,de=cisco,de=com
Microsoft Microsoft
Active Directory Active Directory
pd kY R

DIN: ou=us ou=engineering de=cisco de=com DN: ou=emea,ou=engingering,de=cisco,de=com

Cluster 1 - Sync Users and Cluster 2 - Sync Users and
Groups from Microsoft Groups from Microsoft
Active Directory Clsco Cisco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Presence IM and Presence . IM and Presence| | IM and Presence]
Service Service AXL query users/igroups Service Service
from cluster 2
& 8= =
. . AXL query usersigroups .
T from cluster 1 7
IM and Presence IM and Presence g
Service Service 2

2

1 Microsoft Active Directory
2 Microsoft Active Directory

Cisco Intercluster Sync Agent 1 2
1

[CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration  ]>
[ Presence ]>] Inter-Clustering ]

[ LDAP Enterprise Groups LDAP
Configuration ] [ No
conflict found ]
[ Enterprise GroupConflicts ]

[ details ]

IM and Presence Service 14SU1 .




IM and Presence Service

Active Directory

2
Microsoft
Active Directory
DN: de=cisco, de=com
Microsoft Microsoft
Active Directo) Active Directol
piskadimbeind b
DN: ou=engineering, de=cisco, de=com DN: ou=engineering, de=cisco, de=com
Cluster 1 - Sync Users and ] Cluster 2 - Sync only Users
Groups from Microsoft from Microsoft
Active Directory s Clsco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Presence | | IM and Presence| IM and M and
Service Service AXL gel users lrom Service Service
- cluster 2 -
i i AXL get usersigroups i
=== jom cluster 1 — L
IM and Presence | | IM and Presence
Service Service

14SU1

agm0nz




25:

Block Cisco Jabber [ ]
everyone Cisco Jabber
Jabber
IM and Presence
Cisco Jabber Andy
Jabber [ ]
Andy
Andy Jabber
Andy
* Bob -Bob  Andy
IM
Andy
IM
. Deborah
Deborah Andy
- Deborah Andy
Andy IM
Andy

Deborah  Andy IM

Andy
CSCvg48001
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10.x 11.0(2)
10.x
10.x
11.0(1)
10.x
10.x
10.x
Microsoft Active Directory Unified Communications
Manager 15000
1 200
[Cisco Unified CM IM and Presence
Administration] > [ System ]>][
Service Parameters |
160,000

Microsoft Active
Directory

. IM and Presence Service

14SU1




IM and Presence Service

IM and Presence Service

Microsoft Office Communications
Server

Microsoft Office Communications Server
IM and Presence Service

LDAP

[LDAP LDAPDirectory
Configuration ]
[ Usersand Groups ]
[ UsersOnly ]

Cisco Intercluster Sync Agent

LDAP
Cisco Intercluster Sync Agent
Cisco Jabber

Cisco Intercluster Sync Agent 30

IM and Presence Service

14SU1




LDAP

Cisco Unified Communications Manager
Cisco Unified Communications

Manager
OVA 5 A
B
A Active Directory 160 k
IM and Presence Service 15K OVA 15K
15K OVA
13
B Active Directory 160 k
IM and Presence Service 25K OVA 25K
25K OVA
8
200
2

. IM and Presence Service

14SU1




Administration

IM and Presence Service

283
283
284
284
285

IM and Presence
Cisco Unified CM |IM and Presence

zip
285

14SU1 .




IM and Presence
SAML SSO

IM and Presence IM and Presence
brandi ng. zi p

1 Cisco Unified IM and Presence OS

2 [ SoftwareUpgrades ] >[ Branding ]
3 brandi ng. zi p

4 [ Upload File ]

5[ Enable Branding ]

utils Branding enable CLI

IM and Presence

1 Cisco Unified IM and Presence OS

. IM and Presence Service 14SU1



2 [ Software Upgrades ] >[ Branding ]
3 [ Disable Branding ]
utils Branding disable CLI
4
5 IM and Presence
brandi ng. zi p
brandi ng. zi p
6
2
2:
3 1

Brandi ng (fol der)
cup (folder)
Br andi ngProperties. properties (properties file)
brandi ngHeader. gi f (652*1 pixel)
ci scoLogol2pxMargin. gi f (44*44 pixel)

IM and Presence Service

14SU1 .




Br andi ng(f ol der)
cup (folder)

br andi ngHeader BegLTR. gi f
br andi ngHeader BegRTR. gi f
br andi ngHeader EndLTR. gi f
br andi ngHeader EndRTR. gi f
br andi ngHeader M dLTR. gi f
br andi ngHeader M dRTR. gi f

(652*1
(652*1
(652*1
(652*1
(652*1
(652*1

Br andi ngProperties. properties (fil

pi
pi
pi
pi
pi
pi

e)

xel
xel
xel
xel
xel
xel

ci scoLogol2pxMargin. gi f (44*44 pi xel

nage)
nage)
nage)
nage)
nage)
nage)

i mage)

[Cisco Unified CM IM and Presence Administration]

10:

Q@0

A Web Page

Glc:} X {} {https://
\

V

Logo d Wil Sl Unified GM IM and Presence Administration =

. IM and Presence Service 14SU1

383436




11:

<3 c> X {} {https://

Unified CM IM and Presence Administration

) Unified CM IM and Presence Administration
7 >System Version: Viersion number
3= VMware Installation: Installation detalls

AN
393435

27:

1 IM and Presence

44x44

ci scoLogol2pxMargin. gi f 44*44

2 Unified CM IM and Presence | header.heading.color
Administration

* br andi ngHeader BegLTR. gi f
652x 1

e br andi ngHeader BegLTR. gi f
652x 1

IM and Presence Service 14SU1




e brandi ngHeader. gi f 652x1

e brandi ngHeader M dLTR. gi f
652 x 1

* br andi ngHeader M dRTR. gi f
652 x 1

5
e brandi ngHeader EndLTR 652x 1
e br andi ngHeader EndRTR 652x 1

6 header.navigation.color

7 [ Go ] header.go.font.color

header.go.background.color
8 splash.loginfield.color
9 [ Login ] splash.button.text.col or
Reset ] splash.button.color

10 splash.hex.code.3

11 splash.hex.code.2

12 Banner splash.hex.code.1

13 header.text.bold.color

IM and Presence Service 14SU1




14 [ Search ] | header.link.color
About ] | Logout ]
15 header.divider.color
16 Unified CM IM and Presence splash.login.text.color
Administration
17 VMware |Splash.version.color

Brandi ngProperties. properties
16 HTML 16
#6

header . navi gati on. col or =" #FF0000"

header . navi gati on. col or " #FF0000"

IM and Presence Service 14SU1 .
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22

. 291

* Microsoft Outlook 293
. 293

. 294

» Remote Call Contral; 295

IM and Presence Service
XEP-0198 2
XMPP ( )
Extensible Messaging and Presence Protocol (XMPP) XEP-0198
http://xmpp.org/extensions/xep-0198.html

IM and Presence Service  Cisco Jabber

« Cisco Jabber IM and Presence Service
« Cisco Jabber  IM and Presence Service

. Cisco Jabber
IM and Presence Service

IM and Presence Service 14SU1 .



http://xmpp.org/extensions/xep-0198.html

IM and Presence Service XEP-0198
1 Cisco Unified CM IM and Presence Administration [ System ]>]
Service Parameters |
2 IM
3 Cisco XCP
4 [ Enable Stream Management | [ Enabled ]
5[ Stream Management Parameters (Clusterwide) |

28

Cisco Jabber
IM and Presence Service

30 90 60

Stream

Management Buffer

5 150 100

. IM and Presence Service

14SU1




Microsoft Outlook .

1 64 5
6 [ Save |
Microsoft Outlook
Microsoft Outlook / IM and Presence
IM and Presence Microsoft Exchange Server Office
365
Microsoft Outlook http://www.cisco.com/c/en/us/support/
unified-communications/unified-presence/products-instal | ation-and-configuration-guides-list.html 1M
and Presence Microsoft Outlook
IM and Presence IM and Presence
2
. - IM and Presence
IM
IM and Presence
Microsoft Google 1BM AOL
IM and Presence
. IM and Presence

Microsoft Microsoft Lync
IM and Presence

IM and Presence Service 14SU1 .


http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

Microsoft Lync

* SIP Cisco IM and Presence Cisco Jabber
SIP SIP
Cisco Jabber
Cisco Jabber
SIP

http://www.cisco.com/c/en/us/support/
unified-communi cations/unified-presence/products-instal l ation-and-configurati on-guides-list.html
Interdomain Federation for IM and Presence Service on Cisco Unified Communi cations Manager
Partitioned Intradomain Federation for IM and Presence Service on Cisco Unified
Communications Manager

IM and Presence Servie

IM
IM
. Ad-hoc
 IM Compliance
* IM Compliance
IM http://www.cisco.com/c/en/us/support/

uni fied-communi cations/unified-presence/products-instal | ation-and-configurati on-guides-list.html
Instant Messaging Compliance for IM and Presence Service on Cisco Unified Communications
Manager

. IM and Presence Service 14SU1


http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

Remote Call Control; .

Remote Call Control:

RCC Microsoft Lync
M Cisco
Unified IPPhone Cisco |PCommunicator Microsoft
Lync Lync IM and Presence
Cisco Unified Communications Manager Lync
Remote Call Control http://www.cisco.com/c/en/us/support/

unified-communi cations/unified-presence/products-instal | ation-and-configurati on-guides-list.html
Remote Call Control with Microsoft Lync Server for IM and Presence Service on Cisco Unified
Communications Manager

IM and Presence Service 14SU1 .



http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

. Remote Call Control;
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. 299

. 300
. 301
. 318

IM and Presence

IM and Presence Service

IM and Presence
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conf erence- 3- mycup. ci sco. com

roonj i d@onf erence- 3- mycup. ci sco. com

2
conf erence-x-cl usterid. domai n

* conference
* X ID

eclusterid

conf erence- 3- mycup. ci sco. com

conger ence-x-cl usterid. domai n
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303

3 Cisco Jabber
304

305

5 305

307
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7
Cisco XCP Text
Conference Manager
[Cisco
. 307 Unified IM and Pr@nce 3
Cisco Unified
IM and Presence
* Serviceability ] [
308 Tools ]>[

. 310 -

. 311 Control Center - Feature

. 312 Services |

313

. 313

8
314

9

314
10

317

. IM and Presence Service 14SU1



1 [CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration ]
[ Messaging ]> [ Group
Chat and Persistent Chat ]
2 Room owners

can change whether or not rooms are for membersonly

30 Save |
4 [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools ]>] - Control Center

- Feature Services |
5 Cisco XCP Text Conference Manager

1 Cisco Unified CM IM and Presence Administration [ Messaging |>][
Settings |

IM and Presence Service 14SU1




. IM and Presence

[

Allow clientsto log instant
message history on supported clientsonly ]
. IM and Presence

[

Allow clientsto log instant
message history on supported clientsonly ]

30 Save |

Cisco Jabber

IM and Presence

307

. Cisco Jabber 14.1

1 Cisco Unified CM IM and Presence
2 [ Messaging ]>] Group Chat and Persistent

Chat ]
3 [ ] [ ]

. IM and Presence Service 14SU1



N -

ol

Cisco XCP

ad-hoc

Cisco Unified CM IM and Presence
[ Messaging ]>]
Chat ]
[
[ (Find)]
GUI IM and Presence
John
John
IM and Presence
ID
. ID ID JID
IM and Presence Service 14SU1

Group Chat and Persistent

Room Report ]




. ID IM and Presence

. ID ID
ID IM and Presence
Cisco XCP
1 Cisco Unified Communications Manager IM and Presence
2 [ Messaging |>][ Group Chat
and Persistent Chat ]
3 [ Room Report ]
4 [
Find ]
5 Room JID
PChat
6 ID Room JID
ID
7 ID
8 [ ID ]
1 ID
Cisco XCP

. IM and Presence Service 14SU1



1 Cisco Unified CM IM and Presence

2 [ Messaging ]>[ Group Chat and Persistent
Chat ]

3 [ ]

4 1 ]

1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]

[ Messaging ]> [ Group

Chat and Persistent Chat ]

2 [ Maximum
number of rooms alowed | 5500

3 [ Save |

IM and Presence Service 14SU1 .




1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Messaging ]> [ Group
Chat and Persistent Chat ]

2
30 Save |
4 [Cisco Unified IM and Presence Cisco Unified IM and Presence

Serviceability ] [ Tools ]>] - Control Center
- Feature Services |

5 Cisco XCP Text Conference Manager

29:

Rooms are for members only
by default

. IM and Presence Service 14SU1



Only moderators can invite people
to members-only rooms

Room owners can change whether
or not rooms are for members only

Room owners can
change whether or not only moderators
can invite people to members-only

rooms

Userscanadd
themselves to rooms as members

Room owners can change
whether users can add themselves to

rooms as members

IM and Presence Service 14SU1




1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
Group

[ Messaging | > [
Chat and Persistent Chat ]
2
3 Save |
4 [Cisco Unified IM and Presence
Serviceability ] [ Tools 1>]

- Feature Services |
5 Cisco XCP Text Conference Manager

Cisco Unified IM and Presence
Control Center

Members and
administratorswho are not in aroom are till visible

in theroom

Room owners can
change whether members and administrators who

arenot in aroom are till visible in the room

Rooms are backwards-compatible with
older clients

10

Room owners can change
whether rooms are backwards-compatible with ol der

clients

. IM and Presence Service 14SU1




Roomsare
anonymous by default Jabber 1D

Jabber 1D
Room owners can
change whether or not rooms are anonymous

How many userscan bein aroom at onetime |
1000

How many hidden userscan bein aroom at onetime ]

1000

Default maximum occupancy for aroom ]
50 1

[

Room owner scan changedefault maximum
occupancy for aroom ]

[ Save |

IM and Presence Service 14SU1 .




1 L owest
participation level a user can haveto send a private message from within theroom ]

o[ Visitor ]
o[ Participant ]
o[ Moderator |

[

Room ownerscan changethelowest participation level auser can have
to send a private message from within theroom |

30 L owest participation level auser
can haveto changearoom'ssubject |
a | Participant ]
b) [ Moderator |

[

Room owner scan changethelowest participation level auser can haveto changearoom's
subject ]
5 XHTML
[ XHTML Removeall XHTML
formatting from messages |

6 XHTML [
XHTML Room owners can change XHTML formatting

. IM and Presence Service 14SU1



setting ]

7 [ Save |

Rooms are moderated by default ]

2 [
Room owners
can change whether rooms are moder ated by default ]

3 [ Save |
1 [
Maximum number of messagesthat can beretrieved from the
archive | 100
2
[ Number of messagesin chat history
displayed by default ] 15
1

IM and Presence Service 14SU1




[

Room owner scan changethenumber of messagesdisplayed in chat history ]

4 [ Save |

1 Cisco Unified CM IM and Presence Administration

Messaging | >

Settings |
2 [ Set to Default ]
30 Save |
1
315
2
316

. IM and Presence Service 14SU1



conference-x-clusterid.domain

300

1 [CiscoUnified CM IM and Presence CiscoUnified CM IM and Presence Administration ]
[ Messaging 1> [ Group
Chat and Persistent Chat ]

[ Messaging |>|[
Group Chat Server AliasMapping 1]
[ Primary Group Chat
Server Aliases ]

. [System Automatically M anages
Primary Group System Automatically ManagesPrimary Group
Chat Server Aliases ]

DNS DNS

. Cisco
XCP Text Conference Manager

IM and Presence Service 14SU1 .




316

conf erence-x-clusterid. donain [
Conference Server Aliases |

ID
S
newalias.domain
[Cisco Unified CM IM and Presence CiscoUnified
CM IM and Presence Administration ]>[ Presence Settings ] >
Advanced Settings ]
315
1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Messaging ]>] Group
Chat Server AliasMapping ]
2 [ (Find)]
[ ]
3
a | Add New ]
b)

. IM and Presence Service 14SU1



c)
d | Save |
a)
b)
[ Delete Selected ]
« Cisco XCP Text Conference Manager
. IM and Presence
DNS DNS
. Cisco XCP Text Conference
Manager
TC

Cisco Unified CM IM and Presence Administration

IM and Presence Service 14SU1 .



2 [ Messaging | > External Server Setup ] >
External Databases Jobs |

SameCup

CupNode

90

90

. MA - Message Archiver

. AFT -ManagedFileTransfer

9 [ Submit Clean-up Job ]

[ Automatic ]
DisableAutomaticClean-up Job ]

. IM and Presence Service 14SU1



. ID FQDN ID [
System ][ Presence Topology Settings ]
FQDN
ID
. FQDN [ Presence ][
Presence Settings | FQDN
. DNS

IM and Presence Service 14SU1 .
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. 321
. 322
. 322

IM and Presence

IM and Presence Service 14SU1 .




. UTC
. Cisco XCPRouter
Cisco XCP Router
1|AFT_LOG
323 AFT_LOG
2
325

RTMT

3 | XCP File Transfer Manager
326

. IM and Presence Service 14SU1



AFT_LOG B

4
328
AFT_LOG
AFT_LOG
N
SQL 324
1 IM and Presence CLI
file_path
FROM aft _I| og

WHERE nethod = ' Post' AND tinestanpval ue > '2014-12-18 11:58:39';

/opt/nftFileStore/ node_1/files/inl 20140811/ 15/file_nanel
/opt/nftFileStore/ node_1/files/inl 20140811/ 15/file_nane2
/opt/nftFileStore/ node_1/files/inl 20140811/ 15/file_nane3
/opt/nftFileStore/ node_1/files/inl 20140811/ 15/file_nane4

/opt/nftFileStore/node_1/files/im 20140811/ 15/fil e_nane99
/opt/nftFileStore/ node_1/files/im20140811/15/file_nanmel00

IM and Presence Service 14SU1 .




SQL Database Setup for IM and Presence
Service on Cisco Unified Communications Manager

325

SQL

Database Setup for IM and Presence Service on Cisco Unified Communications Manager

DELETE
FROM aft | og

WHERE net hod = ' Post';

DELETE
FROM aft _| og

WHERE jid LIKE '<userid>@domai n>% AND nethod =
' Get!

DELETE
FROM aft _| og

WHERE nethod = ' Post' AND tinestanpval ue >
''2014-12-18 11:58:39';
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326
RTMT
1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters |
2 [Cisco XCP File Transfer Manager]
3
. External File Server Available Space
L ower Threshold
XcpMFTExtFsFreeSpaceWarn
10%
. External File Server Available Space
Upper Threshold
XcpMFTExtFsFreeSpaceWarn
15%
Cisco XCP Router Cisco XCP File Transfer Manager
4 [ Save |
5 Cisco XCP Router
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools ]>][ -
Control Center - Network Services |
b) [ Server | IM and Presence [
Go ]
¢) [IM and Presence IM and Presence Services | [Cisco XCP Cisco
XCP Router ] [ (Restart)]
XCP File Transfer Manager 326

IM and Presence Service 14SU1 .




. XCP File Transfer Manager

XCP File Transfer Manager

1 Cisco Unified IM and Presence

2 [ Alarm ]>] Configuration ]
30 Server ] [ Go ]
4 [ Service Group ] [IM and Presence
IM and Presence Services | [ Go ]
5[ Service | [CiscoXCPFileTransfer Manager
Cisco XCP File Transfer Manager (Active)] [ Go ]
6
7 [ Save |
326

IM and Presence Service
IM and Presence Service

Read-Time Tool

file size  bytes transferred

. IM and Presence Service 14SU1



30:

XcpMFTExtFsMountError | Cisco XCP File Transfer External File Server Troubleshooter
Manager

XcpMFTExtFsFreeSpaceWarn | Cisco XCP File Transfer
Manager

XcpMFTDBConnectError | Cisco XCP

XcpMFTDBFullError

Cisco XCP File Transfer
Manager

31:

Real-Time Monitoring Tool
Cisco XCP MFT Counters

MFTBytesDownloadedL astTimeslice

60

IM and Presence Service

14SU1




MFTBytesUpoadedL astTimeslice
60
MFTFilesDownloaded
MFTFilesDownloadedLastTimeslice
60
MFTFilesUploaded
MFTFilesUploadedL astTimeslice
60
AFT
1 Cisco Unified CM IM and Presence Administration
2 [ Messaging ]>] External Server Setup ]>]
External Databases Jobs ]
3 DB
4
SameCup
CupNode
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90

90

MA

AFT

90

90

- Message Archiver

-Managed File Transfer

Submit Clean-up Job ]

[ Automatic ]

IM and Presence Service

14SU1

DisableAutomaticClean-up Job ]
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. 331

IM and Presence Service

. ID URI

for Cisco Unified Communications Manager

433

IM and Presence Service 14SU1

333

IM and Presence Service

URI

SystemConfiguration Guide
Configure End Users




ID URI

* SIP
IM and Presence

IM and Presence 1 :
Cisco Jabber
* XMPP IM and Presence
A\
Cisco Jabber
Jabber
IM and Presence Cisco Jabber
Cisco Jabber
o[ Default policy ]
ID URI
ID URI
ID URI

. IM and Presence Service 14SU1



IM and Presence ID URI

» Cisco IM and Presence

Cisco IM and Presence Data Monitor Active
IM and Presence Service ID
URI
Cisco Unified Real-Time
DuplicateUserID DuplicateDirectoryURI
. - URI ID
Troubleshooter 10
Cisco Unified CM IM and Presence
[ Diagnostics 1>[ System Troubleshooter ]
. - URI ID
utils CLI
1
334
2 URI
335 ID
Cisco IM and Presence
3 URI
337 ID
4 | CLI ID CLI
URI 338 URI ID

IM and Presence Service 14SU1 .




5 342 | IM and Presence

Cisco Jabber
1 [CiscoUnified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Presence ]>] Settings |
2 [ Allow usersto view

the availability of other userswithout being prompted for approval ]

. - IM and Presence

. - IM and Presence

SIP
XMPP

3 [ Save |
4 Cisco XCP Router

IM and Presence SIP

. IM and Presence Service 14SU1



Presence

URI

ID Cisco IM and

Cisco Unified Real-TimeMonitoring Tool

URI ID
1 ID URI Cisco IM and Presence
335
URI ID
2 Data Monitor
336 URI
ID E
E
3 337
DuplicateDirectoryURI
DuplicateUserid
Cisco IM and Presence
URI
Cisco IM and Presence
URI ID
IM and Presence Service 14SU1




Cisco IM and Presence

Serviceability [

Center - Network Services |

1 [CiscoUnified CM IM and Presence

CiscoUnified M and Presence
- Control

CiscoUnified CM IM and Presence Administration ]

[ System ]>] Service Parameters |
2 [ Service ] [CiscolM and Presence CiscolM and
Presence Data Monitor ]
3 [User Check Interval] 5 1440
30
4 [ Save |
DuplicateDirectoryURI DuplicateUserid
336
URI ID
E E
1 Real-TimeMonitoring Tool [ Alert Central ]
2 [ System ]>] Tools ]>][ Alert 1>[
Config Email Server ]
3 [ Mail Server Configuration ]

4 OK

. IM and Presence Service 14SU1



10

337
DuplicateUser|D DuplicateDirectoryURI
336
Real-Time Monitoring Tool [ System ] [ Alert
Central ]
IM
E DuplicateDirecytoryURI
DuplicateUserid
[ Tools ]>] Alert 1>] ConfigAlert Action ]
[ AlertAction ] [ Default ]
[ Edit ]
[ Alert Action ]
[OK]
[ Alert Action ] [ Recipients ]
[ Enable ]
OK

Cisco Unified CM IM and Presence GUI
ID URI

IM and Presence Service 14SU1 .




| Y ID URI

1 CiscoUnified CM IM and Presence Administration [ Diagnostics ]>[
System Troubleshooter ]
2 ID URI [ User
Troubleshooter ]
[ Praoblem ]
. ID
. URI
. URI
. URI
. ID
ID Exchange Calendar
3 [ Solution ] [ fix ]
Cisco Unified Communications Manager Cisco Unified Communications Manager
Administration [ End User Configuration ]
ID URI LDAP
Directory LDAPDirectory

Cisco Unified Communications Manager |

End User Configuration ] LDAP
LDAP
CLI ID URI
338
CLI ID URI
ID

. IM and Presence Service 14SU1

URI



ID URICLI B

eutils - ID URI
eutils userid - ID
eutils uri - URI
CLI URI ID
ID URI CLI 339

Cisco Unified Communications Manager |

End User Configuration ] LDAP
LDAP
URI CLI
ID URI IM and
Presence CLI utilsusersvalidate{ all | userid | uri
}
URI
URI
aaa@bb. ccc  AAA@BBB. CCC
2 URI
CLI Command Line Interface Guide for Cisco

Unified Communications Solutions

ID CLI
Users with Duplicate User |IDs

User ID: user3
Node Nane
cucminp-1
cucminp-2

URI CLI
Users with No Directory UR Configured

Node Nane: cucmi np-2
User | D
user4

Users with Invalid Directory URI Configured

IM and Presence Service 14SU1 .




ID URI

User ID Directory UR
userl asdf @GASDF@sdf @GADSF@i sco

Users with Duplicate Directory UR's

Directory UR : userl@isco.com
Node Nane User ID
cucminmp-1 user4d
cucminp-2 user3

ID URI

Cisco IM and Presence Data Monitor Active IM
and Presence Service ID URI
ID URI
ID URI

Real-Time
Monitoring Tool

DuplicateDirectoryURI

URI'IM
URI

DuplicateDirectoryURIWarning

user| D @Def aul t _Domai nIM

URI
DuplicateUserid
1

ID

InvalidDirectoryURI
URI IM
1 URI
InvalidDirectoryURIWarning
user | D@ Def aul t _Domai n IM Adress
1 URI

Command Line Interface

10
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ID URI B

Command Line Interface
Command Linelnterface Guidefor Cisco Unified
Communications Solutions

A

ID
URI
Cisco Unified Communications Manager Administration Guide

URI
ID URI

32: ID URI

ID ID Dupl i cat eUseri d

Dupl i cat eUseri d
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URI

URI

* DuplicateDirectoryURl

* Dupl i cat eDi rect or yUR Vér ni ng

URIIM

Dupl i cateDirectoryUR

URI

userID@Default_Domain IM

URI

Dupl i cat eDi rect or yURI Vr ni ng

. IM and Presence Service

URI 1 URIIM
URI
user @ domain URI
URI
I nval i dDi rect or yURI
userID@ Default_Domain IM
¢ | nvalidDirectoryURl UR
¢ I nval i d rect or yUR Wr ni ng I nval i dDi r ect or yURI War ni ng
IM and Presence
14SU1




Cisco AXL Web Cisco SIP Proxy Cisco
Cisco Unified Serviceability

1 [Cisco Unified CM Cisco Unified CM Administration ] [ User
Management ]>[ End Users ]
2 [ Find ]
3 [ ServiceSettings | [ (PresenceViewer for User)]
33:
ID ID
[ (Submit)] ID
128
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[ (Contacts and Wathcers)] [
(Contacts)]
1
IM and Presence
IM and Presence Administration Online
Help
[ (Contactsand Wathcers)] [
(Watchers)]
1
IM and Presence
IM and Presence Administration
Online Help
IM and Presence
IM and Presence
AXL IM
and Presence
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Presence

. A B
IM and Presence
B A

* |[M and Presence

UserB

e UsrB

e UserA
UserB

UserB

IM and

UserB  UserA

IM and Presence

IM and Presence

IM and Presence Service

14SU1
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IM and Presence IM and Presence
Unified Communications Manager  IM and Presence
IM and Presence

IM and Presence

Cisco

115
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34:

IM and Presence

. IM and Presence Service

Cisco Unified CM IM and Presence Administration [ System >
[ Centralized Deployment ]
[ (Find)]
o[ AddNew ]
o[ Peer Address ] Cisco Unified Communications
Manager FQDN
IPv4 IPv6
o [AXL AXL Username ] AXL
o [AXL AXL Password ] AXL
[ Save |
2 IM and Presence
IM and Presence
183
148U1




Cisco Unified Communications
Manager IM and Presence IM and Presence

* |[M and Presence

IM and Presence

. IM and Presence

IM and Presence

347
35:
IM and Presence
1 csv
351
2 352
IM and Presence UC IM and
3 353 Presence
IM and Presence UC
IM and Presence
4 354 IM and Presence UC

IM and Presence Service 14SU1 .




IM and Presence
IM and Presence
5 Presence
355
OAuth
6 356 OAuth
IM and Presence
7 356
8 357
Cisco IM and Presence
9 358 Cisco Intercluster
Sync Agent
IM and Presence  Feature IM and
10 Group Template Presence
358
LDAP LDAP
11 359
12 361 csv

. IM and Presence Service 14SU1




IM and Presence
Cisco Intercluster Sync Agent Cisco
13 362 Intercluster Sync Agent
14 363
(
15 363 )

IM and Presence

csv
2
. IM and Presence IM
. IM
Cisco Unified CM Administration Presence Administration
. > >
. > >

IM and Presence Service 14SU1 .




b) [ Find ] [ Next ]

4 [ FileName ]

o[ RunlLater ]-

6 [ Submit |

RunlLater | >

a | (Bulk Administration)] >[ / (Upload/Download
Files)]

b [ (Find)]

c) [ Download
Selected ]

d)

352

JSM

. IM and Presence Service 14SU1



IM and Presence UC .

1 Cisco Unified Communications Manager
2 Cisco Unified CM [ System > | Presence
Redundancy Groups ]
3
4 [ Enable High Availability ]
5[ Save |
6
2
IM and Presence UC 353

IM and Presence UC

IM and Presence
ucC IM and Presence
IM and Presence

1 Cisco Unified CM

2 [ User Management ] >[ User Settings ]>[UC ucC
Service |

3
a [ Find ]
b) [ AddNew ] uc

4 [UC UCServiceType | [IM and Presence]

[ Next ]
5 [ Product type ] [IM and Presence
IM and Presence Service ]
6 [ Name ]

IM and Presence Service 14SU1




. IM and Presence

710 nP
8 [ Save |
9

field

IM and Presence

IM and Presence

HostName/I P Address ]
IPv4

IM and Presence
IPv6

2 IM and Presence [P

354

IM and Presence

IM and Presence

1 Cisco Unified CM [ User Management ] >[ User
Settings ] >[ Service Profile ]
2
a | Find ]
b [ Add New ]
3 IM IM and Presence
a [ Primary ]
b) Secondary
4 [ Save |
Presence 355

. IM and Presence Service

14SU1



Presence .

Presence

LDAP IM and

Presence
IM and Presence
A

LDAP Presence Centrd

Deployment
UnifiedCM IM and
Presence
o LDAP LDAP

LDAP System
Configuration Guide for Cisco Unified Communications Manager Configure End Users
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Query 1>
Bulk Administration ]>[ Users ]>] UpdateUsers ]>[
Query ]
2
3 Next ]
2
4

IM and Presence Service

14SU1




OAuth

* [Unified IM and Presence Enable User for Unified IM and Presence ]
- IM and
Presence

« UC -

IM and Presence IM and Presence

Expressway

https://www.ci sco.com/c/en/us/support/unified-communi cations/expressway-series/
products-installation-and-configuration-guides-list.html Mobile and Remote Access via
Cisco Expressway Deployment Guide

5
6 [ Job Information ] [ Run Immediately ]
7 [ Submit ]
OAuth 356
OAuth
OAduth IM

and Presence OAuth
1 Cisco Unified CM
2 [ System ]>] Enterprise Parameters |
3 [SSO SSO Configuration ] [ OAuth OAuth with Refresh

Login Flow ] [ Enabled ]
4

IM and Presence

. IM and Presence Service 14SU1


https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html

N oW N

JSM
Cisco Unified CM

[ (System)] > [ (Presence Redundancy Groups)]
[ Find ]
[ Enable High Availability ]
[ Save |
Cisco 358
IM and Presence
IM
Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)

(Find)
[ Delete ]
Cisco XCP
a) Unified IM and Presence Serviceahility (Tools) >

- (Control Center - Network Services)

b) (Go)
¢) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco

XCPRouter ] [ (Restart)]

IM and Presence Service 14SU1




. Cisco

6
Cisco

IM and Presence Cisco Intercluster Sync Agent

1 [CiscoUnified IM and Presence Cisco Unified IM and Presence Serviceshility ]
[ Tools ]>] - Control Center -

Network Services |

2 [ Server ]
[ Go ]
3 Ciscolntercluster Sync Agent
[ Stop ]
IM and Presence  Feature Group Template 358
IM and Presence  Feature Group Template
IM and Presence
LDAP
IM and Presence
S
LDAP
LDAP Cisco Unified Communications
Manager LDAP
IM and Presence
IM and Presence 125

1 IM and Presence Cisco Unified CM

. IM and Presence Service 14SU1



LDAP B

2 [ User Management ] > / User Phone/Add >
Feature Group Template ]
3
o[ Find ]
o[ Add New ]
4
o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
5[ Feature Group Template Configuration ]
6 [ Save |
LDAP
LDAP 359
LDAP
Cisco Unified Communications Manager
LDAP IM and Presence Cisco Unified Communications M anager
S
LDAP Cisco Unified Communications Manager
1 Cisco Unified CM [ System | >[LDAP LADP ]>[LDAP
LDAP Directory ]
2
| Find ] LDAP
o[ Add New ] LDAP

IM and Presence Service 14SU1 .




IM and Presence

30 Feature Group Template ]
IM and Presence
4 [LDAP LDAPDirectory ]
5[ Save |
6 [ Perform Full Sync ]
Cisco Unified Communications Manager LDAP

IM and Presence

361

IM and Presence

IM and Presence

[ Update Users ]
IM and Presence
S
[ ] [ ] csv
Bulk Administration Guide
for Cisco Unified Communications Manager
o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence |
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>] Users 1>] UpdateUsers ]>][ Query ]
2
3 [ Next ]

. IM and Presence Service 14SU1



4
* [Unified CM IM and Presence
Presence |-
IM and Presence
5
6 [ Job Information ]
70 Submit ]

IM and Presence Central
IM and Presence

Enable User for Unified CM IM and

[ Run Immediately ]

IM and Presence

M

csv
1 IM and Presence Cisco Unified CM IM and Presence Administration
2 csv

a | (Bulk Administration)] >[ / (Upload/Download

Files)]

b [ Add New ]

o | Choose ] csv

d)

IM and Presence Service 14SU1




. Cisco Intercluster Sync Agent

€)
f) [ Save |
3 csv
a) CiscoUnifiedCM  IM and Presence

. > >
. > >

b) [ FileName ] csv

) [ RunImmediately ]
[ Run Later ]

d [ Submit ]

| RunLater ] >
4 2 csv

Cisco Intercluster Sync Agent 362

Cisco Intercluster Sync Agent

IM and Presence Ciscolntercluster Sync Agent
1 [CiscoUnified IM and Presence Cisco Unified IM and Presence Serviceshility ]
[ Tools ]1>] - Control Center -
Network Services |
2 [ Server | IM and Presence [
Go ]

3 IM and Presence Services Cisco Intercluster Sync Agent

. IM and Presence Service 14SU1



363

IM and Presence

IM and Presence Cisco Unified CM Administration
(System)] > [ (Presence Redundancy Groups)]
Find ]

[

Enable High Availability ]

Save ]

IM and Presence

N

B~ w

CiscoXCP

Cisco XCP

IM and Presence

Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)

[

(Find)
Delete ]

Cisco XCP

IM and Presence Service 14SU1




a) Unified IM and Presence Serviceability (Tools) >
- (Control Center - Network Services)

b) (Go)

¢) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco
XCPRouter ] [ (Restart)]

6 IM and Presence

Cisco XCP

. IM and Presence Service 14SU1



. 365
. 365
. 365

IM and Presence Service

IM and Presence

Cisco Unified Presence

Cisco Jabber

1 367

IM and Presence Service 14SU1




2 369
* Cisco AXL Web Service
« Cisco Sync Agent
« Cisco Intercluster Sync Agent
3 | Intercluster Sync Errors 368
4 368
5
369
6 LDAP
* LDAP
371
373
. 375
7
380
8 381

UpdateUsers ]
IM and Presence

. IM and Presence Service

14SU1



IM &amp;
P
S
2000 CLI
TAC
1 CLI CLI CiscoUnified
Communications
CLI
2
a)
run sql select count(*) fromrosters where user_id in (select xcp_user_id fromenduser
where primarynodeid i s NULL)
b)
run sql delete fromrosters where pkid in (select * from(select first 2000 pkid from
rosters where user_id in (select xcp_user_id fromenduser where primarynodeid is
NULL)))
3
a)
run sqgl select count(*) fromgroups where user_id in (select xcp_user_id fromenduser
where primarynodeid i s NULL)
b)
run sql delete fromgroups where pkid in (select * from(select first 2000 pkid from
groups where user_id in (select xcp_user_id fromenduser where primarynodeid is
NULL)))
4 ( )
a) ( )
run sqgl select count(*) fromnonpresencecontacts where fkenduser in (select pkid from
enduser where primarynodeid is null)
b) ( ):

run sql del ete from nonpresencecontacts where pkid in (select * from(select first
2000 pkid fromnonpresencecontacts where fkenduser in (select pkid fromenduser where
primarynodeid is null)))

IM and Presence Service 14SU1 .



c)

run sql delete from epascontactaddi nfo where pkid in (select * from(select first
2000 pkid fromepascont act addi nfo where pkid not in (select fkepascontactaddinfo from
nonpr esencecontacts)))

[y

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ Presence ]>][ Settings 1> Standard Configuration ]

2 [ Allow usersto view
the availability of other userswithout being prompted for approval ]

30 Maximum Contact List Size (per user) |
[ NoLimit ]
4 [ Maximum Watchers (per user) | [ No
Limit ]
5[ Save |
Intercluster Sync Errors 368

Intercluster Sync Errors

1 Cisco Unified CM IM and Presence Administration [ Diagnostics ]>[
System Troubleshooter ]

. IM and Presence Service 14SU1



369

Cisco Unified IM and Presence Serviceability

* Cisco AXL Web Service
« Cisco Sync Agent

* Cisco Intercluster Sync Agent

[Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools ]>][ - Control Center - Feature

Services |
[ Server | IM and Presence [

Go ]

CiscoAXL Web

[ Tools ]>[ - Control Center - Network
Services |
[ Server | IM and Presence [

Go ]
IM and Presence Cisco Sync Agent Cisco Intercluster Sync Agent

369

IM and Presence Service 14SU1 .




a)

b)

d)
€)
f)
9

a)

b)

0)

d)

a)

b)

d)

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Bulk Adminigtration ]>] ContactLigt 1>
[ Export ]
[ All unassigned usersinthecluster ]
[Find ]
[ / AND/OR ]
[ Next ]
[ Run Now ]
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Bulk Administration ]>] Job
Scheduler ]
[ Find ] BAT
[CsV CSV FileName ]
[ Job Results ]
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Bulk Administration ]>[ /
Upload/Download Files ]
[ (Find)]
[ Download
Selected ]
csv

. IM and Presence Service 14SU1



LDAP B

* LDAP 371
. 373
LDAP
S
LDAP
UnifiedCM  IM and Presence
1 LDAP 371 LDAP
LDAP
2 LDAP 372 | Cisco Unified Communications M anager
LDAP
LDAP
380
LDAP
LDAP
LDAP
“
LDAP CiscoUnified
Communications Manager IM and Presence 1
IM and Presence Service 14SU1

"



LDAP

LDAP LDAP

IM and Presence

1 LDAP
2 LDAP LDAP
LDAP 372
LDAP
LDAP LDAP
o[ (Home Cluster)]
* [Unified CM IM and Presence (Enable User for Unified CM IM and Presence)]
LDAP Cisco Unified Communications Manager

1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP

LDAP Directory ]
2 [ Find ] LDAP

3 [Perform Full Sync Now ]

380

. IM and Presence Service 14SU1



Cisco Unified Communications Manager
csv Bulk Administration
Guide for Cisco Unified Communications Manager

1 IM and Presence IM and
373 Presence Service Cisco Jabber
2 374 LDAP
CiscoUnified

Communications Manager

3 1M and Presence Service
374
IM and Presence Cisco
Jabber
380
IM and Presence
IM and Presence Service Cisco Jabber

\}

Cisco Unified Communications Manager
Bulk Administration Guidefor Cisco Unified

Communications Manager

IM and Presence Service 14SU1




369

1 [Cisco Unified CM Cisco Unified CM Administration ] [ User
Management ]>][ End User ]

2 IM and Presence Service

30 End User Configuration ] [Unified CM IM and Presence

Enable User for Unified CM IM and Presence ]

4 [ Save |
374
LDAP Cisco Unified Communications
Manager
77
IM and Presence Service 374
IM and Presence Service
IM and Presence Cisco Jabber
1 [Cisco Unified CM Cisco Unified CM Administration | [ User
Management ]>][ End User ]
2 IM and Presence
3 [ End User Configuration ] [Unified CM IM

Enable User for Unified CM IM and Presence ]
4 [ Save |

. IM and Presence Service 14SU1



5 CSF  Cisco Unified Communications Manager
Upgrade Guide for the Cisco Unified Communications Manager

380
1
2
Cisco Bulk Provisioning Service
S
IM and Presence 100 Cisco
Intercluster Sync Agent
/ 100 1,000
Intercluster Sync Agent
1,000 16,000
Intercluster Sync Agent 8,000 1,000
8,000 1,000
IM and Presence
11M and Presence PRG
Intercluster Sync Agent
2 IM and Presence
Intercluster Sync Agent
IM and Presence
3 Presence Redundancy Group Intercluster
Sync Agent
4 Presence Redundancy Group Intercluster
Sync Agent

IM and Presence Service 14SU1




CSv

Intercluster Sync Agent

5
6 IM and Presence
Intercluster Sync Agent
7 30
1 Ccsv 1
376 Ccsv
2| Csv csv
377
3|Csv csv
378 2
4 378
5 [ ]
379 csv
6
379
CSV
csv

. IM and Presence Service 14SU1



csv B

1 CiscoUnified CM Administration [ Bulk Administration ]>[ Users >
[ Export Users ]

. txt <csvfil enanme> .txt

6 [ (Run Immediately)] [ (Submit)]

csv
377

CSV

1 CiscoUnified CM [ (Bulk Administration)] >[
/ (Upload/Download Files)]

2 [ (Find)]
3
4

csv 378

IM and Presence Service 14SU1 .




- Y

CSV

1 CiscoUnified CM [

/
2

(Upload/Download Files)]
Add New ]

3 [Choose Fil€]

4
5
6 [ Save |
378
1 CiscoUnified CM Administration [
[ User Templates ]

2

o[ Find ]

o[ Add New ]
3

o[ Home Cluster ]

* [Unified CM IM and Presence
Presence ]

. IM and Presence Service 14SU1

(Bulk Administration)] > [

Bulk Administration ]>]

Users |>

Enable User for Unified CM IM and



4 Microsoft Outlook
5
6 [ Save |

1 CiscoUnified CM Administration

[ Insert Users |
2
3
4
5[ Run Immediately ]

Agent

5 IMP
IM and Presence Service 14SU1

379

Bulk Administration ]>[ Users |>

380

Submit

]

Cisco Intercluster Sync

30

CiscoSyslogs




1 Ciscolntercluster Sync
Agent IMP

dst-name

adnmin: file search activel og sysl og/ G scoSysl og ". *I nterd ust er SyncAgent St at us: . *dst - nane. *"
2 ICSA
30

admin:file tail activelog syslog/C scoSysl og regexp
".*Interd usterSyncAgent St at us: . *dst - nane. *"

/ ICSA
5 10 ICSA 5
TAC
Cisco
Intercluster Sync Agent
30 5
1 csv

a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence

Administration ] [ Bulk Administration ]>[ /

Upload/Download Files ]

b [ Add New ]
C) csv [ Browse |
d) [ Contact Lists ]
e) [ - Import

Users Contacts— Custom File ]
f) [ OverwriteFileif it exists ]

. IM and Presence Service 14SU1



9 [ Save ]
h [ Save |
2
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Bulk Adminigtration ]>] ContactLigt 1>
[ Update ]
b) 1 Ccsv
©)
d) [ RunImmediately ]
[ Run Later |
e | Submit ]
3
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Bulk Adminigtration ]>[ ContactList ]>
[ Job Scheduler ]
b [ Find ] BAT
C) ID
d) [CsV CSV FileName ]
e [ Log File Name ]
[ Update Users ]
IM and Presence
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>] Users |>] UpdateUsers ]>][ Query ]
2
IM and Presence
30 Next ]

IM and Presence Service 14SU1




o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
5[ Job Information ] [ Run Immediately ]
6 [ Submit ]

. IM and Presence Service 14SU1



28

. 383
. 384
* |[M and Presence Service 385

Cisco Unified CommunicationsManager  IM and Presence

WWW.CiSCO.com Cisco Unified Communications Manager
IM and Presence

Cisco Unified Communications Manager IM and Presence Service
Cisco Unified Communications
Manager IM and Presence Service maj or.minor

Cisco Unified Communications M anager
IM and Presence Service
Cisco Unified Communications M anager
Cisco Unified Communi cations Manager

Cisco Unified Communications Manager
IM and Presence

IM and Presence Service 14SU1 .




Web

» cm-locale-language-country-version.cop  Cisco Unified Communications Manager

* ps-locale-language_country-version.cop IM and Presence Service

CUCM

« cm-local e-combinednetworklocale-version.cop  Cisco Unified Communications Manager

Cisco Unified Communications Manager IM and Presence Service

. Cisco Unified Communications Manager  IM
and Presence

. IM and Presence Service 14SU1



IM and Presence Service

* IM and Presence Service
Unified Communications Manager

Guide for Cisco Unified Communications Manager

IM and Presence Service

* |M and Presence Service
Manager

Cisco
Cisco Unified Communications Manager

Upgrade

Cisco Unified Communications
Cisco

Unified Communications Manager  IM and Presence Service

* |[M and Presence Service

IM and Presence

Cisco Unified Communications

Manager IM and Presence Service

Cisco Unified Communications Self Care Portal

[ English ]
BAT
1  cisco.com IM and Presence Service
http://software.cisco.com/downl oad/navigator.html ?mdfid=285971059
2 IM and Presence
3
IM and Presence Service 14SU1



http://software.cisco.com/download/navigator.html?mdfid=285971059

4 SFTP
5 Cisco Unified IM and Presence

6 [Software Upgrades ] > [Install/Upgrade /

]
7 [ Remote File System ]

8 Directory ] [t
9 Server ] IM and Presence Service
10 | User Name ] [ User Password ]

11 Transfer Protocol | [SFTP SFTP ]
12 Next ]

13 IM and Presence

14 Next ]

15

16 English United States
IM and Presence

17

36:

Message

[LOCALE] File not found:
<language>_<country>_user_|ocale.csv, the user csv
locale has not been added to the database.

. IM and Presence Service 14SU1



Message

[LOCALE] File not found:
<country>_network_locale.csv, the network locale

csv
has not been added to the database.
[LOCALE] CSV fileingtaler installdbisnot present | installdb
or not executable
csv
Cisco Unified

Communications

Cisco Unified Communications

Manager IM and Presence Service Cisco
Unified Communications
[LOCALE] Could not creste
{usr/local/cm/application_locale/cmservices/
ipmal/com/ciscol/ipmalclient/localessmaDia ogs Java
<lI>_<CC>.properties.Checksum. Just/1 ocal /thi rdpartyl j aval j 2sdk/j rel bij ava
[LOCALE] Could not creste Java
/usr/local/cm/application_|ocale/cmservices/ /usr/local /cmjar/cnutil.jar
ipmal/com/ciscol/ipma/client/locales/maM essages Java
<lI>_<CC> properties Checksum. com ci sco.ccmutil. Zi pper
[LOCALE] Could not creste
Jusr/local/cm/application_locale/cmservices/ Cisco

ipma/com/cisco/ipma/client/|ocales/maGlobal Ul_
<II>_<CC>.properties.Checksum.

[ ]
Jusr/local/cm/application_|ocale/cmservices/ipma/

LocaeMasterVersion.txt.Checksum

Unified Communications Manager Assistant

Cisco Unified Communications

Manager Assistant
Cisco Unified Communications Manager Assistant

[ ]
{usr/local/cm/application_locale/cmservices/

ipma/LocaleMasterVersion.txt in order to update
Unified CM Assistant localeinformation

IM and Presence Service 14SU1




Message

[LOCALE] Addition of <locale-ingtaller-file-name>
to the database has failed!

[LOCALE] Could not locate
<locale-installer-file-name>

Cisco Unified Communications

[LOCALE] Could not copy
<locae-ingtaller-file-name> to migratory path. This
locale will not be migrated during an upgrade!

Cisco Unified
Communications

[LOCALE] DRS unregistration failed

CiscoTAC

[LOCALE] Backup failed!

tarball

IM and Presence Service 14SU1




Message

[LOCALE] No COPfilesfound in restored tarball!

[LOCALE] Failed to successfully reinstall COP
files!

[LOCALE] Failed to build script to reinstall COP
files!

TAC

IM and Presence Service

37:

Interface

Cisco Unified CM IM and Presence

Cisco Unified IM and Presence

IM and Presence Service 14SU1
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. 391

. 391

. IM and Presence 392
. 393

. 393
. 394

. 395
. 396

https://www.ci sco.com/c/en/us/support/unified-communications/
unified-communi cations-manager-callmanager/products-maintenance-guides-list.html  Cisco Unified

Communications Manager IM and Presence IP
. IP
. IP

IM and Presence Service 14SU1 .



https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

IM and Presence

* |[M and Presence

IM and Presence

IM and Presence Service

1 [Cisco Unified CM

2 [Cisco Unified CM
Management ]>[

Cisco Unified CM Administration ]>[
PresenceRedundancy Groups |

Cisco Unified CM Administration ] >[

Assign PresenceUsers ]

3

Presence Redundancy Group Configuration ] [

PresenceServer | [ Not-Selected ]
[OK]
IM and Presence
393
Cisco Unified CM [ System ]>[
Default CUPSubcluster
4 Cisco Unified CM Administration [ System ]>] Server
[OK]

5 VM
6 Cisco XCP Router

. IM and Presence Service

14SU1

System ][>

]

User

Server

]



Cisco Unified Communications Manager Administration

1 Cisco Unified Communications Manager Administration [ System ] >]
Server ]

2 Cisco Unified Communications Manager Administration

[Upgrade Whilelnstall]

Cisco Unified Communications Manager IM and
Presence Service 11.5(2)
3 Cisco UnifiedCM Cisco UnifiedCM
4 Cisco Unified Reporting RTMT CLI

Cisco Unified Communications Manager Administration

Cisco Unified Communications Manager Administration

Cisco Unified Communications Manager Installation Guide

Cisco Unified Communications Manager / Cisco Unified Communications
Manager

Cisco Unified CommunicationsManager |M and Presence
IM and Presence Service

IM and Presence Service 14SU1 .



Cisco Unified Communications Manager Administration

10 System ]>][ Server |
[ / Find and List Servers ]
2 [ AddNew ]
[ - Server Configuration - Add a Server |
3 [ Server Type |
[ Next |
« CUCM /

* CUCM IM and Presence

4 [ Server Configuration ]
Server Settings

5[ Save |

IM and Presence Service
Cisco Unified Communications Manager

1 System ][> Server |
[ / Find and List Servers |

2 [ Find ]

. IM and Presence Service 14SU1


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/10_0_1/ccmcfg/CUCM_BK_C95ABA82_00_admin-guide-100/CUCM_BK_C95ABA82_00_admin-guide-100_chapter_010.html#CUCM_RF_S8C78AE6_00

30 / Find and List Servers ] IM and Presence

[ Server Configuration ]

4 [ Server Configuration ] IM and Presence

[ Node Details ]

CiscoXCP Cisco PresenceEngine
Cisco Jabber

Jabber

1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ PresenceTopology | [
System ]>] PresenceTopology |

* Cisco XCP
* Cisco Presence Engine

4
5 show perf query counter "Cisco Presence Engine" ActiveJsnBSessions CLI
1
15
6

IM and Presence Service 14SU1 .




30
Engine

CiscoXCP Cisco Presence Engine

Unified Communications Manager

Unified Communications Manager

38 : Cisco Unified Communications Manager

CiscoPresence

[ Nnp Host 2 63
Name/ IPAddress ]

Cisco Unified Communications
Manager Administration [
System  ]>[
Server ]

[ Hostname ] 1 63

Cisco Unified Communications
Manager

[ Hostname ] 1 63

Cisco Unified Communications

[ Settings ]>[IP] >
[ Ethernet ]

. IM and Presence Service 14SU1



set network hostname 1 63
hostname
ARPANET
o[ Server Configuration ] [ /IP Host Name/IP
Address ]
IPv4
Unified Communications Manager
Unified Communi cations M anager
Unified Communi cations M anager
IP

Unified CommunicationsManager DNS
IP DNS Cisco
Unified Communications Manager

Je

DNS Unified Communications Manager Cisco Unified
Communications Manager DNS

« Unified Communications Manager

IP
Unified Communications Manager Unified
CommunicationsManager IP Unified
Communications Manager
IP Unified Communications Manager
Cisco Unified
Communi cations Manager Administration [ /1P Host Name/IPAddress ]

IM and Presence Service 14SU1 .



[ Server
Configuration ]

. IM and Presence Service 14SU1



. 399

DRS

Cisco
Unified Communications Manager 1

DRS /
DRS drfDevicexml
drfSchedule.xml
DRS

IM and Presence Service 14SU1 .




. Cisco Unified Communi cations M anager
Cisco Unified Communications Manager -

. IM and Presence Service IM and Presence
Service

IM and Presence

11.5.1.10000-1 IM and Presence
11.5.1.10000-1
11.5.1.10000-1
*« DRS
DRS
/
. SFTP
SFTP
SFTP 408
oS
API oS CLI
API
CLI

. IM and Presence Service 14SU1



1 401
2 SFTP
402
3
403
. 405
4
406
5 407
10
. SFTP
*DRS

IM and Presence Service 14SU1 .




1 [ Backup ]>[
Backup Device |

2 [ Backup DevicelList ]
. [ Add New ]
. [ Find ]
[ Edit Selected ]
. [ Backup Device ]
[ Delete Selected ]
30 Backupdevicename ]
4 [ Select Destination ] [ Network Directory ]
o[ /IP Host name/IP Address ]
IP
o[ Path name ]
o[ User name |
o[ Password ]
o[ Number of backups to store on

Network Directory ]

5[ Save |
402
1 Cisco Unified
Communications Manager tar

. IM and Presence Service 14SU1



tar
SFTP tar
1 [ Backup ]>] Manual
Backup ]
2 [ Select Features ]
3 [ Estimate Size ]
. 403
. 405
10
tar
tar

IM and Presence Service 14SU1 .




401

1 [ Backup Scheduler ]
2 0 ScheduleList ]
. [ Add New ]
. [ Schedule List ]
3 scheduler ] [ ScheduleName ]
4 Select BackupDevice ]
5 ] Select Features | 1
6 Start Backupat |
7 ] Frequency | [ Once |
[ Daily ] | Weekly ] | Monthly ] [ Weekly ]
[ Weekly ] [
Set Default ]
8 [ Save |
9
. [ Enable

Selected Schedules ]

. [
Disable Selected Schedules ]
. [ DeleteSelected |

10 [ Enable Schedule ]

. IM and Presence Service 14SU1



Cisco Unified Communications
Manager Cisco IM and Presence

. 402

Unified CommunicationsManager

« Cisco Unified Communications Manager IM and Presence Service
. 401
. 402

IM and Presence Service 14SU1 .




Disaster Recovery System API
Cisco Unified OS Cisco Unified IM and
Presence OS CLI
API
CLI
1 [ Backup ]>[ Manual
Backup ]
2 [ Manud Backup ] [ Backup Device
Name ]
3 [ Select Features |
4 [ Start Backup ]
406
20
1 [ Backup ]>[ Current
Status ]
2
3 [ Cancel Backup ]

. IM and Presence Service 14SU1



407

[ Backup ]>]

Backup History ]

[ Backup History ]
. 408
IM and Presence Service 14SU1

History ]

20




39:

DRS

SSL
Cisco Unified Communications Manager
DRS IPSec
/
IPSEC hosthame.pem
DRS

IPSEC

IPSEC IPSEC

http://www.cisco.com/c/en/us/support/
unified-communications/
unified-communications-manager-callmanager/

products-mai ntenance-guides-list.html Security Guide for
Cisco Unified Communications Manager

SFTP

SFTP
Cisco TAC

Cisco Prime Collaboration Deployment PCD SFTP SFTP

IM and Presence Service

14SU1
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SFTP B

SFTP

40: SFTP

SFTP

Cisco Prime SFTP
Collaboration Cisco TAC

Deployment  SFTP
Unified Communi cations M anager

Cisco Prime Collaboration Deployment
SFTP Unified Communications Manager
Cisco Prime Collaboration Deployment
Administration Guide

SFTP
SFTP Unified Communications
Manager
https://marketplace.cisco.com
Cisco TAC
SFTP
SFTP Unified Communications
Manager
CiscoTAC
SFTP Cisco Prime
Collaboration Deployment
SFTP
Unified Communications Manager 11.5 Unified CommunicationsManager SFTP
CBC CRT
* aes128-che
* 3des-cbc
* aes128-ctr
* aes192-ctr

IM and Presence Service 14SU1 .



https://marketplace.cisco.com

SFTP

* aes256-ctr
S
SFTP Unified Communications Manager
Unified Communications Manager 12.0 CBC
Unified Communications M anager CTR
* 8es256-ctr
* aes128-ctr
* aes192-ctr
S
SFTP Unified Communications Manager CTR

. IM and Presence Service 14SU1



. 411

. 412

. 412

. 424

. 426
. 430
. 431

DRS

DRS
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Cisco Unified Communications Manager

IM and Presence

Cisco Unified Communi cations M anager
Cisco Unified Communications Manager -

IM and Presence Service

Service
11.5.1.10000-1
11.5.1.10000-1
. IP DNS
P
[Cisco Unified CM

Administration ]

Presence OS Administration ]

. IM and Presence Service

14SU1

11.5.1.10000-1

DNS

IM and Presence

IM and Presence
IM and Presence

Cisco Unified Communications Manager OS

[Cisco Unified CM IM and Presence OS

Cisco Unified IM and



413

416

417

420

421

422

423

423

IM and Presence Service

14SU1




Cisco Unified Communications Manager
Cisco Unified Communications Manager
IM and Presence

IM and Presence

1 [ Restore ]>] RestoreWizard ]
2 1 RestoreWizardStep1 | [
Select Backup Device ]
3 Next ]
4 2 Restore Wizard Step2 ]
5 ] Next ]
6 3 Restore Wizard Step 3 ] [ Next |
7
8 Next ] [ 4 Restore Wizard Step 4 ]
9 [SHA1

Performfileintegrity check using SHA1 Message Digest ]
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SFTP
CPU
FIPS SHA-1
SHA-1 HMAC
SHA-1
SHA-1
10
11 Restore ]
12 Next ]
13
14 [ Select Server Name ]
CCMDB
14
15 | Restore ]
16
Cisco Unified Communications Manager

17 Restore Status ] [ Percentage Complete |

100%
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Cisco Unified Communications Manager

Communications Manager and IM and Presence Service

IM and Presence

423

Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communi cations Manager

IM and Presence

1

DNS

Cisco Unified Communications Manager

IP
IP

[ Restore ]>]

1 RestoreWizard Stepl |

Select Backup Device ]

1
2
3 ] Next ]
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Cisco Unified

IM and Presence

422

DNS
DNS

RestoreWizard |



10

11

[

[

Next ]

Next ]

Restore ]

Administration ]

Restore Status ]

100%

2 Restore Wizard Step 2 ]

3 RestoreWizard Step 3 ]

4 Restore Wizard Step 4 ]

4 RestoreWizard Step4 ]

[Cisco Unified CM

[

IM and Presence

IM and Presence Service

423

14SU1

2

Cisco Unified Communications Manager

User Options ]

Percentage Complete |

IM and Presence

IM and Presence

422




1 [ Restore ]>] RestoreWizard ]

2 [ 1 RestoreWizard Stepl ] [
Select Backup Device ]

3 Next ]

4 2 Restore Wizard Step2 ]

5 [ Next ]

6 3 RestoreWizard Step3 ]

7 ] Next ]

8 [ 4 Restore Wizard Step4 ] [1

One-Step Restore |

[ 4 RestoreWizard Step4 ]
413
416
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1
Publisher has failed to become cluster aware. Cannot start one-step restore

Please wait for 5 minutes until Publisher becomes
cluster aware and do not start any backup or restore activity in this time period.

[ Restore ]
Publisher has become cluster aware. Please select
the servers and click on Restore to start the restore of entire cluster

1
2 Publisher has failed to become cluster
aware. Cannot start one-step restore. Please go ahead and do a normal two-step restore.
2
413
416
9
Cisco
Unified Communications Manager CCMDB

10 [ Restore ]
11 Restore Status ] [ Percentage Complete |

100%

423
. 422
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1 [ Restore ]>] RestoreWizard ]

2 ] Select Backup Device |
3 Next ]
4 2 Restore Wizard Step2 ]
5 ] Next ]
6 3 Restore Wizard Step 3 ] [ Next ]
7 0 4 RestoreWizard Step4 ]
8 | Restore ]
Cisco
Unified Communications Manager CCMDB
[Cisco Unified CM Cisco Unified Communications Manager
Administration ] [ User Options ]
9
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Cisco Unified Communications Manager

10 CommandLinelnterface
Reference Guide for Cisco Unified Communications Solutions utils dbreplication
runtimestate CLI [

Replication Status ] 2
Command Line Interface
Reference Guide for Cisco Unifed Communications Solutions utils
dbreplication rebuild CLI
423
. 422
. IP DNS
. Cisco Unified Communications Manager
1 [ Restore ]>] RestoreWizard ]
2 [ Select Backup Device |
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30 Next ]

4 [ 2 Restore Wizard Step2 ]
5[ Next ]
6 [ 3 Restore Wizard Step 3 ] [ Next |
7
8 Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco IM and Presence Cisco IM and Presence

IM and Presence

CUCM IM and Presence
CUCM

1 [Cisco Unified OS Cisco Unified OS Administration | [ Settings 1>
Version |

2 [ Restart ]
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3 utils dbreplication
runtimestate CLI [
Replication Status ] 2 CLI
Cisco Unified Communications (CallManager) Command References

Command Line Reference Guide for

Cisco Unified Communications Solutions utilsdbreplication reset CLI
423
1 [ Restore ]>[ Current Status ]
2 [ Restore Status ]
1 [Disaster Recovery System] [ Restore ]>[ History 1]
2 [ Restore History ]
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-command-reference-list.html

[ RestoreHistory ] 20

GUI JSch
. platform/drf/trace/drfM AQ*
. platform/drf/trace/drfLAO*
* GUI platform/drf/trace/drf ConfLib0*
« JSch platform/drf/trace/drf JSch*

Command Line Interface Reference Guide for Cisco Unified Communications
Solutions http://www.ci sco.com/c/en/us/support/unified-communications/
unified-communi cations-manager-callmanager/products-command-ref erence-list.html

Command LineInterface CLI Reference
Guide for Cisco Unified Presence http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-command-reference-list.html

41:

utils disaster_recovery estimate tar size SFTP/Local tar
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utils disaster_recovery backup

utils disaster_recovery jschLogs

JSch

utils disaster_recovery restore

utils disaster_recovery status

utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration

utils disaster_recovery device add

utils disaster_recovery device delete

utils disaster_recovery device list

utils disaster_recovery schedule add

utils disaster_recovery schedule delete

utils disaster_recovery schedule disable

utils disaster_recovery schedule enable

utils disaster_recovery schedule list

utils disaster_recovery backup

utils disaster_recovery restore

utils disaster_recovery status
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utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration

42:

DRFBackupDeviceError DRF DRS
DRFBackupFailure DRF DRS
DRFBackuplnProgress DRS
DRFInternal ProcessFailure DRF DRS
DRFLA2MAFailure DRF DRS
DRFLocalAgentStartFailure DRF DRS
DRFMA2LAFailure DRF DRS
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DRFMABackupComponentFailure

DRF

DRS

DRFMA BackupNodeDisconnect

DRS
Cisco Unified Communications

Manager

DRFMA RestoreComponentFailure

DRF

DRS

DRFMARestoreNodeDisconnect

DRS
Cisco Unified Communications

Manager

DRFMasterAgentStartFailure DRF DRS
DRFNoRegisteredComponent
DRS
DRFNoRegi steredFeature
DRFRestoreDeviceError DRF DRS
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DRFRestoreFailure DRF DRS
DRFSftpFailure DRFSFTP DRSSFTP
DRFSecurityViolation DRF DRF

DRF
DRFTruststoreMissing IPsec IPsec

DRF
DRFUnknownClient DRF DRF
DRFBackupCompl eted DRF DRF
DRFRestoreCompl eted DRF DRF
DRFNoBackupTaken /
DRFComponentRegistered DRF DRF
DRFRegistrationFailure DRF
DRF
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DRFComponentDeRegistered DRF DRF
DRFDeRegistrationFailure DRF DRF
DRFFailure DRF DRF
DRFRestorelnterna Error DRF DRF
DRFLogDirAccessFailure DRF DRF
DRFDeRegisteredServer DRF Unified
Communications Manager
DRFSchedulerDisabled
DRF DRF

DRFSchedulerUpdated

DRF DRF
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Presence Service

Cisco Unified Communications Manager IM and

43:
DRS
Cisco
Unified Communi cations M anager
Windows Linux Linux Windows
Windows
Linux

Data Migration Assistant User Guide

HW DRS
IP
DNS

DNS

Replacing a Sngle Server or Cluster
for Cisco Unified Communications Manager

CTL
CTL
DRS
Cisco Unified Communications Manager Security Guide
Installing the CTL Client Configuring the CTL Client
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Extension
Mobility Cross Cluster
S
DRS / CPU
1
Cisco Unified Communications Cisco Unified
CommunicationsManager  Cisco Smart Software Manager Cisco
Cisco Smart Software Manager Cisco Smart Software Manager

Cisco Unified Communications Manager

DRS

IM and Presence VM

2 OVA VM
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* Microsoft

csv

N\

IM and Presence

1. Cisco Unified Communications Manager
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2. Cisco Unified Communications Manager IM and Presence Service

\}

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ]>[ System ]>] Service Parameters ] >
[Cisco Bulk Provisioning Service]
IM and Presence Service  CPU

1 ID 435 | CSV

436 csv

437
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