X)) T4 EREDER

e X2 UT 4 OME (1 2—)
e X2 UV TF A HRERRDE A Tu— (12—)

tXal) T4 DEE

ZOETIE, IMandPresence ' —E A TEF =2 U7 4 REXITO FIAICHOWTHHALET, IM
and Presence t— B A Tld, L4272 TLS##i45%E L, FIPSE— FR EDIREE ¥ 2 U 7 1 3%
ExEAIMITEET,

IM and Presence " — E" A [ Cisco Unified Communications Manager & 77 v h 7+ — L% 3LA L
%9, Cisco Unified Communications Manager TO& ¥ = U 7 4 OFE FINRIZ-DOVTIX, Security
Guide for Cisco Unified Communications Manager # 28 L T < 72 &0,

X2 ) TAEEBBDZRY 70—
INEDF T a0 A7 5T LT, IMandPresence ' —EAD X2 VT 4 2R ELE
7,

FIE

AT RFEERETIV 3 Y Br

ATy TN\l A NF—DERE 2 =) 2 —H 7% IM and Presence " —E & A
H—T oA Z~D0J A VIR T D
WVENH D T A X —EER L E
-3—0

ATy T2 2487 XMPP #DRE B33—) |[XMPP X2l T 4 2R ETHI-DIZD
NEDEATHET LTI,

ATFYTI|ITLS ET 7V =7 FORE 43— |TLSETZHRELT-WESIX. 2hbo
) B2ATERELTLTIEE N,

I txaur E0EHs I}



B o nr—o#m

1) T4 BEOHER |

avYRFERET7IOI Y BRI
AFYTR|ITLS 2o TFANORE 42—) |TLSETICTLS = FF A & TLS I
FERELET,
ATy TE5|FIPSE—F (52—2) JEBH % FIPS MEHLIZ L7- W4 1%. FIPS

E—REAHCTEES, BX2V T4
Zogfb T 57202, JLiktEXx 2 ) T 4
FT—RNEIEa L T IAT U RAE— R
B+ srZ b TEET,

OJA4 2 N\F—DERR

ATy T
ATy T2
ATvT3

ATy T4
ATy TH

o —H IMandPresence ' —E A A L X —T = A ZA~D T A L D—EE L THERT H ) —
AERTEX TS, MEOTXFA PN T4 22 HA LT ixt 7 7 A VAR L., 2—HFIck4 5
EHENEEE G, £ D7 7 A L% Cisco Unified IM and Presence OS D HEAR— (2T v 71—
FLET,

ZDORF =TT _TD IM and Presence ' —E & A & —7 = A ATFR SN, ERES
FTH EORERERERE 0 A T DHENC—YZi@EIH L E T, Cisco Unified CM IM and Presence
DEPL, Cisco Unified IM and Presence 4L —7 4 > 7 A7 LAOEHEL, Cisco Unified IM and
Presence DY —E A7 ¥ U 7 ¢, Cisco Unified IM and Presence ® L'7R— b, 35K OV IM and
Presence DT 4 W AKX U BN AT A DA L H—T 2—ATIL, ZOXRF—Na—Fnn
TA T HREMZICER TR INET,

FIE

NF—=IZFRRTINEEET txt 7 7 A VEERRL £,

Cisco Unified IM and Presence 4L —7 ( > 7 VAT AOEBIZY A A LET,

[VI+2xT7 7yvTJL—F (SoftwareUpgrades) |>[B5 A > A vt—CDAhRETAX

(Customized Logon Message) | #&#iR L 77,

[ (Browse) | &R L txt 7 7 A VERKELET,

[Z7ANVDT v 7 r—NK (UploadFile) 1%7 U v 27 LET,

ANF—IE, 1FE A LD IMand Presence —E A £ L F—T =2 A ATHZ A ORIEZIZERR S

WET,

GE)  axt 7 7AW, % IMand Presence —E 2 / — RIZERNZT v 70— FJ 5050
HYET,

B traU T BEOER



| %2y 71BEOHEK
w2 xwep EGoRE

K277 XMPP £t DR E

TLS ZfF ]l L CTE A7 XMPP ki 2 AT 21213, ZOFEEFEH LTI Z I,

FIE

AT w71 [Cisco Unified CM IM and Presence D& # (Cisco Unified CM IM and Presence Administration) ]7>
5. [YATL (System) [>[F 2T+ (Security) |1>[ERTE (Settings) | Z# RN L £,
RTY T2 #ERTF =y IRy 7 A% AL T, IROXMPP £ %= U7 4 REEZAHCLET,

%% 1:IM and Presence Service T XMPPt*X21') 7 14 DE{RTE

RIE Ll

Enable XMPP Client To Hih7eE 1%, IMand Presence -—E 2|37 7 A X ND XMPP 7 &

IM/P Service Secure Mode AT R T T r— a0l a7 7 TLS k5 2 et L E 4,
(XMPP 27 A4 7T > h&

IM/P ¥ — ¥ A D+ DORELT 74/ FTIEAEIN > TWET, ZDEFaT £—
X o7 B FOAL) b%ﬁ7 CLARWZ EEHRRLES, 72720, XMPPY T4 7 > b
) TV = a B eXa T FE— R TIIAT A

LT o vy VERETZ DA EREET, EXaT E— RNt 7
ICT AT, MOFETXMPP D7 54T kY — J— Ri#E
ARETEDL I LEAMRR LTI,

Enable XMPP DORTExEA T2 L. IMand Presence v — Y A IZFE L7 T A #
Router-to-Router Secure P‘?i 13RI D 7 5 A X NO XMPP L— 4% izt % = 7 73 TLS ¥
Mode (XMPP /L—2% Z e L F 9, IM and Presence V-— A X XMPP iFiAE % XMPP

YA S R AT e E e LCHBINIC Y T RS NE IS T AXMTER L

T FORE) F, XMPP L — 1%, WL T AZNEFIZHNO Y T AZNITH S
> XMPP /L— % & D TLS e & st L& 9 & L. TLS EEfc Ok
WZfERATcEET,
Enable Web Clientto IM/P | = @z} E % 42123 % & . IM and Presence — £ 2%, IM and
Service Secure Mode Presence Pt A J—RKEXMPPR—ADAPL Y FA T v h 77

(Web 7T AT e |y r—s a U MOEF 2 7 R TLS B AT LE T, ZORELH
IM/P ¥ — B A D' N L72%A 1, IM and Presence H— B A D cup-xmpp-trust U AR
K27 TROHD | pyicWeb 2 T4 7 b OREAEE B AN XA EET v 7
fe) P—RLET,

ATv T3 [IR7E (Save) 1227V w7 LET,

txaur E0EHs I}



1) T4 BEOHER |

. IM and Presence Service TD SIP X2 ') 7 4 DEFE

RDBERY

XMPPY 5472 b Y—IMPHY—ERDtEF27 E— FEAMIZT S (EnableXMPPClient
To IM/P Service Secure Mode) 7% iE % B H1 L7284 1%, Cisco XCP Connection Manager % F5 2
BHLET,

IM and Presence Service TD SIP X1 !) 74 DHRTF

TSE7HTJ2xy bOERE

ATy T

ATy T2
ATvT3

ATy T4
ATy S5

IM and Presence t— B AGEEZ A AR — F 9% & IMand Presence #— B A X HEIHYIZ TLS
V7 7V hETISET 7027 N UARMBIORTLS 27 %2~ U A MEBML
EoELET, BHIZADETCTLS EY 7227 FEBIOTLS 2T F 2 MR ESINT
WHZ L EMERRLET,

FIE

Cisco Unified CM IM and Presence Administration T, [ X T L (System) |>[EF¥a T«
(Security) 1>[TLSE7H T2 x4 b (TLSPeer Subjects) %8R L £7,

[EHLEN (AddNew) 15227V w7 LET,

BT 7Y AT L TROFIEOWNT %2 FETLET,
a) /— RMMERTDFEHEOY 7 V27 FCNEZADLET,
b) FEAEZBE, CNZEL T ZICBEY T £ 9,

[#B3 (Description) | 7 4 —/V RIiZ/ — ROA4RTEZ AT LET,
[fR1F (Save) 1%7 VU w7 LET,

RDERY
TLS =T X% A MEZRELET,

TSV TXF X FDERE

N

COFEEFEH LT, TLS2 T F A M ETLSIESZTLS T 7V =7 MBI ¥ TE T,

GE)

IM and Presence ¥ — B AFEHE L A A" — 35 &, IM and Presence ¥-— B A [ H #fJIZ TLS
BT VT2 FETISETY 37027 B VA RBLIOTLS 2 7% A U X MIBML
KoL LFES,

1R BHIIC
TLS 7 77 hORE (43—)

B traU T BEOER



| %2y 71BEOHEK

ATy
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

ATFvT1
ATvT8

FIPSE— F

apst— [

FIE

Cisco Unified CM IM and Presence Administration T, [ X T L (System) |>[EFa T4
(Security) > [TLSa > TF R FERE (TLSContext Configuration) 112 &E) L £,

(%% (Find) 1%7 Vv 7 LET,

[Default_Cisco UPS SIP_Proxy Peer Auth_TLS Context] # &R L =9,

R TLS BT 7227 FOY R b, RELETLSEY 37 V=7 FE@RL %

—é—o

>HE7 Vw7 LT, ZOTLSET 7V M [BRENIZTLSE7ZH TP b (Sdected

TLSPeer Subjects) [\ZB#E L £9°,

TLSEEBDIYYEV T AT L a VORGE -

a) FIFAFIEEZ: TLSHEE % L CEBIREIN- TLSEEE R v 7 A TR A[EE7 2 TLS Ky 5D U X |
TR L ET,

b) HAFREN TOARWTLS S 2 AN L7 WEEA IR, >KEIZHH L TS 2:&8IREh
- TLSEESICBEH L ET,

[RE (Save) 1227 Vw7 LET,

CiscoSIP 7’m ¥ —E R EZHEE#H L £,

a) [Cisco Unified IM and Presence® % —E 27 ¥ U 5 ¢ (Cisco Unified IM and Presence
Serviceability) ]7°5. [Y—IL (Tools) ]>[3 Y kO—)Lt >4 —-#EEH—E R (Control
Center - Feature Services) | Zi&IR L £,

b) [Y—/\ (Server) | Kr v 7% 7 A h5 [IM and Presence Service] / — R & &R L |
(%81 (Go) 127 Vw27 LET,

c) CiscoSIPProxy h— b 2 Z %R L C[ELE (Rettart) 1227V v 27 LET,

IM and Presence ServicelZlX, —HOIEEI AT A X2V T 4 T—FKREENLTVET, Z
OMEEZEAT D &, Kiefb, T—X &7V T BXOEEa 7R EOT AT LEXt5:
LT, FVERKREX2 VT 4 A RIA VBRI A7 EHHIE T CUAT ADREEL £
7
* FIPS *&£— K : IM and Presence "— ¥ AL FIPS = — R CEIWET D L O IR ETE £, Z
UKD | AT AL FIPS E72I3KER KO F ¥ OBUFEREDO R BALTE ¥ = — /LB
WL T X £ 7,
MRt X2 U T 4 F— F-4REE X2 U 7 4 F— RIZFIPS G AT A ETEEL, 77—
LGB, A IR FRREE AR Y o — . BASSERBE D72 D — Y —FREE, ks e A
v JEIR EOBIMO Y R 7 EBHIE 2R L T,

txaur E0EHs I}



X2y T HEOHEK |
B resz=—+x

BT — R @ EEE— NiX, FIPSKHSV AT A ETH, VA7 L% TLS R x.509
FEBHEOME A 722 EO— XN EEMET A KT A NTHEILT 5 72 80 OB IS RE 2 $2 1k L

.
A\

GE) AT —F _X—ZANMSSQL DA, Avb— T —hA N, T
FARNDEBEYA—T Y, T A NMIBEYR =V R EDOY—E R
%:%/7747)7% RFCEMESESI2IE, ROFIEZFE

ITTH0ERHY T,

1. MSSQL F—#~_—2% A A K LTWHH—T, TLS 1.1 &L
eatAR— R 55 ICRELET,

2. IM and Presence Service 125 — X X— AFFHELHT v 71—
FLZET,

3. [T — 2 ~X—2ADFRE (Enable SSL) ]<— 0 [SSLOA
Mt (EnableSSL) 1 F=v 7Ry 7 A%+ 12 L3, [Ciso
Unified CM IM and Presence® & (Cisco Unified CM IM and
Presence Administration) 1>[* v t—% (Messaging) |>[4t
B —/ADFRE (External Server Setup) > [HMERT—2 N—
A (External Databases) | #i&R L T, SMNIT —F N— 2%
BRELET,

FIPSE— R, Lt ¥ = U7 ¢ £— N, L@EAHEE— F% Cisco Unified Communications Manager

¥ L UV IM and Presence Service THZNZT 5 J71EIE, https://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html ¢ Cisco Unified Communications Manager % = U 7 4 7 A
KD, TFIPS — RORKE] OFEEZSZRL T EIN,

FIPS O Microsoft Qutlook H L > & —#E&

IM and Cisco Presence Service —/\"TC FIPS &€— K& H %27 5 &, Exchange Web — " A
WMAEBGT DO R—FENDHDIENTLMV2 7212720 £9, FIPS &— RBNEH DA
X, BEfFOEE L FIARIC NTLMy1 & NTLMv2 Offi 5284 7R— b SvEd, FAGEFEIL, FIPS
E— RREDDEDNT 0D 6T, ELLOHEICHLR—ILET,

Presence Engine #— " 2213, [FIPSE — RN ®Exchange Serverifall (FIPS Mode Exchange Server
Authentication) ] & N9 Ht U/ ‘47L~ EANRTA—=FREAINTHET, ZHITE Y, Microsoft
Outlook 71 L > ¥ —#E & k% HE % if U C Exchange Server & O$%#5¢ % ffEr 3~ 5 & & T Presence Engine
THH SN AAEOFEEZ MR TX 7,

[FIPS-E— K ®Exchange Serverigql (FIPS Mode Exchange Server Authentication) ] #—E & /XZ
A—41%, [HE) (Auto) | E721F [FEADH (Basic Only) JIZFRETXET,

=R RTA—=F%[AE) (Auto) JITERELTHE Presence Engine |3/ #]IC NTLMV2 %
FIT T — kL, NTLMv2 X 2o —3 5 URNRBLIZBAIC O R TEARZEE] 107+ —/L
Ny&bi#oM%%~F?ﬁNmem*ﬁvi~béniﬁho

B traU T BEOER


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

| %2y 71BEOHEK

apst— [

F—BE R NRTA—F% [FADIH (Basic Only) | IZEE L7-%% : Exchange Server 73 NTLM
EEARREEDOM 2T T2 L ICHESNTNDHLATSH, Presence Engine (% [JEAGERE
2T L X0 ICHEHl S ET,

\}

GE) V=R NRNTRA—FEREELEW LA 1E. Cisco Presence Engine # L E) 2 LN H D £
j‘o

I txaur E0EHs I}



1) T4 BEOHER |
B resz=—+x

B traU T BEOER



	セキュリティ設定の構成
	セキュリティの概要
	セキュリティ設定構成のタスク フロー
	ログイン バナーの作成
	安全な XMPP 接続の設定
	IM and Presence Service での SIP セキュリティの設定
	TLS ピア サブジェクトの設定
	TLS コンテキストの設定

	FIPSモード



