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51 Related Links ] [ Service
Activation ] [ Go ]

6 IM and Presence Services

« Cisco SIP Proxy

« [Cisco Presence Engine]

70 Save ]

IM and Presence Service

* IM and Presence Service 27

*IM 29

IM and Presence Service

IM and Presence Service
DNS DNS
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IM and Presence Service
IM and Presence Service DNS
IM and Presence Service DNS
http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html  Cisco Unified
Communications Manager IM and Presence Service  IP

Cisco Unified Communications Manager 1M and Presence Service

Cisco Unified
Communications Manager
DOMAIN.NOT.SET DOMAIN.NOT.SET IM and Presence
Service
IM and Presence Services
IM and Presence Services 26
1 IM and Presence Service
2 Cisco Unified CM IM and Presence > >
3 [Default Domain ]
4 [DomainName ] [Save
1
1
[Re-try ] [Re-try
[Cancel ]
TLS XMPP XMPP TLS 30
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IM and Presence Services

1 Cisco Unified CM IM and Presence

IM
[Find and List Domains

2
* [Add New ]
1
3 255
]
a-zA-Z
Abc.lom
TLS XMPP

Cisco Unified CM IM and Presence
IM

IM and Presence Services

[Domain Name

0-9

.com

XMPP

GUI

IM and Presence Service

26

[Domains

TLS

[Domains

[Save

30
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IM and Presence Services

1 Cisco Unified CM IM and Presence

3 [OK]

TLS XMPP

XMPP

. IM and Presence Service

IM

TLS

[Clear All

[Cancel

XMPP

XMPP

12.5(1)

26

TLS

TLS

[Delete Selected

[Select All

30



1 Cisco Unified CM IM and Presence OS
2

3 cup-xmpp-s2s

4

IM and Presence Services

Presence Service

XMPP TLS

1 [Cisco Unified IM and Presence
[ Tools ]>[
Network Services ]

2 [ Server ]

3 IM and Presence Services

« Cisco Client Profile Agent
« Cisco Sync Agent
* Cisco XCP Router

4 [ Restart ]
51 Related Links ]
Activation ] [ Go ]

6 IM and Presence Services
« Cisco SIP Proxy

« [Cisco Presence Engine]

-~

[ (Save)]

IM and Presence Service

IM and Presence Services .

IM and

30

Cisco Unified IM and Presence Serviceability ]
- Control Center -

[ Go ]

[ Service
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32

IM and Presence Service

IM and Presence

30 Cisco Jabber
Jabber
Cisco Jabber show perf query
counter "Cisco Presence Engine" Active JsmSessions CLI
1 Cisco Unified CM Administration [ System ]>]
Presence Redundancy Groups ]
2
3
4 [ Save ]
5
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|Pv6

|PVv6

* |Pv6 33
* |Pv6 34
IM and Presence Service  Cisco Unified Communications Manager IPv4
IM and Presence Service IPv6
IM and Presence Service IPv6
IPv4 IPv4
* LDAP
» Exchange
IPV6
IM and Presence Service  IPv6 IM
and Presence Service ASA
ASA IM and Presence Service

IPv6
http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.nhtml  Cisco Unified
Communications Manager Cisco Unified Communications
Solutions
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-

IPv6

1 | IMand Presence Service EthO  IPv6 IM and Presence Service
34 EthO IPv6
2 | IPv6 EthO IPv6 IM
35 and Presence Service IPv6
3 35 IM and Presence
4| 1Pv6 IM and Presence Service | IPv6 IM and Presence Service
36

IM and Presence Service Eth0 IPv6

IM and Presence Service Eth0 IPv6
Unified IM and Presence Operating System GUI
1 Cisco Unified IM and Presence OS > P>
2 [ IPv6 ] ipvé
3 [Address Source ]

* Router Advertisement
« DHCP
e Manual Entry

1Pv6

4 [Update with Reboot ]

. IM and Presence Service 12.5(1)
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|Pv6

1Pv6

[Update with Reboot ]

5 [Save ]
[Update with Reboot ]
IPv6 35
IM and Presence Service IPv6

Unified CM IM and Presence Administration Cisco Unified CM IM and Presence

IM and Presence Service  EthO  IPv6 34
1 Cisco Unified CM IM and Presence >
IPv6
3 [ Save ]
35
IPv6
Service

[Cisco

IM and Presence
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-

IM and Presence Service

Je

[Cisco Unified CM IM and Presence Administration  Cisco Unified CM IM and Presence ]

[System 1> [Notifications ]

IPv6

1 [Cisco Unified IM and Presence
[ Tools ]>[
Network Services ]

2 [ Server ]

3 IM and Presence Services

4 [ Restart ]
5[ Related Links ]
Activation ] [ Go

6 IM and Presence Services
* Cisco SIP Proxy

« [Cisco Presence Engine]

70 (Save)]

IPv6

Cisco Unified Communications Manager

Cisco Unified OS

IPv6 EthO

35

Cisco Unified IM and Presence Serviceability ]
- Control Center -

[ Go ]

Cisco XCP Router

[ Service

]

IM and Presence Service

IM and Presence IPv6

IPv6

1 Cisco Unified Communications Manager

. IM and Presence Service
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IM and Presence Service

Eth0  IPV6 B

2 Cisco Unified CM [ System ]>] Server ]
3
4 CUCM IM and
Presence
5 IPv6
6 [ Save ]
7 IM and Presence Service
IM and Presence Service  Eth0 IPv6
IPv6 Cisco Unified IM and Presence Operating System GUI
IPv6 IM and Presence Service EthO IPv6
A\
IPv6 IPv6
1 Cisco Unified CM IM and Presence OS >IP> IPv6
2 [ IPv6 ] ipv6
3 [Update with Reboot ]
[Update with Reboot ]
4 [Save ]
[Update with Reboot ]
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1M 39
1M 41
*IM 41
IM and Presence Service 2 IM
 UserID@Default_Domain IM and Presence Service
IM

* Directory URI IM
Microsoft SIP URI

IM and Presence Service IM
User@Default_ Domain IM
UserID@Default_Domain IM and Presence Service
IM
UserID @ Default_Domain 1M
IM
IM IM and Presence
UseriD LDAP

* sSAMAccountName

. UPN

IM and Presence Service
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URI IM

UserID  Cisco Unified Communications Manager
LDAP

ID

LDAP

IM URI
<email-address>@Default_Domain

amckenzie@example.com @sales-example.com

Active Directory AD

URI IM

URI
Communications Manager URI

URI IM

Communications Manager URI
ID

* Microsoft SIP URI Microsoft SIP URI

IM and Presence Service

IM Cisco Unified

M

IM and Presence Service

Cisco Unified
IM

Cisco Unified Communications

Manager URI Microsoft OCS/Lync IM and Presence
Service ID
IM URI
URI
URI URI IM
URI
UserID@Default_Domain IM URI IM
URI IM
URI IM
LDAP URI LDAP
79

. IM and Presence Service
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IM

IM

IM and Presence Service

Cisco Expressway

M 21

http://www.cisco.com/c/en/us/support/

unified-communications/expressway-series/products-maintenance-guides-list.html  Cisco Expressway

M and Presence Service
Presence Service

IM IM and
IM and Presence Service

27

IM JID
IM URI
URI IM
IM
1 42
2 43
IM
3 43 IM
IM and Presence Service
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41 1IM 44 IM
5 46 IM
6 47 IM IM and
Presence Service
IM and
Presence
7(IM LDAP
URI
. URI LDAP URI [LDAP ]
48
. URI LDAP
49 URI
1 Cisco Unified CM IM and Presence Administration >

. IM and Presence Service 12.5(1)



2
43
Cisco Unified CM IM and Presence System > Presence Topology
1 Cisco Unified CM Administration [ System ]>][
Presence Redundancy Groups ]

2
3 [ Presence Redundancy Group Configuration ]

[ Enable High Availability ]
4 [ Save ]
5
6 HA

2
43
IM IM and Presence Service
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43

1 Cisco Unified IM and Presence Service

2 IM and Presence Service

a) [Cisco Sync Agent]
b) Cisco Client Profile Agent

[

Control Center — Feature Services ]

a) [Cisco Presence Engine]
b) Cisco SIP Proxy

Tools >

[

Stop

4 [ Tools 1> -
Control Center — Feature Services ]
* Cisco XCP
XCP Router
IM 44
IM
)
IM
43
12.5(1)

. IM and Presence Service



1 Cisco Unified CM IM and Presence > >
2 [ Default Domain ]
3 [IM Address Scheme IM ]
 UserID@[Default_Domain] — IM UserlD
. URI — IM Cisco Unified Communications Manager
URI
M
URI EDI ubDS
Jabber uDS
Jabber 10.6
4 [ Save ]
IM URI
[OK OK ] [Cancel ]
[Directory URI URI ]
[OK OK ] [Cancel
] IM
1
[ Re-try ] [ Cancel ]
user @ default_domain URI
46
URI
. URI LDAP 48
. URI 49
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IM and Presence Service IM

IM and Presence Service

ID tyl2345
ID tyamada@cisco-sales.com

SIPURI : taro.yamada@webex.com

cisco.com

IM

URI

IM IM Address

<userid>@<domain>

js12345@cisco.com

URI Directory |mailid

jsmith@cisco-sales.com

URI
URI Directory | MsRTCSIP-PrimaryUserAddress | john.smith@webex.com
URI
IM
*IM 44
. URI

. URI LDAP

. URI

1 Cisco Unified IM and Presence Service

2 [ Start ]
* Cisco XCP

. IM and Presence Service 12.5(1)

49

48




3 [ Tools 1>
Center — Feature Services ]
a) Cisco SIP Proxy
b) [Cisco Presence Engine]
4 Cisco Presence Engine
51 Tools ]>[
Services ]

a) Cisco Client Profile Agent
b) [Cisco Sync Agent]

47

30

Cisco Jabber

- Control

Control Center — Network

IM and Presence

Cisco Jabber
Jabber

show perf query

counter Cisco Presence Engine Active JsmSessions CLI

1 [Cisco Unified IM and Presence
[ Tools ]>[
Network Services ]

2 [ Server ]

3 IM and Presence Services

« Cisco Client Profile Agent

* Cisco Sync Agent

IM and Presence Service

Cisco Unified IM and Presence Serviceability ]
Control Center -

[ Go ]
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URI LDAP

* Cisco XCP Router

4 [ Restart ]
51 Related Links ] [ Service
Activation ] [ Go ]

6 IM and Presence Services
« Cisco SIP Proxy

« [Cisco Presence Engine]

70 (Save)]

URI LDAP

LDAP
URI LDAP
LDAP
URI
S
LDAP Cisco Unified Communications Manager
LDAP LDAP
Cisco Unified Communications
Manager LDAP LDAP
. URI
Bulk Administration Guide for Cisco Unified Communications Manager
. URI
IM 44
1 Cisco Unified CM > LDAP > LDAP
2 URI
. URI
IM ID
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* MSRTCSIP-PrimaryUserAddress
msRTCSIP-PrimaryUserAddress

URI LDAP
LDAP

46

URI

LDAP

URI

URI B

Microsoft OCS/Lync SIP URI

LDAP
79

URI

CSVv

http://www.cisco.com/c/en/us/support/unified-communications/

URI

unified-communications-manager-callmanager/products-maintenance-guides-list.ntml  Cisco Unified

Communications Manager

LDAP LDAP
URI
IM 44
Cisco Unified CM >
[ Find ]
URI URI
[ (Save)]
46
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. 52
. 52

IM and Presence Service

IM and Presence Service

Unified Communications Manager

. IM and Presence Service

Presence Service

IM and Presence Service

IM and Presence Service

58

IM and Presence Service

IM and Presence Service 1

CLI Cisco

IM and

IM and Presence Service
Cisco Jabber
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IM and Presence Service

IM and Presence Service

IM and Presence Service

IM and Presence Service IM and Presence

Service
2

. 1

. /
IM and Presence Service
WAN IM and Presence 10 Mbps

80
1 IM and Presence Service 1
2
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1 IM
53 and Presence Service
2 54
3 55 IM and Presence Service
4
56
5 57
6 58 Sync Agent  IM and Presence Service
IM

and Presence Service

CLI

. SSH Cisco Unified
SSH ssh adminname@hostname
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2 utilsdbreplication status

3 utils dbreplication runtimestate

replication setup 2

54

Failed 1

53

1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools 1> - Control Center -
Network Services ]

2 [ Server ] [ Go ]
3 [IM and Presence IM and Presence Services ]

« Cisco Client Profile Agent
« [Cisco Sync Agent]
* Cisco XCP

4 [ Related Links ] [ -
Control Center - Network Services ] [ Go ]
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5 [IM and Presence IM and Presence Services ]

« Cisco SIP Proxy

« [Cisco Presence Engine]

55

Cisco Unified Communications Manager IM and Presence Service

IM and Presence Service 2
1
IM and Presence Service

. 54

. IM and Presence Service
1 [Cisco Unified CM Cisco Unified CM Administration ] [ System ]>][

Presence Redundancy Groups ]
2 [ Add New ]
3
_ - 128
4
128 " %
& \ <>

5 IM and Presence Service 2 [ Presence Server ]
6 [ Enable High Availability ]
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70 (Save)]

56
S
1 Cisco Unified CM IM and Presence Administration >
2 IM and Presence
3 Cisco Server Recovery Manager
4 Server Recovery Manager
. Cisco Server Recovery Manager
22001
. RPC Cisco Server Recovery Manager RPC
20075
90
30
IM and Presence Service
[False]

. Keep Alive

120

. IM and Presence Service 12.5(1)



. Keep Alive
60
. Keep Alive Interval
Keep Alive 15
5 CUPC 8.5
. CUPC8.5
120
. CUPC 8.5 ( )
537
6 [ (Save)]
57
IM and Presence Service
. 55
* IMand Presence Service
1 [Cisco Unified CM Cisco Unified CM Administration ] [ System ]>[
Presence Redundancy Groups ]
2 [ Find ]

IM and Presence Service 12.5(1) .



3
4 [ Enable High Availability ]
51 (Save)]
Sync Agent
1 Cisco UnifiedCM [ System ]>[ Enterprise
Parameters ]
2 [ User Management Parameters ] [
User Assignment Mode for Presence Server ]
o[ Balanced ]
o[ Active-Standby ]
o[ None ] Sync Agent
3 [ (Save)]
IM and Presence Service
. Cisco Server Recovery
Manager

. IM and Presence Service 12.5(1)



. CiscoServer Recovery Manager

IM and Presence Service  Cisco Server Recovery

Manager
1 Cisco Unified CM Administration [ System ]>[ Presence
Redundancy Groups ]
2
3
S
CLI Cisco Unified Communications Manager IM and Presence
Service Cisco Unified Communications Solutions
S
IM and Presence Service
3:
Cisco Server Recovery Manager
Initializing
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Idle IM and Presence
Service IMand Presence
Service

Cisco Unified CM
Administration

Normal IM and Presence Service
Cisco Unified CM Administration

IM and Presence Service
Running in
Backup Mode

IM and Presence Service

Taking Over
IM and Presence Service
Failing Over
IM and Presence Service
Failed Over
Cisco Unified CM Administration
IM and Presence Service
Failed Over
with Critical Services
Not Running
Falling Back IM and Presence Service
IM and Presence Service
Taking Back

Running in Failed
Mode
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Unknown

IM and Presence Service

Server Recovery Manager

Cisco Unified CM Administration

[Presence Redundancy Group Configuration

4
1 2
Normal
Normal Normal Normal Normal
1 2
On On
Failing |Admin Taking |Admin
Over Request Over Request
1
Idle
On On
Admin Admin
Request Running | Request
in Backup
Mode
2 1
Taking On Falling On
Back Admin Back Admin
Request Request

IM and Presence Service
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. IM and Presence Service

1 2
/
1
Idle Initlizetion SRM
On
Admin
Running | Request
in Backup
Mode
Idle Iniielization Iniflizetion
SRM
Running
in Backup
Mode
2
Idle Initlizetion 1
On 2 SRM
Admin
Request Running
in Backup
Mode
2
Initelizetion 1
On SRM
Failing |Admin Taking
Over Request | Over
Initelizetion
Taking Falling On SRM
Back Back Admin
Request
1
Taking Falling
Back Automatic | Back Automatic
Fallback Fallback
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1 2
/
iz L
. . . 1
Failed Critical
Over Running | Service
Critical |in Backup |Down . 1
Services | Mode Failed Over with
Down Critical Services Not Running
1
1 Failed
Over
Normal
1
IM and Presence Service 2
Critical Critical
Service Running | Service
Down in Backup |Down 1.
Failed Mode 1
Over with
Critical
Services 2. 1
Not 1
RUNNi
unning 3.
[Normal ]
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. IM and Presence Service

1 2
/
1
IM and Presence Service 2
Database Database
Failure Running | Failure
in Backup 1
Failed Mode
Over with
Critical
Services
Not [Normal ]
Running
Running Running

in Failed Start of |in Failed Start of
Mode Critical Mode Critical

Services Services

Failed Failed

[Presence Redundancy
Group Configuration
] [Recovery
1
[Normal ]
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1 2
/
Running Critical Running Critical
in Failed | Service in Failed | Service
Mode Down Mode Down

[Presence

Redundancy Group Configuration

[Recovery

]
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1 2
/
1 2 1
Peer IM and Presence Service 2
SRM Down
. Node 1
Running
in Backup
Mode

[Presence Redundancy Group
Configuration
] [Recovery

Normal

SRM

Normal

. IM and Presence Service
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1 2
/
1 IM and Presence Service 1
Peer 2
Reboot
Running
in Backup .
Mode
« shutdown
1 1 /
2.
Normal
2 1
iz
Peer
Backup | Down
Mode During 1
Initialization
Failed
Over with Normal
Critical
Services
Not
Running
Failed

Over
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1 2
/
Cisco Cisco
Server Server
Recovery Recovery
Running Manager Running Manager
in Failed in Failed
Mode Mode [Presence Redundancy Group Configuration
]
[Recovery ]
Cisco Cisco
Server Server
Recovery Recovery
Manager Manager
Take Over Take Over
Users Users
Failed Failed
Cisco Cisco
Server Server
Recovery Recovery
Running Manager Running Manager
in Failed in Failed
Mode Mode [Presence Redundancy Group Configuration
]
[Recovery ]
Cisco Cisco
Server Server
Recovery Recovery
Manager Manager
Take Back Take Back
Users Users
Failed Failed
SRM
Unknoan Unknoan
SRM
Running Running
in Failed in Failed
Mode Mode [Presence Redundancy Group Configuration
]
[Recovery ]
12.5(1)
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1 2
/
Backup Auto Failover | Auto
Activated | Recover Affected Recover
Database | Services Database
Failure Failure
Backup Auto Failover Auto
Activated | Recover Affected Recover
Database | Services Critical
Failure Service
Down
Unknown
IM and Presence
Service
Server Recovery Manager

IM and Presence Service
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Multiple Device Messaging

Multiple Device Messaging
IM and Presence Service
Multiple Device Messaging

. IM and Presence Service

[Cisco
Server Recovery Manager]
2
11.5(1) SU3
Cisco Jabber for iPhone iPad
. Cisco Jabber
Jabber
. Cisco Jabber
Jabber
JSM
HA 15,000
OVA
10 20
Cisco XCP Router
IM
Cisco Jabber on iPhone
iPad
12.5(1)




A Jabber
B
A

30

User B

Jabber

30
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LDAP
LDAP
N
IM and Presence Service
uc uc Cisco Unified
Communications Manager
LDAP

IM and Presence Service

* LDAP LDAP

IM and Presence Service

uc

IM and Presence Service
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LDAP
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IM and Presence Service
LDAP

uc

IM and Presence Service

347

LDAP
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Cisco Unified CM IM and Presence
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LDAP
\
IM and Presence Service
uc uc
Cisco Unified Communications Manager
LDAP
1 75
/

2 | IM and Presence UC Cisco Unified Communications Manager

76 IM and Presence Service
3 77 IM and Presence UC
4 77

LDAP LDAP

Sync Agent
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. IM and Presence UC

1 Cisco UnifiedCM [ System ]>[ Enterprise
Parameters ]

2 [ User Management Parameters ] [
User Assignment Mode for Presence Server ]

o[ Balanced ]
o[ Active-Standby ]
o[ None ] Sync Agent
30 (Save)]
IM and Presence UC 76

IM and Presence UC

Cisco Unified Communications Manager IM and Presence Service ucC
1 Cisco Unified CM [ User Management ]>] User

Settings ]>[UC UC Service ]
2 [Add New]
3 [uC UC Service Type ] [IM and Presence]
4 [ Product Type ] [Unified CM (IM and Presence)]
5 IM and Presence Service [ Name ] [ Description ]
6 [ /IP Hostname/IP Address ] IM and Presence Service

IP DNS SRV

70 Save ]
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IM and Presence Service ucC

77

IM and Presence Service

IM and Presence UC 76
Cisco Unified CM [ User Management ]>[ User
Settings ]>[ Service Profile ]

o[ Find ]

o[ Add New ]
[IM and Presence IM and Presence Profile ] IM and
Presence
[ Service Profile Configuration ]
[ (Save)]

77

IM and Presence

77

IM and Presence Service 12.5(1) .



1 [Cisco Unified CM Cisco Unified CM Administration ] [ User
Management ]>[ / User/Phone Add 1>
Feature Group Template ]

2 [ Add New ]

3

4

[ Home Cluster ]
5

Unified CM IM and Presence

7 [ Feature Group Template Configuration ]

8 [ Save ]

LDAP LDAP
IM and Presence LDAP
81
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LDAP

LDAP

* LDAP 79
* LDAP 81
* LDAP 81

Lightweight Directory Access Protocol LDAP

LDAP LDAP Cisco
Unified Communications Manager
S
Unified Communications Manager LDAPS SSL LDAP
StartTLS LDAP LDAP Unified
Communications Manager ~ Tomcat-Trust
LDAP Cisco Unified Communications Manager IM
LDAP
. LDAP
LDAP Unified Communications Manager
Uri LDAP

LDAP

IM and Presence Service
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B LDAP

. Unified Communications Manager
LDAP
. LDAP Cisco Unified Communications
Manager LDAP
LDAP
PIN
* Cisco MRA
uDS

Unified Communications Manager

LDAP

LDAP Cisco Unified Communications Manager
LDAP
LDAP
PIN
Cisco Mobile Remote Access
Cisco Mobile  Remote Access Cisco Jabber
Cisco DX 80

Cisco Unified Communications Manager

Cisco Mobile Remote Access

uDS Cisco
Unified Communications Manager

. Remote Access
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LDAP B

* Cisco Unified Communications Manager

[LDAP LDAP Search Configuration ] [
Enable user search to Enterprise Directory
Server ] LDAP
86
LDAP
ID
LDAP Unified Communications Manager
S
LDAP LDAP
Unified Communications Manager LDAP
[
Update Users |1 [ Insert Users ] Bulk

Administration Guide for Cisco Unified Communications Manager

IM and Presence Service 12.5(1) .



. Cisco DirSync

1| Cisco DirSync 82 | Cisco Unified Serviceability
Cisco DirSync
2 | LDAP Unified Communications Manager  LDAP
83
3 | LDAP 83 Unified Communications
Manager LDAP
LDAP
4 | LDAP 84
LDAP
LDAP
5
86
6 | LDAP 88
LDAP
LDAP
7 | LDAP LDAP
89
Cisco DirSync
Cisco DirSync Cisco Unified Serviceability
LDAP
12.5(2)
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LDAP B

1 Cisco Unified Serviceability [ Tools 1> Service Activation ]

2 [ Server ]
3 [ Directory Services ] [Cisco DirSync]

4 [ (Save)]

LDAP

LDAP Unified
Communications Manager

LDAP LDAP

LDAP

LDAP

1 Cisco Unified CM > LDAP > LDAP

2 Unified Communications Manager LDAP
LDAP

3 LDAP LDAP

4 ID LDAP ID
Unified Communications Manager LDAP

51 (Save)]

LDAP

LDAP LDAP LDAP
LDAP LDAP Unified
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B o

Communications Manager

LDAP

LDAP

RFC4515

LDAP

1 [Cisco Unified CM Cisco Unified CM Administration ] [ System ]>
[LDAP(LDAP)] > [LDAP LDAP Filter ]
2 [ Add New ] LDAP
31 Filter Name ] LDAP
4 [ Filter ] UTF-8
1024 0
51 (Save)]
LDAP
LDAP Communications Manager
LDAP LDAP
Unified Communications Manager
LDAP

1 Cisco Unified CM [System
LDAP )]
2
o[ Find ]
o[ Add New ]
3 LDAP
12.5(1)

. IM and Presence Service

1> [LDAP LADP ]> [LDAP Directory

LDAP
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LDAP B
a) LDAP LDAP
b) [LDAP LDAP Manager Distinguished Name ] LDAP
1D

c)

d) LDAP

e) LDAP

f)

LDAP LDAP
4  LDAP LDAP
Unified Communications Manager
5 [ Standard User Fields To Be Synchronized ]
LDAP
LDAP Unified Communications Manager
6 URI URI
LDAP

7 LDAP
8

a) [ Add to Access Control Group ]

b)

c) [Add Selected]
9

[ Feature Group Template ]
LDAP

10

a)

b) [ Mask ] 8889945

11XX 1145

11

IM and Presence Service
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12
13

14
15

a) [ LDAP
Assign new line from the pool list if one was not created based on a synced LDAP
telephone number ]

b) [DN DN Pool Start ] [DN DN Pool
End ]
LDAP LDAP IP
TLS LDAP TLS
[ (Save)]
LDAP
* LDAP 3 Unified
Communications Manager
. > LDAP > LDAP LDAP LDAP
LDAP
1 Cisco Unified CM [ System ]>[LDAP] > [LDAP LDAP Search ]
2 LDAP [
Enable user search to Enterprise Directory
Server ]
3 [LDAP LDAP Search Configuration ]
4 [ Save ]

. IM and Presence Service 12.5(1)



ubs LDAP

OpenLDAP
(| (objectClass=intOrgPerson)(objectClass=rooms))
Cisco Jabber
OpenLDAP givenName sn mail
displayName telephonenumber
UDS LDAP
[ Enable user
search to Enterprise Directory Server ] uDS
LDAP
uDS
S
uDS LDAP
[LDAP LDAP Server Type ]
[ System >

[LDAP] > [LDAP

LDAP System Configuration ]

ubs LDAP
userName * samAccountName
* uid
firstName givenName
lastName sn
middleName * initials
» middleName
nickName nickName
displayName displayName
phoneNumber * telephonenumber
* ipPhone
homeNumber homephone
mobileNumber mobile

IM and Presence Service
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B o

ubS

LDAP

email

directoryUri

» msRTCSIP-primaryuseraddress

* mail

« departmentNumber

manager manager
LDAP LDAP
PIN
1 Cisco Unified CM [ System ]>[LDAP] > [LDAP LDAP

Authentication ]
2 [

3 [LDAP

LDAP

LDAP
TLS

~N o o1 B

LDAP

8 [ (Save)]

LDAP

IM and Presence Service
88

LDAP

Use LDAP Authentication for End Users ]
LDAP

LDAP Manager Distinguished Name ] LDAP
LDAP ID
LDAP
LDAP IP
TLS
89
12.5(1)




LDAP B

LDAP

LDAP
Unified
Communications Manager LDAP

°[ ( I 5

10
* LDAP (secs) 5

* LDAP 5

[N

Cisco Unified CM Administration [ (System)] > [ Service
Parameters ]

[ Server ]

[ Service ] [Cisco DirSync]
Cisco DirSync

[ (Save)]

a B ow N

LDAP

Maximum Number of LDAP
Agreements 20

Maximum Number of Hosts LDAP

Retry Delay on Host Failure Cisco Unified Communications
(secs) Manager LDAP

IM and Presence Service 12.5(1) .



B o

LDAP

g B~ ow N

Re'Fry Delay on HostList Failure Cisco Unified Communications
(mins) Manager LDAP
10

LDAP Connection Timeout | Cisco Unified Communications Manager ~ LDAP
(secs) LDAP

5
Delayed Sync Start Time (mins) | Cisco DirSync Cisco Unified Communications

Manager

5
LDAP Cisco Unified Communications Manager LDAP
[ End

User Configuration ]

[ End User Configuration ] LDAP

Cisco Unified Communications Manager  LDAP

[Cisco Unified CM Cisco Unified CM Administration ] [ End Users 1>
[ End User Management ]
[ Find ]
[ Convert to Local User ]
[ End User Configuration ]
[ (Save)]
LDAP
LDAP
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XMPP

XMPP LDAP B

LDAP Cisco Unified Communications
Manager
Cisco Unified CM [ System ]>[LDAP LADP ]>][LDAP

LDAP Directory ]
[ Find ] LDAP
[ Add to Access Control Group ]
LDAP
[ Add Selected ]
[Save]
[ Perform Full Sync ]
Cisco Unified Communications Manager LDAP
LDAP
XMPP LDAP
IM and Presence Service  LDAP
IM and Presence Service  JDS LDAP
XMPP XMPP IM and
Presence Service JDS JDS
LDAP LDAP XMPP
XMPP Cisco Unified Communications
Manager IM and Presence Service
XMPP

IM and Presence Service
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B o

3:XMPP LDAP
XMPP LDAP
r'\..f‘-"l',’ILI '''' Hiant r
o
XMPP LDAP
5:XMPP LDAP
XMPP LDAP IM and Presence Service SSL
LDAP CA
xmpp-trust-certificate IM and Presence Service
CN LDAP FQDN
XMPP IM and Presence Service XMPP
LDAP LDAP
LDAP 1 LDAP
2
LDAP vCard
vCard IM and Presence Service
Cisco XCP XMPP LDAP
XCP
LDAP XMPP
LDAP Cisco XCP
LDAP
LDAP
IM and Presence Service ~ XCP JDS
LDAP
LDAP LDAP
JDS JDS LDAP
12.5(1)
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XMPP LDAP B

IM and Presence Service

LDAP
LDAP
JDS 2 LDAP
JDS LDAP
XMPP LDAP
Secure Socket Layer SSL LDAP IM and Presence Service
cup-xmpp-trust CA IM and
Presence Service CN LDAP
FQDN
CA
LDAP CA LDAP
IM and Presence Service  Cisco Unified Communications Manager IPv4
IPv6 LDAP IPv6 IM
and Presence Service ETHO
DNS XMPP LDAP
IPv6 LDAP

LDAP [LDAP Server - Third-Party
XMPP Client LDAP - XMPP ]
LDAP IP
IPv6 LDAP LDAP

IM and Presence Service Eth0  IPv6

1 [Cisco Unified CM IM and Presence Administration Cisco Unified CM IM and Presence

1> [Application 1> [Third-Party Clients
1> [Third-Party LDAP Servers LDAP ]
2 [Add New ]
3 LDAP ID

IM and Presence Service 12.5(1) .



B e LDAP
4 LDAP
IPv6 LDAP IPv6
5 TCP SSL LDAP
389 SSL 636
6 LDAP LDAP
LDAP LDAP
7 SSL LDAP [Enable SSL. SSL ]
SSL LDAP
FQDN CN SAN
IP CN SAN
8 [Save ]
9 Cisco XCP Router
* SSL IM and Presence Service  SSL SSL
XMPP
XMPP
« LDAP LDAP

[Cisco Unified CM IM and Presence

Administration Cisco Unified CM IM and Presence 1> [System 1>
[Security ] > [Certificate Import Tool ]
. XMPP LDAP Cisco
XCP [Cisco Unified IM and Presence Serviceability
Cisco Unified IM and Presence 1> [Tools 1> [Control

Center - Feature Services

]

. IM and Presence Service
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XMPP LDAP B

XMPP LDAP
XMPP LDAP
IM and Presence Service XMPP
LDAP
XMPP LDAP
XMPP LDAP
2
LDAP LDAP
LDAP vCard vCard
. LDAP vCards
* XMPP vCard vCard vCard JDS
LDAP
. LDAP
vCard

LDAP vCard

* IM and Presence Service vCard

« XMPP vCard vCard vCard

IM and Presence Service
. vCard
XMPP LDAP

6: XMPP LDAP

LDAP Server Type LDAP LDAP

 Microsoft Active Directory
* [Generic Directory Server
]
LDAP iPlanet Sun ONE
OpenLDAP
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B e LDAP

User Object Class

LDAP

LDAP

Microsoft Active Directory

[user ]
Base Context LDAP
LDAP
/
User Attribute LDAP
LDAP

Microsoft Active Directory
[sAMAccountName]

URI IM
URI
msRTCSIPPrimaryUserAddress

msRTCSIPPrimaryUserAddress

LDAP Server 1 LDAP 1 LDAP
LDAP Server2 LDAP 2 LDAP
LDAP Server 3 LDAP 3 LDAP

XMPP

1 [Cisco Unified CM IM and Presence Administration Cisco Unified CM IM and Presence

1> [Application

1> [Third-Party Clients

1> [Third-Party LDAP Settings LDAP ]

. IM and Presence Service

12.5(1)




Cisco XCP .

2
3 vCard LDAP vCard
[Build vCards from LDAP LDAP vCard ]
vCard
IM and Presence Service
vCard
4 vCard FN LDAP
vCard vCard FN
5 LDAP LDAP
Microsoft Active Directory IM and Presence Service
6 [Save ]
7 Cisco XCP Router
XMPP LDAP Cisco
XCP [Cisco Unified IM and Presence
Serviceability Cisco Unified IM and Presence 1> [Tools
1> [Control Center - Feature Services - ]
Cisco XCP
Cisco XCP
XMPP LDAP
Cisco XCP
Cisco XCP
\
LDAP XMPP LDAP
Cisco XCP Cisco XCP
LDAP XMPP LDAP
LDAP XMPP LDAP
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. Cisco XCP

1 [Cisco Unified IM and Presence Serviceability Cisco Unified IM and Presence
1> [Tools 1> [Service Activation ]
2 [Server ] [IM and Presence Service 1M and Presence Service ]
3 [Cisco XCP Directory Service Cisco XCP ]
4 [ (Save)]

. IM and Presence Service 12.5(1)



8

IM and Presence Service Cisco Unified
Communications Manager

. 99
* Cisco Unified Communications Manager 99
* Cisco Unified Communications Manager ~ SIP 101

IM and Presence Service Cisco Unified
Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager  IM and Presence Service Cisco
Unified Communications Manager
Cisco Unified Communications Manager http://www.cisco.com/c/en/us/

support/unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html  Cisco Unified Communications Manager

IM and Presence Service

IM and Presence Service 12.5(1) .
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

. Cisco Unified Communications Manager

7. Cisco Unified Communications Manager

Cisco Unified Communications Manager Cisco Unified
Communications Manager LDAP
Cisco Unified CM > >>
CTI
DN
Cisco Unified CM > >
ID
Cisco Unified CM > >
Cisco Unified CM > > >
CTI CTI
Cisco Unified CM > >

Cisco Unified Communications Manager 1M and Presence Service

Cisco Unified Communications
Manager 147

\}

IM and Presence Service

SAN

Cisco Unified Communications Manager Tomcat
IM and Presence Service
IM and Presence Service DNS
Cisco Sync Agent

Cisco Unified Communications Manager IP FQDN

. IM and Presence Service
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Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

SIP

SIP

SIP

SIP

Cisco Unified Communications Manager

102 IM and Presence Service
SIP
IM and Presence Service  SIP SIP
103 SIP Cisco

Unified Communications Manager 1M and
Presence Service

SRV 104 Cisco Unified
Communications  IM and Presence Service

SIP IM
and Presence
SRV
SRV
105 |IM and Presence Service Cisco Unified

Communications Manager

SIP 104 IM and Presence  SIP

PUBLISH

Cisco Unified Communications
Manager Cisco Unified
Communications Manager
Presence Service

IM and

IM and Presence Service
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B sr

Cisco Unified Communications Manager

Cisco Unified

105 Communications Manager
7 Cisco Unified IM and Presence Service  TLS
Communications Manager Cisco Unified
106 Communications Manager

IM and Presence Service
Cisco Unified Communications Manager

TLS

SIP

Cisco Unified Communications Manager

1 Cisco Unified CM > >

2 [Non Secure SIP Trunk Profile

w

[Copy]

« Unsolicited NOTIFY
* Replaces

-~

. IM and Presence Service

[ (Save)]

SIP

IM and Presence Service

SIP

> SIP

IMP-SIP-Trunk-Profile

TCP+UDP
TCP

Accept Presence Subscription

REFER

12.5(1)

Accept Out-of-Dialog REFER
Accept unsolicited notification
Accept replaces header



IM and Presence Service

w

© o N o o1 b~

10
11

12

13

IM and Presence Service  SIP

SIP

Cisco Unified Communications Manager

SIP
Cisco Unified CM >
[ Add New ]
[ Trunk Type ]
Trunk ]
[ Next ]
SIP IM and Presence
and Presence Service
* IM and Presence Service  DNS SRV
SRV
FQDN +)
16
5060
SIP
SIP
SIP
SIP
[ Save ]

103

IM and Presence

102

IM and Presence Service  SIP
SIP
[SIP SIP
SIP
IMP-SIP-Trunk
IM

IM and Presence Service

SRV
IM and Presence
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Cisco Unified Communications  IM and Presence Service SIP IM
and Presence SRV SRV
104
SIP 104
Cisco Unified Communications  IM and Presence Service SIP IM
and Presence SRV SRV
1 Cisco Unified CM IM and Presence >
2 IM and Presence
3 Cisco SIP
4 SRV SRV
5[ (Save)]

SIP

IM and Presence SIP
Cisco Unified Communications Manager Cisco Unified
Communications Manager  IM and Presence Service

1 Cisco Unified CM IM and Presence > >

2 CUCM IM and Presence Cisco Unified
Communications Manager  IM and Presence Service SIP

3 [ Save ]

Cisco Unified Communications Manager  IM and Presence
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Cisco Unified Communications Manager 105

IM and Presence Service Cisco Unified Communications Manager
Cisco Unified Communications Manager
IM and Presence Service

1 Cisco Unified CM IM and Presence > >

2 [ Add New ]

3 CUCM

4 [ Description ]

5
« Cisco Unified Communications Manager IP FQDN
« Cisco Unified Communications Manager DNS SRV

6 [ (Save)]

SIP 104

Cisco Unified Communications Manager

Cisco Unified Communications Manager

1 Cisco Unified Serviceability [ Tools 1> -
Control Center - Feature Services ]

2 Cisco Unified Communications Manager

3

« Cisco CallManager
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. Cisco Unified Communications Manager

* Cisco TFTP
« Cisco CTIManager
« Cisco AXL Web Service IM and Presence  Cisco Unified Communications Manager

Cisco Unified Communications Manager

IM and Presence Service Cisco Unified Communications Manager
IM and Presence Service Cisco Unified Communications
Manager SIPPUBLISH Cisco Unified Communications Manager

IM and Presence Service  TLS

1| Cisco Unified Communications Manager IM and Presence Service  TLS
TLS 106 Cisco Unified Communications
Manager

2 | Unified Communications Manager ~ TLS |Cisco Unified Communications Manager

107 TLS
Cisco Unified Communications Manager  TLS
IM and Presence Service Cisco Unified Communications Manager SIP PUBLISH
Cisco Unified Communications Manager IM and Presence Service
TLS

1 Cisco Unified CM IM and Presence > > >TLS
2 Cisco Unified Communications Manager  IP
3 [Description ]
4 [ (Save)]
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Unified Communications Manager ~ TLS .

TLS 170

Unified Communications Manager  TLS

TLS Cisco Unified Communications
Manager TLS
Cisco Unified Communications Manager ~ TLS 106
1 Cisco Unified CM IM and Presence > > >TLS

2 [Default_Cisco_ UP_SIP_Proxy Peer Auth TLS Context]

3 TLS Cisco Unified Communications Manager
TLS
4 TLS [Selected TLS Peer Subjects]
5 [Save ]
6 Cisco OAMAgent
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools 1> -
Control Center - Network Services ]
b) IM and Presence
c) IM and Presence Services Cisco OAMAgent
d)
7 OAM Cisco Presence
a) [Tools] > [Control Center - Feature Services]
b) IM and Presence
c) [IM and Presence Service IM and Presence Services ] [Cisco Presence Engine]
[ Restart ]
d)
Cisco Unified Communications Manager 105
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. 109
. 113
. 115
. 129
IM and Presence IM and Presence
IM and Presence IM and Presence

Cisco Unified Communications Manager

. IM and Presence Service 1x1
IM and Presence

* IM and Presence Service

. IM and Presence Cisco Unified
Communications Manager

. IM and Presence

. Cisco Unified Communications Manager

. XMPP

 Microsoft Outlook IM and Presence
Service Microsoft Outlook
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OVA

OVA 15,000 25,000 IM and Presence OVA
15,000 OVA 25000 25K OVA
6 IM and Presence Service
75,000 25K OVA 75K
XCP [ Info ] [ Error ]
* 25000 IM and Presence OVA ( 75000 )
1 OVA
« 15000 IM and Presence OVA ( 45,000 )
7500 OVA
“
Multiple Device Messaging Jabber
25,000 2 Jabber
5
2
25K 25K OVA 1 15K 15K OVA
1
IM and Presence Service IM and Presence
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IM and Presence

IM and Presence

IM and Presence
Communications Manager
Service

IM and Presence

IM and Presence

Cisco Unified
IM and Presence

Cisco Unified Communications Manager

Presence Service

* IM and Presence

* IM and Presence

Cisco Unified Communications Manager

IM and Presence Service

* SIP

* IMandPresence

IM and Presence Service

IM and Presence Service

IM and Presence

IM and
IM and Presence

IM and Presence Service

IM and Presence Service
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Cisco Jabber
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Session Management Edition

Cisco Jabber IM and Presence Service IM and
Presence Jabber

)
IM and Presence Cisco Unified Communications Manager

4:IM and Presence Service

RTP ! Signaling

XMPP
T — LDAP/AD
LOAP Directory
End Usar Configuration:
1. IM&P is NOT enabled;
o + 2 Service Profile points to IM&P Cluster
i [ Lini ied
. ; Commcamn
S IEHY neger Expressway-C  Exprossway-E
. K -'IL- I nﬁl é =.£
End User Configuration: -~ = o =
i ] it : H - S ;
1. IM&P is enabled; ! Leaf 1-1XXX £ F E? ;
Instant Massaga&‘a’a Unified I
Unified Fresence .o - ! Communication :

cu:;é_:_l!'?’hn:;'m %n;im ﬁ'-_nﬁ_i?' ﬁ [ Internet )ﬂ

| Leaf 223001 SME \
| Unified |
Y ¥ + Communi cation
T3 ~ + Manager
o - LB R
L ==
: Cisco WabEx
Lesaf 3-33KX Cloud
| Unifed

i 5 p [ _nl;algar
=
Laafl &-4X XX

Advantages:

1. Nao full mash, easy managemant for large deploymant;
2 Varsion indapandant from Telephony CUCM cluster;
3. Lower cost option for customers with many clustars;
4, Easy XMPP fadaration with 3" parties;

A58
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IM and Presence

SSO
*[1]-[2] DNs SRV
* [3]-[4] UDS Cisco Unified Communications Manager
* [5]-[8] SAML SSO Cisco Unified Communications Manager
*[9] UC IM and Presence
IM and Presence
« [10] SOAP XMPP
IM and Presence
 [11] Jabber
5:IM and Presence Service
\DP DNS UDS

| i =
Centralized IM&P

Telephony CUCM
Cluster, 12.0 @ Cluster, 12.0
= 2 5 77,
= ) o
iy '51] < - 570 5 > [ D)
2 (D) — ®
o T ® T ,
Jabber 11.9 §
IM and Presence Service
« IM and Presence Service 11.5SU4 (1)
* IM and Presence Cisco Unified
Communications Manager IM and Presence
. Cisco Unified Communications Manager 10.5
)
* Cisco Jabber 11.9
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. IM and Presence Service
11.5 (1) SU4

« Cisco Unified Communications Manager IM and Presence

Cisco Unified Communications Manager

11.5 (1) SU4
» OAuth Cisco Unified Communications
Manager 11.5 (1) su4
* SAML SSO 115
(1) su4

 Cisco AXL Web Service
Cisco Unified Serviceability

[ Service Activation ]
. Cisco Jabber
Cisco Jabber
DNS
IM and Presence Cisco Unified Communications Manager
DNS SRV ILS
DNS SRV DNS
SRV cisco-uds
SRV
DNS SRV Active Directory
SRV

Active Directory SRV

. / /_msdcs/dc/_sites/Default-First-Site-Name/_tcp

. / /_msdcs/dc/_tcp

SRV
» kerberos
e Idap

 _cisco_uds : indicates the SRV record
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SRV
. _cisco-uds
. _tep
. 0 0
. 8443
. FQDN
Jabber DNS SRV

nslookup -type=all _cisco-uds._tcp.dcloud.example.com
Server: adl.dcloud.example.com

Address: X.X.X.X

_cisco-uds._tcp.dcloud.example.com SRV service location:
priority = 10

weight = 10

port = 8443

svr hostname = cucm2.dcloud.example.com
cucm2._dcloud.example.com internet address = X.X.X.y

IM and Presence
A\
IM and Presence Service
IM and Presence
329
8:
IM and Presence
IM and Presence
1 IM and Presence IM and Presence
117 Service
IM and Presence LDAP IM
2 LDAP and Presence
118 LDAP
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. IM and Presence Service

IM and Presence
IM and LDAP
3 Presence
119
IM and Presence
4 120 IM and Presence
M and Presence UC Service
5 121 IM and Presence
uc
IM and Presence
6 121 | IM and Presence UC
Cisco
Jabber
IM and Presence
7 IM and Presence
122
OAuth
8 123 OAuth
ILS
9 124 ILS
MRA MRA
10
12.5(1)




IM and Presence .

IM and Presence

IM and Presence

IM and Presence

LDAP
IM and Presence
S
LDAP
LDAP
Cisco Unified Communications Manager  LDAP
IM and Presence
IM and Presence
119
1 IM and Presence Cisco Unified CM
2 [ User Management ]>[ / User Phone/Add 1>
Feature Group Template ]

3

o[ Find ]

o[ Add New ]
4

o[ Home Cluster ]

* [Unified CM IM and Presence Enable User for Unified CM IM and

Presence ]

5[ Feature Group Template Configuration ]
6 [ Save ]
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. IM and Presence LDAP

LDAP
IM and Presence LDAP 118

IM and Presence LDAP

IM and Presence Service LDAP
IM and Presence Service

\}

LDAP
LDAP
System Configuration Guide for Cisco Unified Communications Manager
Configure End Users

IM and Presence 117

1 1M and Presence Cisco Unified CM
2 [ System ]>[LDAP] > [LDAP LDAP Directory ]
3

a) | Find ] LDAP

b) [ Add New ] LDAP
4 [ Feature Group Template ]

IM and Presence

5 [LDAP LDAP Directory ]
6 [ Save ]
70 Perform Full Sync ]

Cisco Unified Communications Manager LDAP

IM and Presence Service

. IM and Presence Service 12.5(1)



IM and Presence .

120

IM and Presence

IM and Presence Service
[ (Administration's Update)]
IM and Presence Service

[ (Administration's Import )] [ (Insert Users)]
Csv
Cisco Unified Communications Manager

o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>[ Users > Update Users > Query ]
2 (Find)
30 Next ]
2

» Unified CM IM and Presence
IM and Presence Service
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6 (Run Immediately)
7 [Submit] :

IM and Presence Service

\)

ILS IM
and Presence

1 IM and Presence Service
2 Cisco Unified CM IM and Presence Administration [ System ]>]

Centralized Deployment ]
3 [ Find ] Cisco Unified Communications Manager

[Edit Selected]

4 [ AddNew ] Cisco Unified Communications Manager
5

o[ Peer Address ] Cisco Unified Communications Manager

FQDN IPv4
IPv6

« [AXL AXL Username ] AXL

* [AXL AXL Password ] AXL
6 [ Save and Synchronize ]

IM and Presence Service
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M and Presence UC Service .

M and Presence UC Service 121

M and Presence UC Service

IM and Presence Service
ucC IM and Presence
IM and Presence Service

1 Cisco Unified CM
2 [ User Management ]>] User Settings ]>[UC ucC

Service ]
3

a) [ Find ]

by [ Add New ] uc
4 JUC UC Service Type ] [IM and Presence]

[ Next ]
5 [ Product type ] [IM and Presence
IM and Presence Service ]
6 [ Name ]
7 /1P IM and Presence
IPv4 IPv6
8 [ Save ]
9 /1P
2 IM and Presence Service
IM and Presence 121

IM and Presence

IM and Presence

IM and Presence Service
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1 Cisco Unified CM [

Settings ]>[

a) [ Find ]
by [ Add New ]

3 IM and Presence Profile

a)
b)

4 [ (Save)]

User Management ]>] User

Service Profile ]

122

IM and Presence Service

LDAP IM
and Presence
IM and Presence Service
\)
LDAP
LDAP
Unified CM IM and Presence
* LDAP LDAP

LDAP Cisco Unified
Communications Manager (Configure End Users)

12.5(1)
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OAuth .

1 Cisco Unified CM Administration (Query) > (Bulk Administration) >
(Users) > (Update Users) > (Query)
2 ( Home Cluster Enabled) (Find)
3 [ Next ]
2
4

* Unified CM IM and Presence
IM and Presence

e« UC —
IM and Presence Service
IM and Presence

Expressway MRA https://www.cisco.com/c/en/us/support/
unified-communications/expressway-series/

products-installation-and-configuration-guides-list. html  Cisco Expressway
Remote Access

5
6 (Run Immediately)
7 [Submit] )

OAuth 123

OAuth

OAuth
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B s

1 Cisco Unified CM
2 [ System ]>] Enterprise Parameters ]
3 SSO OAuth OAuth
4 Save
IM and Presence
ILS IM and Presence
ILS
S
IM and Presence ILS
URI
ILS System Configuration Guide for Cisco Unified
Communications Manager Configure the Dial Plan
ILS
¢ ILS
* IM and Presence
. DNS SRV
ILS http://www.cisco.com/c/en/us/support/unified-communications/
unified-presence/products-implementation-design-guides-list.ntml Cisco Collaboration System

Solution Reference Network Design
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ILS ID B

1/ILS 1D 125
1D 1D
StandAloneCluster
ILS
2 ILS ILS
125 ILS
3|ILS ILS
127 ILS
ILS ID
ILS ID
1D
1 Cisco Unified CM
2 [ System ]>[ Enterprise Parameters ]
31 ID ClusterID ] StandAloneCluster
ID standAloneCluster ILS
4 [ Save ]
5 ILS
ID
ILS 125
ILS
Cisco Unified Communications Manager ILS
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ILS
S

ILS ID 125
1 Cisco Unified CM
2 [ Advanced Features ]>[ILS ILS Configuration ]
3 [ Role ]

[ Hub Cluster ] [ Spoke Cluster ]
4 [ Exchange

Global Dial Plan Replication Data with Remote Clusters ]
5 [ILS ILS Authentication Details ]

a) TLS [TLS Use TLS

Certificates ]
TLS CA
b) TLS [
UsePassword ]
6 [ Save ]
7 [ILS ILS Cluster Registration ]
o[ Registration Server ]
IP FQDN
o[ Activate the
Intercluster Lookup Service on the publisher in this cluster ]

8 [OK]
9 ILS

. IM and Presence Service 12.5(1)



Certificates

Transport Layer Security TLS
Tomcat

ILS

Administration Guide for Cisco Unified Communications Manager

ILS
127
ILS
ILS
1
2 Cisco UnifiedCM [
3 [ILS

Plan Imported Catalogs ]

MRA

Cisco Unified Communications

Cisco Jabber

Expressway

IM and Presence Service

Advanced Features ]>[ILS

Mobile & Remote Access

ILS B

ILS
Cisco Unified

Manage

ILS

ILS Configuration ]

ILS Clusters and Global Dial
ILS

Cisco Collaboration Edge

Cisco Unified Communications Manager

Unified CM
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B v

1. Jabber
Business-to-Business B2B

Webex

Configuration

MRA  Expressway-C.
Unified Communications — Unified CM Servers

IM and Presence MRA  Expressway-C.

Communications — IM and Presence Service

Remote Access

EX/MX/SX

- Unified

Remote Access

9. OAuth
Authentication path UCM /LADP
OAuth On
Authorize by OAuth token with refresh
OAuth On
No
Jabber i0S No
Safari
Check for internal Yes
authentication availability
10: OAuth
Authentication path UCM /LADP
OAuth Off
Authorize by OAuth token with refresh
On
Jabber i0OS Off
Safari
Check for internal Yes
authentication availability

. IM and Presence Service 12.5(1)




\}

MRA https://www.cisco.com/c/en/us/
support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html

ILS ILS
ILS IM and Presence ILS
ILS
IM and Presence Cisco Unified
Communications Manager ILS
Cisco Jabber
Jabber
Unified Communications Manager
ID OAuth
11.5(1) Ssu3
Unified Communications Manager ~ 11.5 (1) SU3
OAuth
Cisco Unified CM IM and Presence >
SSO LDAP

IM and Presence Service

Cisco Jabber

IM and Presence Service 12.5(1) .
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131
132
132

IM and Presence Service

IM and Presence Service

. SIp
2
. DNS MDNS MDNS DNS
MDNS
. IP
~
XCP XCP
MDNS

IM and Presence Service 12.5(1) .



MDNS

MDNS
* 10S DNS
DNS MDNS
MDNS
DNS MDNS
DNS IP
Fadn DNS
IP
IP http://www.cisco.com/
c/en/us/support/%20unified-communications/unified-communications-manager-callmanager/
%20products-maintenance-guides-list.html  Cisco Unified Communications Manager IM and
Presence Service IP
1 134 IM and Presence Service

. IM and Presence Service 12.5(1)
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2 | Cisco XCP 135
Cisco XCP
3
135
XMPP
TLS
IM and Presence Service
4 ID 136 MDNS
ID
ID

5 1

136 Cisco XCP Router

IM and
Presence Service

6 137

IM and Presence Service 12.5(1) .



IM and Presence Service

Service

IM and Presence

IM and Presence Service

MDNS

1 IM and Presence
Administration

[System

XCP Router

6 [ Save ]

. IM and Presence Service

10S MDNS

Cisco Unified CM IM and Presence

1> [Service Parameters ]
IM and Presence Service
Cisco XCP Router

Clusterwide
DNS MDNS
DNS
IM and Presence Service  XCP
Cisco XCP 135
12.5(1)



Cisco XCP .

Cisco XCP

Cisco XCP
134
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools 1> - Control Center -
Network Services ]
2 [ Server ] [ Go ]
3 IM and Presence Services Cisco XCP Router
4 [ Restart ]
135
MDNS ID 136
XMPP TLS IMand
Presence Service ~ XMPP XMPP
S
IM and Presence
1 Cisco Unified CM IM and Presence > >

IM and Presence Service 12.5(1) .



2 XMPP
3 [ (Save)]
136
MDNS ID
ID
A\
ID IM and Presence Service
1 IM and Presence Cisco Unified CM IM and Presence
2 > >
3 ID ID
IM and Presence Service ID _
ID
4 [ Save ]
ID
136
1 Cisco XCP Router

IM and Presence Service

. IM and Presence Service 12.5(1)



[y

~

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]
[ System ]>] Service Parameters ]
[ Server ] [IM and Presence Service 1M and
Presence Service ]
Cisco

Clusterwide

10 ~ 100 50
[ Save ]

SIP

137
1(SIP 138 |[SIP WAN

IM and Presence Service  TCP

2 | IM and Presence Service
138

3 | IM and Presence Service
140

IM and Presence Service
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B sr

SIP

1 Cisco Unified CM IM and Presence > >
2 [Method/Event Routing Status / 1 [On
WAN IM and Presence Service  TCP

3 [Preferred Proxy Server
SIP TCP ]

4 [ (Save)]

IM and Presence Service

1 [Cisco Unified CM IM and Presence

] [Default SIP Proxy TCP Listener

Cisco Unified CM IM and Presence Administration ]

[ System ]>[ Service Parameters ]
2 IM and Presence Service
3 Cisco SIP
4 Clusterwide RouteEmbedTemplate
5
51 (Save)]

IM and Presence Service

. IM and Presence Service 12.5(1)
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11:

A
T4 . TBXXXXX*

IM and Presence Service

74..7812345*

1.2.3.4:5060

74..7867890*

5.6.7.8.9:5060

74..7811993*

10.10.11.37:5060

* 73..7812345*
* 74.781*

* 74...7812345*

12:

IM and Presence Service

74

B
471.. . XxX*

IM and Presence Service

471....34%

20.20.21.22

471...55*

21.21.55.79

* 47...344%
* 471...4*

* 471.450*

IM and Presence Service

471

IM and Presence Service 12.5(1) .



. IM and Presence Service

IM and Presence Service

Cisco Unified CM IM and Presence
[ Add New ]

g B~ ow N

5060

TCP UDP TLS

©

[ (Save)]

IM and Presence Service

. IM and Presence Service

12.5(1)



13 : IM and Presence Service

Destination Pattern 255
SIP 100
IM and Presence
Service
*
IM and Presence Service
1
IP
\* *
Description 255
Next Hop IP
FQDN IP
IM and Presence Service DNS SRV
DNS SRV
DNS SRV

IM and Presence Service

1250



Next Hop Port

5060
IM and Presence Service DNS SRV
DNS SRV
0
Route Type [User ] [Domain
[User ]

SIP URI sip:19194762030@myhost.com

. IM and Presence Service

19194762030 myhost.com
[ ] IM and Presence Service ~ SIP
19194762030
[ ] IM and Presence Service
SIP myhost.com
Protocol Type TCP UDP TLS
TCP
Priority
1
1 65535
12.5(1)




Weight

1 65535

1,20
1,10
* 2,50
2
IM and Presence Service
SIP
10 2
Presence Service 1
2

20

IM and

Allow Less-Specific
Route

In Service

[Block Route

IM and Presence Service
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11

. 145

. 147

« Cisco Unified Communications Manager 147

 IM and Presence Service (CA) 150

* IM and Presence Service 153

* CSR 158

. 160

. 163

IM and Presence Service
IM and Presence Service  Cisco Jabber

DNS
IM and Presence Service 2

IM and Presence Service Cisco Unified Communications Manager

* CA CA (CA)
CA
CA  \Verisign Entrust Digicert Windows 2003
Linux Unix 10S CA
WAN
WAN
CA

IM and Presence Service 12.5(1) .



CA

CA

WAN

IM and Presence Service SAN
CSR
IM and Presence Services
IM and Presence Service
IM and Presence Service
\}
-ECDSA / EC
RSA
4:
tomcat Cisco Client Profile |tomcat- trust Yes IM and Presence Service
tomcat-ECDSA Agent Cisco Jabber
Cisco AXL Web
Service . .
Vi Cisco Unified CM IM and Presence
Cisco Tomcat
IM and Presence Service
ipsec ipsec-trust No IPSec
CUP Cisco SIP Proxy cup-trust No
cup-ECDSA Cisco Presence
Engine
12.5(1)
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cup-xmpp Cisco XCP cup-xmpp-trust Yes XMPP Cisco
cup-xmpp-ECDSA Connection Manager Jabber
Cisco XCP Web XMPP CAXL
Connection Manager
Cisco XCP
Directory
Cisco XCP Router XMPP
LDAP Cisco XCP
Directory
IMand Presence
Service
Cisco XCP Router
Cup-xmpp-s2s Cisco XCP XMPP | cup-xmpp-trust Yes XMPP
Federation XMPP
CUpXMpp-s25-ECDSA Connection Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

« IM and Presence Service

* IM and Presence Service

* SIP

* IM and Presence Service

CN

Cisco Unified Communications Manager

IM and Presence Service

SIP

1250




. IM and Presence Service

\}

Cisco Unified Communications Manager

Cisco Unified Communications Manager

IM and Presence Service

1| IMand Presence Service Cisco Unified | IM and Presence Service  Cisco Unified
Communications Manager Communications Manager
148
2 | IM and Presence Service IM and Presence Service
149 Cisco
Unified Communications Manager
3| IM and Presence Cisco Unified IM and
Communications Manager Presence Service Cisco Unified
150 Communications Manager
Callmanager-trust
IM and Presence Service Cisco Unified Communications Manager
IM and Presence Service  Cisco Unified Communications Manager
1 Cisco Unified CM IM and Presence > >
2 [Certificate Trust Store ] [IM and Presence IM/P Service
Trust IM and Presence [IM/P ]

3 Cisco Unified Communications Manager

(& BN SN

. IM and Presence Service

Cisco Unified Communications Manager
[ Submit ]

12.5(1)
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IM and Presence Service .

Cisco Unified Communications
Manager Cisco Unified Communications Manager

[Cisco Unified IM and Presence OS Administration Cisco Unified IM and

Presence OS 1> [Security ] > [Certificate Management
]
TLS RSA
ECDSA

6 Cisco SIP Proxy

a) Cisco Unified IM and Presence Serviceability IM and Presence Service >
b) IM and Presence Service

c) CiscoSIP

IM and Presence Service 149

IM and Presence Service

IM and Presence Service Cisco Unified
Communications Manager

1 Cisco Unified IM and Presence OS IM and Presence Service >
2 [Find ]
3 cup.pem

cup-ECDSA . pem

41 ]

IM and Presence Service cup.csr
Cisco Unified Communications Manager
CA

IM and Presence Service 12.5(1) .



. IM and Presence Cisco Unified Communications Manager

IM and Presence

IM and Presence

IM and Presence Service

Manager  Callmanager-trust

IM and Presence Service

a) Cisco Unified Serviceability [

Control Center - Feature Services ]

b)

c) Cisco CallManager

IM and Presence Service

IM and Presence Service
IM and Presence Service

. IM and Presence Service 12.5(1)

1 Cisco Unified OS

2 >

3 [ Upload Certificate ]
4 [ ] Callmanager-trust
5 IM and Presence

6 [ Upload File ]

7 Cisco CallManager

Cisco Unified Communications Manager 150

Cisco Unified Communications Manager

Cisco Unified Communications

149

Tools ]1>[ -

Cisco Unified Communications Manager

(CA)

(CA)



cA B

151

IM and Presence Service  CA

2 | Cisco Intercluster Sync Agent

152 Cisco Intercluster Sync Agent
3 CA CA
152
(CA) IM and Presence

. > 1 > 2
1 IM and Presence Cisco Unified CM IM and Presence OS
2 [Security ] > [Certificate Management ]
3 [Upload Certificate/Certificate chain]
4

*CA tomact tomcat-trust

*CA cup-xmpp CA CUp-Xmpp-s2s

Cup-xmpp-s2s

5
6 [Browse ]
7
8

IM and Presence Service
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. Cisco Intercluster Sync Agent

Cisco Intercluster Sync Agent

Cisco Intercluster Sync Agent

IM and Presence

152

Cisco Intercluster Sync Agent

CA

1 [Cisco Unified IM and Presence
[ Tools ]>[
Network Services ]

CLI
Intercluster Sync Agent

3 Cisco Intercluster Sync Agent

156

CA

Cisco Intercluster Sync Agent

\}

Cisco Unified IM and Presence Serviceability ]
- Control Center -

IM and Presence Service

utils service restart Cisco
Cisco Intercluster Sync Agent

CA
IM and Presence

-ECDSA

1 Cisco Unified CM IM and Presence

. IM and Presence Service



IM and Presence Service .

2 [Inter-clustering Troubleshooter ] [Verify that each
TLS-enabled inter-cluster peer has successfully exchanged security certificates TLS
]
3 IP IP
CA
4 [Presence 1> [Inter-Clustering ] [System Troubleshooter
]
5 [Force Manual Sync ]
6 60
7 [Certificate Status ] Connection is secure
8 [Certificate Status ] Connection is secure
IM and Presence
Cisco Intercluster Sync Agent 5 7
. CLI utils service restart Cisco Intercluster Sync Agent
. Cisco Unified IM and Presence Serviceability — GUI
9 [Certificate Status ] Connection is secure
CA

IM and Presence Service

IM and Presence Service

IM and Presence Service CA

(CA) CA
CA IM and Presence Service
IM and Presence Service (CA) 150

IM and Presence Service 12.5(1) .



1 154 IM and Presence Service

2 | Cisco Tomcat 155 tomcat Cisco Tomcat
3 156 tomcat Cisco Tomcat
4 Cisco XCP cup-xmpp

156

Cisco XMP Router

5 | Cisco XCP XMPP Federation Connection XMPP

Manager 157 XMPP cup-xmpp
Cisco XCPXMPP
6 | XMPP XMPP TLS
XMPP
157 cup-xmpp
XMPP

IM and Presence Service

N

tomcat

\}

-ECDSA

. IM and Presence Service 12.5(1)



Cisco Tomcat

~N O O B W DN

CA

CA

Cisco Tomcat .

CA
CA
IM and Presence Service

Cisco Unified IM and Presence OS >
[Upload Certificate/Certificate chain]

[Upload File
IM and Presence Service

Cisco Tomcat

IM and Presence Service
Tomcat

CLI

tomcat

[Browse ]

tomcat Cisco

utils service restart Cisco Tomcat

IM and Presence Service 12.5(1) .



Cisco Tomcat

IMand

Presence
1 Cisco Unified CM IM and Presence >
2 [Inter-clustering Troubleshooter ] [Verify that each

TLS-enabled inter-cluster peer has successfully exchanged security certificates TLS

]
3 IP IP
CA
4 > [ ]
5  [Force Manual Sync ]
6  [Also resync peer's Tomcat certificates Tomcat ]
[OK]
7 60
8 [Certificate Status ] Connection is secure
9  [Certificate Status ] Connection is secure
IM and Presence
Cisco Intercluster Sync Agent 5 8
. CLI [utils service restart Cisco Intercluster Sync Agent]
. Cisco Unified IM and Presence Serviceability — GUI

10 [Certificate Status ] Connection is secure

Cisco XCP

IM and Presence Service cup-xmpp cup-xmpp-ECDSA
Cisco XCP Router

. IM and Presence Service 12.5(1)



Cisco XCP XMPP Federation Connection Manager .

Cisco Unified IM and Presence Serviceability GUI Cisco XCP Router

1 CLI

2 [utils service restart Cisco XCP Router]

Cisco XCP XMPP Federation Connection Manager

IM and Presence Service Cup-xmpp-s2s
cup-xmpp-s2s-ECDSA Cisco XCP
XMPP Federation Connection Manager

1 CLI
2 [utils service restart Cisco XCP XMPP Federation Connection Manager]
3

XMPP TLS

XMPP
XMPP Ccup-xmpp-s2s
cup-xmpp-s2s-ECDSA IM and Presence Service
SAN
example.com SAN XMPP
*.example.com SAN

IM and Presence Service

conference.example.com

IM and Presence Service 12.5(1) .



B c

CSR

cup-xmpp-s2s cup-xmpp-s2s-ECDSA

IM and Presence OS > >
cup-xmpp-s2s-ECDSA

Cisco Unified

CUp-Xmpp-s2s

[System 1> [Security Settings

]

[Enable Wildcards in XMPP Federation Security Certificates XMPP

[Save ]

Cisco XMPP Federation Connection Manager

TLS XMPP

CSR
CA

[Cisco Unified OS Administration] [
Management ]

CSR

IM and Presence
CSR
a) [CSR Download CSR ]

. IM and Presence Service 12.5(1)

XMPP

CSR

Security 1>

XMPP

IM and Presence Service

CA

Certificate



b) [
c) CSR
CSR

CSR

Certificate Purpose ]

CA

CSR B

Unified Communications Manager  IM and Presence Service CA
CSR
15 : Cisco Unified Communications Manager CSR
IP
(1.3.6.155.7.3.1)
(136.155.7.32)
(136.155.7.35)
CallManager Y Y Y Y Y
CallManager-ECDSA
CAPF N Y Y Y
ipsec N Y Y Y Y Y
tomcat Y Y Y Y Y
tomcat-ECDSA
N Y Y Y Y
TVS
16 IM and Presence Service CSR
IP
(1.36.155.7.3.0)
(1.36.155.7.3.2)
(1.36.155.7.35)
cup N Y Y Y Y Y Y
cup-ECDSA
cup-xmpp Y Y Y Y Y Y Y
cup-xmpp-ECDSA
Cup-xmpp-s2s Y Y Y Y Y Y Y
cup-xmpp-s2s-ECDSA

IM and Presence Service
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P
(1.3.6.155.7.3.1)
(1.36.155.7.32)
(1.3.6.1.5.5.7.3.5)

ipsec N Y Y Y Y Y Y
tomcat Y Y Y Y Y Y
tomcat-ECDSA

1 [Cisco Unified OS Administration] [ Security 1> Certificate

Management ]

2 [ Generate Self-signed ]

3

4

5

6 SHA256

7 [Generate]
IM and Presence Service

IM and Presence Service  Cisco Unified Communications Manager Cisco Tomcat
CA

IM and Presence Service
Cisco Unified Communications Manager

. IM and Presence Service 12.5(1)



IM and Presence Service .

CA IM and Presence Service Cisco
Intercluster Sync Agent 30
1 Cisco Unified IM and Presence OS >
2 [ Find ]
[ Certificate List ]
2
tomcat-trust tomcat trust
» Tomcat Tomcat-ECDSA tomcat-trust
e Cup-xmpp Cup-xmpp-ECDSA  cup-xmpp-trust
* Cup-xmpp-s2s Cup-xmpp-s2s-ECDSA  cup-xmpp-trust
* Cup Cup-ECDSA cup-trust

* Ipsec ipsec-trust

3
CA
4 1 Delete ]
5 IM and Presence Service
Tomcat Cisco Unified Communications Manager IM and
Presence Service tomcat-trust Cisco

IM and Presence Service 12.5(1) .



B cisco nified communications Manager Tomcat
Unified Communications Manager Tomcat 162
Cisco Unified Communications Manager Tomcat
Cisco Unified Communications Manager
1 tomcat Cisco Unified Communications Manager

-EC
CA IM and Presence Service Cisco
Unified Communications Manager 30
1 Cisco Unified OS >
[ Certificate List ]
2 [ Certificate ]
[ begins with ] tomcat-trust [
Find ]
[ Certificate List ] tomcat-trust
3 IM and Presence Service FQDN
IM and Presence Service
4 IM and Presence Service tomcat-trust
tomcat-trust
5 Issuer Name CN=  Subject Name CN=
6 CA Cisco Unified Communications
Manager
[ Delete ]

. IM and Presence Service 12.5(1)



7 IM and Presence Service 4 5 6
1 163
2 |OCSP 164
OCSP
Unified Communications Manager IM and Presence Service

\}

[Cisco Certificate Expiry Monitor]

[ Tools 1> -
Control Center - Network Services ] [Cisco Certificate Expiry
Monitor Cisco Certificate Expiry Monitor Service ] [ Running ]
Cisco Unified Serviceability
1 Unified Communications Manager Cisco Unified OS
IM and Presence Service Cisco Unified IM

and Presence

IM and Presence Service 12.5(1) .



B ocsr

2 [ Security 1> Certificate Management ]
3 [ Notification Start Time ]
4 [ Notification Frequency ]
5 [ Enable E-mail notification ]
6 [LSC Enable LSC Monitoring ]
LSC
7 [ ID E-mail IDs ]
8 [ Save ]
24 1
24
7
1
1

Online Certificate Status Protocol OCSP

OCSP
164
OCSP
OCSP
ocsp OCSP
CA CA tomcat-trust
OCSP

1 Unified Communications Manager Cisco Unified OS

IM and Presence Service Cisco Unified IM and Presence
2 [ Security 1> Certificate Revocation ]

. IM and Presence Service 12.5(1)



ocsp B

3 [OCSP Enable OCSP ]
* OCSP OCsP [ OCSP URI
Use configured OCSP URI ] [OCSP URI OCSP Configured
URI ] URI
* OCSP URI [ OCSPURI Use

OCSP URI from Certificate ]

4 [ Enable Revocation Check ]
51 Check Every ]
6 [ Save ]
7 CTIl IPsec LDAP
OCSP
a) Cisco Unified CM [ System ]>]
Enterprise Parameters ]
b) [ Certificate Revocation and Expiry ] [
Certificate Validity Check ] [True]
c [ Validity Check Frequency ]
[ Enable Revocation Check ]
[ Validity Check Frequency ]

d [ (Save)]

IM and Presence Service 12.5(1) .
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. 167
. 167

IM and Presence Service
and Presence Service TLS

12

FIPS

IM and Presence Service Cisco Unified Communications Manager

Cisco Unified Communications Manager
Communications Manager

IM and Presence Service

Cisco Unified

1 168 IM and Presence Service

2 XMPP 168 XMPP
3|TLS 170 TLS

4 |TLS 170 TLS TLS TLS

IM and Presence Service
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5| FIPS Mode 171 FIPS FIPS

IM and Presence Service
xt
Cisco Unified IM and Presence OS

IM and Presence Service
Cisco Unified CM IM and Presence

Cisco Unified IM and Presence Cisco Unified IM and

Presence Cisco Unified IM and Presence IM and
Presence

Ixt
Cisco Unified IM and Presence
[Software Upgrades ] > [Customized Logon Message

]

[Browse ] Axt
[Upload File ]

IM and Presence Service

xt IM and Presence Service

XMPP

TLS XMPP

. IM and Presence Service 12.5(1)



XMPP B

1 Cisco Unified CM IM and Presence > >
2 XMPP
17 IM and Presence Service ~ XMPP
Enable XMPP Client To IM and Presence Service XMPP
IM/P Service Secure Mode TLS
XMPP
IM/P
XMPP
XMPP
Enable XMPP IM and Presence Service
Router-to-Router Secure XMPP TLS
Mode XMPP IM and Presence Service ~ XMPP XMPP
XMPP
XMPP TLS TLS
Enable Web Client to IM/P IM and Presence Service IM and Presence
Service Secure Mode Service XMPP AP|
Web TLS
IM/P IM and Presence Service  cup-xmpp-trust Web
3 [ Save ]
XMPP IM/P Cisco

XCP Connection Manager

IM and Presence Service
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. IM and Presence Service  SIP

IM and Presence Service SIP

TLS
IM and Presence Service IM and Presence Service TLS
TLS TLS
TLS TLS
1 Cisco Unified CM IM and Presence >TLS
2 [Add New ]
3
a) CN
b) CN
4 [Description ]
5 [Save ]
TLS
TLS
TLS TLS
A\
IM and Presence Service IM and Presence Service TLS
TLS TLS
TLS 170

. IM and Presence Service 12.5(1)



FIPS Mode

Firs Mode [}

Cisco Unified CM IM and Presence Administration > >TLS

[Find ]

[Default_Cisco_ UPS_SIP_Proxy Peer_ Auth_TLS Context]

TLS
> TLS
TLS
a) TLS
b) TLS
TLS
[ Save ]

Cisco SIP Proxy

a) [Cisco Unified IM and Presence
Serviceability ] [
Center - Feature Services ]

b)

c) CiscoSIP

IM and Presence Service

TLS

TLS

TLS TLS

Cisco Unified IM and Presence
Tools ]1>] - Control

IM and Presence Service

* FIPS IM and Presence Service  FIPS

v3

FIPS

FIPS

FIPS TLS x.509

IM and Presence Service 12.5(1) .



B FPs Mode

MSSQL

1. TLS11 MSSQL

2. IM and Presence Service

3. [ ] [SSL ]
[Cisco Unified CM IM and Presence
I Il Il ]
FIPS Cisco Unified Communications Manager
IM and Presence Service https://www.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html  Cisco Unified Communications Manager
,  FIPS

FIPS  Microsoft Outlook

FIPS IM Cisco Exchange
Web NTLMv2 FIPS
NTLMvl NTLMv2
FIPS
FIPS Exchange Server
Authentication Microsoft Outlook
Exchange Server
FIPS Exchange Server [ ] (Auto
Basic Only)
Auto : NTLMv2
NTLMv2 " "
NTLMvl FIPS
[ (Basic Only)] : Exchange Server NTLM

. IM and Presence Service 12.5(1)
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https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

Firs Mode [}

Cisco

IM and Presence Service
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B FPs Mode
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. 175

. 175

. 176

. 185

IM and Presence

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/uc_system/design/guides/UCgoL.ist.html#48016
Cisco Collaboration System Solution Reference Network Designs  SRND Collaboration Instant
Messaging and Presence

IM and Presence Service

* 8443 AXL
* 7400 XMPP

IM and Presence Service 12.5(1) .


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/uc_system/design/guides/UCgoList.html#48016

* 5060 SIP SIP

. OVA 15,000
15,000 OVA
OVA

\}

Cisco Business Edition 6000 IM
intercluster

1 177
2 | Cisco AXL Web 177 | Cisco AXL Web Service
IM and Presence
3 | Sync Agent 178
4 179
5 Sync Agent IM and Presence Service
181
Intercluster Sync Agent
6 182

. IM and Presence Service 12.5(1)



7 | Intercluster Sync Agent ~ Tomcat

tomcat

Tomcat
8
183

1 Cisco Unified CM IM and Presence Administration >

2
Cisco AXL Web 177

Cisco AXL Web
Cisco AXL Web IM and Presence
\}
Cisco AXL Web AXL
IM and Presence

Service

IM and Presence Service
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. Sync Agent

Sync Agent

1 [Cisco Unified IM and Presence

[ Tools 1>
Services ]
2 [ Server ]
3
4
Sync Agent 178
Cisco Sync Agent

1 [Cisco Unified IM and Presence
[ Tools 1>
Network Services ]

3 IM and Presence Services

. IM and Presence Service

Cisco Unified IM and Presence Serviceability ]
- Control Center - Feature

Cisco AXL Web Service

IM and Presence

[ Go

]

Cisco Unified IM and Presence Serviceability ]

IM and Presence

Cisco Sync Agent

12.5(1)

Control Center -



Cisco Sync Agent  Cisco Unified Communications Manager

179
* Sync Agent Cisco Unified Communications Manager
Sync Agent

. IM and Presence Service AXL
1 Cisco Unified CM IM and Presence >
2 [ Add New ]
3

IP FQDN

IM and Presence Service 12.5(1) .



Cisco Unified CM IM and Presence

B C D
D E
A B C D
FQDN
A B C E
IM Presence

4 AXL
5 SIP

IM and Presence Service

6 [ Save ]
7 GUI

a) [Cisco Unified IM and Presence

>
A
E A
B C
DNS
A DNS
E I=
FQDN
DNS
A B CDE IM
TCP

Cisco XCP Router

Cisco Unified IM and Presence

IM and Presence

Restart ]

Serviceability ] [ Tools 1> -
Control Center - Network Services ]
b)
c) [Cisco XCP Router] [
d)

. IM and Presence Service 12.5(1)



XCP Router Service .

TLS IM and Presence Service
TLS
IM and Presence Service
Sync Agent 181
XCP Router Service
Cisco XCP
Router
179
1 [Cisco Unified IM and Presence Cisco Unified IIM and Presence Serviceability ]
[ Tools ]>[ - Control Center -
Network Services ]
2 [ Server ] [ Go ]
3 IM and Presence Services Cisco XCP Router
4 [ Restart ]
Sync Agent 181

Sync Agent

Intercluster Sync Agent

IM and Presence Service 12.5(1) .



1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools 1> - Control Center -
Network Services ]

2 IM and Presence Service
3 Cisco Intercluster Sync Agent
4
5
182

1 Cisco Unified CM IM and Presence >
2
3 [Find ]
4 [ Inter-cluster Peer Status ]

a)

b)

c) TLS

TLS IM and Presence Service
Tomcat

5

a) Cisco Unified CM IM and Presence Administration [ Diagnostics ]>[

System Troubleshooter ]
b)

. IM and Presence Service 12.5(1)



Intercluster Sync Agent  Tomcat .

Intercluster Sync Agent  Tomcat 183

Intercluster Sync Agent  Tomcat

Tomcat
Tomcat
tomcat Tomcat
IM
and Presence IM and Presence Service
Tomcat
1 Cisco Unified CM IM and Presence >
2 [Force Sync ]
3 [Also resync peer’s Tomcat certificates Tomcat
]
4 [OK]
[ ]
X
Intercluster peer 2 Cisco Intercluster Sync Agent
"InterClusterSyncAgentPeerPeriodicSyncingFailure"
1 Cisco Unified CM IM and Presence >
2 Sync Agent IM and Presence Service
3 ( Cisco Intercluster Sync Agent

IM and Presence Service 12.5(1) .



4
5[ Save ]
2
* InterClusterSyncAgentPeerPeriodicSyncingFailure
» Cisco Intercluster Sync Agent
[ ]
* InterClusterSyncAgentPeerPeriodicSyncingFailure
» Cisco Intercluster Sync Agent
1 1M and Presence Service
2 Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)
30 Find ]
4 [ Delete ]
5 Cisco XCP
a) Unified IM and Presence Serviceability (Tools) >
- (Control Center - Network Services)
b) (Go)
c) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco
XCP Router ] [ (Restart)]
6

. IM and Presence Service 12.5(1)



Cisco XCP

Cisco Business Edition
6000

Cisco Business Edition 6000
intercluster

Cluster
Limit

Service

30

IM and Presence

IM and Presence Service
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14

IPhone IPad Cisco Jabber

. 187
. 190

Cisco Unified Communications Manager  IM
and Presence Service Apple

Cisco Webex
iPhone iPad  Cisco Jabber
Cisco Jabber
Cisco Jabber for iPhone and
iPad Expressway MRA
N
iPhone iPad  Cisco Jabber

Android Windows Mac

iPhone iPad Cisco Jabber

Cisco Unified Communications Manager IM and Presence Service Apple
MRA Cisco Jabber for iPhone iPad

Expressway Jabber

Cisco Unified Communications Manager  IM and Presence Service
Jabber

Cisco Jabber
Cisco Unified Communications Manager 1M and Presence Service

IM and Presence Service 12.5(1) .



Cisco  Apple
Jabber
Y
Cisco Jabber
« Cisco Jabber
* iPhone iPad
* iPhone iPad
6 . iPhone iPad  Cisco Jabber
‘omz ' Service Provider
; !lnternst
cucM 5 Connectivity ¢
el i fialn N

| CISCO.

]

[ Apple Push
Motification
Saervice

Customer Premise

© Internet Connection — |M Push using APNS Channel when Jabber is running on background §
B

<—>» |[M Push Jabber Connection when running on foreground

iPhone iPad  Cisco Jabber
1 CiscoJabber
Expressway Cisco Unified Communications Manager
IM and Presence Service MRA 2

Cisco Jabber for iPhone iPad

IM and Presence Service 12.5(1)




18:

iPhone iPad  Cisco Jabber

Jabber

Cisco Unified Communications Manager  IM and Presence Service

IM and Presence

. Cisco Unified
Communications Manager  IM and Presence Service
Jabber
* MRA IM Expressway
Jabber
Cisco Jabber
Cisco Unified Communications
Manager
Jabber
IM and Presence Service
IM
1. IM and Presence Service Cisco Cloud REST
IM Apple
2. Apple IM Jabber Jabber
3. Jabber
Jabber IM and Presence Service
Cisco Jabber
[ Away ]

IM and Presence Service

1250



https://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-installation-and-configuration-guides-list.ntml  iPhone iPad Cisco Jabber

. IM and Presence Service 12.5(1)
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» Multiple Device Messaging

279

]
Z
g
g
iz
L=
ig
z

199
215
229
249
257
271

193






. 193
. 194

IM and Presence Service

IM and Presence Service

IM and Presence Service
IM and Presence Service

Service IM

IM and Presence Service

IM and Presence Service

195
197

IM
IM and Presence

1250) |



Cisco Jabber

IM and Presence Service
IM and Presence Service 200
195 6
IM and Presence Service 5 6

Cisco Unified CM IM and Presence

SIP IM IM and Presence Service

« Cisco SIP Proxy
« Cisco Presence Engine

 Cisco XCP Router

SIP  XMPP IM IM and Presence Service
« Cisco SIP Proxy
« Cisco Presence Engine

 Cisco XCP Router

* Cisco XCP Text Conference Manager

. IM and Presence Service 12.5(1)



IM and Presence Service

1 195 IM
IM
2 196
IM
IM
A
1 Cisco Unified CM IM and Presence > >

2

IM and Presence Service 12.5(1) .



Cisco Jabber Jabber
Cisco Jabber

3
Cisco Jabber
4
5 Cisco Jabber
6
7 [ Save ]
8 Cisco XCP Router Cisco Presence Engine

a) Cisco Unified IM and Presence Serviceability

b) Cisco Presence Engine
c) [Tools 1> [Control Center - Network Services

]
d) Cisco XCP Router

196

195

. IM and Presence Service 12.5(1)



1 Cisco Unified CM IM and Presence >
2
3

* Allow cut & paste in instant messages

4 [ (Save)]

IM and Presence Service 12.5(1) .
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. 199

. 200

. 201

. 205
. 209

* IM and Presence 210

3
IM and Presence Service

XMPP

« Cisco Jabber (
)

IM and Presence Service 12.5(1) .



. XMPP (

IM and Presence Service

10S Android
Jabber
Jabber 12.1 (0)
196
196

http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.ntml  IM and Presence

. IM and Presence Service 12.5(1)
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

. 15,000 OVA
1
201
2 202
3 | Cisco XCP Text Conference Manager Cisco
203 XCP Text Conference Manager
4
204
5 205 IM and Presence Service
1 [Messaging ] > [Group Chat System Administrators
]
2 [Enable Group Chat System Administrators
]

IM and Presence Service 12.5(1) .



Cisco XCP Router

3 [Add New ]
4 IM
IM name@domain
5
6 [ (Save)]

202

1 Cisco Unified CM IM and Presence

. IM and Presence Service 12.5(1)



Cisco XCP Text Conference Manager .

Text
Conference
Text Conference
4
. Maximum number of persistent chat
rooms allowed
. Database connection heartbeat interval (seconds)
. Timeout value for persistent chat
rooms (minutes)
5
6
7 [ (Save)]
Cisco XCP Text Conference Manager 203

Cisco XCP Text Conference Manager

Cisco XCP Text Conference Manager

1 Cisco Unified IM and Presence Serviceability > -

2 IM and Presence

IM and Presence Service 12.5(1) .



3 IM and Presence Service Cisco XCP Text Conference Manager

4 [OK]
5 [Refresh ]
218
204

. Text Conference Manager

Text Conference Manager

ul

http://www.cisco.com/c/en/us/support/
unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
and Presence Service

. IM and Presence Service 12.5(1)
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
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IM and Presence Service
Presence Service

Cisco Unified CM IM and Presence

[ Add New ]

[ Save ]

19:

205

DNS

IM and

IM and Presence Service
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Cisco Jabber

[
Group Chat and Persistent Chat Settings ]

[ Rooms are anonymous
by default ] [
Room owners can change whether or not rooms
are anonymous ]

Text Conference Manager
Text Conference Manager

OVA

OVA 5000 OVA
15000 OVA
25000 OVA
OVA
IMP 15000 OVA

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/uc_system/
virtualization/virtualization-cisco-ucm-im-presence.html

Microsoft SQL Server

HTML + 4000

Microsoft SQL Server 11.5(1) Su3
CSCvd89705

. IM and Presence Service

12.5(1)



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/uc_system/virtualization/virtualization-cisco-ucm-im-presence.html
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/uc_system/virtualization/virtualization-cisco-ucm-im-presence.html

Jabber

Jabber 11.5(1) SU5
11.5(1)SuU
12.0 (1) 12.0(1) Sul
Jabber Jabber
Mobile

Jabber Mobile

11.5 (1)

. Jabber

. Jabber

11.5 (1) SU5
. Jabber
. Jabber
IM
Jabber jabber-config.xml

Cisco XCP Text
Conferencing

Text Conferencing

Cisco XCP Text Conferencing

IM and Presence Service 12.5(1) .



IM&P

5000
2500
5000
2500
5000
5000

Cisco
OVA

https://cucst.cloudapps.cisco.com/landing

IM&P
IM&P
Jabber
1. Cisco Unified CM IM and Presence
2. [ ( )l
3.
4. [
5 [ (Save)]

6. Cisco XCP Text Conference

. IM and Presence Service 12.5(1)


https://cucst.cloudapps.cisco.com/landing

Cisco Text Conferencing

i =

Inter- External Externa]
Cluster |  patabase % Database
External External |
Datab ]
R Cluster 1 \\Dmm Cluster 2 i c/ 8
1 2
Cisco Text Conference Manager
1

IM and Presence Service 12.5(1) .



. IM and Presence

External Inter-
Cluster

N EER

B0 FEN
7

External

Dalaba /
Cluster 1 a QE// \ Cluster 2 /

%

External
Database Database
External
Database

BIrn

IM and Presence

IM and Presence (PChat)

1 / / /

1.

2 2 ( )

3. 3
2. (HA)

2500

3. : 100 IM

1. HA 3500

2. HA 1750

3.1 1 1 1

273
(%) (%)

. IM and Presence Service 12.5(1)



IM and Presence

20: 25K OVA ( )
PChat
=1/ =3/
2 5000 100 % 100 %
5 5000 100 % 58%
10 5000 99% 33%
15 5000 69% 23%
20 5000 53 % 18%
30 5000 36% 12%
50 5000 22% 7%
100 3497 16 % 5%
200 2064 14% 5%
500 926 12% 4%
1,000 482 12% 4%
S
30% 2 /
25K-OVA
10
=3/
= 5000
=33%
=50%
Result:

= 5000 * 33/50 = 3300

IM and Presence Service
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. IM and Presence

21: 15K OVA ( )
PChat
=1
2 5000 100 % 80%
5 5000 100 % 41%
10 5000 67% 22%
15 5000 46 % 15%
20 5000 35% 12%
30 5000 24 % 8 %
50 5000 14% 5%
100 3497 10 % 3%
200 2064 9% 3%
500 926 8% 3%
1,000 482 7% 2%
S
0% 2 /
15K-OVA
=5
=3/
= 5000
= 41%
=50%

Result:

=5000 * 41/50 = 4100

. IM and Presence Service 12.5(1)



IM and Presence

22: 5K OVA ( )
PChat
=1/ =3/
2 5000 94% 31%
5 5000 53 % 18%
10 4654 33% 11%
15 4261 26 % 9%
20 3929 21% %
30 3399 17% 6 %
50 2677 13 % 4%
100 1748 10 % 3%
200 1032 9% 3%
500 463 8% 3%
1,000 241 7% 2%
Y
0% 2 /
5K-OVA
=3/
= 5000
=31%
=50%
Result:

= 5000 * 31/50 = 3100

IM and Presence Service
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. IM and Presence
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. 215

. 218
. 218
. 224
HA
IM and Presence Service Text Conferencing TC
TC Cisco Jabber
HA HA

. HA
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Cisco Text Conference Manager

2

gﬂ; uster 1 \
g B
=

Intercluster

G
Subcluster 2 Q
External
Database

\ Cluster 1 _/J

HA

12.5(1)

Peers

o

Cluster 2

HA

BIAT
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23:

HA

HA B

HA

HA

IM and Presence

IM and Presence

* PostgreSQL
* Oracle

* Microsoft SQL Server

IM and Presence

HA

* PostgreSQL
* Oracle

* Microsoft SQL Server 11.5(1)
SuU2

IM and Presence Service
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HA

HA

202

52

IM and Presence

219

219

IM and Presence Service

. IM and Presence Service

12.5(1)




3
220
4 | Cisco XCP Text Conference Manager Cisco XCP Text Conference Manager
221
5 221
IM and Presence ( Redudancy ) 6
IM and Presence 3 6
IM and Presence HA
3 3
PostgreSQL  Oracle Microsoft SQL Server
IM and Presence
219
IM and Presence Service
1 Cisco Unified CM IM and Presence > >

IM and Presence Service 12.5(1) .



2 [ Add New ]
3
4
5
6 DNS IP
7
8 [ Save ]
9
220
N
1
a) Cisco Unified CM Administration [ System ]>[
Presence Redundancy Groups ]
b)
c)
d [ Save ]
e)
2
a) Cisco Unified CM >
b)

. IM and Presence Service 12.5(1)



Cisco XCP Text Conference Manager .

c) [ Save ]
3 Cisco Unified CM Cisco XCP Text Conference Manager Service
a) >
b)
c) Cisco XCP Text Conference Manager
d)
Cisco XCP Text Conference Manager Service Cisco
XCP Text Conference Manager 221

Cisco XCP Text Conference Manager

Cisco XCP Text Conference Manager

1 Cisco Unified IM and Presence Serviceability > -
2 IM and Presence

3 IM and Presence Services Cisco XCP Text Conference Manager

4 [OK]

5 [Refresh ]

IM and Presence Service 12.5(1) .



\}

Microsoft SQL

11.5 (1)

11.5 (1)

2 IM and Presence
Service

* CREATE TABLE

* CREATE PUBLIC DATABASE LINK

®* GRANT CREATE TABLE TO <user_name>;

®* GRANT CREATE PUBLIC DATABASE LINK TO <user_name>;

* PostgreSQL pg_hba

* IM and Presence

. PostgreSQL
192.168.10.1
pg_hba host dbName username
192.168.10.0/24 password

. IM and Presence Service 12.5(1)



10
11
12

IM and Presence Service [Cisco Unified CM IM and Presence Cisco
Unified CM IM and Presence Administration ]
IM and Presence Service [ System ]>][
Services ] Cisco XCP Text Conference Service
[ Messaging ]>[ External Server Setup ]1>[
External Database Jobs ]
[ Search ]
[ Add Merge Job ]

[ Merging External Databases ]

. Oracle Postgres

. 2 IP
[ Database Type ] [Oracle]

[ Database Type ] [Postgres]

[Feature Feature Tables ] [Text Conference TC ]
[ Validate Selected Tables ]

Cisco XCP Text Conference

[ Validation Details ] [
Merge Selected Tables ]
[ Find And List External Database
Jobs ]
[ Find ]
[ Find ]
[1D]
Cisco XCP Router
IM and Presence Service Cisco XCP Text Conference Service

IM and Presence Service 12.5(1) .



2 IM and Presence
Presence 6

IM and

TC
TC
Cisco XCP

. IM and Presence Service 12.5(1)



Room 3, Node 2

\ Room 4,
am
_—

Room 1, Node 1

Node 2
= Room 2, 4
8 Node 1 External DB 2
< 5
(@] w
= )
&Y/
DB Sync ® @
IM&P cluster
Node 1 sNode 2
Jabber Client, Jabber Client, g
User A User B &
4 2 HA 4
IM and Presence Service
1 2
. 1A 1A . 2A
. 2B
. 1B
1. 4 1A

IM and Presence Service 12.5(1) .




2. TC 1A

3. 90 Server Recovery Manager SRM TC
4, 1B 1A
HA
5. HA
1B
6 1B
7 A
4 2 HA
IM and Presence Service
1
. 1A 1A . 2A
. 2B
. 1B
1 4 1A
2 TC 1A
3 1B 1A
HA
4 HA
1B
5. 1B
6. IM and Presence Service
7. 1A 2A
8 1B
1A
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10.

11.

1B

1B

HA

HA

IM and Presence Service
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. 229

. 231

. 234

. 246

. 247

MFT Cisco Jabber IM and Presence Service
A\
230
303

IM and Presence Service 12.5(1) .



_File sander_

1. Sendar uploads file via HTTP
|= and receives fila URI in responsa =~

| 5
Fila recipiant g
1. HTTP IM and Presence Service
URI
2. IM and Presence Service
3. IM and Presence Service
4. IM IM URI
5. IM and Presence Service  HTTP IM and
Presence Service 6
7
IM
A\
2

. IM and Presence Service 12.5(1)



. IM and Presence Service
FQDN

IM and Presence

* IM and Presence Service IM and Presence Service 1
. Cisco Unified Communications
Manager IM and Presence Service
AFT_LOG
 IPv6 IPv6 33
. IM and Presence Service Cisco XCP File

Transfer Manager
. ext4 SSHv2 SSH

. OpenSSH 4.9

IM and Presence Service 12.5(1) .



 [M and Presence Service 1
60 MB

show fileserver transferspeed CLI

Cisco Unified Communications

Solutions
1
. IM and Presence Service
0 4GB
o1
. 12000 1 100 KB 2 1
8 19.2 GB
« IM and Presence Service /opt/mfFtFileStore/node 1/
. /Tiles/
*3 /chat_type/ im persistent groupchat
. /YYYYMMDD/
. /HH/ 1 1,000
/HH.n/
file_name

. IM and Presence Service 12.5(1)



/opt/mftFileStore/node_1/files/chat_type/YYYYMMDD/HH/File_name

«2014 8 11 1500 1559UTC 1 1 IM

/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name
2014 8 11 16.00 16.59UTC

/opt/mFtFileStore/node_1/files/persistent/20140811/16/file_name

+2014 8 11 16.00 16.59UTC 1001

/opt/mftFileStore/node_1/files/groupchat/20140811/16.1/File_name

\}

IM and Presence Service SSHFS

IM and Presence Service SSH

* IM and Presence Service

* SSHFS IM and Presence Service

. IM and Presence Service
IM and Presence Service

IM and Presence Service 12.5(1) .



IM and Presence Service

. 231

. 231

https://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-installation-and-configuration-guides-list.ntml  IM and Presence Service

1 235 IM and Presence Service

235

237

238

239

6 | IM and Presence Service
240

7 | Cisco XCP File Transfer Manager
242 Cisco XCP File
Transfer Manager

. IM and Presence Service 12.5(1)
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8 243 | IM and Presence Service

9 245

IM and Presence Service
IM and Presence Service 1

IM and Presence Service

https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

Cisco Unified CM IM and Presence > >
[ Add New ]

DNS IP
[ Save ]

IM and Presence Service 12.5(1) .
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231

1 Linux
2 root SSHv2 OpenSSH 4.9

# telnet localhost 22
Trying ::1...

Connected to localhost.
Escape character is "/]".

SSH-2.0-OpenSSH_5.3

# ssh -v localhost
OpenSSH_5.3pl, OpenSSL 1.0.0-fips 29 Mar 2010
debugl: Reading configuration data /root/.ssh/config ...

-.-.debugl: Local version string SSH-2.0-OpenSSH 5.3

3 / /etc/ssh/sshd_config

yes

« RSAAuthentication yes

* PubkeyAuthentication yes

mftuser

SSH

. IM and Presence Service 12.5(1)



237

235

root
mftuser

-m
# useradd -m mftuser

# passwd mftuser

# su mftuser

~mftuser .Ssh

$ mkdir ~mftuser/.ssh/

.ssh authorized_keys

$ touch ~mftuser/.ssh/authorized_keys

SSH
$ chmod 700 ~mftuser (directory)
$ chmod 700 ~/.ssh (directory)

$ chmod 700 ~/.ssh/authorized_keys (file)

Linux SSH

238

IM and Presence Service 12.5(1) .



IM and Presence Service

\}

/ IM and Presence
Service

237

1 root

$ exit
2 IM and Presence Service
/opt/mftFileStore/
# mkdir -p /opt/mftFileStore/

3 /opt/mftFileStore/ mftuser

# chown mftuser:mftuser /opt/mftFileStore/

4 mrtuser mftFileStore

# chmod 700 /opt/mftFileStore/

5 mftuser

# su mftuser

6 /opt/mftFileStore/

. IM and Presence Service 12.5(1)



$ mkdir /opt/mftFileStore/{node 1,node 2,node 3}

. Cisco Unified CM IM and Presence
. IM and Presence Service
3 {node 1,node 2,node 3}
U im groupchat
persistent IM and Presence Service
239
238

$ ssh-keyscan -t rsa host

host FQDN IP
ssh-keyscan -t rsa host

d /etc/ssh/
ssh_host_rsa_key.pub

ssh-keyscan -t rsa host

ssh_host_rsa_key.pub

IM and Presence Service 12.5(1) .



. IM and Presence Service

2 ssh_host_rsa_key.pub ssh-keyscan -t rsa host
FQDN 1P

FQDN IP

hostname ssh-rsa AAAQEAZzRevIQCH1KFAnXwhd5UVEFzJs...
...a7y49d+/Am6+ZxkLc4ux5xXZuelL.3GSGt4rQUy3rp/sdug+/+NIMQ==

3 ssh-keyscan -t rsa host IMand
Presence Service

4 authorized_keys IM and Presence
Service

246

IM and Presence Service 240

IM and Presence Service

239

. FQDN IP

. IM and Presence Service 12.5(1)



~

. User name
Cisco Unified CM IM and Presence > >
[ Add New ]
[ External File Servers ]
241
[ Save ]

Cisco XCP File Transfer Manager 242
Name
128
/1P IP
Host/IP Address o[ /1P Host/IP Address ]

[
External File Server Public Key ]

. Cisco XCP Router

IM and Presence Service 12.5(1) .



. Cisco XCP File Transfer Manager

External File
Server Public Key

$ ssh-keyscan -t rsa host host
IP FQDN
FQDN IP
/

extFileServer.cisco.com ssh-rsa AAAQEAZzRevIQCH1KFANXwhd5UVEFzJs...
...a7y49d+/Am6+ZxkLc4ux5xXZuelL3GSGt4rQUy3rp/sdug+/+NIMQ==

[ /1P Host/IP Address ]
FQDN IP
[ /1P Host/IP
Address ] extFileServer

extFileServer
rsa

/opt/mftFileStore/node_1/
External File
Server Directory

User
Name

Cisco XCP File Transfer Manager

Cisco XCP File Transfer Manager

IM and Presence Service 240

. IM and Presence Service 12.5(1)



N

[Cisco Unified IM and Presence Cisco
Unified IM and Presence Serviceability ]

[ Tools 1> Service Activation ]

Cisco XCP File Transfer Manager

Cisco XCP File Transfer Manager

243

IM and Presence Service
Cisco Unified CM IM and Presence >

244
[ Maximum File Size ] 0 4
GB

Cisco XCP Router

[ Managed File Transfer Assignment ]
a)
b)
[ Save ]

IM and Presence Service 12.5(1) .



[ Save ] [ Node

Public Key ]
6
authorized_keys
a) [ Managed
File Transfer Assignment ] [ Node
Public Key ] IP FQDN
ssh-rsa
YC2EAAAABIWAAAQEAP2g+S2XDEZzptN11S5h5nwV1eKBnfG2pdWeKiLfzu/sFLegiol 1IgA8JBguNY/. . .
- - - 5s+tusrtBBuciCKH5gFXwrsFSOO0A I FRFvwnFqlxmKml SOW2r fOQp+A+G4AMVpTxHgaonw== imp@imp_node
. [ File
Transfer Type ] | Disabled ] [ Peer-to-Peer ]
L]
b) mftuser
~mftuser/ .ssh/authorized_keys
authorized_keys
IM and Presence Service
C) authorized _keys
7
RTMT
307
8 Cisco XCP Router

Cisco XCP Router

245

. IM and Presence Service 12.5(1)



Disabled

11
11
11

IM and Presence Service

243

IM and Presence Service

10.5(2)

1250



a) Cisco Unified CM IM and Presence >
b) [ External Database Status ]
2 IM and Presence Service
a) Cisco Unified CM IM and Presence >
b)
/

/etc/ssh/ssh_host_rsa_key

/etc/ssh/ssh_host_rsa key.pub

$ ssh-keygen -t rsa -b 2048

2
FQDN IP
hostname ssh-rsa AAAAB3NzaC1lyc... Linux
FQDN
$ ssh-keygen -t rsa -b 2048
$ ssh-keyscan hostname
3 IM and Presence Service

[ External File Server Configuration ]
External File Server Public Key ]

. IM and Presence Service 12.5(1)



SSH

ping

Authorized_key

IM and Presence Service

SSH

SSHD

303
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Multiple Device

« Multiple Device Messaging
» Multiple Device Messaging
» Multiple Device Messaging
* Multiple Device Messaging
 Multiple Device Messaging
« Multiple Device Messaging

Multiple Device Messaging

Multiple Device Messaging MDM
1 1

cC

MDM

MDM

Multiple Device Messaging

19

Messaging
249
249
250
250
251
252
253
253
IM
MDM
IM
IM
MDM
Jabber
199

IM and Presence Service 12.5(1) .



. Multiple Device Messaging

\}

Multiple Device Messaging

25,000 2

Jabber

Jabber

Multiple Device Messaging

Multiple Device Messaging

[Cisco Unified CM IM and Presence

Cisco Unified CM IM and Presence Administration ]

[ System ]>[ Service Parameters ]
[ Server ] [IM and Presence Service IMand
Presence Service Publisher ]
[ Service ] [Cisco XCP Cisco
XCP Router (Active) ]
Multi-Device Messaging
[ Save ]
Cisco XCP Router
a) Cisco Unified IM and Presence Serviceability >
b) IM and Presence
c) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco

XCP Router ] [

Multiple Device Messaging

Alice

1. Alice Jabber

. IM and Presence Service

(Restart)]

MDM

Jabber



Multiple Device Messaging .

2. Alice Bob IM
Alice
Y
IM MDM Jabber
Jabber
Jabber

3. Alice 20 Bob

4. Alice 3 Colin 3
Alice 2
5. Colin Alice Bob
6. Alice Bob Colin
7. Alice

Multiple Device Messaging

Multiple Device Messaging

1. Alice Jabber Bob
Jabber
2. Jabber
3. Jabber
4. Bob Alice Alice Jabber
Alice Bob

IM and Presence Service 12.5(1) .



. Multiple Device Messaging

5.
* <ig>
. Alice <message>
D
5
6. Alice Jabber
Bob Alice
Multiple Device Messaging
Multiple Device Messaging MDM
24 : Multiple Device Messaging
Cisco Jabber MDM 11.7 Jabber
MDM
Expressway MRA Cisco Expressway IM and Presence Service
MRA MDM
Expressway X8.8

. IM and Presence Service 12.5(1)



Server Recovery Manager

IM and Presence Service
Multiple Device Messaging

Cisco Server Recovery Manager

2

Multiple Device Messaging

MDM

Multiple Device Messaging MDM

Cisco XCP MDM

MDMSessions

MDM

MDMSilentModeSessions

MDMQuietModeSessions

MDMBufferFlushes

MDM

MDMBufferFlushesLimitReached

MDM

MDMBufferFlushPacketCount

MDMBufferAvgQueuedTime

MDM

CPU )

(MDM)

IM and Presence Service
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Jabber (ISM) IM&P
. ISM
. ISM
. ISM : HA

* Spark Interop JSM
JSM

» JsmClientSessionsActive
» JsmPhantomSessionsActive
» JsmHybridSessionsActive

JSM JSMSessionsExceedsThreshold
JSM OVA

80% 10
(RTMT) JSMSessionsExceedsThreshold

RTMT
JSMSessionsExceedsThreshold RTMT
10 (RTMT)] [ > > Alert Central]
2 [IM (IM and Presence)] JSMSessionsExceedsThreshold
3 JSMSessionsExceedsThreshold [ / (Set
Alert/Properties)]
4 [ Enable Alerts ]
5 JSM
80%
6 [ (Save)]
7 10

. IM and Presence Service 12.5(1)



8 [ (Next)]
9 [ (Save)]
JSM
JSM
OVA JSM OVA
15

5K OVA 7.5K

15K OVA 225k

25K OVA 375k

\}
1.
JSM 50%
2. HA JSMSessionsExceedsThreshold
RTMT
CPU CPU
IM&P
IM&P

IM and Presence Service 12.5(1) .




. IM and Presence Service 12.5(1)



CM

257

258
259
Active Directory 264
267

Cisco Unified Communications Manager

LDAP Cisco Unified
[ User Groups ]
Cisco Jabber
Cisco Jabber LDAP
Jabber LDAP
Windows Microsoft Active Directory LDAP

IM and Presence Service 12.5(1) .



Cisco Jabber
Cisco Jabber
LDAP LDAP
Microsoft Active Directory
L] = +
. Cisco Jabber
LDAP
LDAP System Configuration
Guide for Cisco Unified Communications Manager Import Users from LDAP Directory
* Cisco DirSync
 LDAP
. LDAP [LDAP (LDAP Directory

Synchronization Schedule)]

. IM and Presence Service 12.5(1)



LDAP
Microsoft Active Directory
1| LDAP LDAP
259
2 Cisco Jabber Microsoft Active
260 Directory
3 261 Cisco Jabber
4 263 Cisco Unified
Communications Manager
LDAP
S

LDAP System Configuration Guide for Cisco
Unified Communications Manager LDAP

IM and Presence Service 12.5(1) .


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
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Unified Communications Manager LDAP
1 [Cisco Unified CM Cisco Unified CM Administration ] >
LDAP > LDAP
2 [ Find ] LDAP
3 [ Synchronize ] [ Usersand Groups |
4 [LDAP LDAP Directory configuration ]
51 (Save)]
LDAP
1 Cisco Unified CM [ System ]>[ Enterprise
Parameters ]
2 [ User Management Parameters ] [Cisco IM and Presence
Directory Group Operations on Cisco IM and Presence ] [
Enabled ]
3 [ Maximum
Enterprise Group Sized to allow Presence Information ]
1 200 100
4 [ Syncing Mode for Enterprise Groups ]
LDAP [ None ] [ Differential Sync ]
[ Full Sync ]

. IM and Presence Service 12.5(1)



51 (Save)]
Cisco Jabber
LDAP
S
Microsoft Active Directory
S
Cisco Unified Communications Manager LDAP
1
261
LDAP
2 | LDAP LDAP LDAP
262
3 Cisco
Jabber 263
Cisco Jabber
LDAP
1 [Cisco Unified CM Cisco Unified CM Administration ]
> LDAP > Idap
2 [ Add New ]

IM and Presence Service
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B o

3 [ FilterName ] syncSecurityGroups
4 [ Filter ] (&(objectClass=group) (CN=*))
51 (Save)]
LDAP
LDAP

\}

LDAP Cisco Unified Communications Manager LDAP
S
LDAP System Configuration Guide
for Cisco Unified Communications Manager Configure End Users
261
1 Cisco Unified CM [ System ]>[LDAP LADP ]>][LDAP
LDAP Directory ]
2
o[ Add New ] LDAP
o[ Find ] LDAP
3 [ LDAP LDAP Custom Filter for Groups ]
4 [ Save ]
5 [LDAP LDAP Directory Configuration ]

. IM and Presence Service 12.5(1)



Cisco Jabber .

6 [ Perform Full Sync Now ]
LDAP
Cisco Jabber
Cisco Jabber LDAP
\
Cisco Jabber
System Configuration Guide for Cisco Unified Communications Manager Configure

Service Profiles

LDAP 262
1 [ Service Profile Configuration ]
2 [ Find ] Jabber
3 [ Directory Profile ] [Jabber

Allow Jabber to Search and Add Security Groups ]

4 [ Save ]
Cisco Jabber

5 Cisco Jabber

Cisco Unified Communications Manager

IM and Presence Service 12.5(1) .



. Active Directory

1 Cisco Unified CM [ User Management ]>[ User Settings ]>
[ User Group ]
[ / Find and List User Group ]
2 [ Find ]
3
[ User Group Configuration ]
4 [ Find ]
[ End User Configuration ]

Active
Directory

Active Directory 2
[
Cisco Intercluster Sync Agent 1
UserGroup UserGroupMember UserGroupWatcherL.ist
1
1 2  Microsoft Active Directory

Cisco Intercluster Sync Agent

. IM and Presence Service 12.5(1)



Active Directory .

8: 1
Microsoft
A}mhfe Dlneclor\y
DN: de=cisco, de=com
Microsoft
Active Directory
DN: ou=engineering,de=cisco,de=com
Microsoft Microsoft
Active Directory Active Directory
pd kY T T

DN: ou=us cu=gnginesring de=cisco de=com DN: ou=gmea,ou=engingering,de=cisco,de=com

Cluster 1 - Sync Users and Cluster 2 - Sync Users and
Groups from Microsoft| Groups from Microsoft
Active Directory Cisco Cisco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Preaence‘ IM and Préeme . IM and Presence IM and Presence
Service koo b G g™ | | Senvice -
I - AXL query usersigroups -
’ T from cluster 1
IM and Presence IM and Presence é
Service Service ]
2
1  Microsoft Active Directory
2 Microsoft Active Directory
Cisco Intercluster Sync Agent 1 2
1
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>
[ Presence ]1>[ Inter-Clustering ]
[ LDAP Enterprise Groups LDAP
Configuration ] [ No
conflict found ]
[ Enterprise GroupConflicts ]
[ details ]

IM and Presence Service 12.5(1) .



Active Directory

9: 2
Microsoft
Active Directory
DN: de=cisco,do=com
Microsoft Microsoft
Active Directo) Active Directol
e Timcion. s
DI: ou=engineering, de=cisco,de=com DI: ou=engineering,de=0isco,de=com
Cluster 1- Syne Users and Cluster 2 - Sync only Users
Groups from Microsoft from Microsoft
Active Directory Ty P Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Syne Agent
IM and Presence| IM and IM and
Service AXL gel users lrom Service Service
- cluster2 - y
i AL get usersigroups i
S jom cluster 1 —

IM and Presence B
Service g
ﬁ

IM and Presence Service

12.5(1)




25:

Cisco Jabber Cisco Jabber [
Block everyone ]
Jabber IM and Presence

IM and Presence

Cisco Jabber Andy Jabber
[ Block everyone ]
Andy Jabber
Jabber Andy
Andy
* Bob Bob  Andy
IM
Andy
« Carol Carol
IM
« Deborah

Deborah Andy

Deborah  Andy Andy

Deborah  Andy
Andy
Andy IM

CSCvg48001

Andy

IM

IM and Presence Service 12.5(1) .




10.x

11.0(1)

10.x
10.x
11.0(2)
10.x
10.x
10.x

Microsoft Active Directory Unified Communications
Manager 15000
1 200
[Cisco Unified CM IM and Presence
Administration] > [ System ]>]

Service Parameters ]

160,000

Microsoft Active
Directory

IM and Presence Service

IM and Presence Service

. IM and Presence Service

12.5(1)




Microsoft Office Communications
Server

Microsoft Office Communications Server
IM and Presence Service

LDAP

[LDAP LDAP Directory
Configuration ]
[ Users and Groups ]
[ UsersOnly ]

Cisco Intercluster Sync Agent

LDAP
Cisco Intercluster Sync Agent
Cisco Jabber
Cisco Intercluster Sync Agent 30

LDAP

Cisco Unified Communications Manager
Cisco Unified Communications
Manager

IM and Presence Service 12.5(1) .



OVA

. IM and Presence Service

B
A Active Directory 160 k
IM and Presence Service 15K OVA 15K
15K OVA
13
B Active Directory 160 k
IM and Presence Service 25K OVA 25K
25K OVA
8
200
2
12.5(1)




. 271

. 271

. 272

. 272

. 273

IM and Presence Service
Cisco Unified CM IM and Presence
Administration

zZip
273

IM and Presence Service 12.5(1) .



IM and Presence Service
SAML SSO

IM and Presence Service IM and Presence
branding.zip

1 Cisco Unified IM and Presence OS

2 [ Software Upgrades ]>[ Branding ]
3 branding.zip

4 [ Upload File ]

51 Enable Branding ]

utilsbranding enable CLI

7 IM and Presence Service

IM and Presence Service

1 Cisco Unified IM and Presence OS

. IM and Presence Service 12.5(1)



2 [

31

26:

Software Upgrades ]>[ Branding ]

Disable Branding ]
utils branding disable CLI

IM and Presence Service

Branding.zip

branding.zip

Branding (folder)
cup (folder)
BrandingProperties.properties (properties file)
brandingHeader.gif (652*1 pixel)
ciscoLogol2pxMargin.gif (44*44 pixel)

IM and Presence Service 12.5(1) .



Branding(folder)
cup (folder)
BrandingProperties.properties (file)
brandingHeaderBegLTR.gif (652*1 pixel image)
brandingHeaderBegRTR.gif (652*1 pixel image)
brandingHeaderEndLTR.gif (652*1 pixel image)
brandingHeaderEndRTR.gif (652*1 pixel image)
brandingHeaderMidLTR.gif (652*1 pixel image)
brandingHeaderMidRTR.gif (652*1 pixel image)
ciscoLogol2pxMargin.gif (44*44 pixel image)

[Cisco Unified CM IM and Presence Administration]

10:

© @0
Q0 X ()

A Web Page

Ay
393438
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11:

<3 C> X Q {https://

Unified CM IM and Presence Administration

(g >Unified CM IM and Presence Administration
3 >System Version: Version number
¥~ VMware Installation: Installation detais

*
303435

27:

1 Company Logo IM and Presence Service

44x44

ciscoLogol2pxMargin.gif 44*44

2 Unified CM IM and Presence | header.heading.color
Administration

e brandingHeaderBegLTR.gif
652 x 1

e brandingHeaderBegLTR.gif
652 x 1

IM and Presence Service 12.5(1) .



e brandingHeaderMidLTR.gif
652 x 1

e brandingHeaderMidLTR.gif
652 x 1

* brandingHeaderMidRTR.gi T
652 x 1

5
e brandingHeaderEndLTR 652 x 1
e brandingHeaderEndRTR 652 x 1
6 header.navigation.color
7 [ Go ] header.go.font.color
header.go.background.color
header.go.border.color
8 splash.login.text.color
9 [ Login ] splash.button.text.color
Reset ] splash.button.color
10 splash.hex.code.3
11 splash.hex.code.2
12 Banner splash.hex.code.1
13 header.text.bold.color

. IM and Presence Service

12.5(1)




14 [ Search ] [ header.link.color
About ] [ Logout ]
15 header.divider.color
16 Unified CM IM and Presence splash.login.text.color
Administration
17 VMware splash.version.color

header._navigation.color="#FF0000"

header._navigation.color

IM and Presence Service

BrandingProperties.properties
HTML 16
#6

""#FF0O000™
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 Microsoft Outlook 279

. 279

. 280

» Remote Call Control 280

Microsoft Outlook

Microsoft Outlook / IM and Presence Service
IM and Presence Service
Microsoft Exchange Server Office 365
Microsoft Outlook http://mwww.cisco.com/c/en/us/

support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
IM and Presence Service Microsoft Outlook

IM and Presence Service IM and Presence Service
2
. IMand Presence Service
IM Microsoft Google
IBM AOL IM and Presence Service
. IM and Presence
Service  Microsoft Microsoft Lync

IM and Presence Service 12.5(1) .
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IM and Presence Service
Microsoft Lync

http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.ntml  Cisco Unified Communications Manager
IM and Presence Service Cisco Unified
Communications Manager 1M and Presence Service

IM and Presence Service

IM
IM

. Ad-hoc

* IM Compliance

* IM Compliance
IM http://www.cisco.com/c/en/us/support/
unified-communications/unified-presence/products-installation-and-configuration-guides-list.html  Cisco
Unified Communications Manager IM and Presence Service

Remote Call Control
RCC Microsoft Lync
IM Cisco

Unified IP Phone Cisco IP Communicator Microsoft
Lync Lync IM and Presence Service
Cisco Unified Communications Manager Lync
Remote Call Control http://www.cisco.com/c/en/us/support/unified-communications/

unified-presence/products-installation-and-configuration-guides-list.html ~ Microsoft Lync

. IM and Presence Service 12.5(1)
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Remote Call Control .

IM and Presence Service on Cisco Unified Communications Manager
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. Remote Call Control
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285

303

313

329

347
365
373

381

393

413

427






. 285

. 286

. 287

. 301

IM and Presence Service

IM and Presence Service

IM and Presence Service

IM and Presence Service 12.5(1) .



1

* conference
* X
¢ clusterid

* domain

199

. IM and Presence Service

conference-3-mycup.cisco.com

roomj id@conference-3-mycup.cisco.com

2

conference-x-clusterid.domain

conference-3-mycup.cisco.com

congerence-x-clusterid.domain

12.5(1)



288

289

Text Conferencing
Report 289 Text Conferencing Report

Cisco Unified IM and
Presence Serviceability

> -
* 290 Cisco XCP Text Conference
Manager
290
. 292
. 293
. 294
295

. 296

296

IM and Presence Service 12.5(1) .



297

300

1 Cisco Unified CM IM and Presence

3 [ Save ]
4 Cisco Unified IM and Presence Serviceability

IM and Presence Service 12.5(1)




5 Cisco XCP Text Conference Manager

1 Cisco Unified CM IM and Presence >
2
. IM and Presence Service
( )
. IM and Presence Service
( )
31 (Save)]

Text Conferencing Report

Text Conferencing Report

1 Cisco Unified CM IM and Presence Administration
2 >

[ Find ]

o o1 B~ W

IM and Presence Service 12.5(1) .



1 Cisco Unified CM IM and Presence >

2 [ Maximum
number of rooms allowed ] 5500

3 [ (Save)]

1 Cisco Unified CM IM and Presence >

2

3 [ Save ]

4 Cisco Unified IM and Presence Serviceability > -

5 Cisco XCP Text Conference Manager

. IM and Presence Service 12.5(1)



28:

Rooms are for members only
by default

Only moderators can invite people to
members-only rooms

Room owners can change whether
or not rooms are for members only

Room owners can
change whether or not only moderators
can invite people to members-only
rooms

IM and Presence Service 12.5(1) .



Users can add
themselves to rooms as members

Room owners can change
whether users can add themselves to

rooms as members

1 Cisco Unified CM IM and Presence

w

[ Save ]
4 Cisco Unified IM and Presence Serviceablity

5 Cisco XCP Text Conference Manager

Members and
administrators who are not in a room are still visible

in the room

. IM and Presence Service 12.5(1)



Room owners can
change whether members and administrators who
are not in a room are still visible in the room

1.0
Rooms are backwards-compatible with
older clients

Room owners can change
whether rooms are backwards-compatible with older

clients

Rooms are
anonymous by default Jabber ID

Jabber ID
Room owners can
change whether or not rooms are anonymous

[How many users can be in a
room at one time ]
1000

IM and Presence Service 12.5(1) .



2 [How many hidden users can be in a

room at one time ]
1000

3 [Default maximum occupancy

foraroom 1

50 1

4 [Room owners

can change default maximum occupancy for a room

]

51 (Save)]

1 [Lowest participation level a user can have to send a private message from within the room

]

« [Participant ]

» [Moderator ]

[Room owners can change the lowest participation level a user can have to send a private message
from within the room

. IM and Presence Service 12.5(1)



[Lowest participation level a user can have to change a room's subject

]

a) [Participant ]

b) [Moderator ]

[Room owners can change the lowest participation level a user can have to change a room’s
subject

]
XHTML
[Remove all XHTML formatting from messages XHTML
]
XHTML [Room owners can
change XHTML formatting setting XHTML
]
7 [ (Save)]

[Rooms are moderated by default

[Room
owners can change whether rooms are moderated by default

]

30 (Save)]

IM and Presence Service 12.5(1) .



1 [Maximum number
of messages that can be retrieved from the archive

] 100
2
[Number of messages in chat history displayed by default
] 15
1
3
[Room owners can change the number of messages displayed in
chathistory ]
4 [ (Save)]
S
1 Cisco Unified CM IM and Presence Administration >
2 [ Set to Default ]
3 [ (Save)]

. IM and Presence Service 12.5(1)



297

298

conference-x-clusterid.domain naming convention

285

1 Cisco Unified CM IM and Presence >
2
[Messaging 1> [Group Chat Server Alias Mapping
]
[Primary Group Chat Server Aliases
]

IM and Presence Service 12.5(1) .



XCP Text Conference Manager

203

Server Aliases

298

DNS DNS
Cisco
Cisco XCP Text Conference Manager
conference-x-clusterid.domain [Conference
]
ID

newalias.domain
Cisco Unified CM IM and Presence >

. IM and Presence Service

12.5(1)



297
Cisco Unified CM IM and Presence >
[ Find ]
[ ]
a) [ Add New ]
b)
c)
d [ Save ]
a)
b)
« Cisco XCP Text Conference Manager Cisco XCP Text Conference Manager
203
. IM and Presence
DNS DNS

IM and Presence Service 12.5(1) .



Manager

Cisco XCP Text Conference

Text Conference TC

samecup

. IM and Presence Service

Cisco Unified CM IM and Presence Administration

> >
CupNode

90

90
90

90

MA
12.5(1)



. AFT

9 ClearExtDB

Autocleanjob

. ID FQDN ID [
1>1 ] FQDN
ID
. FQDN [ 1>
] FQDN
. DNS
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. 303

. 304
. 304
IM and Presence Service
1 1 IM
IM
. IM
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. uTC

Cisco XCP Router

Real-Time Monitoring Tool

Cisco XCP Router

229

1|AFT_LOG SQL
305

AFT_LOG

307

RTMT

3 | XCP File Transfer Manager
307

. IM and Presence Service 12.5(1)



AFT_LOG sQL B

4
310
AFT_LOG SQL
AFT_LOG
A\
SQL 306
1 1M and Presence Service (CLn

SELECT file path
FROM aft log

WHERE method="Post® AND timestampvalue > "2014-12-18 11:58:39";

/opt/mFtFileStore/node 1/files/im/20140811/15/file_namel
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name2
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name3
/opt/mftFileStore/node_1/files/im/20140811/15/file_named

/opt/mftFileStore/node_1/files/im/20140811/15/file_name99
/opt/mfFtFileStore/node_1/files/im/20140811/15/file_namel00

2 rm
SQL Cisco Unified Communications Manager IM and
Presence Service

IM and Presence Service 12.5(1) .



/
307
SQL Cisco Unified
Communications Manager IM and Presence Service
)
/
DELETE

FROM aft log

WHERE method = "Post";

DELETE
FROM aft log

WHERE jid LIKE "<userid>@<domain>%" AND method =
“Get";

DELETE
FROM aft log

WHERE method = "Post®™ AND timestampvalue >
'12014-12-18 11:58:39';

308

. IM and Presence Service 12.5(1)




RTMT
1 Cisco Unified CM IM and Presence Administration >
2 [Cisco XCP File Transfer Manager]
3
% XcpMFTEXxtFsFreeSpaceWarn
10%
% XcpMFTEXxtFsFreeSpaceWarn
15%
Cisco XCP Router Cisco XCP File Transfer Manager
4 [ Save ]
5 Cisco XCP Router
a) [Cisco Unified IM and Presence Cisco Unified IM and Presence
Serviceability ] [ Tools 1> -
Control Center - Network Services ]
b) IM and Presence
c) IMand Presence Services Cisco XCP Router
XCP File Transfer Manager 307

XCP File Transfer Manager

IM and Presence Service 12.5(1) .



1 Cisco Unified IM and Presence Serviceability

2 [Alarm
3
4

70 Save ]

] > [Configuration ]

IM and Presence Services

Cisco XCP File Transfer Manager

308

IM and Presence Service
IM and Presence Service

Real-Time Monitoring Tool

file_size  bytes_transferred

. IM and Presence Service

12.5(1)



29:

XcpMFTExtFsMountError

Cisco XCP File Transfer
Manager

External File Server Troubleshooter

XCpMFTEXxtFsFreeSpaceWarn

Cisco XCP File Transfer
Manager

XcpMFTDBConnectError

Cisco XCP

XcpMFTDBFullError

Cisco XCP File Transfer
Manager

30:

Real-Time Monitoring Tool

Cisco XCP MFT

MFTBytesDownloadedLastTimeslice

60

IM and Presence Service

1250



MFTBytesUpoadedLastTimeslice
60
MFTFilesDownloaded
MFTFilesDownloadedLastTimeslice
60
MFTFilesUploaded
MFTFilesUploadedLastTimeslice
60
1 Cisco Unified CM IM and Presence Administration
2 > >
3 DB
4
samecup

CupNode

. IM and Presence Service 12.5(1)



5 90
90
6
7 90
90
8
. MA
. AFT

9 ClearExtDB

Autocleanjob
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. 313

. 315
* BLF 327
IM and Presence Service IM and Presence Service
. ID URI
. ID URI
Cisco Unified Communications Manager
413
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ID URI

« SIP
IM and Presence Service
IM and
Presence Service 1

Cisco Jabber

* XMPP IM and Presence Service

Cisco Jabber

Jabber

IM and Presence Service Cisco Jabber

Cisco Jabber

ID URI

ID URI

URI

. IM and Presence Service 12.5(1)



IM and Presence Service ID URI

* Cisco IM and Presence Data Monitor

Cisco IM and Presence Data Monitor Active
Directory IM and Presence Service ID
URI
Cisco Unified Real-Time Monitoring Tool
UserID DuplicateDirectoryURI
URI ID
10
Cisco Unified CM IM and Presence
>
. CLI URI ID
utils users validate all CLI
1
316
2 Cisco IM and Presence Data Monitor
317
URI ID
3 URI ID
319

IM and Presence Service 12.5(1) .



4 | CLI ID URI
URI 320 ID
CLI
5 324 | IM and Presence
A\
Cisco Jabber
1 Cisco Unified CM IM and Presence >
2
|
. IM and Presence SIP
. IM and Presence
SIP
XMPP
30 Save ]

4 Cisco XCP Router

IM and Presence Service  SIP

. IM and Presence Service 12.5(1)



URI ID Cisco IM and Presence
Data Monitor Cisco Unified
Real-Time Monitoring Tool
\)
URI ID
1 ID URI Cisco IM and Presence Data Monitor
317
active directory
( Uri
Id )
2 Data Monitor
318 URI
ID
Real-Time

Monitoring Tool

3 319 DuplicateDirectoryURI
DuplicateUserid

Cisco IM and Presence Data
Monitor

URI

Cisco IM and Presence Data Monitor
URI ID
Real-Time Monitoring Tool

IM and Presence Service 12.5(1) .



Cisco IM and Presence Data Monitor

Cisco Unified IM and

Presence Serviceability [ - ]
1 Cisco Unified CM IM and Presence >
2 Cisco IM and Presence Data Monitor
3 5 1440( )

30
4 [ Save ]
DuplicateDirectoryURI DuplicateUserid alarm
318

Data Monitor URI ID
1 Real-Time Monitoring Tool [ Alert Central ]
2 [ System ]>][ Tools 1> Alert 1>[

Config Email Server ]
3 [ Mail Server Configuration ]
4 [OK]
319

. IM and Presence Service 12.5(1)



10

DuplicateUserID DuplicateDirectoryURI
Real-Time Monitoring Tool

Real-Time Monitoring Tool [ System ]

IM and Presence

DuplicateUserid

> >
[ AlertAction ]
[ Edit ]
[ Alert Action ]
[ Alert Action ]

[ Enable ]

[OK]

Cisco Unified CM IM and Presence GUI
ID URI

1 Cisco Unified CM IM and Presence Administration

IM and Presence Service

318

AlertCentral ]
DuplicateDirecytoryURI
Default ]

[OK]

Recipients ]

1250



B« ID

URI

URI [User Troubleshooter
ID
URI
URI
URI
ID
ID Exchange Calendar

Cisco Unified Communications Manager

[User ID ID ]
URI ] LDAP
LDAP

Cisco Unified Communications Manager [

LDAP
CLI ID
320
CLI ID URI
ID
1
2
e utils users validate all ID
e utils users validate userid ID

. IM and Presence Service

12.5(1)

[Problem

[Directory URI

End User Configuration ]

LDAP

URI

URI

URI



ID URICLI B

e utils users validate uri URI
CLlI URI / ID
URI CLI
321
Cisco Unified Communications Manager [ ]
LDAP LDAP
URI CLI
ID URI IM and
Presence Service CLI utils users validate { all | userid | uri
}
URI
URI

aaa@bbb.ccc  AAA@BBB.CCC
2 URI

CLI
Unified Communications Solutions

ID CLI

Users with Duplicate User IDs

User ID: user3
Node Name
cucm-imp-1
cucm-imp-2

URI CLI

Users with No Directory URI Configured

Node Name: cucm-imp-2
User 1D
user4

Users with Invalid Directory URI Configured

Node Name: cucm-imp-2
User 1D Directory URI
userl asdf@ASDF@asdf@ADSF@cisco

Users with Duplicate Directory URIs

IM and Presence Service

Command Line Interface Guide for Cisco

1250



ID URI

Directory URI: userl@cisco.com
Node Name User ID
cucm-imp-1 user4
cucm-imp-2 user3

ID URI

Cisco IM and Presence Data Monitor Active IM
and Presence Service ID URI
ID URI
ID URI
Real-Time
Monitoring Tool Real-Time Monitoring Tool

DuplicateDirectoryURI

URI IM
URI

DuplicateDirectoryURIWarning

userlID@ Default_Domain IM

URI
DuplicateUserid
1

ID

InvalidDirectoryURI
URI IM
1 URI
InvalidDirectoryURIWarning
user 1D@Default_Domain IM Adress
1 URI

Command Line Interface

10
Command Line Interface
Command Line Interface Guide for Cisco Unified
Communications Solutions

. IM and Presence Service 12.5(1)



ID URI B

URI

ID

Cisco Unified Communications Manager Administration Guide

URI

31: ID URI

URI

DuplicateUserid

DuplicateUserid

URI

URI

* DuplicateDirectoryURI

¢ DuplicateDirectoryURIWarming

URIIM

DuplicateDirectoryURI

URI

userlID@Default_Domain IM

URI

DuplicateDirectoryURIWarning

IM and Presence Service
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URI 1 URIIM

URI
user@domain URI
URI

InvalidDirectoryURI

useriID@Default_Domain IM

¢ InvalidDirectoryURI URI

* InvalidDirectoryURIWarning | InvalidDirectoryURIWarning

IM and Presence

Cisco AXL Web Cisco SIP Proxy Cisco Presence Engine
Cisco Unified Serviceability

1 [Cisco Unified CM Cisco Unified CM Administration ] [ User
Management ]>[ End Users ]

2

3

. IM and Presence Service 12.5(1)



32:
Description ]
[User Status]
« Available
. Away
e Custom
ID ID
ID
128
[
] [ ]
1

IM and Presence Service
IM and Presence
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. IM and Presence Service

[ Description ]
Watchers
[
] [ ]
IM and Presence Service
IM and Presence
IM and Presence Service
IM and Presence
AXL
IM and Presence
12.5(1)




BLF

BLF B

IM and
Presence Service

. A B
IM and Presence Service
B A
* IM and Presence Service B
B
. B B
A
. A
B
B
B
ask me
IM and Presence t
[ ]

IM and Presence

IM and Presence Service 12.5(1) .



B s-

. IM and Presence Service
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. 329

. 329
. 331
IM and Presence Service IM and Presence
Service (Cisco Unified Communications Manager IM )
IM and Presence
IM and Presence

109

IM and Presence Service 12.5(1) .



33:

1.

2.

3.

IM and Presence Service
Cisco Unified CM IM and Presence Administration

[ Centralized Deployment ]
[ (Find)]

o[ AddNew ]

. (Peer Address)
FQDN IPv4
* AXL (AXL Username)

« [AXL AXL Password ]

[ Save ]

System ]>

IPv6

AXL

AXL

IM and Presence

IM and Presence

175

. IM and Presence Service

12.5(1)




Cisco Unified Communications Manager
IM and Presence Service IM and Presence

* |M and Presence Central Cluster
IM and Presence

. IM and Presence

IM and Presence

329
34:
IM and Presence
1 csv
333
2 334
IM and Presence  UC IM and
3 Service 335 Presence
IM and Presence
uc
IM and Presence
4 336 IM and Presence UC
5 IM
336 and Presence

IM and Presence Service 12.5(1) .



IM and Presence
OAuth
6 338 OAuth
IM and Presence
7 338
339
8
Cisco Intercluster Sync Agent IM and Presence
9 339 Cisco Intercluster
Sync Agent
IM and
10 IM and Presence Presence Service
340
LDAP LDAP
11 341
12 343 csv
Cisco Intercluster Sync Agent Cisco
13 344 Intercluster Sync Agent

. IM and Presence Service

12.5(1)




a)

b)

IM and Presence
14 344
(
15 345 )
IMand Presence
csv
2
. IM and Presence IM
. IM
Cisco Unified CM  IM and Presence
. (Bulk Administration) > (Contact
List) > (Export Contact List)

(Bulk Administration) >

(Non-presence Contact List) >
(Export Non-presence Contact L.ist)

(Find)

(Next)

IM and Presence Service 12.5(1) .



5
6 [ Submit ]
>
7 Csv
a) (Bulk Administration) > / (Upload/Download
Files)
b) [ Find ]
c)
d)
8 CsVv
334
1 Cisco Unified Communications Manager
2 Cisco Unified CM Administration [ System ]>[ Presence
Redundancy Groups ]
3 (Find)
4
5[ Save ]

. IM and Presence Service 12.5(1)



IM and Presence  UC Service .

IM and Presence  UC Service 335

IM and Presence  UC Service

IM and Presence Service
ucC IM and Presence
IM and Presence Service

1 Cisco Unified CM
2 [ User Management > User Settings ]>[UC ucC

Service ]
3

a) [ Find ]

by [ Add New ] uc
4 JUC UC Service Type ] [IM and Presence]

[ Next ]
51 Product type ] [IM and Presence
IM and Presence Service ]
6 [ Name ]
7 /1P IM and Presence
IPv4 IPv6
8 [ Save ]
9 /1P
2 IM and Presence Service
IM and Presence 336

IM and Presence Service 12.5(1) .



. IM and Presence

IM and Presence

Cisco Unified CM [

Settings ]>[

a) [ Find ]
by [ Add New ]

IM and Presence Profile

IM and Presence

IM and Presence Service

User Management ]>[ User

Service Profile ]

IM and Presence Service

a)
b)

4 [ (Save)]

and Presence

. IM and Presence Service

LDAP

IM and Presence Service

12.5(1)

336



LDAP
LDAP
Unified CM IM and Presence
* LDAP LDAP
LDAP Cisco Unified
Communications Manager (Configure End Users)
1 Cisco Unified CM Administration (Query) > (Bulk Administration) >
(Users) > (Update Users) > (Query)
2 ( Home Cluster Enabled) (Find)
3 [ Next ]

 Unified CM IM and Presence
IM and Presence

e UC —

IM and Presence Service
IM and Presence

IM and Presence Service 12.5(1) .



OAuth

Expressway MRA https://www.cisco.com/c/en/us/support/

unified-communications/expressway-series/

products-installation-and-configuration-guides-list.html  Cisco Expressway
Remote Access

5
6 (Run Immediately)
7 [Submit] :
OAuth 338
OAuth
OAuth

IM and Presence OAuth
1 Cisco Unified CM
2 >
3 SSO OAuth OAuth
4 Save

IM and Presence
1 Cisco Unified CM
2 [System 1> [Presence Redundancy Groups
3 (Find)

. IM and Presence Service 12.5(1)


https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html

5[ Save ]

Cisco Intercluster Sync Agent 339

IM and Presence

1 IM and Presence Service

2 Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)
3 (Find)
4 [ Delete ]
5 Cisco XCP

a) Unified IM and Presence Serviceability (Tools) >

- (Control Center - Network Services)
b) (Go)
c) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco
XCP Router ] [ (Restart)]

6

Cisco Intercluster Sync Agent

IM and Presence Cisco Intercluster Sync Agent

1 Cisco Unified IM and Presence > -

IM and Presence Service 12.5(1) .



IM and Presence

2 (Go)

3 Cisco Intercluster Sync Agent

(Stop)
IM and Presence 340
IM and Presence
IM and Presence
LDAP
IM and Presence
S
LDAP
LDAP
Cisco Unified Communications Manager  LDAP
IM and Presence
IM and Presence
119
1 IM and Presence Cisco Unified CM
2 [ User Management > / User Phone/Add ]>]
Feature Group Template ]

3

o[ Find ]

o[ Add New ]
4

o[ Home Cluster ]

* [Unified CM IM and Presence Enable User for Unified CM IM and

Presence ]

5[ Feature Group Template Configuration ]

. IM and Presence Service 12.5(1)



LDAP B

6 [ Save ]

LDAP
LDAP 341

LDAP

Cisco Unified Communications Manager

LDAP IM and Presence Cisco Unified Communications Manager
)
LDAP Cisco Unified Communications Manager
1 Cisco Unified CM > LDAP > LDAP
2
o[ Find ] LDAP
o[ Add New ] LDAP
3 [ Feature Group Template ]
IM and Presence
4 [LDAP LDAP Directory ]
5[ Save ]
6 [ Perform Full Sync ]
Cisco Unified Communications Manager LDAP

IM and Presence

343

IM and Presence Service 12.5(1) .



IM and Presence

IM and Presence

IM and Presence Service
[ (Administration's Update)]
IM and Presence Service

[ (Administration's Import )] [ (Insert Users)]
Csv
Cisco Unified Communications Manager

o[ Home Cluster ]
* [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>[ Users > Update Users ]>[ Query ]
2 (Find)
3 [ Next ]
2

4

* Unified CM IM and Presence

IM and Presence Service

5
6 (Run Immediately)

. IM and Presence Service 12.5(1)



7 [Submit]
IM and Presence Central
IMand Presence
. IM and Presence
. IM
csv

1 IM and Presence Cisco Unified CM IM and Presence
2 csv

a) (Bulk Administration) > / (Upload/Download

Files)

b) [ Add New ]

c) (ChooseFile) csv

d)

e)

) [ Save ]
3 Csv

a) Cisco Unified CM IM and Presence

. (Bulk Administration) >
(Contact Lists) > (Update Contact Lists)
. (Bulk Administration) >

(Non-presence Contact Lists) >
(Import Non-presence Contact Lists)

b) csv

IM and Presence Service 12.5(1) .



. Cisco Intercluster Sync Agent

c)
d [ Submit ]
4 2 csv

Cisco Intercluster Sync Agent

Cisco Intercluster Sync Agent

1 [Cisco Unified IM and Presence
[ Tools 1>
Network Services ]

(Go)
3 IM and Presence Service

. IM and Presence Service

344

IM and Presence

IM and Presence

Cisco Intercluster Sync Agent

Cisco Unified IM and Presence Serviceability ]
Control Center -

Cisco Intercluster Sync Agent (Start)

344

IM and Presence

12.5(1)



IM and Presence Cisco Unified CM

[System 1> [Presence Redundancy Groups ]
(Find)

[ Save ]

IM and Presence

( ) IM and Presence Service

Cisco XCP

Cisco XCP

IM and Presence
Cisco Unified CM IM and Presence (Presence) > (Inter-Clustering)
(Find)
[ Delete ]
Cisco XCP
a) Unified IM and Presence Serviceability (Tools) >
- (Control Center - Network Services)
b) (Go)
c) [IM and Presence IM and Presence Services ] [Cisco XCP Cisco
XCP Router ] [ (Restart)]
IM and Presence Service

IM and Presence Service 12.5(1) .



Cisco XCP
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Jabber

347
347
347

IM and Presence Service

381

IM  Presence

Cisco Unified Presence Cisco

349

IM and Presence Service

1250) |



2 351
* Cisco AXL Web Service
« Cisco Sync Agent
« Cisco Intercluster Sync Agent
3 350
Intercluster Sync Agent
4 350
5
351
6
LDAP
* LDAP 352
354
. 357
7
362
8 363

IM and Presence

. IM and Presence Service

12.5(1)



IM&P
\)
2000 CLlI
TAC case
CLI CLlI Cisco Unified
Communications Solutions CLI

a)

b)

b)

a)

b)

run sgl select count(*) from rosters where user_id in (select xcp_user_id from enduser
where primarynodeid is NULL)

run sql delete from rosters where pkid in (select * from (select first 2000 pkid from
rosters where user_id in (select xcp_user_id from enduser where primarynodeid is
NULL)))

run sql select count(*) from groups where user_id in (select xcp_user_id from enduser
where primarynodeid is NULL)

run sqgl delete from groups where pkid in (select * from (select first 2000 pkid from
groups where user_id in (select xcp_user_id from enduser where primarynodeid is
NULL)))

run sql select count(*) from nonpresencecontacts where fkenduser in (select pkid from
enduser where primarynodeid is null)

run sql delete from nonpresencecontacts where pkid in (select * from (select first
2000 pkid from nonpresencecontacts where fkenduser in (select pkid from enduser where
primarynodeid is null)))

IM and Presence Service 12.5(1) .



c)

run sql delete from epascontactaddinfo where pkid in (select * from (select first
2000 pkid from epascontactaddinfo where pkid not in (select fkepascontactaddinfo from
nonpresencecontacts)))

[N

Cisco Unified CM IM and Presence > >

(8]

[ (Save)]

350

1 Cisco Unified CM IM and Presence Administration [ Diagnostics 1>
System Troubleshooter ]

351

. IM and Presence Service 12.5(1)



Cisco Unified IM and Presence Serviceability

» Cisco AXL Web Service
* Cisco Sync Agent

* Cisco Intercluster Sync Agent

Cisco Unified IM and Presence Serviceability > -

IMand Presence
Cisco AXL Web Service
[Tools ] > [Control Center - Network Services
]

IM and Presence

IM and Presence Services Cisco Sync Agent Cisco Sync Agent
351

a) Cisco Unified CM IM and Presence > >

b)

IM and Presence Service 12.5(1) .



B o

c) [AND/OR / ]
d)
€)

f)
g) [Run Now ]

a) CiscoUnified CM IM and Presence >
b) BAT
c)

d) [CSVFileName CSV ]

e) [Job Results ]

a) Cisco Unified CM IM and Presence >

by [ Find ]
c) [Download Selected

d) csV

* LDAP 352

. 354

LDAP

LDAP

. IM and Presence Service 12.5(1)



LDAP B

LDAP
Unified CM IM and Presence
1 LDAP 353 LDAP
LDAP
2 LDAP 354 | Cisco Unified Communications Manager
LDAP
LDAP
362
LDAP
LDAP
LDAP
S
LDAP Cisco Unified
Communications Manager IM and Presence Service 1
S
LDAP LDAP

IM and Presence Service

IM and Presence Service 12.5(1) .



LDAP

1 LDAP
2 LDAP
LDAP 354
LDAP
LDAP

* Home Cluster

 Unified CM IM and Presence

LDAP
1 Cisco Unified CM [System
LDAP )]
2 LDAP

3 [Perform Full Sync Now

. IM and Presence Service 12.5(1)

LDAP

LDAP

Cisco Unified Communications Manager

]>[LDAP LADP ]> [LDAP Directory

362



IM and Presence .

\}

Cisco Unified Communications Manager
Ccsv Bulk Administration Guide
for Cisco Unified Communications Manager

1 IM and Presence IM and Presence
355 Service  Cisco Jabber

2 356 LDAP

Cisco
3 IM and Presence Service

356
IM and Presence Service Cisco
Jabber
362

IM and Presence

IM and Presence Service Cisco Jabber

\}

Cisco Unified Communications Manager
Cisco Unified Communications Manager

351
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1 Cisco Unified CM > >
2 IM and Presence Service
3 [End User Configuration ] [Enable User for Unified CM IM and
Presence Unified CM IM and Presence ]
4 [ (Save)]
356
LDAP Cisco
73
IM and Presence Service 356

IM and Presence Service

IM and Presence Service Cisco Jabber
1 Cisco Unified CM >
2 IM and Presence Service
3 [End User Configuration ] [Enable User for Unified CM IM and
Presence Unified CM IM and Presence ]
4 [Save ]
5 CSF  Cisco Unified Communications Manager

Upgrade Guide for the Cisco Unified Communications Manager

. IM and Presence Service 12.5(1)



362
1
2
Cisco
S
[IM and Presence ] 100 Cisco
Intercluster Sync Agent
/ 100~1000
Intercluster Sync Agent
1000 ( 16K )
8K Intercluster Sync Agent
1k 8K
1K
IM and Presence
1IM and Presence (PRG)
Intercluster Sync Agent
2 IM and Presence Intercluster
Sync Agent
IM and Presence
3 Intercluster Sync
Agent
4 Intercluster Sync Agent
S
Intercluster Sync Agent
5
6 IM and Presence

Intercluster Sync Agent

IM and Presence Service 12.5(1) .



- Y

CSV

7 30
1/Csv 1
358 Csv
2 |CsV CsVv
359
3 CsVv Csv
359
4 360
5 360 | CSV
[ ]
6
361
CsVv
[ ]
1 Cisco Unified CM Administration [ Bulk Administration ]>] Users ]>
[ Export Users ]
2
3 [ Next ]
4
-txt <csvfilename>. txt

5

. IM and Presence Service 12.5(1)



csv B

CSVv 359

CSV

Cisco Unified CM > /
[ Find ]

N ow N e

Csv 359

CSV
2 1 Csv

1 Cisco Unified CM > /

2 [ Add New ]
[Choose File]

w
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5
/
6 [Save ]
360

1 Cisco Unified CM > >
2

o[ Add New ]
3

o[ Home Cluster ]

* [Unified CM IM and Presence Enable User for Unified CM IM and

Presence ]

4 Microsoft Outlook

[op)

[ (Save)]

360

. IM and Presence Service 12.5(1)



Cisco Unified CM > >

1
2
3
4
5

362

Cisco Intercluster Sync
Agent

7 30
(5)  IMP publishers
( ) CiscoSyslogs

1 sample IMP publisher
Cisco

Intercluster Sync Agent
dst

admin:file search activelog syslog/CiscoSyslog *.*InterClusterSyncAgentStatus: .*dst-name.*"

2 ICSA
30

admin:file tail activelog syslog/CiscoSyslog regexp
" . *InterClusterSyncAgentStatus: . *dst-name.*"

/ ICSA
5-10 ICSA 5
TAC
30
Cisco Intercluster Sync Agent 5
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b)
c)
d)
€)
f)

9)
h)

a)

b)
c)

d)

€)

Csv
Cisco Unified CM IM and Presence

[Add New ]

Ccsv [Browse

[Contact Lists
[

Users’ Contacts — Custom File ]
[Overwrite File if it exists

[Save ]
[Save ]

Cisco Unified CM IM and Presence
1 Csv

[Run Immediately

[Run Later
[ Submit ]

Cisco Unified CM IM and Presence

[Find ] BAT

[CSV File Name CSV

[Log File Name ]

. IM and Presence Service 12.5(1)
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IM and Presence

1 [Cisco Unified CM Cisco Unified CM Administration ] [ Bulk
Administration ]>[ Users 1> Update Users 1> Query ]
2
IM and Presence
3 [Next]
4 2
C )
o[ Home Cluster ]
« [Unified CM IM and Presence Enable User for Unified CM IM and
Presence ]

5 (Run Immediately)
6 [ Submit ] )

IM and Presence Service 12.5(1) .
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28

. 365
. 366
* IM and Presence Service 367

Cisco Unified Communications Manager  IM and Presence Service

WWW.CiSCco.com Cisco Unified Communications Manager
IM and Presence Service

Cisco Unified Communications Manager IM and Presence Service
Cisco Unified Communications
Manager IM and Presence Service major.minor

Cisco Unified Communications Manager
IM and Presence Service
Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications Manager
IM and Presence Service

IM and Presence Service 12.5(1) .



Web

« cm-locale-language-country-version.cop  Cisco Unified Communications Manager

« ps-locale-language_country-version.cop IM and Presence Service

CUCM

Annunciator

 cm-locale-combinednetworklocale-version.cop  Cisco Unified Communications Manager

N

Cisco Unified Communications Manager IM and
Presence Service

. Cisco Unified Communications Manager
IM and Presence Service

. IM and Presence Service 12.5(1)



IM and Presence Service .

* IM and Presence Service Cisco
Unified Communications Manager Cisco Unified Communications Manager

Cisco Unified
Communications Manager

IM and Presence Service

« IM and Presence Service Cisco Unified Communications
Manager
Cisco Unified Communications Manager  IM and Presence Service

« IM and Presence Service

IM and Presence

Cisco Unified Communications
Manager IM and Presence Service

Cisco Unified Communications Self Care Portal
[English ]
BAT

1  cisco.com IM and Presence Service
http://software.cisco.com/download/navigator.html?mdfid=285971059

2 IM and Presence

IM and Presence Service 12.5(1) .
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10

11
12
13
14
15
16

17

SFTP

[Software Upgrades
]

[Directory
[Server ]
[User Name

[Transfer Protocol
[Next ]

[Next ]

[Remote File System

Cisco Unified IM and Presence

1> [Install/Upgrade

/tmp

IM and Presence Service

]

IM and Presence Service

IM and Presence Service

35:

[User Password

[SFTP SFTP ]

[English United States

[LOCALE] File not found:

<language>_<country>_user_locale.csv, the user

locale has not been added to the database.

CSv

. IM and Presence Service

12.5(1)




[LOCALE] File not found:

<country>_network_locale.csv, the network locale csv
has not been added to the database.
[LOCALE] CSV file installer installdb is not present | installdb
or not executable
Csv
Cisco Unified

Communications

Cisco Unified Communications

Manager  IM and Presence Service Cisco
Unified Communications
[LOCALE] Could not create
lusr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maDialogs Java
<lI>_<CC>.properties.Checksum. Jusr/local /thirdearty/java/j2sd/jresin/java
[LOCALE] Could not create Java
lusr/local/cm/application_locale/cmservices/ /usr/local/cm/jar/cmutil _jar
ipma/com/cisco/ipma/client/locales/maMessages_ Java
<lI>_<CC>.properties.Checksum. com.cisco.cem.util . Zipper
[LOCALE] Could not create
lusr/local/cm/application_locale/cmservices/ Cisco

ipma/com/cisco/ipma/client/locales/maGlobalUl_
<lI>_<CC>.properties.Checksum.

[ ]

lusr/local/cm/application_locale/cmservices/ipma/
LocaleMaster\Version.txt.

Unified Communications Manager Assistant

Cisco Unified Communications

Manager Assistant
Cisco Unified Communications Manager Assistant

[ ] Unified CM Assistant

lusr/local/cm/application_locale/cmservices/
ipma/LocaleMasterVersion.txt

IM and Presence Service
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[LOCALE] Addition of <locale-installer-file-name>
to the database has failed!

[LOCALE] Could not locate
<locale-installer-file-name>

Cisco Unified Communications

[LOCALE] Could not copy
<locale-installer-file-name> to migratory path. This
locale will not be migrated during an upgrade! Cisco Unified

Communications

[LOCALE] DRS unregistration failed

CiscoTAC

[LOCALE] Backup failed!

tarball

. IM and Presence Service 12.5(1)



[LOCALE] No COP files found in restored tarball!

[LOCALE] Failed to successfully reinstall COP
files!

[LOCALE] Failed to build script to reinstall COP
files!

TAC

IM and Presence Service

36:

Cisco Unified CM IM and Presence

Cisco Unified IM and Presence

IM and Presence Service
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. 373

. IP 373

. IM and Presence 374
. 375

. 375
. 376

. 377

. 378

IP

https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html  Cisco Unified

Communications Manager IM and Presence Service
. IP
. IP

IM and Presence Service 12.5(1) .


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

IM and Presence

* IM and Presence Service

IM and Presence

IM and Presence Service

1 [Cisco Unified CM Cisco Unified CM Administration ]>[ System ]>[

Presence Redundancy Groups |

2 [Cisco Unified CM Cisco Unified CM Administration ]>[ User
Management ]>[ Assign Presence Users ]
3 [
Presence Redundancy Group Configuration ] [
Presence Server ] [ Not-Selected ]

[OK]

IM
375
Cisco Unified CM
DefaultCUPSubcluster
4 Cisco Unified CM [ System ] > [
[OK]
5 VM
6 Cisco XCP Router

. IM and Presence Service 12.5(1)

Server ]



Unified Communications Manager Administration

1 Cisco Unified Communications Manager Administration [ System ]>][
Server ]

2 Cisco Unified Communications Manager Administration

Upgrade During Install ]
Installation Guide for Cisco Unified Communications Manager and the
IM and Presence Servic

3 Cisco Unified CM Cisco Unified CM

4 Cisco Unified Reporting RTMT CLI

Cisco Unified Communications Manager Administration

Cisco Unified Communications Manager Administration

Cisco Unified Communications Managerinstallation Guide

Cisco Unified Communications Manager / Cisco Unified Communications
Manager

IM and Presence Service 12.5(1) .



Cisco Unified Communications Manager IM and Presence
IM and Presence Service

Cisco Unified Communications Manager Administration

10 System ]>] Server ]
[ / Find and List Servers ]
2 [ Add New ]
[ - Server Configuration - Add a Server ]
3 [ Server Type ]
[ Next ]
* CUCM /

* CUCM IM and Presence

4 [ Server Configuration ]

Server Settings

51 (Save)]

IM and Presence Service
Cisco Unified Communications Manager Administration

10 System ]>] Server |
[ / Find and List Servers ]
2 [ Find ]

. IM and Presence Service 12.5(1)


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/10_0_1/ccmcfg/CUCM_BK_C95ABA82_00_admin-guide-100/CUCM_BK_C95ABA82_00_admin-guide-100_chapter_010.html#CUCM_RF_S8C78AE6_00

3 [ / Find and List Servers ] IM and Presence
[ Server Configuration ]
4 [ Server Configuration ] IM and Presence
[ Node Details ]
Cisco XCP Cisco Presence Engine
Cisco Jabber
Jabber
1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ] [ Presence Topology ] [
System ]>[ Presence Topology ]
2 HA
2
3
* Cisco XCP

* Cisco Presence Engine

4
5 show perf query counter "Cisco Presence Engine" ActiveJsmSessions CLI
1
15
6
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30
Engine

Cisco XCP Cisco Presence Engine

JSM

Unified Communications Manager

Unified Communications Manager

37 : Cisco Unified Communications Manager

Cisco Presence

JSM

[ /1P Host 2 63
Name/ IP Address ]

Cisco Unified Communications
Manager Administration [

System ]>[
Server ]

[ Hostname ] 1 63

Cisco Unified Communications
Manager

[ Hostname ] 1 63

Cisco Unified Communications

[ Settings ]>[IP]>
[ Ethernet ]

. IM and Presence Service 12.5(1)




set network hostname 1 63
hostname
ARPANET
o[ Server Configuration ] [ /IP Host Name/IP
Address ]

1Pv4

Unified Communications Manager
Unified Communications Manager
Unified Communications Manager
IP

Unified Communications Manager DNS
IP DNS Cisco
Unified Communications Manager

Je

DNS Unified Communications Manager Cisco Unified
Communications Manager DNS

« Unified Communications Manager

IP
Unified Communications Manager Unified
Communications Manager IP Unified
Communications Manager
IP Unified Communications Manager
Cisco Unified
Communications Manager Administration [ /IP Host Name/IP Address ]

IM and Presence Service 12.5(1) .



[ Server
Configuration ]
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. 381

. 382
. 382
. 389
DRS
Cisco
Unified Communications Manager 1
DRS /

DRS  drfDevice.xml
drfSchedule.xml
DRS

. SFTP

IM and Presence Service 12.5(1) .



. Cisco Unified Communications Manager
Cisco Unified Communications Manager -

. IM and Presence Service IM and Presence
Service

IM and Presence

11.5.1.10000-1 IM and Presence
11.5.1.10000-1
11.5.1.10000-1
* DRS
DRS
/
. SFTP
SFTP
SFTP 390
oS
API (ON] CLI
API
CLI

. IM and Presence Service 12.5(1)



383
SFTP
384
385
. 387
388
388
10

. SFTP
« DRS

IM and Presence Service
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1 [ Backup ]1>[
Backup Device ]

2 [ Backup Device List ]
. [ Add New ]
. [ Find ]
[ Edit Selected ]
. [ Backup Device ]
[ Delete Selected ]
3 [ Backup devicename ]
4 [ Select Destination ] [ Network Directory ]
o[ /1P Host name/IP Address ]
IP
o[ Path name ]
o[ User name ]
o[ Password ]
o[ Number of backups to store on

Network Directory ]

5[ (Save)]
384
1 Cisco Unified
Communications Manager tar

. IM and Presence Service 12.5(1)



tar
SFTP tar
1 [ Backup ]1>[ Manual
Backup ]
2 [ Select Features ]
3 [ Estimate Size ]
. 385
. 387
10
tar
tar
383

IM and Presence Service 12.5(1) .



1 [ Backup Scheduler ]
2 [ Schedule List ]
. [ Add New ]
. [ Schedule List ]
3 [ scheduler ] [ Schedule Name ]
4 [ Select Backup Device ]
5 [ Select Features ] 1
6 [ StartBackupat ]
7 0 Frequency ] [ Once ]
[ Daily 1 [ Weekly 1 [ Monthly ] [ Weekly ]
[ Weekly ] [

Set Default ]

8 [ Save ]
9

. [ Enable

Selected Schedules ]
. [
Disable Selected Schedules ]

. [ Delete Selected ]

10 [ Enable Schedule ]

. IM and Presence Service 12.5(1)



Cisco Unified Communications

Manager Cisco IM and Presence Service

384
388

Unified Communications Manager

« Cisco Unified Communications Manager IM and Presence Service

383
384

Presence OS
CLI

Disaster Recovery System
Cisco Unified OS

CLI

API
Cisco Unified IM and

API

IM and Presence Service
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1 [ Backup ]1>[
Backup ]
2 [ Manual Backup ] [
Name ]
3 [ Select Features ]
4 [ Start Backup ]
388

Manual

Backup Device

20
1 [ Backup ]1>[ Current
Status ]
2
3 [ Cancel Backup ]

388
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2 [

38:

Backup History ]

Backup History ]

Backup ]1>[

History ]

20

IM and Presence Service
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SFTP

DRS
SSL
Cisco Unified Communications Manager
DRS
/
IPSEC hostname.pem
DRS

IPSEC

IPSEC IPSEC

IPSec

http://www.cisco.com/c/en/us/support/

unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.html
Cisco Unified Communications Manager

Security Guide for

SFTP

SFTP
Cisco TAC
Cisco Prime Collaboration Deployment PCD SFTP
SFTP
SFTP
39 SFTP
SFTP
Cisco Prime SFTP
Collaboration Cisco TAC
Deployment  SFTP

Unified Communications Manager

Cisco Prime Collaboration Deployment
SFTP
Cisco Prime Collaboration Deployment

Administration Guide

Unified Communications Manager

. IM and Presence Service

12.5(1)



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

SFTP B

SFTP
SFTP
SFTP Unified Communications
Manager
https://marketplace.cisco.com
Cisco TAC
SFTP
SFTP Unified Communications
Manager
CiscoTAC
SFTP CiscoPrime
Collaboration Deployment
SFTP
Unified Communications Manager 11.5 Unified Communications Manager ~ SFTP
CBC CRT
* aes128-chc
* 3des-chc
* aes128-ctr
* aes192-ctr
* aes256-ctr
S
SFTP Unified Communications Manager
Unified Communications Manager 12.0 CBC
Unified Communications Manager CTR

* aes256-ctr
e aes128-ctr

* aes192-ctr
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https://marketplace.cisco.com

SFTP

SFTP Unified Communications Manager CTR
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. 393

. 394

. 394

. 405

. 407
. 411
. 412

DRS

DRS
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Cisco Unified Communications Manager

IM and Presence

Cisco Unified Communications Manager
Cisco Unified Communications Manager -

IM and Presence Service

Service

Administration ]

11.5.1.10000-1
11.5.1.10000-1

IP DNS

[Cisco Unified CM

Presence OS Administration ]

. IM and Presence Service

12.5(1)

11.5.1.10000-1

DNS

IM and Presence

IM and Presence
IM and Presence

Cisco Unified Communications Manager OS

[Cisco Unified CM IM and Presence OS

Cisco Unified IM and



395

397

399 1

401

402

403

404

404
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Cisco Unified Communications Manager
Cisco Unified Communications Manager
IM and Presence Service

IM and Presence Service

1 [ Restore ]>[ Restore Wizard ]
2 [ 1 Restore Wizard Step 1 ] [
Select Backup Device ]
3 1 Next ]
4 [ 2 Restore Wizard Step 2 ]
5 [ Next ]
6 [ 3 Restore Wizard Step 3 ] [ Next ]
7
8
9 I Restore ]
10 [ Next ]
11
12 [ Select Server Name ]

. IM and Presence Service 12.5(1)



CCMDB

14

13 [ Restore ]
14
Cisco Unified Communications Manager
15 [ Restore Status ] [ Percentage Complete ]
100%
Cisco Unified Communications Manager Cisco Unified

Communications Manager and 1M and Presence Service

IM and Presence Service IM and Presence
Service

404
. 403

Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager

IM and Presence Service

1 Cisco Unified Communications Manager

IM and Presence Service 12.5(1) .



IP DNS
IP DNS
IP
DNS
1 [ Restore 1> Restore Wizard ]
2 [ 1 Restore Wizard Step 1 ] [
Select Backup Device ]
3 [ Next ]
4 [ 2 Restore Wizard Step 2 ]
5 [ Next ]
6 [ 3 Restore Wizard Step 3 ]
7 [ Next ] [ 4 Restore Wizard Step4 ]
8 [ 4 Restore Wizard Step4 ]
9 Restore ]
10
[Cisco Unified CM Cisco Unified Communications Manager
Administration ] [ User Options ]
11 [ Restore Status ] [ Percentage Complete ]
100% 2

. IM and Presence Service 12.5(1)



IM and Presence Service

404

[ Restore ]>[

1 Restore Wizard Step 1 ]

Select Backup Device ]

Next ]

Next ]

Next ]

One-Step Restore ]

2 Restore Wizard Step 2 ]

3 Restore Wizard Step 3 ]

4 Restore Wizard Step4 |

IM and Presence Service

IM and Presence Service
IM and Presence Service

[1

403

Restore Wizard ]

1250



[ 4 Restore
Wizard Step4 ] 395
397

1
Publisher has failed to become cluster aware. Cannot start one-step restore

Please wait for 5 minutes until Publisher becomes
cluster aware and do not start any backup or restore activity in this time period.

[ Restore ]
Please select the serversand
click on Restore to start the restore of entire cluster

1
2 Publisher has failed to become cluster
aware. Cannot start one-step restore. Please go ahead and do a normal two-step restore.
2
395
397
9
Cisco
Unified Communications Manager CCMDB
100 [ Restore ]
11 [ Restore Status ] [ Percentage Complete ]

100%
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404
395
397
[ Restore 1>
[ Select Backup Device ]
[ Next ]
[ 2 Restore Wizard Step 2 ]
[ Next ]
[ 3 Restore Wizard Step 3 ]
[ 4 Restore Wizard Step4 ]
[ Restore ]
Unified Communications Manager CCMDB

IM and Presence Service

[

403

Restore Wizard ]

Next ]

Cisco

1250



[Cisco Unified CM Cisco Unified Communications Manager
Administration ] [ User Options ]

9
Cisco Unified Communications Manager
10 Command Line
Interface Reference Guide for Cisco Unified Communications Solutions utils
dbreplication runtimestate  CLI [
Replication Status ] 2

Command Line Interface
Reference Guide for Cisco Unifed Communications Solutions utils
dbreplication rebuild CLI

404
. 403
. IP DNS
. Cisco Unified Communications Manager

. IM and Presence Service 12.5(1)



1 [ Restore 1> Restore Wizard ]
2 [ Select Backup Device ]
3 [ Next ]
4 [ 2 Restore Wizard Step 2 ]
5[ Next ]
6 [ 3 Restore Wizard Step 3 ] [ Next ]
7
8 Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco IM and Presence Cisco IM and Presence
IM and Presence
)
CUCM publisher IM and Presence
CucM™m
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1 [Cisco Unified OS Cisco Unified OS Administration ] [ Settings >

Version ]

2 [ Restart ]
3 utils dbreplication

runtimestate CLI [

Replication Status ] 2 CLI
Command Line Reference Guide for
Cisco Unified Communications Solutions utils dbreplication reset CLI
CLlI

404

Cisco Unified Communications Manager (CallManager) Command References

1 [ Restore ]>[ Current Status ]

2 [ Restore Status ]

. IM and Presence Service 12.5(1)


http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-command-reference-list.html

1 [Disaster Recovery System] [ Restore ]>] History ]
2 [ Restore History ]
[ Restore History ] 20
GUI JSch

. platform/drf/trace/drfMAQ*
. platform/drf/trace/drfLAO*
* GUI platform/drf/trace/drfConfLib0*
* JSch platform/drf/trace/drfJSch*

Command Line Interface Reference Guide for Cisco Unified Communications
Solutions http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-command-reference-list.ntml

Command Line Interface  CLI Reference
Guide for Cisco Unified Presence http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-command-reference-list.ntml

IM and Presence Service 12.5(1) .
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40:

utils disaster_recovery estimate_tar_size SFTP/Local tar

utils disaster_recovery backup

utils disaster_recovery jschLogs JSch

utils disaster_recovery restore

utils disaster_recovery status

utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration

utils disaster_recovery device add

utils disaster_recovery device delete

utils disaster_recovery device list

utils disaster_recovery schedule add

utils disaster_recovery schedule delete

utils disaster_recovery schedule disable

utils disaster_recovery schedule enable

utils disaster_recovery schedule list

utils disaster_recovery backup
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utils disaster_recovery restore

utils disaster_recovery status

utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration

41:

DRFBackupDeviceError DRF DRS
DRFBackupFailure DRF DRS
DRFBackuplnProgress DRS
DRFInternalProcessFailure DRF DRS
DRFLA2MAFailure DRF DRS

IM and Presence Service
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DRFLocalAgentStartFailure DRF DRS
DRFMA2LAFailure DRF DRS
DRFMABackupComponentFailure | DRF 1 DRS
DRFMABackupNodeDisconnect DRS

Cisco Unified Communications

Manager
DRFMARestoreComponentFailure | DRF 1 DRS
DRFMARestoreNodeDisconnect DRS

Cisco Unified Communications

Manager
DRFMasterAgentStartFailure DRF DRS
DRFNoRegisteredComponent

DRS

IM and Presence Service 12.5(1)




DRFNoRegisteredFeature

DRFRestoreDeviceError DRF DRS
DRFRestoreFailure DRF DRS
DRFSftpFailure DRFSFTP DRSSFTP
DRFSecurityViolation DRF DRF

DRF
DRFTruststoreMissing IPsec IPsec

DRF

DRFUnknownClient DRF DRF
DRFBackupCompleted DRF DRE
DRFRestoreCompleted DRF DRF

DRFNoBackupTaken

IM and Presence Service

1250



. IM and Presence Service

DRFComponentRegistered DRF DRF
DRFRegistrationFailure DRF
DRF
DRFComponentDeRegistered DRF DRF
DRFDeRegistrationFailure DRF DRF
DRFFailure DRF DRF
DRFRestorelnternal Error DRF DRF
DRFLogDirAccessFailure DRF DRF
DRFDeRegisteredServer DRF Unified
Communications Manager
DRFSchedulerDisabled
DRF DRF

DRFSchedulerUpdated

DRF DRF

12.5(1)




Cisco Unified Communications Manager IM and
Presence Service
42:
DRS
Cisco
Unified Communications Manager
Windows Linux Linux Windows
Windows
Linux

Data Migration Assistant User Guide

HW DRS

DNS
DNS

Replacing a Single Server or Cluster
for Cisco Unified Communications Manager

CTL
CTL
DRS
Cisco Unified Communications Manager Security Guide
Installing the CTL Client Configuring the CTL Client

IM and Presence Service 12.5(1) .



Extension
Mobility Cross Cluster
Extension Mobility
Cross Cluster
S
Cisco Unified Communications Cisco Unified
Communications Manager ~ Cisco Smart Software Manager Cisco
Cisco Smart Software Manager Cisco Smart Software Manager

System Configuration Guide for Cisco Unified
Communications Manager

DRS

IM and Presence Service VM

2 OVA VM
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. 413
. 413
. 414

IM and Presence Service

» Microsoft

CSv

A\

IM and Presence Service

ID

1. Cisco Unified Communications Manager

2. Cisco Unified Communications Manager

IM and Presence Service

IM and Presence Service

1250) |



[Cisco Unified CM IM and Presence Administration Cisco Unified CM IM and
Presence 1> [System ] > [Service Parameters 1>
[Cisco Bulk Provisioning Service]
IM and Presence Service  CPU

1 ID 415 |CSV

2 Csv
416

IM and Presence Service

419
. 419
. 423
. 424

. IM and Presence Service 12.5(1)



ID Microsoft Server Lync IM and Presence Service
Cisco.com Partitioned Intradomain Federation
CsVv ID
1 ID Csv

a) {1}IM and Presence Service{1}

b) Cisco Unified CM IM and Presence > /
c) [Add New ]
d) [Browse ] Csv
ID 416
e) [Contacts ]
f) [Rename Contacts — Custom File -
]
g) [Save ]
2 Cisco Unified CM IM and Presence > >
3 [FileName ]
4
. [Run Immediately ]
. [Run Later ]
Cisco Unified
CM IM and Presence Administration
5 [Submit ]

[Submit ]

IM and Presence Service 12.5(1) .



416
ID
Csv
<Contact ID>, <New Contact ID>
<Contact ID> ID <New Contact ID> ID
<Contact ID> IM
1 Csv
Contact 1D, New Contact ID
jJjohn_smith@example.com, jsmith@example.com
Csv
. IM and Presence IM
J IM

1 Cisco Unified CM IM and Presence

. > >

a)

b)

. IM and Presence Service 12.5(1)



3 [File Name ] CsVv
4
> [ ]

5[ Submit ]
6 Csv

a) Cisco Unified CM IM and Presence > /

b) [

c)

Csv

userA,example.com,userB,example.com,buddyB,General

BAT
CSv

<User 1D>,<User Domain>,<Contact ID>,<Contact Domain>,<Nickname>,<Group Name>

[ ID UserID ] IM and Presence Service ID

IM and Presence Service 12.5(1) .



User Domain IM and Presence Service
IM
1 bjones@example.com bjones
ID example.com
2  bjones @ usa @ example.com  bjones @
usa ID example.com
Contact ID ID ID
Contact Domain
Nickname
[Nickname ]
Group Name
[Group
Name ]
CsVv

<User JID>,<Contact JID>,<Group Name>,<Content Type>,<Version>,<Info>

User JID

JID IM

Contact JID

JID
UuID

. IM and Presence Service
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Group Name

Content Type textmime

Version

Info vCard

Csv

user2@cisco.com,ce463d44-02c3-4975-a37f-d4553e3f17el,group0l, text/directory,3,BEGIN:VCARD
ADR;; TYPE=WORK :ADR\ ; WORK:\;\;123 Dublin rd\,\;Oranmore\;Galway\;\;lreland

EMAIL; TYPE=X-CUSTOM1 ;X LABEL=Custom:testuserOl@test.com N:test;user;;; NICKNAME:pizzaguyOl
ORG:ABC TEL;TYPE=WORK,VOICE:5323534535 TITLE:QA VERSION:3.0 END:VCARD

IM and Presence Service

[Maximum Contact List Size ] 200
[Maximum Watchers ] 200
BAT
[Maximum
Contact List Size 1 [Maximum Watchers ]

IM and Presence

419

BAT CSv
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419

1 Cisco Unified CM IM and Presence > /
2 [Add New ]
3 [Browse ] Csv
4
420
422
5
6 [ Save ]
423
Csv

<User 1D>,<User Domain>,<Contact ID>,<Contact Domain>,<Nickname>,<Group Name>

CSv

userA,example.com,userB,example.com,buddyB,General
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User ID ID
IM and Presence Service ID
132
IM
User Domain
IM and Presence Service
128
IM
1 bjones@example.com bjones
ID example.com
2 bjones@usa@example.com
bjones@usa ID
example.com
Contact ID ID
ID
132

IM and Presence Service 12.5(1) .



Contact Domain
. 128
. 63
2
Nickname
255
Group Name
255

CSv

<User JID>,<Contact JID>,<Group Name>,<Content Type>,<Version>,<Info>

CSv

user2@cisco.com,ce463d44-02c3-4975-a37f-d4553e3f17el,group0l, text/directory,3,BEGIN:VCARD
ADR; TYPE=WORK :ADR\ ; WORK:\;\;123 Dublin rd\,\;Oranmore\;Galway\;\;lreland

EMAIL; TYPE=X-CUSTOM1 ;X LABEL=Custom:testuserOl@test.com N:test;user;;; NICKNAME:pizzaguyOl
ORG:ABC TEL;TYPE=WORK,VOICE:5323534535 TITLE:QA VERSION:3.0 END:VCARD

vCard
Csv
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User JID JID IM
Contact JID JID
uulID
Group Name
Content Type textmime
\ersion
Info vCard
419
1 Cisco Unified CM IM and Presence
. >
. >
>
2 [File Name ]
3 [Job Description ]
4
. [Run Immediately ]

IM and Presence Service

1250



. [Run Later ]
BAT Cisco Unified CM IM
and Presence
5 [Submit ] [Submit
1
424

IM and Presence Service BAT

* BAT Ccsv

423
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1 Cisco Unified CM IM and Presence >
2 [Find ] ID
3 [Log File Name ]

IM and Presence Service 12.5(1) .
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. 427

. 427

. 428

. 430

« UserlD URI 439

IM and Presence
IM and Presence Service

. CLI

. URI

IM and Presence Service

» Sync Agent

* SIP
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» Microsoft RCC

« Cisco Jabber

. LDAP
* LDAP
* XCP
1 Cisco Unified CM IM and Presence Administration [ Diagnostics 1>

System Troubleshooter ]

IM and Presence Service

IM and Presence Service

Cisco Unified CM IM and Presence

1 Cisco Unified CM IM and Presence
2
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IM and Presence Service

IM and Presence Service

IM and Presence Service [MISSING]

IM and Presence Service
Cisco Unified Communications Manager

[fix]
Cisco Unified Presence
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Microsoft RCC

IM and Presence Service Microsoft
Lync Microsoft Office
Microsoft
RCC
Microsoft Lync LCS 0Cs
IM and Presence Service Microsoft
Lync Microsoft Office IM

and Presence Service

IM and Presence Service

Tool

* Real-Time Monitoring Tool

Monitoring Tool

CLI

CLI

CLI

. IM and Presence Service

PC

12.5(1)

Cisco Unified Real-Time Monitoring

PC

Cisco Unified Serviceability

Real-Time Monitoring Tool

Real-Time
Cisco Unified Real-Time Monitoring Tool

CLI

zip
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IM and Presence

IM and Presence Service

IM and Presence

43: IM and Presence

Client Profile Agent

Cisco XCP Connection Manager CLl CLI

Cisco XCP Router 433

Cisco XCP Authentication Service

Cisco Tomcat Security Logs

Cisco XCP Connection Manager

Cisco XCP Router CLI CLI

Cisco Presence Engine 433

IM Cisco XCP Connection Manager

Cisco XCP Router CLI CLI
433

Cisco XCP Connection Manager

Cisco XCP Router CLl CLI

Cisco Presence Engine 433

Cisco XCP Connection Manager

Cisco XCP Router CLI CLI
433

Cisco XCP Text Conferencing
Manager
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IM and Presence

Cisco XCP Router

Cisco XCP SIP Federation
Connection Manager

Cisco SIP Proxy

Cisco Presence Engine

CLI CLI
433

SIP

Cisco SIP Proxy

Cisco AXL Web Service
Cisco Tomcat Security Log

Cisco Syslog Agent

XMPP Cisco XCP Connection Manager
Cisco XCP Router CLI CLI
IM . . 433
Cisco Presence Engine
Cisco XCP XMPP Federation
Connection Manager
XMPP
IM and Presence Service
SIP Cisco XCP Connection Manager
Cisco XCP Router CLl CLI
IM . . 433
Cisco Presence Engine
Cisco SIP Proxy
Cisco XCP SIP Federation
Connection Manager
Cisco Presence Engine
CLI CLI
433
Cisco Intercluster Sync Agent
>

. IM and Presence Service
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CLI

el B

SIP Cisco SIP Proxy
Cisco XCP Router CLI CLI
. . 433
Cisco XCP SIP Federation
Connection Manager
XMPP Cisco XCP Router
Cisco XCP XMPP Federation CLI CLI
Connection Manager 433
CPU VM Cisco XCP Router
CLlI

Cisco XCP SIP Federation
Connection Manager

Cisco SIP Proxy
Cisco Presence Engine
Cisco Tomcat Security Log

Cisco Syslog Agent

* show process using-most
cpu

* show process using-most
memory

e utils dbreplication
runtimestate

e utils service list

CLI RIS
Real-Time Information
Servic

* file get activelog

cm/log/ris/csv

Cisco Unified IM and
Presence Serviceability

CLI

IM and Presence Service
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B«

\}

<duration>

IM and Presence Service

IM and Presence

CLI

CLI Cisco Unified Real-Time Monitoring Tool RTMT
zip
RTMT RTMT 438
44 :CLI IM and Presence Servic
CLI |CLI
Cisco file build log cisco_audit_logs |/epas/trace/log_cisco_audit_logs *.tar.gz

<duration>

Cisco Client Profile Agent

file build log
cisco_client_profile_agent
<duration>

/epas/trace/log_cisco _client profile agent *.tar.gz

Cisco Cluster Manager

file build log
cisco_config_agent <duration>

/epas/trace/log_cisco_cluster_manager *_tar.gz

Cisco Config Agent

file build log
cisco_config_agent<duration>

/epas/trace/log_cisco_config_agent *.tar.gz

Cisco Database Layer Monitor

file build log
cisco_database_layer_monitor
<duration>

/epas/trace/log _cisco database layer monitor *_tar.gz

Cisco Intercluster Sync Agent

file build log
cisco_inter_cluster_sync_agent
<duration>

/epas/trace/log cisco inter_cluster sync agent *_tar.gz

Cisco OAM Agent

file build log cisco_oam_agent
<duration>

/epas/trace/log_cisco_oam_agent *.gz

Cisco Presence Engine file build log /epas/trace/log_cisco_presence_engine_*_tar.gz
cisco_presence_engine
<duration>

Cisco RIS Real-time file build log /epas/trace/log_cisco_ris data collector *.tar.gz

Information Service

cisco_ris_data_collector
<duration>

. IM and Presence Service
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CLI

CL

CLI

Cisco CSM

file build log
cisco_service_management
<duration>

/epas/trace/log_cisco_service management *.tar.gz

Cisco SIP Proxy

file build log cisco_sip_proxy
<duration>

/epas/trace/log_cisco_sip_proxy *.tar.gz

Cisco Sync Agent

file build log cisco_sync_agent
<duration>

/epas/trace/log_cisco_sync_agent_*_tar.gz

Cisco XCP Config Manager

file build log
cisco_xcp_config_mgr
<duration>

/epas/trace/log_cisco_xcp_config_mgr_*.tar.gz

Cisco XCP Router

file build log cisco_xcp_router
<duration>

/epas/trace/log_cisco_xcp_router_*_tar.gz

45:CLI IM and Presence
CLI CLI
GUI file build log admin_ui /epas/trace/log_admin_uil_*_tar.gz
<duration>
file build log bat <duration> |/epas/trace/log_bat *.tar.gz
HTTP file build log bosh <duration> |/epas/trace/log _bosh *_tar.gz

Bidirectional-streams

file build log certificates
<duration>

/epas/trace/log_certificates  * gz

file build log cfg_agent_core
<duration>

/epas/trace/log_cfg agent core *.tar.gz

Customer \Voice Portal

file build log cvp <duration>

/epas/trace/log_cvp_*_tar.gz

file build log directory_groups
<duration>

/epas/trace/log_directory_groups_*._tar.gz

file build log disaster_recovery
<duration>

/epas/trace/log_disaster_recovery *.tar.gz

file build log
flexable_im_address <duration>

/epas/trace/log_flexible_im address_*.tar.gz

file build log general_core
<duration>

/epas/trace/log_general _core *.tar.gz

file build log ha <duration>

/epas/trace/log_ha *_tar.gz
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CL

CLI

CPU

file build log high_cpu
<duration>

/epas/trace/log_high_cpu_*.tar.gz

file build log high_memory
<duration>

/epas/trace/log_high_memory *_.tar.gz

file build log imdb <duration>

/epas/trace/log_imdb_core *.tar.gz

file build log inter_cluster
<duration>

/epas/trace/log_inter_cluster_*.tar.gz

managed_file_transfer <
>

/epas/trace/log_managed file transfer *_tar.gz

Microsoft Exchange

file build log msft_exchange
<duration>

/epas/trace/log_msft_exchange * gz

file build log msg_archiver
<duration>

/epas/trace/log_msg_archiver_*.tar.gz

file build log pe_core

/epas/trace/log_pe_core_*_tar.gz

<duration>

<duration>

Presence and IM file build log /epas/trace/log_presence_im_exchange *.tar.gz
presence_im_exchange
<duration>

SIP file build log pws <duration> |/epas/trace/log_pws_*.tar.gz
file build log /epas/trace/log_remote _call _control_*.tar.gz
remote_call_control <duration>
file build log sec_vulnerability | /epas/trace/log_sec_vulnerability_ *_tar.gz
<duration>

GUI /epas/trace/log_serviceability ui_*.tar.gz

serviceability _ui < >

SIP file build log /epas/trace/log_sip_inter_federation_ *
sip_inter_federation <duration> | tar.gz

SIP file build log /epas/trace/log_sip_partitioned federation_
sip_partitioned_federation *_tar.gz
<duration>

SIP file build log sipd_core /epas/trace/log_sipd_core_*.tar.gz

file build log tc_ha <duration>

/epas/trace/log_tc ha *.tar.gz
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cul B

CLI |CLI

file build log text_conference |/epas/trace/log_text_conference_*._tar.gz
<duration>

file build log upgrade_issues |/epas/trace/log upgrade issues_*.tar.gz
<duration>

f file build log user_connectivity | /epas/trace/log_user_connectivity *_tar.gz
<duration>

file build log user_rosters /epas/trace/log_user_rosters_*._.tar.gz
<duration>

XCP file build log xcp_core /epas/trace/log_xcp_core_*_tar.gz
<duration>

XMPP file build log /epas/trace/log_xmpp_inter_federation *_tar.gz
xmpp_inter_federation
<duration>

file build log deployment_info | /epas/trace/log_deployment_info *.tar.gz

<duration>
CLI
CLI
CLI  duration
CLI
N
SFTP
Cisco Unified Serviceability Traces
CLI 433
1
2 file build log <name of service> <duration> CLI
duration
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B rvr

file build log cisco_cluster_manager 7 Cisco Cluster Manager 1

3 file get activelog <log filepath> CLI

file get activelog epas/trace/log_cisco_cluster_manager__ 2016-09-30-09h41m37s.tar.gz

4 file

delete activelog <filepath>

file delete activelog

epas/trace/log_cisco_cluster_manager__ 2016-09-30-09h41m37s.tar.gz

RTMT

IM and Presence Service
Real-Time Monitoring Tool RTMT

CLlI RTMT
zip CLlI
CLI 433
46 : IM and Presence Service
Cisco AXL Web /tomcat/logs/ax1/1og4j/axl*_log

Cisco Intercluster Sync Agent /epas/trace/cupicsa/log4j/icSyncAgent™*. log

Cisco Presence Engine /epas/trace/epe/sdi/epe* _txt.gz

Cisco SIP Proxy /epas/trace/esp/sdi/esp*._txt.gz

Cisco Syslog Agent /cm/trace/syslogmib/sdi/syslogmib*._txt
Cisco Tomcat Security Log /tomcat/logs/security/log4/security*.log

Cisco XCP Authentication Service | /epas/trace/xcp/log/auth-svc-1*_1og.gz

Cisco XCP Config Manager /epas/trace/xcpconfigmgr/log4j/xcpconfigmgr*.log

Cisco XCP Connection Manager | /epas/trace/xcp/log/client-cm-1*_log.gz

Cisco XCP Router /epas/trace/xcp/log/rtr-jsm-1*_log.gz
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UserID URI .

Cisco XCP SIP Federation
Connection Manager

/epas/trace/xcp/log/sip-cm-3*_1og

Cisco XCP Text Conferencing
Manager

/epas/trace/xcp/log/txt-conf-1*.log.gz

Cisco XCP XMPP Federation
Connection Manager

/epas/trace/xcp/log/xmpp-cm-4*_l1og

Cluster Manager

/platform/log/clustermgr*._log

Cisco Client Profile Agent
CPA

/tomcat/logs/epassoap/log4j/EPASSoap™. log

dbmon

/cm/trace/dbl/sdi/dbmon*.txt

UseriD

ID

URI

1. utils users validate {all|userid|uri} CLIcommand

CLI

Command Line Interface Guide for Cisco

Unified Communications Solutions

1D

CLI

Users with Duplicate User IDs

User ID: user3
Node Name
cucm-imp-1
cucm-imp-2
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URI
4. Cisco Unified Communications Manager Administration
GUI ID
5. Cisco Unified Communications Manager [End User
Configuration ] [User Management 1>
[EndUser ]
ID URI Cisco Unified

Communications Manager Administration Guide

ID URI LDAP Directory
LDAP Directory

6. ID CLI

URI

URI

1. utils users validate {all|userid|uri} CLIcommand
CLI Command Line Interface Guide for Cisco
Unified Communications Solutions

URI URI
CLI
URI

Users with No Directory URI Configured
Node Name: cucm-imp-2

User 1D

user4

Users with Invalid Directory URI Configured
Node Name: cucm-imp-2

User ID Directory URI

userl asdf@ASDF@asdf@ADSF@cisco

Users with Duplicate Directory URIs

Directory URI: userl@cisco.com
Node Name User ID
cucm-imp-1 user4
cucm-imp-2 user3

2. 2
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URI B

URI
URI
URI
Cisco Unified Communications Manager [End User
Configuration ] [User Management 1>
[EndUser ]
ID URI Cisco Unified
Communications Manager Administration Guide
S
ID URI LDAP Directory
LDAP Directory
URI CLI
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* Cisco Unified Communications Manager
* IM and Presence Service
. 485

L]
g
g
g
i
=
iz
&
%
£

TCP

467

UDP

445






34

Cisco Unified Communications Manager
TCP UDP

Cisco Unified Communications Manager

TCP UDP IP
Communications
ACL Quality of Service QoS
« Cisco Unified Communications Manager TCP  UDP 445
. 447
. 465

Cisco Unified Communications Manager TCP  UDP

Cisco Unified Communications Manager ~ TCP UDP

« Cisco Unified Communications Manager

* Cisco Unified Communications Manager  LDAP
* CCMAdmin CCMUser Cisco Unified Communications Manager Web
« Cisco Unified Communications Manager Web

. Cisco Unified Communications Manager

. Cisco Unified Communications Manager
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. Cisco Unified Communications Manager ~ TCP  UDP

. Cisco Unified Communications Manager
«CTL

« HP

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

* Cisco Log Partition Monitoring

« Cisco Trace Collection Service TCTS
« Cisco RIS Data Collector RIS

* Cisco AMC Service AMC

ACL QoS
ACL
S
Cisco Unified Communications Manager MoH

MOH
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32768 61000

http://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html

\}

22
Presence
Communications Manager

IM and

Cisco Unified

Cisco Unified Communications Manager

47 : Cisco Unified Communications Manager

Unified Communications | 514 / UDP
Endpoint Manager

Unified Communications | RTMT 1090 1099/ TCP
Manager

RTMT

Cisco
AMC Service

Unified Communications | Unified Communications | 1500 1501/ TCP
Manager DB Manager DB

1501/TCP

Unified Communications | Unified Communications | 1510 / TCP
Manager DB Manager DB

CARIDSDB CAR
IDS
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. Cisco Unified Communications Manager

Unified Communications | Unified Communications | 1511 / TCP CAR IDS DB

Manager DB Manager DB CAR
IDS

1

Unified Communications | Unified Communications | 1515/ TCP

Manager DB Manager DB

Cisco Extended Unified Communications | 2552 / TCP Cisco Unified

Functions QRT Manager DB Communications
Manager

Unified Communications | Unified Communications | 2551 / TCP /

Manager Manager Cisco
Extended Services

Unified Communications | Unified Communications | 2555 / TCP Real-time Information

Manager RIS Manager RIS Services RIS

Unified Communications | Unified Communications | 2556 / TCP Cisco RIS

Manager RTMT Manager RIS Real-time Information

AMC SOAP Services RIS

Unified Communications | Unified Communications | 4040 / TCP DRS

Manager DRS Manager DRS

Unified Communications | Unified Communications | 5001 / TCP SOAP

Manager Tomcat Manager SOAP

Unified Communications | Unified Communications | 5002 / TCP SOAP

Manager Tomcat

Manager SOAP
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12.5(1)




Cisco Unified Communications Manager

Unified Communications | Unified Communications | 5003 / TCP SOAP
Manager Tomcat Manager SOAP
Unified Communications | Unified Communications | 5004 / TCP SOAP
Manager Tomcat Manager SOAP
CCM 5005/ TCP SOAP
CDRONnDemand2

Unified Communications
Manager Tomcat

Unified Communications
Manager SOAP

5007 / TCP

SOAP

Unified Communications
Manager RTMT

Unified Communications
Manager TCTS

/ TCP

Cisco Trace Collection
Tool Service
TCTS RTMT
Trace and Log Central
TLC

Unified Communications
Manager Tomcat

Unified Communications
Manager TCTS

7000 7001 7002/
TCP

Cisco
Trace Collection Tool
Service  Cisco Trace

Collection Servlet

Unified Communications | Unified Communications | 8001 / TCP

Manager DB Manager CDLM

Unified Communications | Unified Communications | 8002 / TCP

Manager SDL Manager SDL

Unified Communications | Unified Communications | 8003 / TCP

Manager SDL Manager SDL CTI

Unified Communications | CMI 8004 / TCP Cisco Unified

Manager Communications
Manager CMI
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. Cisco Unified Communications Manager

Unified Communications | Unified Communications | 8005/ TCP Tomcat
Manager Tomcat Manager Tomcat
Unified Communications | Unified Communications | 8080 / TCP
Manager Tomcat Manager Tomcat
Unified Communications | 8090 CUCM GW Cayuga

Gateway Manager

- - Gateway Recording
Unified Communications
Manager

HTTP

Unified Communications | Unified Communications | 8500/ TCP UDP | IPSec
Manager IPSec Manager IPSec
Unified Communications | Unified Communications | 8888 8889 / TCP RIS
Manager RIS Manager RIS
Location Bandwidth Location Bandwidth 9004 / TCP LBM
Manager LBM Manager LBM
Unified Communications | Unified Communications | 22 / TCP Cisco SFTP
Manager Manager
Unified Communications | Unified Communications | 8443 / TCP

Manager

Manager
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48
Unified Communications | 7 Internet Control Message
Endpoint Manager Protocol ICMP
Unified Communications
Manager Endpoint
Unified Communications | SFTP 22/TCP SFTP
Manager DRS
CDR DRS
SFTP CDR
Unified Communications | 67 / UDP DHCP
Endpoint Manager DHCP Cisco Unified
Communications
Manager
Cisco Unified
Communication
Manager
DHCP
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Unified Communications | DHCP DHCP |68/ UDP DHCP
Manager Server Cisco
Unified Communications
Manager
Cisco Unified
Communication
Manager
DHCP
Cisco
Unified
Communication
Manager
IP
Unified Communications |69 6969
Manager / UDP Trivial
File Transfer Protocol
TFTP
Unified Communications | 6970 / TCP
Manager Trivial
File Transfer Protocol
TFTP
TFTP
HTTP
Unified Communications | NTP NTP 123/ UDP
Manager Server NTP
SNMP Unified Communications | 161 / UDP SNMP
Manager
CUCM SNMP | SNMP 162 / UDP SNMP
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SNMP Unified Communications | 199 / TCP SMUX

Manager SNMP
Unified Communications | DHCP DHCP |546 / UDP DHCPv6 IPVv6
Manager Server DHCP
Unified Communications | Location Bandwidth 5546 / TCP Enhanced Location CAC
Manager Serviceability | Manager LBM Serviceability
Unified Communications | Location Bandwidth 5547/ TCP

Manager

Manager LBM

Unified Communications
Manager

Unified Communications
Manager

6161/ UDP

MIB

Unified Communications
Manager

Unified Communications
Manager

6162 / UDP

TFTP

TFTP Alternate
TFTP

6970/ TCP

TFTP

Unified Communications
Manager

Unified Communications
Manager

7161/ TCP

SNMP

SNMP

Unified Communications
Manager

7999/ TCP

Cisco Discovery Protocol
CDP
CDP
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Unified Communications | 443 8443/TCP Cisco
Endpoint Manager uDS
Unified Communications | Unified Communications | 9050 / TCP Cisco Unified
Manager Manager Communications
Manager TAPS
CRS
Unified Communications | Unified Communications | 61441 / UDP Cisco Unified
Manager Manager Communications
Manager
UDP
Cisco
Unified Communications
Manager MIB
Cisco Unified
Communications
Manager MIB
SNMP
Unified Communications | Unified Communications | 5060 5061/ TCP SIP
Manager Manager
Unified Communications | Unified Communications | 7501
Manager Manager ILS
Unified Communications | Unified Communications | 7502 ILS
Manager Manager
-- -- 8000 48198 ASR ISR G3
16384 32766 ISRG2
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Cisco Unified Communications Manager

CCMAdmin
Web

49 : Cisco Unified Communications Manager

Cisco Unified Communications Manager

LDAP

LDAP

LDAP

Unified Communications
Manager

389 636 3268 3269
I TCP

Unified Communications
Manager

Active Directory
Netscape Directory

Lightweight Directory
Access Protocol
LDAP

CCMUser

50 : CCMAdmin

CCMUser

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Web

Unified Communications

80 8080/TCP

Manager HTTP
Unified Communications | 443 8443/TCP Hypertext Transport
Manager Protocol over SSL

HTTPS
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. Cisco Unified Communications Manager Web

Cisco Unified Communications Manager Web
51 : Cisco Unified Communications Manager Web

Unified Communications 80/TCP

Manager HTTP
* QRT
e RTMT
°[

Find and

List Phones ]

[
Phone
Configuration ]
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Cisco Unified Communications Manager

CiscoUnifiedCommunicationsManager

52:

Cisco Unified Communications Manager

Unified Communications
Manager

53/TCP

Session Initiation
Protocol SIP

DNS

FQDN

TCP 53

FQDN

CUCM

SIP

Unified Communications
Manager TFTP

69
/ UDP

Trivial File Transfer
Protocol TFTP

Unified Communications
Manager

2000/ TCP

Skinny Client Control
Protocol SCCP

Unified Communications
Manager

2443 /| TCP

Secure Skinny Client
Control Protocol

SCCPS
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Cisco Unified Communications Manager

Unified Communications | 2445 / TCP
Manager

Unified Communications | 3804 / TCP

Manager CAPF LSC IP Phone
CAPF

Unified Communications | 5060/ TCP UDP | Session Initiation
Manager Protocol SIP

Unified Communications

Manager
Unified Communications | 5061 TCP Secure Session Initiation
Manager Protocol SIPS

Unified Communications
Manager

Unified Communications | 6970 TCP

Manager TFTP HTTP
Unified Communications | 6971 6972/ TCP TFTP HTTPS
Manager TFTP

TFTP
Unified Communications | 8080 / TCP XML

Manager

URL

Unified Communications | 9443 / TCP
Manager
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Cisco Unified Communications Manager

IP VMS

16384 32767/ UDP

IP VMS

Real-Time Protocol

RTP Secure
Real-Time Protocol
SRTP
Cisco Unified
Communication
Manager
24576 3276

Cisco Unified Communications Manager

53: Cisco Unified Communications Manager
Unified Communications |47 50 51 Generic Routing
Gateway Manager Encapsulation
GRE
Unified Communications Encapsulating Security
Manager Payload ESP
AH
IPSec
Unified Communications | 500 / UDP IP Security  1PSec
Gateway Manager
Unified Communications
Manager
IKE
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Cisco Unified Communications Manager

Unified Communications | 69
Gateway Manager TFTP /[ UDP
TFTP
Cisco Intercompany CIME ASA 1024 65535/ TCP
MediaEngine CIME CIME
Unified Communications
Manager
Gatekeeper Unified Communications | 1719 / UDP
Manager H.225 RAS
Unified Communications | 1720 / TCP H.323
Gateway Manager
- . ICT H.225
Unified Communications
Manager
Unified Communications /| TCP
Gateway Manager H.225
Unified Communications
Manager
Unified Communications /| TCP
Gateway Manager
— — H.245
Unified Communications
Manager
H.245
10S
H.245
11000
65535
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Cisco Unified Communications Manager

Unified Communications

2000/ TCP

Skinny Client Control

Gateway Manager Protocol SCCP
Unified Communications | 2001 / TCP Cisco Unified
Gateway Manager Communications
Manager
6608
Unified Communications | 2002 / TCP Cisco Unified
Gateway Manager Communications
Manager
6624
Unified Communications | 2427 / UDP Media Gateway Control
Gateway Manager Protocol MGCP
Unified Communications | 2428 / TCP Media Gateway Control
Gateway Manager Protocol MGCP
- - 4000 4005/TCP Cisco Unified
Communications
Manager
D
Real-Time
Transport Protocol
RTP
Real-Time Transport
Control Protocol
RTCP
Unified Communications | 5060/ TCP UDP | Session Initiation
Gateway Manager Protocol  SIP
Unified Communications ICcT

Manager
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Cisco Unified Communications Manager

Unified Communications | 5061 / TCP Secure Session Initiation
Gateway Manager Protocol  SIPS
Unified Communications ICT
Manager
Unified Communications | 16384 32767 / UDP | Real-Time Protocol
Gateway Manager RTP  Secure
Real-Time Protocol
Unified Communications SRTP
Manager
Cisco Unified
Communication
Manager
24576 3276
Cisco Unified Communications Manager
54: Cisco Unified Communications Manager
CTL Unified Communications | 2444 [ TCP Cisco Unified
Manager CTL Communications
Manager
CTL
Cisco Unified Unified Communications | 2748 / TCP CTI
Communications Manager
Cisco Unified Unified Communications | 2749 / TCP CTI
Communications Manager JTAPI/TSP CTI
Manager TLS
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Cisco Unified Communications Manager

Cisco Unified Unified Communications | 2789 / TCP JTAPI
Communications Manager
Unified Communications | Unified Communications | 2912 / TCP Cisco Unified

Manager Assistant
Console

Manager

Communications
Manager Assistant

IPMA
Unified Communications | Unified Communications | 1103 1129/ TCP Cisco Unified
Manager Attendant Manager Communications
Console Manager Attendant
Console AC JAVA
RMI
Unified Communications | Unified Communications | 1101 / TCP RMI RMI
Manager Attendant Manager
Console
Unified Communications | Unified Communications | 1102 / TCP Attendant Console
Manager Attendant Manager AC RMI
Console RMI
RMI
Unified Communications | Unified Communications | 3223 / UDP Cisco Unified
Manager Attendant Manager Communications
Console Manager Attendant
Console AC

Attendant Console
ping

Attendant Console
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Cisco Unified Communications Manager

Unified Communications | Unified Communications | 3224 / UDP Cisco Unified
Manager Attendant Manager Communications
Console Manager Attendant
Console AC
AC
Unified Communications | Unified Communications | 4321 / UDP Cisco Unified
Manager Attendant Manager Communications
Console Manager Attendant
Console AC
AC
SAF/CCD SAF 5050/ TCP EIGRP/SAF
Unified Communications 10S
Manager 10S
Unified Communications | Cisco Intercompany 5620/ TCP VAP
Manager Media Engine IME Cisco Intercompany
5620 Media Engine
CLI
add ime
vapserver setime
vapserver port  Cisco
IME
Cisco Unified Unified Communications | 8443 / TCP
Communications Manager
Cisco Unified
Communications
Manager
AXL/SOAP
API
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cTL B

55:CTL
CTL TLS 24441 TCP ASA
CTL
56 HP
HP SIM 2301/ TCP HP
Endpoint HTTP
HP SIM 2381/ TCP HP
Endpoint HTTPS
Compaq 25375 25376 25393 |COMPAQ
Endpoint / UDP
cmax
HP SIM 50000 50004 /TCP |HPSIM HTTPS
Endpoint
ASA

http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
tsd-products-support-series-home.html

P1X Application Inspection Configuration Guide

http://www.cisco.com/c/en/us/support/security/pix-firewall-software/
products-installation-and-configuration-guides-list.html

FWSM 3.1 Application Inspection Configuration Guide
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http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html

- R

http://mww-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsma321/configuration/guide/fwsm_cfg/inspct_
f.html

IETF TCP/UDP

Internet Assigned Numbers Authority TANA |ETF

http://www.iana.org/assignments/port-numbers

Cisco CRS 4.0 (IP IVR and IPCC Express) Port Utilization Guide

http:/AMnww.cisco.com/en/US/products/swi/custcosw/ps1846/products_installation_and_configuration_guides _list.html

Port Utilization Guide for Cisco ICM/IPCC Enterprise and Hosted Editions
http:/AMnww.cisco.com/en/US/products/swi/custcosw/ps1001/products_installation_and_configuration_guides_list.html

Cisco Unified Communications Manager Express Security Guide to Best Practices
hittp:/Aswwicisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions design_guidance(09186a00801f8e30.html

Cisco Unity Express Security Guide to Best Practices

hitp/Amvnicisco.comvenUShetsolins340/ms394/ns165hns391networking solutions design guidance09186a0080118e31.himitnpa1149
VMware

vCenter Server ESX TCP
UDP
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http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www.iana.org/assignments/port-numbers
http://www.cisco.com/en/US/products/sw/custcosw/ps1846/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e30.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e31.html#wp41149
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382
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. 468
« IM and Presence Service 468

IM and Presence Service

IM and Presence Service
TCP UDP
IP Communications
ACL Quality of Service QoS
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IM and Presence Service

IM and Presence Service

ACL QoS
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57:

ACL

From

[ Role ]

Transport
Protocol

UDP

TCP
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58 IM and Presence Service SIP
[ / /
Poood |
SIP [IM and SIP TCP/UDP | [5060] SIP
Presence] UDP
____________________________ TCP
[IM and SIP
Presence]
SIP [IM and SIP TLS 5061 TLS
Presence]
[IMand [IMand SIP TLS 5062 TLS
Presence] Presence]
[IMand [IMand SIP UDP/TCP | 5049
Presence] Presence]
[IMand [IM and HTTP TCP 8081
Presence] Presence]
HTTP
[IMand HTTP TCP 8082 IM and
Presence] Presence HTTP
[IMand HTTPS |TLS/TCP |8083 IM and
Presence] Presence HTTPS

IM and Presence Service
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59 : IM and Presence Service

Presence

Poocd ]

[IM and
Presence]

IM and
Presence

Presence
Engine

SIP

UDP/TCP

5080

SIP
UDP/TCP

IM and
Presence

Presence
Engine

IM and
Presence

Presence
Engine

Livebus

UDP

50000

LiveBus

IM and Presence Service

60 : IM and Presence Service

Tomcat WebRequests

Pood ]

/

[IM and
Presence]

HTTPS

TCP

8080

Web

[IMand
Presence]

TLS/TCP

8443

SOAP

[IM and
Presence]

HTTPS

TLS/TCP

8443

Web

[IM and
Presence]

HTTPS

TLS/TCP

8443
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[ / /
Poood ]
[IM and SOAP TLS/TCP |8443 SOAP Cisco
Presence] Unified Personal
Communicator Cisco
Unified Mobility
Advantage
API
61 . IM and Presence Service
[ / /
Poood ]
[IM and LDAP TCP 389
Presence] /3268
""""""" LDAP
[IMand
Presence]

389 Netscape

Directory
LDAP
IM&P
LDAP
LDAP
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[ /
Poocd ]
[IMand LDAPS TCP 636
Presence]
LDAP
636
62 : IM and Presence Service
[ /
Pooad ]
IM and IM and [TCP] [TCP] 8600
Presence Presence
63 IM and Presence Service Certificate Manager
[ /
Pooad ]
[IM and [TCP] [TCP] 7070
Presence]
64 : IM and Presence Service IDS
[ /
Pooodl |
IM and IM and [TCP] [TCP] 1500
Presence Presence IDS
12.5(1)
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[ / /
Poood ]
IM and IM and [TCP] [TCP] 1501
Presence Presence IDS 2
IM and IM and XML [TCP] 1515
Presence Presence
DB
65 IM and Presence Service IPSec
[ / /
Poood ]
IM and IM and UDP/TCP | 8500 8500
Presence Presence ipsec_mgr
IPSec IPSec
66 : IM and Presence Service DRF
[ / /
Poood ]
IM and IM and [TCP] [TCP] 4040 DRF Master Agent
Presence Presence Local
DRF DRF Agent GUI
CLI
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67 : IM and Presence Service RISDC
[ /
Pooad ]
IM and IM and [TCP] [TCP] 2555 Real-time Information
Presence Presence Services RIS
RIS RIS
RISDC
IM and IM and [TCP] [TCP] 2556 Cisco RIS  Real-time
Presence Presence Information Services
RIMTTAMC/ | RIS RIS
SOAP RIS
IM and IM and [TCP] [TCP] 8889 8888
Presence Presence
RIS RIS
RISDC
TCP  servM
68 : IM and Presence Service SNMP
[ /
Poood ]
SNMP [IM and SNMP | UDP 161 8161 SNMP
Presence]
12.5(1)
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[ / /
Poocd ]
[IM and [IM and SNMP UDP 6162 SNMP
Presence] Presence]
SNMP
[IMand [IMand SNMP UDP 6161 SNMP
Presence] Presence]
SNMP
SNMP [IMand [TCP] [TCP] 7999 CDP Agent CDP
Presence]
[IM and [IM and [TCP] [TCP] 7161 SNMP
Presence] Presence]
[IM and SNMP SNMP UDP 162 SNMP
Presence]
[IMand [IMand SNMP UDP 61441 SNMP
Presence] Presence]
69 : IM and Presence Service Racoon
[ / /
Poocd |
[ [IM and Ipsec UDP 500 Internet Security
Presence] Association and the
I VA | C— Key Management
Protocol ISAKMP
______________ [
[IM and
Presence] Gateway ]
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70 : IM and Presence Service

[ /
Pooad ]
IM and IM and XML [TCP] 8888
Presence Presence 8889
RIS RIS RIS
servM
71:IM and Presence Service DNS
[ /
Poood ]
[IM and DNS DNS UDP 53 DNS IM and
Presence] Presence DNS
:DNS |
:IM and Presence
72 : IM and Presence Service SSH/SFTP
[ /
Poood ]
[IM and SSH/SFTP | TCP 22
Presence]
Endpoint
sftp
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73 IM and Presence Service ICMP
[
Pooad ]
[IM and Cisco ICMP IP N/A
Presence] Unified
-------------- WB ICMP Cisco
o anager Unified
Isco Communications
Unified
L [IM and Manager
Manager Presence]
74 : IM and Presence Service NTP
[
Poood ]
[IM and NTP NTP UDP 123 Cisco Unified
Presence] NTP Communications
Server Manager NTP
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75 : IM and Presence Service Microsoft Exchange
[ /
Pooad ]
Microsoft [IM and HTTP ) IM and Microsoft Exchange
Exchange Presence] HTTPu |WebDAVY | Presence
HTTP
/UDP/IP
2) EWS -
HTTRTCPIP | 50020 NOTIFY
SOAP
Exchange
76 : IM and Presence Service SOAP
[ /
Poood ]
IM and IM and [TCP] [TCP] 5007 SOAP
Presence Presence
Tomcat SOAP
12.5(1)
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77 : IM and Presence Service AMC RMI
[ /
Poood |
[IMand RTMT [TCP] [TCP] 1090 AMC RMI
Presence] RTMT
Cisco AMC
[IMand RTMT [TCP] [TCP] 1099 AMC RMI
Presence] RTMT
CiscoAMC
78 : IM and Presence Service XCP
[ /
Poocd |

XMPP [IMand [TCP] [TCP] 5222

Presence]
[IM and [IM and [TCP] [TCP] 5269 S2S
Presence] Presence]

[IM and [TCP] [TCP] 7335 XCP Web Connection

Presence] Manager ~ BOSH
BOSH

API
HTTP
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[ / /
Poood ]
IM and IM and [TCP] [TCP] 7400 XCP
Presence Presence
XCP XCP
XCP XCP
IM and IM and UDP UDP 5353 MDNS
Presence Presence XCP
XCP XCP
IM and IM and [TCP] [TCP] 7336 HTTPS MFET
Presence Presence
XCP XCP
79 : IM and Presence Service PostgreSQL
[ / /
Poood |
[IM and PostgreSQL | [TCP] [TCP] 54321 PostgreSQL
Presence]
1
PostgreSQL
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80 : IM and Presence Service

IM and Presence Service .

[ /
Poood |

IM and IM and [TCP] [TCP] 20075 Cisco Server Recovery
Presence Presence Manager RPC

Server Server
Recovery Recovery
Manager Manager
IM and IM and UDP UDP 21999 Cisco Server Recovery
Presence Presence Manager

Server Server
Recovery Recovery
Manager Manager

81 : IM and Presence Service In Memory

[ /
Poocd ]

[IM and [IMand [TCP] 6603* Cisco Presence
Presence] Presence] Datastore
[IM and [IM and [TCP] 6604* Cisco Login Datastore
Presence] Presence]
[IM and [IM and [TCP] 6605* Cisco SIP Registration
Presence] Presence] Datastore
[IM and [IM and [TCP] 9003 Cisco Presence
Presence] Presence] Datastore
[IM and [IM and [TCP] 9004 Cisco Login Datastore
Presence] Presence]
[IM and [IM and [TCP] 9005 Cisco SIP Registration
Presence] Presence] Datastore
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* CLI utils imdb_replication status
IM and Presence Service

82 : IM and Presence Service In Memory SQL
[ / /
Pooad ]

[IM and [IM and [TCP] 6603 Cisco Presence
Presence] Presence] Datastore SQL

[IM and [IM and [TCP] 6604 Cisco Login Datastore
Presence] Presence] SQL

[IM and [IM and [TCP] 6605 Cisco SIP Registration
Presence] Presence] Datastore SQL

[IM and [IM and [TCP] 6606 Cisco Route Datastore
Presence] Presence] SQL

83 : IM and Presence Service In Memory
[ / /
Poocd ]

[IM and [IM and [TCP] 6607 Cisco Presence
Presence] Presence] Datastore XML

[IM and [IM and [TCP] 6608 Cisco Login Datastore
Presence] Presence] XML

[IM and [IMand [TCP] 6609 Cisco SIP Registration
Presence] Presence] Datastore XML

[IM and [IM and [TCP] 6610 Cisco Route Datastore
Presence] Presence] XML
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84 : IM and Presence Service : /X.509
[ / /
Pooad ]
IM and IM and [TCP] [TCP] 37239 Cisco Intercluster Sync
Presence Presence Agent

(Intercluster | (Intercluster
Sync Agent) | Sync Agent)

SNMP Cisco Unified Serviceability Administration Guide
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. 485

. 488
* XMPP 495
. 496
[Cisco Unified CM IM and
Presence Administration Cisco Unified CM IM and Presence 1> [System
] > [Service Parameters ] [Service ]

[Cisco Server Recovery Manager]

* Cisco XCP CPU
IM and Presence Service

CPU
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/ /
. Server Recovery Manager
Critical Service Down Delay
90 Critical Service Down Delay
. /
/
« [Client Re-Login Lower Limit ]
* [Client Re-Login Upper Limit ]
1
2
/
3 [Number of Users ]

4 [Cisco Unified CM IM and Presence Administration Cisco Unified CM IM and Presence
1> [System 1> [Service Parameters ] [Service
] [Cisco Server Recovery Manager] IM and Presence Service

5 [Cisco Unified CM IM and Presence Administration Cisco Unified CM IM and Presence
1> [System 1> [Service Parameters ] [Service
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[Cisco Server Recovery Manager]

[Critical Service Down

Delay ] 90
1 15,000 uc - /
3,000 2,000 2
1,000 /
2,000
15,000 4vCPUB8GB /
2000 120 253
S
\
120 [Critical Service Down Delay ]
120
2 5000 uc - /
4,700
5,000 4vCPU 8 GB /
5,000
5000 120 953
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500 UC 1vCPU 700MHz 2GB
85: 500 uc /
uc
100 120 187
250 120 287
500 UC 1vCPU 700MHz 2GB
86: 500 uc /
uc
100 120 187
250 120 287
500 120 453
1000 UC 1vCPU 1500MHz 2GB
87: 1000 uc /
uc
100 120 153
250 120 203
500 120 287
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1000

2000

2000

1000

UC 1vCPU 1500MHz 2GB

UC 1vCPU 1500MHz 2GB /
88: 1000 uc /
uc
100 120 153
250 120 203
500 120 287
750 120 370
1000 120 453
UC 1vCPU 1500Mhz 4GB /
89: 2000 uc /
uc
100 120 153
500 120 287
1000 120 453
UC 1vCPU 1500Mhz 4GB /
90: 2000 uc /
uc
100 120 153
250 120 203
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B 500

5000

5000

UC 4GB 2vCPU /

500 120 287
750 120 370
1000 120 453
1250 120 537
1500 120 620
1750 120 703
2000 120 787

UC 4GB 2vCPU

91: 5000 uc

uc

100 120 137
500 120 203
[1000] 120 287
1500 120 370
2000 120 453
2500 120 537

UC 4GB 2vCPU

92: 5000 uc

uc

100 120 137
500 120 203
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15000

15000 UC 4vCPU8GB .
[1000] 120 287
1500 120 370
2000 120 453
2500 120 537
3000 120 620
3500 120 703
4000 120 787
4500 120 870
[5000] 120 953
UC 4vCPUS8GB
15000
25GHz  CPU
93: 15000 uc /
uc
100 120 127
500 120 153
[1000] 120 187
1500 120 220
2000 120 253
2500 120 287
3000 120 320
3500 120 353
4000 120 387
4500 120 420
5000 120 453
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B 500

15000

. IM and Presence Service

UC 4vCPUB8GB /
6000 120 520
7000 120 587
7500 120 620
UC 4vCPUSGB
15000
25GHz  CPU
94: 15000 uc /
uc
100 120 127
500 120 153
[1000] 120 187
1500 120 220
2000 120 253
2500 120 287
3000 120 320
3500 120 353
4000 120 387
4500 120 420
5000 120 453
6000 120 520
7000 120 587
8000 120 653
9000 120 720
10000 120 787
11000 120 853
12.5(1)




25000 UC 6VvCPU 16GB .
12000 120 920
13000 120 987
14000 120 1053
15000 120 1120
25000 UC 6vCPU16GB /
A
25000
CPU
95: 9 45% CPU

100 120 131
500 120 176
[1000] 120 231
1500 120 287
2000 120 342
2500 120 398
3000 120 453
3500 120 509
4000 120 564
4500 120 620
[5000] 120 676
6000 120 787
7000 120 898
7500 120 953
8000 120 1009
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. 25000 UC 6vCPU 16GB /

9000 120 1120
10000 120 1231
11000 120 1342
12000 120 1453
12500 120 1509

25000 UC 6vCPU16GB /

25000
2.8GHz CPU

9: / 16 80% CPU
100 120 126
500 120 151
[1000] 120 183
1500 120 214
2000 120 245
2500 120 276
3000 120 308
3500 120 339
4000 120 370
4500 120 401
[5000] 120 433
6000 120 495
7000 120 558
8000 120 620
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XMPP

XMPP B

9000 120 683
10000 120 745
11000 120 808
12000 120 870
13000 120 933
14000 120 995
15000 120 1058
16000 120 1120
17000 120 1183
18000 120 1245
19000 120 1308
20000 120 1370
21000 120 1433
22000 120 1495
23000 120 1558
24000 120 1620
25000 120 1683
IM and Presence Service XMPP

* RFC 3920 Extensible Messaging and Presence Protocol (XMPP): Core RFC 3921 Extensible

Messaging and Presence Protocol (XMPP): Instant Messaging and Presence

» XEP-0004 Data Forms

» XEP-0012 Last Activity

» XEP-0013 Flexible Offline
» XEP-0016 Privacy Lists

Message Retrieval

» XEP-0030 Service Discovery

* XEP-0045 Multi-User Chat
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» XEP-0054 Vcard-temp

» XEP-0055 Jabber Search

* XEP-0060 Publish-Subscribe

* XEP-0065 SOCKSS5 Bystreams

» XEP-0066 Out of Band Data Archive OOB requests

» XEP-0068 Field Standardization for Data Forms

* XEP-0071 XHTML-IM

* XEP-0082 XMPP Date and Time Profiles

» XEP-0092 Software Version

» XEP-0106 JID Escaping

* XEP-0114 Jabber Component Protocol

» XEP-0115 Entity Capabilities

» XEP-0124 Bidirectional Streams over Synchronous HTTP (BOSH)
» XEP-0126 Invisibility

» XEP-0128 Service Discovery Extensions

» XEP-0160 Best Practices for Handling Offline Messages

» XEP-0163 Personal Eventing Via PubSub

» XEP-0170 Recommended Order of Stream Feature Negotiation
» XEP-0178 Best Practices for Use of SASL EXTERNAL

» XEP-0220 Server Dialback

» XEP-0273 SIFT (Stanza Interception and Filtering Technology)

[ Active Notifications ]
Cisco Unified CM IM and Presence Administration GUI
[ Active Notifications Summary ]
Cisco Unified CM IM and Presence [ System ]>
[ Notifications ]
IM and Presence Cisco XCP Cisco SIP

Cisco Presence Engine
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Cisco SIP Proxy

[ System ]>] Application
Listeners ]
Cisco XCP Router
[ Messaging ]>[ Compliance ]
>[ Compliance Settings ]
[ Messaging ]>[ Compliance ]
> Compliance Profiles ]
Cisco XCP Router
[ Messaging 1>

Group Chat System Administrators ]

Cisco XCP Router

[ Messaging ]>[ External Server
Setup ]>[ External File Servers ]
[ /1P Host/IP Address Setting ]
[ External File Server PublicKey ]
Cisco XCP Router
[ Messaging ]>[
Group Chat and Persistent Chat ]
DB Cisco XCP
Text Conference Mgr
Cisco XCP Router
[ Messaging 1>

Group Chat Server Alias Mapping ]
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ACL Cisco SIP Proxy
[ System ]1>[ Security 1>[ ACL
Incoming ACL ]
[ System ]>] Security 1> ACL
Outgoing ACL ]
ACL
Cisco XCP Router
[ Message Archiver ]
LDAP LDAP Server Cisco XCP Router
[ Application ]>[
Third-Party Clients  ]>[ LDAP Third-party LDAP
Settings ]
[LDAP LDAP Search ] LDAP
[LDAP vCard Build vCards from LDAP ]
vCard FN LDAP
Cisco XCP Router
[ Messaging 1> Settings ]
[ Enable instant message ]
Microsoft RCC Cisco SIP Proxy
[ Application ] > [Microsoft RCC] > [
Settings ]
Presence Gateway Cisco Presence Engine
[ Presence ]>[ Gateways ]
MS Exchange

IM and Presence Service
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[ Presence ]>[ Settings ]1>[ Standard
Configuration ]

[ Enable Availability
Sharing ]

Maximum Contact List Size

Cisco Presence Engine
Cisco XCP Router

(per user)
[ Maximum Watchers ]
Cisco XCP Router

[ Presence ]>[ Settings ]1>[ Standard
Configuration ]
[

Enable user of Email address for Interdomain Federation ]
[ Presence ]>][ Settings ]>[ Standard CiscoSIP
Configuration ]
Presence ]>

[ 1>[ XCP

Intradomain Federation Setup ]

[LCS/OCS/Lync

Enable Partitioned Intradomain Federation with LCS/OCS/Lync ]

Standard Configuration ]

[ Presence ]>[ Routing ]>[
Settings ]

Cisco SIP Proxy
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Cisco SIP

Interdomain Federation ]>[SIP

SIP Federation ]

[ System ]>[ Security 1> SIP
Settings ]
Sip Cisco XCP
SIP XMPP
XMPP
SIP Cisco XCP Router
[ Presence ]>]

Cisco XCP Router

TLS Peer Subjects ]

[ Application ]>[
Third-Party Clients 1> LDAP Third-Party
LDAP Servers ]
[ /1P Hostname/IP Address ] [ Port 1 [
/ Password/Confirm Password ]
TLS Cisco SIP Proxy
[ System ]>[ Security ]>[TLS

Federation ]>[ Policy ]

XMPP

TLS TLS Context
[ System ]>[ Security ]>[TLS
TLS Context Configuration ]
XMPP Cisco XCP Router
[ Presence ]>[
Interdomain Federation ] > [XMPP XMPP
Federation > Settings ]
[ Presence ]>[
Interdomain Federation ] > [XMPP XMPP

12.5(1)
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Cisco
XCP

[Cisco Unified IM and Presence OS

Cisco Unified IM and

Presence OS Administration ] [ Settings ]>[IP]1>[
/ IPv6 Ethernet/Ethernet IPv6 ]
IPv6 IPv6 Configuration Cisco XCP Router

Cisco SIP Proxy

[ System ]>[ Enterprise
Parameters ] Cisco Presence Engine
[IPv6 ]
IM
[ Settings ]>[IP] >
Publisher ]

IM and Presence

Cisco SIP Proxy

cup
Cisco Presence Engine
cup-xmpp Cisco XCP Router

CUp-Xmpp-s2s

Cisco XCP Router

CUP
Cisco SIP
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utils remotesyslog set protocol * CLI
Cisco Presence Engine
* PEIDSQueryError
« PEIDStoIMDBDatabaseSyncError
* PEIDSSubscribeError
« PEWebDAV InitializationFailure
Cisco XCP
* XCPConfigMgrJabberRestartRequired
* XCPConfigMgrR2RPasswordEncryptionFailed
« XCPConfigMgrR2RRequestTimedOut
* XCPConfigMgrHostNameResolutionFailed
PWSSCBInitFailed Cisco SIP
Exchange Cisco Presence Engine
« Microsoft Exchange Microsoft Exchange Notification
Port
. Calendar Spread
» Exchange Exchange Timeout (seconds)
» Exchange Exchange Queue
« Exchange Exchange Threads
* EWS EWS Status Frequency
Exchange Cisco SIP Proxy
Cisco Presence Engine
IM and Presence Service
MSSQL Cisco XCP Router
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Cisco XCP Router

Cisco XCP Router

TLS Cisco SIP Proxy
TLS Cisco SIP Proxy
Cisco SIP Cisco SIP Proxy
« CUCM CUCM Domain
. Server Name (supplemental)
«HTTP HTTP Port
. Stateful

Server (transaction Stateful)

. TCP Persist TCP Connections

. Shared memory size (bytes)

. IM/P FQDN  Federation Routing
IM/P FQDN

 Microsoft User-Agent Microsoft Federation

User-Agent Headers

[ Routing Communication Type ] Cisco XCP Router

IM Cisco XCP Router

Cisco XCP Router

Cisco XCP Router

Cisco XCP Cisco XCP | Cisco XCP Router

[ Routing Communication Type ] Cisco XCP Router
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[Cisco XCP File Transfer Manager] Cisco XCP Router

. External
File Server Available Space Lower Threshold

. External
File Server Available Space Upper Threshold

[ Enable Mulitple Device Cisco XCP Router
Messaging ]
[ Maximum number of logon | Cisco XCP Router

sessions per user ]

install_dir /data/pg_hba.conf Cisco XCP Router
install_dir /data/postgresqgl.conf

Cisco XCP Router

o[ Presence Settings ] [

Allow users to view the availability of other
users without being prompted for approval ]

o[ Presence Settings ] [
Maximum Contact Lists
Size (per user) ] [ ( )
Maximum Watchers (per user) ]

Cisco XCP Router
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