—

setav> K

* set account enable (3 ~X—73)
* set account name (4 ~X—3)

* set accountlocking (6 ~<—1)

* set accountlocking count, on page 7

* set accountlocking unlocktime (8 ~X—1)
» set account ssorecoveryurlaccess (9 ~—13)
» set account ssouidvalue (10 ~X—73")

» set cert bulk consolidate (10 ~X—73)

« set cert bulk export (11 ~<X—1)

« set cert bulk import (12 ~X—1)

* set cert bulk sftp (13 ~X—73)

* set cert default-ca-list disable (13 ~—1)
« set cert default-ca-list enable (15 ~X—7)
» set cert delete (16 ~X—72)

* set cert import (17 ~X—37)

*set certregen (18 ~<—737)

* set cert regen ITLRecovery (18 ~—3)

* set cli pagination (19 ~=X—72)

« set cli session timeout (20 ~X—13)

» set commandcount (21 ~X—73)
esetcsrgen (21 ~X—30)

« set cuc jetty stderrlog (22 ~X—3)

* set cuc jetty stdoutlog (23 ~X—73)

* set cuc jetty requestlog (24 ~X—73)

« set cuc speechview registration certificate size, on page 25
» set cuc srsv timeout (25 ~X—37)

* set cuc trace (26 ~—73)

e setdate (27 ~X—3)

* set dscp defaults (28 ~X—7)

e setdscp (28 ~X—7)

setav K .



* set dscp marking (29 ~—3)

» set ipsec policy group (30 ~X—7)

* set ipsec policy name (30 ~X—3)

» set key regen authz encryption (31 ~X—73")

» set key regen authz signing (31 ~X—7)

* set logging (32 X—73)

* set Login Grace Timeout (32 ~X—1)

« set network cluster publisher (33 ~<—71")

* set network cluster subscriber details (33 ~X—1)

» set network cluster subscriber dynamic-cluster-configuration (34 ~—737)
» set network dhep eth0 (35 ~X—73)

* set network dns (36 ~X—17)

« set network dns options (36 ~X—1)

* set network domain (37 ~—3)

* set network failover (38 ~X—73)

* set network gateway (38 ~X—1)

» set network hostname (39 ~X—1)

* set network ip eth0 (41 ~=X—3)

* set network ipv6 dhep (42 ~X—72)

« set network ipv6 gateway (43 ~—73)

* set network ipv6 service (44 ~X—737)

* set network ipv6 static_address (44 ~X—3)

* set network max_ip_conntrack (45 ~X—73")

* set network mtu (46 ~<—3°)

* set network name-service hosts cache-enable (46 ~—1)

* set network name-service hosts max-db-size (47 ~<—37)

* set network name-service hosts negative-time-to-live (47 ~X—3)
* set network name-service hosts persistent (48 ~X—1)

» set network name-service hosts positive-time-to-live (48 ~X—3")
« set network name-service hosts suggested-size (49 ~<—1)

* set network name-service services cache-enable (49 ~—3")

* set network name-service services max-db-size (50 ~X—°)

* set network name-service services negative-time-to-live (50 ~—13)
* set network name-service services persistent (51 ~X—3)

» set network name-service services positive-time-to-live (51 ~X—13)
» set network name-service services suggested-size (52 ~X—73")

* set network nic eth0 (52 ~—3)

« set network ntp option (53 ~X—1)

* set network pmtud state (54 ~X—37)

* set network restore (54 ~X—1)

* set network status eth0 (56 ~=X—<°)

. setav K

setav K |



| seta<w>k
set account enable .

* set network name-service (56 ~<X—3)

* set password complexity minimum-length (57 ~<—73")

* set password age (58 ~X—1)

* set password change-at-login (58 ~<—1)

* set password complexity character (59 ~X—73)

» set password complexity character difference (60 ~X—12)
* set password complexity character max-repeat (61 ~<—13)
» set password expiry maximum-age (61 ~—737)

* set password expiry user maximum-age configure (62 ~—73)
* set password expiry minimum-age (63 ~X—1)

» set password expiry user maximum-age (64 ~X—73)

» set password expiry user minimum-age (65 ~X—3")

* set password history (66 ~—1")

* set password inactivity (67 ~—71")

* set password system bootloader encryptHash (68 ~X—73”)
* set password user admin (68 ~X—13)

* set password user security (69 ~X—73)

« set replication-sync monitor (70 ~X—73)

* set samltrace level (70 ~X—2)

* set session maxlimit (71 ~—3)

esetsmtp (71 ~X—73)

* set strace enable (72 ~X—7)

* set strace disable (72 ~X—7)

* set timezone (73 ~X—Y)

* set tls min-version (74 ~—73)

* set trace disable (75 ~—1)

* set trace enable (75 ~X—7)

* set tlsresumptiontimeout (76 ~X—73)

s set tlstrace* (77 ~X—)

* set web-security (78 ~X—)

* set webapp session timeout (79 ~X—1)

* set webapp session maxlimit (80 ~—73”)

* set workingdir (83 ~X—)

set account enable

Zoawry R, RNRT—=FRHET 7T 4 T THDHEDIT 48 —T N2> = 08 = —
YT e X—T M LET,

set account enable user-id

I setav K .



setav >R |
B setaccount name

BX DA INT A —  EREA
3

user-id Fa—TMbENEZT AT bO2—VID ZIEEL T,

aAavURE—R BELE (admin:)

EZH
aw REEL~UL 4
T L— RIGOMER © AF]

it F %4« Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#— ¥t A Cisco Unity Connection

set account name
Toawy NI, ARL—F 4 T VAT A RICEET A N EBRELET,

set account name name

BX DA INT A—  EREA
3

name HHRT I N —PLERLUET,

TINT 7y ORI, FT-135E T (a~2z. A~D., 0~9) OLTHERINS
ZHIEANTTLET,

avY K E—F B (admin:)

FERAEDAA RSqy T VHEANTDIL, ZOFRT I FPORHEL-L (0 £72131) BLOVIAT—FD
AN RO BNET, FFHEL~VOERITKDO LB TY,

HELAILO

HEORHEL NV ERELET, B OFELZFFO 2 —VIX, FEL L0 TOACLI =2
v REEITCTEET,

FELANILL

EERRHEL ANV EREE LET, MERFHEEZRF O 2 —F, FEL L1 LLFCCLI =
<~ REFTTEET,

. setav K



| seta<w>k
setaccountname [JJj

A\
GE) Unified Communications Manager D > A b —/LHIZ T AT DT L » TER S5 B
THT Y MITADOREL LR BH Y £, BHEIL, CLIOTRTOa~vy REETT
% ijqo

Set account name=~ > RiZiL, ROFLW T a7 EREENTVET,

s ZDA—HMNY AN URL ZNLTSAML SSOXMIGS AT LIZAOS A VTEDLSIZL
FITHM? (Yes/No) : LUV 4 EHFIL, CLI TYes /2 I NoEZ ANTHZ Lick»
T HLWT Ty h 73 —2EHEDY DY URLYA A FTar~DT 7 kA
EHNEITEN T ENTEET, 2RI INY URLEZFEHALTYA 1
THZEEBRLIZGEIE. ZOEZ [IELy (Yes) | ITRETEET,

*SSODTSw b I7+—LOY A UERIT BIZIE. ZDI1—H % LDAP(SAMAccountName
FFXUPN G E) IZHBAT 2 —EDHAF (UID) ZHEET IHENHYET, ZO1—H

D@4 LDAP —EHAIF (UID) ZAALTLZEL: [UID] : LUV 4 FBEE L,
DTy T MIOWTE T Ty N7+ — LEREO—BE#A T OEE AT TEET,

setav K .



. set accountlocking

\)

setav >R |

GE) LU DOEFE ORI, TXTO CLI 2~ REFEITTHMHERZF > TOET,
BHEIX, WOX AT BRERIZFTTHLENHY 7,
[2DA—HFH1Y B/ URL ZNMLTSAML SSO RIS ATLIZAS AV TED &K

SIZLETH, (AllowthisUser tologinto SAML SSO-enabled system through Recovery
UMﬁ)Hu;[ﬁm(wg]ikwqmui(N@]@bfh#%kbb$¢°
(YesNo) Va7 haFoRrLET, Z07vr 7 MERZEHOSGAIEX, =7 — Ay
U RFRINET,

[SSO 0)707 v |“77.|' J_\El7’|'/€'munﬂf77a>( [is —D1— -'j-éLDAP
(sAMAccountName £7=[XUPN 4 &) 12Xt L THBIT H—EDH#HFF (UID) %5

ETEBENHY ET, (Toauthenticateaplatform login for SSO, aUniqueldentifier
(UID) must be provided that identifiesthisuser to LDAP (such as SAM AccountName or

UPN)] IZ, {EZAALET, ZDuser: [UID] 7' &> 7 b Djidl)7z LDAP [HA kA
id) Z AL TLEE, e 7 FNOEREHEL TWLEAIT, =7 — A vtE—
UNRFERSINET, Enter ¥—ZWHT L, T AN N TP T I MABRFS
NET, THU Y RREFIERIND &, BEFIL [T H 0 PRIEFITER S
NFELE] EWVIHI XAy E—URERENET, OSAdministration (272 7' A >4 2 Ril
I, CLIICa 7/ A v LT AT— REFHLET,

FR—F 4 T AT MNEBA— 0 SAML SSO 2 7 A D84 LDAP = —H
N [&] XFTHERESNTWVWEEHEEIL. &) XFRLTY Iy N7 r—ba—T%
WWLTﬁE\F&JI%T%WéﬁéMMP1%$K7y7LT<EéPO

e AN —T 4 VT VAT NEBAR—T D SAML SSO B 7 A Ot 2—H ID O
LDAP JEMEAES telephonenumber D5E . 403, FETF £ 72 ITHWF O L THRERL S 41D
Ty b7 = a—PEER LTSN, BEOHLDT T v b7 —ha—H4
EEDRNTLIZS N, RIT, Ealidf 5 & LT UID 4 FoMib)7e LDAP 2 — (T
~v 7 LET,

EZH
o< R

e

RS
Pt

BFEL~L 1 4
L KM R

Unified Communications Manager, Unified Communications Manager ¢> IM and Presence
Cisco Unity Connection

set accountlocking

ZDhaw

VRIE, BIEOEHT AV NOT AU byl EA R—TNVERIET =T

I LET,

. setav K



| seta<w>k
set accountlocking count .

set accountlocking {enable | disable}

X DR NS A—  EiEA
A

enable THU By e R —T M LET,

disable T ey I EF 4 — I LET,

avY kK E—FK BHEFE (admin:)

FEREDHA K4

\}

() Zoavr REFfTLCenable 2 3IRT 5 & B n JBRENFENC/RD, ThHT o b
"y 7T T NO@EMNEHEBICENISNET,

EHT U bay JEENANI R > TWDGE, 2—FRT vy hay 7 xi
ATCHESTRAY—=REANTDE, Thoo MI—E ey 7 EnEd, ThHY
YRRy ZERNTND LN AyE—=UiE, VMarY—retxa 7 0 Tlhilsh
eu ZIZOHRFRENET,

=25

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

set accountlocking count

Zoa<wry Rt 2= T By 7 ENEETOTa— it A oA URITEE A
HELET,

set accountlocking count  attempts

Syntax Description INSA—4 EL: |
attempts TATS IRy 7 SNHETDOIA A
AATEEEER L ET,

EO#PH 2 ~5
F7 4L ME 3

Command Modes HH¥ (admin:)

setav K
I



setav >R |
. set accountlocking unlocktime

Usage Guidelines A=Y THT L IRy ENDETOYA A VRATIEED 7 0 — A EZE R4 51213,
Zoaxwy REETLET,

\}

Note =-ppo<w NZ. 7HT M By 2B, 2= LOBEEICOLENTET, THv k
Oy ET AT NCTDHE, THT s vy OEIZVAT JMIRFEEINEEA,
FORT AT N ay I ELRFZ—TNITHE, TT7HMEDO I BFEHINET,

EZ H
o~ REREL L ]
T w77 L— RO - FRE

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

set accountlocking unlocktime

ZOawr RiL, BED Unified Communications Manager ‘FEE 7 H 7 > hd v v 7 gk
LR ELET,

set accountlocking unlocktime seconds

B DEREA INTG A—5 B

seconds O U R 2 R A DR CREE LT
fili DEEPH: 30-3600
57 /v MHE: 300

\)

(GE) T HY Ly ME, RESNTow y 7 RERIE RS L7 IS O H BRI 7y 7 RER S
NEY,

s Z DAY RIE, THUY M B I BA =T NVDGFEIZODHREHNTT, ThU

ey EENZTAE, ThHU Ny rony ZHERERNL S AT AMIRTFES
NEHA, TORT IV Ny 2 B/ THE, T 740 MED 300 HEH &
nEJ,

AT RE—F HELE  (admin:)

. setav K



| seta<w>k
set account ssorecoveryurlaccess [JJ]

=5
a2 REfHEL ~UL 2 0
Ty T L— RO AT

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

set account ssorecoveryurlaccess

Zoavw NI, Iy 7+ —LEHEEDSSO Y AN URL 77 ® 2 2GR E =138
LET,

\)

) T74NVEITIE 77y b 74— LEHEFEL AT B RY URLIZT 7B ATEET,
TTy N7 —AEHELNAREHCDOY ARV URLT VB RAEZEHFLLY & T5L,
T —RERINET,

set account ssorecoveryurlaccess {enable| disable}userid

BXDEREA INT A—45 Bl

enable TT o N T —LEHEO) IRV AL A KT g
EHNZLET,

disable TT7y hN 7 —LEHEDOY ANV A A F T g
P LET,

userid ¥EE D Cisco Unified AL —F ( 7 ¥ AT LDE L
THhY NERELET,

AT RE—F HEE  (admin:)

HEREDAA K1Y

)

GE) s TTICHNELITENC 2o TWD Y ANV A A AT a B RNEITIES)
2T HE, =T —NERRENET,
* Unified Communications Manager DA > A h— VEFIZ T AT MZ K > TERE N D E

BET T MUTI4OFEL~ARH Y F9, HHEIL. CLIOTRTOa<w R
FEITTEET,

I setav K .



setav >R |
. set account ssouidvalue

EH
a2 REfHEL ~UL : 4
Ty L— REEOFER - ARA]

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
P—E X

set account ssouidvalue
Toa<vwy NI BEOT Ty N7 —AEREO—FO dlEEET LE T,

set account ssouidvalue userid

EX DA INTDA—4 SR AA
userid A A O % 9 5 LB b D FEE D Cisco =
T7A REARL—FT 4 VTV AT LADOERET 17 b
ZIEELET,
ATV RE—FR EEE  (admin:)

HEREDAA K1Y

)

GE) * Set account ssouidvalueuserid=~ > R 54745 &, UIDEEZ AT 5720071
T RRERENET, UID EARZEA DS . samaccountname |17 7 /L T
ssouidvalue & L TIRIEFSNLE T,

« BT D UID ENFET 25613, =7 —RRRENET,

E #
vy NEFEL UL 4
T oI L— RO - K]

it FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-t A

set cert bhulk consolidate
Zoa=wy NI, 2=y FCHEHTRERT X COFFHELZHRELE T,

set cert bulk consolidate unit

. setav K



| seta<w>k
set cert bulk export .

EX DA INTA— ERBA
5
unit o=y MERLE
—é’_ﬂo
avY R E—R BELE (admin:)

ERLOHA F54~ CERT ORI M5 SFTP #— S & e+ 2 LER S Y 7,

Z #
g REFFEL~UL ;1
T 7T L— REEOER - ARE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, ¥ LW Cisco Unity Connection,

EErEYY
set cert bulk sftp (13 ~X—7)

set cert bulk export
Zoaxry R, 2=y NCHEMWRERT X TOEHEL T 7 AR —F LET,

set cert bulk export unit

X NN INS A—  ERBA
A

export DT TAZNDOZ D=y MNIEHFEERT X TOFEAELE, FRNCRE L
SFTP n 4 —3 g 7 AR—FLET,

unit o=y MEERLET,

avYU R E—F B (admin:)

ERLOHA F5 4~ CERT OIS 5 SFTP H— S A HET 2 LERH Y £,

Z #
a2 REHEL ~UL ]
T 7T L— REEOFER - nHE

1 F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

setav K
I



. set cert bulk import

setav >R |

il

admin:set cert bulk export all
Successfully exported tomcat certificate(s) to sftp server.
Successfully exported tftp certificate(s) to sftp server.

BErEY Y
set cert bulk sftp (13 ~X—7)

set cert bulk import

ZDa< RiE, SFTP OBEFNIH DA EAIEESN-2=y FOEEA FTIZA »AR—h
L/i—a—o

set cert bulk import unit

BX DA

ATV R E—F

EREDAARZA

RS A— B
5

unit =y MEERLE
KR

B (admin:)

CERT O —fE#AEICHE 45 SFTP 9 — NEMEIEETHLERH D £,

Z #
g RERFEL~UL ;1
T 7T L— REEOER - AJHE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert bulk import all
Successfully imported tomcat certificates.
Successfully imported tftp certificates.

BErEY Y
set cert bulk sftp (13 ~X—71)

. setav K



| seta<w>k
set cert bulk sftp .

set cert bulk sftp
Zoawy N, —ERIECER TS SFTP — Mo 7 7 e RR L ET,

set cert bulk sftp

a<vY R E—F EHE (admin:)

FEEEDHA KS4 > CERT O EIMH M5 SFTP — MERZFET 2L ENH Y £,

ZEH
gy RERHEL ~L @ 1
T o7 L— REFOE A FIRE

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, LW Cisco Unity Connection,

set cert default-ca-list disable

Zoawry RiE, 7 TAFINDOTRTOY =T, I_RTEZFIFHGEDT 7 4/ b CAGEAE
AN LET,

IOavwr REERTLEIETDE, ZOBETTRXTERIZEFEDT 7 4 /L k@ Cisco CA
FEENENIC > TND I LB RTEERX vy —UREREINET,

set cert default-ca-list disable {all |common-name}

)

GE) cIDATYRNE, 2277 Fala=r—varex—Yy =7 Y vy ) — |
MBFTLTNDZ L 2R LT ESN,

« 77 4L hO CAGFHES X, showcertdefault-caliszi~ > REE(TTHZ LTk -

TS TEET,
EX DA INTA—4H ERBA
all I FGAANDOTRTCOY— 5T 7 40 b
D CAFEHEFEZ T X THIBRL 7,
common-name 7T AZRNOTRTOYF—"5 BEDT
74V CAREELHIFRLET,
ATV RE—FK BELE (admin:)

setav K
I



setav >R |

. set cert default-ca-list disable

EREDAA

 —_

3

4y TRTOT T4/ CAGEHEFEZENIZ L%, ROFHREBEL TIIZEW,

+ ICiscotomcat] . [CiscoCallManager] . [CiscoTftp] . XL lcisco Certificate Authority
Proxy Function] #—E A& FEE) L E7,

BrEDT 7 0k CAIFHAELENIC LT-%., ROFREZEFB LT IEEN,

« [CiscoCallManager] ., [ciscoTftp) . 3L [Cisco Certificate Authority Proxy Function
P AL HEELET,

« ['VeriSign Class 3 Secure SERVER CA-G3 | FEREZ EZNIZ L TV 545A 1%, [Cisco tomeat)
Y= RADOHEH/EHT LT THLTT,

EZ#
o< REHEL ~UL 1

1 %52 : Unified Communications Manager

1

admin:set cert default-ca-list disable all

WARNING: This operation will disable all Cisco CA certificates that have been installed
by default. You can use the "show cert default-ca-list" to view the list of default
Cisco CA certificates.

You must restart the "Cisco Tomcat", "Cisco CallManager", "Cisco Tftp" and

"Cisco Certificate Authority Proxy Function" services after running this command.

This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled the default Cisco CA certificates.

Please wait for a few min to UI to reflect the correct status.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-001

WARNING: This operation will disable the "CAP-RTP-001" Cisco CA certificate.

You must restart the "Cisco CallManager", "Cisco Certificate Authority Proxy Function"
and

"Cisco Tftp" services after running this command. This command should be run from the
Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "CAP-RTP-001" certificate.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will disable the "VeriSign Class 3 Secure Server CA - G3" Cisco
CA

certificate. You must restart the "Cisco Tomcat" services after running this command.
This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : capf

The capf certificate is not in the list of default Cisco CA certificates.
admin:

. setav K



| seta<w>k
set cert default-ca-list enable .

set cert default-ca-list enable

ZDa<wy RiE, 77 AFIRNDTRTOY—T, CAPFEHEZR I _RTERIIHEDT 7 +
JU b CAGFAEAZAGNC L ET, CAPFEHEAFHEIL, 7 92X RTINS, 2=7 574 R
Do —arvRi— =T vy ) — RTOLEIIRY F£1°,

Ioavwry REFTLEYIETEHE, ZOBREICEIS T, TRXRTCTERIIHEDOT 74/ bD
CiscoCAGEHENGH CE 2iEHEL LTAENI R D Z L2 mdEE LA vt —UNRERINE
-éAO

set cert default-ca-list enable {all |common-name}

\}

GE) e ZDaw NI, =TV Rala=hr— g3 —y =T w3y ) —FR
MOHFITLTNDZ EEHERLTLIEEN,

e F 7 4L hD CAGFHEAX X, showcertdefault-calisz~ > REE(TTHZ LTk -

TS TEET,
EX DA INTA—4H Bz
all T IFGABZNDOTRTCOY—"OF 7 )L D
CAGEFAEZ T XTHEMLET,
common-name 7 ABZRNOTXTOY— NTEEDT 7 +
b N CAGEAEEZ AL ET,
ATV RE—FR EELHE  (admin:)

FEREDHA KSq4y TXTOT 74/~ CAGEMHFEZAN LI, ROBEHREBEL T ZS0,
+ [Cisco Tomcat] . [Cisco CallManager] . [Cisco Tftp] . [Cisco Certificate Authority
Proxy Function] #—UEAZHiEHE L £,
FEDT 7 4V b CARERELZ AN LIk, ROBEHREEFBL T ZIW,

+ [Cisco CallManager] . [Cisco Tftp) . [Cisco Certificate Authority Proxy Function| H—
EAZFEELET,

+ ['VeriSign Class 3 Secure SERVER CA-G3 | REHIEAZ AN L TV AHEA X, [Ciscotomeat ]
Y= RADH T HEET 572 TS T,

Z #
gy REfEL~L ;1

I setav K .



setav >R |
. set cert delete

ji %22 : Unified Communications Manager

1

admin:set cert default-ca-list enable all

WARNING: This operation will enable all default Cisco CA certificates

as trusted certificates for all nodes in this cluster.

You can use the "show cert default-ca-list" to view the list of default

Cisco CA certificates. You must restart the "Cisco Tomcat", "Cisco CallManager",
"Cisco Tftp" and "Cisco Certificate Authority Proxy Function" services after
running this command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled the default Cisco CA certificates.

Please wait for a few minutes for the UI to reflect the correct status.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-002

WARNING: This operation will install the "CAP-RTP-002" certificate as a trusted certificate
for all nodes in this cluster. You must restart the "Cisco CallManager",

"Cisco Certificate Authority Proxy Function" and "Cisco Tftp" services after running
this

command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled default "CAP-RTP-002" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will install the "VeriSign Class 3 Secure Server CA - G3"
certificate

as a trusted certificate for all nodes in this cluster. You must restart the "Cisco
Tomcat"

services after running this command. This command should be run from the Publisher.
Do you wish to proceed (yes|no)? yes
Successfully enabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-003

The CAP-RTP-003 certificate is not in the list of default Cisco CA certificates.
admin:

set cert delete
Zoavwy R, By OO EEDIEHEY 7 A L EHIRL 9,

set cert delete unit name

EXDEREA INT A— EnBA
3
unit 7 3Y) O4Fi% Town) F721% Ttust) ZfEELET,
name FEAED 7 7 A VA TT,

. setav K




| seta<w>k

aAvU R E—F

set cert import .

B (admin:)

Z #
o<y REFEL~UL 1 ]
T w7 L— RRFOE A FIEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert delete cucm siptest.pem

set cert import

Zoawy NI, BESWEHEAEO Y 4 7O ESNIFHELZ A R—FLET,

set cert import type name [caCert]

BXDEREA

avU R E—F

RS A— B
5

type AEHED X A 7% Town) F72iE Ttust) ITHEL XTI,

name o= R EELET,

[caCert]  CAGFEHHET 7 A L DOL4RTAFE L ET,

B (admin:)

E #
avy REEL~IL 2 ]
T w7 L— RIGOMER  FlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

1

admin:set cert import trust tomcat

Successfully imported certificate for tomcat.

Please restart services related to tomcat for the new certificate to
become active.

setav K .



. set cert regen

setav >R |

set cert regen

Ioawry RiE, lBEShiEa=y ORI AEFAKR L ET,

set cert regen name

BXDEREA

ATV R E—F

INT A —  EREA

5

name A=y MERLE
—;«O

EHFE (admin:)

Z #
gy REFEL L ]
Ty 7T L— REEOER « ARWA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert regen tomcat
Successfully regenerated certificate for tomcat.

set cert regen ITLRecovery

Zoawy RiE, BESNZ2= > F® ITLRecovery iBal & AR L £7°,

Ioavy REANTDHE, h—2 2 LV ACTL 2 LTV, CallManager 7k # % FAE K
THEEIZ, CTL 7 7 A JMICHEH S 7= CallManager sEFAENH Y . FOFEHAENRTEH IN T
WD EERTEEA vy E—UNRERINET, R GEAFLZ BAER T 2ITIE, yesE ATIL
F9, £ TRWVWEAIZ, nok ASTLET,

set cert regen ITLRecovery

BX DA

aAvYU R E—F

INTA—5 FREA
ITLRecovery ITLRecovery il #E A% L £7,

¥ (admin:)

. setav K



| seta<w>k
set cli pagination .

=
A

FR T T 4T D XD ITHEAR S VZEEE O ITLRecovery (2B 5 — B R & B H)
TAVLENRDHY £7°,

g REEL~UL @ 1
T w77 L— RO - KA

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 LU Cisco Unity Connection,

1

admin:set cert regen ITLRecovery

WARNING: If you are using a tokenless CTL and if the CallManager certificate is recently
generated, please ensure that the CTL File already has the new CallManager certificate
and is

updated to the endpoints, before generating the ITL Recovery certificate. Are you sure
want

to proceed?

Proceed with regeneration (yes|no)? yes

Successfully Regenerated Certificate for ITLRecovery.

You must restart the services related to ITLRecovery for the regenerated certificates

to
become active.

set cli pagination
Zoawr R, BUED CLIE Yy v a Y CHBIBEAN Va4 v E3A7ICLET,

set cli pagination {on | off}

X DA INT A —  EREA
on WR—TEAF NI LE
TO
off BWN—T A TITLE
R
avy R E—FK HELHE  (admin:)

setav K
I



setav >R |
. set cli session timeout

EZ#H
a2 REHEL ~UL 1
Ty T L— RO AT

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A IO Cisco Unity Connection,

admin:set cli pagination off
Automatic pagination is turned off

set cli session timeout

Zoa~vwr NI TITF 47 RCLIt Yy a ryNEA LT TR LEE S A F ORI A 45 H
AL CHRELET,

set cli session timeout minutes

XD NS A— EHER
A
mnutes 7275 7R CLIE Yy a v N2 A LT T LB & D F TORM A 5y BAT T
BELET,

s EOHH : 5~ 99999 7>

« T 7 /v ME : 304y

avYRE—R EEE  (admin:)

FEELEODHA KSqy HLlnkyvar XA L0707 MEZ, HILWCLIE Yy v a U CRELICEMICR S Z LITiE
BLTLKEESWY, 2EL, 7757478y a i3 md A4 L7 07 MEERRFEFLET, F7-.
show cli session timeout =< > R TClX, HAEDOE v a UBH LVMEZHEH L CWRWEET
b FOMENPINET,

N

GE) ZoREIZ. V7MY 2T Ty ST —RIZLo TR SN, 74V MEIZYUEY |
SNFEF A,

S
vy REFEL UL ]
Ty 77— RO - R

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A I I Cisco Unity Connection,

. setav K



| seta<w>k

set commandcount .

set commandcount

IDa<wyRiE, CLla~y RF7ar 7 hE2ER LT, ETHEADCLI a2~ ROBNERE
nNHEXHCLET,

set commandcount {enable| disable}

BXDEREA

aAvU kK E—F

INS A—  ERBH

2
enable av L ROBOH Ty "EaEF AT LET,

disable a<w L ROEOI T " eF I LET,

FHE (admin:)

Z #
o< REHEL ~UL ;1
T w7 L— REEOER : KAl

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A IO Cisco Unity Connection,

set csr gen
ZDavwy NI, 2=y MO cesr EKLET,
set csr gen name

BX DA INTA— B

AR E—F

3
name AEHEZ AR T o2 =y PE2RELET,

B (admin:)

=2

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I I Cisco Unity Connection,

setav K .



setav >R |
. set cuc jetty stderrlog

il

admin:set csr gen tomcat
Successfully Generated CSR for tomcat.

S
vy REFEL UL o]
Ty 77— RO - R

set cuc jetty stderrlog

Zoawy R, Jetty V=L OBEFICRET HIHEOHHIEEL T —DTT— a7 D4
A ARX—TNVELIXT 4 8—T M LET, ZOT— n IR ERIND E, NR
/var/log/active/Jjetty/ OB ATHHERIZ72 D £97,

set cucjetty stderrlog {enable| disable}

BXDEREA INT A—4H B

enable Jetty h— "D F— 1 kA
F—TNWIZLET, enable T
1L, RICF LN SCFR R S
NHZ LITEBRLTLES
AN

disable Jetty =D T — u J%
T4 EB—7 NI LET, disable
Tl RICFE/NSCFH XA
SNHZEITEELTLEE
AN

avU R E—R EEE  (admin:)

HEREDAA K1Y

AN
ER Jetty VRO T — 0 A =T NEITT 4 BT T LIERIT, Tetty P—E 2 %
HE#BTL20ERH D £7,
=24

o<y REFEL L 2 0
Ty T L— REEOFEH  ARA]

. setav K



| seta<w>k

set cuc jetty

set cuc jetty stdoutlog .

Ji %t 28 : Cisco Unity Connection O -,

Jetty Y—/\DIS5— 0T %4 r—TILIZT B4l

admin:set cuc jetty stderrlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

stdoutlog

Zoawy R, Jetty br— " EDBETICAEKSNOEEOANB IO In V%4 x—7 v
FLIT =TI LET, ZOBEEOANBIOH I n FBRERESND &, /N A
/var/log/active/jetty/ MH ATFHERIZ72 D £9°,

set cucjetty stdoutlog {enable| disable}

BXDEREA

ATV R E—F

FREDHA K514

NS A—4H ERBA
enable Jetty — "DIEHED AT1k &
[ONWAR=0 e o Sl A Nl

$9, enable TiX, K¥{FL
INCFEREBI S D Z i
BELTLEEW,

disable Jetty — "DIEHED A1k &
OCie 7 &7 4 B—7 I
LF7, disable TiX., KXF
ENUFERERIE D Z &I
EELTLEEN,

EH#E (admin:)

A

AR Jetty P ANOFEEDOAN B IO v V& A R—T NVETIET 4 BT M LTI,

Jetty Y —E A2 H{EET L MLENH Y £77,

=
a2 REHEL~UL 2 0

setav K .



setav >R |
. set cuc jetty requestlog

T T L— REEOERH  ARA]
Jt FH %42« Cisco Unity Connection (D7,

Jetty Y —/\DIFEDANE L VHEAOT &4 R—TILIZT B4

admin:set cuc jetty stdoutlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc jetty requestiog

ZOavy NI, TR TOERDPDBHASNDGEIT, Jetty P — " BAERIN-ERke 7 & A
F—=TNERFT 4 8—T NI LET, ZOERuIIBRERIND E, /XX
/usr/local/jetty/logs/ H ATFREEIZR D 97,

set cuc jetty requestiog {enable| disable}

X DA INTA—4H EL: ]
enable Jetty r— "DFR v 7% A
F—TMZ LET, [enable]
TIE, KICF &/ STFEHR KA
INHZEICEBELTLLES
AN

disable Jetty F— DRk 7 %7 4
t—7 iz LEd, [disable]
TlE, RICF &/ SCFD A
INDHZEICEELTLLES
AN

avY R E—FK EELHE  (admin:)

FREDHA FS14 2
A\

EE Jetty V= OFER0 A X —TNEIEIT 4 BT M LK, Jetty V—E A& H
EETOMENDH D £7,

. setav K



| seta<w>k

set cuc speechview registration certificate size .

EH

o<y REFHEL UL 1 0

7S L— RO - Raf

W 5642« Cisco Unity Connection 0D 7,

Jetty Y —/\DERO T Z A 2—TILIZT B4

admin:set cuc jetty requestlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc speechview registration certificate size

Comvy RO, AE—FOF LGSy b REELET, TR X
L SCFIR — B LR A A A — VERSRIE SHE T

set cuc speechview registration certificate size bit_size

Syntax Description

Command Modes

Usage Guidelines

NS A—4 Bz
bit_size AEHED bit_size ZFEE L E

T TSR TODEE,
1000, 2000, 4000 T,

A (admin:)

WEERFEAEDOE v M A XEFRET DI, set cuc speechview registration certificate size
(Cisco Unity Connection Only) 2~ > R&ZfEH LET, ZDCLIIX, "7V vy THEITTHHL
RV ET, ZIITL Y, Connection SpeechView Processor — B AN FRLE) S L E T,

EZH
o< REHEL ~UL : 4

set cuc srsv timeout

Toa<wyRNE, SRSVt a Ly XA LT Y NOMBEERELET,

set cuc srsv timeout  timeout_value

setav K .



setav >R |
B setcuctrace

X DA INS A—%4 FhBA
timeout value = > 5 m /7Y FORRIAZRELE T,

avY R E—R EEE  (admin:)

Z#H®

vy REFHEL -~V ]

Ty T L— REEOMH - RA]
1 %4+ Cisco Unity Connection

set cuc trace

Ioa<wry REERATLE, BESNEZ ML —ABLO L —R L\LEB A X—TVE T2
TAY—TNIZTDHENTEET,

set cuctrace {enable|disable} trace name L ~/I

¥ mERHA INT A—
A

enable Connection b L' —R%&Z A 2 —T7 M LET,

t 83

disable Connection h L —RZ2A%&F 4 Z—7 NMIZLET,

trace name ( X — 7 NEIETFT 4 B—TNICT D L —AD4RTIEERELET, hL—24
T, RXFENLFRRENEND Z EIZEELTLEI N,

level A F—TIWEIXT 4 B—T WM T D trace name D L)V EFFELET, & hL—
ZlE, RT3 DL VLN BRE S L, 0205 30 DFE SIS bRET, f{E
EN P L—RICEALT, & LVUIG L TRRD XA TGRS E T,
BEOL NV X—=TNVERITT A =T MITHEBEIE. o~ HH LT
LAV EREI) N TR L TLVLO#EIHART ZENTEET, A3—
AIEHTE ERA,

avY R E—FK HELHE  (admin:)

FEEEDHA KSqy BEADIR->THNDL PL—AL FL—X LLD Y X F&FRRT HI21E, show cuctrace
levels =~ > K (Cisco Unity Connection D) ZfHH L £,

Z #
a2 REHEL ~UL 1
77T L— REFOMER - AR

. setav K



| seta<w>k

set date .

Ji %t 28 : Cisco Unity Connection O -,

VUl fL—X 1, 13, BLULM1T~20%F 4 R—TILIZT B4

admin:set cuc trace enable VUI 1,13,17-20
VUI trace levels are now set to: 1,13,17-20

VUl FL—R LALLM BEIVBIZHRESNTOHKETWI FL—RX1T1~20%T 1
T—TNIZT Bl

admin:set cuc trace disable VUI 17-20
VUI trace levels are now set to: 1,13

EENEY D

show cuc trace levels

set date
Toa<y RiE, Y—OZ L B EEE LE T,

set date HH:mm:ss:MM/DD/YY

XD NS A—  EiEA
A

HH:mmss  [EEIE A (24 FERIEN) 2R L £

MM/DD/YY A% 2 L &9,

G¥) HAEE MM/DD/YYYY & 35E
TEE7,

avY kK E—FK B (admin:)

FEHEDHA KS4> T—SPSMNENTP — LT 2 L ICHRESNTWDLIHA. Zoavy FEEHT LI
X, ZHLHDNTP =R T _CHIBRTOLERH Y 9,

= &%
i %4 : Unified Communications Manager 35 JX TY Cisco Unity Connection,

BRZ2012F 4 A13BFR2F10 5 3BFIZERET 54!

admin:set date 14:10:33:04/13/12

setav K
I


cucm_b_cli_reference_guide_release_1401_chapter7.pdf#nameddest=unique_111

. set dscp defaults

setav >R |

EZ#H
a2 REHEL ~UL 1
Ty T L— RO AT

set dscp defaults

aAvU R E—F

FEREDHA FS14 Y

Zoawy RiE, $RTOR— b X 7% TR O DSCP R EIRE L £,
set dscp defaults
B (admin:)

IOavwr REETTDHE, T 740 NUSAOTTO DSCP HENHIBRE L ET,

show dscp defaults =~ > RZfHH LT, TGO DSCP % E A4 R CE £9°,

E #
o< REHEL ~UL 1
T 7T L— RO - RA]

18 %42 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A ¥ X Cisco Unity Connection,

set dscp
Zoawy RiL, #BIE TCP £721XUDP X7 v h®D DSCP ~—F v 7 oA X —TIVE LT 4
=7 LET, H—0OR—h ¥ 7, FHITTRTOR—F ¥ 7D DSCP &% —JE|ZA F—
TNVERIIT 4 =T TEET,
set dscp {enable| disable} {allport_tag}

XN INT A—  ERBH
all T RTCHODSCP R— b ¥ 7 %5 4 &—T I LET,

aAvU R E—F

port tag DSCPAHR— |k #7%FL %9, DSCPHR—F ¥ 7Lk, R—F 2EHTLT7 7Y
r—a rEBINT A7 TCP £721X UDP R— MZ~v vy B 7 ENTWNWAH L
FTHITT, ThiE, showdscpdefaults 2~ > R 4 5 ERICF R S5 [portTag]
T A= IV RDEDDOETY, R—F X 7 ORTITFRICERINET,

¥ (admin:)

. setav K



| seta<w>k

E

set dscp marking .

a2 REHEL ~UL 1
7T L— REEOMER - AR

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— R ¥ X Cisco Unity Connection,

set dscp marking

Zoawy RiE, BEFODSCP 7 7 AB X OHIEZMEH LT, A— K~ Z 7 DDSCP~—F 7
ERELET,

set dscp marking port_tag fif

BX DA

aAvU R E—F

INT A—
]

L]

port_tag

DSCPR—h ¥ 7% FLET, DSCPHR— K ¥ 7L, R—F &2FEHT27 7Y
= a rEHBATHTEHIZ TCP £721Z UDP AR— M v BV 7 IR TNDH XL
THITY, AL, showdscpdefaults 2~ > K& 75 BRI R S 415 [portTag]
T 4=V RO ODOETY, A—F X7 OFEITFRNERSINET,

value

DSCP DfETd, BEFID DSCP 7 7 ADL i %E NI D0, FioidEfis 10 5
FLELIT 16 R TANTEET, 16 EEFLOBIEDOFINC 0x 721 0X ZH1F
iﬁ‘o

FHE (admin:)

FELEOHA KSq> DSCP TERINDIAXRY T AKX, RDLEBY TY,

« 77 A L7 ZOfE : CSO, CSI1, CS2, CS3, CS5, CS6, CS7

7 AL 7% (CS) DOfEiX IP Precedence DfEIZ %5 L. IP Precedence & 524212 Al
N ET,

« BXABAEOfE - EF

EFPHB (%, {KHINE, (RAEFIIE, D7V IiE, D7enwy v ¥ 2 MEE 35 VoIP 2 XD
TV r— g AELTWET,

e _RZ K x=74— hOfE : BE
ZOfEIET 7 4V N PHB & HFEEIL, EARIIZ 0x00 E~—2 SH X7y hEEELE

S

Flo. XY FT=T =EPLDERORA F 27 4 — MO — 220G L £7,

o fESREREODME - AF11, AF12. AF13, AF21, AF22. AF23. AF41. AF42, AF43

setav K .



. set ipsec policy_group

setav >R |

WAL T AT AFE DY . ZNEN3 S0 Fry TEEIRMAH D £,
I DEEINEMLOMEIX, 7y FB3Ry N —7 ORE#HEICE > T Re vy 7SN 2IEF %

EFRLET WMERER) . 728 21E. AF13 7 T 2034 v ME AF12 D237 > kO
Ry 7EnEd,

E H4®
g REEL~UL @ 1
T 7T L— RO - KA

i FH x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 I LU Cisco Unity Connection,

set ipsec policy_group

Zoawr Rt BESNERY — Z—TF 4D ipsec R ¥ —% A 2 —T M LET,

set ipsec policy_group {ALLgroup}

BXDEREA

aAvU R E—F

INT A=A ieR

ALL TRTDipsec R Y — T N—T %A X—TNIZ
Lij‘o

group A X =T WZT HFFED ipsec R Y v — F—"7
DA ERRE L ET,

B (admin:)

ZEH
o~ REFEL L ]
T L— RIGOMER « AH]

ji# 5622 : Unified Communications Manager 33 J2 U8 Cisco Unity Connection,

set ipsec policy_name

Zoavwy RiE, FFED ipsec R o —% A X —T /I LET,

set ipsec policy_name {ALLpolicy_name}

. setav K



| seta<w>k

set key regen authz encryption .

BXDEREA

aAvU R E—F

INTA—7H EREA

ALL FT_RTD ipsec A Y > —%& A
F—=T M LET,

policy_name A X =T INZT DEFED ipsec
WY =4I EEE L E
ﬁ‘o

FHE (admin:)

= H%

o< REHEL ~UL 1

Ty I — RO« AW

18 A%} 42 : Unified Communications Manager %3 & U Cisco Unity Connection,

set key regen authz encryption

aAvURE—F

Unified Communications Manager /X7 U v % J— RTCZDa~y R&3f73 5 &, Cisco
Jabber FBFE T S D OAuth 77 B A h—27 VB L OHEH h—2 2R b3 5 xRk
XF—ZHAERLTEET,

B (admin:)

E #

vy NEFEL UL 4

T o7 L— RO - RA]

1 F %4 : Unified Communications Manager, IM and Presence F—E &,

set key regen authz signing

AU kFE—F

FEREDAHA RS2

Unified Communications Manager /X7 U v % J — R TCZDa~vy R&3474 5 &, Cisco
Jabber RETHEH S5 OAuth 7 7 £ X b—27 VB L UEH b —27 VITELT DT DIEXS
FRRSA F— N7 2 H{ARTE X7,

FHFE (admin:)

E H8
oy REFEL~UL 4

T w77 L— REEOM - RA]

setav K .



setav >R |
. set logging

ji# %t 22 : Unified Communications Manager, IM and Presence #— £ %,

set logging

Zoawy REFEHTSE, CLIAAmn B 7 2 A4 2—TNVERIET 4= TDHIENRT
%iﬁ‘o

set logging {enable| disable}

BX DA INT A—  EREA
3

enable Xy SR AT LET,

disable nX T EFTIZLET,

avURE—R BELE (admin:)

EH
o<y REFEL UL 1 0
Ty 7T L— REEOER « ARWA]

jt F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set Login Grace Timeout
Zoavwry REMHT S L, 8E L72EIC LoginGraceTimeout fH 2 i% € T £,

set Login Grace Timeout LoginGraceTimeout value

X nEHA NG A—A 568

LoginGraceTimeoutvalue = 7' A L ¥ % A L7 7 + O LoginGraceTimeout il Z #% & L £,

avYRE—R BELE (admin:)

Z #
gy REFEL L ]
T 7T L— FEEOER - AlRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

. setav K



| seta<w>k
set network cluster publisher .

set network cluster publisher

ZoawyRE Ay NI IFAZNRT Y oy DHRAMBIOIPT FLAZREL
\i—aqo

set network cluster publisher {hosthame|ip} name

X DA INSA—4H ELE)
hostname S NI —2 7T AHDIRA
"N EfRELET,
ip X NI —2 25 AEZDIPT

KLAEZRELET,

name Xy NT—0 7T AH T
U xlZEID Y TAHHRA b
HEFITZIP T FLATT,

avY R E—FK L (admin:)
=2
avy REREL~L 0 ]
Ty 77— RREOMEH : AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network cluster subscriber details

Tomcat Web ¥ — "3 F 7 L CGUIIZT 7 EATERWEIX, Z0a~vy REFEHL T
A7 7 A 3% processnode F 7213 appserver 7 — 7 /WITIEAN L £ 7,

set network cluster subscriber details #—/3% " hostname ip domainname

X DERHA INSA—%H i BA

servertype ZPDRT A —H2 2%, Unified Communications
Manager, IM and Presence ¥— E A Cisco Unity
Connection DWT NN ORLABINRL EF, 20D
74—V FIZLATT,

setav K
I



setav >R |

. set network cluster subscriber dynamic-cluster-configuration

ATV R E—FR

INSA—4 B

hostname 75 AREINT S ) — ROKA MM, RA NI
WU RAASL L THR—FEINET, ZOT7 44— F
{j:LIZ\ZE\VG'a‘o

ip 75 ABNEINT S ) — ROIPvd 7 KL A, IMand

Presence /37 U v 3% 33 L. O} Cisco Unity Connection
OEr. THUTMET 4 —V R TT,

domainname IM and Presence &Y —E Z XT Y v v D RAA
4. IMandPresence /X7 U v ¥ DS, ZiUIL
BT 4 —)V KT,

B (admin:)

E H8
oy REFEL L ;]
T w77 L— REEOMF - AlEE

2=T7 A Rala=r—rarvx—vyxy, MBI LB A —E R BIW Cisco
Unity Connection (2@ F L E T,

set network cluster subscriber dynamic-cluster-configuration

NIV XY THEATI VT VTAZBEEEART—TNMCTHIZIE, Zoa~vr REHEALE
T, Zoav  REFEHALT, 2=V RST AT T4 )= a7 vy =R F—7
VBT A2 MERELE T, YT A7 T4 ) — ROBIMIZTEHIZEIES NS T2,

INBD ) —FRid, YT AT TANR )= RDA A F—)LEEHZ, TV v ORI Z T
LHHETIHY FH A,

set network cluster subscriber dynamic-cluster-configuration {default | no. of hours}

B DEREA

ATV R E—F

NG A— A
3

default UEIAA T I w0 7T AZRERAFT—T NV LET,

no. of 1 ~24 M OEEEELET,
hours

EH#E (admin)

. setav K



| seta<w>k
set network dhcp eth0 .

E

1 F x4 : Unified Communications Manager, IM and Presence — A2 | 35 JX U Cisco Unity
Connection,

set network dhcp eth0

ZoawryRNE ARy b A H—T 2 A0DDHCP 24 F—TNVEIFT 4 & —7
MILET, A=V Ry b AL EZ—T 24 AT ITRETETET A,

set network dhcp ethO {enable| disable} {node ipnet maskgateway ip}

BX DR INTA—4H FtEA
etho A—HFy b A F =T A A0 ERELE
R
enable DHCP % A x—7 VI LET,
disable DHCP #7 4 &—7 MZLE T,
node_ip P—NOEEIP T FLAZERLET,
net_mask =BT Xy h v AT 2R LET,
gateway ip TIHANVEN T = T =ADIPT RLRAEZRL
F7.
aAavU R E—FR A (admin:)

EREDAARZM4 >

A

AR RATTH L VAT ARHEBSHET, WIROO P T L AZERE LA, 4
TIRTO/) — FEFESHTLZ 2B/ LET,

EZEH
av s RREL L ]
T T L — REEOMER - RA]

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

setav K
I



. set network dns

set network dns

setav >R |

TIA<VEFITEI XY DNSP—"DIPT RLAEZHRELET,

set network dns {primary | secondary} addr

DA ING A—4 ERBA
primary
secondary
addr TIA= D ERITEIHFY
DNSH— "DIPT KL 2 %3
l/ijqo
avy R E—FK EEH  (admin:)
Z #

o~ REFEL L ]
Ty L— RO« RA]

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

\}

GE) DNSH—DIPT RLAZEETIEAIE. A—T 4 )T 4 AT LBREICLI 2~
REMEH L CH—"2HEET20ER’H D 7,

set network dns options

DNS 47> g v 2R ELET,

set network dnsoptions [{timeoutseconds}] [{attemptsnumber}] [{rotate}]

XD INT A —
A

t8A

timeout

DNS # A L7 7 bR ELET,

attempts

DNS ZROFITEIHZHE L F7,

rotate

BEEINTVWADNSH— D —F— 3 2TV, BME oS Ed,

seconds

DNS % A L7 7 bR Z AL THRE L9

. setav K



| seta<w>k
set network domain .

INS A—  EqBH

A
number TR ZIEE L £,

FEEEDHA KSq4y O FEFETTLE, VAT LAPEHBMICHER L X7,

avY R E—FK HELH  (admin:)

=
a~ Y REFEL L 2 0
T w7 L— RO - FHE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network domain
VAT ADRAL L ERTELET,
Y

GE) RAAL VA EETTHE, Ty 7 u— RSN TXTOY— R =7 "OBLFHEFE
B % & T0 3T Unified Communications Manager FIEBHE 7Y H B AR S E T,
= "PEHBICHEB L%, BX =27 (BE) £— FCTEWET &KL, CTL 7
TAT 2 M X DEFFEOBH LW CTL 7 7 A L~OHEH 2 T 95 £ TH— NTEH T
TEHA,

GE) RN IELIBEEIND L O, P—Z I ETOMEBILET, RAAS U AOERE
FFEDOFERIZOWTIE,  [Changing the IP Address and Hostname for Cisco Unified
Communications Manager] %2 L T 72 &0,

set network domain [domain-name]

BX DA NG A—4H FRBA
domain name |V Y CHI AT A KA ERLET,

ATV K E—F B (admin:)

FEREDHA KSq4Y ZOAXTY ROFETERETLNE D pidRnbET,

setav K
I



. set network failover

setav K |

A

AR BATT L. Ry MU EHRS RO S L E T,

ZEH
o< REFEL L ]
Ty T — REEOER A

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network failover

Z M =< R, Media Convergence Server % NV —2 A L Z—7 = A A Jj— RO Network
Fault Tolerance & 1 *— 7 /VE 72137 4 E—7 MIC L ET,

set network failover {ena|dis}

B DEREA

IND A— ERER
ena Network Fault Tolerance % A *— 7 /L IZ L £9,
dis Network Fault Tolerance %25 4 ©—7 /WIZ L £7,

AR E—F

FHE (admin:)

Z #
o< REFFEL UL ;1
Ty 77 L— REEOFEH - ARA]

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— & ¥ L Cisco Unity Connection,

set network gateway

Fy NI —7 =2 DIPT RLAZZRELET,

set network gateway addr

. setav K



| seta<w>k

set network hostname .

BXDEREA

KT A— HiE
3
addr FOUCTHFRY NT—7 F— T2 DIPT KL AZRLET,

avU kR E—F

B (admin:)

EREDAARZA

Zoa~y ROETERT 20 E ) sk bivEd,

A

AR FATTHE. VAT ARFEEBINET,

E H#
gy REFEL L ]
T ST L— REFOER - ARA]

jti Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network hostname

Zoawr RiE, BHENERY U= RAMEHREL, /—FDOIPT FLAZEHL,
VAT AEREETEAL LI LET,

Zoawy RERADANT., BEEIIHELZDREARY 7T v P2 TWALENH Y 97,
Fo. FAN (FFRIFFRARNEIP T RLR) OEF»RLDEC, SHEE IR EFETT
HVERH Y £,

« show hcscluster verify detailed #2517 L, 7 7 A X REICHE LORBEDN 202 & iR
LET

- set hescluster config #5447 L, 7 T AXRELXZEH L ET
« show hescluster verify detailed #5517 L, 7 7 AR ELMHR L ET

set network hostname hostname

B DEREA

INT A—  ERBA
A

hostname 25 AD#H LWVRy hU—27 KRR M ERLET,

GE) Z DR A ML, ARPANET R A R4 OBANIHE ) LERH D £, 4
FAERBIZIT NV T 7 Xy "XFETRITINE R 5T, ZRUANOERSIZIT
BT, AT EFEATEET, FAMMOESIL3LFETTT,

setav K .



setav >R |
. set network hostname

avY R E—FK EELH  (admin:)

FEREDHA KSq4Y DAY ROFEITEREITDHNE I pBRFRONET,
A\

ER ORITT AL, VAT ARHEBENET,

Z #
oy REFEL UL ]
T T L— REFOEH - RA]

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B A — B R $5 LU Cisco Unity Connection,

il

admin:set network hostname

WARNING: Changing this setting will invalidate software license
on this server. The license will have to be re-hosted.

Continue (y/n) :

Continue (y/n)?y

ctrl-c: To quit the input.

*** WA RNTING ***
Do not close this window without first canceling the command.

This command will automatically restart system services.
The command should not be issued during normal operating
hours.

Note: Please verify that the new hostname is a unique
name across the cluster and, if DNS services are
utilized, any DNS configuration is completed

before proceeding.

Security Warning : This operation will regenerate
all CUCM Certificates including any third party
signed Certificates that have been uploaded.

Enter the hostname:: app-lfweltyb
Would you like to change the network ip address at this time [yes]::

Warning: Do not close this window until command finishes.

ctrl-c: To quit the input.

. setav K



| seta<w>k

set network ip eth0 .

**%* WARNTING ***

Note: Please verify that the new ip address is unique
across the cluster.

Enter the ip address:: 106.1.34.154

Enter the ip subnet mask:: 255.0.0.0

Enter the ip address of the gateway:: 106.1.1.1
Hostname: app-lfwelty5

IP Address: 106.1.34.154

IP Subnet Mask: 255.0.0.0

Gateway: 106.1.1.1

Do you want to continue [yes/no]? yes

\)

GE)  HEHEL[yes]| ZIGETHZLICL->T, FARNEIPT FLAOWFEERTEET,

WA NGTETZEELT HITIE, [no] ZIRE L ET,

set network ip eth0

A—HP 2 h A H—TzAA0DIPT FLAZHRELET, A — VR h A F—TxA
A TIIRETEEH A,

Zoa~vwy RERLLFNC, EHEITIENRDRF A 7T v T E2 ST AMLERH Y £3,
Fio, IPT RLAOEFE ZRADENC, EHFIIREFITTHILENRH Y 77,

« show hescluster verify detailed 2337 L, 7 7 A X R EICEHKE LOMBER 2N T & & iR
LET

« set hescluster config #3347 L, 7 7 AXRELZEHF L ET
« show hescluster verify detailed #5217 L, 7 7 AR ELMHER L ET

set network ip ethO addr mask gw

B DEREA

NS A—4H EBA

eth0 =PIy b A F—=TxA
A0EBELET,

addr BOYMTAHIPT RLRAEEL
iﬁ‘o

~ AT BB THIP~AZERLE
ﬁ—o

setav K .



setav >R |
. set network ipv6 dhcp

~
0
NJ|
%
|
hy

B

BDUTHIPT 74/ b F—
oA R LET,

2

AT RE—FK HEE  (admin:)

EELEOHA RS4Y Z0a~xy ROFETERT 21 E I prahnbhuET,
A\
B T AL. COavy FEROY— A& FRD L ET,
NIC K513

* NTP
« CLM

R R— U

ZEH
avy REEL~IL 2 ]
T w7 L— RIGOMER © AF]

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network ipv6 dhcp

Zoa<wr Nt Y= EDODHCPV6 7 AT v baREL., IPv6 VR — &2 A X —TVIC
LET, BEAKT DL, V—"2HESHTILERNH Y T,

set network ipve dhcp {enable| disable} [reboot]

X DA NS A—  ERBH
A
dhcp P— N EDODHCPV6 7 AT v bEEELET, T 74/ FTid, DHCPv6 7 7

AT oA X—T N LB T — NI EE S hEd A, BEEXMRT S
X, reboot/NT A —X EZfRETHMNTFENTH—NEFEH#HTIHIZ LICL-T, ¥—
NEHEETHILERH D 7,

enable IPv6 R— s & A R—T NI LET,

disable IPv6 Y R— +2F 42— NI LFET,

. setav K



| seta<w>k

ATV R E—F

set network

set network ipv6 gateway .

RS A— B
5

reboot () a2~y ROANBICH—A"RABNICHES TS L5 LET,

B (admin:)

Z #

av REREL~L 0 ]

Ty L— REEOMER « ARH]

it F %4« Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

ipv6 gateway

oy RNE =D IPv6 = U oA BRELE T, EREENMT DT, T—1%
HEETIXLERH Y 7,

set network ipv6 gateway addr [reboot]

B DEREA

AUk E—F

INTA—  EiEA

2

gateway  H— XD IPV6 ¥ — bV = A EHELET, T 74/ FTIE, =D IPv6 7 —
Y = A ZRE LT-RBITHEE ST A, BEEKT HI2IE, reboot/ 3T A —
2ERETHINFECTH—N"EHEETLHZLICL-T, =" HEET L
FNHY E7,

addr IPv6 7 — sV =A 7 KL AT,

reboot (ER) a2~ FOANRICH — PN HEIICHEE TS X 52 LET,

FHE (admin:)

EZH
g REFEL~UL @ 1
T T L— FIEOER © RH]

1 F x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ L Cisco Unity Connection,

setav K .



. set network ipv6 service

set network

setav >R |

Ipv6 service

Zoa<wy RiE, —RNEDIPV6 V—E R A RX—TNVEFIIT 48— NI LET, £
ERMT A%, =" HEESTALERH D T,

set network ipv6 service {enable| disable} [reboot]

BXDEREA

aAvU R E—F

set network

INT A—% B

service P—REDPV6 V—ERZRELET, T 74/ Tk, —23D IPv6 ¥ —
CAEAX—TNVEIIT 4 =T VSR E LEZITHES SN ETA, £F
BN 521X, reboot /X T A —H BARET HMTFENCTH— "2 HEZH#HTH Z
LiZEoT, V—N"EHEHTLILENLY 7,

A R =T =D IPv6 b —ERE A X —T M LET,

1t
disable P — RO IPv6 b —E2XEF 4 E—T I LET,
reboot (EE) a~r FOANBICH—"PHEBMICHEEES 52X 51 LET,

B (admin:)

EZ#
a2 REHEL ~UL 1
77— REFOMER ¢ AR

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I Cisco Unity Connection,

Ipv6 static_address

o=y Rk, —ANICEEIPV6 T FLRAZE D L4 TEd, BEAKBT I, —
FEEESTAILEND D FT,

set network ipv6 static address addr mask [reboot]

BXDEREA

INSA—4R  ERBA

datic_address - — N|Z[EE [Pv6 7 FLAZEI W Y TES, 574/ T, EEIP 7 R
LAZEN) YT T —NIHES S NEFTA, BEEZKBT HIZ1E, reboot
NI A—REBRBETHINFIH T —R"2HEHTLHIZLIZL ST, —1"%H
EHTOIMLENRDY 97,

addr P—NIZE DY CHETIPV6 7 FLAZRELET,

. setav K



| seta<w>k

set network max_ip_conntrack .

INT A—%A ERBA
~ A IPv6 *v hU—27 <A77 (0~ 128) ZfELET,
reboot () a2~y ROANBICH—"RABNICHE TS L5 LET,

aAvU R E—F

A (admin:)

EZEH
o=y REHEL UL 0 1
Ty 7T L— RO RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network max_ip_conntrack

Z M =< Ridip_conntrack max fEZ g% E L £7°,

set network max_ip_conntrack ip_conntrack_max value

BX DA

AR E—F

NG A—4 EBA
ip_conntrack_maxvalue ip conntrack max D% fEE L £7,

(G¥)  ip_conntrack_max DfEIE 65536 LA T&H 2 2703
% D iﬁ‘o

¥ (admin:)

ZE #
a2 REHEL~UL 2 0
Ty 7T L— REEOMEH - AR

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A ¥ X Cisco Unity Connection,

1

admin:set network max ip conntrack 65536

setav K .



setav K |
. set network mtu

set network mtu
KK MTUEZHELET,

set network mtu mtu_max

X DR NS A— B
A

mu_max Kk MTUEAEELET, VAT ALAOF 7 4/ h® MTU fEIZ 1500 T3,

FE UDP A~"— K 8500 E® DF By b &y F&FEO/ 7w R ) — RIETR
SN AHEE, WANL—ZIZDFEY h& 27 U7 LTRENAT v b
BT TTAMET LAY = I TS & dbreplication D[]
REANFEAET HAlREER H D £,

ATV K E—F A (admin:)

EALOAA ESA Y DA~y ROEITEFT 5185 pidnbiET,

AR RBATT DL VAT ADXR Y MU — 7 HRS IR DL E T,

E H
o< REFEL L ]
Ty T — REOER - AW

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

il

admin:set network mtu 576 WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network name-service hosts cache-enable
Zoa<y RNiE, nsed EOX Y v 2 FMMLET,

set networ k name-service hosts cache-enable value

. setav K



| seta<w>k
set network name-service hosts max-db-size .

EX DA INTA—  FRBA
3

value T— UL, yesE 72IFZnoD W TINI T HMERH Y 3,

v RKRE—FK EHE (admin:)

EZH
gy RERHEL ~L @ ]
T 77— REFOfER ¢ AIEE

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts max-dbh-size
Zoawy N, Y RADOEREKFETA XERELET,

set network name-service hosts max-db-size value

BX D& INTA—  FRBA
3

value Fe B NR—= 2 Y DO, "N EATTIUET,

AU RE—FK EHA (admin:)

Z #
g REFFEL~UL ;1
Ty L— RRFOE A FIRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts negative-time-to-live

Zoa<wy R, Y—ERAOEESINEZF Yy aNOAOZ M) $73EK L= =) 0
17 PTRERER] (TTL) 2% E L £ 9, L7z »> T, Zoa~vr REEHT5 L, =—3 1d (Uid)
IR TSN, VAT LT —HXR—ATHEPATERNWIEIERT 7 ANDHDL5H DS
T —< AN ELET, 7oL 2, Linux 7 —3R/V Y — A THEMREER 7 7 A4 /ViX, b—
FeLTERRINET, Fv v a0 BRORMEEZBET 2. ZOX2727 7 A VO
TR/ MEICHERF T 20BN H D £7,

I setav K .



setav >R |
. set network name-service hosts persistent

set networ k name-service hosts negative-time-to-live value

X DR NS A—  EiEA
A

value Wz AT LETS

avy R E—FK HELHE  (admin:)

E LS
av REpEL~UL 0 ]
Ty 7T L— REFOM : AreE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network name-service hosts persistent

ZOaxy RiE, Y—"OFEHRICT—EADF v v 2 ORNEFERFELET, Z0a~vys
FiZ, "I AT EF—=FPRESNTVWDLLBIIRILLET,

set networ k name-service hosts persistent value

X DEREA INTA— B
3

value P—E2ADfEEATILET,

avy R E—FK wELH  (admin:)

ZEH
g REFFEL~UL ;1
T w77 L— REEOER - "HE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts positive-time-to-live

Zoavr RiE, RO EINIEX Y vy Vv aNOIEOT Y MY EFH L7 =) D
T T RERE (TTL) 2% E L £ 7, HE2PWHEMN CHRELE T, KEREL2EETDHIE, v v
adbty MEREIML, FRISERRNEMRSNET, L, 2oL REEFEHNT S
L Fr v v a0 —EYEORMEREML F9,

. setav K



| seta<w>k

set network name-service hosts suggested-size .

set networ k name-service hosts positive-time-to-live value

BX DA

ATV R E—F

INT A—  EREA
A

value Wz AT LET,

EH#E (admin:)

E LS
av 2 REpEL~UL 0 ]
Ty 7T L— REFOM  AreE

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts suggested-size

Zoavr RiE, NNy a7 =T N0 A X2EELET,

set networ k name-service hosts suggested-size value

B DEREA

aAvU R E—F

NS A— FiBA
3

value RN REERT 20D T T4 2 EEE AN LET,

B (admin:)

Z %
o< REHEL ~UL 1
T 7T L— REEOFER - alHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, I LW Cisco Unity Connection,

set network name-service services cache-enable

Zoa=r RN, nsed BREOF v v a2 AN LE T,

set networ k name-ser vice services cache-enable value

setav K .



setav >R |
. set network name-service services max-db-size

EX DA INTA—  FRBA
3

value T— UL, yesE 72 IFZnoD W TINI T HMEERH Y 3,

aAavU R E—F EEHE  (admin:)

EZH
gy RERHEL ~L @ ]
777 L— REFOfER ¢ AIEE

1 %1 4¢ : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services max-db-size
Zoawy N, Y RAOEREKFETA XERELET,

set networ k name-service services max-db-size value

BX D& INTA—  FRBA
3

value NA METEEAD L ET,

aAavY R E—FK EHA (admin:)

ZEH
g REFFEL~UL ;1
T w77 L— REEOMER - "IhE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services negative-time-to-live

Zoawry R, Y—EROB\EINTFX Yy v a2 NOADOZ Y MY EFRMLTE7 Y O
17 AT RERER] (TTL) 2% E L £ 9, L7z »> T, Zoa~vr REEHT5 L, =—3 1d (Uid)
ICES TR SN, VAT AT —ARXR—ATHEHTERWIEIERT 7 A NN D LGH DN
T —~<UANEELET, =& 23X, Linux 7 —F% VY —ZATHEHAIEER 7 7 A VX, L—
FELTRFREINET, v v a0 BEOMEEZBET 212, 20X T7 74 108
EROMEICHER T 20BN Y £7,

. setav K



| seta<w>k

set network name-service services persistent .

set networ k name-ser vice services negative-time-to-live value

BX DA

ATV R E—F

INT A—  EREA
A

value R EERT OO T4 LEEEASLET,

EH#E (admin:)

E LS
av 2 REpEL~UL 0 ]
Ty 7T L— REFOM  AreE

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services persistent

ZOaxy RiE, Y—"OFEHRICH—EADF v v 2 ONEFERFELET, Z0a~vys
FiZ, "I AT EFE—FPRESNTWDLLBIIRILHET,

set networ k name-service services persistent value

BXDEREA

aAvU kR E—F

INT A—  EREA
3

value P—E2ADEE AT LET,

B (admin:)

Z #
o<y REREL~UL 1 ]
T o7 L— RRFOE A FIEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services positive-time-to-live

Zoawr R, Y—ERAOEEEINEZX Yy vy VY a2NOIEOZ Y M) 3 L7z =Y O
TEREATRERE R (TTL) 2 3% E L £, Zoa~y NICKREREEZANT S L, Fvviadb y
FERABIML, FEISERMAERSNLET, 2L, KEAREEIEETHLE, Frvian
—HEMEORESHEML £,

setav K .



setav >R |
. set network name-service services suggested-size

set networ k name-ser vice services positive-time-to-live value

X DR NS A—  EiEA
A

value Wz AT LETS

AavY R E—F EHZE (admin:)

E LS
av REpEL~UL 0 ]
Ty 7T L— REFOM : AreE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network name-service services suggested-size
Zoawry RiE, Wy aT—7 AoV A ReZELET,

set networ k name-service services suggested-size value

BX O RTA—  BiE

]

value RN REERT 0D T4 2 EEE AN LET,
ATV KR E—F B (admin:)

Z %
o< REHEL ~UL 1
T 7T L— REEOMFER - aJHE

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I I Cisco Unity Connection,

set network nic eth0

ZOav U RE ARy A Z—T 2 A A0DT 0T 4 ZRELET, A —HFvy b
AV E =T 2 A1ITHRETETEHA,

set network nic ethO {auto | {en|dis}} {speed|{10|100}} {duplex half| {half|full}}

. setav K



| seta<w>k
set network ntp option .

BX DA INT A—45 B

eth0 L —F Xy N A HZ—TxA
20 ZEELET,

auto HElxd>xo— 3 %A
=TT DENT =T
MTTDHENERELE T,

speed A =V v MEROEELZ 10
Mb/F E 721% 100 Mb/FS DU
IUNTHRE LE T,

duplex YTHELIIETHEAEEL
EJc AN

aAavy RE—FK EH#  (admin:)

GEREDHA KSq4Y O~y ROFTEET 20 E I piiahnbhEd,
“
GE)  —HEIZT 7T 4 TICTEAHNICIE I DT TY,

A\
FE BT THENICHY By hENDLMF Yy bU— T EE N —IRIc kb E T,

E H4®
a2 REHEL ~UL 1
T T L— REEOFERH  RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 ¥ LU Cisco Unity Connection,

set network ntp option
Zoa~r RiE, noqueryt 7Y a & /etc/config? 7 A VIZIEM L £,

set networ k ntp option

avYRKE—FK EHE (admin:)

E #
o< REHEL ~UL 1

setav K
I



setav >R |
. set network pmtud state

T 77— RREOMEH - AlEE

1t FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network pmtud state
WNRAMIUT A ABNRN) A X =T NVERITT 4 =TI LET,

set network pmtud state {enable| disable}

B DEREA INTA—  EREA
3

enable IRAMTU T 4 AHN e f FT—=T NV LET,

disable NRAMTIUT 4 AHNRY 2T 4 —T /M LET,

avY R E—FK EEHE  (admin:)

BERLOAA oAy "D~y ROFFEFET 508 3 pianbivET,
A\

TR OFITTDE. VAT LADXR Yy NU—T BN I E T,

EZE#H®
a2 REHEL ~UL 1
77— REFOMER ¢ AR

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A ¥ L Cisco Unity Connection,

1

admin:set network pmtud state enable WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network restore

BELIA =V Ry P AR—FTHRELILAZT 4y 7 IPT RLAZMEHT XL ICRELE
R

. setav K



| seta<w>k

set network restore .

set network restore ethO ip-address network-mask gateway

BXDEREA

ATV R E—F

FREDHA FS14 Y

INT A—4A  FRER

eth0 A—HP Xy b A F—T A A0EHEELET,

ip-address  E|V U THFFTA <~ £-1dE A ZUDNSH—, i3k y hU—2 F—
FT2ADIPT FLRZRLET, FdiTT DL, v MU — 7N —REIZ
g EnET, 774 ~VUDNS YV — D IP 7 KL RAZEFT HEA1E. Cisco
Tomcat " —E 2 & FHEEITAH2LERH Y £9°, FFMIZ OV T, utilsservice =
U REBRBLTLES Y, £, IPT7T FLA% 1O THER Lz & X3, &%
TIRTO /) — FEFEET LI & Z2HELET,

nework-mask H— OB 7y h v AV ERLET,

gateway FI7FNEF—=FU=2ADIPT RLAZEELET,

ip-address  EV Y THFTA~ U E£2FE D FVDNSH— R £ Ry hT—27 F—

N2 ADIPT RLAZRLET, FlrT DL, Iy NT—Z7HEn—KIC
mrEnEd, 754 ~VU DNSH— D IP 7 FL ZAZEES 5841%. Cisco
Tomcat " —E AL FHEITHIMLENH D £9, FEMIZOWVTIL, utilsservice =
<~ FESRBLTLLEEY, . IPT RLRAEZ I ODTHERLEZE X, &4
TITRCO /) — REFHEETHZ L2 HRELET,

EHFE (admin:)

A

peS

B Zoavr A7 vaid, Mo setnetwork 2~ REMHA L TRy hU—7 ki 2 1E
TTCERWVEAEICOMERLEST, Z0a<wr FTE, dBESNT-XYy NU—27 4 B —
T2 A AT EHEETOR Y bU—7EREMN. Network Fault Tolerance b & 6 T3 X T
HIFRENET, Z0a~vr REETLEEEE. B0 0LETOX Y MU — 7 3%E % FH#)
TEILTOHILENDY £,

B Zoaxr RE#ETTLE, B—0OFy MU =7 HERN—RICRDVE T,

B2

a2 REfHEL~UL : 0
777 L— REFOMER ;- AIEE

1 %15« Unified Communications Manager, Unified Communications Manager @ IM 3 X UV L
£ A — B R ¥ LW Cisco Unity Connection,

setav K .



setav >R |
. set network status eth0

il

admin:set network restore ethO 10.94.150.108 255.255.255.0 10.94.150.1

set network status eth(

ZOavwrRE A=Y %Y FODARTF—F 25T v FELIIF T AT LET, A —P Ky B
A B =T 2 A A TIFRETEET A,

set network statusethO {up | down}

BX DA NS A— EREA

eth0 A—HPXy h AL X —T A Z0EELET,

E3XD

E o
£

o

up A=Y XY hA U H =T 2 A AODAT—H A% T v 7|Z

L
down A =P Xy hA L E—T A AODAT —H AL X T NIHREL

Aa<vY R E—F HHZE (admin:)

BERLOAA oAy "D~y ROFFEFET 5 E 3 pianbitET,

AR OBUTT L L. VAT ADOXR Y MU =T HERN—RICRDIVE T,

ZE #
o< REHEL ~UL 1
T 7T L— RO - KA

i F x4 © Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L
£ 2% — B & $ LU Cisco Unity Connection,

set network name-service
Toavwy Rt X—AP—EROF ¥ v 2 BHEEAFERLET,

set network name-service [attribute] [value]

. setav K



| seta<w>k

set password complexity minimum-length .

BXDEREA

B [

Paranoia Bool IX, Yes £721ZNo DWFTNINTHLMLERH Y £F, T /A TE—R
EECTHE, x—LbY—E R TEHAICHER L £,

debugrlevel  LL230 L0 REWHAIE, F— L —ERTL o TT Ny ZHABMER S

NET, LAREWNEE, AR S HITEEMCR Y £97,

reload-count

XrovvanbFN—=UTINDHINC, Fryiadhlcba— Rz e—
RIBEEERELET, EF vy iala— R34/ L7 7 b 03HY £
T ZOXA LT Y MIRRTND &, R—AY—ERAFY n— FLET
(T— I PNEREINTORWERIEINSS b —ERCHEZ =) 2ET) 2, K
ny 7 LET,

restart-interval

RT ) AT E— REANC L CEMM R BFRENANT > T DEEIT,
HEEWEZ MR E LET, T 7 4V MEIZ 3600 TY,

ATV R E—F

B (admin:)

E

gy REFEL UL ]

T w77 L— RREORER] R

set password complexity minimum-length

ZDawr RiE, OSEHET H UL FOR/INVIAT— REDEEZEE L E T,

\}

GE)

WA — RO FOBMES ZHIN LB THERLET,

set password complexity minimum-length max-repeat

X DA

ATV R E—F

INT A—  ERBA

3

value 6L EDEE AT LET,

B (admin:)

E s

oy REFEL L ]

T 77— FREOMEH - AA]

setav K .



setav >R |
. set password age

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set password age

Z Mz KX, Cisco Collaboration Communication OS (C30S) T A7 kD/NAT— KD
B A H R CEELET,

set password age {maximum | minimum} H (days)

X DA INTA—4 BTLL]
maximum KA ZHE L ET,
minimum NI 2 FRE L £,
days IRAT — RO KA %

fRELET, ZoOfElE, 90 H
ULETHLMBERDY £,

ATV K E—F B (admin:)

ZE 45
aw 2 REFHEL L 2 ]
Ty L— REEOFEH - RA]

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM 35 LUV L
£ A% — B X} L Cisco Unity Connection,

set password change-at-login

R EZ IO — R AT ACRET A v A T IR T—REEFET L L9
WET A, Zoa~vr REFEHRLET,

set password change-at-login {disable | enable} userid

X DA INS A—  ERBR
A

disable  o—W|z 2T — ROLEHEZHEHE L EE A,

enable =PRI RT LKA A > A T D EXIT, NATU— ROEE25H L £
j—o

userid WELZ L= T AV MERELET,

. setav K



| seta<w>k
set password complexity character .

avY R E—FK EELH  (admin:)

FERLEDHA RSy 774V ETHE, ZOa<y NEHR2—VPICH LTS 2= MIENDHT2d, 2—PiET A
TAIOTH A A LIl AR T = REERTLUEND D £,

EZEH
o=y REFHEL UL 4
Ty L— RO - RA]

1 F %5 : Unified Communications Manager @ IM and Presence " — & A D &,

set password complexity character

INAT — REOFEOREEIIAT DA T — FEHEI NV —VEa A 2—T NV EET 4 —T
A=

)

GE)  RRAU—FOEMESEZA F—T VI LIz, Zoa~vy RiE, SAT— ROEBERN £
AR =T N2 5 TOWRWGEEICA XR—T M LET GEMIZ OV T, set password
history 2~ FZZH LT EEWY)  AlZ/SAT— REREEZ A X2—7 M2 L TH R0
At /RAU— FEREO® number /X7 A — Xl 10 ITRE SN E T, FIIZ 10 RO fE
AL TR — REREE A 2 — T VI LTEBE, Z0a~xy REFET L%, En
02Uty baLET, ANCI0LL EOEZFEH L TR Y — REREZ A x—7 LT
BEE, Zoavry REFETLERIEOETIZH Y 8 A,

set password complexity character {disable| enable} num-char

X DR INT A —
3

disable ZHUE. SCFEXA TICH L TRAR Y — ROBEMEES A 71 LET,

i 83

enable T, CFEAA IR L TRRA T — ROBEMEE LS T LET,

GE) RRU— ROEMEI 22T 58613, password character difference,
password character max-repeat, 5 J O'password historyx 471235 =
EHTEET,

numchar 4 SOt v b UNCF, KCFE, BFE. B UT) OFRENL L OMLEER
XFEEEEELET,

c EOFIFH : 0~ 8

o T 7 4/ MH: 1

setav K
I



setav >R |
. set password complexity character difference

avY R E—FK EELH  (admin:)

ERLDOHA KSq Y SAV— ROEMEZ A 2 —T M LTzEE, SAT— ROEY B TRUZLAFDOH A KT A
NIED ERH VY FT,

« num-chars O BIE DR EMLL OO/ NCFREENTWHRLERSH Y £7,

« num-chars DBHEDH EMIA_ EOEEORLFREEN TV LLERDH Y £7,

« num-chars DBUEDFEML EDOEBOE TR EENTWDLLERH Y £7,

* num-chars DEAEDFR EE EOEEOFFHRLFNEEN TN LILERH Y T,

c X —R—FETHYA->TWAXFEAHERT L L3 TEEEA (728 213 qwerty)

« NAY — RIBEPRFFT 22T — & =BT DLURONAY — REFEH T2 2 13T
T EHEA

« T 7 AN TR, BHEL—Y NATU— NI, 4RI —ELMEETEEEA,

EZ H
o~ REREL L ]
T 7T L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L
£ A% — B X } L Cisco Unity Connection,

set password complexity character difference

Zoa<wry R FTLWRRAT— ROXLFE—r VAR HENWARA T — R T —r AL B
SRTIIE R SR ITFHEREELE T,

set password complexity character difference num-char

X niiHA INT A—
A

num-char i LWWRR Y — RO LT —47 V AREHEVWRA T — RXFPy—r v AL B b
T 2N TF AR E L ET,

< EOHPH : 0~ 31

BR

avY R E—F EEE  (admin:)

FERLEDHA KSq Y EVORRWI 2R Ticidoz AN LET,

. setav K



| seta<w>k

set password complexity character max-repeat .

\)

GE)  RRU— FOBEKREIL3 CFETT,

Z &
av REEL~UL 0 ]
Ty L— RO RA]

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
B AP — B R 35 LU Cisco Unity Connection,

set password complexity character max-repeat

o=y RiE, FILVWWRAY — ROFP CTH— T2 H G KT Z ENTE 2R LR
L’:.E_’L/iﬁ—o

set password complexity character max-repeat max-repeat

B DEREA

aAvU R E—F

INT A—  ERBA
3

max-repeat gt LN A Y — ROHI TR F 2 Mg A IS Y IR 2 LS TE DB A fRE L
\iﬁ_o

« fHOFIFH : 0~ 10

=3

7 )L ME: 0

¥ (admin:)

ZE #
o< REHEL ~UL 1
T L— RO - KA

i FH x4 © Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L
£ 2% — B & $ LU Cisco Unity Connection,

set password expiry maximum-age

Z Mz KX, Cisco Collaboration Communication OS (C30S) DEFET H T h /RA T —
ROWIBYIN DR KADAMOREE A F—T NVETZIET 4 =T M LET,

set password expiry maximum-age {enable| disable}

setav K .



. set password expiry user maximum-age configure

setav K |

i

oul

Cisco Unified A~L—7 ¢
T VAT LOERET T
kX2 T — RO HIREIN O fx
KA OREEZ A 1T L
%9, setpassword expiry enable
2+ N TIL, Cisco Unified
ANV =T 4 T VAT LD
BREThhU N RXAT—FR
DERRA AR L3650 H (10
) ICRESNET,

Cisco Unified <L —7 ¢
T VAT LOEBET 1T
kX2 T — ROWIRYIN O
KAEDMEOREE A 71T L
7, set password expiry
disable 2~ K& (795
L. CiscoUnified XL —7 4
VT VAR T LADEBRET
v FTARYU — RAHRETL
272672720 £,

DA INTGA—4H
enable
disable

avU R E—F EHE (admin:)
EZEH

o< REHEL ~UL 1
Ty I L— RO« AW

i F x4 : Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L

£ 2% —E 2 $ LU Cisco Unity Connection,

1

admin:set password expiry maximum-age disable
Operation Successful.

set password expiry user maximum-age configure

ToDavr RNE BEOYAIaTARL—a BEOSEET T FORRRRAT — FER

WA OfEZ H AL TEE LET,

set password expiry user maximum-age configure =— ID /XA U — RO R A M

. setav K



| seta<w>k

set password expiry minimum-age .

BX DA INT A=A

userid

vAaaFRL— 3 Vil{E 0S(C30S) B
ThHT NEASLET,

maximum password age

BRARAT — NRGERE (B%) 2 A LE
T, ZOfEIL, 10 AL E3650 A (104E) Ki
THOIVLENDY 9,

avYRKE—FK EH¥ (admin:)

B M

o< REHEL ~UL 1
T 7T L— RO FlHEE

18 %5 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E A ¥ X Cisco Unity Connection,

set password expiry minimum-age

Z Oz KX, Cisco Unified XL —F 4 V' F VAT LADERET Bk RAT— KD
IR O/ NEIMBOREE A F—T NV EIIT 4 B—T M LET,

set password expiry minimum-age {enable| disable}

BX DA INTA—4

A A

enable

Cisco Unified A~V —7 1
T VAT LOEMET Y
k2T — ROHIBREIIL DR
NI ORRE & A 1T L
%9, setpassword expiry enable
o~ N TCIL, Cisco
Collaboration Communication OS

(C308) OEHET 1w b
IRAY — RO/ MR X
1 B (4 1H) ITRESNE
R

setav K .



setav >R |

. set password expiry user maximum-age

aun

NS A—4H 28R

disable Cisco Collaboration
Communication OS (C30S) @
BEHET T R NAT— R
DOHIBREIN D/ NG 2 I D
REEA7IZLET, Zh
1T, BEET AU FOIRA
T—RIIWSTHERTE S
ZLEEWLET,

aAvU R E—F

B (admin:)

EZEH
aw REFHEL L 2
Ty 77 L— RO - RA]

1 F %4 © Unified Communications Manager, Unified Communications Manager @ IM 35 LUV L
£ A% — B X} LW Cisco Unity Connection,

1

admin:set password expiry minimum-age disable
Operation Successful.

set password expiry user maximum-age

Zoa<wy R, BEDCiscoUnified XL —F 4 VL AT LADOEBRET T h /RAT —
ROBRIN O KEDMZ A 2= NVEEZT =TI LET,

set password expiry user maximum-age {enable| disable}userid

B DEREA

NS A—  EREA

2

enable F#7E D Cisco Collaboration Communication OS (C308) DOEHHE T I 72 k /1A
U — FOWIREIN O KRG IR O EE A 12 LE T, set password expiry user
enable =2~ > K ClX. Cisco Unified XL —7 4 7 VAT LDEET 7
kX2 T — ROBERAEDHMMIZ 3650 B (104F) ICRESNET,

disable ¥#7E @ Cisco Collaboration Communication OS (C30S) DOEHLET I 7> k /XA
U — FOWIREIN O R KA IR O EE A I L E T, set password expiry user
enable =~ > R Tl&. Cisco Unified AL —F 4 v 7 VAT LOEBET T v
KRR — ROBERAHHIMIZ 3650 B (10 4) ICRESNET,

. setav K



| seta<w>k

set password expiry user minimum-age .

INT A—

userid

H7E D Cisco Collaboration Communication OS (C30S) OEFHET 7 M EIRE

avY R E—R HELH  (admin:)

E S

o~ REFEL L ]
T oI L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L

£ A% — B X} L Cisco Unity Connection,

1

admin:set password expiry user maximum-age enable
Operation Successful.

set password expiry user minimum-age

Zoa~wy RiZ, BED CiscoUnified XL —F 4 V7 L AT LDEBRET H 7 XA T —

ROBRKREDHME A 2 —TNVEFIZT 4 E—T M LET,

set password expiry user minimum-age {enable| disable} userid

X DERHA NS A—4H

B

enable

¥¥7E @ Cisco Unified XL —
TSI VAT AOERET
BT b IRAT— ROF/NE
IR OB EE AN L E
R

disable

H%E @ Cisco Unified A2 L —
TAT VAT AOERET
BN RRT — ROFR/NE
MO EE A 71T LE
R

userid

H5:7E @ Cisco Unified 41—
TAT VAT ADERET
Y M ERRELET,

setav K .



. set password history

aAvU R E—F

setav >R |

B (admin:)

EZ H
o~ REREL L ]
T 7T L— RO - RA]

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
£ A% — B X ¥ L Cisco Unity Connection,

1

admin:set password expiry user minimum-age disable
Operation Successful.

set password history

Zoawr R, OSEEHT T v NOBRIAFEINDG AU — ROKEEFR LET, 77T
ICREIILTWVDARAT — RIC—HETLH2H AR T — NI ER SN E T,

set password history number

B DEREA

AR FE—F

EREDAARZA

INS A—  ERBH

3
number BRI A MEDSA T — REREE L E T,

B (admin:)

T 4 =T MITBHITIFE, 0 AT LET,
« 77 )L M 10 T,
« ERRIZ 20 T,

E H
gy REFEL L ]
T P L— REEOE T - AlRE

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B A — B R $ LU Cisco Unity Connection,

. setav K



| seta<w>k

set password inactivity .

set password inactivity

BXDEREA

AR E—F

FEREDHA FS14 Y

set password inactivity {enable|disable|period} H (days)
INT A—  EREA
3

enable NRAT—=ROIET 7T 4T 4 70— LA F—T NI L, ZDOREIHE-

T %D O0S 2 —VEFHLET,

dissble ~ N2RT—KOIFT /T4 ET 4% T R—VUIT 4 E—T ML, TOREI

o T~ DOS 2—HA2FHLET,

period NRAT—=ROET 7T 47 4 Ml 2 70— VSR E L, TOREIHE-T

x> 0SS 2—VEEHFLET,

days PNAT — RRHIRGIIC R TS T AT bR T 4B —T NI R D ETOIHT

IT AT A DORBERELET, AL 1 ~ 99 TT,

FHE (admin:)

=

« NMAU—=ROIET VT 4 BT 4 %7 B—rNUIA X =TT HITIL, setpassword inactivity
enable 7~ FAZETLET, ZDa~vr N, RAU—ROFET /T 4T 4 &7 m—
PN F—=T ML, ZOBREIHES T4 D OS 2 —F &2 HH L £,

e NAU—ROIET I T4 €T 4 %70 —rVUIT 4 B—TWICT HITIE, set password
inactivitydisable 7~ > R&FETLET, ZOa~vr NiE, RAU—RDIET 7T 4T 4
BT U—rNVIT 4 =T ML, TOREITHE > TEA D OS 2—H 2 FHH L £,
THY Y ENT 4 =T Mo TWHA—FRFEL AT LA 51213, VAT 4
BEEICRWEDELZXLERH Y 7,

« NAU—ROIET 77 4 €7 ¢ WM ZFRET DITIL. set password inactivity period days =
U RERFIFLET, ZOawy R, SAT—ROFET 7T 4 EF 4 & 78— Ui
EL. TOREHE> T~ D OS 2—H & HH LET,

i3

gy RERHEL ~L @ 0
Ty 7T L— REEOER - ARW]

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B A — B R $ LU Cisco Unity Connection,

setav K .



setav >R |

. set password system bootloader encryptHash

set password system bootloader encryptHash

Zoavwy REFEALT, VAT AT —ba—F Dbl BEE{LIiz/SA T — K&grub
77 AVICEELET,

set password system bootloader encryptHash

ATV R E—F

B (admin:)

E H#
oy REFEL UL 4
T ST L— REFOER - ARA]

jt F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set password user admin

Zoavwr REMHTLE, BEEONSAT—REERTXET,

set password user admin

AR E—F

B (admin:)

FEREDHA KS4y BHIONRAT—=REFHLWARRAT = ROANZRDBILET,

\)

G¥) A LIEEHET AT FDOINRAT— ROHLEEFRTEET,

¢ NMAT—RIX6XTFLUETRITNERET, VAT ARRAT — ROMEZMER L E
R

ZE#
o< REHEL ~UL 1
Ty T L— ROER - AW

i F x4 : Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
£ A — B R ¥ LU Cisco Unity Connection,

. setav K



| seta<w>k

set password user security .

set password user security
Coawy REFEHTLE, X2 UT 4 RRAT— REEETXET,

set password user security

ATV RE—F EHFH (admin:)

GEREDHA KS4> PEIOSZT—REHFLVWAIRT— ROANZRDLNET,
A\

GE)  RRU—RFE6XFLLETRITNIEROT, VAT LANRNRRY — ROMEZHRELET,

7T AZNOYF— EOWEEILZ. X2V T4 XAT—FREFEHLCRIEESNE T, BF=

T4 NRRAT— REEFELHBIC, 792820ty hTALERDY £9°,

L X2V TF 4 XRAT—RERTY vy —nxX (1 /—FK) TEEL, 0%, ¥—
N (/J—FK) #)7—hFLET,

2. MOFTRTOYF—NEBLON) —RT, EX2UF 4 NRAU—FREH1 ) — FTEKR LTS
AT—FREFRIULLDIZEFLTNDL, RNAT— RFOERENMT L7202, 77U r—
valrP—REEOTCINLD /) — FEEEE L £,

CE)  HY—N"TARU—RFELE LK, COY—"2HEHTLZLaBBO LET,

)

GE) Y= (/—FK) Z2VT—bFLARWVE, VAT A P—ERAOMENRRET DHIEN, T
A7 Z A 23 P —3 ED [Cisco Collaboration Communication OS (C30S) D& HE (Cisco
Collaboration Communication OS (C30S) Administration) ] 7 ¢ > Ko CRIBERAE L £,

E H#
g REREL~UL @ 1
Ty T L— REEOFEH  ARA]

i FH x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 2 ¥ L Cisco Unity Connection,

setav K .



setav >R |
. set replication-sync monitor

set replication-sync monitor

Z @z~ RiX, Cisco Replication Watcher —E A2 X A EDOE=4% Y o T4 x—T )V F
72137 4« B—7 M2 L £, CiscoReplication Watcher ¥— B A Tld, T —# _— 2 DERHFH
EESNTHEE EBVEBETAETHOY—E 2AOBBR T e v 7 ShET,

set replication-sync monitor {enable | disable}

BX DA NS A— EREA
3

enable BROE=2Y) L VP —EREF I LET,

disable @HpE=F) VP —EREF7ICLET,

avYRKE—FK ¥ (admin:)

Z H%

o< REHEL ~UL 1

T ST L— REFOMER - ARHA]

18 A %142 Unified Communications Manager @ IM and Presence — £ & (D %

set samltrace level
Zoa<wy R, SAML hL—R L~ULZRELET,

set samltracelevel tracelevel

BX DA INTA—  EiBA
3

tracelevel KL —X LA EELET, KOG a L HERHTXELT,
* DEBUG

* INFO

o A
E ]

. I?»‘

- [FATAL]

GE) FT74VEFDFL—AZ LU INFO T,

. setav K



| seta<w>k

aAvU R E—F

set session maxlimit .

B (admin:)

=25

a~ Y REFEL L 2 0
T w7 L— RIGEOMER : FlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set session maxlimit

Zoavwy R Rty a O BRERELE T,

set session maxlimit [value]

B DEREA

AR E—F

set smtp

INT A—  ERBA

A

maxlimit  Zpa<y R, Rty g 080 FRZRELET, FFATRARMEIT 1 ~
100 T,
ERRE AT L2 EIE, 7 7 4 /L MED 10 723 sshd_config /37 A — X [ZH]D) 4
THONET,

value FFASATREZREIZ 1 ~ 100 T,

B (admin:)

E S

gy REfEL~L 1
T 7T L— REEOER - ARE

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM 35 JL UV L
£ A% — B X} L Cisco Unity Connection,

ZToa<wy RiX, SMTP #—_"OKRA N ERELET,

set smtp hostname

setav K .



setav >R |
. set strace enable

X DR INT A —
A

hostname SMTPH— % %% L £,

t8A

aAavURE—R BELE (admin:)

=5
gy REFEL L 2 0
T T L— REFOME R - ARA]

1 FH %} 42 : Unified Communications Manager, Unified Communications Manager @ IM ¥ X OV L
£ A — B X ¥ L Cisco Unity Connection,

set strace enable
Zoa<wr RNE, =R L —REZAX—TZL, FL—R LULEHRELET,

set strace enable [all]tracevalue servicename

XN INS A—  ERBA
all F g DNRTGRA—E T, —ERAD N —RAREDEF 2T XTD ) — RIT
S8k,

tracevalue Frafxijz hL—AfEEERLET, FFal&hiz b L— A fHIX
[Info|Debug|Warn|Error|Fatal] T3,

svicename R L —ARA R—T Nz E N — 2 EER LET,

avYRKE—FK B (admin:)

=

a<wV REFHEL L 0

7T L— RO - A

i F x4 : Unified Communications Manager @ IM and Presence #— £ 2

set strace disable
Toa<wy RiE, Y—FER FL—2EF 4 E—T NI LET,

set strace disable [all] servicename

. setav K



| seta<w>k
set timezone .

X DA INT A—  ERER
all F T arDRTA—=H T, Y—EAD ML —AREDET 24 TH /) — KIZ
KBS FET,

svicename R L — AR R—T &N — 2 2R LET,

avU R E—F B (admin:)

=

v REHEL L 0

Ty 7T L— REEORER] « AR

1 %15 : Unified Communications Manager @ IM and Presence #— & A

set timezone
Zoavwr REFERATALE, VAT LAOREEZEE TCE 1,

set timezone zone

X NN INS A—  ERER
A
zone FLWEHE 2R E LEd, FHE 2 —BICHEBT 2 72012, @R ey

XY= ATy 7 AIDEANLET, BN EZA LY —0 DY A NeRRT
AIZ1%. CLI showtimezoneliss=~ > R&EH LE 9,

v RKRE—F “HE (admin:)

FEEEDHA KSqy HILVEMELZ -BIZHH TE 57200 F2 AN LET, RHTEOARTTIZ, RICF &/
FRRHSND Z LITHEELTIESN,

A\
EE BHEALE LESAE, VAT AEBEBT S LERHY 2T,

¢l

EZE#
o< REHEL ~UL 1
7T L— REEOMER - AR

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM 35 LUV L
£ 2% — B2 $ LU Cisco Unity Connection,

setav K
I



setav >R |
. set tls min-version

FfEl o & KT R ISR E S 561

admin:set timezone Pac

set tls min-version
Z M3~ RiX, Transport Layer Security (TLS) 7’2 f IO/ —2a V2R ELET,

\)

GE) cH/INTLS R—=V g VERETDH L, VAT ADRHFERH LET,

c %) — ROB/NTLS A"—Va LA/ ELET,

set tlsmin-version tlsminVersion

X DA INT A=A ERBA
tls B/NTLS A=V 3 v & LTHEET BT, ROWTR»OF T a2 AL
minversion g4
* 1.0
< 1.1
«1.2
AT R E—F EHE (admin:)

FREDAHA FSM4Y E
oy REFEL L ;]
T w77 L— REEOMF : AlEE

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
F—E R

il

admin: set tls min-version 1.1

This command will result in setting minimum TLS version to 1.1 on all the secure
interfaces.
If you have custom applications that makes secure connection to the system, please ensure

they support the TLS version you have chosen to configure.

Also, please refer to the Cisco Unified Reporting Administration Guide to ensure the
endpoints in your deployment supports this feature.

. setav K
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set trace disable .

KA A A kA A R A A A A A A Ak A A R A A A Ak A A Ak A AR A A A Ak A A kA A Ak A A A kA A Ak A A Ak A A A kA Ak kA Ak Ak kA hk kA Ak kA khk Ak hkh kA hhk Ak hkhkhkhkhkhkhkhkhkhkhkhhkhkhkkrxkk

Warning: This will set the minimum TLS to 1.1 and the server will reboot.

KA A AR A AR A A A A A A Ak A AR A A A Ak A A Ak A A Ak A A A Ak A A Ak A A Ak A A A Ak A A kA A Ak A A Ak kA hk kA Ak kA hk kA hkh kA Ak kA khk Ak hkh kA hk kA hkhkhkhkhkhkhkkhkhkhkhkhkhkhkkrk*k
Do you want to continue (yes/no) ? yes

Successfully set minimum TLS version to 1.1

The system will reboot in few minutes.

set trace disable

TOawy NI, BESNEZATIDRNL—RATIT 4T 4 OBREEMELET,

set trace disable tname

BX DR

ul
&=

AR E—F

INS A—  ERBR

A
disable 2R NL—ADHREERELET,

tname MN—R2RE2T 4 2—TWNITEH AT ERLET,

B (admin:)

Z #
a2 REHEL ~UL 1
77— REFOER - AR

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
£ A — B R ¥ LW Cisco Unity Connection,

set trace enable

ZOavwr NI, BESNTEEZATIC N L—AT I T 0T 4 &2 ELET,

set traceenable {Arbitrary | Detailed | Entry_exit | Error | Significant | Special | State Transition}
tname

BXDEREA

RS A—5 B

Arbitrary B AT N L—ARRE % arbitrary LULIZERE L ET,

Detailed R A7 | L—ARE X detailed L-IVICERELET,

setav K .



. set tisresumptiontimeout

aAvU R E—F

setav >R |

NS A—=% G

Entry_exit AR N —RFREZ entry_exit L-IUIZERE L E T,

Error B2 N L —AFRER error LYLIZERELET,

Significant HAY L —ARIE % significant LU E L E T,

Special HAY N —AFIE % special LIUIZRE L E T,

State transtion »# 2 7 | L— ZFRJE % state transition L ~LIZERE L E T,

tname M —2Z2TF 4 B—TNICTEHEEAT 2R LET,

A (admin:)

EZEH
aw REFHEL L 2
Ty 77 L— RO - RA]

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L
£ A% —E X} L Cisco Unity Connection,

set tisresumptiontimeout

ZOa=y NiE, TLSHBADEFICEELLWE, By a v BRENCSN I HEREL £
RS

set tlsresumptiontimeout  seconds

B DEREA

ATV R E—F

INS A—  EREA

A

seconds 3600 UL FOEAZ AN LET, TLSE v a vid. BEINTEO%ICENI /2
D E9,

B (admin:)

EZEH
gy RERHEL ~UL @ ]
Ty 77— REEOER ;AR

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

. setav K



| seta<w>k
set tistrace* .

set tistrace*®

2=T7A Rala=r—rarvx—Yx VU —X11.0LUKETIL, VP—EADTLS FL—
ALEHNELITIENCTHZ N TEET, BE, tomecat|/ IV AR — SN THHHE—DH—E
ATY, CLIZ~w > FEFEHL T, 2=77 4 Rala=r—T a3 rv3x—T ¥ ~OTLS#fi
DR U HREFRLET,

Tls FL—R{Z1F, RO TLS X—AD CLI 2~ RABMENTWET,

set tistrace disable
ZOCLI 2=y KX, Y —ERADTLS h b —RAZEHIZ L ET,

set tistrace disable service

HXX DEREA INT A— EREA
3

service TLS b L—AZ T A7-OIEHT A2 — 2 &2 ELET,

avU R E—F EHE (admin:)

1

admin:set tlstrace disable tomcat
TLS tracing is disabled for: tomcat

EZH
gy RERHEL ~L @ 1

Ty 77 L— REEOFEH - ARW]

set tistrace enable
ZOCLI =<y RiZ, Y —EZXDTLS F L —AEHHLFET,

set tistrace enable service

XD NS A—  EiEA
A

service TLS h L—RAEZHNT H71-OIFEHTHI—EREHRELET,

a<vY R E—F EHE (admin:)

setav K
I



. set weh-security

il

setav >R |

admin:set tlstrace enable tomcat
TLS tracing is enabled for: tomcat

E

vy REFEL UL o]
Ty 77— RO - R

set webh-security

set web-security orgunit orgname locality state [country] [alternatehostname]

X NN INSA—%H Bl
orgunit Mkt =v F (OU) 4&x£LET,
Zoawry REFEATLE, oM~ =y N2 AT ET, HEOM
=y MEATTAIONE, = ") B ~TRUIDES, ho~%g
e MU, 2 NV NOB U~ DRNCHTE S EZ A LET, k=
NIk L TEEDEA AT 512F, Z0a~<y ROt RT L) ICHEE5]
AR CHAET,
GE) T TNV I AT aPBEENTHDE0UDEEIL, A A F—
JUIFIZ SLM %4k & CSR AR RN T 5720, HH12D /NNy 7 R
T ah AT LN TLEEN,
orgname WA ERLET,
locality Mk OGFT 2R LET,
State R OIRRERZ R L ET,
country (EE) MfkoEE£ L £,
dternatehosname  ({£:7&) Web#—/3 (Tomcat) FFHIEA/ERKT 5 LIRSS, AR B

DRBEA EIRELET

alternatehostname Zf# i L C. BCOEBLIEHEOY 7V =7 MUEKR A M
ERECTEET, CSROV T V=7 MUEHR A ML, [REBHEDEH
(Certificate Management) | N— Y CERINET, ZOa~w> REFEHL
TCSRORBARA M ERET DL, CSRAEKR T B ERIZL-T, RES
NTERBARA MAICEESHRZONET,

. setav K



| seta<w>k
set webapp session timeout .

\)

GE)  REFBA MRITENT 5 & & D setwebsecurity 2~ > NiZH S, S#%AER IS T
T CSR (tomcat, CallManager, CAPF, TV, IPsec 72 &) (T BIMS I ET,

Aa<vY R E—F HHE (admin:)

FERLOHA FS1Y

Unified CM $—/N—OFAEEAZFHE L TV AT, RILOUY 7Y hXT A —H & F
THLERDY EF, RUNTA—FEFEHLRNE, 2+ K show web-security % F17 L
T2EEICFENELET, ZUE, DRSRXY I T v THIZZDT 7 A NNy I T v 7 S
W2, platformConfig.xml 7 7 A /WZI LS EERTIC IR HE SN RAFE /3T A — X TFHN 72
Wiz TT,

Z#

av REEL UL 2 0

T T L— REFOEH - RA]

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B A — B R $5 LU Cisco Unity Connection,

il

WIT, T~ RO CF AN L CTEBOME = v M EZFEET 5 web-security =
<V ROBlERLET, GEAFTIEII SO 0U 74—/ RR3H Y £7,

* OU=accounting
» OU=personnel, CA
» OU=personnel, MA

admin:set web-security “accounting,personnel\,CA,personnel\,MA” Cisco Milpitas
CA
set web-security "Voice\Video™ "Cisco" "RTP" NC

set webapp session timeout

Z M3~ RiX, Unified Communications Manager Administration 72 £ Web 77U /r—3/ 3
MEALT Y N La—Faa 7+ 735 TORMESEMTRELET,

Hlvwebapp By a v XA LT 0 FEAZTT HITIE, Cisco Tomeat Hr— B A & FHEE)
LB Y £, Cisco Tomeat $— B 2 & @) 4% £ TlL, show webapp session timeout
< RCEH LWVESKIE SN E TR, VAT MEHVEZERAB L OB Ui £3, 2
Daxy RTE, Y= RAZH/EHTL0EInEMNWEbEL T T P RFRRENET,

setav K
I



setav >R |

. set webapp session maxlimit

EE Cisco Tomcat V' —EAZFEENTHE, T_XTOT 7T 47 ByvarBkrL, VA

TANRT =< RIEBEEZ BTNV £, Z0a~vr REETT 013
t 7 H:‘IAJ‘:FHﬂf_ \—-ﬁ—%) — k %?’E’{_} L/iﬁ—o

%,

GE) DRTENT., V7027 To7 T Lb—RLoTHEFEIN, 774V MEZTEY

éﬁ“bit‘/uo

set webapp session timeout minutes

BXDEREA

AR E—F

INT A—  ERBH

A

minutes  Web 7 U —a LVINFA LTI ML, 2a—FE I F 7T 5 ETOREMAES
AL CTHRELET,

o IEOFIPH 1 5 ~ 99999 4

e T 7 )L ME 3045

B (admin:)

EZ H
g REFEL~UL @ 1
T T L— RIEOFER  RA]

1 %15« Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
£ A — B R ¥ LW Cisco Unity Connection,

set webapp session maxlimit

Zoawy RiE, 2—FIASHLVORFEweb 77V r—ra vty v a U ORKHIREHRE
LET, ZhiE, ROA =T oA ATHH S ET,

* Cisco Unified CM Administration
* Cisco Unified Serviceability

* Cisco Unified Reporting
» Cisco Unified Communications ‘Z/V 7 77 R—# )L
+ Cisco Unified CM IM and Presence & #i

* Cisco Unified IM and Presence —E A7 U 7 ¢

. setav K



| seta<w>k
set webapp session maxlimit .

* Cisco Unified IM and Presence ® L 7R — k

Ty ia ORKREIEBHRENDEINI A%, BHE D Cisco tomcat — B2 & B3 5 14
ERH Y F9,

A\

EE  Cisco Tomcat V—E AZFHEETHL, T _XTOT 7747 By varngkrL, VA
VAR /\72L—<7/X WCEBEZE2 2BZN0RHV ET4, Z0a~vy REFETTH0DI1EFHE
E— 7 REETICT A LR HER LT,

%.

GE) DHZBEF., V7 b =2T ToF 71— RLo TR I, 7440 MEICY Y b
éﬂiﬁ/\/o

set webapp session maxlimit number

X DR INT A— EiBA
3
number  [EEEweb 7 U A—Tartby i a v RHIRTAREAIEELET,

EOFPHIL 1 ~ 10 T,

7 7 4V MEIF 10 TY,
utilsEnhancedSecurityM ode3 5072 > TW B A, v a VHIBRIT3ICHIFR &
NWET, mbInictda VT 0 F— FERET D2 HEOFEMIZ OV T, [Cisco
Unified CommunicationsManager © % = U7 ¢ 14 K, U U —2 11.51)UL] ®
[ TFIPS 140-2 E— RORE] | DEZZH LTIV (https://www.cisco.com/
c/en/us/support/unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html)
GE) CERINTCDIA A vy v a v ORREEBR DL, A4 —
Tz A ADYA A 2 R=DIBROE DT TH L DAT —H A
A=V NRFREINET: <2—HF—4> Oty a ORlRICT
TIZELE L7, (The Session limit has already been
reached for <username>) ZNHDEYar»bus 7w b
5, T T 4Ty a UBNHBIBICEA L S £ T300F5E-
TLEENY,
cifbINTEF 2T 4 ET— RBAMTRS>TWVDLHGEAE, Eyia
CHIBRIFICHIR S uE ., 7272 L, B IX.  set webapp session
maxlimit=~ > R LTl v > a UHilRE 1~ 10 OFEPINOIT:
BOMEIZEETE LT,

setav K .


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
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setav >R |

. set webapp session maxlimit

avx

kE— K

B (admin:)

EH®
avy REFEL~IL - 4
T v T L— RO« RA]

it F %4 : Unified Communications Manager, Unified Communications Manager IM, Presence —
B A Cisco Unity Connection,

1

WORFITIL, set webapp session maxlimit webapp session maxlimit % 4 [Z5%E T 5 FIEIZOWT
ML ET,

admin:set webapp session maxlimit 4

***********************************W ARNTIN G**************************************

The Cisco Tomcat service needs to be restarted for the changes to take effect.This will
disconnect active web sessions and all web applications on this node will be unavailable
until the service restarts.This service restart will take several minutes to complete.
Do you want to continue (yes/no) ? yes

*************Restarting Tomcat***************
Service Manager is running

Cisco Tomcat [STOPPING]

Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

The webapp session limit has been successfully set to 4.

WOHITIE, % utils EnhancedSecurityModef ZhiZ 45 HiEIZOW TR L £,

admin:utils EnhancedSecurityMode enable
The system is operating in NON-FIPS and NOT operating in Enhanced Security Mode.

Enhanced Security Mode can be enabled only when the system is operating in FIPS mode
Do you wish to enable FIPS mode as well (yes/no) ? yes

Warning : This operation will modify the password policies

1) Password Length should be between 14 to 127 characters.

2)Password should have at least 1 lowercase, 1 uppercase, 1 digit and 1 special character.
3)Any of the previous 24 passwords cannot be reused.

4)Minimum age of the password is 1 day and Maximum age of the password is 60 days.
5)Any newly generated password's character sequence will need to differ by at least 4
characters from the old password's character sequence.

Warning : This mode will limit the total number of concurrent web application sessions
to 3.

ER R R IR Ik b b b b b b b dh I b b h b E E b b b b b b b b b b b dh b b b b b dh b b b b b h b b b b b b b b b b b b i

This will change the system to Enhanced Security Mode and will reboot

ER R R b b b b b b I dh b I dh I b b h b b E E b b b h b b b b b b b b b b b b b b b b b b b E b b b b b b b b b b b b 3

Do you want to continue (yes/no) ? yes

The protocol for communication with remote syslog server is already set to tcp. No changes
required.

. setav K



| seta<w>k

set workingdir .

The system is already operating in contact search authentication enable mode; no change
required. Exiting.

The concurrent web application session limit has been successfully set to 3.
Setting password restrictions as part of Enhanced Security Mode enable
Calling fips enable

Security Warning : The operation will regenerate certificates for

CallManager
Tomcat
IPsec

ITLRecovery

Any third party CA signed certificates that have been uploaded for the above
components will need to be re-uploaded.

If the system is operating in mixed mode, then the CTL client needs to be run
again to update the CTL file.

If there are other servers in the cluster, please wait and do not change the

FIPS settings on any other node until the FIPS operation on this node is complete
and the system is back up and running.

R R R o R o

This will change the system to FIPS mode and will reboot.

R R R o R o

set workingdir

Zoawy NI, TIT4T7, T 0T 47, BEIOA VA M= LDOEZEa TOEET LT b
VaEFRELET,

set workingdir {activelog| inactivelog | tftp} T« L 27 ~ U

BX DA

O R E—F

IND A—4A ERHBH
activelog TIT 47 ulZOEET L7 NV ERELET, 72T 47 a7 OEMR
BTF oL U ARIRLET,

inactivelog 777 4T a S OEET 4 L7 MY EBRELET, BTV T4 T 00
high 75 4 L7 R BBEIR L F9,

tftp TFTP 7 7 A VOEET 4 L7 P U ZRELE T,

Ta4LvZ7 b BEOCEET VI NIEERLET,
D)

B (admin:)

setav K .



setaAv K |
. set workingdir

=
a2 REHEL ~UL 1
7w F T L— REEOf - e

i F x4 © Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
£ 2% —E 2 3 LU Cisco Unity Connection,

. setav K



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



