|
(B ])

HTFEATUR

TAV FEAMCT D (4—)

TN NAERETDH (4—)
TV IRy T ERETD (63—)
cTHYrbuy ZEBERET D (TN—Y)

T ATV vy OFERRFZRET D (8 —)
* set account ssorecoveryurlaccess (9 ~X—1)

» set account ssouidvalue (10 ~<—73”)
FEAEERAORE (10 X—)

» set cert bulk export (11 ~3—73)

FEAED —§EA VAR — b ERET D (12 3—)
« set cert bulk sftp (12 ~<X—73”)

» set cert default-ca-list disable (13 ~<—73”)

» set cert default-ca-list enable (14 ~X—73)

» set cert delete (16 ~X—7)

» set cert import (17 ~X—37)

*setcertregen (17 ~<—737)

* set cert regen ITLRecovery (18 ~—3)
cCLINR—VAR—vaVERETH (19 5—)
*CLItyYar A LT Y baRETDH (20 5—)
AV R PERETD (20 X—)
ssetesrgen (21 ~X—70)

* set cuc jetty stderrlog (22 ~X—3)

* set cuc jetty stdoutlog (23 ~X—737)

* set cuc jetty requestlog (24 ~<X—73)

* set cuc speechview registration certificate size (25 ~X—73")
* set cuc srsv timeout (25 ~<—)

s set cuc trace (26 ~X—73)

o Aft&ikE (27 °—)

« set dscp defaults (27 ~<X—1)

HEITUR .
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esetdscp (28 X—Y)

* set dscp marking (28 ~—3)

* set http min-version HTTP/1.1 (30 ~X—3)

* set http min-version HTTP/2 (30 ~X—2)

» set ipsec policy _group (31 ~X—7)

» set ipsec policy name (31 ~3—73)

o F—HARGERE SR E (32 X—)

o TEARREEARE (32 N—Y)

e VR ARET D (33 N—)

e A URETEA LT T NERET D (33 —)

cFy NI=T I TAINRT Y v —DORE (34 =)
Xy NU—T JFGARE YT RTTANRN—DitMiEikET D (35 —)
* set network cluster subscriber dynamic-cluster-configuration (35 ~—13)
« set network dhcp eth0 (36 ~X—1)

* set network dns (37 ~X—37)

* set network dns options (38 ~X—13)

Xy MU= RAAL VERETD (38—)

» set network failover (39 ~—73)

e Xy NU—I = U2 A ZFHETDH (40 X—)

* set network hostname (40 ~X—73")

* set network ip eth0 (42 ~<X—7)

* set network ipv6 dhep (44 ~=X—7)

Xy PU—=ZIPV6 7 — F U = A DRIE (44 <—7)

c Xy U= IPv6 P —ERAZHETD (45 2—)

« set network ipv6 static_address (46 ~X—1)

e X MU —2 ® max_ip conntrack ZiXET D (46 X—)
Xy U= MTU ZRET D (47 X—2)

» set network name-service hosts cache-enable (48 ~—73)

Xy NI —=I 4P —EARA NDRRT —FN—2AY A ZEBETDH (48 X—)
* set network name-service hosts negative-time-to-live (49 ~<—3")

« set network name-service hosts persistent (49 ~<—13)

« set network name-service hosts positive-time-to-live (50 ~X—13)

* set network name-service hosts suggested-size (50 ~—37)

* set network name-service services cache-enable (51 ~X—737)

» set network name-service services max-db-size (51 ~X—1)

* set network name-service services negative-time-to-live (52 ~<—3)
* set network name-service services persistent (52 ~—1)

» set network name-service services positive-time-to-live (53 ~<—1”)
* set network name-service services suggested-size (53 ~X—737)

* set network nic eth0 (54 ~X—3)

Xy NI ap AT arERETDH (55—)
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* set network pmtud state (55 ~X—1)

* set network restore (56 ~X—737)

Xy NI —=J AT —H A eth) ERETD (57 =)
Ry NI =8P —ERERET D (58 ~—)
WU — FOBHES DIRINR S ZRET D (59 =)
« NRAU— FORYHIREZRET D (59 =)

« set password change-at-login (60 ~<—73")

« set password complexity character (60 ~X—71)

* set password complexity character difference (62 ~—73)

¢ NAT — ROBMES OLF-ORRKED B LEEFRETD (62 —)
» set password expiry maximum-age (63 ~X—3)

» set password expiry user maximum-age configure (64 ~X—737)
* set password expiry minimum-age (65 ~X—137)

» set password expiry user maximum-age (66 ~X—)

* set password expiry user minimum-age (67 ~<—137)

e NAT— NEREZRET D (67 X—)

* set password inactivity (68 ~X—37)

* set password system bootloader encryptHash (69 ~<—<)

« set password user admin (69 ~<—13)

» set password user security (70 ~X—3)

L7V r—varAlE=2ERET D (71 =)
* set samltrace level (71 ~3—73)

sy varobEREBETD (72 3=)

» set sip-trunkbusyout disable (73 ~X—1)

* set sip-trunkbusyout enable (73 ~X—1)

esetsmtp (74 ~<X—77)

* set strace enable (74 ~X—1)

* set strace disable (75 ~X—1)
cHALY = ERETD (15 —=)

» set tls min-version (76 ~—3)

s PL—RZWHT D (18 =)

s FL—=REAMT D (79 =)

* set tlsresumptiontimeout (79 ~X—37)

e tlstrace* Z X ET D (80 ~—)

* set web-security (81 ~X—1)

» set webapp session timeout (83 ~X—137)

cWeb 77U r—varDkyyard bREFRETD (84 2—)
« set workingdir (87 ~X—17)
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ZEavr |
B 7y rzmmcys

Tho o bEHBMZT S

ZDAvY NI, NAT—= KRBT 7T 4 T ThHOITEHIINTZ0S2—F T v b
AT LET,

set account enable=— ID

BX DA INTA— ERBA
3

a—H#ID HEHLSNT Y FO2—FID ZEELET,

aAvY R E—F EHLE (admin:)

=5
o<y RHER L~V 4
T w7 T L— KRORERE: 2 L

1 %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection

THAOUMEZTHETET D
Zoavr RiE, AR —TF 4 T VAT ACHLWT I M ERELET,

set account namename

BX N INS A—  ERBR
2
A HLWT AU hOa—TL4ERLET,
TINT 7y hDOF, FT-13FEETF (az. A-D. 0-9) THREINS4HTZATIL
\gz—éqo
G¥)

AT Y FLFITAR— RSN TWER A,

avY R E—FR EHLE (admin:)

EELEOHA RSAY T—VTHEEANTDHE HILWT I T FOHERL L (0 £7203 1) £/32T— RO AR
DHNET, HERLNVLOERITROLEEY TY,

. HEITUR



| seavor
eI ol |

BELAILO
HEE ORHEL IV ERELET,
v REEITTEET,

B OMERZFF o2 — W1, HER1L~L0 TOACLI =

HELRNILL
ERERHERL XL EEELET,
< REFETTEET,

B MERR 2 R o — L, MEFRR L~V 1 LU RO CLI =

)

GE)

Unified Communications Manager D > A h—/LHIZ VAT M K> TIER SN D EBET H v
Y NOHERL~VE4 T, BHEEIICLIOT R TOavy REEFTEET,

set account name ==~ > FiZi%, IkOF LW T a7 "R EGENTWET,

c ZDA—YMNY AN URLZMLTSAMLSSO RV AT LIZOS A V3 B & HHT
LEFTH2(EL/ WDWNR) — L-L 4 FBEFIE, CLI T MLy F721F Tzl & A
LT, HLWT Ty 73 —LFHREDOY HNY URL YA A AT ar~DT 7
tRAEEHEL IS CEET, 2RIV IRV URLZFEHA LTS A 0T52
LEERLEGA, EE T [CRETEET,

*SSODTSy bI4A—LOTAVERIAT BITIF. COI—H % LDAP [CHEAIT 5 —&
D AIF (UID) (sSAMAccountName 4> UPN 7% &) #8ET A EAHY T, 01—

DEYN % LDAP —ED#FIF (UID) ZA AL TL EZEL[UID] — UL 4 FBF L,
KL TETT v b7+ —LEHEO—BOMFOEE AT TE £,

-

PYa=ava N
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| R A

\)

(X)) T _RTOCLI a2~y REFEITTLHEBREEFODOII L~V 4 FHETT TT,
BEHEIIROX AT BHERIZEITTIHLENHY £7°,

e TCTHA—H—A1) A1) URLEBHETSAMLSSOM GV R TFLALIZAS AV TESELSIC
LEITH,?2] I MEL F20F Tz Z2AH0LFET, T v/ vwnhz) | v
Th, ZOTurT MENEADOEE, T — Avt—URERINET,

cDIEEANLET, SSONTSY bI74+—LOS A VERIATBHIZIE, CO1—HF—%
LDAP [ZERIT 5—ED#EAF (UID) (sAMAccountName 4> UPN % &) 2 6ET i
ERAHYET, TZOLI—FDEYL LDAP —EDHAF (UID) FAALTLES
L[UIDLY e b, a7 MEBEHEL TWDEEIE, =7 — A vE—UNERR
SNFET, Enter ¥—%HT L, 2—F ThHhU L MRT 74V N THRESNET, Th
Uy MBIEFEIERESND & EHEZE (70 PBRIEFIERSNELEZ] W)
A v —UNFRENET, OSEHICO /A F HH1IC, CLIIZE YA v LT/RAY—
REFH LT ZEN,

e F RNV —F 4 T VAT MNEPAR— D SAML SSO 1 7 A DA . LDAP = —HHR'&'
WETHERENTHWEHEARIT. &L TT Iy b7+ —b 2—VEER L, '& XFTH
KEND LDAP 2—HF|Z~ v T 5L HICLTLEEN,

« AN —F 4 VT VAT DEFAR—Y D SAMLSSO 1 7 A DA 22— —1D O LDAP
JEMEAE DS telephonenumber Th HHE ., FEFEIIIHFEOT VT 7 Xy NOZREHEH L
Ty 7 —ba—F—%ELET, BHEDOHDT T v N7+ —bha—PFLE2ED
RNTL 23, WIT, EifE 5O UID & FF o )72 LDAP = —H—|lZv vy B 7L
7

Z¢
a2 RHERRL~UL: 4
Ty 7 L— RHOuRE: 2 L

1 %} 5: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection

FhoobOvw o8B ET S
Zoa<y Rk, BEOEHET I OT AT b vy 7 BEMELITESICLET,

set accountlocking {enable | disable}

XD NS A—  EiEA
A

enable Thurhowy 7 EENCLUET,
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FhuvrnvomgEaEss

RS A— B
5

disable Thuy how sy 7 BN UET,

ATV R E—F

EREDAARZA

PR (admin:)

\)

GE)  enablezffE L TCZDa~xy FEFETT 5L, Bhn JHENANIRoT %, 7T b

a7 7Y NEMSAERICENCRY £9,

THT AU b vy JEENENZI>TWBIEE, 2—YFRTh v bu vy 7 EEEBZT
&SR AT—=REANTEHE, TAHAUv MI—EHEe vy SnET, 7Hov Mgy
JTENTWVWAHEWNWI A=, VM Y —ittxa ) F RSN a SICORIFER
INET,

=2

1 %} 5 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection

ThAO OV I EHERET S

’O):"?/]‘i A=Y T R DRy 7 N T—T D, Ta—s Vi A A R
TR AR E LET,

set accountlocking countattempts

BXDEREA

aAvU kR E—F

FEREDHA KS4A4 Y

NS A—%H Bl

LAY VAT ANRNT AU bEay 5 ETOE
A oA URITRIE R R LET,
B DEEPH: 2~5

F 7 L ME: 3

B PEF (admin:)

VAT BR—PTH Y by 7T HHNC, ML TR LY A VA LRITO S m— s
MEZEETHITiE, Z0a~<wr FEEFLET,
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B 779 rnvsompemesess

\)

(B Zoavwr R ThHvrbay 2 DA > TOWBEEICORGHTT, TAHAT by
TN 72 o CWDBIGE, VAT AEIT AU s ny 7 ofieiEEYT. TAHAUC ey
I RN UTZ%ICT 7 40 ME3 Z2EH L £9,

Z¢
o<y RHER L~ 1
Ty 77 b— RHIZEFA]

J FH % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection

ThorbOy) OEEREZRET S

ZOa~wr RiL, BfED Unified Communications Manager & H# 7 4 7 > b1 v 7 fREREERH]
ERELET,

set accountlocking unlocktimef$

BX DA INT A=A B
@ 7y 7 fRERIEE] 2 R AL THIE L £ 9

il D#EPH: 30~3600
77 F /v MME: 300

N

GE) cTAHT Y ME BESNIZR 7 RN ORISR ICOZF BBy IR SET

e ZDARURIE, THUL My I BN TWABBIZOLEH T, TH 7k
0y 7 BRI TWAERES., SATAIT AT hay 7 ou sy 7 REER 2305
T TN vy 7 BN LTZBICST 7 40 MED 300 2 L9,

av>Y K E—F EHLE (admin:)

E¢
o= RHEBR L1 0
T w7 T L— KHRORRE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection

| BEvEEPAN
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set account ssorecoveryurlaccess .

set account ssorecoveryurlaccess

TDavwr NI, Iy 7+ —LEEEDSSO Y AN URL 77 ® 2 2GR E =138
L/i—a—o

Y

GE) FI7FANAVPTE, 7Ty R 74— LEHEL L 4NY BN URLICT 7R TXES, 7
Ty N7 —LEHELNVANESBEBHEDOY WNY URLT 7B AZEH LLY ET5D &,
T —RERINET,

set account ssorecoveryurlaccess {enable | disable}userid

BXDEREA INT A—4H Bl

enable TIy N7 —LEBEOREY A A AT a
BT LET,

disable Ty N7 F—LEBEOREY A A AT a
L ET,

userid ¥EE D Cisco Unified XL —F 4 7 L AT WEHET
B b ERELET,

aAvY R E—F EHLE (admin:)

FRLEDHA KSA Y

N

6= T TICAETLZED > TWDHEIEY A A ATV a VB ETITERT D
&L T =RERSNET,

+ Unified Communications Manager D > A h—/LIFIZ T AT AT L > TER S LD EBRE T
HU Y FOHERL T4 T, BEFECLIOT R TOa~vy REETTEET,

=
o< RHEBR L~ 4
T w7 T L— RKHRORRE: 72 L

1 FH %42 Unified Communications Manager, IM and Presence Service on Unified Communications
Manager
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. set account ssouidvalue

set account ssouidvalue
Zoavwr NI, BEEOT Ty F 7 —LAEHEO B O FOEE T L E T,

set account ssouidvalueuserid

EX DA INTA—4H SR AA
userid — B OB F DOEZEF T HLENH DHFED Cisco
Unified XV —7 4 V7 VAT LEHET hU L b
BELET,
avY R E—FR EHLE (admin:)

FEREDAARFS1Y

)

GE) « set account ssouidvalue userid =~ > K& E4T75 5 &, UIDfEZAJITH 707 M RFER
SN FET, UID EAZEH DS, samaccountname X7 7 # /L bk C ssouidvalue & U CIRITE
SNFET,

« HE L7 UD ENFET 2881, =7 —RNEREINET,

Z#
o~ RHEFRL~L: 4
Ty ST — RHPORRE: 72 L

it FH%f4¢: Unified Communications Manager, IM and Presence Service on Unified Communications
Manager

= =L
SIBAE— R E DT
Zoawy RiE, 2=y NCHEHARERT X TOERAEEZRE LET,

set cert bulk consolidate—~ = b

B D 3B RS A— B
4
a=y b oasmy MEELE
T,
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aAvU R E—F

EREDAARZA

set cert bulk export .

E P (admin:)
AEE O —FEBAEIZMEH 325 SFTP — \E A ET 2 HERNH Y £,

=
o<y RHERL~L: 1
T w7 L— RHZEFA T

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

EErEY Y
set cert bulk sftp (12 ~<X—3)

set cert bulk export

Zoa<wy NI, 2=y FCTHEAMRERT X COIFHEEZ2 =7 AR—FLET,

set cert bulk export= = h

B DEREA

ATV R E—F

FREDHA K51

INT A—  ERBA

3

export DI TAZ—HNOZ D=y N CHEHTRERT X TOFEEL ., FaikER S
7= SFTP OFFFIc = 7 AR — F LE

a=v b a=v MEEELET,

E P (admin:)
REREO—FEEEICE T 5 SFTP — MERZIBET 2L E R H D 7,

Z#
o< REERR L ~L: 1
7w T b— RHIZEF AL

Ji FH %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set cert bulk export all
Successfully exported tomcat certificate(s) to sftp server.
Successfully exported tftp certificate(s) to sftp server.
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REBAE D —

gEavor |
ERETS

BMENEYY
set cert bulk sftp (12 =X—72)

A UR—FEEET D

ZDa< RiX, SFTP OHFTNICH Dt EEAEE SN2 =y MEHEA R TIZA AR —b L
i‘j‘o

set cert bulk import—~ = h

BXDEREA

avU R E—F

EREDAA RZA4 Y

INTA— ERBA
3
2=v b Z=v MEELE
j—O
EHFH (admin:)

AEHE O — RIS+ 5 SFTP — G MERET 24 E R H Y £7,

E¢
o= RHERR L~ 1
T w7 L— RHZEFA T

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set cert bulk import all
Successfully imported tomcat certificates.
Successfully imported tftp certificates.

BMENEYY
set cert bulk sftp (12 ~=X—”)

set cert bulk sftp

AR E—F

Zoawy NiE, —FEEREICEEHT S SFTP — MEHO AN 2R L £,

set cert bulk sftp

EHFH (admin:)

BEATUFR
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set cert default-ca-list disable .

FEREDHA KS4 > EAEOFHERIEIMENT 5 SFTP Y — MEHR AR ET 2L ERH Y 7,

=5
a~ Y RHER LUl 1
T T L— RHZEFA I

1 %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set cert default-ca-list disable

Zoa<wr R, JITARAEZ—NOTRCOY =N T R CERIIEEDT 7 40 D CAGE
BHEZ WL ET,

Ioavw U REETLEIETDE, ZOBEICL > TIRTOELII/FEDT 744 FO
Cisco CA FEFAENENC /0D Z L 2R T8GR o —UNFRENET,

setcertdefault-ca-listdisable {all|common-name}

)

GE) « Z M=~ K% Unified Communications Manager /X7 U v ¥ — /J — KM BHFEITL TN D
ZEEBERLTLIIEEN,

« 77 /U D CA FFBHE4L 1L, show cert default-ca-list =~ > K& FEITT 52 Lick»T

g CcEEI,
X DR INS A—4 S5ER
all 7T AZL—NDOTXTODP— 05T _XTO
T 74V b CAGEHELZHIFRLET,
common-name 7T AR —NDOTXTOYF— DB EEEDT
74V kN CAGEHELZHIRLET,
avYRE—F EHA (admin:)

EELEOHA RS4Y TRTOT 740 O CAFEMFELZBNIZ Lictk, ROBEHREZBE L TIZS W,

« [Cisco Tomcat] . [Cisco CallManager] . [Cisco Tftp) . FL T [Cisco Certificate
Authority Proxy Function] H—E 2% Fpids) L £9,

KeEDT 7 4L b CA GFHEAENIC L-%I1E. ROEHREZZEEBL T EEW,

« [Cisco CallManager] . [CiscoTftp] . # LT [Cisco Certificate Authority Proxy Function
P AL HEELET,

HEITUR .
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. set cert default-ca-list enable

» [VeriSign Class 3 Secure Server CA - G3| FEFZEZHNIZ T 5855 1%,  [Cisco Tomcat ]
Y= RADH T FEET 572 T T,

=
o= RHERR L~UL: 1

1 F %142 Unified Communications Manager

1

admin:set cert default-ca-list disable all

WARNING: This operation will disable all Cisco CA certificates that have been installed
by default. You can use the "show cert default-ca-list" to view the list of default
Cisco CA certificates.

You must restart the "Cisco Tomcat", "Cisco CallManager", "Cisco Tftp" and

"Cisco Certificate Authority Proxy Function" services after running this command.

This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled the default Cisco CA certificates.

Please wait for a few min to UI to reflect the correct status.

admin:set cert default-ca-list disable common-name
Enter the Common Name of Default CA Certificate : CAP-RTP-001
WARNING: This operation will disable the "CAP-RTP-001" Cisco CA certificate.

You must restart the "Cisco CallManager", "Cisco Certificate Authority Proxy Function"
and

"Cisco Tftp" services after running this command. This command should be run from the
Publisher.

Do you wish to proceed (yes|no)? yes
Successfully disabled default "CAP-RTP-001" certificate.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will disable the "VeriSign Class 3 Secure Server CA - G3" Cisco
CA

certificate. You must restart the "Cisco Tomcat" services after running this command.
This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : capf

The capf certificate is not in the list of default Cisco CA certificates.
admin:

set cert default-ca-list enable

Zoavwy Rk, 77 AZADTRTOY —/3 LT, CAPF-trust # FR< T X COE I IFFE D
T 74/ O CAGENEEZGNCLET, CAPF-trustiEIE L, 7 7 A X 2R TIE72 <. Unified
Communications Manager /X7 U > ¥ % / — R CTOREHZ /0 7,




| o<k
set cert default-ca-list enable .

Ioa<wry REFTLESETDE. ZOBRBECL > TINTOERLIIFFEDT 7 40 hD
CiscoCAREMENMEHTE DAEMAFEL LTHMIRD Z L 2R TEEA v E—VRFRaLE
ﬁ—o

setcertdefault-ca-listenable {all | common-name}

\}

GE) + Z® 3~ K% Unified Communications Manger /37 U v > ¢ — / — R BEITLTND D
EERMEEBLTIESN,

« 77 )L N CA FFHHEL L. show cert default-ca-list =~ REZFE[TTHZ LIk -T

BETEET,
X DEREA INTA—4H Bz
all 7T AR —NOTXTCOY— R EDOTTO
F 74V D CAEHEEZHMC L ET,
common-name 75 AR —HNOTXTOH— R ETHEDT
74V kN CAGEEEZ AL ET,
AT R E—F EHE (admin:)

FEHEDAA KS4Y TXTOT 74/ O CAGEHIEZ AT L2, ROEREZBREL T ZS0,
+ [Cisco Tomcat| . [Cisco CallManager] . [Cisco Tftp) . F3EL TN [Cisco Certificate
Authority Proxy Function] #—tE 2% ff#) L 7,
FeEDT 74V~ CAFEELZ A L%, ROFEREZEL TIEE0,

+ [CiscoCallManager| . [CiscoTftp) . 3L T [Cisco Certificate Authority Proxy Function |
V- AZHEHLET,

+ [VeriSign Class 3 Secure Server CA - G3| REMIEZAGNZT 586 1%,.  [Cisco Tomcat)
Y= RADH T FEET 572 TS T,

EH
o< REERR L ~L: 1

i FH 56282 Unified Communications Manager

il

admin:set cert default-ca-list enable all

WARNING: This operation will enable all default Cisco CA certificates
as trusted certificates for all nodes in this cluster.
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. set cert delete

You can use the "show cert default-ca-list" to view the list of default

Cisco CA certificates. You must restart the "Cisco Tomcat", "Cisco CallManager",
"Cisco Tftp" and "Cisco Certificate Authority Proxy Function" services after
running this command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled the default Cisco CA certificates.

Please wait for a few minutes for the UI to reflect the correct status.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-002

WARNING: This operation will install the "CAP-RTP-002" certificate as a trusted certificate
for all nodes in this cluster. You must restart the "Cisco CallManager",

"Cisco Certificate Authority Proxy Function" and "Cisco Tftp" services after running
this

command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled default "CAP-RTP-002" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will install the "VeriSign Class 3 Secure Server CA - G3"
certificate

as a trusted certificate for all nodes in this cluster. You must restart the "Cisco
Tomcat"

services after running this command. This command should be run from the Publisher.
Do you wish to proceed (yes|no)? yes
Successfully enabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-003

The CAP-RTP-003 certificate is not in the list of default Cisco CA certificates.
admin:

set cert delete
Zoawy R, By DO OEEDIEHEY 7 A L EHIFR L 9,

set cert delete~ = ~name

XD INS A—  EHBA
>

o=y EEITIYOLRIE, Townl F720% ltrust) & L THELET,

‘E_a

4 il AERE T 7 A V44,
av R E—F B P4 (admin:)

=
g RHERL~UL: |

Ty 77— RHRIZFFA E0




| gra<or
set cert import .

1t %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set cert delete cucm siptest.pem

set cert import
Zoawy NI fESHIGEHFOMBEICN L TRESNZEHELZ A VR — P LE T,

set cert import% - ~’namefcaCert]

X DR NS A—  EiEA
A

LA SFAEOREEAY () F£7-0% ME#E L LTHEELET,
Eai) 2=y MEERLET,

[caCert] CAGFHEZ 7 ANV LE2ELET,

aAvY R E—F EHE (admin:)

=i
o<y RHER L~V 1
T T L— RHZEFAl XD

1 %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

il

admin:set cert import trust tomcat

Successfully imported certificate for tomcat.

Please restart services related to tomcat for the new certificate to
become active.

set cert regen
Zoawr NI BESNE2=y FOFFAEERFAR L E7,

set cert regenname

HEITUR .
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. set cert regen ITLRecovery

BX DA INTA— FREA

44 il 2=y MERLE
7

ARV FE—F E PR (admin:)

=H®

T~ FHER L ~L: ]

Ty L— RRORRE: 72 L

1 A %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set cert regen tomcat
Successfully regenerated certificate for tomcat.

set cert regen ITLRecovery

Zoawy Rt BESNT-2=> h® ITLRecovery iFFEZ FHAER L £,

ZDavy REANTHEEEXA v —URERIN, h—27 V VACTL 2R LT\ 545
A%, CallManager sEBIEZ AR L TV D I5E1X, CTL 7 7 A M BEHT S 4172 CallManager
FERAENDH D . ZOMAENT Y RRA » M L TEHENTWS Z L 2R T D L Tk
WHNET, FEAEAFHAERTHITIE, yes EASN L, £ TRWEAIEIno E AN LET,

set cert regenlTL U 7 /3N

BX DR INT A—4 FHER
ITL U #/% ITLRecoveryiEPHEAZF L £,
J

ATV R E—F EHE (admin:)
=

A

FR O HARSNIZREAEE AT D21, ITLRecovery (2R 5 ¥ — A & FELE)I§ 5 ML BN
&) D iﬁ‘o

cll

g REERL~L:

. HEITUR



BEATUF

cwR—vxr—vavz@ess I

Ty T L— RROWRE: 72 L

1 A %f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set cert regen ITLRecovery
WARNING: If you are using a tokenless CTL and if the CallManager certificate is recently

generated, please ensure that the CTL File already has the new CallManager certificate
and is

updated to the endpoints, before generating the ITL Recovery certificate. Are you sure
want

to proceed?

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for ITLRecovery.
You must restart the services related to ITLRecovery for the regenerated certificates

to
become active.

CLIR—SR— 3 U EH/RTFTH

Zoa<wy NI, BEOCLIEy Y a ry THEIR—VR—va et it 7icLEd,

set cli pagination {on | off}

BX DA

avw

7

KE—K

INT A— EREA

>

on R—=URYIY AN LET,
off R=URGIY A T7IZLET,
EHE (admin:)

EH

g RHERR L ~L: 1
T w7 T L— RHROAERE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

admin:set cli pagination off
Automatic pagination is turned off




gEavor |

B ocwevsavsqnryrenesa

CLUtEYy a RAALTIONEERTET S

Zoa~vwr NI TI2TF 47 R CLIt Yy a ryBNEA LT N LUTHIE SIS E TORRE A4
HNANTRELET,

set cli session timeout4y

BX DA

AUk E—F

HEREDAA K1Y

i vy

INTA— EREA

A

4y TIT 47 CLI® Yy a B2 A LT 7 bLTHIR SN E TORBIR (4)
ERELET,

« EOFIPH: 5-99999 43

« T 7 )L ME: 30 &

HPLE (admin:)

Lty rar ZAL7 0 METH LWCLIE Y v a Ak L TEBIZEZNI /D T3,
TIT 47ty a rTIEIDEA LT U MEBREESNLD Z EITERLTEEN, £
72, BEOE v a  TEOEEZFEH L TWRWESETH, showclisession timeout 2+ > K i
FUWEZ KL £7,

kA

-

—
-

—

DREFY 7 b =T7OT7 v 77— Fe@UTRESN, 774V MEZYEY Fahd
EIEHY A,

EZ¢
o RHEFR L ~UL: 1
Ty — RHORRE: 72 L

1 %} 5: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

VU hERET D

ZOa<wy REICLlavwy R a7 haEEL, FTa3nzClla~vy ROoBEERLE
j«O

set commandcount {enable | disable}

. HEITUR
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set csrgen .

BXDEREA

aAvU R E—F

set csrgen

INS A—  EqBH

2
enable a<w Rhvy baet iz LET,

disable a<w RO e A7 LET,

EHE (admin:)

¢
o RHEFR L ~UL: 1
Ty L— REOREE: 7 L

1 FH %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

Zoa<wy R, 2=y M D cst AR L ET,

set csr genname

BXDEREA

AUk E—F

INTA—  FiBA

3

il REAENER SN =y FEFREL X7,
EHLF (admin:)

=2

1 %} 5: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

1

admin:set csr gen tomcat
Successfully Generated CSR for tomcat.

E2¢
o= RHERR L~ 1

Ty L— RROARE: 72 L

HEITUR .
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. set cuc jetty stderrlog

set cuc jetty stderrlog
Zoavy RiE, Jetty P— N EOBETICEETT —PRE LT L EICT T — B FBRAERS
NDINEIMEANETITEDCLEST, 20T — v FBRAERSIL, /SR
/var/log/active/jetty/ THIHTE L L HIT72 D £7,

set cuc jetty stderrlog {enable | disable}

BX DA INS A—4H BLL]
enable Jetty Y — O T — a7 &K
iz LE9, Enable TIZ AKX
FLANXTFRRRSND Z &
WCHERLTLESN,

disable Jetty r—/ "D T — v 7 %
Mz LET, [disable] TiE
KILF-E/NCFRE S D
ZEITHERLTLIEEN,

avURE—FK B (admin:)

HERALDHA FS1Y
A\

EE Jetty VR EDOT T — 0 EAANEIIENC Lk, Jetty Y — U A & FHREIT 5 LB B
D £,

EH

A= FHERR L1 0

Ty T L— RHROARE: 72 L

1 A % 4% Cisco Unity Connection O 7,

Jetty Y —/N\TIS—OJ&HHZT 54
admin:set cuc jetty stderrlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

. HEITUR
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set cuc jetty stdoutlog .

set cuc jetty stdoutlog

Zoawy R, Jetty br— " EDBETICAEKRSINAEEA B IO e 7 2850 E 70138
ZLET, ZOEEANBIOEIn ZBNERSNL, /3R /var/log/active/jetty/ T
FIHTEL L1220 £7°,

set cuc jetty stdoutlog {enable | disable}

X DA INS A—A & BA
enable Jetty r— N EOFEHEA J135 &
O m 72/ LET,

Enable TIXRILT- & /NSRS
Kplsins Z &lcEE LTl
723,

disable Jetty r— N EOFEREA J1d5 &
O 7 &=8hic LET,
ldisable] TIXRILF & /ML
FMREBISDZ EICEREL
TLE&E,

avY K E—F EHE (admin:)

FEREDAA RZA4 Y

A

AR Jetty AN EOBEAN B IO v 7 2 BN E TN LItk Jetty — B 2 & FHELE)
TOBENRD Y £7,

E2H

A< FHERR L~ 0

Ty 7T L— RROARE: 72 L

Jt Al %142 Cisco Unity Connection O 7,

Jetty —/\—TIREAH O T AT 5451

admin:set cuc jetty stdoutlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.

HEITUR .
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. set cuc jetty requestlog

Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc jetty requestiog

o<y NI, BEOBERNEE L E &I Jetty =" BERKINHERe 72 HHE
TN LET, 2OV 7 A N B BERIL, /N /usr/local/jetty/logs/ TH
ATELE 91T £,

set cuc jetty requestlog {enable | disable}

BX DA INT A—45 B

enable Jetty — R EOER 0 &2 A
Nz LE9, [lenable] TIZ
KRILFENFERRB S D
TEITHEELTLEEN,

disable Jetty — " Lo FRa 7%
Mz LET, [ldisable] Tix
KRILFELNCFERRB S D
T EITERELTLEEN,

aAvY R E—F EHLE (admin:)

HALDHA K51
A\

AR Jetty — N LOZR e AR EIITEDC LIk, Jetty P—E A EHEBTHMERH Y
£,

2

avy RHERRL~L: 0

Ty L— RHROE: 72 L

1 % 5% Cisco Unity Connection O 7,

Jetty ¥ —/N\—THYH T X bOSTZEMIET 551

admin:set cuc jetty requestlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.

. HEITUR
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set cuc speechview registration certificate size .

Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc speechview registration certificate size

Z®» =z~ RiL, Nuance %— 32 X 5 Speech to Text H— B A DX Ek & AR A A A —/LDEAFEH
DOFLWVGEHEE Y b 4 XZ2HELET,

set cuc speechview registration certificate sizebit_size

B DEREA

AR E—F

FRLEDHA KS1 Y

NG HA—F 5159

bit_size AEFED bit_size Z#HHE L F
T, FFAIS D ME 1k, 2k,
F 7203 4k T,

B (admin:)

HEOFEEDO > Mo XZFRET ST, set cuc speechview registration certificate size
(Cisco Unity Connection D#&) 2~ RZEHEHLET, CLIIZNT Y v vy — ETHEITT LN
T3 d VY £9, Connection SpeechView Processor ¥— B A3 ELHE) L 97,

=2
v FHERR L1 4

set cuc srsv timeout

TPDa<wy KL, SRSVEyvar XA LT MNOMEEFRELET,

set cuc srsv timeout” A A7 7 M

BXDEREA

AU R E—F

INS A=A 5 BA
AALT N EByaroulZ 7Ty NOREREHRTELET,
&

EHLF (admin:)

=
gy RHER L~ 1
T T L— R ORRE: 72 L

1t %42 Cisco Unity Connection

HEITUR .



. set cuc trace

gEavor |

set cuc trace

Zoavwr NI BEENEFL—ZABIR ML —Z LUV AR EITESNC LE T,

set cuc trace {enable | disable}trace name level

BX DA

AUk E—F

FEREDAHA RS2

‘E-IUII:I

INT A —
2
enable B L —REENCLET,

Be

disable ¥t h L — X 2L ET,

FL—Z FARELITEDNCT D PL—ADAREZEELET, FL—AATIEIRILF L/
2 LFBXHISND Z LITEELTEIY,

L~yL BNETITENTT B trace name D L-ILEEELET, &£ L —XF, 0005
30 E TOFZWMTT ONIZHEKR3 LYULTHERSH, HFL-ULTlE, fBESH
7o N —RADORRHFEEOHERP RIS N E T, IO L2/ E 23S
T 55801, L da Ly~ TREID | LV OFIHZ R T 7oDlinS 7 %
FEHLET, AXN—REEFDRNTLIEEN,

EHLF (admin:)

BEANZR>T0D hL—AL FL—Z L~ULD U A M &FRT 5I21E,  show cuc trace
levels (Cisco Unity Connection D &) 2~ K& L E 7,

2

v RHERR L~L:

Ty L— RHRORE: 72 L

1 F % 4% Cisco Unity Connection O 7,

VUI fL—Z 1, 13, 17~ 20 ZF IS 54

admin:set cuc trace enable VUI 1,13,17-20
VUI trace levels are now set to: 1,13,17-20

VUL FL—R LR EBHRRESNKETVUL FL—X 1755 20 =EShIZT 545

admin:set cuc trace disable VUI 17-20
VUI trace levels are now set to: 1,13

EENEYD

show cuc trace levels

. HEITUR


cucm_b_cli_reference_guide_release_14su2_chapter8.pdf#nameddest=unique_127

| o<k
arzzE [

=L =
Bt Z&E
ooy RiE, =0 L A EERE L £,

set dateHH:mm:ss:MM/DD/YY

X DR NS A— B
A

B R RRAEA (24 RRIER) AL ET
MMIDDIYY i (st % L &5,

GE)
HAHEARMM/DD/YYYY &5 F AL SV E T,

ARV kFE—F EHLH (admin:)

FEREDHA KSqy T—7SDMBNTP =~ LEHT L L0 Ik T aHEae, Zoavy RTE, =2—F
IFENSDNTP =T XTHIRT HLENDH Y £,

=
16 F 56t 22 Unified Communications Manager 33 22 OF Cisco Unity Connection,

BftEEZZ2012E4813 828105 337 PM IZERET 54

admin:set date 14:10:33:04/13/12

=5
o< RHERR L~ 1
T w7 T L— RHROERE: 72 L

set dscp defaults

Zoavwy Rk, TRTOR— b Z 72 LTI HETREOT 7 L FODSCPRELFRE L
7,

set dscp defaults

avY R E—FR EHLE (admin:)

FEHREDAA KSq4Y ZO0Oa~vr REFETT5HL. 7740 MUSNADTTO DSCP RENLHIFRS L ET,

HEITUR .



. set dscp

set dscp

gEavor |

T HAIRED T 7 4L - 0 DSCP 3% & % g8 5 121%, show dscp defaults 2~ > R & {fi T &
\iﬁqo

=
o<y RHERL~L: 1
T w7 T L— KRORRE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

Zoa<wy N, ¥BETCP £7/21XUDP X7 v SO DSCP ~—F% Va2 A% E 13 EhIC LE
T, B—DOR— M Z7E-1F3TRTCOR— K~ # 7 TDSCP —EIZHNE - ITEGCT S 2
LnTEET,

set dscp {enable | disable} {allport_tag}

BX DA

AR FE—F

INS A—  EnBR

all FNTDDSCP AN— b # 7 & MH LET,

port tag DSCPAR— k # 7 a#KLET, Zhud, R— 2T 27 7V r—a %k
B 57202 TCP £721%X UDP AR— Mo~ v FEN 5 XFH T, ZOMIF, =
~ > I show dscp defaults Z 1925 & ZIZEKRS41 5 portTag 7 4 —/L ROET
T, A=K Z 70y MIFICERSINTVET,

H PR (admin:)

Z#
o< RHERL~L: 1
T w7 T L— KHRORHEE: 2 L

1t %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set dscp marking

Zoa<y RNiE, BEEODSCP 7 T A L EEEZFEH LT, A— h X ZIZDSCP~—F 7 %7%
TELET,

set dscp markingport_tag f&

HEITUR
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set dscp marking .

BX DA INTA— FREA

port tag DSCPAR— h # 7&K LET, ZhiE, R—b&2ENTL7 7V r—3 3 &k
B9 57202 TCP £7213 UDP R— Mo~ v &N D LFHITYT, ZOfEIE, =
~ K show dscp defaults Z 3% & ZIZR R I4L D portTag 7 4 —/L ROJET
T, A"— K X7 Dy MNIFANIZERSNTVET,

value DSCP fi, BEZID DSCP 7 7 AD 4 i, F721E 10 EEFE 7213 16 HEH O DK
iz AN TEFET, 16 EEEOFNT 0x 7213 0X 2FHT £,

avY KR E—F EHLF (admin:)

FEHEDHA KS4> DSCP TERINTNDIHENRY T ALITIRO LEY TT,
« 7 AL HZ— i CSO, CSI, CS2, CS3, CS5, CS6. CS7

7 Z A L7 % (CS)fEIZ IP Precedence fEIZ% )it~ L T Y | IP Precedence & 55412 A LM
N ET,

o JESEERTE ¢ fif EBF
EFPHB /&, (XHE0E, fRaE S AU7o s, RERE, K9y ¥ —Z2 0B LT 5 VoIP 2 8D
7TV = a RIE T,
e XA MT74— | : fEBE
7 7 #/V h PHB & b IEIILD Z DML, AT N7 > B 0x00 TV — 27 SiL,
XY =7 V—=FNEDHERDNA R T 4 — |k —E A,
o RAEEREE: fff AF11, AF12, AF13, AF21, AF22, AF23, AF41, AF42, AF43

AR REE Y T A4 OO XA TNHY . TNENIZ3 D Ry EHLIEMNENH VD £
T

IO OENRMEIL, Xy NT—JEEBICIV Ny R Rey PENSIEFAERELET

1BME, 72 20E, AFI13 7 92D/ MIAFI2 7 5 AD 7w LD bz ka7
EhET,

=
gy RHERR L~ 1
TS T L— RHPORRE: 72 L

ji % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

HEITUR .



. set http min-version HTTP/1.1

gEavuF |
set http min-version HTTP/1.1

Zoawy KX, T _RTOZEHITP RO/ ha)L X—2 g 2 LCHTTP/L.1 LA
%Fl ’_‘/:E’L/i—a—o

set http min-version HTTP/1.1

avYU R E—F EHE (admin:)

FEELEDHA K54 > Unified Communications Manager 7 7 A Z WO T XTD /) — FTROY —E R L LT HES LT
<TZ&EWN,

* Cisco CallManager

* Cisco TFTP
* Cisco HAProxy

=2

o< RHERR L ~UL: 1
Ty L— FHROE: R L
1t F x4¢: Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
B A —E A, ¥ KO Unity Connection
set http min-version HTTP/2

o=y R

. TRTOZEHTTP Bk D/ a haL A—Y
L/i‘a—o

"z > & L THTTP2 3% E
set http min-version HTTP/2
ARV FE—F E PR (admin:)
FEREDHA KSM4>
A\
25

AR

— BV 7L @Y —E A (LPNS) (X, HTTP/1.1 #HD Web ¥V 7 v OB EFH L £7
HTTP D/ 3—2 5 >33 HTTP2 (238 &

CAEXAE

ENDLEHEELRL 20 F9
JFGAF—HNDTXTOH ) — RTROY—EZAZ L THEEL T ZEWN

Unified Communications Manager D355

* Cisco CallManager

* Cisco TFTP

. HEITUR
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set ipsec policy_group .

* Cisco HAProxy
IMBLOT LR R P—ERDGE:

* Cisco Tomcat

* Cisco Config Agent

* Cisco XCP Config Manager

* Cisco XCP Router

* Cisco XCP Connection Manager

=5
a~ Y RHER L~ 1
T w7 L— KROTARE: 72 L

1t %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
B A $—E A I LV Unity Connection

set ipsec policy_group
Zoawry NI, BESNERY — J N —TZ D ipsec R U —EFH I LET,

set ipsec policy_group {ALLgroup}

EX DA NS A—4 A
ALL FTRTDipsec N Y v — T N—TEHHLET,
57— BN T HEED ipsec R — T N—T D4 I
HRELET,
avY R E—F B (admin:)
EH

2~ FHERR L~ ]
Ty L— RHROE: R L
1 %} 5¢: Unified Communications Manager 33 & O Cisco Unity Connection,,

set ipsec policy_name

o=y R, BESNZIPSec R v —ZH /T LET,

HEITUR .
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B = sszamsins

set ipsec policy_name {RV > — 27 /L —T7 R > —4}

¥ESTDERA ING A=A SiRER
R — T —F HINZT DEFED ipsec 78 U
V= IN—T DLRIEFRE L
ij‘o
R —4 BT DHEFED ipsec RV

U—DLARIEREELET,

avY R E—F HHF (admin:)

=H

v NHER L~ ]

Ty T L— RRORRE: 72 L

Ji FH %6t 282: Unified Communications Manager 33 &2 OY Cisco Unity Connection,

F—HBERESIEERE

Cisco Jabber #BFE CHEH & D OAuth 7 78 A h—2 U7 by va h—7 &KL T 5
RFE oAb X — &2 HER T 5121, Unified Communications Manager /X7 U v &% /— K CZ
0)3‘?/}‘%%?]‘[/&?0

AT R E—F EHLE (admin:)

=4

vy FHERL~IL: 4

Ty 7T L— RfOuRe: 72 L

1 %} 5 Unified Communications Manager 35 & OY IM and Presence Service,

F—BERIEANRTE

CiscoJabber WAL CHEH SN D OAuth 7 78 A =27 U7 b yva b= IELT DT
D DIERFR RSA F— 7 #4795 1Z1X, Unified Communications Manager /X7 U v 3/ %
J—RTZoa<vr REFETLET,

avYy R E—F EHE (admin:)
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FERLOHA KS1> B

Ok %

g RHERL~UL: 4

T L— REDREE: 72 L

nouziEss

18 A%} 52 Unified Communications Manager 33 &2 OY IM and Presence Service,

BRET D

Ioavwry FEFEATLE, CLIEHn V288 EIT BT R TEET,

set logging {enable | disable}

B DEREA

ATy kK E—F

INT A—  ERBA
A

enable 0 JEeekE A I LET,

disable o JitekE A I LET,

B (admin:)

=5
o= RHER L1 0

Ty T L— RO ARE: 72 L

1 FH%f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence

Service, Cisco Unity Connection,

OJAVEFEALT O E

Zoawy REMAT S L. LoginGraceTimeout 4 7€ SN EICHKETE £9°,

BRET B

set Login Grace TimeoutLoginGraceTimeout 1

B DEREA

aAvU R E—F

INT A=A BL)]

LoginGraceTimeout @ 7' A L RT ¥
fiE

EHH (admin:)

=25
o<y RHER L~ 1

HEITUR .
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B xvro—v9525887 v r—0mE

T 7 L— RHZEFA I

1 A %$4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

2y NID—=DDFARINT) v v—DETE

ZOavwRE, Ry M= I AL = RT3 ¥ —DRAMMEIPT FLAZREL
£,

set network cluster publisher {hostname | ip}name

XD INSA—4H ELE)
hostname Fy NI —27 75 AE—DFR

A ML ERELET,

ip S NI —2 75 AH—DIP
7 RLAZIRELET,

ZAI] TP NI =7 7T AK—IRT
Uiy —IZ8Y B CTHERA
NAET-IZIP T FL A,

avy RE—F EHLE (admin:)

FREDODHA K54
Y

GE) e Cisco lZA VT F o ZHBIHIZDI ) — FDOIP T RLAZEETHZ L AHERL T E
ﬁ‘@

* Release 12.5(1)SU7 B L OV 14SU3 LABE TlL, H—D / — R TIPT RV R/ARA MM &2EES
% & Service Manager & 3 XTD /) — ROTRTOV—EANFHEB SNET,

EZH
aw 2 RHERL L 1
T T b— RHIZEF AL 3

1t FH%f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Unity Connection,
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Y kJ—

&

Ry bI—5 5528 4T 54 n—oumEEETs |

DOSRIY TR SAN—DFMERTET

Tomcat Web -— X0 Z 7 L TCW T GULIZT ZBEATERWEAIL, Zoavr FaEEHAL
T, 7ut R ) —REREFT AV r—v gy =R F—TNCH T 27 T4 R—ZBMLE
—éqo

set network cluster subscriber detailsservertype hostname ip domainname

BX DA

aAvU kR E—F

INT A—45 BLl]

servertype ZPsRT A—X2|Zi%, Unified Communications
Manager, IM and Presence Service, Cisco Unity
Connection DWF DR 2N L £3°, ZiuT
WIHT 44—V RTT,

AR N4 T AL =BT D ) — FDOKRA N, FA
R RAAL T AR—FENET, ZIUTINAE
74— T,

ip 7 FARZ—IZBNTS ) —RKOIPvA 7T FL A, =

D7 4 —/ RiX, IM and Presence /X7 U v v &
Cisco Unity Connection TIZMH T,

KA A 4 IM and Presence " —E AT Y v D KA A
4, IMandPresence /X7 Y v ¥ Tk, ZD7 4 —
/1/ F\é\i%‘gﬁfj—o

EHFH (admin:)

E2¢
g~ REERL~L: 1
Ty 77 L— RHIZEFA W

Unified Communications Manager, IM and Presence Service, 35 &2 ! Cisco Unity Connection (Z 3

SNET,

set network cluster subscriber dynamic-cluster-configuration

Zoa<wry REFEHALT, XT Vv iy —THEATFTI v I TAXEREAENNZLET, 20
av L REFEHALT, Y TR TA4 N J—FRERTY vy —R F—TLGEMNMTX 5 H

HEITUR .
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. set network dhcp eth0

MEHRELET, YT RIZ T4 ) —RFOBINIELICRIFES, YT AT TAN J—FD
A VA =L HIZENSD ) — FiF T ) ooy —DFEMEREOVENRH Y A,

set network cluster subscriber dynamic-cluster-configuration {default | no. of hours}

X DR INS A—  EHER
A

default @iy s 7 2 2R 24 R ZNIC L £ 5,

no. of 1 ~ 24 K DEZ R E L £ 7,
hours

av>Y RKE—FK BHEE  (admin)

=2

Unified Communications Manager, IM and Presence Service, 33 J2 Uf Cisco Unity Connection (Z 3

SNET,

set network dhcp eth0

ZoawryRNE A=Y Ry "X —T A A0DDHCPZAZhE - ITEHICLEST, 41—
YAy P AV H—T 2Rl ZRETDHZLITITEEEA,

set network dhcp ethO {enable | disable } {/ — K IPXy h~AX 77— hT7 = A IP}

BX DA INTA—4 BT
etho A—HFy b A X =T A0ERELE
R
enable iz kv, DHCP a2 £,
disable ZHUC XY, DHCP NSz 9,
J—KIP Y— RO IP T RLAZRLET,
F v h~vRAZ P—NOYTHy N v A7 ZRLET,
JF—hrUxAIP TI7HNVIT =Rz ADIPT RLAZRL
F7,
AT R E—FR E P (admin:)

. HEITUR
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set network dns .

EREDAARZA

A

FE BT THE. 2Oav Ly NI TUVATARHEESLET, 7. IPT RUAREFTINS
72N, T RTCO/— REFE#FTAIZ 288D LET,

=
o< RHER L ~UL: 1
T T — RHRORRE: 7 L

1 %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network dns
Zoa~xr NI, FIAVERITEI XY DNS H—DIP T FLAZRELET,

set network dns {primary | secondary}addr

B DERA INTA—4 s EA
primary
secondary
addr TIA~VETEIZY
DNS#—DIPT7 KL A% %
l/\gzjqo
AU R E—F EHA (admin:)
=Y

o<y RFERRL~UL: 1
T L— RHEOREE: 72 L

1 A %f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

\}

(GF) DNSH—DIPT KL AZEFT LA 1L, CLI =2~ > K utils system restart z i L CTH—
NaeFESHTLIMLERDH Y FT,

HEITUR .
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. set network dns options

set network dns options
ZOavw RIEDNS A7 v a v ERELET,

set network dns options[timeoutf)][attemptsnumber ][ rotate]

X DA INS A—  ERBA
A

timeout DNS XA A7 W hNERTELET,

attempts  DNS ZR 2079 2Rz e L E T,

rotate AT LERERR LT-DNS —_"—Du—F—3 3 UMThil, AnSHEhE
7,

ﬂ‘ DNS % A L7 7 MR Z AL THRE L9,

number  ERATREIEZIEE L £,

FEREDHA KSq4y O REFTTLE, VAT AP HBWICHER L £,

AV kFE—F EHLFH (admin:)

=5
o<y RHERR L1 0
T T L— RHIZEFAT D

jii % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

2 RT—O RALVEERET D
TDavwr NI, VAT ADRAAL VAR ERELET,
~

GE) RAL U EZERTTLHE, Tyran— REINicth— KX—7  OBAFFEERHEEL ST,
“C® Unified Communications Manager filEBA E3 HEIFIC Ak SV E T, F— 0 BEIICF
BEEIT2E, %27 (BRE) E— FCTETINTWHEFMIZ, CTL 7 74 7 NN ERGH
DFLWCTL 7 7 A NV EEHT 5 ETH— TR T2 R £,

. HEITUR
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set network failover .

\)

GE)  WEENELIBEIND LI, —"Z1BaTOMEBLET, AL AOETOFEMIC
Sk, [ Cisco Unified CommunicationsManager @ IP 7 KL A LR A ML OETE | 25
LTLTEEN,

set network domain[domain-name]

X DA INT A—  ERBA
>
RAAL Y BIOYBTEHIRAT A RAL LV EFELET,
4

ATV R E—F H P (admin:)

FEREDHA KSq4y ZOATY FOFETEHITTH0E I heminbhET,

AR RITT L. Zoavr Pk Ry PU—T BN —RRICKRDIVE T,

=4

vy FHER L~L: ]

Ty T — RHROARE: 72 L

jt % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network failover

ZOav U RE, AT 4T arnN—=V 2 A —RNORy NI =7 L F—T = A A J— K
TRy NU—2 T =)V LT U A FRETITEDLET,

set network failover {ena | dis}

X DA INT A— EHBA
ena Fw NT—7 75—V s LT U RAEEMTLET,
dis Xy NIT—7 74—V NN T U REBHCLET,
AU R E—F BHLA (admin;)

HEITUR .



ZEavr |
B <oro—vr—rozqenrEsas

E¢
o RHEFR L ~UL: 1
T L— KHROARE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

2YRIT—D5— b AFHRTET S
Coawy REEHATLE, Ry RV A= T2 A DIPT RLAZRETEXET,

set network gatewayaddr

BX DA INS A—  EHEA

2

addr EOYBTHRY NI—27 = T2 DIPT FLAERLET,
aAvY R E—F EHLE (admin:)

FEREDHA RSAY ZOaxy ROFEITERATT 2008 5 D ERRbET,

AR BTT5L. ZOavr RIZEoTURAT ARFHER L ET,

¢
o RHEFR L ~UL: 1
Ty T L— RBOREE: 72 L

1 FH %t 42 Unified Communications Manager, Unified Communications Manager - IM 3 X OV
LBV A —E A, IO Cisco Unity Connection,

set network hostname
Zoa~wy REERTSE, BHEIIRY NU—T RAMMEPHREL, /J—FKOIPT FLA
EEEL, VAT LAYHEERTXFET,

ZOavy REFTT LRI, EHEIIARDREF Ny 77 v 72 HE L TEB LERHD
F9, EHIT, FAM (FFREFFA M EIP T RLR) OEBZRL LRI, SHA TR
BAEZFATT D2 EN DY £,

« show hcs cluster verify detailed %347 L C, 7 7 A X HERRICHIBEN 7002 & AR L E T
« set hes cluster config 1T LT SR A BRZEZEHLET,

| BEvEEPAN



| #ea<wor
set network hostname .

« show hcs cluster verify detailed #5247 L C, 27 7 A XMk & MGEE L £

set network hostnamehostname

EX DA INT A—  ERBA
]
RARNG VATLAOHLOWARY NT—7 RAMNEERLET,
GE)

ZDORA N4E. ARPANET AR A R OBANCHE D LERH Y £4, LT
T ORBIIEET T, BT EANAA T THERESN TV ARERNH D £3, KR
M DEREL 63 LFETY,

aRU R E—F FHI (admin:)

FREDHA KSq4y ZOAXY FOFETEHITTH0E I heinbhET,

A

AR O TTRE, Zoavw Rk TU AT ANHERE L F1,

=5
o= RHERRL~UL: 1
T oI L— RRORARE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ O} Cisco Unity Connection,

1

admin:set network hostname

WARNING: Changing this setting will invalidate software license
on this server. The license will have to be re-hosted.

Continue (y/n) :

Continue (y/n)?y

ctrl-c: To quit the input.

*x% [ A RNTING *%*
Do not close this window without first canceling the command.

This command will automatically restart system services.
The command should not be issued during normal operating
hours.

Note: Please verify that the new hostname is a unique

Bva=i N |



gEa<o k|
. set network ip eth0

name across the cluster and, if DNS services are
utilized, any DNS configuration is completed
before proceeding.

Security Warning : This operation will regenerate

all CUCM Certificates including any third party

signed Certificates that have been uploaded.

Enter the hostname:: app-lfwelty5

Would you like to change the network ip address at this time [yes]::

Warning: Do not close this window until command finishes.

ctrl-c: To quit the input.

*xK WARNTING *xK

Note: Please verify that the new ip address is unique
across the cluster.
Note: Changing the IP address will automatically restart
system services cluster wide.
Note: The command should not be issued during normal operating hours.

\)

GE)  mEEIE. TR LIEETAH26T RAMEIP T FLADOWFALEETXE
T RANGOHZREEETDHAIEL. TR EIRELET,

set network ip eth0

TOaw U RE ARy P A E—T A ZA0DIPT RLAZHRELET, 41—V X%
hAVH—T oA A1 EZRETDHZLITTEERA,

Zoavwy FEFETTLHENC, EHFIIANRDRF Ny 77 v 72 HE L TELENRH Y
£9, 720 IPT FLAOERZRALDANC, HHEHEZROBIELETTOILERDH Y £,

« show hcs cluster verify detailed #5347 L T, 27 7 A ZMEMICRIBEN 202 &L 2R L E T
« set hes cluster config #E=ITLTY SR AEREZEHLET,
« show hcs cluster verify detailed #5317 L C, 7 7 A X HEpLZMRGE L £

set network ip ethOaddr~ A 7 gw

BXDEREA INT A—4 Bl

etho A—HFy h A H—T A
20 BHRELET,

. HEITUR
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set network ip eth0 .

INTA—4H EREA

addr BOYLTAHIPT RLREEL
*9,

~ AT B YBTHIPvAT BFRLE
—é‘o

gw Y THIPT 74/ GW
EFRLET,

avY R E—FK HHF (admin:)

FEREDHA KSq4Y ZOa~y FOFTEHITT 20 E ) hEaanbh i,

A

AR FTTHE. Zoavr RICLo TROP—EARHEBINET,
*NIC K7 A /"—
* NTP
« CLM

e h—E R — T —

E¢
o= RHEBR L ~L: 1
T w7 T L — RHRORRE: 72 L

1 F % 4¢: Unified Communications Manager, Unified Communications Manager @ IM 35 X OV
LB A —E A I LKV Cisco Unity Connection,

1

admin:set network ip ethO

*kx  WARNTING  ***

Note: Please verify that the new ip address is unique across the cluster
and, if DNS services are utilized, any DNS configuration is

completed before proceeding.

Note: Changing the IP address will automatically restart

system services cluster wide.

Note: The command should not be issued during normal operating hours.

HEITUR .
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. set network ipv6 dhcp

set network ipv6 dhcp

o<y Rk, —/XETDHCPV6 7 FA T v hEREL, IPv6 VR — FE2FNCLE T,
BEHEEHINCT HI2IE, =" HEEBTLILERH Y 7,

set network ipv6 dhcp {enable | disable}[reboot]

X DA INS A—  ERBR
A
dhcp P — R EDDHCPV6 7 7 A 7 baFELET, T 7 4/L bk TlL, DHCPv6 7 7

AT FeAMLTHY—NTHER L it A, BR 2T 51203, FEd)
NI A=Z 2 ANNT L0 FHTYH—N"—2HEHTILERDH Y £,

enable IPv6 R — FEH ML ET,

disable IPv6 AR — 2N L ET,

reboot (AT ay)avy Re AN LRI — B ABRICHER L E7,

aAvURE—FK B (admin:)
¢
o RHEFR L ~UL: 1
Ty T T L— RROREE: 72 L

1 F %t 42: Unified Communications Manager, Unified Communications Manager @ IM 3 X OV
LBV A —E A, IO Cisco Unity Connection,

2RI —IPV6 55— oA DHRTE

Zoawy RNE, =D IPv6 X — U oA ZRELET, BHEEZAEDTHITiE, —
FEEESTAILEND D FT,

set network ipv6 gatewayaddr[reboot]

X DR NS A—  EiEA
3
gateway Y — XD IPV6 ¥ — F U A ZRELET, T 74N FTIL, —230D IPv6 7 —

FY = A ZRE LK, Y= NTHEBLEEA, BEEZRBT DT, FHEE)
WNITA=Z 2 ANNT L0 FHTYH—N"—2HEHTILERDH Y £,

addr IPv6 ¥ — 7 A 7 KL XA,

. HEITUR




| gxEa<or

w2y kT—spwy—Exz8ETs ]

INT A—  EREA
A

reboot (AT ay)avy Re AN LRI — B ABRICHER L E7,

ATV R E—F

EHH (admin:)

EZH
avy RFERL~L: ]
Ty ST L — RHOARE: 7 L

Ji FH 56t 22 Unified Communications Manager, Unified Communications Manager £ IM 3 XL OV
LB A P—E R $ KO Cisco Unity Connection,

2y RIT—IPV6 U —ERXREZHRET D

ZDawy RN, =N EDIPv6 —ERAEFEITEDCLE T, BEREEFDT DI
I, =" EHESTAILENRDHY 9,

set network ipv6 service {enable | disable}[reboot]

B DEREA

avU R E—F

NS A— FiBA
3

service =R EDIPv6 br—ERAEZFELET, 774/ FTiE, —XETIPv6 —
ERAEFDEIIEIC L%, I ERE LA, BREEXET DI
X, BEE)T A —FE AT D), FETYH—A_"—2F{EEHHTLILERHY E
ﬁ‘o

Bzt P—R_RETIPv6 b —E X/ LET,
%)

Mozd P — N ED IPve —E 2RI L £,
)

reboot (AT varya<wry R AN LRI — B BB RS L9

EHFH (admin:)

E¢
o= RHERR L~ 1
T w7 T L— KHRORRE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM 35 X OV
LB A —E R I KV Cisco Unity Connection,

HEITUR .
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. set network ipv6 static_address

set network ipv6 static_address

Zoawy RNiE, —NICEBIPv6 7 RLAZE D Y TES, BEAACTHITIL, —
NEBEETINEND Y £7°,

set network ipv6 static_addressaddr< A 7 [reboot]

BXDEREA NG A—5 R

static_address 4-— \[ZERH IPv6 7 R L A ZED Y TES, 57 3/b F Tk, B9 IPv6 7 R
VAZEID BT, —N3HEFLEYA, BELNMTHI2IE., HEE
INTRA—=R e ANTJT D0, FETH—N"—Z2FHEHTILENRNDY T,

addr P EN Y THEAIPV6 7 RLAZFRE L £,

~ A IPv6 %> hT—27 =27 (0~ 128) #fEL £,

reboot (AT varya<wr Fe AN LRI — "B HERICHES L £,
avYU R E—F HHF (admin:)

=Y

o<y RHERL~L: 1
T oI L— KROARE: 72 L

1 A %4 4¢: Unified Communications Manager, Unified Communications Manager - IM 3 LUV
LB A —E R I K Cisco Unity Connection,

2w b7 —% ® max_ip_conntrack ZRXE T %
Z @3~ RiL, ip_conntrack max fHZ % E L 7,

set network max_ip_conntrackip_conntrack_max &

BX DA INTHA—4 £ A

ip_conntrack_ max ip conntrack max DIEZFEE L £,
fig GE)

ip_conntrack_max DA 65536 AT 5 Z LT TE EH A,

aAvURE—FK B (admin:)

. HEITUR




| gxEa<or

v ro—sMuzEETs ]

=

avy RHERR L~ 0

Ty bv— REOARE: 72 L

1 FH %t 4¢: Unified Communications Manager, Unified Communications Manager @ IM 3 X OV
LBV A —E A, KO Cisco Unity Connection,

1

admin:set network max ip conntrack 65536

2y bJ—9 MTU 23%E€9 5
Zoawy RidRKMTUEZHELET,

set network mtumtu_max

XXM INS A—  ERBA
A
mu_max Ak MTUEZEEELE T, VAT LADF 740 ® MTU B 1500 TF,
FE

DF By FRERE S 72 UDP AR— |k 8500 ED 34w Ry ) — RREITAHLE NS
BE. WANL—HIZDE Yy 227 U T LTRERA Ny haWA{ET 2R
—M& 5 & dbreplication DRENFEAET HAEEMLRH Y £,

ARV FE—F H PR (admin:)

FRLOHA KSq4y ZOa~y ROSTEKATT 20 E ) heamhnbhET,

A\

AR BATT DL VAT ADIR Y MU — 7 HERN R KDL E T,

¢
a2 RHEFR L ~UL: 1
T T L— REORERE: 7 L

1 %1 5: Unified Communications Manager, Unified Communications Manager ® IM 35 X OV
LBV A —E A, X Cisco Unity Connection,

HEITUR .



. set network name-service hosts cache-enable

il

admin:set network mtu 576 WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network name-service hosts cache-enable

ZOa~<r RiE, nsed BEEOX ¥ v 22 FMTLET,

set network name-service hosts cache-enablef

B DEREA

aAvU R E—F

INT A—  ERBA
2

value T EIXyes ETII N0 DWNWT NN THLLENRH D £,

EHFH (admin:)

=
g RHERR L~ 1
T 77— RHUCEFFAL 3

gEavor |

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence

Service, Cisco Unity Connection,

2y RI—OBZ Y —ERKRR FDTRKRKT—FA—XHY A
AEHRET S

Zoawy R, B RICHFAEINDIIKRTA AR ELET,

set network name-service hosts max-db-sizefi

B DEREA

aAvU R E—F

INT A—  ERBA
3

value Fe B R 2P f ZDONA NEEANLET,

EHF (admin:)

HEITUR
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set network name-service hosts negative-time-to-live .

=
a2 RHEFR L ~UL: 1
7 77— RHIZEFA

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service hosts negative-time-to-live

Zoawy NI, BESNE—E A Xy v a2 NOGEMRT Y M) 23R L7
DAY (TTL) 2% ELE T, Leh->T, Zoa~vr RxEHT5L, =—FIDUID)IC
FoTHEEN, VAT AT —HR—ATHATERNIEIERT 7 ANVRHHLGEITN
Tx—~<UANRMELET, 7L 2IE, Linnk h—FK VY —ATA—FE LTHEHTES 77
ANTT, F¥vra—BRoMEZENTI2E. Z0XH57%7 74 V0% FE/NRICHZ
LHUENDHY ET,

set network name-service hosts negative-time-to-livefi

BXDEREA

ATV R E—F

set network

RS A— B
5

value WA AL T IEEN,

E PR (admin:)

EZH

avy RFERL~L: ]

T T b— RHIZEF AL 0

it FH%f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

name-service hosts persistent

ZOaxry RiE, Y—"OHEHERE G —EADF v v 2 ONFERFELET, Z0a~v
RiZ, "I /7A47 F— FARESN TV LHEITEN T,

set network name-service hosts persistent{

BXDEREA

NS A— FBA
5

value P—E2ADEEANTILET,

HEITUR .
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. set network name-service hosts positive-time-to-live

ARV FE—F E P (admin:)

Z#
o<y RMERRL~UL: 1
Ty 77 b— RHIZEFA] Wb

1 FH %$4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service hosts positive-time-to-live

Zoa<wr NI, HESNEY—EA Xy v v aNOFEN R b £3sh Lz =
DOEZHIM (TTL) 2R ELE T, EEPHBEMTRELET, EE2RKEZ<THLE, Frvia

by REENRA EL, FRIRERNERE S E T, 2L, ORI RMEERET L. vy
Vo O—EMICET ARENREIN L £,

set network name-service hosts positive-time-to-livef&

BX DA INTA—  EREA
3

value AN LT EEN,

AR E—F EHF (admin:)

¢
g REERL L]
T w7 L— KRR T

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service hosts suggested-size
Zoawy Rk, Wiy va 77— A0V A XEEFELET,

set network name-service hosts suggested-sizefE

HXDEREA INTA—  EREA
3

value BhR A FEIC T DITIFERE A LT EE 0,

. HEITUR
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aAvU R E—F

set network name-service services cache-enable .

E P (admin:)

Z#
o<y RHER L~V 1
T T L— RHZEFA I

1 %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service services cache-enable

Zoa<wy X nsed BEEOX vy v 22BN LET,

set network name-service services cache-enablef#

B DEREA

ATV R E—F

INT A—  ERBA
3

value T—VEIZyes ETZIZno OWT NN TH D LERH Y 7,

E P (admin:)

Z¢
o< RERRL~UL: 1
T T — RHIZEF AL

Ji %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service services max-db-size

oA~y NI, =B RTHFASNLHBRY A ZERELET,

set network name-service services max-db-sizef#

B DEREA

AR FE—F

RS A— B
5

value fE% A FMLTAHLET,

H PR (admin:)

HEITUR .
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. set network name-service services negative-time-to-live

=
o RHEFR L ~UL: 1
777 L— RHIZEFA i

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service services negative-time-to-live

Zoawy NI, BESNE—E A Xy v a2 NOGEMRT Y M) 3R LZ7 )
DAY (TTL) 2% ELE T, Leh->T, Zoa~vr RxEHT5L, =—FIDUID)IC
FoTHEEN, VAT AT —HR—ATHATERNIEIERT 7 ANVRHHLGEITN
Tx—~<UANMELET, 7L 2IE, Linnk h—FK VY —ATA—FE LTHEHATES 77
ANTT, F¥vra—BRoMEZENTI2E. 20X 7 74 V0% RE/NRICHZ
LHUENDHY ET,

set network name-service services negative-time-to-livef

BXDEREA

ATV R E—F

set network

RS A— B
5

value R A FEICT DITIEEHE AN LT E &0,

E PR (admin:)

EZH
avy RFERL~L: ]
T T b— RHIZEF AL

it FH%f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

name-service services persistent

ZoOaxry RiE, Y—"OBFEHERE L —EADF v v 2 ONFERFELET, Z0a~v
RiZ, "I /7A47 F— FRRESN TV LHEITEN T,

set network name-service services persistentf

BXDEREA

NS A— FBA
5

value Y—E2ADEE AT LET,

. HEITUR
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aAvU R E—F

set network name-service services positive-time-to-live .

E P (admin:)

Z#
o<y RHER L~V 1
T T L— RHZEFA I

1 %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service services positive-time-to-live

Zoawry RiE, BESNEY—EAXy v aNOHEMRT Y M) 23k L7 =Y
DEDYF(TIL) X ELET, Z0avr FICREREEZANTLE, Fvyviab v bR
AL, RSN ER SN ET, 2L, ERAREWE XY v a0 —EPEIZET 5
RIREASHE N L £9,

set network name-service services positive-time-to-livef#

B DEREA

avY kR E—FK

INTA— A
3

value AN LT EEN,

EHF (admin:)

e
o~ RHER L~
T 77— RHICFFAL 3

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network name-service services suggested-size

Zoawy RiE, Ny Y2 =DV A ZEHRELET,

set network name-service services suggested-sizef&

BX DA

INT A—  ERBA
A

value BhR AR C T DITIFERE A LT EE W,

HEITUR .



gEavor |
. set network nic eth0

ARV FE—F E P (admin:)

=5
a~ Y RHER L~ 1
T 7 L— RHZEFA I

1 FH %$4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network nic eth0

ZOav U RE, A= Ry P E =T 2 A0DT BT 4 ZRELET, A —FXRy b
AVE=T 24 A1 EZRETDHILITTETEE A,

set network nic eth0 {auto | {en | dis}} {speed | {10 |100}} {duplex half | {half | full}}

X DA INS A=A Hl:L]
eth0 A —HFy M A =Tz A
20 &EELET,
auto EEE SN = k.
T 0N T D EHEE
LET,
speed A =Ry MERLOEED 10
Mb/s % 7213 100 Mb/s T % 7>
EHRELET,
duplex YTHELITETEHEEEL
jz—a—o
avyY R E—F EHE (admin:)

ERLDHA RSy "0~y NOFTEGITTH0E I pEanbET,
A\
GE)  —FEICHMNZTELT 7T 4 7 NICIEZ 1 D770 T,

A

AR 795 E. ZOavwr RIZEONICH U By FSLDH, *y b — 7 B — s kb
z/[/\i—é—o

| BEvEEPAN



| #ea<wor

w2y kT—ompAIaveszEds

¢
a2 RHEFR L ~UL: 1
Ty L— REOREE: 7 L

1 FH %t 4¢: Unified Communications Manager, Unified Communications Manager @ IM 3 X OV
LBV A —E A, KO Cisco Unity Connection,

Y bRT—=OntpA T aLERET S

Zoawr RiE, noquery &7 a3 % /etc/config 7 7 A MBI L E T,

set network ntp option

AR E—F

EHEE (admin:)

=
o= RHERR L ~UL: 1
T 7T b— RHIZEF AL 3

1 %} 5 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set network pmtud state

Zoawy RiE, NAMTIUBEZEHRE 2380 LET,

set network pmtud state {enable | disable}

BXDEREA

INTS A—  ERBA
A

enable NAMTUBHZH I LET,

disable INAMTU R & 012 U,

aAvU kR E—F

EHFH (admin:)

FEREDHA KS4A4 Y

ZDawy ROFETEFITT DN E I D EZRNLNET,

A

AR OFUTT L. VAT ADOXR Y MU =T ERS —RIICRDIVE T,

HEITUR .



. set network restore

gEavor |

E¢
o RHEFR L ~UL: 1
Ty L— R ORRE: 72 L

18 A%} 52 Unified Communications Manager, Unified Communications Manager L@ IM 35 L OV
LBV A —E A, X Cisco Unity Connection,

1

admin:set network pmtud state enable WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network restore

Zoawy Rt BESNEA—Y Xy b R— N EESNEHOIP 7 FLAZEHT 5 X
INZEELET,

set network restore ethQip-address® v kU —7 < X 7 gateway

B DEREA

NSA—4 Bl
eth0 A—HXy AL X —T A A0EBELET,
ip-address Y CEHTTIA~Y ETEI L FIUDNSH— HEW IRy T —

I =0z ADIPT RLAZRLET, KifrT5HE, Z0a~vr R
I3y NU—I RN R Kb E T, 774~ U DNSH—10D
IP7 RLRAZEETET HHE1E, Cisco Tomeat — 2 & FEENT 5 MEN
BV FT, FEMICOWTIL, utilsservice 2~ REZBL T 72E0,

Flo, IPT RVABREEREINDHZNT, §XTHO/— FEFEETHIZ &
EBEIDLET,

Py MU= <R =0V TRy b~ RA7EBFKLET,
%

F—rTxA FIAN A= T 2ADIPT FLAZIEELFET,

ip-address FOLCTHTTA~ Y EI2TE D FYDNSY—N HHNER Y hT—
I =Rz ADIPT FLRAEZRLET, F{T7T5HE&, ZDavr RZ
X0 xRy NU—s BN R KRbIVET, 774~ U DNS H— D
IP7 RLRAZEEHET HE1%. Cisco Tomeat — 2 & FALENT 5 MEN
HYFJ, FHEIZOWTIE, utilsservice 2= RESR LT X0,
F72. IPT RLAREBINHT-NZ, §3CH ./ — RaHEHTLIZ &
BREDLET,
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aAvU R E—F

EREDAARZA

dyko—s27—42et0 25275 ]

EHFH (admin:)

A

x

B fhdDsetnetwork 2~ REFEHA LTy N — 72 EH L TERWESICOR, ZDav

KAFvarveaEHLET, Z2oa~vr Ri, xy hI—2 73— s FL T U RAEETe,
BESNTRXY NU—T A2 —T A ADLRIOFR Y NV —VREZTXTCHIBRLET, Z
Da<wy REFTLEE, URIOXy NU— 27 REFECECTALERLY 3,

B Zoaxr Re#ETTLE, B—0OFy MU =7 RN —RICRDVE T,

=
o< RERRL~UL: 0
T 77— RHIZEF Al

1 J %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, I & O Cisco Unity Connection,

il

admin:set network restore ethO 10.94.150.108 255.255.255.0 10.94.150.1

2y RIT—OXT—F R eth) ZXTETT 5

Z0a=wyRE, A=Y Ry FPODART—ZRAET v ERIIFT T AKRELET, 41—V
Ky b AU B—T 2 Al BZRECTEEEA,

set network status ethO {up | down}

BX DA

AR E—F

FEREDHA FS1 Y

INT A—  ERBR

3

eth0 A=V Xy b A EZ =Tz ZA0ERBELET,

up A=Y Ry ML E—T 2 AODAT—Z A%T v FITRELET,
down A=Y Fy "B =T 2 RAODAT — R A% H 7 ATHRELET,
B (admin:)

ZDavwy ROFETEFITT DN E I D EZRNLNET,

HEITUR .



B «oro—vas—cremess

A

gEavor |

AR BATT DL, VAT ADIR Y MU — 7 HRS IR DL E T,

=2

o< RERRL~UL: 1

Ty 7T L— RO 2 L

1 %1 5 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & N Cisco Unity Connection,

Iy NJD—oBH—

EXZHRET S

Zoa<wry RiE, F—A Y —ERA Xy v raBEEERLET,

set network name-service[attribute][value]

EX DA B
(Attribute)

Value

Paranoia

Bool 1% Yes £721Z No OWTFNNTHLIVLERH Y £94, XTI/ AT £—
REAIZTHE, F—H P—EAREHMWICHES L T,

debug-level

LAV LD REWEES, X—2 P —ERIT Ny FTHNEERLET,
VUL EL R B1EE, NI LD EEIc/e D £,

reload-count

FrvvaInlba—RRXy v anbilRENDANCHRr— RS
AEBARELET, FEXF ¥ v La—RUIZXA LT T R3HD 9,
HALTD R TEE, 2=V —ERIENEHa— RT3 (T —
ANEFESNTORWDEAIINSS —ERZ2HERESTS), T Fey
7LET,

restart-interval

RT ) AT T— READC L CEBRZRHESHNAN 2> TV DEHEEI
FEBEMEZ time ICRELET, T 7 4 /0 MEIE 3600 T9,

AT KR E—F EHE (admin:)

=25

avy RHER L~V

T o7 L— RHORRE: 72 L

. HEITUR
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Rzxo—roggsosiEszRETs ||

INATT—FDEHSDRINIRSZHET

Zoawry R, OSEHT I TV FOR/IVIAT — FEOEEZEE LET,

\)

CE)  RRU—FOXFOBEMESZAM L%, Zoa~<r FeERLET,

set password complexity minimum-lengthfx it v i L

B D NS A—  ERER
4
value 8 LI LA AT LE
7+,
avy R E—F EHLE (admin:)
=25

o RHEFR L ~UL: 1
Ty T L— R ORRE: 72 L

18 F %} 52 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & F Cisco Unity Connection,

INAT—FDEMHRZRET 5

Z®» =z~ RiL, Cisco Collaboration Communication OS (C30S) 741 7 > h D/XA T — RDH L
Mol (R8) 2Z2FLET,

set password age {maximum | minimum}[ H (days)]

BX DA INTGA—3 FiEA
maximum KRRz fRE L ET,
minimum wANMFER 2 HEE L ET,
H INAY— RORNANHH %

fRELET, AHMIX0 H
VU ERICTBHERNED £,

aAvURE—FK B (admin:)

HEITUR .
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. set password change-at-login

E¢
o RHEFR L ~UL: 1
T L— KHROARE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ X UF Cisco Unity Connection,

set password change-at-login

Zoawy REFEHATLE, FHla— Y ERIIBREO—FRREI AT A0 A T 5 &
EIWNRAT — REBHIFNCEFTTHZ N TEET,

set password change-at-login {disable | enable}userid

BX DA INTA— EREA
3

disable THCEY, =P =R RAT = FOEENBREISND Z Li13H 0 T8 A,

enable TNCEY, =P TRV AT A A A T H L XN RY— RELEHE
THUENRHY F7,

userid WBEZ A ThHT L MR ELET.,

avY KR E—F E P (admin:)

FEREDHA KSq4y 774V T, ZOavy FEHa—FId LTAEDIC R > TS e, 2—HFEe 2T
LD TR T A T HEZNINRAT— REERTLIMLENHY £7,

=2

o~ RHEFRL~L: 4

Ty 77 b— RROREE: 2 L

AR IM B LT LB R Y — XD & Unified Communications Manager

set password complexity character

Zoawr REHEHALT, AU — FNOXFOBEICHT /AU — NS DLV — L2 g
MEITEHLET,

. HEITUR
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set password complexity character .

\)

GE) RRU—FROBMIEENC LR, Zoa~vy L, £ > TR WESITIE/ SR
U— RERELHNC L ET GEIZ OV TIEL, set password history =~ > REZZR L T2 &
W), BATNC S AT — RBEZ A L TR o A, NAY— NEEE S /NT A —4fE
10 ESNET, LENC 10 REOMHE TR T — FBEZAEDICLTWEEE, Zoaw
Y REIATT D EEIF10ICY By baivET, BARNICANA Y — REREZ 10 L EOfE THZIC
LTCWEGE, Zoa~vy REETLEGRBERIEEINE T A,

set password complexity character {disable | enable}num-char

BXDEREA INT A—  FHEA
3

disable THIZEY . XFORMEICHT B RA T — ROBHEINF 712780 9,

enable ZHIZE Y CEOFEBEICS DTN RA T — ROBMES NN/ 9,

GE)
IR T — ROBHEVEZ N T 58561, password character difference, password
character max-repeat 33 J U" password history & #%h2 L &7,

num-char =ik, AT, KICFE BT BT O 4 00T v POZAZIUTKE
BRXFRERELET,

« [EO#iFH: 0~8

« T 7 3L ME: 1

avY K E—F E P (admin:)

FEREDAA KSq4y NAV—RFOEMISZAMTT 25813 NmAT—FZ2HD Y THLITROTA FTA 1
WS REND Y ET,

« INLTFOLTENL, D THHIEDRK
s RFOXLFHIE, D7 THHREDRK

Tt

fll (num-chars) LA ETHLZMLERH Y £,
fll (num-chars) LA ETHLZMLENRH Y £,
« BFOLFEIE, DR THEIEDOREME (num-chars) PLETHDMLERH Y £7,
o W72 < & B BUEDFE D num-chars ORFEESCTF N HE T,

o F—iR— N R TRH#ET 5305 (B: qwerty) 1T TE £ A,

e RATU — RBRRIFIZESN TWANRAY — R —FTALRTONRA T — RIZERHTE £
A,

£
£

Tt

e F 74N FNTIE, BHEL—F—DONR2AT— RI 24 IO X | BOLALEETXET,

HEITUR .
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. set password complexity character difference

E¢
o RHEFR L ~UL: 1
Ty L— REOREE: 7 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ X UF Cisco Unity Connection,

set password complexity character difference

ZOa<wr R, FILVWRRA T — ROLFEY—F VAR HVWRA T — ROXFE—F7 A LR
RBVEND D LFHERELET,

set password complexity character differencenum-char

BX DA INTA— EREA
3

num-char  ZJuiE, BT LV SA D — ROSCF L — 7 Y AR E VSR T — ROF v —7 U A
ERIp DB D UTFRAESRELET,

« [EO#IFH: 0~31

AT R E—F EHLE (admin:)

GEREDHA KS4> BEORRVERIT0EANLET,

)

GE) SR U— ROBREIT 3 LT,

=5
g RHEFR L ~L: 1
T w7 T L— RHROERE: 72 L

1 A %142 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

INAT—FDE#RHSOXFORKEY RLBZHET S

ZDavy R, HLWRAT— RNTI DO F4aEk L TR IRT Z LN TE D LS
ELET,

set password complexity character max-repeatix Jdt 0 i L

. HEITUR
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set password expiry maximum-age .

B DA NS A—45 R
BBV IR ZhuE, ILWRRT—RNNT1 OOXF 2 L CTEYIETZ ENTE 5
L BafRE LET,
« fEDHIFH: 0~10
F 740 ME: 0
AT RE—F EHLH (admin:)

EH
aw RHERL L1
Ty T — RHPORRE: 72 L

it FH %4 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & O} Cisco Unity Connection,

set password expiry maximum-age

Z® o< K. Cisco Collaboration Communication OS (C30S) EHET H U hDO/XRA T —
REZDR O R KA MR EL BN E LITEHICLET,

set password expiry maximum-age {enable | disable}

BX DA INT A—45 B

enable Cisco Unified XL —7 1

T AT NERET T b
DRAT — RERHIRO R K
AR EE A I L FE
9", Set password expiry enable
2~ Ri%. Cisco Unified 74
NRL—TF 4 T VAT LDOE
HET 1D O RRINR
7— AR OfE% 3650
H (10 4) [Z%ELET,

HEITUR .
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. set password expiry user maximum-age configure

INTA—4H EL: |

disable Cisco Unified XL —F ¢
J VAT LNEBET 1Yk
DIRAYT — AR O K
AWHREZ A 7IZLE
9, Set password expiry disable
av R&FETT 5L, Cisco
Unified XL —7 4 7 A
TLEBRET U NOARR)
BRI 2 < 720 £9,

AR E—F EHFH (admin:)

=
g RHEFR L ~L: 1
T w7 T L— RKHRORERE: 72 L

1 FH % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

1

admin:set password expiry maximum-age disable
Operation Successful.

set password expiry user maximum-age configure

ZDa<wy KX, ¥ED Cisco Collaboration Communication OS HFLT 7 DR RK/NA T —
REZDMOME (B8 2EELET,

set password expiry user maximum-age configureuserid’ S A 7 — N O e KA N

XM INS A—4H EL: L

userid Cisco Collaboration Communication OS (C30S) %&
BET I e AN LET,

INAYT — RO KA INAT— RO KA A B TATILE
T, ZOfEIX 10 BLLE 3650 B (10 ) KT
HDHVENH Y T,
avY R E—FR EHLE (admin:)
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| gxEa<or

set password expiry minimum-age .

=
a2 RHEFR L ~UL: 1
7 77— RHIZEFA

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set password expiry minimum-age

ZDa< RiX, CiscoUnified XL —F VL AT LEBRET 7 FDORAT — RE%)
RO/ NV IBR EE2 AN E - 3B LET,

set password expiry minimum-age {enable | disable}

BXDEREA INTA—4H Bl

enable Cisco Unified XL —7 4
TYVAT LNEHET 1T b
D/RAYT — RAZNHIRO TR
WEEA AT L ET, Set
password expiry enable =~ > R
%, Cisco Collaboration
CommunicationOS (C30S) %
BET I FONRAT— R
D/ NI OMEZ 1 A
(24 FefH) ITREL £,

disable Cisco Collaboration

Communication OS (C30S) & £
FETH Y NONRAT— R
NI R D e/ A BN R RRE %2
F7ZLET, DFh, EFH
HT T FDORAT— KX
WOTHERTEDL LWV T
L TT,

avY R E—F EEEH (admin:)

E2¢
o= RHERR L~ 1
T w7 T L— RHRORRE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ X UF Cisco Unity Connection,

HEITUR .



. set password expiry user maximum-age

il

HFATUFR I

admin:set password expiry minimum-age disable
Operation Successful.

set password expiry user maximum-age

ool Rk, ¥ED Cisco Unified R —F 4 L 7L AT ADEEET H o FDO/X
7 — ROFEBIREO FIRA2 kL £,

set password expiry user maximum-age {enable | disable}userid

X DR NS A—  EiEA
]
enable ¥ 7€ D Cisco Collaboration Communication OS (C30S) BHET H T FD/RA T —
RE AR O _EIRFRE 2 A% L £9, Set password expiry user enable =2~ > K
I%. Cisco Unified XV —F 4 7 VAT LEHET T DO/ AY— KD
KA OME % 3650 B (10 4F) ICEE L E7,
disable ¥ 7€ @ Cisco Collaboration Communication OS (C30S) EHET W v KDI/RA T —
REZDHABRD LR E A B L E 7, Set password expiry user enable =~ > K
IZ. CiscoUnified &=L —F 4 7 S AT LEMET H T FORAT— KD
KA OME% 3650 B (10 4F) IZHEL £,
userid ¥ 7€ @ Cisco Collaboration Communication OS (C30S) EHET h v v FEREL
i —d_o
aATURE—F & ERF (admin:)
E2¢

o= RHEBR L ~L: 1

T 7T L— RHOuRE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

1

admin:set password expiry user maximum-age enable
Operation Successful.
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set password expiry user minimum-age .

set password expiry user minimum-age

ZOawy R, BED CiscoUnified XL —F 4 U VAT LANEHRET H T FONRAT —
RO DR DO KRA NI 2 BN E T IT I L ET,

set password expiry user minimum-age {enable | disable}userid

BX DA INT A—45 B

enable ¥ 7€ @ Cisco Unified 4L —
TAT AT LEHET D
TV FDORAY — ROI/NE
AR E % A I LET,

disable ¥¥7E @ Cisco Unified 4L —
TAT AT NEEET D
7 NDONRRAT — ROR/NE
IR EEZ A 7IZLET,

userid ¥ D Cisco Unified AL —
TAT AT NEEET D
v hEREELET,

av>Y K E—F EHLE (admin:)

E¢
o=y RHER L~ 1
T w7 T L— RHRORERE: 72 L

1 F % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

1

admin:set password expiry user minimum-age disable
Operation Successful.

NAT—FERZEHRET 5

Zoa<wy RiE, OSEHET IV NORBRIRFESNDIRXAT— RO EEELET,
BEINTVDENRAT—=RE—HTHH LW AT — RIHETEINET,

I

C

Tl

set password historynumber

HEITUR .



gEavor |
. set password inactivity

X DR INT A —
A

number  JBREICEREFT S8R U — ROMERERE LT,

t8A

AT KR E—F EHE (admin:)

FRLEODHA KS1 Y s BENZT DT, 0B AN LET,
e 74V ME 10 TY,
* J:Igﬁﬁi 20 T‘\j—o

=5
oy RHER L~ 1
T T L— RHZEF AT D

1 %1 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ &N Cisco Unity Connection,

set password inactivity

set password inactivity {enable | disable | period}[ H (days)]

X DR NS A— B
A
enable NAT— ROBAT %7 a— S )ZHE L, REICHE- TEA D 0S = —H—
FHEFLET,

disable NAT— ROWAN % 7 a— )Wt L, BEICHE- TEA D 0S = —H —
ZHEHLET,

period NAT—ROIET 7T 4 THIAZ 70— V& E L, RIEICIE> T ® 0S
2—YEFEHLET,

H A INAY = ROFDHIRDDINTINET HY » NN R D ETOHRT 7T 47
H¥cz e LEd, ARRHEHIE 1~ 99 T,

avY KR E—F EHLH (admin:)

FEHEDAHAS KM C NAU—=ROIT 7T 4 BT 4 &7 0 —rVUTHENTT HITIL, setpassword inactivity enable
av U REFATLET, Zoa~vry NiE, RRAUY—KROFET VT4 BT 1 %71 —r3LC
AL, BREICHE S TEHA D OS 2—FETH L ET,

| BEvEEPAN



| gxEa<or

set password system hootloader encryptHash .

« NAU—ROIET 7T 4 ©F 4 % 70— UZHZHIZT HIZIE, set password inactivity
disable =2~ FEFITLET, Z0a~vr NiE, NATY—RO¥ T I/ T4 8T 487 10—
INJUTIEZNZ L, BREICHE > T4 D OS =—HZ2FHH L7,

T SRR o - — WX, VAT AEHERAT LD AT AEHEE I
I DMENHY 7,

« NAU—ROIET 7T 4 7 W ZFXET HITIL, set password inactivity period days =~ >
REFATLET, Z0avwr RiE, NRU—ROFET I T 4 BT 4 &7 12— YUITHRE
L. REIHES>TE~Z D OS 2 —HFZHHF L ET,

=2
a< > RHEBR L1 0
T w7 T L— RHRORERE: 72 L

1 F %t 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

set password system bootloader encryptHash

AR E—F

Zoavwry REFEHALTC, VAT AT — b —F—Dgrub.conf 7 7 A WIS S 3723
AT—REHRELET,

set password system bootloader encryptHash

HPLE (admin:)

Z¢
o< RERRL~L: 4
Ty 7 L— RHORRE: 72 L

1 %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

set password user admin

ATV R E—F

FREDHA FS14 2

Zoawry REFEATL L, BHEARAT - REEFTEET,
set password user admin
E PR (admin:)

VAT AIHVNAT — REFH LW R T — ROANZFTRLE T,

HEITUR .
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. set password user security

\)

GE) e A LT EHET Y FONRAT — ROBEFTEXET,

e NRAT— R L L 8FTHR EIN TV ARERH D, VAT AL TEOME
NTF w7 ENET,

=
o RHEFR L ~UL: 1
T T — RHORRE: 7 L

1 %1 5% Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & U Cisco Unity Connection,

set password user security
Zoavwr REFHTLE, EXa2 VT 40 RAU—REETTIETS,

set password user security

avYU KR E—F EHE (admin:)

FEREDHA KSA4y VAT AEHEWSRAT = REFHLWVWRAT— ROANZERLET,
S

GCE) RRU—=FNEIDRL s 8 UFTHRINN TV AMERH Y . VAT AL - TEDEEN
Frxv 7 INFET,

7 TALZ—=HNOY =N, EF 2V T 4 N"ATU—F2fEH L TH— M OBEZFEL £,
X2 VT 4 NAV—REEFELERIT, 7727 —2 )y FIDOLERDHY £7,

)

GE) BV —NTHRRU—REEHELZRIT, £V —R"2HEHTLIZE2BEOLET,
1. N7V vy —H—NEHDO /) —R)y DX )T 4 NAT—REEHEL, —3(/—
R ZHEE L ET,
2. BEIDTRCOV—REBLIN) —FKOtFxa )T 4 RAT— RERHO /) — K CYER LT
BOERIUNAT—RIIEFE L, 77V r—var—R_"2E50hE%ED ) — R HiE# L
T, NRAU—ROELEEFELET,
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LIur—vavamE=2%:%%75 |

\)

GE)  H—n— (V—F) 2HEBHLR2NE, VAT LAY —ERZMENEEL, YT AT T AN

L) r—

H— 13— L ® Cisco Collaboration Communication OS (C30S) BFHH Y ¢ > RUICHENREAL F
j_o

=25
gy RHERL~L: 1
Ty 7T L— RO uRe: 72 L

Ji % 4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

> ~ = — =JL ==
VIAVEE=RERET D
Z M3~ KX, CiscoReplication Watcher ' —E X2 LB V7V r—a VERABE 21

52 LE 7, Cisco Replication Watcher ¥—E A1, T —FX—A L7 r— 9 UNRERE
S, EFICHEET2E T, o —rvRxoiE#z7n vy 7 LET,

set replication-sync monitor {enable | disable}

B DEREA

ATV R E—FR

INT A—  ERBR

3
enable LY r—3 g VEHY— R R A A LFET,

disable V) r— g VEHY— R R LTI LET

EHLFH (admin:)

=4

v FHERR L ~UL: ]

Ty 7T L— RfOuRe: 72 L

1 F %43 Unified Communications Manager ® IM B X OV LBV X H—E A D7

set samltrace level

ZPDa<wr RN, SAML FL—Z LLERELET,

set samltrace leveltrace level

HEITUR .



gEavor |
B toavormeness

BX DA INT A —  EREA
3

tracelevel KL —2X L ~_AFEELET, KOF T a vl TxET,

« TN
o ff5

I

=
* ERROR
« Sl

G¥)
F7 4V hD kL —Z L~YLE INFO T,

ARV FE—F H P (admin:)

Z¢
o<y RHERR L1 0
Ty 77 b— RHIZEFA]

Ji FH %f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

vy a vDLEEFHRET S
ZoawrRiE, Aty a o ERERELET,

set session maxlimit[{E&]

BXDEREA INTA— A
3
maxlimit —pa<y N, ey a0 EREZBELE T, FASNAMHEIZ 1~ 10
'(“jqo
ERPAT SN TOARVEAIE, sshd_config /3T A — X277 4 /b M 10 43|
DIHETHNET,
value TFRSNDMEIZ T~ 10 T,
aAvYRE—FR HHA (admin:)

. HEITUR



| #ea<wor
set sip-trunkbusyout disable .

=
a2 RHEFR L ~UL: 1
7 77— RHIZEFA

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ X UF Cisco Unity Connection,

set sip-trunkbusyout disable

ZOavr RCEY o T —RENLWESE, TXTOSIP M7 7 23OPTIONS xR A
=T (2000K) A v — Y TIEET 5 L9120 £7, Zhids 7 2% —2KIZiHE M
Iz a~r KT, Cisco CallManager —E A DOFHEENILNESH Y FHA,

set sip-trunkbusyout disable

=5
gy RHER L~ 1

1 FH 42 Unified Communications Manager

il

admin:set sip-trunkbusyout disable
Warning: This command has no impact if OPTIONS ping/keepalive is not enabled
in your deployment. Proceed with this operation(yes|no)? yes

set sip-trunkbusyout enable

vy Rk, TTDSIP b T 272 OPTIONS ER A vt —C 1503 —E A
FHTEEEAL] LW =T —TISETLHLOICRVES, ZHuF7 I AF—2FRIZEH I
%~ RT9, Cisco CallManager h—E ADFEENILEDH Y EH A,

set sip-trunkbusyout enable

=
o= RHERR L1 1

1 H % 4¢: Unified Communications Manager

1

admin:set sip-trunkbusyout enable

This command makes all the SIP Trunks respond to the OPTIONS request

message with a '503 Service Unavailable error. This is a clusterwide command.
A Cisco CallManager service restart is not necessary.

HEITUR .



B osetsmp

set smtp

R R i R R I R E E E E E b b dE h b b b b E b E E b E b I E dh h b b E b E I E I b b i

Warning: If OPTIONS Keepalive/Ping is enabled for peer SIP clients
such as Unified CM, IM and Presence Service, Cisco Unified Border
Element, or Unity Connection, activating this configuration renders
the SIP Trunk for this cluster non-operational on those peers. This
may result in call failures, call rerouting, and other operational

impacts. Existing calls continue to be active until it is terminated.

This command has no impact if OPTIONS ping/keepalive is not enabled
in your deployment.
R R I R R R R I E h E E E E I b E h h b b b E h h E E h E I E E I b b b E E I I b b i

Proceed with this operation(yes|no)? yes

Zoa<y R, SMTP — DK A N aRELET,

set smtphostname

BX DA

AR E—F

INS A—  EnBH
2

WA MG SMIPY— 2K LET,

EHLFH (admin:)

EZ¢
a2 RHERR L~UL: 0
Ty T — RHORRE: 72 L

HFATUFR I

1 JH %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence

Service, ¥ & U Cisco Unity Connection,

set strace enable

Zoa<wry RiE, —ERX FL—REEFHIL, FL—RA L_ALERELET,

set strace enable[all] b L — A fHH—E 24

BXDEREA

INT A—  FiEA
A
2T P—E 2 N —AREDLEEZTRTCD /) — NI T L0004 T g 035

A=A =,

FLo—2 FFalanic hb—2MEZRLET, FFiashd b L—RfHEIT
& [Info|Debug|Warn|Error|Fatal] T3,




| #ea<wor

AR E—F

set strace disable .

INS A— ERBH

2

H—t 2 R —ARENI > TNEP—EREELET,
4

B (admin:)

=5

a2 RHER L1 0
T w7 T L— KROARE: 72 L

1t %4 4¢: Unified Communications Manager 33 &2 UY IM and Presence ServiceUnified Communications
Manager

set strace disable

Toawy NI, b—ER N —XEFEFZLET,

set strace disable[all]F—t 24,

B DEREA

ATV R E—F

RA L —

INS A— ERBH

2

=ue P—bE A N —RAREDEREZTXTD /) — RIBHET D200 4 7 3 35
A—H—,

P—ERA ML —ARNHERRo TWBYP—EAEZELET,

4

EHE (admin:)

=

o<y RHERR L~ 0
T ST L— RHPORRE: 72 L

1t %43 Unified Communications Manager 33 J< U8 IM and Presence ServiceUnified Communications
Manager

VERTET D

TOavwr REFEHTAL, AT LADEA LS — U EEETXET,

HEITUR .



gEavor |

. set tls min-version

set timezone ' — o/

X DERHA INT A—  ERBA
]
S — HLWI ALY =B RELET, XA LY =0 2RI 500w
XFHNEZY = AT v I AIDEANNLET, BRI A LT =D R
h & FRT BHI21%. CLI =2~ F&{#EH L £ 9 show timezone list,
avY KR E—F EHLF (admin:)

LS A LY =2 =BT 2XF 2 AN LET, FA LY — 2 TIERILF LT
DERIEND Z LIZEBELTIIEE N,

)

CE) VAT LADHA LY = EREDOH A LY —IERT DT, KEO FCC 22— v—T
VITRBIANO AT AOUEPLBMBIZ /2 555 03% Y £97, Unified Communications Manager &
HEIL, BREFEL—T 4 VT RAIR—V 2SR L CRERRELZTE T TOLERH Y £7,

FRe

FEREDHA FS14 Y

A

AR ALY —UERERLERIL. VAT LAEHESHTOILENHY T,

=4

vy NHER L~

Ty T L— RRORRE: 72 L

1 %$4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥3 2T} Cisco Unity Connection,

BA LYY=V ERFERRBICEET 55

admin:set timezone Pac

set tls min-version
ZoavwrRiE, RZVAR—KMNgEX2 Y7 4 (TLS) 72 ha v Oi/—T 3 U EFRIEL
F7,

. HEITUR




| #ea<wor

set tIs min-version .

\)

6=

WNTLS N—=T a VERTETDH E, VAT ARHERH LFET,

« Release 15SU2 LIFE. /D TLS N—2 3 %7 9 A Z K THR— | &4, Unified

Communications Manager /X7 U v % / — R~OEFT T T AZNOMDOTXTO /) — K
W7 U — k& E T, IM and Presence Service Thg/N TLS /3N— a Y B RINIERET 5
VERBHY £4, BHEEZATT 57512, Unified Communications Manager 3 JX UV IM and

Presence Service 7 7 A X DT XTH J — REFEEI L T 7ZE0,

c U Y —R15SW2FETIL, &/ — NITER/PTLS A—2 a VAR T A L 91 LT &,

set tls min-versiontls minVersion

BX DA

ATV R E—F

FRLEDHA KS1 Y

INTGA—4H SRER
tIsf/h3—T g B/AITLS AN—T g & LTRET DI, ROWTIhO4 7 a & A
N HLET,

*1.0

« 1.1
1.2
*13

EHLFH (admin:)

=5
o<y RHERR L~ 1
T Y L— RHIZEF AT D

1t F %} 52 Unified Communications Manager 33 & O" Unified Communications Manager ¢ IM and
Presence Service

il

admin: set tls min-version 1.1

This command will result in setting minimum TLS version to 1.1 on all the secure
interfaces.
If you have custom applications that makes secure connection to the system, please ensure

they support the TLS version you have chosen to configure.

Also, please refer to the Cisco Unified Reporting Administration Guide to ensure the
endpoints in your deployment supports this feature.

B R R R e R e R R R R R R R R R R L L

Warning: This will set the minimum TLS to 1.1 and the server will reboot.




B —=xzmmcys

HFATUFR I

KA A A AR AR A A A A A A Ak A A R A A A Ak A A Ak A AR A A A Ak A A kA A Ak A A A kA A kA A Ak A A A kA Ak kA Ak kA hk kA hk kA Ak kA hkhk Ak hkh kA hhk Ak hkhkhkhkhkhkhkhkhkhkhkhkhkhkkrxk*k

Do you want to continue (yes/no) ? yes
Successfully set minimum TLS version to 1.1

The system will reboot in few minutes.

il (1) 1) —Z 158U2 LARZIZ5@E )

admin:set tls min-version 1.3

This command will result in setting minimum TLS version to 1.3 on all the secure
interfaces.

If you have custom applications that makes secure connection to the system, please ensure
they support the TLS version you have chosen to configure.

Also, please refer to the Cisco Unified Reporting Administration Guide to ensure all the
endpoints in your deployment supports this feature

R R R R S R R T R

Warning: This will set the minimum TLS to 1.3 across all the callmanager nodes in the
cluster. Please reboot all the nodes in the cluster using utils system restart for
updated minimum TLS value to take affect.

The Authenticated mode for Phone Security Profile and SIP Trunk Security Profile will
not work when the system is set to minimum TLS 1.3.

NOTE:- This will set minimum TLS version for CallManager only. Please ensure to set the
desired minimum TLS version in IM & Presense publisher.

R R R R e S R R T R

Do you want to continue (yes/no) ? yes

Successfully set minimum TLS version to 1.3

fLU—RZEENZT S

o=y R BESNEAARAIDONLV—RAT 2T 4 T 4 ZESEL £,

set trace disabletname

BX DA

avxy

kE— K

INTA— ERER
3

disable B2 NL—ADHBRTELEELET,

44 il M —ABBNT DX AT R LET,

HHEF (admin:)




| #ea<wor
N s L |

¢
a2 RHEFR L ~UL: 1
Ty — RHROARE: 72 L

1 F %42 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ X UF Cisco Unity Connection,

FfL—RZEMIZT S
ZoawrRE BESNTEAAID RNV —AT I T4 T 4 2R ELET,

set trace enable {Arbitrary | Detailed | Entry_exit | Error | Significant | Special |
State_Transition}tname

X DEREA NS A—4 SR BA
Arbitrary BAY NL—RABREFTEDOL~VIHEELET,
Detailed BAY NL—ADEREZZFML~VIZEELET,

Entry_exit B AT N L—ARBRIE % entry_exit L-YUUICERE L ET,

Error HZAJ PL—ARELZTT— LYLICRE LET,

Significant HAY ML — ARELEER L~V IZELET,

Special BAY NU—AREZFRIL VISR ELET,

State_transition % zx 7 KL — ZAWEEINEEER L NIRRT LET,

Ean| FL—RAEBNTHI AT 2R LET,

avY R E—FK EHLE (admin:)

=
a2 RHERR L ~UL: 1
TS T — RHRORRE: 7 L

1 %} 5: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, I & O Cisco Unity Connection,

set tisresumptiontimeout

ZOawy R, TLS HEHAMREE T v v a VRN EC e 2 E TOREHRE L ET,

HEITUR .



. tistrace* ZEXET D

gEavor |

set tlsresumptiontimeout®)

B DEREA

ATV R E—F

tistrace* #

INTA—  EREA

]

i ®AK 3600 b ETOMEATLET, RESNIMELRE, TLS vz TS
W20 E9,

HPLE (admin:)

¢

o<y RHER L~V 1
T 7T L— RHIZEFAl D

1 %} 52 Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, Cisco Unity Connection,

BRET D

Unified Communications Manager Y V —Z 11.0 LIFCTiX, h—EADTLS b —AZf{2hE -
TECT D LR TEET, BE. Y AR— F STV S ¥ —E A3 Tomeat D74 TJ, CLI
o< RZEMH LT, Unified Communications Manager <~ TLS #f5¢ D5t KO ELH % £
LET,

TLS L —ZHIZRD TLS X—AD CLI =2~ RGBS E L7,

set tistrace disable

ZOCLI 2~y KX, Y—EADTLS b L —AZHEEhIC L £,

set tlstrace disableservice

BX DA

AR E—F

INT A—  ERBA
2

P—E R TLS L —REEHITH-DIFEHAT 2 —EREHBELET,

EHE (admin:)

1

admin:set tlstrace disable tomcat
TLS tracing is disabled for: tomcat

. HEITUR



| gxEa<or

set tistrace enable .

=
a2 RHEFR L ~UL: 1

T L— REDREE: 72 L

set tilstrace enable

ZOCLI <~y Rt Y—EADTLS FL—REFHILET,

set tlstrace enableservice

B DEREA

AU kRE—F

INT A—  ERBA
3

P—E R TLS L —REANITHDIEHT 52— R 2R ELET,

EHLE (admin:)

1

admin:set tlstrace enable tomcat
TLS tracing is enabled for: tomcat

=i
o<y RHER L~ 1

Ty 77— RROARE: 72 L

set web-security

set web-securityorgunit orgname locality state [El][{% 7 2 R 4]

HEITUR .



gEa<o k|
. set weh-security

BX DA INTGA—5 A
FARHAL AL (OU) 2R LET,

Zoavwy REMFEH LT, BEOMMENEZ AT TE £, EHOMMEEA 4
EANTHIE, 2 MV Ear~TREIV ET, 7 CICar-R"EgEiTn
Loy NUOEEF, = FVO—EELTEENLTND I ~YDREIT NN v 7
ATy am AN LET, MEEAICEROEZ AN T 212X, Zoa~v s R
OENZRT L DT, EESIH/GCTHAET,

GE)

FTTIENRY I AT oy aDBDEENTNDO0UDEAIL., A v A b —/LIRIZSLM
Gk CSR AR T B2, BTN T ATy a2 A LRV TL
72 &0,

kA MifknzRLET,

Hinda; FAEDOFTEM AR L E T,
N MO EZFR L ET,
A7V a ) MOEEERLET,

REEEHRA N (A7 3 ) Web H—3 (Tomceat) iEIEE LK T D & 12, mA MOEL %
% BELET,

Alternatehostname Z{FH L C, HOBAGEHAZEDOY 7V =7 MUIBKRX N %
RETEET, CSROV TV MUBEFRA M, iEHEEFHE—VTER
ENFET, ZOa~vy FEHEMHLTCSRORBARR M ERE L-%A. CSR
A7 v R ZL o T, RESNERBARA MBEEIHRIONET,

GE)  MREFANEZBEINT D & XIZFETSID set web-security =2~ > K23 S 41, Tomcat,
CallManager, CAPF, TVS, IPsec & & o5 % AEM SN 5T TD CSRIZEMESILET,

aAvURE—FK B (admin:)

FERLEOAA K1Y

Unified CM % — & BT 5 TEDOH AL, RICLOU Y7V =r b "I XA = 2T %
VENHY F4, 9 LAV E, show web-security 2~ REZFEITL7- & ZITFENELF
T AT ZOT 7 ANRDRS Ny I Ty FHRII Ny 7T v IR D, FEEETIC
Pt SR SN T2/ 8T A — 2 {EH D platformConfig.xml 7 7 A /VIZIXE NN G TT,
=5

a< L RHERR L1 0

. HEITUR



BEATUF

set webapp session timeout .

Ty T L— RROWRE: 72 L

1 A %f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, F5 2} Cisco Unity Connection,

1

ZOBITIE, I~ XKUY 2 L TEEBOMER A4 A2 fRE L 72 web-security 2w
Y RERLET, GEAEICIZ3 2O 0U 74—V ERH Y £,

s OU=271
+OU=AZFE, CA
s OU=A%E, MA

admin:set web-security “accounting,personnel\,CA,personnel\,MA” Cisco Milpitas
CA
set web-security "Voice\Video" "Cisco" "RTP" NC

set webapp session timeout

ZM=a< > RiX, Unified Communications Manager Administration 72 & Web 7 7Y r—3/ 3
MEALT 7 ML TCa—FanrF 7425 E TORERR (4) Z%ELET,

HLWWeb 7 XY r—ar By ary AALT U MNREZADCT HITIE, Cisco Tomeat
PR EHEHTHMLENH Y 3, CiscoTomeat H—E R Z HiEL#) 4 % £ T, showwebapp
session timeout =~ > NIFHT LVMEAKBEL £33, A7 AF5 &k E HvEZ M H LT
MLEd, Z2oavy NE, y—ERZ2HEEHTH L IICERLET,

A

FE  Cisco Tomcat V' —E AZFHEEITH L, T _XTOT I T4 Ty raBNETL, VAT A

IRT =< AEBLT HRREMNH D 9, CiscoTlE, ZDa~vr FE NI 747 DE—
TRELANCORIATT H T L 2L TV ET,

\}

GE  ZOREZYZNU=TOT7 T TL—REBL RSN, 774V MEZY Y Fanbd

ZEEHY EEA,

set webapp session timeoutsy

HEITUR .



HFATUFR I
B weorsur—vavotyvravorReERET 2

FEXDERRA INT A— EHBR
2
5 Web 7 7V r—a i AA LT U ML Ca—Han /47425 F TORERHE
) ERRELET,
* fEOFIPH: 5-99999 45
o« T 7 3L Mi: 30 4
ATV RE—FK B (admin:)
Z¢

avy RHERL~L: ]
Ty T L— RHOARE: 7 L

it FH %f4¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & X Cisco Unity Connection,

Web 7 75— 30Dty a DEREZERTET S

Zoaw R, =PI LOREEWeb T r—var by a rOREKEIBERELE
T, ZHUE, ROA v F—T7 A AZEAESNET,

* Cisco Unified CM Administration

* Cisco Unified Serviceability

s Cisco Unified ® L AR — K

» Cisco Unified Communications £/ 7 77 R—4 )L
* Cisco Unified CM IM and Presence Administration

* Cisco Unified IM and Presence Serviceability

+ Cisco Unified IM and Presence @ L' 78— k

Ty g UERKBIRBEREZABNNTT 5120, EFLE D Cisco Tomeat ¥ — B R 2 FHiLE 4 5 M5B
NhHET,

Cisco Tomcat ' —E R ZH{EENTH L, T _XTOT /T 4Ty a RN ETL, VAT A
DINT F—< AT HAREM N H Y £9, Cisco T, 2D~ K2 T3 7 497D
E— RSN TORETTHZ LML TOET,

. HEITUR




| gxEa<or

Web 7 T r—>3 o0ty a VO EREEET S .

\)

(:

IORTCIIXY 7 b7 =2TOT7 v 77— RE@UTREESN., T 740 MEIZY By hEhb
ZEEHY FEEA,

set webapp session maxlimitnumber

B DEREA

INT A— EHBH

3

number  [FEFWeb 77 r—a v by a U ERIRTAEAREL £,
EOHPAIL 1 ~ 10 T,
77 %V MEIE 10 T,

utils EnhancedSecurityMode N H 272855515, & v & a Y EOHIBRIT [3] 1R &
hi?o%Méﬂt?#1)74%~%®%ﬁﬁ&_waﬁ\

https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html T A
FCT& % [CiscoUnified CommunicationsManager M7 %= U7 4 A K, VU —
Z 11.51)SUL] @ T [FIPS 140-2 E— RORE| | EESBL T E S,

GE)
cERINIYA Ay va D EREBXLE, AV H—T A ZADY
AAR=VIIRDOO T I AT —H A XAy —URERINET: B
va VHIBRIZ T CIZEL TWET <username>, TNHDE Y g bR
TTIRNTB, T 77477y a rNEBICHALGNAET 30
SHEBRELITZZV,

HEEE X2V T 4 B— RBFIIR-> T DBEE, By a VIR 3
REET, 7272 L, & BEE L set webapp session maxlimit =~ > R&{#H L
T, By vaVilRE 1~ 10 DEEOHEICEETE £,

aAvYU R E—F

EHE (admin:)

¢
o RHERR L ~UL: 4
T T L— REORERE: 7 L

1 J %} 5: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & UF Cisco Unity Connection,

451
Z OFITIL, set webapp session maxlimit % 4 (292 FIEZHOW TR L £,

HEITUR .
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Exij?)ls I
B weorsur—vavotyvravorReERET 2

admin:set webapp session maxlimit 4

Khkhkkkhkkhkhkrhkhhrhrhdhkrkxhkxrkxx*x*l[fy A R N I N G**************************************

The Cisco Tomcat service needs to be restarted for the changes to take effect.This will
disconnect active web sessions and all web applications on this node will be unavailable
until the service restarts.This service restart will take several minutes to complete.
Do you want to continue (yes/no) ? yes

*************Restarting Tomcat***************
Service Manager is running

Cisco Tomcat [STOPPING]

Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

The webapp session limit has been successfully set to 4.

Z OBITIE, utils EnhancedSecurityMode % A 5029 2 FIEIC W CEER L £,

admin:utils EnhancedSecurityMode enable
The system is operating in NON-FIPS and NOT operating in Enhanced Security Mode.

Enhanced Security Mode can be enabled only when the system is operating in FIPS mode
Do you wish to enable FIPS mode as well (yes/no) ? yes

Warning : This operation will modify the password policies

1) Password Length should be between 14 to 127 characters.

2)Password should have at least 1 lowercase, 1 uppercase, 1 digit and 1 special character.
3)Any of the previous 24 passwords cannot be reused.

4)Minimum age of the password is 1 day and Maximum age of the password is 60 days.
5)Any newly generated password's character sequence will need to differ by at least 4
characters from the old password's character sequence.

Warning : This mode will limit the total number of concurrent web application sessions
to 3.

KKK KK KA AR AR A AR A A A AR A A AR A A AR A AR A A A A A A A A A A A A A A A A A A AR A AR AR A AR AKX KA KKK

This will change the system to Enhanced Security Mode and will reboot
RR R IR IR Ik kb kb kb kb b b b b b b b b b b E h b b b b b b b b b b b b b b bk b b b b b b b b bk b b b b b b b b b b i

Do you want to continue (yes/no) ? yes
The protocol for communication with remote syslog server is already set to tcp. No changes
required.

The system is already operating in contact search authentication enable mode; no change
required. Exiting.

The concurrent web application session limit has been successfully set to 3.

Setting password restrictions as part of Enhanced Security Mode enable

Calling fips enable

Security Warning : The operation will regenerate certificates for

CallManager

Tomcat
IPsec




| gxEa<or

set workingdir .

7) ITLRecovery

Any third party CA signed certificates that have been uploaded for the above
components will need to be re-uploaded.

If the system is operating in mixed mode, then the CTL client needs to be run
again to update the CTL file.

If there are other servers in the cluster, please wait and do not change the

FIPS settings on any other node until the FIPS operation on this node is complete
and the system is back up and running.

R R R IR R I E I b dh b b b b b b dE b h b b b b bk b b b b b b E b b b b Jh dh b b h b b b b h b b b b h h b b b b b b b b b b bk b b b b b b 3k b

This will change the system to FIPS mode and will reboot.
LR SRS RS EES RS SRS RS SRR SRR E SR EERE SRS EE SRR EEEEEEEEEEEEEEEEEEEEEE S S

set workingdir

oA RN, TIT a7 wT T IT4T T BIOA A M= v T OEET 4
L7 M) EBRELET,

set workingdir {activelog | inactivelog | tftp}> + L'~ h U

BXDEREA

AR E—F

INTGA—5  ERA

activelog TITATalOEET AL NV ERELET, 72774707 Oa%eY
TT4 V7 P AERIRLTIEEN,

inactivelog  JE7 77 4 7u S OIEET 4 L7 U EZRE L ET, inactivelog DFH N2
TT 4 L7 P EBIRL T ZEN,

tftp TFTP 7 7 A VOIEET 4 L7 M) ZRELET,
T4V b BUEOIEET L7 M) EELET,

)

EHLF (admin:)

=

o RHEFR L ~UL: 1
T 7T b— RHIZEF AT 3

1 JH %} 5¢: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Service, ¥ & U Cisco Unity Connection,




gEavor |
. set workingdir
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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