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Administration Ti¥ € LET, #HATEFEZNRELIZL, 2—FIEZO0®GFEE 7 a2 — K0 R b—
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N
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VPNV S 4 7> FDORHESR Y

Han e FRNC T nEYa =07 L, ARy FU—7 WTHIEIE G 2 L L. AR ORCE & I
LET, REITTTICHEMEIMV AT TWD 2D, ZHALIFEIZ VPN AZ{EH L Tl & i, C &
£
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Step 1

Cisco 10S OFHELMFD5ET (3 <—
)

CiscoI0S DI Z3iti7= L £9°, Cisco
IOS VPN Zi%E T HI12iE, D77 v =
VERITLET,

Step 2

IP H%5h VAR — b3 5729 ? Cisco I0S
SSL VPN Di%E (3 ~X—3)

IP &i% TVPN 7 4 7 > b ® Cisco I0S
ZiE LET, CiscolOSVPN ZikET 5
WZiE, 2077y aryEBEITLET,

Step 3

AnyConnect ] D ASA FiHE &4 ~D K I
(52—)

AnyConnect ® ASA FHE4F 27z L E
T, ASAVPN Z3ETHIZIE, DT 7
varEFEITLET,

Step 4

IP 5 TO VPN 7 74 7 MO ASA
DREGE (65—

IP&EEF TVPN Y Z4 7 2 hD ASA %%
EFLET, ASAVPNZRET DHITIE. =
DT varEERITLET,

Step 5

VPN A — U= A T &I VPN 2B
M —ZEELET,

2—PNRYE— FEFEDO T 7 — LU =T
RRENRET v T T L—RTDHEEI
BIEN R 725 D Z Ml 2720, VPN
arkery hb—2iExry NV—2 RO
TFTP ¥— /3% 72 Unified Communications
Manager $— DIy F T v 7L
9, IRy NU—T W TARATREZR
Bitv. B TFTP Y — " &Eizidm— K —
NEVPNa 2y ML —ZORIZE Y b
ToITAHILELTEET,

Step 6

VPN v L —ZDiEDOT v 7
m— R (8 =)

VPNar v L —HOiEEZT v 7
o—RLEJ,

Step 7

VPN 7 — h 7 = A OF%E (9 X—)

VPN 75— U = A ZELET,

Step 8

VPN 7 b—7" D 5E (10 ~—3)

VPN 7 )V —T % AE LT, B LT
VPN 7 — s T = OWTINNEFDT
—FIZIBINTEET,

Step 9

WONTNPOFIEEITNET,
e VPN 72 7 7 A )LDiFE (11 ~X—

)
* VPN HRED /T A= DiiE (13
NR=)

VPN 7’0 7 7 A V€T DU END D
DIX, HED VPN I —T %A LT
5457200 T3, [VPNProfle] 7 4 —/L K
%, [VPN Feature Configuration] 7 o —/V
FED RSN ET,

Step 10

HSHDOEEE 7 1 7 7 A L~D VPN DOFE4H
DB (15 =)

THWOEFE a7 7 A WVIZVPN 7 v—7
BIXOVPNZT v 77 A r&BMLET,
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Step 11 Cisco Unified IP Phone ® 7 7 — A7 =7 | Torun the Cisco VPN client, a supported Cisco
% VPN ZH 8K — k LTV 53— g o | Unified IP Phone must be running firmware
T v T L—RLET, release 9.0 (2) orhigher. 7 7 —A U =7

DT v 77 L— ROz O T, &
i/ ® Cisco Unified IP Phone &7 /L™
Unified Communications Manager (Z 3%
Cisco Unified IP &5 7 R =& h L—
Var A REZHLTIEIN,

Step 12 R — K &FL TV Cisco Unified IP Phone | Cisco Unified IP Phone % VPN |24 L &
A LT, VPN & 2 L £, R

Cisco 10S DEIRRXHEDTET

ROFMEEAFR LT, Cisco 10S OFI$E&ME2 52T LET,

FIg

Step 1 CiscolOS Y7 hU =7 "=V 3 15.1QT UUEEZA A R—V LET,
HepE ~ b/T A 2 A: Universal (Data & Security & UC) for I0S ISR-G2 5 L. TN ISR-G3
Wfit ~ b7 A & A: Advanced Security for IOS ISR

Step 2 SSLVPN 74 BV A& T 77T 4 _X— s LET,

IP £ R — 9 %57=8® Cisco 10S SSL VPN D35 E

IPEFEAYR— T 575D Cisco [0S SSL VPN & FE473 5121, IROFNEAGH L £,

FIg

Step 1 Cisco 108 Z#— IV CilE LET,
Q) *Y NIT—0 Ao B —T oA ZAEFELET,
i :

router (config) # interface GigabitEthernet0/0

router (config-if)# description "outside interface"

router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if)# duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)
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B r =i 29K~ 15 5200 Cisco 10S SSLVPN D2 %

Step 2
Step 3

b)

RKOa<w REMfHLTAEZT 47 = e T T4 b— FERELET,
router(config)# ip route <dest_ip> < mask> < gateway_ip>
4R

router (config) # ip route 10.10.10.0 255.255.255.0 192.168.1.1

CAPF GEWIE % £ ids KOV SR LT LSC DA 572 IP &5k &l LE T,
7> 5 Unified Communications Managercapf st & % A > AR — N LET,

a)

b)

¢)

d)

[Cisco Unified OS Administration] 7> 5, [EF% 2 ') T« (Security) | >[iERAEDEIE (Certificate
Management) | Z iR L £,

GE Z M35 HT1X Unified Communications Manager D /3—3 3 ZHD X £97,

Cisco_Manufacturing CA 3 XN CAPF aEHFHZ W SOT £ 9, pem 7 7 A V& X 7o m— R
L, xt 77 AV LTHRAFELET,

CiscolOS Y7 b =7 FIZ T A FARA & P ERAERL £,

hostname (config) # crypto pki trustpoint trustpoint name

hostname (config-ca-trustpoint) # enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 Tl b SNz CAREMHEAZ RO OGN T-GHIE, ¥V rm— L7 pem 7 7 A /L DT
X R +%& BEGINfTBEWEND 7L Ebizae—L, MivAHiFEd, fhoirHEII>WT,
ZOFNEEEY IR LET,

XD Cisco 10S H O %4l 75 % 4 i L C Unified Communications Manager |2 & 8¢5 % 72>, &7
[ZCAMLA VR— b LIAEHETEEHRAET,

s HCEAGWHZ AR L ET,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager ® VPN 7' 2 7 7 A )L CHRA NID F = v 7 ZH M L T,
HOEARENEHEZ BN L 7,

ZE

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint) # fgdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

. VNS SA47 2



| vWNYSAT7UR

Step 4

Step 5

AnyConnect F D ASA HifZ &~ D3t i .

o 4 &7 RE W] % Unified Communications Manager (28 8¢ L 7,
i«
Router (config) # crypto pki export <name> pem terminal

RN LTFAREaE— LT, pem 77 A /L& LTERAF L, Z#L% Cisco Unified OS &
BHAZfH LT, Unified Communications Manager(Z7 »v 7’1 — R L £,

AnyConnect % Cisco I0S |24 > A h—/L L7,
AnyConnect /X 77— % ciscocom NH AT —RL, 77 vy allf A =L LET,

i«

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

VPN #fe sk e LE9,

G Al CREME & SR Y — RZGELORTT 23 25613, EilidO MAC 7 R LA &4l
MLTa—F2ElLET, 2—FHROMETIZ, KT EPFRX S ET,
i«

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

AnyConnect F§ D ASA BIIR S~ D XTI

Step 1
Step 2
Step 3

Step 4

AnyConnect DHHE5A 258 T3 2121, IROFIMHZALTH L £,

FIE

ASA Y7 hU =T ("= 2804 LK) BIOE#BEDOHSH ASDM A > A h—L L ET,

HiYED & %5 AnyConnect /X 77—V % A VA R —/)L LET,

FTAVARET VT 4 X—FLET,

a) KDALY FEFATL T, BEDOT A £ ADBR AR L T ZEW,
show activation-key detail

b) WYL, IBMOSSLVPNE v a o TR LW T A £ 2243 L, Linksys i 2 17 %)
W LET,

T 7 4V RSO URL 45D b RV T —T RSN TS Z 2R L ET,

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool
tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable

F 74V RSO URL ZRETHEEIE, RO EEFEJ LTI,
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cASADIP T RLZIARTY w7 DNSZV FUBREENTWVWDLIHE., TNEZRBeBH N AL
% (FQDN) IZE &2 LT ET,

* You can only use a single URL (FQDN or IP address) on the VPN gateway in Unified Communications
Manager.

«AEHE CN £7213 Y7V =7 MUTAPDERYEIL, 7 /v—7 URL ® FQDN £721X1P 7
RL2AZ—HIHET,

« ASAGEHED CNS°SAN A FQDNXCIP 7 KL A & —F L7\ 54 1%, Unified Communications
Manager DR A M ID Fxv 7Ry 7 A% F7IZLET,

IPEEE TOVVPN I SA 72 FHDASA DL E
VPN 7 47 D ASA % IP BWif CRRET AIZiE, IROTIEZEH L E9,

\}

GE)  ASAGEWEZE X% % &, Unified Communications Manager (3 f T 72 < 720 £,

Flig
Step 1 277 VR E
Q) XY NI A B —T oA AEFELET,
E

ciscoasa(config)# interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if)# no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

b) AZT A4y N—F T T AN A— FERELET,
ciscoasa(config)# route <interface name> <ip_address> <netmask> <gateway ip>
U
ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
c) DNS & LE7,
R

ciscoasa(config) # dns domain-lookup inside
ciscoasa(config) # dns server-group Defaul tDNS
ciscoasa(config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6
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IPEZE COWN Y517 rADAsADRE [

Step 2 Unified Communications Manager & ASA (ZWAZERREE 2B L TR L £ 7,

B IR O EEW 2 % Unified Communications Manager-f > 7" — bk L ¥ 77,

« CallManager: TLS /~> K3 = A 27 I5® Cisco UCM DOFBAE GRGE— KD T A X TOH
g‘> o
* Cisco_Manufacturing CA: B TA A h—/L SN HAEHE (MIC) ZfHH L7 IP it ©

EvIES
B Allo

« CAPF: LSC ZA#iff] L7= IP &5k DBAL,

Z A 5 Unified Communications Manager®D s ]2 % A >R — b4 512X, RO FIEEZ I LET,

a)

b)

<)

d)

[Cisco Unified OS Administration] 7> 5, [Z¥ 2 1) T« (Security) |>[ZEFAEDEIE (Certificate
Management) | ZIi#R L F 7,

Al W] Cisco_Manufacturing CA & CAPF Z il £§, .pem7 7 A VEFX U m— L, .txt
Ty ANE LTI LET,

ASAThZ A RKRA Y FEERLET,

11

ciscoasa(config) # crypto ca trustpoint trustpoint name
ciscoasa (ca-trustpoint)# enrollment terminal
ciscoasa(config) # crypto ca authenticate trustpoint name

Base 64 Ty a— RENZ CAREEA RO ON-EEI1E. FV o a— L .pem 77 A

NN DTHA M% BEGINITBEXWEND 4T & bicar— LT, WivfhirEd, ZoFEE
M DELH SN TEEY IR L ET,

XD ASA H B ZEEWE % 4% L T Unified Communications Manager (Z&8¢t3 50>, 7214
CAMMBAVR— M LICAEECEE M ET,

c HOEAAWIEZ AR L £,
i«

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint) # keypair <name>

ciscoasa(config)# crypto ca enroll <name>

ciscoasa(config) # end

Unified Communications Manager ® VPN 7’12 7 7 A )L CAHR A N IDF = v 7 T LT,
HoBZaEE R LET,

4

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>

ciscoasa (config-ca-trustpoint) # subject-name CN=<full domain name>,CN=<IP>
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ciscoasa(config)# crypto ca enroll <name>
ciscoasa(config) # end

R S U7z RE E & Unified Communications Manager (28 8¢ L £ 77,
1

ciscoasa(config) # crypto ca export <name> identity-certificate

WAMNLT XA M ab— LT, pem 77 A /L& LTHRA L. Unified Communications
Manager (27 >~ 7' r— R L £ T,

Step 3 VPN Hfie i LET, UFIZRTH 70 ASA e OME 2, S0 A R LT T
iﬁqo

GE) %uﬁ(nﬁ%ik/\xg ]\nunimﬁﬁffﬁfﬁﬁﬁ—éi’ﬁ/\i Hma D MAC 7 }\]/7\75"T§
HLTa2—YE2ERLET, 2—VFHROBETIE, KLFENCFERXEFIENET,
il :

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn

ciscoasa (config-username) #service-type remote-access

ASAFRAZEDNE

ASAGERIE OB EIC BT 25EMMIE,  TASA L OREM#REAE % £ ] L 72 AnyConnect VPN &
nﬁ@nX/tJ {/%ﬁp\ LT < fiél/\o

VN>t FL—2DEEEDOT7y JO—FK

VPN Z YA — b5 L 912y b7 v 7 HEKIC, ASA TRl &2l L £§. Elsnr
AEHEZ PC £/ — 2 AT —vavit¥dyrae— RLTnb, ZOHTHP I TV DL FIHE
\Z4¢ > T, Unified Communications Manager (27 > 7’2 — R L %7, Unified Communications Manager
ILAE W] % Phone-VPN-trust U A MZfRIEL £ 7,

ASA VL SSL /N> Ry = A Z I Z OREHE %21%/5 L. Cisco Unified IP Phone I, Z DRFHEZ T
A& VPN [ OfEHH Y 2 MM ST D& i L E 9,

o — 77 )V CEE 2R E (LSC) 23 Cisco Unified IP Phone |24 > A h— L ENTWBEGE., T 7 4
JU R TIEZ D LSC MEfF EnE T,

FNA A LUV OREERGL AT 5121, ASA [Z/b— k MIC %7213 CAPF il &% 1 v &
I —/ L L. Cisco Unified IP Phone 2MEE I N5 L9 LE T,

Unified Communications Manager (ZFE & % 7~ 7' 12— K95 121X, Cisco Unified OS Administration
ZAAHLET,
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

vens— oz oz ]

FIg

[Cisco Unified OSO 4 # (Cisco Unified OS Administration) |75, LR ZEIRL 9, [EF2 )
T« (Security) | >[iERAEDEE (Certificate Management) ]

RERRED7 Yy 7O—K|2 27 Vv LET,

[FERHE D HIP) (Certificate Purpose) ] Ku v 7*# 72U 2 F T, [Phone-VPN-trust] Z#4R L £,
[7Z7 U7X (Browse) |#7 Uy 27 LT, 7v7m—RKT57 7 A NVEEIRLET,
[Z77ANVDT v 7 r—K (UploadFile) 1 %7 U v 27 LET,
Tyo7Tua—RTL0O7 7 A NEERT D), [UD (Close) 1227V v 7 LET,

FEAZ DWW TR, TREHFOEH ] o EESH LT a0,

VPN 5— b T 14 DELE

Step 1

Step 2

Step 3

Step 4

VPN —hU 2 A ZLIC VPN B FL—EZRREENTNWDZ AR LET, VPN a2
TR L—ZDOETHE, VPNa v FL—2 O ELY7 v 7 a— R LEd, S22 T
IZ. VPN a2t L —ZDOiHEDT v 7o —F (8 3—) ML T ZEW,

VPN 7 — R = A 25T 2101, ZOFMHEEFHLET.

FIE

[Cisco Unified CM ## (Cisco Unified CM Administration) | 2>5, LA F AL £9°, [IEaRERE
(Advanced Features) ] >[VPN]>[VPN #— k™o 4 (VPN Gateway) ]| Z#H L £,

RONTNINOEAEEATNET,

a) [F#REM (AddNew) 1227 U 27 LT, HiLnwran 77z ERELET,

b) a2t —F 25 VPN Y~ U= DIZHD [AE— (Copy) 127 Vw7 LET,

¢) WURVPNT—=hU=A 2RO T, REEEEL, BFOT 077 A VEHH LET,
[VPN Gateway Configuration] 7 4 > R C7 4 — /)L REFHRE LET, FFANIOWTIE, VPN 7 7
AT MAVPN =R U2 A D7 4 =LK (9X—) ZSZHLTEI0,

[fRfF (Save) &7 VU v 7 LET,

VNI SAT72MRAVWPNST— b+ ADT4—IL K

VPN 27 AT FDVPN T — b= A 7 4 —)L FIZTOWTOHHE LET,
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VPN 5 )L—TD

Step 1

Step 2

VWNYSAT7U k|

KR1LVWNYSATU RN TF— 22 A4DT4—ILF

T4—ILF

At AR

[VPN 7 — kDU = A %
(VPN Gateway
Name) |

VPN 7' — hNU = A DZLHEZANTTLET,

[VPN 7 — k7 = A Dt
B (VPN Gateway
Description) ]

VPN 7' — b = A OFHHEANT] LET,

[VPN 7 — T = A D
URL (VPN Gateway
URL) ]

Fe " W2 A DALY VPN 2Lt FL—ZDURL A LET,

JN—FURLTVPNa L hL—2%HEL, ZDURL
7= A DOURL & LTHEHTA2DLERH Y 97,

GH

HEIZOVWTOFERIZ, LFTOELHS52R VPN FL—ZD R¥a
AU MESB LT EE N,

+ [SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

[VPN Certificates in this
Gateway]

EREIF—L FREF—Z2MH LT, Y= b oA ICEEHEZE Y 9T
T, F— MU =AIREHFEE D [ THRrVWE, VPNZ T4 72 MEZ
Darty b L —Z~OELGICRBLET,

VPN 77— b 7 = A |13 K 10 OREHEZE D 24CTHZ LR
TEFET, FF—bovoA1b b 1 DOFEHEFEZE|
DY THRBENRHY 3, Hif VPN AERI 2 — VIZEHRN T
DIVZREE 2025, FHPREZR VPN GEEH O U 2 MK
NEINET,

GE

/1 =

Al AE

VPN /) —7%RKET DI, ZOFMWHEHH L E T,

FIg

[Cisco Unified CM & P (Cisco Unified CM Administration) ] 2>5, PLRZEER L F 7,

[HR3RA RE

(Advanced Features) ] >[VPN] >[VPN 4 JL—7 (VPN Group) ] Zi#R L £7,
RONT NP OBEAEEATNET,

a) [FIREM (AddNew) |27 Vw7 LT, HriLnw e 7 rAadEZLET,

b) WD VPN /' )L—TF % a2 —4 25 VPN Z/L—7ORICH S [AE— (copy)| 227V v 7 LF

j—o

¢) WYIR VPN I — U= Z /O T, REZZLL, MFO7T 077 A VE2HHLET,
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Step 3

Step 4

VN S547 RN L—T0T74—Lk [l

[VPN Group Configuration] 7 o & RU DK T 4 —/L RERE LET, sf4IIZOWTIIVPN 7 7

A7 M VPN = T =2 A DT 4—/L K (9X—=) |

ZZ LTI EEN,

7 4 =)V KOG OFELIZ W T,

[fR7F (Save) 1227 Vw7 LET,

VPN SA 72 RRAVPNS IL—TDT74—IL K

ZDRTHEH, VPNZ FA T2 RO VPN 7 )V—7"7 4 — )L RIZOWTH L TWET,

R2Z:VWPNYSATURRVWNITIL—TDT4—ILEF

J4—ILF

EE

[VPN 7' )L —74 (VPN
Group Name) ]

VPN 7V —7 D402 NI LET,

[VPN 7 /L— 7 D]
(VPN Group
Description) ]

VPN 7 V—7 O E AN LET,

MEH A 729~ _TD
VPN — k7 =4 (All
Available VPN

Gateways) |

A7 a—)L LT, [HHAHER TR TOVPNST — h 7 = A R L £,

[Z® VPN J v—7H
TIEN SN2 VPN 7 —
N = A (Selected VPN
Gateways in this VPN

Group) ]

EREIF—ETREF—Z2FH LT, R VPN — b U = A %
DO VPN Z—T ORI L 9,

VPN 7 A7 v hCEERTT—NREL, BED VPN F— T = A
WL TERWIEEIE, U A RDIRD VPN 7 — k7 = A ~ORH) &5
HET,
GE) 1 5D VPN 7 /L—FZH K 3 DD VPN 7' — k7 = A ZiE
TXFEd, /2. VPN A—FNOREEOEHEIL 10 LL
TIZT2RBERH D ET,

VPN 7O 774 )LDELE

VPN 707 7 A )V EHRET DL, ZOFIEEZLEHL £,

Step 1

FIg

[Cisco Unified CM ¥ (Cisco Unified CM Administration) ] 7>5, LA N2 L 9, [IRoRIEEE
(Advanced Features) ] >[VPN]>[VPN 7B 77 A JL (VPN Profile) ] Z#R L £7,

VPNV SA47 2k .
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B vnosq7ormYN TR LD T~ R

Step 2

Step 3

Step 4

RONT N OBEAEEATNET,

a) [FiREM (AddNew) 227V w7 LT, L a7y A vERELET,

b) BfFOT e Ty A NEa =T 5 VPN a7 7 A LVORIZHL [AE— (copy)] 227 Vw7 L
iﬁ‘o

o) Mfro7 v T A NEFHT HITIE, 4T D7 4 /L H % [Find VPN Profile Where] THaE L .
K (Find) 1227V v 7 LTHREEEHLET,

[VPN Profile Configuration] 7 4 > KU C#% 7 4 —/LV REHRE LE T, sFIZOWTIEVPN 7 7 A

TYRMHVPNFa 77 A LD7 44—/ K (12—=) | 74—/ ROBHOFHICHONT, %

ZR LT ZE0,

[fR1F (Save) 1227 U w7 LET,

VNI SAT72RAVWPN O 7A4ILDT 4 —JL K

ZORTIE, VPN Fa 77 AT 4 —/L ROFEMICOWTHP L £,

RIVPNTOT 7L T 4 —)L RO

EE

VPN a7 7 A VDL ENT LFET,

TJ4—ILF

[4H (Name) ]

[#H (Description) ]

VPN a2 7 7 A LOBHEAT LET,

[AERy N — 27 K
DA%t (Enable Auto
Network Detect) ]

IDF v IRy I AEA N THE, REXY VT—T DN Z
EORH ENTZEGEICRY, VPN 72 A4 T2 FREIEL £9°,

FIFILKNT, ToE—T NI TNET,

[ KNfziEr=yv b
(MTU) ]

Bk =y b (MTU) OV A Z& A MITATLET,
T 7 /v Mi: 1290 /34 b

[F% 2R (Fail to

Connect) ]

DT 4=V FiE, VAT LN VPN PRV EER L TWARIZ, o
TA CEBEE T GHEDNE T T 2025 oR M2 e LET,

F7 ) ke 30

[ A FNDF = %2H
%h4t. (Enable Host ID
Check) ]

COF v IRy I Red AT D6, F— MU oA GEHE
subjectAltName F 721X CN i, VPN 7 7 A4 7 s D% D URL & —
HTLH2LERHY T,

Tk B
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| vWNYSAT7UR
ven s 55 x—a oz |

J4—ILFK EH

(7 TAT > bt i | Ky X7 URRDL, 7747 2 ORI REZIERL T,
(Client Authentication

o [2—HF B LA T — F (User and Password) ]
Method) ]

e NNAT— KD

« [REMHE (LSC F£721X MIC) (Certificate (LSC or MIC)) ]

[RAT— ROKGME | ZDOF = IRy 7 A A NZTHE, a4 0ORM, 2—HFIi2kd
AT D (Enable | FEOASRAV—=FROZ V7 TWiEo VY b, E2ETRERDIND
Password Persistence) | | T, Z—H D /XA T — RXRFHICHRAESNET,

VPN #EED /NS A — R DEXTE
Flg

Step 1 [Cisco Unified CM & ¥ (Cisco Unified CM Administration) ] 75, DL N2 L 97, [HERIEEE
(Advanced Features) ] >[VPN] > [VPN #&E:%E (VPN Feature Configuration) |,

Step 2 [VPN Feature Configuration] 7 4 > RV D7 4 —/)L R&i&kwE LET, sEAIZ OV TIE, VPN BRED
NI A=H (13 X=V) 2SR LTLIIEE,
Step 3 [fRfF (Save) &7V v 7 LET,
ROMEEEITVET,
s Cisco Unified IP &5F D7 7 —AL U =T %, VPN ZH R — KL TWNAENN—=V g N7 v 7T
L—FRLET, 770 =T DT v7 7 L— RFEOFAIZONTIL, ZEH D Cisco
Unified IP Phone €7 /L @D CiscoUnified IP &G 7 RS =A hb—va > HA RESHL T2
él/\o

o AR — F &R TV 5 Cisco Unified IP Phone Z il L C, VPN & 2L LE 7,

VPN #RED /NS A —A

VPN BERE/XT A —Z O 2 RITR L ET,

VPNV SA47 2k .
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R4 VPNEEED /NS A —4

VWNYSAT7U k|

T4—ILF

T4+

[AEIR >y b T —7 kil
DOF %t (Enable Auto
Network Detect) ]

[IXV (True) 1 DGE. ¥Ry FT—Z DOINIWD Z XK ST
LAWY, VPN 27 9472 bEMEL £,

7 7 #/V b: False

MTU

ZDT7 4= ik, mAfzikr=y bEfRELE T,
T 7 4V MK 1290 /31 h T,

/Ml 256 /31 BT,
HRAAEIE 1406 /314 + T,

(=TT I747
(Keep alive) ]

DT 4= RIE, VATARXF—T T IAT A vt —UrEET S
L—hEfRELET,

ZOMEBEa 4 THY . D Unified Communications
Manager CIEE SNTMEH LY /S WIGE, VPN 2
Me—=ZDF—T T T4 TREICE > TZOREN LHE
SNET,

GE

T 7k 60 7
fe/ME: 0

BoAE: 120 7

[l K (Fail to

Connect) ]

DT 44— FiE, VAT LN VPN FRAEER L TWAEIZ, o
TA A E TGN T T 20T M EfRE L E T,

F7 ) ke 308
i/ ME: 0

B KAE: 600 72

[ T4 7T v Mkt ik
(Client Authentication
Method) ]

Fay 77X URANPL, 7747 MOBAET L Z#IR L £7,
o [—HBLOVIRA T — K (User and Password) ]
-/\QX U‘— l\‘\@%

* [REAA R (LSC F£721X MIC)  (Certificate (LSC or MIC)) ]

F 7 H b [2—PFBLUVSRA T — R (User and Password) ]

o~

93472



| vWNYSAT7UR
#ENEET 077 4 L~ VPN o@nen [

J4—IJLF TIAIE

[RAT— ROKGAZ |[1TV (True) [OEE, VY hT572DIZ[VE> b (Reset) [RH
BT % (Enable | FE7ziL o) M D &, 22— R2ATU — NXEGFE TR S
Password Persistence) | |#VE ¥, EiHFHEOBHE N KDOILDH 0, FIT LG HAROREICY &y
FIBL, NAV— RIRDI, ST VT vy VO E R A
KU ARRIVET,

57 %)V : False

[RA FIDF = v 7 Z47 | [1ZV (True) | DEE. 77— b7 = A GEW]E subjectAltName £ 7213 CN
#Mt (Enable HostID |iX, VPN 7 71 7 > OO URL & —H T2 BERH Y £,

Check) ] F 7V b [1ZV (True) |

HBOEFITO T 714 IL~D VPN DFAHDIE N

— R ZRTERE 7 0 7 7 A VI VPN ORI 2B N3 21213, IROTFIHZEH L £,

FIE

Step 1 [Cisco Unified CM & #f (Cisco Unified CM Administration) ] 75, L FZEIRL F 9, [T/AM1 R
(Device) |>[T/31 RMEXE (Device Settings) | > [#BENDEFE TR 7 7 4 )L (Common Phone
Profile) ],

Step 2 [#%Z& (Find) 1 %27 VU > 27 LT, VPN OFffiZziBnd 2 XlEFE 72 7 7 A LV ZBIRL 7,
Step 3 [VPN%# (VPN Information) ]& 72 > = " C, )72 [VPNZ /L—7" (VPN Group) |4 X TUN[VPN
7177 A/ (VPN Profile) ] Zi#iN L £,

Step 4 [fRAF (Save) ], [REDIEH (Apply Config) |DIFHIZZ Vv 7 LET,
Step 5 REDHMHY 4> RUTOK] 227V v LET,

VPNV SA47 2k .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



