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Use the command 'utils ntp auth auto-key
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NTP Autokey

NTP authentication using symmetric key is currently enabled and must be disabled
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o[ Access Control Groups ]
o[ Roles ]
o[ User Rank ]

2
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Cisco Unified CM
CDR Analysis and Reporting
Cisco Unified CM Administration
GUI
3
o[ Read ]
o[ Update ]
o[ NoAccess |
Cisco Unified Communications
Manager 2
[ ApplicationUser ]
[ EndUser ]
[ Advanced Role Configuration ] Cisco Unified CM

Administration
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o[ View ]
o[ Update ]
[ Permission Information ]
(View) [ (user)]
(No)

. (Yes):

. (No):
[ User canupdate
Permissions| nformation for own user ] (No)

(Permission information) (Update)
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User Rank ] o View ]
e[ Update ]
UserRank ]
(View) [ (user)
(No)
[ User can update
User Rank for ownuser ] (No)
(Update)
o[ Yes ]
o[ No ] [ Add New ]
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1 Cisco Unified CM Administration [ User Management ] >

User Settings ] > User Rank ]
2 [ ]
3 [ User Rank ] 1 10

1
4 [ Rank Name ] [ Description ]
S 1]
6
2

. [ Add New ]

. [ Copy 1]
1 Cisco Unified CM Administration [ User Management ]>[ User

Settings 1> Role ]

2

. [ AddNew ]

[ Application ] [ (Next)]
. [ Find ]
[ Copy ] OK

3 [ Name ] [ Description ]
4

. Cisco Unified Communications Manager 14 SUs



. [ Read ]
. [ Update ]
5 [
Grantaccesstoall ]
[ Deny access to all ]
6 [ 1]
[ Advanced Role Configuration ]
[ End User Configuration ]
[ Application User Configuration ]
1 Cisco Unified CM Administration [ User Management ]>[ User
Settings ] > Role ]
2 [ Find ]
3 [ Related Links ] [ Advanced Role Configuration ]
[Go ]
4 [ Resource Web ] [ Application User  Web
] [ User Web ]
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o Add New ]

1 Cisco Unified CM Administration

Settings 1>
2
OK
3
4 [
1
ST ]
6
a) | Related Links ]
Rolesto Access Control Group ]
b) [ Find ]
c)
d [ ]

. Cisco Unified Communications Manager

scatch

[ Copy ]

User Management ]>[ User
Access Control Group ]
[ Add New ]
[ Find ]
Copyt ]
Availablefor Userswith User Rank as ]
[ Assign

[ Go ]

(add Selected)]
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S
S
LDAP
LDAP
LDAP Cisco
Unified Communications Manager
10 (User Management)] > [ (User Settings)] > [
(Access Control Group)]

[ / (Find and List Access Control Group)]
2 [ Find ]
3 [ Availablefor Userswith User Rank as ]
4 [ ] [ Find ]
5

a) [ Add End Users to Access Control Group ]

[ Add App Usersto Access
Control Group ]

b)

c) [ (Add Selected)]
6

a)

b) [ (Delete Selected)]
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Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters |

2 [ User Management Parameters ] [
Effective Access Privileges For Overlapping User Groups and Roles ]

o[ Maximum ]—

o[ Minimum ]—

1 Cisco Unified CM

. [ User Management ]>] End
User ]
. [ User Management ] >
Application User ]
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2 [
3 [

Privilege Report ]

[

Find ]

Related Links ]
[ Go |
User Privilege ]

User

1
33
2
34
3
35
4
35
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1 [Cisco Unified CM

Cisco Unified Communications Manager Administration ]

User Management ] > User Settings ] > Role ]
2 [ ]
30 Application ]
[Cisco CallManager
4 [ Next ]
5 [ Name ] Help Desk
6 [ Read and Update Privileges ]
[ User ]Web [ Phone ]Web
Read ] [ Update ]
[
34
33
1 Cisco Unified CM [ User Management ] >
Settings 1> Access Control Group ]
2 [ ]
3 Help_Desk
41 1]
35
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1 Cisco Unified CM [ User Management ] >[ User

Settings 1> Access Control Group ]
2 [ Find ]

[ Access Control Group Configuration ]
3 [ Related Links ] [

Assign Role to Access Control Group ] [
Go ]

[ / Find and List Roles ]
4 [ Assign Role to Group ]
51 Find ]
6 [ (Add Selected)]
[

35
35

1 Cisco Unified CM [ User Management ] > [ User

Settings 1> Access Control Group ]
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2 [ Find ]

3
. [
Add End Users to Group ]
[ Add App Users to Group ]

4 [ Find ]
5[ (Add Selected)]
6 [ 1]

Cisco Unified Communications Manager

Cisco Unified Communications Manager
10 (User Management)] > [ (User Settings)] > [
(Access Control Group)]

[ Find and List Access Control Groups ]
2
3
4 [ Delete ]

. Cisco Unified Communications Manager 14 SUs



OAuth .

5 [OK]
[ Cancel ] [OK] Cisco
Unified Communications Manager

OAuth

OAuth AXL API
API

API AXL REST API
API
cURL

curl -k -u "admin:password" https://<UCMaddress:8443/ssosp/token/revoke?user_id=<end_user>

* admin:password Cisco Unified Communications Manager
ID
* UCMaddress Cisco Unified Communications Manger FQDN
IP
e end_user ID

Cisco Database Layer Monitor

Cisco Database Layer Monitor Cisco Unified Communications Manager
Cisco Database Layer Monitor [ Maintenance
Time ] [ 1> ]

Cisco Unified Communications Manager 14 SUs .




1 [Cisco Unified CM Cisco Unified CM Administration ] [ 1>

]
2 [ Server ]
3 [ Service ] [Cisco Database Layer Monitor]
4 [ Advanced ]
5 [ Disable User Accountsunused for ~ days
190
0
0
6 [ 1
90
<userliD>
<userID> user is marked inactive
Cisco
Unified Communications Manager

1 [Cisco Unified Cisco Unified

Administration ] [ Services |>][ Remote Support ]
2 [ Account Name ]
3 [ Account Duration ]

. Cisco Unified Communications Manager 14 SUs



5 Cisco
Cisco Unified Communications Manager
AXL API AXL API CCM
AXL API AXL API
AXL AXL APl API
API API SQL Query API
Rep Tool Cisco Unified Communications Manager CDR CAR
Analysis and Reporting CAR CCM

Cisco Unified Communications Manager 14 SUs .




« Cisco Unified Serviceability [
Audit Log Configuration ]

« Cisco Unified Serviceability
Real-Time
Monitoring Tool

« Cisco Unified Serviceability Cisco
Audit Event Service

* RTMT

CCM Cisco Unified Communications Manager CCM
Administration CCM
CCM
CCM
CCM
CCM
CCM
CCM Cisco Unified Communications CCM

. Cisco Unified Communications Manager 14 SUs




CCM

Cisco Unified Communications Manager
Administration

« Cisco Unified Communications Manager
Administration

« Cisco Unified IP Phone

CCM

CCM

Cisco Unified Communications Manager
Administration

CCM

Cisco Unified Communications Manager

14

SUs




CCM

Cisco Unified Communications Manager
Administration

» Cisco Unified Communications Manager

Administration

CCM

* BLF
* CTI
o[ Phone
Configuration ] [
Modify Button
Iltems ]
SUs

. Cisco Unified Communications Manager 14




CCM

Cisco Unified Communications Manager
Administration

Cisco Unified Communications Manager

SUs




CCM

Cisco Unified Communications Manager
Administration

. MOH

* Cisco Unified Communications
Manager Assistant

. [
Delete Managers ] [ /
Delete
Managers/Assistants ] [
/ Insert

Managers/Assistants ]

CCM

. Cisco Unified Communications Manager 14 SUs




CCM

Cisco Unified Communications Manager
Administration

. AAR

« Cisco Unified Communications
Manager Cisco Unified CM
Cisco Unified Communications
Manager

. Locations

* Network Time Protocol NTP

« Skinny Call Control Protocol
SCCP Session Initiation
Protocol SIP

SIP

« Survivable Remote Site Telephony
SRST

. [
Job Scheduler ]

CCM

Cisco Unified Communications Manager

SUs




CCM Cisco Unified Communications Manager
Administration
CCMADMIN CCMAdmin
CCMADMIN Cisco Unified Communications Manager CCM
Administration
CCMADMIN Dialed Number Analyzer
CCMADMIN CCMAdmin
CCMADMIN Cisco Unified Communications Manager CCM
Administration CCM
CCM
CCM
CCM
CCMADMIN Dialed Number Analyzer
CCMUSER Cisco Unified Communications CCM
CTI CTI CTI
CTI CTI CTI
65,000

65,000
CTI

. Cisco Unified Communications Manager 14

SUs




CTI CTI / CTI
CTI CTI CTI
[ CTI CTI [ CTI
Standard CTI
Standard CTI Allow Allow Control of All
Control of All Devices ]
Devices ]
CTI [ CTI
CTI
Standard CTI
Allow Control of Phones
supporting Connected Xfer
and conf ]
CTI [ CTI
CTI
Standard
CTI Allow Control of Phones
supporting Rollover Mode ]
CTI SRTP CTI SRTP CTI SRTP
[ CTI CTI [ CTI
Standard CTI Standard CTI Enabled ]
Enabled ]
CTI Cisco Unified Communications Manager CTI
CTI
CUReporting
CUReporting Cisco Unified Reporting CCM
CCM
Cisco Unified Communications Manager 14 SUs




EM

Cisco Extension
Mobility EM
Cisco Unified Communications
Manager Assistant  Cisco Web Dialer
Cisco Extension Mobility

CCM
EM

Cisco Unified Communications Manager

RealtimeAndTraceCollection

Cisco Unified Serviceability Real-Time
Monitoring Tool

* Simple Object Access Protocol SOAP
Serviceability AXL API

* SOAP API

* SOAP Analysis
Manager

. Real-Time

Monitoring Tool

RealtimeAndTraceCollection

. Cisco Unified Communications Manager 14 SUs




SERVICEABILITY

Cisco Unified Serviceability Real-Time
Monitoring Tool

[
Alarm Configuration and Alarm
Definitions ] Cisco Unified
Serviceability

o[ AuditTrace ]

* SNMP Cisco Unified
Serviceability

[ Trace Configuration ]

Troubleshooting of Trace
Configuration ] Cisco Unified
Serviceability

)

o[ Alert Configuration ]
RTMT [
Profile Configuration ] RTMT
[ Trace
Collection ] RTMT

SOAP Serviceability AXL APl SOAP Call
Record API SOAP
Analysis Manager

SOAP API
RTMT Analysis Manager Call Record

SOAP
RTMT Analysis Manager Hosting
Database

CCM

CCM

Cisco Unified Communications Manager 14

SUs




SERVICEABILITY

Cisco Unified
Communications Manager

SERVICEABILITY

Dialed Number Analyzer

SERVICEABILITY

Cisco Unified Serviceability Real-Time
Monitoring Tool

Audit Trace ]
SOAP Serviceability AXL API

SERVICEABILITY

Dialed Number Analyzer

CCM

SERVICEABILITY

Cisco Unified Serviceability Real-Time
Monitoring Tool

SOAP Serviceability AXL APl SOAP Call
Record API SOAP
Analysis Manager

Cisco Unified Serviceability

SSO SAML SSO

Cisco Call Manager
CCMADMIN CCMAdmin Cisco Unified CM IM
CCMADMIN CCMAdmin Cisco Unified CM IM

. Cisco Unified Communications Manager 14 SUs




CUReporting

Cisco Unified CM IM
&amp; Presence

Cisco Unified Communications Manager

SUs
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. PIN

 IM and Presence Service

Cisco Unified CM [ End User Configuration ]
Unified CM [
/ Quick User/Phone Add ]
1 54

Cisco Unified Communications Manager 14 SUs .




2 LDAP
« LDAP LDAP
60
. 61
3
62
63
4 PIN 64 Cisco Unified
Communications Manager Administration
PIN
5 64 Cisco Unified
Communications Manager Administration
6 | Cisco Unity Connection Cisco Unified
65 Communications Manager Administration
Cisco Unity Connection
SUs

. Cisco Unified Communications Manager 14



1
55
2
56
3 57
4 59
LDAP
1 Cisco Unified CM Administration [ User Management ]>] /
User/Phone Add > Universal Line Template ]
]

w N
— r—

Universal Line Template Configuration ]

Cisco Unified Communications Manager 14 SUs .




4 [
Enterprise Alternate Number ] [+E.164 +E.164
Alternate Number ]

a) | Add Enterprise Alternate Number ] [+E.164
Add +E.164 Alternate Number ]

b) [ Number Mask ]
4 5 XXXX +E.164
1972555X XXX
c)
d) ILS [ILS

Advertise Globally via ILS ]

e) [PSTN PSTN Failover ]
PSTN [

Enterprise Number ] [+E.164 +E.164 Alternate Number ]

5[ 1
56
55

1 Cisco Unified CM Administration [ User Management ]>] /

User/PhoneAdd ]>[ Universal DeviceTemplate |
2 [ ]

3

. Cisco Unified Communications Manager 14 SUs



a) [ Device Description ]
b) [ Device Pool Type ]
c [ Device Security Profile ]
d) [SIP SIP Profile ]
e) [ Phone Button Template ]
4 [ Universal Device Template Configuration ]
51 Phone Settings ]
a) | Common Phone Profile ]
b) [ Common Device Configuration ]
c [ Feature Control Policy ]
6 [ 1]
57
56
1 Cisco Unified CM Administration [ User Management | >
[ User Settings ] > User Profile ]
2 ]
3 [ Name ] [ Description ]

Cisco Unified Communications Manager 14 SUs




4 [ Desk Phones ] [ M obile
and Desktop Devices ] [ / Remote
Destination/Device Profiles ] [ Universal Device
Template ]

5 [ Universal Line Template ]

6
a) [ Allow End User to Provision their

own phones ]
b) [ Limit Provisioning once End User

has this many phones ]

20
c)
[
Allow Provisoning

of aphone already assigned to a different End User ]

7 Cisco Jabber

[ Enable
Mabile and Remote Access ]
[ Client Policies ]
. OAuth Cisco Jabber
Jabber
Jabber

8 Jabber [

Desktop Client Policy ] | Mobile Client Policy ]
. Cisco Jabber
*IM
*IM

. Cisco Unified Communications Manager 14 SUs



10

Jabber Windows  Cisco Jabber Mac  Cisco Jabber
Jabber iPad/iPhone Cisco Jabber
Android  Cisco Jabber

Cisco Unified Communications
Extension Mobility Extension Mobility Cross Cluster

[

Allow End User to set their Extension Mobility maximum login time ]

[

Allow End User to set their Extension Mobility maximum login time ]

59
LDAP
IM and Presence
Service
[Cisco Unified CM Cisco Unified CM Administration ] [ User
Management ]>][ / User/Phone Add ]>][
Feature Group Template ]
[ ]
[ Name ] [ Description ]
[ Home Cluster ]
[Unified CM IM and Presence Enable User for Unified

CM IM and Presence ]

Cisco Unified Communications Manager 14 SUs .



B o

6 [ Services Profile ] [
User Profile ]
70 Feature Group Template Configuration ]
8 [ 1]
LDAP
LDAP
* LDAP 60
. 61
LDAP
LDAP
DN

LDAP
LDAP
LDAP
Cisco Unified Communications Manager LDAP
LDAP
1 Cisco Unified CM [ System ]>[LDAP LADP ]>[LDAP
LDAP Directory ]

2 [ Find ] LDAP

. Cisco Unified Communications Manager 14 SUs



31 Perform Full Sync ]
Cisco Unified Communications Manager LDAP LDAP
Cisco Unified Communications Manager
IVR
. 62
. 63

Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ User Management ] >] /
User/Phone Add ]>] / Quick User/Phone Add ]

2 ID

3 [ Feature Group Template ]

4 [ ]

5 [ UserProfile ]

Cisco Unified Communications Manager 14 SUs .




6 [ Access Control Group Membership ]

[+]
7 0 User is a member of ]
8 [ Primary Extension ] [+]
9 I Extension ] [ available ]
DN
10 [ used ]
a) [ New... ]
[ Add New Extension ]
b) [ Directory Number ]
c) | LineTemplate ]
d) OK
Cisco Unified Communications Manager
11 [ / Quick User/Phone Add Configuration ]
12 ]
. 62
. 63
Cisco Unified Communications Manager
. 61
* LDAP 60

. Cisco Unified Communications Manager 14 SUs



10

11

12

Cisco Unified CM Administration [ User Management ] >] /
User/Phone Add ]>] / Quick User/Phone Add ]
[ Find ]
[ Manage Devices |
[ Manage Devices ]
[ Add New Phone ]
[ Add Phone to User ]
[ Product Type ]
[ DeviceProtocol ] [SIP]
[SCCP]
[ Device Name ] MAC
[ Universal Device Template ]
[
In Extension Mobility ]
[ Add Phone ]
[ Add New Phone ] Cisco Unified Communications
Manager
[
Phone Configuration ]
1 Cisco Unified CM Administration [ User Management ] >] /
User/Phone Add ]>] / Quick User/Phone Add ]
2 [ Find ]

Cisco Unified Communications Manager 14 SUs .



PIN

3 [ Manage Devices ]
4 [ Find a Phone to Move To This User ]
5
6 [ Move Selected ]
1 Cisco Unified Communications Manager Administration [ User Management ]>

[ End User ]

[ Find and List Users ]
2 [ Find User where ]

[ Find ]

[ End User Configuration ]

3 [PIN] PIN PIN
1 127
4 [PIN ConfirmPIN ] PIN
PIN

ST 1]

Cisco Unity Connection [ Application Server Configuration ]

[ PIN End User Pin synchronization ]
Cisco Unity Connection PIN
PIN Extension Mobility
LDAP

. Cisco Unified Communications Manager 14 SUs



Cisco Unity Connection .

1 Cisco Unified Communications Manager Administration [ User Management ]>

[ End User ]

[ Find and List Users ]
2 [ Find User where ]

[ Find ]

[ End User Configuration ]

3 [ Password ]
1 127

4 [ ConfirmPassword ]
ST 1]

Cisco Unity Connection

« Cisco Unified Communications Manager
Cisco Unity Connection Cisco Unified Communications Manager
Cisco Unified Communications Manager

http://mww.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

. Cisco Unity Connection
User Moves,
Adds, and Changes for Cisco Unity Connection
1 Cisco Unified Communications Manager Administration [ User Management ] >
[ End User ]
[ Find and List Users ]

Cisco Unified Communications Manager 14 SUs



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

. Cisco Unity Connection

2 [ Find User where ]
[ Find ]
[ End User Configuration ]
3
[ RelatedLinks ]
Cisco Unity
4 [ Related Links ] [Cisco Unity Create
Cisco Unity User ] [ Go ]
[Cisco Unity Add Cisco Unity User ]
5[ Application Server ] Cisco Unity
Connection Cisco Unity Connection [ Next |
6 [ Subscriber Template ]
[
[ End User Configuration ]
[ Related Links ] [Cisco Unity
Edit Cisco Unity User ] Cisco Unity Connection
Cisco Unity Connection Cisco Unified Communications Manager
[ Alias ] Cisco Unified CM ID [ First
Name ] [ LastName ] [ Extension ] Cisco Unified CM

Cisco Unified CM
Cisco Unified CM

. Cisco Unified Communications Manager 14 SUs



Cisco Unified CM [

Application User Configuration ]

Cisco Unified Communications Manager

Cisco Unified CM

* CCMAdministrator

e CCMSysUser

* CCMQRTSecureSysUser
*« CCMQRTSysUser

¢ IPMASecureSysUser

¢ IPMASysUser

* WDSecureSysUser

* WDSysUser

* TabSyncSysUser

» CUCService

\}

Standard CCM Super Users
Cisco Unified Serviceability

Cisco Unified Communications Manager
Cisco Unified Reporting

Cisco Unified Communications Manager 14 SUs
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1
68
2
69
3 | Cisco Unity Cisco Unity Connection | Cisco Unity Cisco Unity Connection
69
Cisco UnifiedCM
Cisco Unity Cisco Unity
Connection
4
71
5
71
1 Cisco Unified CM [ User Management | >
Application User ]
2 [ ]
3 [ Application User Configuration ]

. Cisco Unified Communications Manager 14 SUs



69
1 Cisco Unified CM Administration [ User Management ] >
Application User ]

[ Find and List Users ]

2 [ Find User Where ]
[ Find ]

3 [ Available Devices ]

[ Controlled Devices ]

[ Find more Phones ]
[ Find more Route Points ]

4 [ Find more Phones ] [ / Find

and List Phones ]
5[ Find more Route Points ] [CTI

/ Find and List CTI Route Points ]

CTI

Cisco Unity Cisco Unity Connection

Cisco Unified Communications Manager  Cisco Unity Connection 7.x
Cisco Unity Connection 7.x
Cisco Unity
Connection 7.x User Moves, Adds, and Changes

Cisco Unified Communications Manager 14 SUs .



. Cisco Unity

Cisco Unity Connection

http://www.cisco.com/c/en/us/support/unified-communications/unity-connection/
products-maintenance-guides-list.html.

Cisco Unity Cisco Unity Connection Cisco Unified CM
Cisco
Unified Communications Manager
Cisco Unity  Cisco Unity Connection Cisco Unified Communications Manager
[Cisco Unity ] [Cisco

Unity Connection ]
Cisco Unity Cisco Unity Connection
[Cisco Unity Create Cisco Unity User ] Cisco Unity
Cisco Unity Connection

Cisco Unity Cisco Unified Communications Manager Integration
Cisco Unity Connection Cisco Unified Communications Manager SCCP Integration
http://www.cisco.com/c/en/us/support/unified-communications/unity-connection/
products-installation-and-configuration-guides-list.html.
Cisco Unified CM Administration [ User Management ] >[

Application User ]
[ Find User Where ]
[ Find ]
[ Related Links ] [Cisco Unity
Create Cisco Unity Application User ] [ Go ]
[Cisco Unity Add Cisco Unity User ]
[ Application Server ] Cisco Unity
Cisco Unity Connection Cisco Unity Cisco Unity Connection
[ Next ]
[ Application User Template ]
[ ]
Cisco Unity Cisco Unity Connection [
Application User Configuration ] [ Related

Links ] [Cisco Unity Edit Cisco Unity User ]

. Cisco Unified Communications Manager 14 SUs
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Cisco Unity Cisco Unity Connection
1 Cisco Unified CM Administration [ User Management ] >[
Application User ]
[ Find and List Users ]
2 [ Find User Where ]
[ Find ]
[ Application User Configuration ]
3 [ Password ]
4 [ Confirm Password ]
5T ]
1 Cisco Unified CM Administration [ User Management | >]
Application User ]
[ Find and List Users ]
2 [ Find User Where ]
[ Find ]
[ Application User Configuration ]

Cisco Unified Communications Manager 14 SUs .




3 [ Password ]

[ Edit Credential ]
[ Credential Configuration ]
4 [ Credential Configuration ]
5 [ Save ]

. Cisco Unified Communications Manager 14 SUs
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. 75
o[ (Phone Button Template)] 75
. 76

Cisco IP

(Phone Button Template)]

Enterprise Parameters Configuration ] [
Phone Template Selection for Non-Size Safe Phone ]
Auto Registration Legacy Mode ]

Cisco Unified Communications Manager 14 SUs .




Phone

False
False
True
True

1

78

2 77

14 SUs
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3
80

4 89

5 90

6

91
7 92
8
92
9 / 93
10 LSC LSC
CAPF 94 CAPF
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Device ]>]
Phone ]>] Find and List Phones ]
2 [ Find and List Phones ] [ Add New ]
[ Add a New Phone ]

Cisco Unified Communications Manager 14 SUs .




[ Add a New Phone ] [
click here to add a new phone using a Universal Device Template ]
[ Add a New Phone ]
78
3 [ Phone Type ]
4 [ Next ]
[ Phone Configuration ]
51 Phone Configuration ]
[ Product Specific Configuration ]
Cisco IP Phone
6 [ Save ]
63
Cisco Unified Communications Manager
Cisco Unified Communications Manager
1 [Cisco Unified CM Cisco Unified CM Administration ] [ Device ]>]
Phone ]>] Find and List Phones ]
2 [ Find and List Phones ] [

Add New From Template ]

[ Add a New Phone ]

. Cisco Unified Communications Manager 14 SUs



[ Add a New Phone ] [

click here to enter all phone settings manually ]

[ Add a New Phone ]
77
[ Phone Type (and Protocol) ]
[ MAC Name or MAC Address ] MAC
[ Device Template ]
[ 1 Directory Number (Line1) ]
[ Find ] [ Find ]
[
New ]

[ User Management ]>] / User/PhoneAdd ]>[ /

Quick/User Phone Add ]

[ User ]
Cisco
[ Find ]

[ Find ]

[Add ]
[
Enterprise Parameters Configuration ] [
Phone Template Selection for Non-Size Safe Phone ] [ Auto
Registration Legacy Mode ]
Cisco Unified Communications Manager
[ Phone Configuration ] [ Phone

Cisco Unified Communications Manager 14 SUs




Configuration ]

63

Cisco Unified Communications Manager

. 53
1 Cisco Unified CM Administration [ User Management ] >] /
User/Phone Add ]>] / Quick User/Phone Add ]

Find ]
Manage Devices |
Manage Devices ]

[
[
[

4 [ Add New Phone ]
[ Add Phone to User ]
[
[

5 Product Type ]
6 DeviceProtocol | [SIP]
[SCCP]
7 0 Device Name ] MAC
8 Universal Device Template ]
9
10 [
In Extension Mobility ]
11 [ Add Phone ]

. Cisco Unified Communications Manager 14 SUs



[ Add New Phone ] Cisco Unified Communications
Manager

12 [
Phone Configuration ]

CMC
CMC
[Collaboration Collaboration
Mobile Convergence ]
Spark

* Spark Cisco Unified
Communications Manager

. Spark-RD
ID deskpickup

*CMC

* Spark

CMCRD

CMCRD

CMC /
CMC

*CMC
«CMC Spark RD
«CMC Plus

*CMC SparkRD Plus

Cisco Unified Communications Manager 14 SUs .




. Collaboration

Collaboration

Cisco Collaboration CcMC

Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ Device ]>] Phone ]
2 [ Add New ]
3 [ Click here to enter all phone settings
manually ]
[ Add a New Phone ]
4 [ Phone Type ] [Cisco Collaboration
Cisco Collaboration Mobile Convergence ] [ Next ]
[ Phone Configuration ]
5 [ ID OwnerUserID ]
6 [ Device Pool ]
LA
[ Apply Config ]
[OK]
8 [ Directory Number ] CMC [
Directory Number ] [ Save ]
9 CMC [ Remote Destination ]
100 [ Remote Destination Configuration ] [ Name ]
[ Destination number ] [ Save ]
1 CMC 1
11 [ New Name ] [
Save ]
12 [ Delete ]

. Cisco Unified Communications Manager 14 SUs



CMCRD .

Web [OK]
13 [ Device ] CMC [ Device ]
[ Delete Selected ]
CMCRD
5:CMCRD
*«CMCRD SparkRD
CMC DN CMCRD Spark
RD 3
Remote in Use
CMCRD  SparkRD
Call Manager «CMC Call Manager
CMG
CMC
Call Manager
CMC
. CMC
CMC
Cisco Unified Communications Manager 14

SUs .




B cvcro

. Cisco Unified Communications Manager

CMC
CMC
. CMC
CMC
Remote in Use ]
. CMC
CMC
[ Remotein
Use ]
14 SUs




CMCRD .

o[ Remote Destination configuration ]
[ Enable
Single Number Reach ]
CMC RD
. [
Number to Remote Destination ]
[ Enable Single
Number Reach ]
« CMC [
Enable Single Number Reach ]
CMC
RD
15SU2
[ Single
Number Reach Voicemail Policy ] [ user
control ]
[ User control ]
[ Timer Control ]
15SU3 Unified Communications Manager
(
)

Cisco Unified Communications Manager 14 SUs .




B cvcro

ToD

[

Time of Day ]
9am Spm
CMC [
Remote Destination configuration ]
o[ AlltheTime ]
o[ Day(s) of the week 1]:
o[ Specific time ]
CMC [
Remote Destination configuration ]
o[ Allowed access list ]
o[ Blocked access list ]

. Cisco Unified Communications Manager

SUs




CMCRD

CMC Phone Configuration ]
Conference Now
[ User Locale ]
CMC
[ Phone

Configuration ] [ User
Locale ]

CcMC [

Remote Destination ] [Conference Now Conference
Now ] CMC
[ Phone configuration ]
[ User Locale ]
HLogin HLogout

CMC

CMC RD Hlogin

CMC
RD
CMC RD Hlogout
CMC
RD
CMC Hloggedin
CMC
Cisco Unified Communications Manager 14 SUs




B cvcro

DB [ Delay BeforeRinging Timer ]
[ 5000
_ Delay Before Ringing . CMC
Timer ] CMC 5
. CMC
5
. CMC
5
DB | Deday BeforeRinging Timer ]
0
CMC
BAT CMC BAT

Cisco Unified Communications Manager 14 SUs
88



CMCRD

6:CMCRD

CMCRD .

CMC

*CMC 1
CMC
RD
[ Enable Mobility ]
CMC RD
CMC

Cisco Unified Communications Manager
CMC

Cisco Unified CM Administration [
User/PhoneAdd ]>[ /

[ Find ]
[ Manage Devices ]

Cisco Unified Communications Manager

User Management ] >] /
Quick User/Phone Add ]

Find a Phone to Move To This User ]

SUs .




6 [ Move Selected ]

Cisco Extension Mobility Cisco Extension Mobility Cross Cluster

Cisco Extension Mobility

Cisco Extension Mobility Cross Cluster

Unified Communications Manager

10 Device 1> Phone ]

[ Related Links ]
Actively Logged I n DeviceReport ]

N

3
4

a)

b) 2

c)

[+]
[-]
[ Clear Filter ]
4 [ (Find)]
1
[ Rows per Page ]

5

. Cisco Unified Communications Manager 14 SUs
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Cisco Extension Mobility Cross Cluster

EMCC

Unified Communications Manager

1] Device ]>][ Phone ]
2 [ Related Links ] [
Remotely Logged In Device ] [ Go ]
3
4
a)
by 2
c)
[+]
[-]
[ Clear Filter ]
4 [ (Find)]
1
[ Rows per Page ]
5

Cisco Unified Communications Manager 14 SUs .




[ Lock ]

1 Device ]1>] Phone ]
2 [ / Find and List Phones ] [
Find ]
3
4 [ Phone Configuration ] [ Lock ]
[ Lock 1]
[ / Device Lock/Wipe Status ]

[ Wipe ]

. Cisco Unified Communications Manager 14 SUs



N -

[ Device ]>][ Phone ]

[ / Findand ListPhones ]

[ Phone Configuration ] [ Wipe ]
[ Wipe ]

[ / Device Lock/Wipe Status ]

Unified Communications Manager

[ Device ]>][ Phone ]
[ / Find and List Phones ]
[ RelatedLinks |

/ PhonelL ock/WipeReport ] [ Go
a) 1
by 2
c) 3
d)

Cisco Unified Communications Manager

14 SUs
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LSC CAPF

[+]
[-]
[ Clear Filter ]
4 [ (Find)]
1
[ Rows per Page ]
5
LSC CAPF
Cisco Unified Communications Manager
LSC LSC
e [LSC LSC Expires ] LSC
e [LSC LSC Issued By ] CAPF
e [LSC LSC Issuer Expires By ]
S
LSC [LSC LSCExpires ] [LSC
L SC Issuer Expiresby ] [ NA ]
Cisco Unified Communications Manager 11.5(1) LSC
[LSC LSC Expires ] [LSC L SC Issuer
Expireshy ] [ Unknown ]
1] Device ]>] Phone ]

. Cisco Unified Communications Manager 14 SUs



Lsc CAPF B

2 [ Find Phone where ] 1
*LSC LSC Expires
«LSC LSC Issued By
«LSC
[ Find Phonewhere ] 2 1
o[ is before ]
o[ (is exactly)]
o[ is after ]
‘[ (begins with)]
o[ (contains)]
o[ (ends with)]
o[ (is exactly)]
‘[ (is empty)]
o[ (is not empty)]
3 (Find)]
4 [ Related Links ] [ CAPF CAPF
Reportin File ] [ Go ]

Cisco Unified Communications Manager 14 SUs .




LSC CAPF
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. 98

. 101

. 102

. 103

. 104

. 105

IP Phone Telepresence Systems Cisco Unified Communications
Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications

Manager
Cisco TFTP
TFTP CiscoUCM
tftp
CLI filelisttftp tftp
file view tftp file get tftp

tftp

Cisco Unified Communications

Web URL

Cisco Unified Communications Manager 14 SUs




http://<tftp_server>:6970/<filename> TFTP
Cisco Options Package COP COP

. -Zip zip

TFTP

)

COP
README

\}

TFTP

TFTP

. Cisco Unified Communications Manager 14 SUs



1 Cisco Unified OS [ Software Upgrades ] >
/ Install/Upgrade |
2 [ Next ]
3 AvailableSoftware ]
[ Next ]
4  MD5 [ Next ]
5 [ Install ]
6
8
7 [Cisco TFTP]
8
9  Cisco Unified CM [ Device 1> Device Settings | >
[ Device Defaults ]
10 [ Save ]
11 Cisco Tomcat
12
* 11.5(1)SU4 12.0(1) 12.0(1)SU1
* 11.5(1)SU5 11.5(x) 12.0(1)Su2

CiscoCallM anager
Cisco CallManager

Cisco Unified Communications Manager 14 SUs .




. [ Phone Configuration ]

Cisco DX80 Cisco TelePresence DX80

« Cisco CallM anager
Cisco CallManager

. Cisco Unified Communications Manager

. TFTP
¢ Cisco TFTP
TFTP
Cisco Unified CM CLI Cisco Tomcat
Administration [
Phone
Configuration ]
14 SUs




/
14SU1 TFTP TFTP HTTP
RFC7233
( 100 MB )
HTTP
14SU1
HTTP
Cisco Webex Wireless Phone 840 860 RFC7233
RFC7233
[ Device Load Management ]
[ Device Load Management ]
“
Cisco Unified Communications Manager 14 SUs




CE

Device L oad Management

DRS

[

InUse ]

1 [Cisco Unified OS

Cisco Unified OS Administration ]

Software Upgrades ] >[

Device Load M anagement

[

]

2 [ Find ]
3
4 [ Delete Selected Loads ]
5 OK

Cisco Unified Communications Manager [ Phone

Configuration ]

)

[ Phone Configuration ] Phone

Load Name ]
TFTP

. Cisco Unified Communications Manager

14

SUs



1 [Cisco Unified CM Cisco Unified CM Administration ] [ Device ]>]
Device Settings ] > Device Defaults ]
[ Device Defaults Configuration ] Cisco
Unified Communications Manager
[ Load Information ]
2 [ Device Type ]
3 [ Load Information ]
4 [ Device Pool ] [
Phone Template ]
5[]
[

Device Defaults Configuration ]

1 Csv
[ Phone Load Name ]
Bulk Administration Guide for Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ Device ]> [ Phone ]
2 [ Find ]
3 [ Phone Load Name ]

[

Device Defaults Configuration ]

Cisco Unified Communications Manager 14 SUs .




4 [ Phone Configuration ]
5[ 1
6 [ Apply Config ]
TFTP
[ Phone Configuration ]
Cisco Unified Communications Manager
TCP 6970 HTTP
UDP TFTP
DX Cisco TelePresence
HTTP
S
1 Csv
[ Load Server ]

Bulk Administration Guide for Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ Device ]> [ Phone ]
2 [ Find ]

3 [ Load Server ] IP

4 [ Phone Configuration ]

ST 1

6 [ Apply Config ]

. Cisco Unified Communications Manager 14 SUs



Unified Communications Manager [ (Firmware Load Information)]

\}

10 (Device)] > [ (Device Settings)] > [ (Firmware
Load Information)]

[ (Device Not Using
Default Load)]

[ (Device Not Using Default Load)]

Cisco Unified Communications Manager 14 SUs .
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. 107
. 107
. 108

Cisco Unified Communications Manager

Cisco Unified
Communications Manager ~ Cisco Emergency Responder

Cisco Emergency Responder

Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager 14 SUs .




Cisco Unified
Communications Manager
LAN
1
108
2
109
3
110 Cisco Unified Communications Manager

Cisco Unified Communications Manager

. Cisco Unified Communications Manager 14 SUs


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

1 Cisco Unified CM Administration [ Advanced Features | >]
Device Location Tracking Services ] > [
Switches and Access Points ]
2 [ (Find)]
3
[ Switches and Access Point Configuration ]

Cisco Unified Communications Manager

[ Switches and Access Points ]
[ RelatedLinks ]

1 Cisco Unified CM Administration [ Advanced Features ]>[
Device Location Tracking Services ]>[
Switches and Access Points ]

2 [ Find ]

3 [ Deactivate Selected ]

Cisco Unified Communications Manager 14 SUs .




Cisco Unified
Communications Manager

Location Awareness Cisco Unified Communications
Manager

1 Cisco Unified CM Administration [ Advanced Features ]>][
Device Location Tracking Services ]>|
Switches and Access Points ]

2 [ Related Links ] [ Inactive
Switches and Access Points ] [ Go ]
[ Find and List Inactive
Switches and Access Points ]

4 [ Reactivate Selected ]

. Cisco Unified Communications Manager 14 SUs


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
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. 113

. 113

. 114

. 114
. 115

«IP 115

. 116

. ping 116

. 117

. DNS 118

1 [Cisco Unified Cisco Unified
Administration ] [ Show ]>] Cluster ]

| Cluster ]

Cisco Unified Communications Manager 14 SUs .




1 [Cisco Unified Cisco Unified

Administration ] [ Show ]>] Hardware ]
2 [ Hardware Status ]
DNS
1
1 Bond 0

1 [Cisco Unified Cisco Unified
Administration ] [ Show ]>] Network ]
2 [ Network Configuration ]

. Cisco Unified Communications Manager 14 SUs



IP

1 [Cisco Unified
Administration ] [ Show ]>]

2 [ Software Packages ]

CPU

1 [Cisco Unified
Administration ] [ Show ]>]

2 [ System Status ]

1 [Cisco Unified

Administration ] [ Show ]>[IP
2
2
3 [ (Find)]
Cisco Unified Communications Manager 14

Cisco Unified
Software ]

Cisco Unified
System ]

Cisco Unified
IP Preferences |

SUs




4 [ System Status ]

LDAP
Cisco Unified Communications Manager IM and Presence Service

SAML SSO
SAML SSO
ID IdP

Web
* Cisco Unified Communications Manager:
» Cisco Unified CM Administration

* Cisco Unified

« Cisco Unified Serviceability

* IM and Presence Service

 Cisco Unified CM IM and Presence Administration

* Cisco Unified IM and Presence

» Cisco Unified IM and Presence Serviceability
Cisco Unified Communications Manager Web

« Disaster Recovery System

* Cisco Unified OS Administration

ping

ping ping

. Cisco Unified Communications Manager 14 SUs

Web



1 Cisco Unified Administration [
2 [Ping Ping Configuration ]
3 [Ping]
ping
1 [System ] > [Service Parameters ]
2 [ Server ]
3 [ Service ]
[ Service Parameter Configuration ]
4 [ Service Parameter Configuration ]
Related Links ] [
Parameters for All Servers ] [ Go ]
[ Parameters for All Servers ]
Cisco Unified Communications Manager 14 SUs

Services | >[Ping]




DNS

Next ]

Parameters for All Servers ]

[

Next ]
Parameters for All Servers ]

Links ]

Modified Parameters for All Servers ]

Previous ] [

Parameters for All Servers ]

Related Links ]
Outof Sync

Out of Sync Parameters for All Servers ]

[ Previous ] [
Out of Sync

[ Related

Modified Parameters for All Servers ]

[ Previous 1 [
Next ] Modified
Parameters for All Servers ]
DNS
S
Cisco Unified CM Administration DHCP DNS
14 SUs

. Cisco Unified Communications Manager



DNS B

1
2 DNS commandson

. DNS run set network dnsprimary <ip_address>

. DNS runtheset network dnssecondary <ip_address>
3 DNS set networ k dns options[timeout| seconds] [attempts|

number] [rotate]

e timout DNS
* second

e attempt DNS
* number

e rotate DNS

set network dns options timeout 60 attempts 4 rotate

Cisco Unified Communications Manager 14 SUs .




DNS

. Cisco Unified Communications Manager 14 SUs



. 121

. 122

. 123

. 124

. 125

. 126

. 135

Cisco Unified Serviceability Cisco Unified IM and Presence

Syslog syslog Syslog syslog
Cisco CallManager CTIManager

SDI
SNMP

Cisco Database Layer Monitor

N

SDL

Cisco Unity Connection  SNMP

Cisco Unified Communications Manager 14 SUs




Syslog

Cisco Unified Communications Manager
Syslog

Cisco Unified Real-Time Monitoring Tool

SDL
CTIManager
Unified RTMT

Cisco Unified Serviceability

Unifed RTMT Trace and Log Central
Cisco CallManager

Syslog

Syslog

Cisco Database Layer Monitor

Syslog syslog
. Unified Communications Manager
. syslog
Cisco Unified Communications Manager Cisco Syslog Agent
syslog syslog 2
syslog
Cisco Syslog Agent
Unified Communications | Cisco Unified Communications Manager [
Manager System ]>] Enterprise
Parameters |
Cisco Unity Connection | Cisco Unity Connection Administration [ System
Setting > Enterprise

Parameters |

Cisco IM and Presence

Cisco Unified Communications Manager IM and Presence Administration

[ System ] >

Enterprise Parameters ]

. Cisco Unified Communications Manager

os/

14 SUs




Cisco Syslog Agent

Cisco Unified Serviceability syslog
2

syslog syslog
syslog
Cisco Unified Serviceability syslog Cisco
Unified Serviceability syslog
syslog 2
/
Syslog
123
[ Alarm
Definitions ]
Serviceability GUI
[ Alarm Configuration ]
« Unified Communications Manager [SDL]
[ Alarm Configuration ]
SDL
« [SDI] [ Alarm Configuration ]
SDI

Cisco Unified Communications Manager 14 SUs .



. Sys Log [
Alarm Configuration ] Syslog
IP Syslog
o[ EventLog ] [
Alarm Configuration ]
Syslog Cisco Unified Real-Time Monitoring Tool  Unified
RTMT SysLog
o[ DataCollector ] RIS
[

Alarm Configuration ]

* SNMP - SNMP [
Alarm Configuration ]

Je

SNMP CCM
MIB SNMP CISCO-CCM-MIB

[ Alarm Configuration ]

WARNING_ALARM [ Alarm
Configuration ]

[ Alarm Details ]
[ User Defined Text ]
Cisco Unified Serviceability

SDL
Unified Communications Manager
Unified RTMT  Trace and Log Central
syslog Unified RTMT  SysLog

. Cisco Unified Communications Manager 14 SUs



1 Cisco Unified Communications Manager
Unified IM and Presence Administration

Syslog Agent

2 Cisco Unified Serviceability

Cisco Unity Connection Administration Cisco
Syslog
/ Cisco
Cisco Unified Serviceability

3
. SDI
. SysLog
* Unified Communications Manager Cisco CallManager Cisco CTIManager
SDL
* Syslog Syslog [ Syslog
Remote Syslog ]
Cisco Unified Serviceability Syslog
Syslog
Unified Communications Manager Syslog

4 SDL
Log Central

5 Syslog

Cisco Unified Communications Manager

Unified RTMT  Trace and

Unified RTMT  SysLog

14 SUs .




Syslog Agent
Cisco Syslog Agent
syslog
Cisco Syslog Agent
Unified Communications | Cisco Unified Communications Manager [
Manager System 1> Enterprise
Parameters |
Cisco Unity Connection | Cisco Unity Connection Administration [ System
Setting > Enterprise
Parameters |
Cisco IM and Presence Cisco Unified Communications Manager IM and Presence Administration
[ System ]>]
Enterprise Parameters |
syslog syslog 1 syslog
2 syslog 3 syslog 4 syslog
5 syslog IP
syslog syslog
[ Save ] 71
Cisco Unified Serviceability
Syslog

A

Unified Communications Manager syslog syslog
Cisco Syslog Agent syslog
N
Unified Communications Manager Syslog
Unified Communications Manager Syslog

. Cisco Unified Communications Manager 14 SUs



Cisco Unified Serviceability

)

SNMP

Cisco Unity Connection Cisco Unity Connection Serviceability
Cisco Unity Connection Serviceability
Cisco Unity Connection Serviceability

(O]
1] Alarm 1>] Configuration ]
[ Alarm Configuration ]
2 [ Server ]
Go ]
3 [ ServiceGroup ]
[ Database and Admin Services ]
[ Go ]
4 [ Service ]
Go ]
[ Alarm Configuration ]
[ Apply to All
Nodes ]

Cisco Unified Communications Manager 14 SUs




. Cisco Tomcat

5 Unified Communications Manager

6
7 [ Save ]
[ Set Default ]
[ Save ]
[ Alarm Configuration ]
WARNING_ALARM [ Alarm
Configuration ]
Cisco Cisco Unified Communications
Manager Assistant Cisco Cisco Web
Dialer [
Alarm Messages Definitions ] [JavaApplications]

Cisco Tomcat

Cisco Tomcat
« Cisco Extension Mobility
* Cisco IP Manager Assistant
« Cisco Extension Mobility

* Cisco Web Dialer

AuthenticationFailed  Cisco Tomcat

. Cisco Unified Communications Manager 14 SUs



N -

Cisco Unified Serviceability [ Alarm ]>] Configuration ]

[ Server ] [
Go ]

[ Services Group ] [
Platform Services ] [ Go ]

[ Services ] [CiscoTomcat] [ Go |

Unified Commuications Manager

[ Apply to All Nodes ]
[ Save ]
[ Alarm Configuration ] [ Service
Group ]
7:
Services
CM Cisco CTIManager Cisco CallManager Cisco DHCP Monitor Cisco

Dialed Number Analyzer Cisco Dialed Number Analyzer Server Cisco Extended
Functions Cisco IP Voice Media Streaming App Cisco Messaging Interface

Cisco TFTP
CTI Cisco IP Manager Assistant Cisco WebDialer Web
CDR Cisco CAR Scheduler Cisco CDR Agent Cisco CDR Repository Manager

Cisco Unified Communications Manager 14 SUs .



Services

Cisco Bulk Provisioning Cisco Database Layer Monitor

Cisco AMC Cisco RIS Data Collector

Cisco Certificate Authority Proxy Function  Cisco Certificate Expiry Monitor

Cisco DirSync

Cisco DRF Local Cisco DRF Master

Cisco Trace Collection

Cisco Tomcat ~ Cisco Smart License Manager

Cisco Wireless Controller Synchronization

server
[ Go ]

. Cisco Unified Communications Manager 14 SUs



Cisco Unity Connection
[ Database and Admin
Services ] [
Performance and Monitoring Services ] [
Backup and Restore Services ] |
System Services ] [
Platform Services ]

[ Database and
Admin Services ] [ Go ]
[ Service ]
[ Go ]
Unified Communications Manager
Cisco Unified
Communications Manager IM and
Presence Service
Syslog SysLog
Enable Alarm Syslog [
for Local Syslogs ApplicationLogs ]
Syslog Cisco Unified Real-Time

Monitoring Tool

Syslog Cisco Unified
Real-Time Monitoring Tool

Cisco Unified Communications Manager 14 SUs .




Syslog
Enable Alarm
for Remote Syslogs

SysLog
Syslog Syslog

Syslog

Cisco Unified Serviceability

Syslog
AMC
Syslog
Syslog
Syslog AMC
AMC Syslog
AMC
Syslog
Syslog
Syslog
AMC
Syslog
[ Exclude End Point
Alarms ]
[ Exclude End Point Alarms ]
Call Manager
[ Apply
to AllNodes ]
Syslog
Unified Communications Manager Cisco Unified

Communications Manager IM and Presence Service

. Cisco Unified Communications Manager

14 SUs




Syslog [ 1 ServerNamel ] [ 2 Server Name
Remote Syslog Server 2 11 3 ServerName3 ] [ 4 Server
Name4 ] [ 5 Server Name5 ]
Syslog
Syslog IP

Cisco Unified Operations Manager
Cisco Unified Operations Manager

Syslog
Unified Communications Manager Cisco Unified
Communications Manager IM and Presence Service

SDI SDI
Enable Alarm for
SDI Trace [ Trace
Configuration ] [ Trace On ]
Cisco Unified Serviceability
[ Trace Configuration ]
Unified Communications Manager | SDL
Unified Communications Cisco CallManager CTIManager
Manager BE
SDL Trace SDL SDL
Enable Alarm for
SDL Trace [
Trace Configuration ] [ Trace
On ] Cisco Unified
Serviceability [ Trace Configuration ]

Cisco Unified Communications Manager 14 SUs .




Alarm Event Level

Emergency

Critical

Error

Notice

Infor mational

Debug

Cisco Technical Assistance Center

. Cisco Unified Communications Manager

syslog SDI SDL
syslog

Enable Alarm

Error |Disabled Error Error
Alarm Event Level

syslog Syslog Syslog
Syslog Syslog
14 SUs




Serviceability

Unified Communications Manager Cisco Unity Connection
Serviceability  Cisco Unity Connection
Connection Serviceability

Cisco Unity Connection Cisco Unified Serviceability
Cisco Unified Serviceability

Cisco Unity Connection
Cisco Unity

1] Alarm ]>] Definitions ]
2

o[ Find alarms where ]

o[ Equals ]

o[ Enter Alarm Name ]
3 [ Find ]
4
Cisco Unified Communications Manager 14 SUs

IM and Presence




. [ Alarm Message Definitions ]
. [ Rows Per
Page ]
5
6 [ User Defined Text ]
[ Save ]
[ User Defined Text ]
[ Clear All ]
7
8 [ Alarm Message Definitions ] [
Related Links ] [ / Back toFind/List
Alarms ]
9 [ Go ]
Cisco Unified Communications Manager Cisco Unity Connection
9:

ClusterManagerAlarmCatalog
Cluster Manager

DBAlarmCatalog

DRFAlarmCatalog

GenericAlarmCatalog

. Cisco Unified Communications Manager 14 SUs



JavaApplications

Java

GUI JavaApplications
Unified Communications Manager Cisco Unity
Unified Communications Manager

CiscoWorks LAN Management Solution

EMAlarmCatalog

LoginAlarmCatalog

LpmTctCatalog
RTMTAIlarmCatalog Cisco Unified Real-Time Monitoring Tool
SystemAccessCatalog SystemAccess
ServiceManagerAlarmCatalogs
Service Manager
TFTPAlarmCatalog Cisco TFTP
TVSAlarmCatalog
TestAlarmCatalog CLI SNMP
Reference
Unified Solutions

Cisco Unity Connection SNMP Unified Communications M

Cisco Unity Connection

CertMonitorAlarmCatalog

CTLproviderAlarmCatalog Certificate Trust List CTL Provider
CDPAlarmCatalog Cisco Discovery Protocol CDP
IMSAlarmCatalog

SLMAlarmCatalog Cisco Smart Licensing

Cisco Unified Communications Manager

14 SUs




. CallManager

CallManager

Cisco Unity Connection

CallManager

10: CallManager

CallManager Cisco CallManager
CDRRepAlarmCatalog CDRRep
CARAlarmCatalog CDR

CEFAlarmCatalog Cisco Extended Functions

CMIAlarmCatalog

Cisco Messaging Interface

CtiManagerAlarmCatalog

Cisco Computer Telephony Integration CTI

IpVmsAlarmCatalog IP Voice Media Streaming Application

TCDSRVAlarmCatalog Cisco Telephony Call Dispatcher
Phone

CAPFAlarmCatalog Certificate Authority Proxy Function CAPF

SAMLSSOAlarmCatalog SAML

IM and Presence
IM and Presence Service

11: IM and Presence Service

CiscoUPSConfigAgent

IM and Presence Service IDS
IM and Presence Service SIP

CiscoUPInterclusterSyncAgent

Service

IM and Presence

. Cisco Unified Communications Manager 14 SUs




CiscoSyslog .

CiscoUPSPresenceEngine

CiscoUPSSIPProxy
SIP

CiscoUPSSOAP HTTPS
SOAP
Simple Object Access Protocol SOAP

CiscoUPSSyncAgent Unified Communications Manager IM and Presence
Service Sync Agent

CiscoUPXCP IM and Presence Service XCP

XCP

CiscoUPServerRecoveryManager

Server Recovery Manager

CiscoUPReplWatcher IDS ReplWatcher

CiscoUPXCPConfigManager XCP Cisco XCP
Config Manager

IMand
Presence Service

IM and Presence Service System Error Messages for IM and
Presence on Cisco Unified Communications Manager

CiscoSyslog

CiscoSyslog

Cisco Unified Communications Manager 14 SUs .




. CiscoSyslog

12: CiscoSyslog

CLM_IPSecCertUpdated

IPSec
CLM_IPAddressChange IP
CLM_PeerState ClusterMgr
CLM_MsgIntChkError ClusterMgr
CLM_UnrecognizedHost ClusterMgr

CLM_ConnectivityTest

Cluster Manager

ServiceActivated

ServiceDeactivated

ServiceActivationFailed

ServiceDeactivationFailed

ServiceFailed

ServiceStartFailed

ServiceStopFailed

. Cisco Unified Communications Manager

SUs




CiscoSyslog

ServiceRestartFailed

ServiceExceededMaxRestarts

FailedToReadConfig

MemAllocFailed

SystemResourceError

ServiceManagerUnexpectedShutdown

OutOfMemory

CREATE-DST-RULE-FILE-CLI

DST cli
DST /
CREATE-DST-RULE-FILE-BOOTUP DST
DST
/
CREATE-DST-RULE-FILE-CRON DST cron
DST

PermissionDenied

ServiceNotlInstalled

%s

ServiceStopped

ServiceStarted

ServiceStartupFailed

Cisco Unified Communications Manager

14

SUs




. CiscoSyslog

FileWriteError

. Cisco Unified Communications Manager 14 SUs



12

. 143
Serviceability GUI [ - Control Center -
Network Services ] Cisco Audit Event Service
Serviceability GUI [ Audit Log Configuration ]
API GenericAlarmCatalog.xml
Unified Communications Manager
API

User ID: CCMAdministratorClient IP Address: 172.19.240.207 Severity: 3
EventType: ServiceStatusUpdated ResourceAccessed: CCMService EventStatus:
Successful Description: CallManager Service status is stopped

Cisco Unified Communications Manager 14 SUs .



CCM_TOMCAT-GENERIC-3-AuditEventGenerated: Audit Event Generated
UserID:CCMAdministrator Client IP Address:172.19.240.207 Severity:3
EventType:ServiceStatusUpdated ResourceAccessed: CCMService
EventStatus:Successful Description: Call Manager Service status is stopped
App ID:Cisco Tomcat Cluster ID:StandAloneCluster Node ID:sa-cml-3

Syslog Audit
AuditLogAlarmMonitor
AuditLogAlarmMonitor
syslog Alert Manager SeverityMatchFound

Cisco Unified Real-Time Monitoring Tool ~ Trace and Log Central

Cisco Unified Serviceability

Cisco Unified Serviceability

* SNMP

* CDR Cisco Unified Communications Manager
Unified Communications Manager

Cisco Unified Real-Time Monitoring Tool

Cisco Unified Real-Time Monitoring Tool

. Cisco Unified Communications Manager 14 SUs



Unified Communications Manager

Cisco CDR CAR
* QoS
. /

Cisco Unified CM Administration

Cisco Unified Communications Manager

IP Unified
Communications Manager

Cisco Unified Communications Manager 14 SUs




Cisco Unified Communications

Cisco Unified Communications

Unified
Communications Manager  Cisco Unity Connection
Cisco Unity Connection Administration

Cisco Unity Connection Administration

. /

Cisco Personal Communications Assistant Cisco PCA
Cisco Personal Communications Assistant
. /

» Messaging Assistant

Cisco Unity Connection Serviceability

Cisco Unity Connection Serviceability

. /
Representational State Transfer API Cisco Unity Connection
Representational State Transfer REST API Cisco Unity Connection

. API

« Cisco Unity Connection API

. Cisco Unified Communications Manager 14 SUs



Cisco Unified IM and Presence Serviceability

Cisco Unified IM and Presence Serviceability

* SNMP

Cisco Unified IM and Presence Real-Time Monitoring Tool

Cisco Unified IM and Presence Real-Time Monitoring Tool

Cisco IM and Presence Administration

Cisco Unified Communications Manager

. 0S Disaster
Recovery System Reporting IM and Presence

Cisco Unified Communications Manager 14 SUs .




Presence

IM and Presence

IM and Presence
M

*IM

Configuration ]

Audit Log Types

Linux OS

CLI utils auditd
Real-Time Monitoring Tool

vos-audit.log

for Cisco Unified Communications Solutions

[Trace & Log Central]

IM and

Audit Log

Reference

Real-Time Monitoring

Tool Cisco Unified Real-Time Monitoring Tool

. Cisco Unified Communications Manager 14 SUs



Linux auditd CLI
Real-Time Monitoring Tool
vos-audit.log
Informix
1 150 [ Audit Log
Configuration ]
[ Detailed Audit
Logging ]
2
151
UDP
TCP TLS
3 RTMT
151
4 152

Cisco Unified Communications Manager 14 SUs .




. TCP

TCPRemoteSyslogDeliveryFailed

. TLS

TL SRemoteSysogDeliveryFailed

5
153
FileBeat
logstash
syslog
syslog IPSec
IPSec Cisco 10S Security Configuration
1 Cisco Unified Serviceability [ Tools ] >[ Audit Log Configuration ]
2 [ Server ] [
Go ]
3 [ Applyto All Nodes ]
4 [ Server Name ] syslog IP
5
[ Detailed Audit Logging ]
14 SUs

. Cisco Unified Communications Manager



6 [ Audit Log Configuration ]
[
151
UDP TCP TLS

1
2 utilsremotesyslog show protocol
3

* TCP utils remotesyslog set protocol tcp

- UDP utils remotesyslog set protocol udp

*TLS utilsremotesyslog set protocol tls

FQDN
4
5 Unified Communications Manager  IM and Presence Service
151

Cisco Unified Communications Manager 14 SUs .




1 Real-Time Monitoring Tool

2 [ System ]>[ Tools 1>[
Config Email Server ]
30 Mail Server Configuration ]
4 OK
152
TCP TLS
1 Real-Time Monitoring Tool [ System
Central ]
2 [ Alert Central ]
* TCP
* TLS
3 [ System ] >[ Tools ]>]
Config Alert Action ]
4 [ Alert Action ]
[ Edit ]
51 Alert Action ]
6
7 [ Alert Action ]
[ Enable ]

. Cisco Unified Communications Manager 14 SUs

Alert Central

Alert 1>]

[ Alert

TCPRemoteSyslogDeliveryFailed

TL SRemoteSyslogDeliveryFailed

Alert 1>

[ Default ]

[OK]

[ Recipients ]

]



8 OK

Ccsv
FileBeat logstash
logstash
1| Logstash 153 IP
logstash
FileBeat
2 | FileBeat 153 FileBeat
Logstash
IP
Logstash FileBeat
Logstash
1
2 utilsFileBeat configure
3 Logstash
FileBeat
Ccsv
FileBeat
Cisco Unified Communications Manager 14 SUs




1
2 utilsFileBeat status Filebeat
3 1
. utils FileBeat enable
. utils FileBeat disable
TCP
4 TLS
. TLS utils FileBeat tlsenable
. TLS utils FileBeat tlsdisable
TLS logstash Unified Communications
Manager IMand Presence Service tomcat
5
Unified Communications Manager
CCMAdministrator CCMAdministrator Cisco Unified
Communications Manager [User Group Configuration]

CCMAdministrator

IM and Presence Service

Cisco Unity Connection
Audit Administrator

. Cisco Unified Communications Manager 14 SUs



Audit Administrator

Standard Audit Log Configuration Cisco Unified Real-Time
Monitoring Tool 1M and Presence Real-Time Monitoring Tool Trace Collection Tool Real-Time
Monitoring Tool RTMT Serviceability

- RTMT Serviceability

/
Standard Audit Log Configuration Cisco Unified RTMT
Trace Collection Tool RTMT Cisco Unified Serviceability
- RTMT Cisco Unified Serviceability
/

Cisco Unity Connection  Audit Administrator Cisco Unified
RTMT

Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unity Connection User Moves, Adds, and Changes
Guide for Cisco Unity Connection

IM and Presence Unified Communications

Manager  Configuration and Administration of IM and Presence Service

Cisco Unified Serviceability [ Audit Log Configuration ]

13:

server [ Go ]

Apply to All Nodes ]

Cisco Unified Communications Manager 14 SUs .




Enable Audit Log

Unified Communications Manager

Cisco Unified Communications Manager Cisco Unified RTMT Cisco

Unified Communications Manager CDR Analysis and Reporting Cisco

Unified Serviceability Unified Communications Manager

IM and Presence Service Cisco Unified

Communications Manager IM and Presence Cisco Unified IM and Presence

Real-Time Monitoring Tool Cisco Unified IM and Presence Serviceability
IM and Presence

Cisco Unity Connection Cisco Unity

Connection Administration Cisco Unity Connection Serviceability Cisco

Personal Communications Assistant REST API

Cisco Unity Connection

Audit Event Service

Enable Purging

Log Partition Monitor LPM [ Enable Purging ]

LPM RTMT

[ Enable Purging ]

RTMT [Trace& LogCentral] > |
Audit Logs ]

Cisco Log Partition Monitoring Tool

. Cisco Unified Communications Manager

14 SUs



Enable Log
Rotation

Maximum No. of Files ]

5000 [
Enable Log Rotation ]

Detailed Audit

Logging
Server Syslog Syslog
Name IP
Cisco Unified IM and Presence Serviceability ~ Syslog
Syslog
Unified Communications Manager
IM and Presence Service
Syslog Syslog Syslog
Remote Syslog
Syslog Audit Event Syslog
Level .
IM and Presence Service
250
Maximum No. of 5000
Files
Maximum File Size 1MB 10 MB 1 10
Cisco Unified Communications Manager 14 SUs




Enable Audit Log

Communications Manager

[

Cisco Unity Connection
Debug Audit Level

% Warning 2MB 250 80%
0 [
0,
Threshold for 200 80%
Approaching Log
Rotation Overwrite (%) RTMT RTMT
1 99% 80%
Enable Log
Rotation ]
Alert
Central
Unified

]

. Cisco Unified Communications Manager

SUs




Debug Audit Level

Unified Communications Manager

Schema ]

Unified Communications Manager

[ Administrative Tasks ]

Database Updates ]

Database Updates ]
[ Schema ] [

Administrative Tasks ]

Cisco Unity Connection

Enable Audit Log [
Rotation Enable Audit Log Rotation ]
[
Maximum No. of Files ]
[
Maximum No. of Maximum No. of Files ] [

Files

No. of Files Deleted on Log Rotation ]

40

Cisco Unified Communications Manager

14 SUs




No. of Files Deleted 1 [
on Log Rotation Max No. of Files ] 2
[ Max No. of Files ] 40
[ No. of Files
Deleted on Log Rotation ] 38
Set|[ Setto Default ]
to Default
[ Set to Default ]
[ Database Updates ]
[ Database Reads ]
[ Database Updates ]
250 Web

. Cisco Unified Communications Manager 14 SUs
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Call Home

e Call Home 161

Call Home

Unified Communications Manager Call Home Unified Communications
Manager Call Home Call Home
Smart Call Home

Smart Call Home

Smart Call Home
Smart Call Home
Unified Communications Manager
Unified Communications
Manager Unified Communications Manager Call Home

Smart Call Home

Cisco Technical Assistance Center TAC

Cisco Unified Communications Manager 14 SUs .




. Smart Call Home

. Web
. Call Home
. Call Home

2 : Cisco Smart Call Home

SmartCall Home

Web Application

Customer

ﬂ@ ' TAC or Partner

5=, ' _' Automated

b - AR e I Diagnosis
EAERE-E Capability

2387

Smart Call Home

. Call Home

Smart Call Home URL  Smart Call Home

http://www.cisco.com/en/US/products/ps7334/serv_home.html

Smart Call Home

Cisco 10.5(2) Smart Call Home

Cisco Unified (ON] Web GUI

. Cisco Unified Communications Manager 14 SUs



Smart Call Home .

> >
tomcat-trust

.PEM tomcat-trust

CERTIFICATE----- .PEM

MIIFtzCCA5+gAwIBAgICBQkwDQY JKoZIhveNAQEFBQAWRTELMAKGA1UEBhMCQKOxX
GTAXBgNVBAOTEFF1b1ZhZGIzIExpbWI0OZWQxGzAZBgNVBAMTEIF1b1ZhZGlzIFv
b3QgQOEgMjAeFWOWNjEXMjQxODI3MDBaFw0zMTEXMjQxODIzMzNaMEUxCzAJBgNV
BAYTAkINMRkwFwYDVQQKEXBRAWIWYWRpcyBMaW1pdGVKkMRswGQYDVQQDExXJRAW9
WYWRpcyBSb290IENBIDIwggliMAOGCSqGSIb3DQEBAQUAA4ICDwWAWggIKA0ICAQCa
GMpLIAOALa8DKY rwD4HIrkwZhROIn6spRIXzL4AGtMh6QRr+jhiYaHv5+HBg6XJxg
Fyo6dIMzMH1hVBHL 7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MJIGF/hd/aTa/55]
WpzmM+Yklvc/ulsrHHolwtZn/gtmUIttKGAr79dgw8eTvI02kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbBIDePSHFjluwXZQeVikvfj8ZaCuWw419eaxGrDPmF60Tp
+ARz8un+XJiM9XOva7R+zdRcAitMOeGylZUtQofX1bOQQ7dsE/He3fbE+Ik/0XX1
ksOR1Y(ql0JDs3G3eicJlcZaL DQPINL9bFqyS2+r+eXyt66/3FsvbzSUrSR/7mp/i
UcwbUwx15g69ybR2BILMEROFcmMDBOAENisgGQLodKcftsIWzvB1JdxnwQ5hY liz
PtGo/KPaHbDRsSNU30R2be1B2MGyIrZTHN81Hdyhdyox5C315eXbyOD/5YDXC20g
/z0hD70sFRXgl7PSorw+8oyWHhgPHWyKY Te5hnMz15eWniN9ggqRMgeKhObpnX5UH
0ycR7hY Qe7xFSkyyBNKr79X9DFHOUGoIMfmR2gyPZFwDwzqL 1D9ujWc90th+f\Vul
yV77zGHcizN300QyNQIiBJIWENieJOf7OyHj+OsdWwIDAQAB0o4GWMIGtMABGA1Ud
EwEB/WQFMAMBAf8wCwYDVROPBAQDAJEGMBOGA1UdDgQWBBQahGK8SEwzJQTU7tD2
A8QZRtGUazBuBgNVHSMEZzBIgBQahGK8SEwzJQTU7tD2A8QZRtGUabFJpECWRTEL
MAKGA1IUEBhMCQKOXGTAXBgNVBAOTEFF1b1ZhZGIzIExpbWIOZWQxGzAZBgNVBAMT
EIF1b1ZhZGIzIFIvb3QgQOEgMolCBQkwDQYJKoZIhveNAQEFBQADggIBADAKFk2f
BluornFdLwUvZ+YTRYPENvbzwCYMDbVHZF34tHLIRqUDGCdViXh9dugWNIAXINzn
0/iN/Ae4219NLmeyhP3ZRPx3UIHMfLTIDQtyU/h2BwdBR5YM++CCJpNVjP4iH2BI
fF/nIrP3MpCYUNQ3cVX2kiF495V5+vgtlodmVjB3pjd4AM1IQWKA/Y'Y 7yarHVGH5K
WWPKjaJWlacvvFYfzznB4vsKgBUsfU16Y8ZsI0Q80m/DShcK+JDSV61ZUaUtI0Ha
BO+pUNQQjZRG4T7wIPOQADj10+hA4bRuVhogzG9YjeOuRY/W6ZM/57Es3zrWlozc

Cisco Unified Communications Manager 14 SUs .



Call Home

hLsib9D45MY56QSIPMO661V6bY CZIPVsAfv4l7CUW+vI0m/xd2gNNWQjrLhVoQPR

TUIZ3Ph1WVaj+ahJefivDrkRoHy3au000LYmY jgahwz46P0u05B/B5EqHAZ+XIWD

mbA4CD/pXvk1B+TJYm5Xf6dQIfe6ylvmjqlBxdZmv3lh8zwcdbmCXF2gw+nYSLOZ

ohEUGW6yhhtoPkg3Goi3XZZenMfvJ2114pEZXNLXId26FOKCI3GBUzGpn/Z9Yr9y

4a0THcyKJIoJONDO1IW2AFrRApTqHTI12KpdVGI/ISELM8VCLAAVBPQ570su9t+Oza

8e0Ox79+Rj1QqCyXBJhnEUhAFZdWCEOrCMcOu

Call Home

Call Home Cisco
Smart Call Home ID

Call Home

« Unified Communications Manager ~ Smart Call Home

. Call Home Cisco  Smart Call Home

. Call Home

« Cisco Unified Communications Manager Call Home
Smart Call Home Call Home

14 : Smart Call Home Call Home

Smart Call Home

Call Home

Contact Email

Contact Phone

Number
Street Address
Server Name
IP Server IP
Address

. Cisco Unified Communications Manager 14 SUs




Call Home .

Smart Call Home Call Home
Licence
Server
(OF] OS Version
Serial Number
CPU CPU Speed
RAM

Storage Partition

Firmware version

BIOS BIOS Version
BIOS BIOS Information
RAID Raid Configuration

Active
Services

Publisher Name

IP  Publisher IP

ID Product IDI

Active
Version

Inactive Version

Product Short name

Unified Communications Manager

IP

Smart Call Home

Cisco Unified Communications Manager

Call Home

14 SUs




. Call Home

15 : Smart Call Home Call Home
Smart Call Home Call Home
Contact Email
Contact Phone
Number
Street Address
Server name
CM CM User Count
Serial Number
Publisher name
Device
count and Model
Phone User
Count
CM CM
Call Activity
Registered
Device count
Upgrade
history
System
Status (ON] (ON]
MAC
MP MAC
DNS

. Cisco Unified Communications Manager 14 SUs



Smart Call Home

Smart Call Home .

Cisco Systems Cisco Smart Call Home Unified
Communications Manager Smart Call Home Unified Communications
Manager CallHome

Cisco Unified CM Call Home Smart Call Home

Unified Communications Manager

Smart Call Home

Smart Call Home

Smart Call Home

Smart Call Home 24 1
Unified Communication Manager Cisco Unified Presence 24
Smart Call Home
€
48 AMC
Unified Communications Manager AMC

« CallProcessingNodeCPUPegging

* CodeYellow

» CPUPegging

» LowActivePartitionAvailableDiskSpace
 LowAvailableVirtualMemory

» LowSwapPartitionAvailableDiskSpace

» DBReplicationFailure

» MediaListExhausted
» RouteListExhausted

Cisco Unified Communications Manager 14 SUs




. Call Home

* Coredumpfilefound

» CriticalServiceDown

Call Home
TAC
Call Home
Unified Communications Manager Call Home
. Unified Communications Manager Cisco.com
ID
. DNS Simple Mail Transfer Protocol SMTP
Unified Communications Manager Call Home
* DNS Web HTTPS Call Home
* SMTP Call Home Cisco TAC
Call Home
Unified CM Call Home Cisco Unified Serviceability CallHome
Cisco Unified Serviceability > CallHome > Call Home
Call Home
Unified Communications Manager Call Home
16 : Call Home
Call Home Enabled
Cisco Technical Assistance Center Web HTTPS
TAC Send Data to Cisco
Technical Assistance Center TAC using
Smart Call Home Call Home

. Cisco Unified Communications Manager 14 SUs



Call Home .

[ Email ] [ Web HTTPS Secure Web
HTTPS ] SMTP SMTP
Call Home
Cisco Unified Serviceability [Call Homeg] > [Call Home Call Home Configuration ]
[Call Home Call Home Configuration ]
S
Unified Communications Manager Cisco Smart Call Home
Smart Call Home Smart Call Home
Cisco Unified Communications Manager
Smart Call Home Cisco Unified Serviceability

Cisco Unified Communications Manager Call Home

17 : Unified Communications Manager Call Home

Call Home Call Home
Call Home M essage
Schedule

Cisco Unified Communications Manager 14 SUs .




. Call Home

. Cisco Unified Communications Manager

Call Home*
CallHome
Smart Call Home
Smart Call
Home
[Cisco Unified Serviceability > Call Home]
. Call Home
. Smart Call Home Smart Call
Home
[
Customer Contact Details ]
[ Send
Data ]
. CallHome Call Home
[ Customer
Contact Details ]
[ SendData ] [
(
) Send a copy to the following email
addresses (separate multiple addresses with comma) ]
[Call Home] [
Include Trace logs and Diagnostics
Information ]
Call Home
*
Company 255
14 SUs




Call Home .
Contact Name
128
1024
Phone
Cisco Technical
Assistance Center TAC Call Home
Send Data to Cisco TAC
Cisco Technical Assistance Center
. . Web HTTPS Web
TAC using .
Cisco TAC
. Cisco TAC
SMTP
SMTP IP
SMTP
o[ Web (HTTPS) Secure Web
(HTTPS) through Proxy ] Cisco TAC
*HTTPS IP *: IP
« [HTTPS HTTPS Proxy Port  ]*

Cisco Unified Communications Manager

SUs




. Call Home

)
Send a copy to the following
email addresses (separate multiple

addresses with comma)

Call Home

1024

Include Trace logs and
Diagnostics Information

Cisco Unified CM

Smart Call Home

3MB
3MB
Save Call Home
Call Home
EULA
Call Home
[ Disabled ]
[ Save ]
Reset
Call Home Call Home
Save and Call Home Now
CallHome
Call Home

Call Home Configuration saved and all Call Home Messages sent

successfully

. Cisco Unified Communications Manager

14

SUs




Unified Communications Manager Cisco Unified Presence
 Smart Call Home Call Home
 Smart Call Home Call Home

* Smart CallHome

Alert Manager and Collector AMC

. A AMC
24 Smart Call
Home A AMC
Smart Call Home

. A AMC
24 Smart Call Home A
. AMC 60
AMC
Cisco Unified Communications Manager IM and Presence

« CallProcessingNodeCpuPegging Medialist Exhausted Routel ist Exhausted
IM and Presence

. AMC IM and Presence Smart Call Home
Media List Exhausted Route List Exhausted
. AMC IM and Presence Smart Call Home
DB Replication
Call Home
Smart Call Home URL

* Smart Call Home

http://www.cisco.com/en/US/products/ps7334/serv_home.html

Cisco Unified Communications Manager 14 SUs .
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. 175

* Serviceability 176

. 176

. 176

e TAC 177

. TAC 179

Webex Serviceability

« Enterprise Platform (ECP)

ECP Docker
[
ECP
Expressway
« Cisco Expressway
Serviceability
. uc Unified CM

Cisco Unified Communications Manager 14 SUs .




B seviceavitity

Serviceability

Serviceability

. TAC
* TAC
Hybrid Calendar Service
Expressway
Hub
TAC
Control Hub
TAC
TAC
1 TAC Serviceability TAC
177
2. TAC
3. TAC Collaborations Solution Analyzer CSA Web

. Cisco Unified Communications Manager 14 SUs
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7. TAC

TAC

3. Expressway

-
Managed devices

S

Managed devices

]
HCM-F managed clusters

API

(CXD)

1,000

Control
Hub

>
Internal firewall

Proxy

| (optional) |

TAC B
TAC
_ CSA m
g I A “i
5 | ifm ”"‘Mé’g“ \‘"
: /i er webex
I {\ > Your org

L1

HCM-F managed devices HCM-F
4——HTTPS——»
API (HTTPS)
or SSH
Cisco Unified Communications Manager 14 SUs
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Serviceability
Serviceability 1

HCS

150

( https://help.webex.com/en-us/14299e/

Limits-and-Bounds-of-Serviceability-Service
HCM-F (Hosted Collaboration Mediation Fulfillment)

* Hosted Collaboration Mediation Fulfillment HCM-F
« Cisco Unified Communications Manager

« Cisco Unified CM IM and Presence Service

« Cisco Expressway

« Cisco TelePresence Video Communication Server
« Cisco Unified Contact Center Express UCCX
« Cisco Unified Border Element CUBE
« Cisco BroadWorks Application Server AS

* Cisco BroadWorks Profile Server PS

« Cisco BroadWorks Messaging Server UMS
« Cisco BroadWorks Execution Server XS

 Cisco Broadworks Xtended Services

)

VCS

(XSP)

Control Hub

URL  https://admin.webex.com

Serviceability

Enterprise Compute Platform (ECP) Expressway

. (ECP
(Webex)

Expressway )

* Serviceability Connector:
(ECP
Webex

Serviceability

Expressway)

. Cisco Unified Communications Manager

SUs



https://help.webex.com/en-us/142g9e/Limits-and-Bounds-of-Serviceability-Service
https://help.webex.com/en-us/142g9e/Limits-and-Bounds-of-Serviceability-Service
https://admin.webex.com

TAC

Webex

Webex Webex Calling Webex Meetings Webex

DTP: Delete
[Technical Assistance
Center] Section.

* CSA Webex
TAC

TAC

TAC

TAC

https://www.cisco.com/go/serviceability

Cisco Unified Communications Manager 14 SUs .
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TAC
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. SNMP 181
* SNMP 206

* SNMP 223

* SNMP 228

* SNMP 228

SNMP

SNMP
TCP/IP
SNMP
Serviceability GUI V1 V2c V3
SNMP SNMP
SNMP
[ Apply to All Nodes ]
Unified Communications Manager Cisco Unified CallManager Unified Communications
Manager 4.X SNMP Unified Communications Manager 6.0
Cisco Unified Serviceability =~ SNMP

SNMP  IPv4  IPv6 CISCO-CCM-MIB IPv4d  IPv6

Cisco Unified Communications Manager 14 SUs .
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SNMP

SNMP
3
. SNMP
SNMP
Unified Communications Manager IM and Presence Service
SNMP
SNMP
SNMP
MIB-II
MIB
SNMP 161
MIB  SNMP
Unified Communications Manager Unified Communications
Manager Unified Communications Manager SNMP
SNMP
SNMP
IM and Presence Service IM and Presence Service
IM and Presence Service SNMP
SNMP SNMP
. NMS SNMP
PC
NMS

NMS
» CiscoWorks LAN Management Solution
* HP OpenView

* SNMP Unified Communications Manager SNMP

. Cisco Unified Communications Manager 14 SUs



SNMP

SNMP
MIB ID
MIB

SNMP
» CISCO-CDP-MIB
» CISCO-CCM-MIB
» CISCO-SYSLOG-MIB
* CISCO-UNITY-MIB

« Unified Communications Manager
« Cisco Unity Connection

* IM and Presence Service

SNMP
CISCO-CCM-MIB

SNMP

* SYSAPPL-MIB
* MIB-II RFC 1213

* HOST-RESOURCES-MIB

CISCO-CDP-MIB

Cisco Discovery Protocol MIB  CISCO-CDP-MIB
SNMP

MIB
CDP CDP-MIB

« cdplnterfacelfindex
« cdplnterfaceMessagelnterval

« cdplnterfaceEnable

Cisco Unified Communications Manager

CISCO-CCM-MIB

SNMP B

(MIB)

MIB

CISCO-UNITY-MIB

CISCO-CCM-MIB

CISCO-UNITY-MIB

SNMP
CISCO-CCM-MIB

MIB

CDP

CDP-MIB

14 SUs
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« cdplnterfaceGroup

« cdplnterfacePort

« cdpGlobalRun

* cdpGlobalMessagelnterval

* cdpGlobalHoldTime

« cdpGlobalLastChange

« cdpGobalDeviceld

* cdpGlobalDeviceldFormat

« cdpGlobalDeviceldFormatCpd

\)

CISCO-CDP-MIB CISCO-SMI  CISCO-TC CISCO-VTP-MIB  MIB

SYSAPPL-MIB

SYSAPPL-MIB System Application Agent

System Application Agent SYSAPPL-MIB

« sysApplinstallPkg
* sysAppIRun

* sysApplMap

* sysApplinstallEImt
* sysApplEImtRun

18: SYSAPPL-MIB

sysApplinstallPkgVersion

sysApplEImPastRunUser root

. Cisco Unified Communications Manager 14 SUs
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CPU

sysApplEImPastRunMemory

KB
sysApplEImtPastRunCPU
CPU 1/100

1/100

sysApplinstallEImtCurSizeLow modulo 2732
4,294,967,296
0
4,294,967,295
4,294,967,295
sysApplinstallEImtSizeLow
modulo 2732
4,294,967,296
0
4,294,967,295
4,294,967,295

sysApplEImRunMemory

KB
sysApplEImMRunCPU

CPU 1/100
1/100

Cisco Unified Communications Manager
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sysApplEImtRunState

@) @
CPU

©) (4) Q)

sysApplEImtRunNumFiles

sysApplEImtRunTimeStarted

sysApplEImtRunMemory

KB

sysApplEImtPastRunInstalliD
sysApplinstallEImtindex
sysApplEImtPastRunUser root
sysApplEImtPastRunTimeEnded
sysApplEImtRunUser root
sysApplRunStarted
sysApplEImtRunCPU
CPU 1/100
1/100

. Cisco Unified Communications Manager

SUs
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sysApplinstallPkgProductName

sysApplEImtRunParameters

sysApplEImtRunName

opt/MY Ypkg/bin/myyproc

myyproc
lopt/MY Ypkg/bin/myyproc

sysApplinstallEImtName

sysApplEImtRunUser

root

sysApplinstallEImtPath

/opt/EMPuma/bin

Jopt/EMPuma/bin

null

Cisco Unified Communications Manager

SUs
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sysApplMaplnstallPkgindex

sysApplinstallPkgTable
sysApplinstallPkgindex

sysApplEImtRuninstalliD

sysApplinstallEImtTable

sysApplinstallEImtindex

Cisco Unified Communications Manager

SUs
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sysApplRunCurrentState

1)
2 CPU
®) (4)

(5) This value is based on an
evaluation of the running elements of this
application instance (see
sysApplEImRunsState) and their Roles as
defined by sysApplinstallEImtRole.

REQUIRED
1
REQUIRED

2
sysApplinstallPkgDate
sysApplinstallPkg\ersion
sysApplinstallEImtType
sysApplEImtRunCPU

CPU 1/100

1/100

sysApplinstallPkgDate

Cisco Unified Communications Manager 14

SUs
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sysApplEImtPastRunTimeEnded

sysApplRunStarted

MIB-II

MIB-II MIB2 MIB2
IP RFC 1213

« interfaces
] |p

e icmp

- tcp

* udp

* snmp

19: MIB-I

sysName

sysDescr

SNMP

sysName

. Cisco Unified Communications Manager 14 SUs
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sysUpTime
1/100
snmpinTotalReqVars SNMP Get-Request  Get-Next PDU
SNMP
MIB
snmpOutPkts SNMP
SNMP
sysServices
0
L 1 7
L-1 2
4 2n
3-1
72 (2M\(4-1) + 27\(7-1))
1
2
3
IP 4
TCP 7
SMTP
oSl
5 6

Cisco Unified Communications Manager 14 SUs .
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snmpEnableAuthenTraps SNMP authenticationFailure

authenticationFailure

Syslog
snmpEnabledAuthenTraps SNMP authenticationFailure

authenticationFailure
sysUpTime

1/100
HOST-RESOURCES MIB
HOST-RESOURCES-MIB Host Resources Agent
SNMP Host

Resources Agent

* hrSystem
* hrStorage
* hrDevice
* hrSWRun
* hrSWRunPerf

. Cisco Unified Communications Manager 14 SUs



* hrSWiInstalled

20 : HOST-RESOURCES MIB

SNMP B

hrFSMountPoint

hrDeviceDescr

hrStorageDescr

CPU

hrMemorySize

RAM

hrStorageSize

hrStorageAllocationUnits

hrSWRunName

hrSWiInstalledName

hrSystemProcesses

hrSWRunIndex

Cisco Unified Communications Manager 14

SUs .
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hrSWinstalledName

hrSWRunPath

hrSystemDate

hrFSLastPartialBackupDate

0000 1 1 00:00:00.0
00 00 01 01 00 00 00 00

16

CISCO-SYSLOG-MIB

Syslog
MIB
SNMP

Cisco Syslog Agent
* clogNotificationsSent
« clogNatificationsEnabled
* clogMaxSeverity
« clogMsglgnores

« clogMsgDrops

\)

MIB

Syslog

CISCO-SYSLOG-MIB

CISCO-SMI MIB

21:CISCO-SYSLOG-MIB

Syslog

. Cisco Unified Communications Manager

14

SUs




clogNotificationEnabled Syslog

syslog

clogMessageGenerated

SNMP B

clogHistoryTable

clogMaxSeverity
processed.
Syslog

Indicates which syslog severity levels will be

CISCO-CCM-MIB CISCO-CCM-CAPABILITY MIB

CISCO-CCM-MIB Unified Communications Manager

SNMP IP

SNMP  IPv4  IPVv6 CISCO-CCM-MIB IPv4

\)

Unified Communications Manager

IPv6

Unified Communications Manager
IM and Presence Service

Unified Communications Manager
Cisco Unity Connection

MIB
MIB

MIB
Unified Communications Manager

CISCO-CCM-MIB MIB

MIB

https://snmp.cloudapps.cisco.com/Support/SNMP/do/

BrowseMIB.do?local=en&step=2

Cisco CallManager
(Unified Communications Manager
) Cisco CallManager SNMP

Cisco Unified Communications Manager 14 SUs
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B swe

22 : Cisco-CCM-MIB

ccmTable

Unified Communications Manager
1D
Unified Communications Manager
Unified Communications Manager
unknown
Unified Communications Manager
ID

ccmPhoneFailed
ccmPhoneStatusUpdate

ccmPhoneExtn  ccmPhone
ccmPhoneExtension

Cisco Unified IP ccmPhoneTable
Unified Communications Manager/RegisteredHardware Phones perfmon
ccmPhoneTable
Cisco Unified IP 1
ccmPhoneExtnTable
ccmPhonelndex  ccmPhoneExtnindex
ccmPhoneExtnTable

ccmPhoneTable

ccmCTIDevice
ccmCTIDeviceDirNum

ccmCTIDeviceTable CTI 1
CTI CTI
Unified Communications Manager MIB
ccmRegisteredCTIDevices ccmUnregisteredCTIDevices
ccmRejectedCTIDevices

ccmSIPDevice

CCMSIPDeviceTable SIP 1

ccmH323Device

ccmH323DeviceTable Unified Communications Manager

Unified Communications

Manager H.323
H.323 H.323 ccmH.323DeviceTable
H.323 1 (H.323
Unified Communications Manager
H.323
Unified Communications Manager
H.323Started )
H.323

ccmVoiceMailDevice
ccmVoiceMailDirNum

ccmVoiceMailDeviceTable

1
Cisc MIB
ccmRegisteredVoiceMailDevices  ccmUnregisteredVoiceMailDevices
ccmRejectedVoiceMailDevices

Cisco uOne ActiveVoice

. Cisco Unified Communications Manager

14 SUs
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ccmGateway

ccmRegisteredGateways ccmUnregisteredGateways
ccmRejectedGateways

Unified Communications Manager

ccmGatewayTable CallManager
1 ccmGateway Table
2 FXS 1 T1 VG200
ccmGatewayTable 3
ccmActiveGateway ccminActiveGateway

ccmRegisteredGateways
ccmUnregisteredGateways ccmRejectedGateways

ccmMediaDevicelnfo

1 Unified
Communications Manager

ccmGroup

Unified Communications Manager
Unified Communications Manager

ccmGroupMapping

Unified Communications
Manager  Unified Communications Manager
Unified Communications Manager

Cisco Unified Communications Manager 14 SUs .
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23: CISCO-CCM-MIB

ccmProductType Unified Communications
Manager Unified Communications Manager

H.323
CTI
SIP
ccmRegion  ccmRegionPair ccmRegionTable Cisco Communications
Network CCN
ccmRegionPairTable Unified

Communications Manager

ccmTimeZone Unified Communications Manager
ccmDevicePool Unified Communications
Manager
/ Unified

Communications Manager

\}

CISCO-CCM-MIB ccmAlarmConfiginfo ccmQualityReportAlarmConfiginfo

CISCO-UNITY-MIB

CISCO-UNITY-MIB Cisco Unity Connection Connection
SNMP

CISCO-UNITY-MIB [SNMPv2MIB SNMP
v2MIBs ]

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml [ ]

. Cisco Unified Communications Manager 14 SUs
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\)

SNMP B

Cisco Unity Connection MIB

IM and Presence Service MIB

Unified Communications Manager

Connection SNMP

24 : CISCO-UNITY-MIB

ciscoUnityTable Cisco Unity
Connection
ciscoUnityPortTable Cisco Unity Connection
General Unity Usage Info Cisco Unity Connection
SNMP
SNMP MIB
SNMP SNMP V1 V2c V3
SNMP
MIB
SNMP
25: SNMP
[Cisco Unified Serviceability]
V1/V2c SNMP >V1/V2c >
V3 SNMP >V3>
MIB2 SNMP > SystemGroup > MIB2
V1/V2¢c SNMP > V1/V2c > Notification Destination
V3 SNMP > V3> Notification Destination

Cisco Unified Communications Manager

14

SUs




B swe 1

SNMP 1
SNMP 1 SNMPv1 SMI SNMP
User Datagram Protocol UDP Internet Protocol IP
SNMPv1 SMI MIB
0
SNMP
SNMPv1 NMS
NMS
Serviceability GUI SNMPv1 [V1/V2c V1/V2c Configuration ]

SNMP 2C
SNMPv2c SNMPv1 Structure of Management Information SMI
MIB
SNMPv1 SNMPv2
SNMPv2 SNMPv1
SNMPv1
SNMPv2c NMS NMS
NMS
Serviceability GUI SNMPv2c [V1/V2c V1/V2c Configuration ]
SNMP 3
SNMP 3
SNMP
SNMPv3
S
12.5(1)Su1 MD5 DES
SNMPv3
SHA AES
SNMPv3 SNMPv1l  SNMPv2
SNMP
14 SUs

. Cisco Unified Communications Manager
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GUI [V3 (V3 Configuration )] SNMPv3
SNMP
SNMP
SNMP MIB
Cisco CallManager SNMP
SNMP
26: SNMP
MIB
CISCO-CCM-MIB Cisco CallManager SNMP | [Cisco Unified Serviceability] > [
Tools 1> -
Control Center - Feature
Services |
[
Performance and Monitoring ]
SNMP SNMP Master Agent [Cisco Unified Serviceability] > [
Tools ]>[ -
SYSAPPL-MIB System Application Agent |~ NetWO[rk Services ]
MIB-II MIB2 Agent Platform Services ]

HOST-RESOURCES-MIB | Host Resources Agent ) -
[CiscoUnifiedIM and Presence

CISCO-SYSLOG-MIB Cisco Syslog Agent Serviceability] > [ Tools ]>]
MIB Native Agent Adaptor Control Center - Network
Services | [
Platform

Services ]

CISCO-UNITY-MIB Connection SNMP Agent | [Cisco Unity Connection Serviceability] >
[ Tools 1>

ServiceManagement ]
[ Base

Services ]

Cisco Unified Communications Manager 14 SUs
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A

SNMP Unified Communications Manager
Cisco Unity Connection

SNMP

SNMP MIB

SNMP
SNMP v1 v2c
SNMPv3 3 SNMP
SNMP

Serviceability GUI
SNMP

SNMP

NMS
Serviceability GUI  [SNMP Notification Destination Configuration ]

)

Unified Communications Manager

Unified Communications Manager IM and Presence

Service SNMP
SNMP
Syslog Syslog
syslog
syslog SNMP

« Unified Communications Manager

Unified Communications Manager ~ SNMP

Phone failed

. Phones status update

. Cisco Unified Communications Manager 14

Gateway failed

Media resource list exhausted

SUs



Route list exhausted
2 Gateway layer 2 change
Quality report

Malicious call

* syslog

Je

SNMP

Syslog message generated

SNMP
/
Serviceability GUI  [SNMP] > [V1/V2] > [ Notification Destination ] [SNMP] >
[V3] > Notification Destination ] SNMP
NMS
NMS SNMP
NMS
A\
2
CISCO-CCM-MIB 2 clogNotificationsEnabled  clogMaxSeverity
CISCO-SYSLOG-MIB
IM and Presence Service NMS  clogNotificationsEnabled clogMaxSeverity

trap/inform

27 : Cisco Unified Communications Manager

ccmCallManagerAlarmEnable True ccmCallManagerFailed
ccmMediaResourceListExhausted
ccmRouteListExhausted

ccmTLSConnectionFailure

Cisco Unified Communications Manager SUs
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ccmGatewayAlarmEnable True ccmGatewayFailed

ccmGatewayLayer2Change

Cisco Unified Communications Manager

CiscoATA 186
Unified Communications

Manager SNMP

CiscOATA

ccmGatewayFailed
ccmPhoneStatusUpdateStorePeriod | 1800 ccmPhoneStatusUpdate ccmPhoneStatusUpdateAlarminterval
ccmPhoneStatusUpdateAlarminterval |0 30 3600
ccmPhoneFailedStorePeriod 1800 ccmPhoneFailed ccmPhoneFailedAlarminterval 30
ccmPhoneFailedAlarminterval 0 3600
ccmMaliciousCallAlarmEnable True ccmMaliciousCall
ccmQualityReportAlarmEnable True CiscoExtended

Functions

Unified Communications Manager
Unified Communications

Manager

ccmQualityReport
clogNotificationsEnabled False clogMessageGenerated

clogNotificationsEnable
True

clogMaxSeverity

clogMessageGenerated

clogMaxSeverity  warning

Syslog
SNMP

. Cisco Unified Communications Manager
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SFTP B

Cisco Cisco TAC Cisco Prime Collaboration Deployment
PCD SFTP SFTP
28: SFTP
SFTP
Cisco Prime Collaboration SFTP
Deployment ~ SFTP Cisco TAC
Unified Communications
Manager Cisco Prime Collaboration Deployment
SFTP Unified
Communications Manager Cisco

Prime Collaboration Deployment

SFTP
SFTP
SFTP
Unified Communications Manager
SFTP SFTP
Cisco TAC
SFTP Unified
Communications Manager
Cisco TAC
SFTP Cisco Prime Collaboration

Deployment SFTP
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SNMP

SNMP SNMP
V1 V2 V3
SNMP
1| SNMP 207 SNMP
2 SNMP SNMP V1 V2 SNMP
* SNMP SNMP V3 SNMP
208
* SNMP 210
3 | Remote SNMP Engine ID 214 | SNMP V3
SNMP
Snmp V3
SNMP V1 V2c
4 | SNMP 215 SNMP SNMP
5| MIB2 220 | MIB-II
6 | CISCO-SYSLOG-MIB CISCO-SYSLOG-MIB
221
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SNMP B

7 | CISCO-CCM-MIB Unified Communications Manager
222 CISCO-CCM-MIB
8 | SNMP Master Agent 223 SNMP SNMP
9 | SNMP k
Unified Communications Manager

SNMP

[Cisco Unified Serviceability]
Cisco SNMP Master Agent

a) | Tools ]>] - Control Center -
Network Services |

b)
c) Cisco SNMP Master Agent

Cisco Call Manager SNMP Service
a) >

b)

c) CiscoCall Manager SNMP

SNMP V1 V2c SNMP 208

SNMP V3 SNMP 210
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SNMP

SNMP V1 V2c SNMP
S
SNMP V1 V2c SNMP V3
SNMP
1 Cisco Unified Serviceability SNMP >V1/V2c >
2
3
. SNMP
. [ Add New ]
Cisco SNMP
4
5 SNMP
209
6
7
8 [ ]
9 OK SNMP
SNMP 215
SUs

. Cisco Unified Communications Manager 14
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server
[ Community
String configuration ]
Community 32 - _
String
SNMP
SNMP
Accept SNMP
Packets from any host
SNMP
SNMP
Accept
SNMP Packets only from [ [1PV4/1PVv6 Hostname/IPv4/IPv6 Address ]
SNMP IPv4 IPv6
these hosts
[ Insert ]
IPv4 10 10.66.34.23
IPv6 16
2001:0db8:85a3:0000:0000:8a2¢:0370:7334
2001:0db8:85a3::8a2€:0370:7334
SNMP
[ IPv4/IPv6
Host IPv4/IPv6 Addresses ] [
Remove ]
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Access
Privileges

ReadOnly

MIB
ReadWrite

MIB
ReadWriteNotify

MIB

MIB
NotifyOnly
MIB

ReadNotifyOnly

MIB
None

NotifyOnly
ReadNotifyOnly ReadWriteNotify
IM and Presence Service  ReadNoticyOnly
Apply to All Nodes
Unified Communications Manager IM and

Presence Service

SNMP

SNMP V3 SNMP

. Cisco Unified Communications Manager 14 SUs
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SNMP V3 SNMP V1 V2c

1 Cisco Unified Serviceability SNMP>V3>

2 [ Server ] [ Find ] SNMP
3
. SNMP
. SNMP [ Add New ]
[ Delete
Selected | Cisco SNMP

4 [SNMP User Name]

SNMP SNMP
V3 212

(8]

[ Clear All ]

9 OK SNMP

NMS
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Remote SNMP Engine ID 214
SNMP V3
SNMP V3
30: SNMP V3
server
SNMP
32 -
NMS
SNMP
[
Authentication Password ] [ Reenter
Required Password ]
8
FIPS
[SHA]
[ Authentication Required ]
Privacy Required
[
Password ] [ Reenter Password ]
8
FIPS
[AES128]
14 SUs
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SNMP
SNMP
Accept SNMP
Packets from any host
SNMP
SNMP
Accept
SNMP Packets only from [ /1Pv4/1Pv6 Hostname/IPv4/IPv6 Address ]
SNMP IPv4 IPv6
these hosts
[ Insert ]
IPv4 10 10.66.34.23
IPv6 16
2001:0db8:85a3:0000:0000:8a2e:0370:7334
2001:0db8:85a3::8a2€:0370:7334
SNMP
[ IPv4/IPv6
Host IPv4/IPv6 Addresses ] [
Remove ]
Cisco Unified Communications Manager 14 SUs




. Remote SNMP Engine ID

Access
Privileges

ReadOnly

MIB
ReadWrite

MIB
ReadWriteNotify

MIB
MIB
NotifyOnly
MIB
ReadNotifyOnly
MIB
None
NotifyOnly
ReadNotifyOnly ReadWriteNotify

Apply to All Nodes

Unified Communications Manager  IM and Presence Service

Remote SNMP Engine ID

SNMPV3 SNMP

)

Snmp V3 SNMP V1 2C

. Cisco Unified Communications Manager 14 SUs
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1
2 utils snmp walk 1 CLI
3 (SNMP V1/V2) (SNMP V3)
4 IP localhost 127.0.0.1
5 ID (OID) 1.3.6.1.6.3.10.2.1.1.0
6 file
7Ty
16 SNMP ID
8 SNMP
SNMP 215
SNMP
SNMP V1 V2c V3
SNMP SNMP
* SNMP V1/V2 SNMP
208
* SNMP V3 SNMP 210

1 Cisco Unifeid Serviceability

« SNMP V1 V2 SNMP > V1
* SNMP V3 SNMP >V3>
2
Cisco Unified Communications Manager 14
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3
. SNMP
. SNMP [ Add New ]
SNMP
Cisco SNMP
4 IP
IP
5 SNMPV1 V2 SNMP V1 V2c SNMP
V1 Vv2C
6 SNMP V1 V2
a) SNMP V2
b)
7 SNMP V3
a)
b) SNMP 1D 1D
ID
c)
8
9 I Insert ]
10 OK SNMP
“
[ ]
« SNMP V1 V2c 217
*« SNMP V3 218
MIB2 220

. Cisco Unified Communications Manager 14
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SNMP V1 V2c
SNMP V1/V2¢

31: SNMP V1/V2c

server
IPv4/1Pv6
Host IPv4/IPv6 | IPv4/IPv6 [ Add New ]
Addresses [ Add New ] [
IPv4/1Pv6 Host IPv4/IPv6 Address ]
IPv4/1Pv6
IP
IPv4/1Pv6 SNMP IPv4 IPv6
Host IPv4/IPv6
Address IPv4 10 10.66.34.23
IPv6 16
2001:0db8:85a3:0000:0000:8a2¢:0370:7334
2001:0db8:85a3::8a2¢:0370:7334
SNMP
V1 V2c¢ V1or [[SNMP SNMP Version Information ]
\V2 SNMP [V1] [V2c]
SNMP
* V1]
* [Vc]
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Community
String ReadWriteNotify Notify Only
[
Create New uiCommunity String ]
IM and Presence ReadWriteNotify
ReadNotifyOnly Notify Only
[
Create New Community String ]
Notification Type
Apply to All Nodes
Cisco Unified Communications Manager IM and Presence
Service
SNMP V3
SNMP V3
32:SNMP V3
server SNMP V3
SNMP V3
IPv4/IPv6
Host IPv4/IPv6 | IPv4/IPv6 [ Add New ]
Addresses [ Add New ] [
IPv4/1Pv6 Host IPv4/IPv6 Address ]
IPv4/IPv6
IP

. Cisco Unified Communications Manager 14 SUs
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IPv4/IPv6 SNMP IPv4 IPv6
Host IPv4/1Pv6
Address IPv4 10 10.66.34.23
IPv6 16
2001:0db8:85a3:0000:0000:8a2¢:0370:7334
2001:0db8:85a3::8a2e:0370:7334
[ Inform ]
Notification Type [ Trap ]
[ Inform ]
SNMP [ Notification Type ]
ID Remote SNMP [ Inform ]
Engine Id
ID [
AddNew ] [ AddNew ]
[ SNMP ID Remote SNMP Engine Ild ]
16 ID

Security Level

noAuthNoPriv

authNoPriv

authPriv

Cisco Unified Communications Manager 14
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MIB2

N ow N e

6 OK

[

Information ]

User

1 [ Create
New User ]
2.
[ Update Selected
User ]
3.
[ Delete Selected User ]

Apply to All Nodes

Cisco Unified Communications Manager
Service

IM and Presence

MIB-II
555-121-6633
San Jose, Bldg 23, 2nd floor
SNMP V1 V2 V3

Cisco Unified Serviceability SNMP > SystemGroup >MIB2

1

SNMP

. Cisco Unified Communications Manager 14 SUs
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MIB2
221

MIB2
MIB2

33:MIB2

server
[ Go |

System Contact

System Location

Apply to All Nodes

Unified Communications Manager  IM and Presence Service

CISCO-SYSLOG-MIB

CISCO-SYSLOG-MIB

* SNMP Set clogsNotificationEnabled 1.3.6.1.4.1.9.9.41.1.1.2 True
Linux net-snmp set
OID  True

snmpset -c <community string>-v2c <transmitter ipaddress>
1.3.6.1.4.1.9.9.41.1.1.2.01 1

Cisco Unified Communications Manager 14 SUs
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SNMP Set

* SNMP Set

OID

snmpset-c public-v2c <transmitter ipaddress> 1.3.6.1.4.1.9.9.41.1.1.3.0 i

<value>

<value>
1

SNMP

clogMaxSeverity 1.3.6.1.4.1.9.9.41.1.1.3
Linux net-snmp set

Syslog Agent

Syslog

SNMP Set

\)

SNMP

Syslog

Syslog
Syslog 255

CISCO-CCM-MIB

* SNMP Set
3600
set

ccmPhoneFailedAlarminterval  1.3.6.1.4.1.9.9.156.1.9.2 30
Linux net-snmp
OoID

snmpset -c <community string> -v2c <transmitter ipaddress>
1.3.6.1.4.1.9.9.156.1.9.2 .0 i <value>

SNMP Set

SNMP

. Cisco Unified Communications Manager 14 SUs
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* SNMP Set ccmPhoneStatusUpdateAlarminterval  1.3.6.1.4.1.9.9.156.1.9.4
30 3600 Linux
net-snmp set OID

snmpset -c <community string> -v2c <transmitter ipaddress>
1.3.6.1.4.1.9.9.156.1.9.4.0 i <value>

SNMP Set SNMP
Cisco Unity Connection Cisco Unity Connection SNMP
Cisco Unity Connection Cisco
Unity Connection Cisco Unity Connection Serviceability [ Alarm 1>
[ Definitions ]

CISCO-SYSLOG-MIB

CISCO-SYSLOG-MIB 221

SNMP Master Agent

SNMP SNMP Master Agent
1 Cisco Unified Serviceability [ Tools ]>[ -
Control Center - Network Services |
2
3 SNMP Master Agent
4 Restart

SNMP

SNMP CLI SNMP
CISCO-SYSLOG-MIB CISCO-CCM-MIB
CISCO-UNITY-MIB

Cisco Unified Communications Manager 14 SUs
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SNMP
SNMP SNMP 206
SNMP SNMPV1 V2 SNMP
V3
ReadWriteNotify ReadNotify NotifyOnly
1 CLI utils snmp test CLI SNMP
2 SNMP 224 SNMP
ccmPhoneFailed MediaResourceL istExhausted
3
« Cisco Unified Serviceability [ Alarm ]>] Configuration
[CM CM Services ] [Cisco CallManager]
o[ Apply to All Nodes ]
o[ Syslog Local Syslogs ] [
[ Informational ]
4 CiscoSyslog
SNMP
SNMP
SNMP
SNMP
224

SNMP

Alarm Event Level ]

SNMP

SNMP
SNMP

. Cisco Unified Communications Manager 14 SUs
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SNMP B

SNMP

ccmPhoneStatusUpdate

ccmPhoneStatusUpdate

1. ccmAlarmConfig Info mib
ccmPhoneStatusUpdateAlarminterv (1.3.6.1.4.1.9.9.156.1.9.4) = 30

2. Cisco Unified Communications Manager

3. Unified Communications Manager

ccmPhoneStatusUpdate

ccmPhoneFailed

ccmPhoneFailed

1. ccmAlarmConfiglnfo mib ccmPhoneFailedAlarminterval
(1.3.6.1.4.1.9.9.156.1.9.2) =30
2. Cisco Unified Communications Manager MAC

3. Cisco Unified Communications Manager

4. TFTP A

ccmGatewayFailed

ccmGatewayFailed SNMP
1. ccmGatewayAlarmEnable (1.3.6.1.4.1.9.9.156.1.9.6)  true

2. Cisco Unified Communications Manager
MAC

Cisco Unified Communications Manager 14 SUs .
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SNMP

ccmGatewayLayer2Change 2 MGCP
ccmGatewayL ayer2Change

1. ccmAlarmConfig Info mib ccmGatewayAlarmEnable
(1.3.6.1.4.1.9.9.156.1.9.6.0) = true

2. Cisco Unified Communications Manager
MAC

MediaResourceListExhausted | MediaResourceL istExhausted

1. Cisco Unified Communications Manager
CFB-2

4. IP Voice Media Streaming
ConferenceBridge CFB-2

No
Conference Bridge available

RouteListExhausted RouteListExhausted

1 1
2.

. Cisco Unified Communications Manager 14 SUs
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SNMP
MaliciousCallFailed MaliciousCallFailed
1 MaliciousCall
2.
3.
4, MaliciousCall
ccmCallManagerFailed 1. show process list CLI CallManager
ccm ID PID
PID
ccm  PID
PID
2. delete process<pid>crash  CLI
3. CLI
CallManager
CPU 16
CallManager
ccmCallManagerFailed
CallManager

Cisco Unified Communications Manager 14 SUs .
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SNMP
syslog syslog
clogBasic 2 MIB
1. clogNotificationsEnabled (1.3.6.1.4.1.9.9.41.1.1.2)  true 1
false 2 snmpset
-c <Community String> -v 2c <transmitter ip address>
1.36.1.4.19.9.41.1.1.20i1
2. clogMaxSeverity (1.3.6.1.4.1.9.9.41.1.1.3)
5

syslog

snmpset -c <Community String> -v 2c <transmitter ip address>

1.3.6.1.4.1.9.9.41.1.1.3.0 i <value>
Unified Communications Manager Cisco CallManager SNMP

Cisco Unified Serviceability [ ] [
] [Cisco CallManager SNMP ]
Cisco CDP Agent
Cisco Syslog Agent Reference for Cisco
Unified Solutions CLI
Cisco Unity Connection Cisco Unity Connection SNMP
Cisco Unity Connection Serviceability [ Trace Configuration ]

Connection SNMP

SNMP

MIB
SNMP

. Cisco Unified Communications Manager 14 SUs
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SNMP SNMP

[ Notification Destination ] V1/V2c V3
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Services

. 231
. 244
* Services setup 256

Cisco Unified Communications Manager IM and Presence Service
Serviceability GUI

IM and Presence Unified Communications Manager

for Cisco Unified Communications
Manager

IM and Presence

Postgres
IM and Presence Postgres
TLS IP Sec
IP
[ Service Activation ] [

- Control Center - Feature Services ]

Cisco Unified Communications Manager 14 SUs .




- Control Center - Feature Services ]

Unified Communications Manager Cisco Unified IM and Presence Service Unified
Communications Manager

GUI

« Cisco Unified Communications Manager Administration

« Cisco Unity Connection Administration

Cisco Unified Serviceability [ Service Activation ] [
- Control Center - Feature Services |

*CM
* CTI

* CDR

« Voice Quality Reporter

Cisco Unified IM and Presence Serviceability [ Service Activation ]
[ - Control Center - Feature Services ]

« IM and Presence Service

. Cisco Unified Communications Manager 14 SUs



Locations Bandwidth Manager

IM and Presence Service

Locations Bandwidth Manager 1
2
2
Cisco AXL Web
Cisco AXL Web Service AXL
IM and Presence Service Unified Communications Manager  Cisco
Unity Connection
Cisco UXL Web
IM and Presence Service
Cisco IP Address Book Synchronizer ~ TabSync Unified Communications
Manager Cisco UXL Web
Cisco IP Address Book Synchronizer
Cisco UXL Web
. Cisco IP Address Book Synchronizer
. Cisco
IP Address Book Synchronizer
Cisco Bulk Provisioning
Cisco Unity Connection
Unified Communications Manager Cisco Bulk
Provisioning Service 1 Unified
Communications Manager Bulk Administration Tool
Cisco TAPS
Cisco Unity Connection IM and Presence Service

Cisco Unified Communications Manager 14 SUs




. Platform Administrative Web

Auto-Registered Phones Support  TAPS Cisco Cisco Unified Communications
Manager Auto-Register Phone Tool IVR

Unified Communications Manager
MAC
Cisco Bulk Provisioning

Je

Cisco Unified Communications Manager Auto-Register Phone Tool ~ Cisco Customer Response Solutions
CRS CRS
CRS

Platform Administrative Web

Platform Administrative Web Unified Communications Manager IM and Presence
Service Cisco Unity Connection PAWS-M
Simple Object Access Protocol SOAP  API

PAWS-M Platform Administrative Web

Performance and monitoring services

Cisco Serviceability Reporter

Cisco Serviceability Reporter
Serviceability

Unified Communications Manager
Unified Communications Manager

Reporter 1 1 Reporter
Cisco Unified Serviceability [ Tools ]
24
337

Cisco CallManager SNMP

IM and Presence Service Cisco Unity Connection

. Cisco Unified Communications Manager 14 SUs



CISCO-CCM-MIB

CM

CM
Connection

Cisco CallManager

Cisco CallManager Service
Manager

Je

M B

Unified Communications Manager
SNMP

Unified Communications Manager

IM and Presence Service Cisco Unity

Unified Communications

Unified Communications Manager

Communications Manager

Cisco Unified

[Cisco Unified Communications Manager ]

Unified Communications Manager

Communications Manager

Unified

Cisco Unified Communications Manager

Unified Communications Manager

CTIManager

GUI

[Service Activation]  Cisco CallManager
Unified Communications Manager

[Cisco Unified Communications Manager ]

Unified Communications Manager
Unified Communications Manager

Unified Communications Manager IP
CM_ IP 172.19.140.180
Cisco CallManager CTIManager Cisco

Unified Communications Manager

CM_

CM_172.19.140.180
Cisco Unified Communications Manager

Cisco CallManager

*CM

* CDR

Cisco Unified Communications Manager
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Cisco TFTP

Cisco Trivial File Transfer Protocol TFTP FTP
Cisco TFTP

Unified Communications Manager
Unified Communications Manager
Dynamic Host Configuration Protocol DHCP

DHCP IP
DNS TFTP
TFTP
Unified Communications Manager Unified
Communications Manager TCP
Unified Communications Manager Unified Communications Manager

TCP

Cisco Unified Mobile Voice Access Service

Cisco Unified Voice Access Service Cisco Unified Mobility

IVR
Cisco Unified Mobility
« Cisco Unified Mobility
* Cisco Unified Mobility
Cisco IP Voice Media Streaming App
Cisco IP Voice Media Streaming Application
MTP MoH
Unified Communications Manager Cisco IP Voice Media Streaming
Application Unified Communications Manager RTP
IP
Cisco IP Voice Media Streaming Application MOH MTP
IP Voice Media Streaming Application
CMR
Cisco CTIManager
Cisco CTI Manager CTI

. Cisco Unified Communications Manager 14 SUs



Cisco Extension Mobility .

Unified Communications Manager CTI Manager
Unified Communications Manager
1 1 CTI
Manager CTI Manager 1
1 JTAPI/TAPI CTI Manager
1
1

Cisco Extension Mobility

Cisco Dialed Number Analyzer

Dialed Number Analyzer Unified Communications Manager Dialed Number Analyzer

Cisco Unified Communications Manager

Cisco Dialed Number Analyzer Server

Cisco Dialed Number Analyzer Server Cisco Dialed Number Analyzer
Cisco Unified Communications Manager Dialed Number Analyzer
Cisco Dialed Number Analyzer

Cisco Unified Communications Manager

1
Cisco DHCP Monitor
Cisco DHCP Monitor IP IP
/etc./dhcpd.conf DHCPD
Cisco
Intercluster Lookup Service ILS ILS
Unified Communications Manager
ILS
Cisco Unified Communications Manager
ILS ILS

Cisco Unified Communications Manager 14 SUs




. Cisco UserSync

ILS
ILS Cisco Unified Communications Manager
[ILS ]

Cisco UserSync

Cisco UserSync Unified Communications Manager

LDAP

Cisco UserLookup Web Service

Cisco UserLookup Web Service

Unified Communications Manager

Unified Communications Manager LDAP

Cisco IP Cisco Jabber Cisco

Cisco Headset Service

>|ILS

LDAP

Cisco CallManager
Manager Cisco
Unified CM

Cisco CallManager
Cisco CallManager

Unified Communications
Cisco

IM and Presence Services

IM and Presence Service  IM and Presence Service

Cisco SIP Proxy

Cisco SIP Proxy SIP

. Cisco Unified Communications Manager 14 SUs



Cisco Presence Engine

Cisco Presence Engine SIP

Cisco XCP Text Conference Manager

Cisco XCP Text Conference Manager

Cisco XCP Web Connection Manager

Cisco XCP Web Connection Manager
Presence Service

Cisco XCP Connection Manager

Cisco Unified Presence XCP Connection Manager

XMPP

Cisco XCP SIP Federation Connection Manager

Cisco XCP SIP Federation Connection Manager

Cisco Unified Presence

Cisco XCP XMPP Federation Connection Manager

Cisco XCP XMPP Federation Connection Manager

Sametime Cisco Webex Meetings Center
Service

Cisco XCP Message Archiver

Cisco XCP Message Archiver

Cisco XCP Directory Service

Cisco XCP Directory XMPP
LDAP

Cisco Unified Communications Manager

14

Cisco Presence Engine .

SIMPLE

IM and
Cisco Unified Presence
SIP Microsoft OCS
IM and Presence Service 9.0
8.6
XMPP IBM Lotus
GoogleTalk
XMPP IM and Presence
IM IM

IM and Presence Service

LDAP

SUs .




. Cisco XCP Authentication Service

Cisco XCP Authentication Service

Cisco XCP Authentication Service IM and Presence Service XMPP

CTI

CTI Cisco Unity Connection
Service

Cisco IP Manager Assistant

Cisco Unified Communications Manager Assistant

Cisco Unified Communications Manager Assistant

IM and Presence

Cisco Unified Communications Manager

Assistant 2

Unified Communications Manager

Cisco WebDialer Web Service

Cisco Unified Communications Manager Cisco WehDialer Web
Cisco Web Dialer Unified
Communications Manager Web
Cisco Web Dialer
Web Cisco WebDialer WebDialer Servlet  Redirector

Servlet 2
Redirector Servlet Cisco Web Dialer

Redirector Servlet  Cisco Web Dialer Unified Communications
Manager Cisco Web Dialer

Redirector Simple Object Access Protocol SOAP Web Dialer
HTTP HTML Web Dialer

. Cisco Unified Communications Manager 14 SUs
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IVR
IVR Unified Communications Manager
IP
IVR [ Self-Provisioning ]
CTIRP DN IVR
IVR IP
IVR IP
IVR Cisco CTI Manager
for

Cisco Unified Communications Manager

CDR
CDR IM and Presence Service Cisco Unity

Connection
CAR Web

Cisco CAR Web CAR CAR CDR

CsVv PDF Web

Cisco SOAP-CDRonDemand

SOAP HTTPS Cisco SOAP - CDRonDemand CDR

Repository 1 CDR

SOAP
SFTP FTP

CDR/CMR

HTTPS SOAP CDR

Unified Communications Manager 12.x CDR onDemand Service

CDR onDemand Service
CDR onDemand Service

Cisco Unified Communications Manager 14 SUs




/usr/local/cn/bin/soapservicecontrol 2 . shCDRonDemandServiceCDRonDemanddeploy8443

IM and Presence Service Cisco
Unity Connection
Cisco CTL Provider
Unified Communications Manager Cisco
CTL Provider Cisco CTL Provider Utility
Cisco CTL Provider CTL
Unified Communications Manager Cisco TFTP
Cisco CTL Client CLI utilsctl
Cisco CTL Provider CTL 2444

Cisco Unified Communications Manager

Cisco Certificate Authority Proxy Function CAPF

Certificate Authority Proxy Function CAPF CAPF

. Cisco Unified IP

)

Unified Communications Manager Real-Time Monitoring Tool RTMT
CAPF

IM and Presence Service Cisco
Unity Connection
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Cisco DirSync

Unified Communications Manager Cisco DirSync

Manager

Directory  Netscape/iPlanet Directory

Manager Cisco DirSync
Manager Cisco DirSync

\)

Cisco DirSync .

Unified Communications
Microsoft Active

Unified Communications
Unified Communications

Unified RTMT  DirSync

Cisco Unity Connection Cisco Unity Connection ~ LDAP
Cisco DirSync LDAP
Unified Communications Manager

Cisco Unity Connection

CuCmbDbEventL.istener Unified Communications Manager

Cisco Unity Connection
Cisco DirSync

Cisco Wireless Controller Synchronization

Unified Communications Manager

Unified Communications Manager

Cisco Unity Connection

Cisco Unified Communications Manager 14 SUs




. Voice Quality Reporter

Voice Quality Reporter

\Voice Quality Reporter IM and Presence Service
Cisco Unity Connection

Cisco Extended Functions

Cisco Extended Functions Quality Report Tool QRT Unified Communications
Manager System
Configuration for Cisco Unified Communications Manager Cisco Unified |P Phone

for Cisco Unified Communications Manager

[ Service Activation ]

[

- Control Center - Network Services ]

Control Center - Network Services ]
Serviceability GUI

Cisco CallManager RTMT
Cisco CallManager Serviceability RTMT

IM and Presence Real-Time Monitoring Tool RTMT

Cisco RTMT Reporter Servlet
CiscoRTMT Reporter RTMT

Cisco Log Partition Monitoring Tool

Cisco Log Partition Monitoring Tool
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Cisco Tomcat Stats Servlet

Cisco Tomcat Stats Servlet RTMT CLI Tomcat perfmon
CPU

Cisco RIS Data Collector

Real-time Information Server RIS
Cisco RIS Data Collector
IM and Presence Real-Time Monitoring Tool RTMT SOAP

RIS
Cisco AMC
Alert Manager Collector Real-Time Monitoring Tool RTMT
RTMT

Cisco Audit Event Service
Cisco Audit Event Service Unified
Communications Manager IM and Presence

Cisco Audit Event Service IM
Cisco DRF Master

IM and Presence Service
CiscoDRF Master Agent Disaster Recovery System GUI CLI
DRF Master Agent Cisco DRF Master Agent

Cisco DRF Local
Cisco DRF Local DRF Master Agent Cisco DRF Local Agent
Cisco DRF Local Agent Cisco DRF Local Agent Cisco DRF Master Agent

Cisco DRF Local Agent
Cisco DRF Master Agent

Cisco Unified Communications Manager 14 SUs




Cisco CallManager

Cisco CallManager Serviceability
Web / Cisco Unified Serviceability
IM and Presence Service Serviceability GUI
Serviceability GUI
Serviceability GUI

Cisco CDP

Cisco Discovery Protocol CDP
SNMP  Cisco Unified
Operations Manager

Cisco Trace Collection Servlet

Cisco Trace Collection Servlet Cisco Trace Collection
RTMT

SysLog Trace and Log Central RTMT Cisco Trace Collection
Servlet  Cisco Trace Collection Service

Cisco Trace Collection

Cisco Trace Collection Cisco Trace Collection Servlet
RTMT
SysLog Trace and Log Central RTMT Cisco Trace Collection

Servlet  Cisco Trace Collection Service

Je

Cisco Trace Collection Servlet Cisco Trace
Collection
Cisco DB
Cisco DB Unified Communications Manager Progres
IM and Presence Service A Cisco DB IDS

. Cisco Unified Communications Manager 14 SUs



Cisco DB Replicator

Unified Communications Manager IM and Presence Cisco DB Replicator

Cisco Tomcat

Cisco Tomcat Web
SNMP Master Agent
SNMP
Serviceability GUI  SNMP [ —
Control Center—Network Features ] SNMP Master Agent
MIB2 Agent
IP
RFC 1213 SNMP
Host Resources Agent
SNMP
HOST-RESOURCES-MIB
Native Agent Adaptor
Management Information Bases MIB SNMP
SNMP
IM and Presence Service Unified Communications Manager
System Application Agent
SNMP SYSAPPL-MIB
Cisco CDP Agent
SNMP
Cisco Discovery Protocol CISCO-CDP-MIB

Cisco Unified Communications Manager 14 SUs .




Cisco Syslog Agent
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Trace Configuration ] [ Enable All Trace ]
Cisco IP Manager Assistant
Cisco IP Manager Assistant Cisco IP Manager
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IPMA
Enable IPMA Service Trace

Cisco IP Manager Assistant

IPMA Manager
Enable IPMA Manager Configuration Change
Log

IPMA CTI Enable |CTIManager
IPMA CTI Trace
IPMACTI CTIManager

Enable IPMA CTI Security Trace

Cisco IP Voice Media Streaming App

Cisco Unity Connection

Cisco IP Voice Media Streaming App
Cisco IP Voice Media Streaming
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Enable Service Initialization Trace
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MTP MOH
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WinSock 2 WinSock
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DB
Enable DB Setup Manager Trace

MTP

MOH

Enable Conference Bridge Device Trace

Enable Device Driver Trace

WinSock 2
Enable WinSock Level 1 Trace

WinSock

Enable Music on Hold Device Trace

MOH

TFTP
Enable TFTP Downloads Trace

MOH

Cisco TFTP

Cisco TFTP
Communications Manager
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Cisco TFTP
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Enable Service System Trace

Enable Build File Trace

Enable Serve File Trace

Cisco Web Dialer Web

Cisco Web Dialer Web
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52 : Cisco Web Dialer Web

Web Dialer Servlet Cisco Web Dialer Servlet
Enable Web Dialer Servlet Trace

Redirector Servlet Redirector Servlet
Enable Redirector Servlet Trace

IM and Presence SIP Proxy

IM and Presence SIP Proxy
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Authentication
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Enable Number
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54 : Access Log

Trace Configuration ]
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Access Log Trace
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Cisco
Cisco Authentication
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Authentication
Authentication Trace
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Cisco Calendar
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Calendar Enable Calendar
CALENDAR Trace
Cisco CTI
Cisco CTI
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CTI CTI
Enable CTI Gateway Trace

Cisco Database Layer Monitor
Cisco Database Layer Monitor
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DB Library Trace
Enable
Service Trace
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Cisco Enum
Cisco Enum
59 : Enum
Enum Enable Enum | Enum
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Cisco Method/Event

60 : Method/Event

Method/Event Enable | Method/Event
Method/Event Trace

Cisco Number Expansion
Cisco Number Expansion
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Number Expansion Number Expansion
Enable Number Expansion Trace

Cisco Parser
Cisco Parser
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Parser Enable Parser | Parser
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Cisco Privacy
Cisco Privacy

63 : Privacy

Privacy Enable Privacy
Privacy Trace

Cisco Proxy
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Add Proxy Proxy
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Cisco RIS Data Collector
65 : Cisco RIS Data Collector
RISDC Enable RIS RIS RISDC
RISDC Trace
RIS
Enable System Access Trace
RIS
Enable Link Services Trace
RISDC RIS RISDC
Enable RISDC Access Trace
RISDB Enable RIS RISDB
RISDB Trace
Pl Enable Pl Trace RIS Pl
XML Enable XML |RIS XML
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Perfmon RIS perfmon
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CPU
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Cisco Registry
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Registry Enable Registry
Registry Trace

Cisco Routing
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Routing Trace

Cisco Server
Cisco Server
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Server Enable Server | Server
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Cisco SIP Message  State Machine
Cisco SIP Message  State Machine
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SIP SIP
Enable SIP Message and State
Machine Trace
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SIPTLS Enable SIP | SIP TLS
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Cisco Web Service
Cisco Web Service
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[ Maximum No. of
Files ] [ Maximum File Size ]
Unity
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cus299.txt
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[ Troubleshooting Trace Settings ]
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1
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\}
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SDI Log4j

Troubleshooting Trace Settings ]

Troubleshooting Trace Settings ]
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[ Trace
Configuration ] [
Related Links ] [
Troubleshooting Trace Settings ] [
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10 Trace ]>] Troubleshooting Trace Settings |
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3 [ Go ]
[ N/A ]
4
a) [ Server ]
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[ Database and Admin Services ] |
Performance and Monitoring Services ] [
Backup and Restore Services ]
[ Server ]
b) [ Server ]
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c) Cisco Unified Communications Manager IM and Presence

[
Check Selected Services on All Nodes ]
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1
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2 [ Route Plan Report ] [ Related Links ]
[ View In File ] [ Go ]
3 [ ]
.CSV
4 [ Save ]

5 .CSV

Cisco Unified Communications Manager Administration [
Directory Number Configuration ]
Cisco Unified
Communications Manager
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1] Call Routing 1>[ Route Plan Report ]
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Cancel ]
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CPU
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1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters |
2 [CCMAdmin CCMAdmin Parameters ]

Enable Dependency Records ]

* [True]
* [False]
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[ System ]>[
Device Pool ]
[ Device Defaults ] [
Enterprise Parameters Configuration ]
2 [ (Find)]
3
4 [ Related Links ] [ Dependency Records ]
[ Go ]
[ Dependency Records
Summary ]
[ Dependency Records Summary ]
5
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Cisco Technical Assistance Center TAC
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2
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2
3 1
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2 [ Save ]
3
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3 [OK]
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« Kerneldump 330

Cisco Unified Communications Manager
Unified Communications Manager

Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications Manager
2 [ / (Find and List Servers)]
Cisco CM Administration

[OK]

Cisco UnifiedCM

Cisco Unified Communications Manager 14 SUs




[ (Server Configuration)]
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« Cisco Unified Communications Manager
2
« Cisco Unified Communications Manager
2
. Cisco Unified Communications Manager
Cisco Unified Communications
Manager
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IP
URL URL IP Phone IP
. Cisco Unity Cisco Unity Connection GUI
IP
GUI
. MOH
. 2
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Manager Cisco
Unified Reporting RTMT CLI
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[ Find ]
[ Delete ]
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1>[

IM and Presence Service
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[OK]
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PresenceRedundancy Groups |

2 [Cisco Unified CM Cisco Unified CM Administration ] >] User
Management ]>[ Assign PresenceUsers |
3 [
Presence Redundancy Group Configuration ] [
Presence Server ] [ Not-Selected ]
[OK]

IM and Presence
324
Cisco Unified CM
[ System ]>] Server |
DefaultCUPSubcluster

4 Cisco Unified CM Administration [ System ]>][ Server ]
[OK]

5 VM

6 Cisco XCP Router

Cisco Unified Communications Manager Administration

1 Cisco Unified Communications Manager Administration [ System ]>]
Server |
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Cisco Unified Communications Manager IM and Presence Service 11.5(2)
3 Cisco UnifiedCM Cisco UnifiedCM
4 Cisco Unified Reporting RTMT CLI

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager Installation

Cisco Unified Communications Manager / Cisco Unified Communications
Manager

Cisco Unified Communications Manager IM and
Presence IM and Presence Service

\}

Cisco Unified Communications Manager

1 System ][> Server |
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2 [ ]
[ - Server Configuration - Add a Server ]
3 [ Server Type ]
[ Next ]
« CUCM /

* CUCM IM and Presence

4 [ Server Configuration ]

Server Settings

IM and Presence
Cisco Unified Communications Manager

10 System ]>] Server |
[ / Find and List Servers ]
2 [ Find ]
3 [ / Findand List Servers ] IM and Presence
[ Server Configuration ]
4 [ Server Configuration ] IM and Presence
[ Node Details ]
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1 Cisco Unified Communications Manager Administration [ System ] >[Cisco Unified
CM]
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2 [ Find ]
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3 Cisco Unified CM
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4 [ Cisco Unified Communications Manager TCP Cisco Unified
Communications Manager TCP Port Settings for this Server ]
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7 [ Apply Config ]
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Ethernet Phone | IP Phone SCCP
Port ] . 2000
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[MGCP TCP MGCP
MGCP Listen Port ]

. 2427
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[MGCP TCP MGCP

(MGCP
Keep-alive Port
P ) . 2428
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[SIP (SIP Unified Communications Manager TCP  UDP
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[SIP TLS SIP

SIP Phone Secure
Port ]
SIP OAuth Cisco Unified Communications Manager ~ TLS
SIP Phone OAuth Transport Layer Security Jabber
Port SIP
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OAuth |  Mutual Transport Layer Security Expressway Jabber
SIP Mobileand | SIP
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Unified Communications Manager
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[ /1P Host 2-63
Name/IP Address ]

Cisco Unified Communications
Manager Administration [

System ] >[
Server ]
[ Hostname ] 1-63

Cisco Unified Communications
Manager

[ Hostname ] 1-63

Cisco Unified Communications

[ Settings ]>[IP] >
[ Ethernet ]
set network hostname 1-63
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Unified Communications Manager DNS
IP DNS
Cisco Unified Communications Manager
DNS Unified Communications Manager Cisco Unified
Communications Manager DNS
« Unified Communications Manager
IP
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Communications Manager IP Unified
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IP Unified Communications Manager
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Communications Manager Administration [ /IP Host Name/IP Address ]

Server Configuration ]
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Kerneldump
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Kerneldump

Unified Communications Manager Kerneldump
D
Unified Communications
Manager Kerneldump
Kerneldump Unified
Communications Manager
©
Kerneldump
enable
Cisco Unified Communications
CLI Kerneldump
Kerneldump
Kerneldump Cisco Unified
Real-TimeMonitoring Tool CLI Cisco
Unified Real-Time Monitoring Tool netdump [
Trace & Log Central ] [ Collect Files ]
[ / Select System Services/Applications ]
[Kerneldump Kerneldumplogs ] Cisco Unified
Real-Time Monitoring Tool Cisco Unified Real-Time
Monitoring Tool
CLI kerneldump
file CLI activelog
kerneldump IP
Reference for Cisco Unified Solutions
Kerneldump
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. IP
utils os kerneldump ssh enable <ip_address> CLI
3
S
kerneldump utils os kernelcrash disable

utils os kerneldump
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kerneldump Troubleshooting
for Cisco Unified Communications Manager
10 System ]>] Tools ]>[ Alert 1>[ Alert
Central ]
2 [CoreDumpFileFound] [ / Set

Alert/Properties ]
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[ Serviceability Reports Archive ]
2
S
Cisco Unified Reporting Web 1
Cisco Unified Reporting
Cisco Unified Communications Manager 14

SUs .




. Cisco Serviceability Reporter

Unified Communications Manager IM and Presence Service

« Cisco Serviceability Reporter Reporter

« Cisco Unified Reporting Web

Cisco Serviceability Reporter

Cisco Serviceability Reporter

1| Cisco Serviceability Reporter Cisco
338 Serviceability Reporter
2 | Cisco Serviceability Reporter 339 | Cisco Serviceability Reporter
3 340
PDF

Cisco Serviceability Reporter

Cisco Serviceability Reporter

. Cisco Unified Communications Manager 14 SUs



1 Cisco Unified Serviceability [
2 [Go ]
3 [
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Tools ]>][ ServiceActivation ]

Performance and Monitoring Services ]

24

Cisco Serviceability Reporter

Cisco Serviceability Reporter

1 Cisco Unified CM Administration
Parameters |

2 Cisco Serviceability Reporter
3 [ Service ]

System ]>] Service
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