VPNV 5472 bk

e VPN 7 T4 T sOME (1 <—)
« VPN 7 54 7> FORHESAME (1 =—2)
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BLET, BHEIFTCITEFEICTVAENTWAE D, THLIEIT VPN 2 U Tk 5 ik
NTCEET,

VPNV SA 72 FEEDRRY 70—
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Flig
avy RFEEEFT7IVa Y ]3]
XFwF1 |CiscolOS DFIFESFDFZET (32— |Cisco I0S DRIHESAE A= LET,
V) Cisco I0S VPN Z % ET HITiE, Z D
T varEFERITLET,
AFw 2 |IPPhone VAR — 157D Cisco |IP Phone TVPN 7 5 A 7 > ~® Cisco
I0S SSL VPN OFEE (3 X—) 10S # & L £ 9, CiscolOS VPN % &%
ETHITIE, ZOT 7> a s EFTL
i ‘a‘o
ATv 73 | AnyConnect | ASA Rii#EZAF~0D%} | AnyConnect 0> ASA i 4AF % i 7=
& (5 R—2) LET, ASAVPNEZRET DX, Z
DTV aryEFETLET,
ATw 74 |IPPhone TD VPN 7 Z A7 > kI |IP Phone T VPN 7 7 A 7 k@ ASA
ASA DFETE (6 X—) ERTELET, ASAVPNEZRTET DI
. 2077 arEFETLET,
ATY 5 |VPNZ—F 7oA TLIZVPN vt |2a—FRYE— FNEFO 77 —L7 =
VRL—HERELET, TRBREGRET v T 7L —FRKT 5L
TIWCBIENEL R D D& 5 7=
H, VPN a2ty FL—&TRy b
U — 27 N® TFTP H—/NF 721X Unified
Communications Manager #— /33T <
ey h Ty LET, Zhaxy b
U— 7 N CARA[EE725A . VB TFTP
HP—NFE/- e — F $—,3% VPN o
v ML =Dy T v T
HZELTEET,
ATFYT6 |VPNa B hL—ZOHEOT v |[VPNa By L —Z DEHEBELZ T v
Ta—FK (8—) 7a—RKLET,
ATy Tl |VPNZF— b oA DFE (92— VPN ¥ — F Y = A R ELET,
)
ATFv T8 |VPN ZA—TFDFHEE (10 2—) VPN 7 v —7 % ERf LTc %, #kiE LTz
VPNZ— 7 = A DTN EFD T
N—TIBINTE £3,
ATYFT9 | ROWTNNEFEITLET, VPN7' B 7 7 A VEHRET HHLEND
. e 5D, BEEDO VPN 7 LV—F 52 L
« VPN 7Y1u 7 NDF 12
o) 7 Rz TWAEATTTY, [VPN Profle]
_ 3 7 4 —/V Ri&, [VPN Feature
. A =) f - A==
Y3Pij%?;)m/ 7RG OBIE Configuration] 7 4 —/L K X 0 H B X

NET,

. VNS SA47 2



| veNsSATFUE
cisco 108 DTz #0xT [

ATV RFEERFT7YYa Y =]
AFyv T |LEOEFHE T2 7 7 A4 L~DVPN D | @O ESE T2 7 7 A VI VPN 7 )L—
fMoEmm (15 <—=) TEBIORVPN 2 7 7 A V58BNl F

KR

A7 w71 |Cisco Unified IP E:E 7 7 — 2 = 7 | To run the Cisco VPN client, a supported
Z . VPNZH¥HR— k LTV 53— g | Cisco Unified IP #E&f must be running
NeT T L— R LUET, firmware release 9.0 (2) or higher.

Ty AT DT v ST L— RO
HIZ oW TR, ZfEH O Cisco Unified
IP #E & <& 7 /L Unified Communications
Manager (247" % [Cisco Unified IP
Phone Administration Guide] % £ L C
<TEEW,

AFvT12 | AR — K EN T3 Cisco Unified IP & | Cisco Unified IP &E&F % VPN |26 L
FEAMH LT, VPNEGiAMEYLLE |7,
T,

Cisco I0S DHIIREHEDTET

WOTFNEZMHH LT, Cisco I0S DRIHESGFEZET LET,
FIig
ATFYF1 CiscolOS Y7 b7 =7 3= 3 151Q)T LlgaE A v A =L LET,

HHe » N/ T A &> & : Universal (Data &amp; Security &amp; UC) for IOS ISR-G2 33 J: TV ISR-G3
HEE® »~ N T A &> A . Advanced Security for IOS ISR

ATw T2 SSLVPN FA L 2% T 75 4 _— K LET,

IP Phone ZH 71— 9 5718 Cisco 10S SSLVPN D% E

IP EiFEZ YR — hT57=5HD Cisco I0S SSL VPN ZE4T4 51213, ROFIEAHEHA L ET,
Fig
AFwF1 CiscolOS Zr—h /L TRELET,

Q) Xy "= AU X —T oA AEHELET,
i -
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B 1P rhone £47k— 3 512050 Cisco 108 SSLVPN D3 E

b)

router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

ROa<w REFHALTAZT 47 V= T 740 b —FERELET,
router(config)# ip route &lt;dest_ip&gt; &lt; mask&gt; &lt; gateway ip&gt;
i

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1

AT w T2 CAPF iEEZ ARk L O Sk L C LSC ™ A - 7= IP Phone #F8iE L £ 77,
AT 73 Unified Communications Manager 7> CAPF FEE A A R — ks LE9,

a)

b)

d)

[Cisco Unified OS Administration] 75, [£F 2 1) T« (Security) | > [REBAEDERE
(Certificate Management) | Z 38R L £,

GE) Z OFAT I Unified Communications Manager D /3N—3 5 N ZHD & F97,

Cisco Manufacturing CA 3 L ONCAPF iEHAEL o7 £, pem 77 A LV E XU a— K
L. txt 77 A& LTIRIELE T,
CiscolOS Y7 R =7 ThTARKRA Y MEAERLET,

hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 Th 5k S4L7z CA GEMEZ RO LN -GAIL, ¥ 7 a— KL% pem 7 7 A /L
DT F A M2 BEGINITEBLIOEND T Ebicab—L, M0 FHiFEd, ZoFEEZMD
FEREIC B R LT,

R @ Cisco I0S H &4 AEA & % 4 ik L C Unified Communications Manager (28 &7 2 7>,
FTIXCADPLA VAR — N ULIZFEETESRZ $7,

c HOBAREAEZ AR L ET,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint)# crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager @ VPN 7’12 7 7 A )L C/RA M ID F = v 7 ZHN L
T, HEBAGEHEZ AR L X,

1l -

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
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AnyConnect FA ASA BTIREHAD RIS .

Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint)# f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint)#authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

HERR & 72 REBAE % Unified Communications Manager (28 6% L 97,
i

Router (config) # crypto pki export <name> pem terminal

AN T FA M ab— LT, pem 77 A /LE LTHRIEFL, 4% Cisco Unified OS
DOEH A LT, Unified Communications Manager |27 v 7' 12— KL £,

AT v 74 AnyConnect % Cisco IOS {21 > A h—/L L E T,

AnyConnect /N v 77— % ciscocom /N H XA 7 a— KL, 77 vy allf A=/ LET,

Bl -

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

ATy 5 VPNHEREAZZTE L 7,

G

Bl CAEMAH & N AT — RRRGEOW T 21T 25613, |BiFED MAC T L A zffl
MLTa2—Y2ERKLET, 2—FHROMETIL, KXFLNLFREHISHET,
RICHI 2R L ET,

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

AnyConnect D ASA FIIZS A~ D Xt

AnyConnect DHIFRGAFA5E T T HI1T1E, WOFIAEZMEH L £7,

ATvT1

ATy T2
ATvT3

FIE

ASA Y 7 b7 (RN—=Va 8040 BLXOHEHEMDH D ASDM A A h—L L%

T

H#aVED B % AnyConnect /X 77—V % A VA R—/L LET,

TARAET 7T 4 _X—FLET,

a) WOASy REETLT, BUEDT A B ZAOKREL MR L TIEEV,
show activation-key detail

b) MEARBAIL. BMDOSSLVPN ¥ v a r THLWT A o A& B L., Linksys Bk %
BT LET,
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B PPhone TOVPN S S 4 7 RO ASA DEE

ATV T4 FTH VRSO URL DO F )b =T RBESNTWAS Z L 2R LET,

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute

address-pool vpnpool

tunnel-group phonevpn webvpn-attributes

group-url https://172.18.254.172/phonevpn enable

F 74V FLSNO URL ZRETHEEE, ROZEEZBFLTLLIEE,

cASADIPT RL AT U w7 DNSTV MUMEFENTWDEEE., ZNEZEE KA
A4 (FQDN) IZEZ#R 5 &M TEET,

* You can only use a single URL  (FQDN or IP address) on the VPN gateway in Unified
Communications Manager.

« FAEFE CN £72130 7Y = 7 MUTA D RERGEIL, 7 /V—7 URL ® FQDN £7-1X IP
TR AE—HIEET,

« ASA FFBH# D CN ®° SAN 78 FQDN ° [P 7 R L 2 & —E L 2\ 4 1%. Unified
Communications Manager DR A M ID F = v /KRy 7 A4 7IZLET,

IP Phone TO VPN Y 54 7> D ASA DEXE

VPN 27 J 47 FHD ASA % IP EFE CHRET HIZiE. WOTFEEMFEHL EI,

N

GE)  ASAGFHAEZE&H# % 5 L, Unified Communications Manager (3 f T& 72 < 720 £,

FIE

ATV T1 v —NLVEE

a)

b)

Xy NI—T A B =T AEFELET,
i

ciscoasa(config) # interface Ethernet0/0
ciscoasa(config-if)# nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa (config-if)# speed auto

ciscoasa(config-if)# no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

ABT 47 =K ET TR — FEHEELET,

ciscoasa(config)# route &lt;interface_name&gt; &lt;ip_address&gt; &lt;netmask&gt;
&lt;gateway ip&gt;

)
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c)

IP Phone TO VPN & 51 7> +AD AsA 0z I

ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
DNS Z & L &7,
i

ciscoasa (config)# dns domain-lookup inside
ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

AT 72 Unified Communications Manager & ASA (Z & B 772G E 2 AR L T8RS L £9°,
5 IR OFEE % Unified Communications Manager-{ > A" — k L7,

+ CallManager : TLS /~> R = A 7 BED Cisco UCM OFEFE (REET— KD T T AKX TDOH
‘/!Z‘g) o

» Cisco Manufacturing CA : &2 TA A h— /L SN HFEFE (MIC) % L 7= IP Phone
DFRFIE,

» CAPF : LSC % f{#i /] L 7= IP Phone D&,

Z #1 5 Unified Communications Manager ;&% A > 2 b —/L§ 5(21%, ROFIEZFEITLE

ED
a)

b)

d)

[Cisco Unified OS Administration] 725, [¥ 2 1) T« (Security) | > [FEBAEDERE
(Certificate Management) | #i%R L £,

FEAAE Cisco Manufacturing CA & CAPF # RO ET, .pem 77 A NV E XU a— K

L., .txt 77 AV LTHRIELET,

ASA THhTARNKRA L NEAERLET,

1

ciscoasa(config) # crypto ca trustpoint trustpoint name
ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa (config) # crypto ca authenticate trustpoint name

Base 64 T a2 — RENT- CAFEFAEZRD ONT-HEIE. ¥ v— KLz .pem 7 7
ANVHNDOTF A M%&E BEGINITBXOENDfTE E bz —L<C, B50ftirE+, ZoF
JIE 2 OFERAEIC AR KL E5,

KD ASA HC B4 REHE % 4K L T Unified Communications Manager (288575, F7=
[ZCAMDA AR— b LA ETEEHER £ T,

s BLBAEAEZAR L ET,
il

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint) # keypair <name>

ciscoasa(config) # crypto ca enroll <name>

ciscoasa (config) # end
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B ot ri—sosmEoT Yy To—k

ATvT3

VPNt >

+ Unified Communications Manager ® VPN 7’0 7 7 f L THEA RN ID F = v 7 B L
T, BOBAGEHAZEZ AR L ET,

i

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>

ciscoasa (config-ca-trustpoint) # subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config) # crypto ca enroll <name>

ciscoasa (config) # end

AR S 72 R # % Unified Communications Manager (2 84% L £77,
B

ciscoasa(config) # crypto ca export <name> identity-certificate

WANDT XA N2 aE— LT, pem 7 7 A /L LTERA L., Unified Communications
Manager |27 v 7 n— R LE7,

VPN H#BEZRE L E T, UTICRTY 7L ASA REOWELZ , REOHTA K& LTHAT
=F7,

GE)  EACREAE L AU — FREEOW T 2T 25613, & MAC 7 F LR &ff
MLTa—Y2Ek L £, 2—FLORETIL, RCFL/ANCFREBENET,
IR L ET,
ciscoasa(config)# username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted
ciscoasa (config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn
ciscoasa (config-username) #service-type remote-access

ASAGEEAE DERE

ASAGEMI B DR EICHT 2 7EMIL,  TASA EOFEW FFMGEL A L 7= AnyConnect VPN
BREDRIE] RBRL TS,

FL—52DFAED T v 00—k

VPN HREZ Y AR — b5 L9ty b7 v 7T HBRIC, ASA TREHEZ AR L E7, kS

NIZREAEL PC £7213V—7 AT —va ¥ v rr— RLTnb, ZOHETHA I TY
5 FNEIZAE - T, Unified Communications Manager (27~ 7'2— R L %9, Unified Communications
Manager | X7EH 3 % Phone-VPN-trust U A MIfR7F L 77,

ASA [ZSSL ™ K=o 7 BFIZ 2 DFEWIEF 23415 L, Cisco Unified IP #E7% 13, 2 OFEWIE 2
FERE & VPN HOEH D X MM SN T D s i L E T,
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&

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

vens— ko ozz ]

o — 77 )V CEE 72 FERAE (LSC) 23 Cisco Unified IP EFH 1A A h— L EINTWBIEE., T 74
U N TIXZE D LSC BEE S ET,

FRA A LYV DFEERFE 2T 5 121X, ASA 12— k MIC £ 7213 CAPF fiF £ 4 A
A h—/)L L. Cisco Unified IP EiE DNMEHEIND Lo LE 1,

Unified Communications Manager (ZFEFIE 2 7~ 7' — K425 1Z1%, Cisco Unified OS Administration
ML ET,

FIE

[Cisco Unified OS ‘&' ¥ (Cisco Unified OS Administration) ]72°6, ATZEIRLET, [EFal)
T 1]>[(EAZDEHE]

GEAEDOT v 7a—R %227 Vv 7 LET,

[REFAED B (Certificate Purpose) | K> & 7> U X NG, [Phone-VPN-trust] Z 3R L
D

[77 DX (Browse) |#7 Vw7 LT, 7v7m—RT577 A VERIRLET,
[Z74)LDF7vFA—FK (UploadFile) |27 U v 7 L%,

Ty 7= RTLHO7 7 A NEIERT 50, [ALS (Close) 1227V v LET,

A OWTIE, TREAFOEFR] O BE2ZHR LTS,

VPN 55— FrD 14 DETFE

ATy T

ATvT2

ATvT3

VPN =V TEIZVPN I B P L= RRESNTND Z 2R LET, VPN =
v L —HDOFREH, VPN ML —ZOFFREST v a— R LT, ZFEMICON
TiX, VPN B FL—HDFHEOT v 7u— K 82—) ZBMBL T EE N,

VPN 77— U = A ZiRET DL, ZOFIEZHEHL £,

FIE

[Cisco Unified CM & H (Cisco Unified CM Administration) |75, LA F 2R LE3, [HEERHE
£ (Advanced Features) ]>[VPN]>[VPN #— kD 4 (VPN Gateway) | ZE#{R L £7,

WONTIIPDOEEELFEITLET,

a) [FiFREM (AddNew) 1227 Vw7 LT, HiLWI e 77 A VEHRELET,

b) ZE—FTBHVPNT— T AfDRICHD [AE— (Copy) |27V v LET,

¢) WEIZRVPNT — U xA ZROTT, REAXELL, BEFOT 07 7 A NVEZHTHLET,

[VPN Gateway Configuration] 7 ( > K7 C7 4 —/L R&FHE L £7, FFEMIZoOVTIX, VPN 7
FAT Y RDOVPNT —FU=Ag 74—L R (103—2) ZBRLTIEIN,

VPNV SA47 2k .
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ATYvT4 REF| 227V v 7 LET,

VPN SAT72FDODVPNS—bFoxz4A4 J4—IL K
VPN 27 AT FDOVPNTF— R T oA 7 4 —)L FIZOWTORHHAE LET,

KR1:WNYSATULDVWNT— o4 T4—ILF

TJ4—ILF Bz

[VPN7— R =A% |VPNZ— T =A OL4RTEATILET,
(VPN Gateway Name)]

[VPNS—RFT = A D |VPNZT— T = A OFHEZ A LET,

(VPN Gateway
Description)]

[VPNS— T =2AD | 5= T 2ANOFER VPN a2 L —FZ D URLEZ AN LE
URL(VPN Gateway 4,

URL)] \ .
GE)  VPNar kY hL—H{Z1 207 V—7URLEHEL, =

DURL%Z7—FT7 A URL & L THHATAIRERDHD £
—a—o

HEHRIZOWVTIE, ROLXIRVPNary o ML —FDv=aT
NWEZELTLLEEN,

+ [SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

[ZDOEFTOVPNGES | EREIF—B IO TFRAIF—Z2MEH LT, iEAELZ S — b Y = A 1ZH]
F(VPN Certificatesin | V4 TE 7, 7F— MU = AIZREHFEZEID Y TRUWNE, VPN T T A
this Location)] Ty MIZOarey hL—X ORI £,

GE) HmKRI10DFEHEEZ 1 OO VPN F— T = AIZE Y Y TH
ENTEET, F, HF—bruoAihRlEB 1O
OFEAEZE D Y THLERDH Y £3, Eifs VPNHEOGE
FEMEMERRIC BRI SV T-RERR E 720 28, fE ] FTREZR VPN
FAEAEO U A MZERERET,

VPN 5 )L—TDKRTE

VPN ' N—T7 %R ET HIZiE. ZOFEZFEHLET,
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ATy

ATy T2

ATvT3

ATy T4

FIE

[Cisco Unified CM % # (Cisco Unified CM Administration) ] 75

o547 rovwNT—F 74—k [l

UTFZ@R L ET, [k

Bt (Advanced Features) ]>[VPN] >[VPN %' JL—7 (VPN Group) | ZER L £,
RONTNIPOBIEZFEITLET,

a) [FFREM (AddNew) |27 U7 LT, HiLWwryue 77 A VERELET,

b) BEFDO VPN /' —T7% 2t —42% VPN ZL—7DORIZH 5D [AE— (copy) 1227V v 7

L/ij‘o

c) WHIZR VPN — b7 = A % 5T,

RIEELEL, BFEOT 7 7 AV EREHLET,

[VPN Group Configuration] 7 o > RUNDE 7 4 —/L RZ2FELET, sEMICOWTIE, 74—

L REHDOFENZDOWT, VPN A4 T SO VPN — T = A 7 4 —/L K

EZRLTIZSN,

(10 =—2)

REFEI 227V 7 LET,

VPN Y SAT72UFRDVPN Y IIL—T J4—JL K

ZDORTHEH, VPNZ FA T2 FDO VPN Z)L—77 4 —)L RIZOWTEHHA L TWET,

R2ZWPNISATUEDVWNTIL—T J4—)LF

J4—ILF EE

[VPNZ' )L — 74 (VPN | VPN 7 )V —T7 D42 A LET,

Group Name)]

[VPNZ L—7 D | VPN ZL—7 O Z A L £,

(VPN Group

Description)]

MEAAREZR TN T | A7 m— /L LT, AR T X TO VPN — U oA ZFRRLE
VPN7 — b7 = A (All |7

Available VPN

Gateways)]

[ZDOVPNZ L—TN
TERENT—F

7 = A (Selected VPN

Gateways in this VPN

Group)]

IRFIR 5 2 & FRFIR 5 2 2 MR LT, S WTHEZ VEN & — | ¥ =
A% ZD VPN Z)L—FIZANNTZ0 T—Tmba4 L7720 LET,

VPN 7 A7 h CTEHERZT—NELEL, FFED VPN — 7 =

AR TE WA IE, U A RDOWRD VPN 7 — k7 = A ~DR )

ERAET,

GE) 1 >D VPN 7 V—FI1ZHx K3 DO VPN 7 — s 7 = A ZiBI
Tx¥4, ¥7-. VPN 7L —FHNOFAERIT. 43T 10
FTTY,
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VPN 707 7 1 ILDRE

ATvT1

ATy T2

ATy T3

ATvT4

VPN 727 7 A VEFRETHITIE, ZOFIEEZFEHLET,

FIE

[Cisco Unified CM & (Cisco Unified CM Administration) ] 5. LA F &R L F7, [HaaRME

ft (Advanced Features) ]>[VPN]>[VPN 7B 77 4 JL (VPN Profile) | Zi&{R L £,

RONTINNOEELEITLET,

a) [FFREM (AddNew) 1227 Vv 7 LT, LW a 77 A VEHRELET,

b) HFEOTR Ty AN EaA—F 5 VPN 707 7 A LOMICHS [T E— (copy) 1% 7
Uy 27 LET,

o) BEfro7a 7 7 A VEBHTHIIE, %443 5 7 1 /L F % [Find VPN Profile Where] TH&/E
L. % (Find) 1227 Vv 7 LCHREAERELET,

[VPN Profile Configuration] 7/ 4 > K7 T4 7 4 —/V K&ERE L E 7, sEICOVNTIX, 74—

WV RBHAOFEMIZONWT, VPNZ FA T RO VPN 77 7 A 7 4 — L R (123—2)

ESBLTIEEN,

REI 227V v LET,

VN> SA72RDVPN O 774 T4—IL K

ZDOFRTIEH., VPN 7B T 7 AT =)L ROFERIZHSOWTCRHIA L E 7,

RIVPNTOT7AIL T4 —IL KD

4=V K &
44 il VPN 707 7 A VOLA4HIZ AT LET,
A VPN a7 7 A VOFRAEZ A LET,

[HEI Ry NU—I | ZDF 2w IRy I Rt i3 5HE, VPNZ 747 2 ME, W
tH % A 2)t.(Enable Fv T —=I5MZHD 2 ERRHENTGAICRY T CxE T,

Auto Network Detect . e .
)l 7 7 4V b [#EZh(Disabled)]

RRpEL=y b ERIpEL=y b (MTU) O A X% A METANLET,

(MTU) T 74N 11290 3 A b

[H DI (Failto | VPN b RV OIER TS, 1 7o o E 3B EN =TT 5 £ T
Connect)] T AR E LE T,

ST b 308
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[FARNDF vl % |ZOF v IRy 7 ANFLORE, 7F— U = A GEHED
H%h{t.(Enable Host ID |subjectAltName F 7213 CN 238, VPN 7 74 7 > s Ok 50D URL &
Check)] —HLTWARERH ) 7,

7 7 %V b : [A%)(Enabled)]

[V FATV NgBikhi | ka7 XUy VR NN, 77472 MRGEFRAERINL £,
Hi(Client Authentication

Method)] s [ =¥ LV RA T — F(User and password)]

o [/XA T — RO I (Password only)]

» [RIEAAE (Certificate)] (LSC F 721X MIC)

k) AT — K& | ZOF 2w IRy 7 AeA L NlT5HE, vl A4 ORKB, 2—WIcX
H%hb(Enable Password | 5 FEIO/SAT — RO 7 V7 EHEOV Ly b, TIEERIIND
Persistence)] FT, 2—FONRRAT— NTEFIRFEINET,

VPN ##EED /N T A — 32 DEXTE
FIB

AT v 71 [Cisco Unified CM & B (Cisco Unified CM Administration) |75, LA F 23R L E4, [HhiEE
Bt (Advanced Features) ]>[VPN]>[VPN #8EE%E (VPN Feature Configuration) ],

AT 72 [VPN Feature Configuration] 7 4 > RV D7 4 —/)L R&ZEL £, MOV TIE, VPN
RED/RT A —4 (135—V) ZBRLTLIES0,

ATYT3 [REIZVIYVILET.
WROVEEEATOET,

e Cisco UnifiedIPPhone D7 7 — AL U =7 %, VPNZHHR—F L TWAER=T g 02T v
TJL—FLET, 77— U=T DT v7 7 b— RFEOFFMIZOWTIX, ZEH D Cisco
Unified IP & £ /L ® [Cisco Unified IP Phone Administration Guidel]l ZZ ML T 72 &
Uy,

o R — K STV Cisco Unified IP &S 2 LT, VPN Bz LE T,

VPN #BED /NS A —A

VPN EBE T A —Z OFHALFRITRLET,
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(B8R Y hU—7 F
% f%h{t.(Enable
Auto Network Detect)]

[True] DA, VPNZ ZA4 72 M, ftN* Y R —24M2h Db &
DR SN AR FITTE £,

5 7 #JV b : False

RGEL=> b
(MTU)

BRAGEEMEIRE L ET,
T 74 1290 /34 K
e /IME 2 256 /XA b

BRAE : 1406 731 K

[Keep Alive]

X—TTIAT Avbt—VEFETOMBEREL £,

GE) ZOENEa g TH Y . 7> Unified Communications
Manager CTHiE SN/EL Y /NS WG, VPN 2t
Fo—=2DxX—7 T 74 THEIZL>TZOREN LHFE
SNET,

F7 4k 607
B/ME 0 R
BAME 120

[H&fot > K PG (Fail to
Connect)]

VPN kU RV DERLTIC, v 7 A SR EN 2 T+ 5% T
P9 pEEM 2 E L £,

FT7F bk 308
B/IME - 0 F)
BKME : 600 7

(7747 v MediiEss
(Client Authentication
Method)]

Fry 77X YR MPL, 77472 MRGEAREZRINL £,
o [—H I L OVIR T — K(User and password)]
o [/NA U — FD I (Password only)]

o [fEAAE (Certificate)] (LSC % 721 MIC)

T 7 H Vb [—F B L OVIRA T — R(User and password)]
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[KFEH)SA T — K& | TrueDtr. Uty MResetR & o F 7oid kg 75“1;-:% é?}’b“(b\
A7%Mt(Enable Password | 5 &, —HF—D /2T — RREFERICRE SN E T, BFEOE

Persistence)] WEINT=5G. £ ii%uujﬁﬁj?@&“ﬁ? Vv b éhf_/ﬁn INA
“—]\i{%ﬁéh? ERrg AEShs hﬁi&@)\ﬁ%;}zy)é7u/7 %
FrLET,

57 %)V I : False

[RA NDF = v 7% |[True] D¥e. 77— b7 = A GEFFED subjectAltName F721L CN 23,
A #h{t(Enable Host ID | VPN 7 7 A 7 > h Ok URL & —#H L TV AMERH Y 5,

Check)] 7 7 4V & i [True]

HBOEZFZTAOT 74 I)LAD VPN OFHDENM

— R ERE T 2 7 7 A VIZ VPN OFE M2 BINT 51213, ROFEEFEHL £7,

FIE

AT w71 [Cisco Unified CM & # (Cisco Unified CM Administration) ] 2>, LA F&ZZR L £4, [T/84
A (Device) > [T/ 31 AMEZTE (Device Settings) > [#BENEZE O 774 /L (Common
Phone Profile) ],

ATy 72 [BE (Find) 127V v 7 LT, VPNOREMZBINT 5 L@EEE T 07 7 A VERIRLET,

AT w73 [VPNIE# (VPN Information) | &2 3 a > ¢, #bl72 [VPNZ /L —7 (VPN Group) ] B LW
[VPNZ' &1 7 7 A L (VPN Profile) ] Z &R L £,

ATy T4 [RFE (Save) | & [REDEA (Apply Config) 1227V v 7 LET,

AT9 TS BEOHMAT 4 RUT[OK]| 227 V7 LET,
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