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W, BXOEZR EOFFHEREERE S
DS LEN-TFA DT r Y 7T
T, WFERIXZZOCSR #fHAL T, =
HHOL AT LAOEFTE HFEHEL 4
L ET,

ATV T2 GEHAEEBLERODZ 7 — K (14
~~eD)

CSR Z{EftE, #vrnm— KL T, &
FERICHEHEARETED L OICLE
7,
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s E LT |

ARV RFERIETV3Y B#Y
RATYTI|RIRD R¥ 2 A FEZB LT EE [BRERN LT 7V r— a Vil #EZ I
VY, HBLET,
ATV T4 |RIERO R¥a A0 a2 LTS |RAER HV— MEHEZ RS L ET,
AN
ATy TS5 [FHHA T ~OFGERES 7~ CAPF | /b— MEEZEEA M7 IBENL
o— FEEF OB (14 ~—) o FAAERDFEA T E CAPF GEEF %
EHLTWDEAIE. ZOFIEEFATL
£
RFYT6 | AHELEHEF = —> 0T v 7 | RIRL— NEHEE ) — RICT v 7
g— R (11 <—Y) n—RKLET,
AT 71 |CAPF %721 Cisco Unified ['Cisco Unified Communications Manager
Communications Manager DFEBEAZ HH | Ex = VT ¢ A K]
L72%atE, BTLWCTL 7 7 A v %4 | (http://www.cisco.com/c/en/us/support/
RLET, unified-communications/
unified-communications-manager-callmanager/
products-maintenance-guides-listhtml) %
ZHL TS,
H— FN—F ¢ DEA T E CAPF £721%
CallManager FEELZ T v 7 — N L7z
5. CTLZ 747 v b (FEELTWD
BE) ERIATLET,
ATY T8 | —EAOHEE (153—) B LWGEAEORELZ T 50— A%
HFE#BLET, ITXTORRAEZ A7
T, ST E—E 2 EHEH L £
(7= & 21X, Tomcat F721%
Tomcat-ECDSA OFEWE 4 HH L /=5
I% Cisco Tomcat $— B 2 & FELH) L &
j—) o

AEAEERERDERK

FERAESEA TR (CSR) A LET, Ziud, A% — M4, i
FLENTZTFA DT vy 7 T,

72 & OREE HEE TG & & Dol

B4, Hik, BIOE
SEFJRIL Z O CSR Zfif

MLT, ZHEHDOY AT AOFEHTE DiEEZ LML £,

N

GE)  #HLWCSR #4545 L. BEFED CSR

FEEZESNET,
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FIE

AT w71 Cisco Unified OS DEHN G| [£F 2T« (Security) 1> [FEBAEDEE (Certificate
Management) ] Z&#IRL 7,

AT w72 [CSR DERL (Generate CSR) 127V v 7 LE1,

ATv 73 RAEBREROER] VAV RUDT 44—V RERELET, 74—V REZOREST
Ta COFEMCONWTIE, AU TA U ASVTESRLTIES N,

AT w74 [Generate]x 7V v 7 LET,

AEAEERERDA Y O—F

CSR Z1Efite., X vonm—RNLC, BiEBICEEAELZRE TS L IcLET,

FIE

AT v F1 Cisco Unified OS ODFH L, [£F 2 T4 (Security) | > [(EBAZNERE (Certificate
Management) ] 3R L £,

ATY T2 [CSROF T m—FR (Download CSR) 1% 7 U v 7 LET,

RATv T3 [GEHEDOHE (Certificate Purpose) | Kv v 77Xy U A NT, FEHEAZEIRLET,
ATv T4 [CSRDOZ T ra—FK (Download CSR) 127V v/ LET,

RTv s ((EE) Tur7 IRERINEL, R (Save) 1227 U v 7 LET,

EFER T ADZEB/EREH CAPF )L— FEEBAZE DB

SRR B4 LTz CAPF GEFAEZEAT 2854613, /b— b3ERAE % Unified Communications
Manager{G#8 A h 7IZBEM L ET,

FIE

ZF w71 Cisco Unified 0S DF BN G, [£F 1) T4 (Security) | > [SEBHEDEE (Certificate
Management) ] Z&RL £,

ATy 72 [(IAEFEIAZEFz— D7y 7OA—K 227V v 7 LET,
ATw 73 [AAEEAIRAEFI—DT7yTO—KR Ry 77 v 7 70 YT, (IBAZEOESE] Fo v

Ty ARG [CallManager DIEREME] 23N L. FAER%E 44 ¥ & CAPF /L— R EEHE
BB ET,
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ARTYT8 [T7ANDT Yy TA—KR] 74—V RIGEAERERINEL, [Ty F7A—KR] %27 Vv L
\iﬁqo

H—E X DHILE]

7T ALHNDORFED ) — R THEEEIIR Yy NV —7 $—E X2 HEHTLILERNH 556
I ROFNEICHENE T,

FIE

ATV BEEBTLIV—ERAOX A TR LT, ROWTINDOX AT ZFATLET,
«[Y—JL (Tool) 1> >[a> rA—)L 22— -#EH—EX (Control Center - Feature
Services) | IR L £7°,

«[Y—JL (Tools) ]>[aA> kA= EVFZ—-Fv bT—% H—EX (Control Center -
Network Services) | Z##IR L £,

AT T2 [—2% Server) |Ka vy X TR RNLYAT A/ —RERIRL, [B#) (Go) 127V v
7[./35‘&40

ATV T3 FREETLIV—ERAOMICHLA T v ar RE U&7 Y v 7 L, [FHiE#) (Restart) 127 U v
7 LET,

ATy 74 FEMITIUES KRN D ZLE2RT Ay E—URERRINZH, [OKZZ Y v 27 LE
j—O

oS54 VEREXTF—A2X A LaJ)L (0CSP) 243
sEBAZE % %h (CRL)

Unified Communications Manager (%, fEBIERNEZE=F VY 7 FTBH57-ODOCSPE 7R E Y 3
=7 LET, AT Va— SRR, BEOERAERY v 7o — RS-y AT A
PAEHEDOAT —Z 2% TF v 7 L, AIMEEZHERLET,

F T4 GEEREET 7 F 2L (OCSP) (X, EBEE NV AT AOGEHEZMZEBT 5O
RN ET, OCSPERET D &, fEEOH M 2R Lz 0 MY OFEHEL Y 71
B A LTENMETAHZ0OD, TN DOERILEHEA Y v R T £4,

AL T TATIUT B— RWERNI 2> T 5 FIPS JEREOYA. OCSP I AT LD aE
7S5 4T ) T EEA~OHERU BT E F T,
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dnEEE |
B 5 ammEx7—452 ForaL (OCSP) 1ok BIEHEXS (CR)

AMRE
Unified Communications Manager |%, FERAED AT —% 2 2B L, AMEZ MR L E7,
REEORGEIX, RO L S IiThbivET,

« Unified Communications Manager I[XREEH#EET /L (DTM) ZfEH L. OCSP B4 EMED
N— b CAFERIFFMCALF =y 7 LET, V—FCAFELITFMCAIZ, AT —FX
ZWERT D72 DIZOCSPREHFHICEA T D2MLERH Y £9, FESNTEBET V0N KL
9% & . Unified Communications Manager 23S E M OFEHE T /L (TRP) (27 +— /3y 7
L. f8E S 472 OCSP J& D EAFEN #H A OCSP ¥ — "\ B L CGE HF A MFEL £
R

GE)  FEAEZEORNAT —H A MR T HT-DIZ, OCSP L AR AN
EITZINTWVWAMENDH Y 9,

[REBAE %% (Certificate Revocation) 1V f & R TOCSP A7 a v ZHNITH L
KO RRIRFETY T NVEA DMNGEHERNET =y 7 THZENTEES, v ar
26, FEHFEE OCSP URI i 5 4y, F72IER%EF A D OCSP URI % 3 2% 1> % i
RLUET, OCSP DFEFRTEDFEMIZOWVTIL, [OCSPIZ L LFEHERORTE] 22
LT a0,

A

GE) UV —7iEHEOY A, syslog, FileBeat, SIP, ILS, LBM 72 £ D
TLS 7 74 7> hid., OCSP #:RK% OCSP L AR ZITikfE L.
OCSP L AR Z)E U T IVE A A THEHEEICEEZZELE
To

AT TAT VT T— RN LIZREETHRIENFEITIND &, iEAEICR L THROWT
NDPDAT —H AR ENE T,

« [B¥F (Good) |: BiF/pfREEL 12, AT — X ADOMWEDLE~DEENRIGEE R LE

T ZOHEEMRISEL, D ELFEHENRR L TR EERLETR, 47 L
HLEDORAENRBITEATH D Z &, E70E. TORENER S NI-REZ D FEEO LD
HIMWNICH D Z E2ERTHHOTEDL Y F¥A, VARVEMER LT — 3 12
Mz T, BATRPHENMMEDOEEM R AT — N A b, VARV ZBER LIZFEHED A
T AT DBEMER AL T DR, WEIREAFHTE £,

*[%k%) (Revoked) ]: K3 IRAEL T, FEAEN KL TV D (IHARY £ 72T —FrigICREE
SINTWD) ZE&aRLET,

« [RBA (Unknown) ]: RBAIRAEL (X, OCSP L AR ZNEER S N-FEHEZ R L TV
N EERLET,
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iwngr=s9>5 524 70— |

GE)
THEEIC

TWRWIREETIISEDRRBART — X A ThH HIGE. Bl
L/ij'—o

PN U0 VRN

LT TAT VT ET— FTIE, Kk EFBAOEHFOLAIZE W
AT I TAT VT BT— KNEI -

ZHEh

GIBAEE=4Y) VT AR JA—

RDH AT BTN,

£7,

« REITE DA IR AT

TONTUWNA & X,

« FAHIRPNOIN T REF 2 RN S D

FIE

AEAEAT —Z A L AR Z ABICE =235 K5 VAT AEREL

BT A TEMT D

ARV KRFERERETY Va3 Y

=)

ATy T GEHEE=Z@MORE (172—2) |jFHEOHEIT=4Y L V2R L £
T, VAT ATEMMNCGEAE AR T —
ZA%TF 7 L, iEHEOA IR
TSN TNWD EEFA—/LTHEML F
R
ATw7T2|0CSP I L HAFHAELSORTE (18 %@@n®ﬂ%iﬁ5@%’%@¢éi
~_—) 912 OCSP Zi%E L £,

= —_ > =L
SIBAZEE =2 BADEETE
Unified Communications Manager ¥ 72 (% IM and Presence %"— B AD HEFEHEE =X 1 7%
RELET, VAT AFEHICGEHEDO AT =X A2 F = v 7 L, iEHEOF IR ITS
NWTWD LEFA—/LTHMLET,

\)

6=

JVETZ
v k7—% H—EX (Control Center - Network Services) | Z &R L,
Monitor #— & & (Cisco Certificate Expiry Monitor Service) | DIKAEZDS [F2/TH (Running) ] TH

DO — AT HMME S TWE T,

[Cisco Certificate Expiry Monitor] v h 7 —27 —ERXEFITLTWALERHV I, T 7+
[Y—IJL (Tools) |>[avbkA—ILEVHZ—-
[Cisco Certificate Expiry

5 Z & %MAE L T Cisco Unified Serviceability TH—EANFEITHTHD I L 2R TEET,
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

(Unified Communications Manager DFEEE =4 1 > 7 D 72IZ) Cisco Unified OS D& ER|Z
a7 A9 %h, (IMandPresence —EXADFEAEET=4 I > 7 D=®H|Z) Cisco Unified IM
and Presence DEFBIZ 0 /A L LET,

[EF* 2T+ (Security) ]1>[FEBAEE=% (CertificateManagement) ] ZZR L £,

[ &BA LA (Notification Start Time) ] 7 « —/V RiZ, FfEx A1 LE£3, ZOfEix, -2
XO0b L AMMIROmME, AHMROM BRI AT ARG T 205K LET,
[N (Notification Frequency) ] 7 « —/L RIZIX, @HMZITOMEEZ AT LET,
ZHFA T a T, [BA—/VEBEHEACT S (Enable E-mail notification) ] = v 7
RNy I A F AT LT, EDE20H 5iEHEAIWIRICET2EFA—NVT F— a2 AT
DZEE ST,

[LSCE=% VU v 7 %925 (Enable LSC Monitoring) | F =7 Ry 7 A% AL T,
LSCiEHEZFEAEAT —H XA F = v ZIZEDET,

[EFA—/VID (E-maillDs) | 7 4 —/L FiZ, VAT AP BHAEEETIHETFA—NL T FL A
EASLET, EEOEFA—NLT FL AT, EIao s TRY>TANTEET,

[fR7F (Save) |27 U v 7 LET,

GE)
FEEE=X Y—E R, T 74NN TR LI I RZTFETLET, EHEE=X
- RAEHEETDHE, ARSI N, 24FREMRICFATT DRO AT Y 2 — U REHE
ENET, FEHEOABGIR 7 ALINIGESWT S, ZORBIIELLETA, ZOHP—
ERE, REBEOEHIRS NS 1 BRI D, ARHEAIN =% 1 KRB X IZFETLE
R

RDEZRY

Online Certificate Status Protocol (OCSP) % &€ L. HRUINOFEAEZ A7 20N HEIRJIZ K
ML EICLET, GO VTIL, REZRL TS EE, OCSPIZ X BREHERGD
e (18 X—)

OCSP [ & ZEEEAZ R DERTE

IS4 VA EZAT—% 271 a3k (OCSP) BN LT, ZEAEDOREEL EHIIC
F v 7 L, HIRUNWOFEAELZ BB S E T,

1R BHHIIZ

VAT AZOCSP T = v JITHERFEHEN S H Z L AR LET, OCSPIEBIEE R E S
NTWBL— hCARERAEE 7ZIXFTRICAFEAEZEZFEHIT A Z N Tx£J, F721%. tomcat-trust
AT T a— RENTWAIEEINT- OCSP ZL4HFHELFHTH LN TXET,
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ATy T

ATy T2
ATvT3

RTv74
ATvTH
ATv7T6
ATvT1

angrs—nrsIrva—t i

(Unified Communications Manager D FERFRZN D72 81Z) Cisco Unified OS DEBHIZ 7 74
957>, (IM and Presence h— B A DFEHERZND 72 1Z) Cisco Unified IM and Presence D%
Blce /74 LET,

[Z¥a )T+ (Security) 1>[REBAE LS (Certificate Revocation) | ##4R L £ 7,
[OCSP DA %ht. (EnableOCSP) 1T = > 7 Ry 7 A% F LT, IROZ AT DWThEE
1ITLET,
«OCSP F = v 7 @ OCSP L AR ¥ EFEET H551%. [ REW A OCSP URIL 2425
(Use configured OCSP URI) | R4 > %@ L, [OCSP % E# A URI (OCSP Configured
URID) 1 74—/ RIZV AR Z D URL Z AN LET,
* OCSP L AR Z URI CREE 2 ET 256, [REAE2 50 OCSPURI 219" % (Use
OCSP URI from Certificate) ] R4 > &N L 97,

[2hTF = v 7 2G0T % (Enable Revocation Check) 1 F =7 Ry 7 AxA 2 LET,
[F =~ 7 [kg (Check Every) 1 7 4 —/V RIZKRZNT = v 7 OREE AT LET,
[R%E (Save) 1227V v/ LET,
ZhHiEA T a T, CTLL IPsec £721X LDAP U v 7 3 & 585481, b ORI
D OCSP RN AR — M EHZT H7eIc, EFEROFIRITMZ TROFIEGIT I LERH Y F
-éAO
a) Cisco Unified CM Administration> 5, [ R T L] > [TRE/NTA—F] 2R LT,
b) [REEDORDCH MM (Certificate Revocation and Expiry) ] T, [REFIEANIMET = v 7
(Certificate Validity Check) /37 A—# —% [True] IZEXEL £,
c) [T = v 7 #HE (Validity Check Frequency) ] /37 A —4# —DfExZREL £,
GE)
[BEBRER%N V14 v RUD [KEF v U #F#IZT S (Enable Revocation Check) ] /37
A—X ORI, [AF v Y 5EE (Validity Check Frequency) | =2 % —7 7 4 XA X
FA—HOMEIY HELINET,

d [&R#E (Save) |22V v o7 LET,

ETAZETS—D T a— bk

188 BRI

IM and Presence Service ./ — K75 Unified Communications Manager %— & (2, F 7213, Unified
Communications Manager / — R7)>% IM and Presence Service #REIC T 7 EA L L H & LT T —
DA LT85 1E, tomeat-trust sEBEICFIER H Y £F, = "~OHRL LI TEEHE
A (VE—]F /) — NI TEZEHA) (Connection to the Server cannot be established (unable
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FIE

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

to connect to Remote Node)) | & W IHTTF— A vyE—UR, RO [P—EATEY T 4
(Serviceability ) 1 A > H—T =A A U 4 RUICERENET,

cH—EXDT7IT4R—23Y
b EUA—-HEEY—EX
cavhbO—LtEYE—-2Yy FT—=0 H$—ER

COFIEEZFEHLT, SFAEO T —Z2 R LET, KPIOAT v T NHEB L., HEIZLT
THRFET, RIIOAT v 7T T T —NRESNIEAE LN, T_XTORAT v T E2HE
1TTH5ZLRMBEICREEELHY 1,

[Cisco Unified OS M4 H (Cisco Unified OS Administration) ] D [¥ 2 1) T« (Security) ]>
[(IBAEZE N EM (Certificate Management) | T, X7 tomcat-trust sEFAENFIET 5 Z & 25
ABLET,

WETRREAEDR 2 NG AT, FEMRR T 2 £ T30 oMb ET,

FREEZ@INL TERE R LET, EHEORNRN, VE—F /— F LEoxST 250 F
ONEE—FTHZ LR LET,

CLI 75, utilsservicerestart Cisco Intercluster Sync Agent % 5217 L C Cisco Intercluster Sync
Agent —E XA ZFHEE) L £7,

Cisco Intercluster Sync Agent H— B 223 F L&) L 7= &, utilsservicerestart Cisco Tomcat % F4T
L T Cisco Tomcat —tE X ZFHE#E) L £9,

30 R L ET, RIOFIATIEAEDO =7 —AxH L S 117, tomcat-trust AEF ENFIET D
BaiE, iEEAHIRLET, EAEZHIBR L%, /— FZ L IZ Tomeat 38 L
Tomcat-ECDSA FEFEZ X 7 > 1 — R L, tomcat-trust iFFHE L L TETICT v 77— KL T,
AEAEZ FE) TS 2 LERH D 77,

AERAEDO BN SE T L= 5, utilsservicerestart CiscoTomeat % 5347 L C, #8221 54—
/XC Cisco Tomceat % FEC#E) L £,
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