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Unified Communications Manager
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. license smart reservation request

license smart reservation request

Unified Communications Manager ~ Cisco Smart Software Manager

Cisco Unified CM CLI

« license smart reservation enable

license smart reservation request

Unified Communications Manager

Unified Communications Manager

Cisco Unified CM CLlI

« license smart reservation request

license smart reservation install "<authorization-code>"

Cisco Smart Software Manager

Unified Communications Manager
Reservation In Progress ]

« license smart reservation enable

« license smart reservation request
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license smart reservation install-file <url> .

Cisco Unified CM CLI

« license smart reservation install "<authorization-code>"

license smart reservation install-file <url>

Cisco Smart Software Manager

Unified Communications Manager
Reservation In Progress ]

« license smart reservation enable

« license smart reservation request

\}

URL SFTP
sftp://< /IP>:<port>/< >
Cisco Unified CM CLlI

« license smart reservation install-file <url>

Unified Communications Manager

license smart reservation disable
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. license smart reservation cancel

Unified Communications Manager

Cisco Unified CM CLI

« license smart reservation disable

license smart reservation cancel

CUCM Cisco Smart Software Manager

Unified Communications Manager
Reservation In Progress ]

* license smart reservation enable

« license smart reservation request

Cisco Unified CM CLlI

« license smart reservation cancel

license smart reservation return

Cisco Smart Software Manager

Unified Communcations Manger
- Registered - Specific License Reservation ]

« license smart reservation enable
« license smart reservation request

« license smart reservation install "'<authorization-code>""
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license smart reservation return-authorization "<authorization-code>" .

Cisco Unified CM CLI

« license smart reservation return

license smart reservation return-authorization "<authorization-code>"

Smart Software Manager

Unified Communcations Manager
Reservation In Progress ]

« license smart reservation enable

« license smart reservation request

Cisco Unified CM CLI

« license smart reservation return-authorization "<authorization-code>"

System Configuration Guide for Cisco Unified Communications Manager,

Cisco
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. license smart reservation return-authorization "<authorization-code>"
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Unified Communications Manager

\}

Unified Communications Manager Cisco Unity Connection Cisco IM and Presence

Unified Communications 1
IP 1
1 28 Unified Communications Manager
2 28

o[ Ethernet
Phone Port ]

* [MGCP MGCP
Listen Port ]
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* [MGCP

MGCP Keep-alive Port ]
* [SIP SIP Phone Port ]
* [SIP SIP Phone

Secure Port ]

Unified Communications Manager

. ID CTIID

« Unified Communications Manager

1 Cisco Unified Communications Manager Administration [ System ] > [Cisco Unified

CM]

[Cisco Unified CM Find and List Cisco Unified CMs ]
2 [ Find ]

Cisco Unified Communications Manager

3 Cisco Unified CM

[Cisco Unified CM Cisco Unified CM Configuration ]
4 [ Name ] Cisco Unified Communications Manager
51 Description ]

50 "
% & \ <>

6 [ Save ]

SCCP SIP MGCP
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Cisco Unified Communications Manager Administration [ System ] >[Cisco Unified
CM]
[Cisco Unified CM Find and List Cisco Unified CMs ]

[ Find ]
Cisco Unified Communications Manager
Cisco Unified CM
[Cisco Unified CM Cisco Unified CM Configuration ]
[ Cisco Unified Communications Manager TCP Cisco Unified
Communications Manager TCP Port Settings for this Server ]

[ Save ]

[ Apply Config ]
[OK]

[ TCP Cisco Unified
Ethernet Phone | IP Phone SCCP
Port ]

2000 2000

. 1024 49151
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[MGCP TCP MGCP
MGCP Listen Port ]
2427
. 1024 49151
[MGCP TCP MGCP
MGCP
Keep-alive Port ] .
2428
. 1024 49151

[SIP SIP
Phone Port ]

Unified Communications Manager TCP  UDP

SIP

[SIP TLS SIP
SIP Phone Secure
Port ]
SIP OAuth Cisco Unified Communications Manager  TLS
SIP Phone OAuth Transport Layer Security Jabber
Port SIP
5090 1024 49151
SIP Cisco Unified Communications Manager ~ MTLS
OAuth |  Mutual Transport Layer Security Expressway Jabber
SIP
5091 1024 49151

5-2 Unified Communications Manager

. System Configuration Guide for Cisco Unified Communications Manager,
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5-2

Communications Manager 8.5(1) IP

IP

IP

Unified

Unified Communications Manager

1: Cisco Unified Communications Manager

[ /1P
Host Name/
IP Address ]

Cisco Unified
Communications
Manager
Administration

[
[

System ]>

Server ]

63

[

Hostname ]

Cisco Unified
Communications

Manager

63

[

Hostname ]

Cisco Unified
Communications

[
Settings ]>
[IP1>[
Ethernet ]

63

System Configuration Guide for Cisco Unified Communications Manager,

1250



set network 1 63
hostname
ARPANET
5-2
o[ Server Configuration ] [ /IP Host Name/IP
Address ]
IPv4

Unified Communications Manager

IP
Manager DNS

DNS
Unified Communications

DNS Unified Communications Manager
Manager DNS

Unified Communications
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Unified Communications Manager

P

. FQDN

. Cisco Jabber

. MLPP Multilevel Precedence and Preemption
MLPP

. IPv6 IPv6

. syslog
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Unified Communications Manager

34

Unified Communications Manager

37

2 | 10S Cisco Jabber  SSO

42 MDM IdP
Cisco Jabber
3 |RTMT SSO 43 Real-Time Monitoring Tool RTMT

SAML SSO Unified
Communications Manager

Unified Communications Manager

61

Cisco Unified Communication Manager

. System Configuration Guide for Cisco Unified Communications Manager,
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10.0(1) Unified Communications Manager 1M and Presence Service
IM and Presence Service
Unified Communications Manager

1 Cisco Unified Communications Manager Administration [ System ]>][
Enterprise Parameters ]
2 IP TCP
[ Enterprise Parameters Configuration ]
[ Connection Monitor Duration ] [
Save ] 120
[ Apply Config ] [OK OK ]
3 [ User Data Service Parameters ] [
Enable All User Search ] [True True ]
4 [ Clusterwide Domain Configuration ]
a) [ Organization Top Level Domain ]
255
b) [ Cluster Fully Qualified Domain Name ]
FQDN 255
FQDN * FQDN
: cluster-1.cisco.com *. cisco.com
5  Cisco Jabber [ ] [False]
6 [ Mlpp (mlpp)]
[ (mlpp)] mipp
a) Mipp Mipp
16 0x
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b) Mlpp [mlpp (on)]
7 [Ipv6 ] [ipv6 ( Enable ipv6)] True
8 [ Cisco syslog Agent ] syslog IP
[ syslog 1]
Cisco Unified Serviceability ~ Syslog
9 [ ]
SIP

Real-Time Monitoring Tool RTMT

a) [ (Enable Call Trace Log)] [True]
b) [ ] Unified Communication Manager
SIP
2000 5~ 4000
c) SIP
2 1 10
SIP
[

REFER/NOTIFY/SUBSCRIBE SIP
Log Call-Related REFER/NOTIFY/SUBSCRIBE SIP Messages for Session Trace ]

Cisco CallManager [False] SIP
REFER NOTIFY SUBSCRIBE
10 Ccmadmin [ (Enable Records)]
[True]
11 [ Save ]
12 [ (reset)] [OK]
37
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Cisco Unified CM Administration [ System ]>[
Enterprise Parameters ]

2 : Cisco Unified Communications Manager

Connection Monitor
Duration

Survivable Remote
Site Telephony SRST

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.html

120

CCMAdmin

[
Enable

Dependency Records ]

CPU

Cisco Unified Communications Manager Administration

[
Related Links ] [

Dependency Records ]
[ False 1]
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Enable

All User Search ] [Cisco CallManager Cisco

CallManager Self Care ] CCMUser

[ True ]
[
Organization Top cisco.com
Level Domain ] 255
0-9

cisco.lom

[ 1
Cluster FQDN FQDN

Fully Qualified Domain * FQDN
Name ] cluster-1.cisco.com

*_cisco.com

FQDN URL
SIP
255
FQDN * FQDN
0-9
cisco.lom

IPV6
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[IPv6 Enable Unified Communications Manager  Internet Protocol
IPv6 ] Version6  1Pv6 IPv6
IPv 6
IPv4
False IPv6
IPv6

« Cisco CallManager
« Cisco IP Voice Media Streaming App
« Cisco CTIManager

« Cisco Certificate Authority Proxy Function

Cisco Syslog Agent
Syslog Syslog IP
1 Remote Syslog Cisco Unified Serviceability ~ Syslog
Server Name 1 Syslog
255
: (0-9)
Sylog
Cisco Unified Communications Manager
Cisco Jabber
[
Never Start Call with [True]
Video ]
IM and Presence Service
False IM and Presence Service
False
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. System Configuration Guide for Cisco Unified Communications Manager,

SSO OAuth
[I0OS SSO Mobile Device Manager MDM
SSO Login Cisco Jabber  IdP
Behavior for iOS ]
[i0S SSO SSO Login Behavior for iOS ]
o[ Use Embedded Browser ]
Cisco Jabber  SSO
9
i0S Apple Safari
SSO
o[ Use Native Browser ]
Cisco Jabber MDM
IdP
i0S Apple Safari
MDM
[ Default ] WebView
12.5(1)




[ Unified Communications Manager
OAuth Cisco Jabber
OAuth with Refresh
Login Flow ] o Enabled ]
oAuth

Expressway
Unity Connection
Unified Communications

o[ Disabled ]

Cisco Jabber
oAuth
Expressway

Cisco Jabber
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B iosciscodabber  sso

[RTMT SSO Real-Time Monitoring Tool RTMT SAML
Use SSO for SSO
RTMT ] [RTMT SSO Use SSO for RTMT ]
* [True] RTMT SAML SSO
ldP
[RTMT SSO Use
SSO for RTMT ] True
« [False] RTMT
[RTMT SSO Use SSO for RTMT ]

Cisco Unified Communications Manager

False
[True]
10S Cisco Jabber  SSO
1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters ]
2 [SSO SSO Configuration ] [i0S
SSO SSO Login Behavior for i0S ] [

Use Native Browser ]
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RTMT SO B
[i0S SSO SSO Login Behavior for iOS ]
o[ Use Embedded Browser ]
Cisco Jabber  SSO
9 i0S Apple Safari
SSO
o[ Use Native Browser ]
Cisco Jabber i0S Apple Safari
MDM ID ldP
MDM
3 [ Save ]
RTMT SSO
1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters ]
2 RTMT SSO [SSO SSO Configuration ] [RTMT
SSO Use SSO for RTMT ] True
[RTMT SSO Use SSO for RTMT ]
* [True] RTMT SAML SSO IdP
[RTMT SSO Use SSO for RTMT ]
True
* [False] RTMT
[RTMT SSO Use SSO for RTMT ] Cisco

Unified Communications Manager

False
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B vt sso

31 Save ]
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Unified Communications Manager

2 Cisco
Unified Serviceability

[ service parameter ]
[ Service Parameter Configuration ] [?]

Unified Communications Manager
Unified Communications Manager
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1 46 Cisco Unified Serviceability

47
48
2 49 Cisco Unified Communications Manager
3 Cisco Unified Communications Manager
50 Administration Cisco Unified

Serviceability

Cisco Unified Communications
Manager Administration

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



1 Cisco Unified Serviceability [ Tools 1> Service
Activation ]
2 [ Server ] [ Go ]
3
4 [ Save ]
TFTP Unified Communications Manager
3: TFTP
[ Service Name ]
[CM CM Cisco CallManager
Services ]

Cisco Unified Mobile Voice Access Service

Cisco IP Voice Media Streaming App

Cisco CTIManager

Cisco Extended Functions

Cisco TFTP

CTI Cisco IP Manager Assistant

Cisco WebDialer Web Service
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[ Service Name ]

CDR Cisco SOAP - CDRonDemand Service

Cisco CAR Web Service

Cisco Bulk Provisioning

Cisco URL Web Service

Cisco Serviceability Reporter

Cisco Certificate Authority Proxy Function
Performance and

Monitoring Services

Cisco DirSync
Directory Services

« Cisco Messaging Interface

* Cisco DHCP Monitor

« Cisco TAPS

« Cisco Directory Number Alias Sync

* Cisco Dialed Number Analyzer Server
* Cisco Dialed Number Analyzer

« Self Provisioning IVR

TFTP Unified Communications Manager
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4: TFTP
[ Service Name ]
[CM CM Cisco CallManager
Services ]

Cisco IP Voice Media Streaming App

Cisco CTIManager

Cisco Extension Mobility

Cisco Extended Functions

Cisco TFTP

IM & Presence

« Cisco SIP Proxy

« Cisco Presence Engine

« Cisco XCP Connection Manager

» Cisco XCP Authentication Service

Cisco Unified CM Administration

Cisco Technical Assistance Center TAC

« Unified Communications Manager

46

1 Cisco Unified CM Administration [

Parameters ]

System Configuration Guide for Cisco Unified Communications Manager,

System ]>]

Service
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2 [ Server ]
3 [ Service ]
[ Service Parameter Configuration ] ?
4 [ Advanced ]
5 [ Save |
[ Set to Default ] [

Parameter Value ]
[ Set to Default ]

[Cisco Unified CM Administration  Cisco Unified Communications Manager Administration ]
Cisco Unified Serviceability

Cisco Unified
Communications Manager Administration
1 [Cisco Unified CM Administration  Cisco Unified Communications Manager
Administration ]
a) [ System ]>][ Service Parameters ]
b) [ Service Parameter Configuration ] [
Server ]
c [ Service ]
[
Clusterwide Parameters  General ]
d [ Service Parameter Configuration ] ?
2 [
Service Parameter Configuration ] [ Related
Links ] [ Parameters for All

Servers ] [Go]
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Parameters for All Servers ]

[
Service Parameter Configuration ]
[ Parameters for All Servers ] [
Related Links ] [
Out of Sync Parameters for All Servers ] [Ga]

Out of Sync Parameters for All Servers ]

Service Parameter Configuration ]
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. 60
. 61
. 72
CTI
NTP
1
» Network Time Protocol NTP SIP
NTP

« Cisco Unified Communications Manager
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NTP

NTP
Unified Communications Manager NTP
5 NTP
NTP
* SIP : NTP
NTP
SIP NTP
SIP Unified Communications Manager
* SCCP : : scep scep
NTP
NTP
NTP
NTP NTP
NTP
RedHat
 Autokey (PKI )
NTP
NTP
Unified Communications
Manager
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WAN
[ Region Configuration ]
[ Service Parameter Configuration ]
Unified Communications Manager

Unified Communications Manager 2000
Unified Communications Manager
G.711 Public Switched

Telephone Network PSTN;
G.722 Unified

Communications Manager G.711

G.722
G.722.1 24 kb/s 32kbl/s

G.722
G.728
G.729 Cisco IP 7900 8 kb/s
WAN

GSM Global System for Mobile Communications GSM

GSM  Unified Communications Manager GSM

MNET
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L16

Advanced Audio Coding-Low Delay AAC-LD

AAC-LD
mpeg4-generic

SIP  Session Initiation Protocol Cisco TelePresence
Systems

AAC-LD
MP4A-LATM

Low-overhead MPEG-4 Audio Transport Multiplex LATM
Tandberg
SIP  Session
Initiation Protocol

AAC-LD mpeg4-generic AAC-LD MPA4-LATM

Internet Speech Audio

Codec iSAC
iLBC 15.2kb/s  13.3 kb/s G.711 G.729
iLBC SIP SCCP H323 MGCP
H.323 FastStart iLBC
GSM 2.5G/3G
AMR WDMA EDGE GPRS
7.4 kb/s 4.75 kb/s 12.2 kb/s
200 3400 Hz
AMR  SIP Session Initiation Protocol
G.722.2
ITU-T 16 kb/s
AMR-WB 50 Hz 7000 Hz
AMR G.711
AMR-WB SIP

Session Initiation Protocol
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Cisco Unified CM .

Opus Opus
\oice over IP
6 kb/s 510 kb/s
Opus codec SIP
Opus Codec Enabled
Opus (
)
Opus codec
Opus 9.722 SIP
Opus [G.722
Advertise G.722 Codec ]
[ Enabled ]
Cisco Unified CM
Unified Communications Manager 3
1 2
1
2 3 3

[

Cisco Unified Communictions Manager

Unified Communications Manager

1

Device Pool Configuration ]

Unified Communications Manager

Unified Communications Manager

Unified Communications Manager

Unified Communications Manager

Unified Communications Manager
Unified Communications Manager
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Unified Communications Manager
Unified Communications Manager
Unified Communications Manager

Unified Communications Manager
Unified Communications Manager

Unified Communications Manager

Unified Communications Manager

1 Unified Communications Manager Unified Communications
Manager 2 Unified
1 Unified

Communications Manager
Communications Manager

2

Unified Communications Manager

Unified Communications Manager

1 3 Unified
Communications Manager 800
4 : Unified Communications Manager
5 DP1
Device pool G_-l s . ]
{400 devices) ‘\\\\ Cisco Unified Communications Manager Group
N 2 : '
4 @ 3
Frimary First Second '
7 Backup Backup
DP2 i :
Device pool
(400 devices) 2
DP1 DP2 2 Unified Communications
Manager Gl Unified Communications Manager 1 Gl
Unified Communications Manager DP1 DP2 800
Unified Communications Manager 1 800
Unified Communications Manager 2 Unified Communications
Manager 2 800 Unified Communications
Manager 3
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3
Unified Communications Manager Unified Communications Manager

\}

Unified Communications Manager

Cisco Unified Communications Manager
Unified Communications Manager

1 Cisco Unified Communications Manager
Cisco Unified Communications Manager
3 Cisco Unified Communications Manager 800

Cisco Unified Communications
Manager

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



5
! a1
i Cisco Unified CM Group !
E DP1 1 2 3
. Deiice pon |
i {100 devices) Primary First Second | !
i Backup Backup | !
| G2
E Cisco Unified CM Group !
i DP2 1 3 2
| Device peo 1 M
E (300 devices) Primary First Second | |
E Backup Backup | !
| @3 '
E Cisco Unified CM Group !
i DP3 2 1 3
| Dece poo 1z M
E (100 devices) Primary First Second | |
E Backup Backup | !
! G4
i Default Cisco Unified CM Group !
| DP4 2 3 1
. Deice pon |
i (300 devices) Primary First Second | !
i Backup Backup g
| 8
Unified Communications Manager
Unified Communications Manager 1 Gl G2 2
If Unified Communications Manager DP3
100 Unified Communications Manager 1 DP 300
Unified Communications Manager Unified Communications

Manager 2 G3 G4 Unified
Communications Manager 2 DP3 100 Unified
Communications Manager 1 DP3 300 Unified Communications Manager
3 Unified Communications Manager 1~ Unified Communications Manager 2

Unified Communications Manager 3

Unified Communications Manager

Cisco Collaboration
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https://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-implementation-design-guides-list.html

Unified Communications Manager Unified
Communications Manager Cisco Options
Package COP
COP https://software.cisco.com/download/navigator.html
CMLocal
Unified Communications Manager NTP
. MOH
« Survivable Remote Site Telephony SRST WAN
SRST WAN IP
Survivable

Remote Site Telephony

Cisco Unified
Communications Manager

NTP

62 NTP
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NTP
/

2 69

2,000
3 | Cisco Unified CM 70

Unified Communications Manager
4 71
(NTP)

NTP /
1 |NTP 63 NTP

5 NTP

Unified Communications
Manager 1 NTP

NTP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



NTP B
2 NTP
NTP
. NTP
64
. NTP
64
3 NTP 65 |SIP NTP
4 66
NTP
S
utils ntp* NTP CLli
https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html
NTP
NTP Unified Communications Manager
S

Ntp [ (ntp)] [ > (ntp server Configuration winodw)]  [ntp (ntp

server Configuration)] ntp
1
2 NTP

ping < ip ntp

3 ntp <@ >

System Configuration Guide for Cisco Unified Communications Manager,

1250


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

NTP

4 ntp ntp
NTP
NTP
1
2 [Ntp auth- ( )] ntp
3
. NTP NTP auth
CLli
. NTP ntp auth
NTP
PKI NTP

NTP
NTP
NTP 64
NTP
Cisco Unified
Communications Manager FIPS

1
2 [Ntp (auto key status)] ntp
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NTP B

* NTP ntp CLlI
* NTP utils ntp auth auto-key disable
3 NTP NTP
4 IFF
NTP
SIP NTP
NTP
NTP SIP
SCCP
S
Unified Communications Manager
1 Cisco Unified CM Administration [ System ]>[ NTP Phone
NTP Reference ]
2 [ Add New ]
3 NTP IPv4 IPv6
NTP IPv4 IPv6
IPv4 IPv6 NTP
IPv4 IPv6
4 [ Description ] NTP
5[ Mode ] NTP
o[ Unicast ] NTP
NTP
o[ Directed Broadcast ] NTP
NTP NTP
1 = 2 =
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Cisco TelePresence Cisco Spark

6 [ Save ]

NTP
66

NTP /

IP /
1 Cisco Unified CM Administration [ System ]>] Date/Time
Group ]
2 [ Add New ]
3 NTP
a) NTP
b) [ (Phone NTP references )] [ (find)]
ntp
c [ Add Selected ]
d)
4
51 Save ]
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1
67
2
68 [
Region Configuration ]
3 69
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2 [ Add New ]

4 [ Copy ]

7 [ (up)] [ (down)]

8 [ Save ]

[
Region Configuration ]
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Server ] Unified Communications Manager
3 [ Service ] Cisco CallManager
[ Service Parameter Configuration ]
4 [ - Clusterwide Parameters

(System Location and Region) ]
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51 Save ]

[
Service Parameters Configuration ]
1 Cisco Unified CM Administration [ System ]>] Region
Information ]>[ Regions ]
2
o[ Find ]
o[ Add New ]
. [ Name ] NewYork
o[ Save ]
[ Region Relationships ]
3
[ Modify Relationships to other Regions ]
a) [ Region ]
b)
c [ Save ]
[ Region Relationships ]
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. Cisco Unified CM

[ Region Configuration ]

[ Region Relationships ]

Cisco Unified CM

Unified Communications Manager

1 Cisco Unified CM Administration [ System ]>[Cisco Unified CM Cisco
Unified CM Group ]
2 [Name]
CUCM_PUB
3 Unified Communications Manager
Unified Communications Manager [ Cisco Unified Communications
Manager Auto-registration Cisco Unified Communications Manager Group]
4 [ Cisco Unified Communications Manager  Available Cisco Unified Communications
Managers ]
3
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[ Cisco Unified Communications Manager Selected Cisco

Unified Communications Managers ]

5 [

1

Cisco Unified

Communications Manager  Selected Cisco Unified Communications Managers ]

6 [ Save ]

SRST Survivable Remote Site Telephony 134
Cisco Unified CM Administration [ System ]>] Device Pool ]

o[ Add New ]

o[ Find ]
[ Device PoolName ]
[Cisco Unified Communications Manager Cisco Unified Communications Manager Group ]
[ Date/Time Group ]

NTP
[ Region ]
[ Media Resource Group List ]
SRST

a) [SRST SRST Reference ] SRST

System Configuration Guide for Cisco Unified Communications Manager,
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b) [ Connection Monitor Duration ]
SRST Unified Communications Manager
Unified Communications Manager
9 Device Pool Configuration ]
10 [ Save ]
5
[ 50
Device Pool Name ]
[Cisco Unified CM Cisco Unified
Cisco Unified | Communications Manager Cisco Unified
Communications Communications Manager Unified

Manager Group ]

Communications Manager

[

Date/Time Group ]

[

Region ]

Unified Communications Manager
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Unified Communications Manager Cisco Unified Communications
Cisco Unified IP Phone Foreign
Exchange Office FXO Foreign Exchange Station FXS
Media Gateway Control Protocol MGCP
MTP
[ H.323 Allow Peerto Preserve
H.323 Calls ] [True] H.323

Unified Communications Manager

« Cisco Unified IP Phone

* SIP

. MTP

. Cisco Catalyst 6000 8 Port Voice E1/T1 and Services Module
Cisco Catalyst 4000 Access Gateway Module

. Cisco Catalyst 6000 8 Port Voice E1/T1 and Services Module Cisco Catalyst
4000 Access Gateway Module

« I0S MGCP Catalyst 6000 24 Port FXS Analog Interface Module Cisco
DT24+ Cisco DE30+ Cisco VG200

* Cisco 10S H.323 Cisco 2800 Cisco 3800

« Cisco I0S MGCP Cisco VG200 Catalyst 4000 Access Gateway Module Cisco

2620 Cisco 3620 Cisco 3640 Cisco 3660 Cisco 3810
« Cisco VG248 Analog Phone Gateway

* H.323 NetMeeting H.323
« CTI
* TAPI

* JTAPI
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Unified Communications Manager

Unified Communications Manager
Unified
Communications Manager

Unified Communications Manager

Unified Communications Manager

Unified
Communications Manager

Unified
Communications Manager

Unified Communications Manager

Unified Communications Manager

Unified CM
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MTP o Unified
Communications Manager

Unified Communications Manager

Unified
Communications Manager
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2
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[
(Block on Net to offnet

Transfer service)]

OffNet
MGCP
MGCP
84
1|MGCP 10S 87 | Cisco Unified CM Administration
[MGCP]
VIC
2
VIC
VIC
92
* MGCP
T1 90
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MGCP 108 B

* FXS 88
* FXO 89 [ Related
* BRI 93 Links ]
[
Gateway
Configuration ]
[MGCP
Back to MGCP
Configuration ]
3 | MGCP T1CAS
T1 91
T1CAS
4 94
155
MGCP 10S
Unified Communications Manager MGCP 10S
1 Cisco Unified CM Administration [ Device 1> (Gateway)]
2 [ Add New ]
30 Gateway Type ]
[ Next ]
4 [ Protocol ] [MGCP] [ Next ]
51 VIC Configured Slots  VICs and Endpoints ]
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a) [ Module ]
b) [ Subunit ]
VIC
c) [ Save ]
[ Port ]
6 [ Gateway Configuration ]
70 Save ]
FXS
MGCP Foreign Exchange Station FXS FXS
POTS
IVR
1 Cisco Unified CM Administration [ Device ]>[ Gateway |
2 [ Find ] FXS
3 [ VIC Configured Slots, VICs, and Endpoints ]
[FXS FXS Port ]
[ Port Selection ]
4 [ Port Type ]
* [POTS] POTS
o[ Ground Start
IVR
o[ Loop Start ]
IVR

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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51 Next ]
[ Port Configuration ]
6 [ DevicePool ]
70 Phone Configuration ]
8 [ Save ]
9 MGCP I0S [
Related Links ] [ Back to Gateway |
[ Go ]
[ Gateway Configuration ]
94
FXO
MGCP I0S Foreign Exchange Office (FXO) FXO
PSTN PBX
S
Cisco Unified Communications Manager
MGCP 10S 87
1 Cisco Unified CM Administration [ Device ]>] Gateway ]
2 [ Find ]
30 VIC Configured Slots, VICs, and Endpoints ]
FXO FXO
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[ Port ]
4 [ Port Type ] [ Ground-Start ]
[ Loop-Start ]
VIC-2 FXO
5[ DevicePool ]
6 [ DN AttendantDN ]
1 0
7 [ Port Configuration ]
8 [ Save ]
9 MGCP 10S [
Related Links ] [ Back to Gateway |
[ Go ]
[ Gateway Configuration ]
94
MGCP Tl

MGCP T1CAS T1

MGCP 10S 87
1 Cisco Unified CM Administration [ Device ]>] Gateway ]
2 [ Find ]
3 Vics T1(T1)
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4 T1

5

6 [ Save ]

T1CAS
MGCP T1 91
MGCP T1
MGCP T1CAS T1
24  T1CAS

Unified Communications Manager

MGCP T1 90
1 Cisco Unified CM Administration [ Device 1> Gateway ]
2 [ Find ] T1CAS
3 [ Add a New Port ]
4 [ Port Type ]
[ Next ]
5[ Beginning Port Number ] [ Ending Port Number ]
1 10 1 10
6 [ PortDirection ]
o[ Bothways ]
o[ Inbound ]
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7 EANDM [ ]
o[ Originator ]
o[ First Redirect Number ]
o[ Last Redirect Number ]
o[ First Redirect Number (External) ]
o[ First Redirect Number (External) ]
8 [ Save ]
9 MGCP [ Related Links ]
[ Backto Gateway ] [ Go ]
T1
. T1CAS
3
. [ Related
Links ] [MGCP Back to MGCP Configuration ] [
Go ] [ Gateway Configuration ]
. 94
MGCP 10S PRI
MGCP 10S 87
1 Cisco Unified CM Administration [ Device 1> Gateway |
2 [ Find ] PRI
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3 [ VIC Configured Slots, VICs, and Endpoints ]
BRI BRI
[ Port ]
[ Gateway Configuration ] BRI
4 [ DevicePool ]
51 Gateway Configuration ]
6 [ Save ]
7 [
Related Links ] [MGCP Back to MGCP
Configuration ] [ Go ]
[ Gateway Configuration ]
94
BRI
10S BRI
MGCP 10S 87
1 Cisco Unified CM Administration [ Device 1> Gateway |
2 BRI [ Find ]
31 VIC Configured Slots, VICs, and Endpoints ]
BRI [
Port ]
[ Gateway Configuration ] BRI
4 [ DevicePool ]
5
6 [ Save ]
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[ Gateway Configuration ] MGCP
94

H.323 Unified Communications Manager
1 Cisco Unified CM Administration [ Device ]1>[ (Gateway)]
2 [ Find ]
3 [ Reset

Selected ] [ Device Reset ]

1
4 [ Reset ]
SCCP
SCCP Cisco
FXS BRI Unified Communications
Manager ISDN BRI SCCP
Tl El

1 Cisco Unified CM Administration [ Device 1> (Gateway)]
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2 [ Add New ]
3 [ Gateway Type ] [Cisco VG200]
[ Next ]
4 [ Protocol ] [SCCP]
5[ VIC Configured Slots, VICsand Subunits ]
a) [ Module ]
b) [ Subunit ] VIC
6 [ Gateway Configuration ]
70 Save ]
[ Port ]
ISDN BRI
8
a) | Reset Gateway ] [
Restart Gateway ]
b) [ Reset ]

SIP

Unified Communication Manager  SIP
Cisco SIP
Unified Communication Manager SIP

Unified Communication Manager
10S
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1|SIP 96 Sip sip
SIP
2|SIP SIP
97 SIP
/
3|SIP SIP SIP
97 SIP SIP
SIP
SIP SIP
1 Cisco Unified CM Administration [ Device ]1>[ Device
Settings ]>[SIP SIP Profile ]
2
. [ Add New ]
. SIP [ Find ]
3 [SIP SIP Profile Configuration ]
4 [ Save ]
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SIP SIP
Cisco Unified CM Administration [ System ]>][ Security ]>[SIP
SIP Trunk Security Profile ]
a) [ Find ]
b) [ Add New ]
[SIP SIP Trunk Security Profile Configuration ]
[ Save ]
SIP

SIP Unified Communications Manager

SIP [ (gateway
configuration)]
Cisco Unified CM Administration [ Device ]>[ Trunk ]
[ (Add new)] SIP

SIP
[ (Protocol)] [SCCP]
[SIP SIP Information ] [ Destination Address ]
P DNS
SRV
SIP
SIP
SIP SIP
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8 [ ]

9 [ Save ]

H.323

Unified Communications Manager H.323 H.323
)
H.323 H.225
H.323
H.225
Cisco Unified Communications Manager
10.0(1)
)
Unified Communications Manager Unified Communications Manager
1 Cisco Unified CM Administration [ Device 1>[ (Gateway)]
2 [ Add New ]
3 [ Gateway Type ] [H.323 H.323
Gateway |
4 [ Device Name ] IP
5 H.235 [H.235 H.235 Data
Passthrough ]
6 [ Gateway Configuration ]
70 Save ]
8 [ Reset ]
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OnNet OffNet
[ Call Classification ]
[ Call Clasification ]
Cisco Unified CM Administration [ System ]1>] Service
Parameters ]
[ Server ] Cisco CallManager
[ Service ] [Cisco CallManager]
[ - Clusterwide Parameters (Device - General) ]
[ Call Classification ]
o[ OnNet ]
o[ OffNet ]
[ Save ]
OffNet OnNet
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[ Contents ]
[ Contents ]
S

SIP
1 Cisco Unified CM Administration [ Device 1>[ Device Settings  ]>

[SIP SIP Normalization Script ]
2 [ Add New ]

[SIP SIP Normalization Script Configuration ]
3 [ Name ] [ Description ]
4 [ Contents ]
5

a) [ Import File ]

b) [ Browse ]

c [ Import File ]

[SIP SIP Normalization Script Configuration ] [
Contents ]
6 [SIP SIP Normalization Script Configuration ]
70 Save ]
SIP SIP
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«SIP 105
«SIP 105
SIP
SIP SIP
Cisco Unified Communications Manager SIP
1 Cisco Unified CM Administration [ Device ]1>[ Trunk ]
2 [ Find ]
3 [ Normalization Script ]
4 SIP
a) [ Parameter Name ] [
Parameter Value ] [ Location ]
North Carolina
b) +)
5 SDI [ Enable Trace ]
6 [ Save ]
SIP
SIP
SIP SDP
SIP
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2 [ Find ]
3 [SDP SDP Information ] [SDP
4 [ Normalization Script ]
5 SIP
a) [ Parameter Name ]

Parameter Value ]
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6 SDI

7 [ Save ]
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« SDP 107
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SDP
Unified Communications Manager SDP
SDP SIP SIP
SDP
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SIP
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. SIP
SIP (SDP)

SDP

Cisco Unified Communications Manager

SDP
1 Cisco Unified CM Administration [ Device ]1>[
[SDP SDP Transparency Profile ]
2 [ Add New ]
3 [ Name ] [ Description ]

4 [ Attribute Information ] SDP
. [ Name ]
a=recvonly [ Type ]

Property ]
. [ Name ]
a=rtpmap [ Type ]
Value ]
. 5
a=rtpmap [ Type 1]
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[ Any Value ] [ (value)]
[+] 5
5 SDP [+]
6 [ Save ]
SIP SDP
SIP
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SIP SIP
SIP SIP
1 Cisco Unified CM Administration [ Device 1> Device
Settings ]>[SIP SIP Profile ]
2
. [ Find ] SIP
. [ Add New ]
3 SIP IPv4d  IPv6 [ANAT Enable
ANAT ]
4 SDP SDP [SDP
SDP Transparency Profile ]
5 SIP
[ Normalization Script ]
6 Cisco
[ILS
]
7 [SIP SIP Profile Configuration ]
8 [ Save ]
SIP [
Trunk Configuration ] [ Phone Configuration ]
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IPv4 IPv4  IPv6
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SIP IPv4  IPv6 2
Cisco Unified Communications
Manager  IPv6 2 SIP
2 (IPv4 IPV6) 863

IPv6
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IPv6

* |Pv6 DHCP DNS
DHCP DNS IPv 6
* |Pv6 MTP
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* IPv6 TFTP
IPv6
IPv6
1 IPv6 IPv6
115
2 | IPv6 116 IPv6
3 [[IPv6 EnablelPv6 ] 116 IPv6
4 IP
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117
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117
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* Cisco CTIManager
« Cisco IP Voice Media Streaming App
« Cisco Certificate Authority Proxy
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SIP
SIP SIP
IPv6
Cisco Unified OS IPv6
S
IPv6 DHCP Windows Cisco 10S IPv6 DHCP
1 Cisco Unified OS > |Pv6 >
2 [Enable IPv6]
3 IPv6
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* DHCEP: DHCP IPv6
. : IPv6
4 1Pv6
* IPv6 fd62:6:96:21e:bff:Ffecc:2e3a
* IPv6 64
5
6 [ Save ]
IPv6
IPv6
1 Cisco Unified CM Administration [ System ]>] Server ]
2 [IPv6 IPv6 Name ]
* DNS DNS IPv6
. IPv6
31 Save ]
4
[IPV6 Enable IPv6 ]
IPv6 IPv6
1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters ]
2 [IPv6 Enable IPv6 ] [True True ]
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IP

. IP 117

. IP 117
IP

IPv6 IP
SIP
S
IP

1 Cisco Unified CM Administration [ System ]>[

Enterprise Parameters ]
2 [ IP IP Addressing Mode Preference for Media ]

[IPv4 IPV4 ] [IPv6 IPv6 ]
3 [ IP IP Addressing Mode Preference for Media ]
[IPv4 IPv4 ] [IPv6 IPV6 ]
4 [ Save ]
IP
IP
IPv6
SIP SCCP
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1 Cisco Unified CM Administration [ Device 1> Device
Settings 1> Common Device Configuration ]
2 [ Add New ]
3 SIP SIP SCCP [P IP Addressing
Mode ]
o [IPv4 IPv4Only ]— IPv4
* [IPv6 IPv6 Only ]— IPv6
* [IPv4 IPv6 IPv4andIPv6 ]—
IP IP
[ IP
IP Addressing Mode Preference for Signaling ]
[ IP IP Addressing Mode
Preference for Media ]
4 IPv6 [ ( )]
ip ip
e [IPv4 IPV4 1— IPv4
o [IPv6 IPV6 ]1— IPv6
o[ Use System Default ]— [ IP
IP Addressing Mode Preference for Signaling ]
5 0
6 [ Save ]
IPv6 119
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IPv6
1 Cisco Unified Serviceability [ Tools ]>[ -
Control Center - Feature Services ]
2
« Cisco CallManager
* Cisco CTIManager
« Cisco Certificate Authority Proxy Function
« Cisco IP Voice Media Streaming App
3 [ Restart ]
4 [OK]
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TLS
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125
IP
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SIP SIP
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SIP
SIP
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1 Cisco Unified CM Administration [ System ]>[ Security 1>
[SIP SIP Trunk Security Profile ]
2 [ Add New ]
3 TLS SIP
a) [ Device Security Mode ] [
Encrypted ]
b) [ Incoming Transport Type ] [ Outgoing Transport
Type ] [TLS]
c) [X.509 X.509 Subject Name ] X.509
d [ Incoming Port ] TLS
TLS 5061
4
a) | Enable Digest Authentication ]
b) [ Nonce Validity
Time ] 600 10
c) [
Enable Application Level Authorization ]
5 [SIP SIP Trunk Security Profile Configuration ]
6 [ Save ]
IPv6
SIP SCCP IPv6
1 Cisco Unified CM Administration [ Device 1> Device
Settings ]>[ Common Device Configuration ]
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2 [ Add New ]
3 SIP SIP SCCP [IP IP Addressing
Mode ]
* [IPv4 IPv4 Only ]— IPv4
* [IPv6 IPv6 Only ]— IPv6
* [IPv4 IPv6 IPv4andIPv6 ]—
IP IP
[ IP
IP Addressing Mode Preference for Signaling ]
[ IP IP Addressing Mode
Preference for Media ]
4 IPV6 [ ( )]
ip ip
o [IPV4 IPV4A 1— IPv4
«[IPv6 IPV6 ]— IPv6
o[ Use System Default ]— [ IP
IP Addressing Mode Preference for Signaling ]
S0
6 [ Save ]
SIP
SIP 1 SIP 16
1 Cisco Unified CM Administration [ Device ]1>[ Trunk ]
2 [ Add New ]
3 [ Trunk Type ] [SIP SIP Trunk ]
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[ Protocol Type ] SIP
[ Next ]

o[ None ]

« [Call Control Discovery ]

o[ Extension Mobility Cross Cluster ]

* [Cisco Intercompany Media Engine]

«[IP IP Multimedia System Service

Control ]
[SRTP SRTP Allowed ]
[ Unified
CM Run on All Active Unified CM Nodes ]
SIP
a) | Destination Address ]
IPv4 DNS SRV
b) [ IPv6 Destination Address
IPv6 ] IPv6
DNS SRV
c) DNS SRV [ SRV Destination Addressisan SRV ]
d) [+]
[SIP SIP Trunk Security Profile ]
SIP
[SIP SIP Profile ] SIP
SIP [
Normalization Script ]

[Trunk Configuration]
[ Save ]
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SIP 12.5(1) Cisco Unified Communications Manager
1P sIp
BFCP
SIP SIP [BFCP
Allow Presentation Sharing with
BFCP ]
SIP [
Phone Configuration ]
IX iX SIP
SIP [iX
Allow iX Application Media ]
iX Cisco Unified

Communications Manager
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* H.323 129
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H.323 H.323

H.323 H.323 Unified Communications Manager
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H.323
H.323 Unified Communications Manager  IP WAN
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16

2
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. [ Run on all Active Nodes ]
Unified Communications Manager

Unified Communications Manager

IP
H.323 IPSec
Cisco Unified Communications Manager
[
Trunk Configuration ] [SRTP SRTPallowed ]
S
H.323
Cisco Unified Communications Manager
10.0(2)
H-323
Cisco Unified
Communications Manager
. 61
1 Cisco Unified CM Administration [ Device ]>[ Trunk ]
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[ Add New ]
[ (Protocol)] [SCCP]
[ ( Device Name)]
[ (device pool)]
CM (Run)]
[srtp (srtp)]
H. 235 h-235

Cisco Unified Communication Manager
1 IP
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« Survivable Remote Site Telephony 134
* SRST 138
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IP IP
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. Survivable Remote Site Telephony

WAN IP Unified Communications Manager
Unified Communications Manager SRST WAN link flapping
SRST Unified Communications Manager
Unified Communications Manager IP
IP XML

Survivable Remote Site Telephony

7 8
202
1|SRST 135 Cisco Unified
Communications Manager
2 SRST Cisco Unified Communication Manager
135
SRST
3
136
136
4 | SRST Gateway  SRST SRST
137
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SRST B

SRST

SRST Cisco Unified Communications Manager
Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ System ]>[SRST SRST ]
2 [ Add New ]

3 [SRST SRST Reference Configuration ]

4 [ Save ]

SRST

SRST SRST
Cisco Unified Communications Manager
SRST
1 Cisco Unified CM Administration [ System ]>[ Device Pool ]
2 [ Find ] IP
3 [ Roaming Sensitive Settings ] [SRST
SRST Reference ] SRST
[SRST SRST Reference ]
o[ Disable ] Cisco Unified Communications Manager
SRST
o[ Use Default Gateway ] Cisco Unified
Communications Manager IP SRST
o[ User-Defined ] Cisco Unified Communications Manager
SRST

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



4 [ Save ]
1 Cisco Unified CM Administration [ System ]>[
Enterprise Parameters ]
2 [ Connection Monitor Duration ]
120 2592000
3 [ Save ]

[ Connection
Monitor Duration ] [ Connection Monitor
Duration ]
1 Cisco Unified CM Administration [ System ]>[ Device Pool ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



SRST Gateway ~ SRST B

2 [ Find ] IP
3 [ Roaming Sensitive Settings ] [
Connection Monitor Duration ]
2592000
4 [ Save ]

SRST Gateway  SRST

. SRST 135
. 136
. 136
1 SRST gateway ( )
2 Call-manager-fallback
SRST
3 max-ephones max-phones max-phones Cisco
IP Phone
4 max-dnmax-directory-numbers max-directory-numbers
DN
5 ip source-addressip-address ip-address
1 IP
SRST IP IP
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B skt

SRST

SRST

SRST
SRST
[
Dependency Records Summary ]
SRST
Unified Communications Manager
SRST
SRST
SRST
SRST
SRST SRST
SRST
SRST

SRST
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. 141
. 141
. 141

Cisco Unified Communications Manager
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1
147 DN

2 Cisco Unified CM

152 Administration

NANP
@

3

156

PSTN
4 1
193
12.5(1)
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Cisco Unified Communications Manager
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208
SIP
SIP
ID

* SIP
SIP

SIP
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intercluster

(ILS)
9
234 URI
ILS
10 |URI
247 URI
[URI
(URI
) URI
@
IPv 4
12.5(1)
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. 145
. 146
. 147
. 150
. DN
. URI

(CSS)
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2 CSS
. CEO
(CSS)
PSTN
7
[
Calling 1 2
Search Space ]
_CSS Base PT — —
PSTN_ — —
PSTN_CSS _PT
PSTN_ PSTN_ —
PSTN_CSS _PT _PT
12.5(1)
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[
Calling 1 2 3
Search Space |
PSTN_ PSTN_ PSTN_Intl PT .
PSTN_CSS _PT _PT
Base_CSS
7 10
1 147
2 149
. DN
. URI
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1 [Cisco Unified CM Cisco Unified CM Administration ]
Call Routing ]1>[

Class of Control 1>

Partition ]
2 [ Add New ]
3 [ Partition Name, Description ]
4 1
50 "
% & \ <>
Cisco Unified Communications Manager
5 1
6 [ Time Schedule ]
[ None ]
7 [ Time Zone ]
o[ Originating Device ]
[ Time Schedule ]
o[ Specific Time Zone ]
Time Schedule ]
8 [ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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1024
CSS
g
2 340
3 256
4 204
5 172
10 92
15 64
1 [Cisco Unified CM Cisco Unified CM Administration ] [
Call Routing 1> Class of Control ]>[
Calling Search Space ]
2 [ Add New ]
3 [ Name ]
50 -
4 [ Description ]
50 "
% & \ <>
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5 [ Available Partitions ]

. 1

. Ctrl
6 [ Selected Partitions ]
7 [ Selected Partitions ]
8 [ Save ]

g

Unified CM
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. 151
. 151
. 152
NANP
(DDlIs)

Unified Communications Manager Dial Plan Deployment Guide Unified

Communications Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

Cisco Option Package (COP) COP
IDPv.X Cisco

« https://software.cisco.com/download/navigator.html

Unified Communications Manager FTP
SFTP

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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1|{COP 152
Cisco Option Package (COP)
2 153 Unified
Communications Manager
3 | CallManager 154
CcoP
1 Unified Communication Manager Cisco Unified

Communications OS [
nstall ]
[Software Installation/Upgrade]
2 [ Source ] [
3 0 /
4 [ Next ]

. System Configuration Guide for Cisco Unified Communications Manager,

Software Upgrades ]>I[

Remote File System ]

Software Installation/Upgrade ]
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cop B

5 [ / Options/Upgrades ] [DP COP]
[ Next ]
[ Installation File ] FTP
6 [ Checksum ]
7 [ Next ]
DP COP
8 [ Install ]
[ Install Status ]
9 [ Finish ]
10  Unified Communication Manager
COP
COP 153
COP
[ COP
Directory ]
[ COP IP
Remote
Server ]
[
Remote User ]
[
Remote
Password ]
[
Transfer
Protocol ]

Unified Communications Manager
Unified Communication Manager publisher
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. CallManager

1 Cisco Unified CM Administration [ Call Routing ]1>[
Dial Plan Installer ]

2 [ Find ]

3 [ Available Version ]

4 [ Install ]

5

CallManager

1 Cisco Unified Serviceability [ Tools 1> -
Control Center - Feature Services ]

2 [ Servers ] Cisco Unified Communications Manager

CM [ Services ] [ Service Name ] Cisco CallManager
3 Cisco CallManager
4 [ Restart ]

Service Successfully Restarted
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. 155

. 156
. 156
. 172
. 174

PSTN

1P
PSTN
3

. PSTN
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PSTN

. 147

1 157

PSTN

PSTN
PSTN

Unified Communications Manager
2 160

1

12.5(1)
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3 161 1
1
4 162
@
@
5 166
1
6 171
PSTN
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PSTN
PSTN
Cisco
Unified Communications Manager
)
Extend and Connect
1 159
2
159
3
159
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ESN

Cisco Unified CM Administration [ Call Routing ]>] /
Route/Hunt ]>[ Route Pattern ]
[ Add Row ]
[ Save ]
Unified

Communications Manager

Cisco Unified CM Administration [ System ]>][ Device Pool ]
[ Find ]

[ Local Route Group Settings ] [
Standard Local Route Group ]

[ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified CM Administration [ Call Routing 1> /
Route/Hunt ]>[ Route List ]
2
o[ Add New ]
. [ Find ]
[ Route List Configuration ]
3 [ Add Route
Group ]
4 [ Route Group ]
5[ Save ]
6 [ Apply Config ]
1
1 Cisco Unified CM Administration [ Call Routing 1> /
Route/Hunt 1> Route Group ]
[ Route Group Configuration ]
2
. [ Add New ]
. [ Find ]
[ Route Group Configuration ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



31 Route Group Configuration ]

4 [ Save ]

Unified
Communications Manager
1
\

1 Cisco Unified CM Administration [ Call Routing 1> /

Route/Hunt 1> Route List ]
2

. [ Add New ]

. [ Find ]
3 [ Route List Configuration ]
4 [ Add Route Group |
51 Route Group ]
6 [ Save ]
70 Apply Config ]
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@ Unified Communications Manager
@
@
S
1
1 250
1 Cisco Unified CM Administration [ CallRouting 1>[
Route Filter ]
2 [ Numbering Plan ] [
Next ]
3 [ Route Filter Name ]
4
[ Route Filter
Tags ] 163
EXISTS DOES-NOT-EXIST NOT-SELECTED
5
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[ Route Filter
Operators ] 165
6 [ Save ]
7 [ Apply Config ]
o[ Route Filter Tags ] 163
o[ Route Filter Operators ] 165
. 166

Route Filter Tags ]

NANP 972-555-1234 LOCAL-AREA-CODE

(972) OFFICE-CODE (555) SUBSCRIBER (1234)
X *# []-"
0 9 [2-9] XXXX
[2-9] 2 9 1 X
0 9 1 [2-9]XX 3
200 999
[ (Route Filter Configuration)] [

(Numbering Plan)]

10:[ Route Filter Tags |

AREA-CODE [2-9]1XX 3
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I

. System Configuration Guide for Cisco Unified Communications Manager,

Route Filter Tags ]

COUNTRY CODE 1
END-OF-DIALING 1 NANP
NTERNATIONALACTES 2
01
NENAONAERCEA 1
1
INTERNATONA OFRACR 1
0

LOCAL-AREA-CODE [2-9]XX 10
LOCAL-DIRECTDIAL 1

NANP 1
LOCAL-OPERATOR 1

NANP 0
LONGEEANEHORECTEAL 1

NANP 1
LONGEANEHRAR 1 NANP

0
00
NATIONAL-NUMBER
OFFICE-CODE 3 [2-9]XX
SATELLITE-SERVICE 1
SERVICE 3 911 611
411
SUBSCRIBER 4 XXXX
12.5(1)




Route Filter Operators ] .

TRANSITINETWORK 4

TRANSIT-NETWORK 101

TRANSIT-NETWORK-ESCAPE

TRANIINEMORESAE 3 ID

TRANSIT-NETWORK

101 TRANSIT-NETWORK-ESCAPE 4

Route Filter Operators ]

EXISTS DOES-NOT-EXIST

11:f Route Filter Operators ]

NOT-SELECTED

Communications Manager

Cisco Unified

EXISTS

Cisco Unified Communications Manager

DOES-NOT-EXIST

Cisco Unified Communications Manager
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Cisco Unified Communications Manager

1 AREA-CODE DOES-NOT-EXIST
2 AREA-CODE == 515
515
3 AREA-CODE == 5[2-91X 520 599
4 TRANSIT-NETWORK == 0288
1010288
Unified Communication Manager
1
S
1 Cisco Unified CM Administration [ Call Routing 1> /
Route/Hunt ]>] Route Pattern ]
2
. [ Add New ]
. [ Find ]
[ Route Pattern Configuration ]
12.5(1)
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31

4 [

51

6 [

Route Pattern ]

/ Gateway/Route ]

Route Pattern Configuration ]

Save ]

167
170
170
170
170

Unified Communications Manager

Unified Communications Manager
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9999

o1! 910
91999999999999999999999

91X? 91
91999999999999999999999
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8135100
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8135109

813510["0-5] 8135106

. Cisco
Unified Communications Manager

Cisco Unified
Communications Manager

Manager

9.@ 9

Cisco Unified Communications

*411

901181910555#

\+

\+

\+
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9
. :9. 0@ 9. [2-9XXXXXX
. 19.1[2-9]XX
. 9.0111#
9 ()
PSTN [ (Discard)]
PSTN
8 + XXX-XXXX
®) 1
<area code> E.i PSTN
[ (Call ) Onnet offnet
2
. 9
e2
(PSTN)

Ensure that you deselect the Allow Device Override check box when you use this option.

. 91900X XXX XXX
900
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(MW1)

1 171

2 172

3

172
1 Cisco Unified CM Administration [ Call Routing ]1>[
Class of Control ]>[ Time Schedule ]

2 [ Time Period Configuration ]
3 [ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified CM Administration [ Call Routing 1>

Class of Control 1> Time Schedule ]

2 [ Time Schedule ]

3 [ Save ]

1 Cisco Unified CM Administration [ Call Routing ]>[
Class of Control ]>[ Partition ]

2 [ Time Schedule ]

[ None ]
31 Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Cisco Unified
Routing Rules Interface Unified Communications Manager
Unified
Communications Manager

Cisco Unified Communications Manager

Service Advertisement Framework SAF

Cisco 10S
Unified Communications Manager DN
SAF CCD
DN
SAF CCD
. SAF CCD
DN

. Unified CM

Cisco Unified Communications Manager
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Route
Plan Report ]

Cisco Unified CM Administration [
Call Routing 1> Route Plan Report ]
Route PlanReport ]

.CSV
.CSV
Cisco Unified Communications Manager
Cisco Unified Communications Manager Administration [ CallRouting 1>
[ / Route/Hunt ]>[ LineGroup ]
Cisco Unified Communications
Manager RNA

)

Communications Manager

Cisco Unified
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Cisco Unified Communications Manager

Line Group Name ]
50

CompanynameLocationGroup

CiscoDallasAA1
Cisco
Access Analog
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[RNA RNA Reversion
Timeout ]

Try next member; then, try next group in
HuntList ] Unified
Communications Manager

[RNA RNA Reversion
Timeout ]

. System Configuration Guide for Cisco Unified Communications Manager,
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Distribution Algorithm ]
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o[ Top Down ]
Unified
Communications Manager

o[ Circular ]
Unified Communications
Manager
(n+1)
n
n
Unified Communications
Manager
o[ Longest Idle Time ]

Unified Communications Manager

o[ Broadcast ]
Unified
Communications Manager

[
Broadcast ]
[
DN/ Selected
DN/Route Partition ]
[ Longest

. System Configuration Guide for Cisco Unified Communications Manager,
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Idle Time ]

Hunt Options ]
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[ No Answer ]
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Unified Communications Manager

[
Try next
member; then, try next group in Hunt List ]

Unified Communications Manager

Unified
Communications Manager

[
Try next member, but do
not go to next group)]
Unified Communications
Manager

Unified
Communications Manager

|
Skip remaining
members, and go directly to next group ]

RNA
Unified
Communications Manager
Unified
Communications Manager
o[ Stop hunting ]
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Unified Communications Manager

Automatically Logout Hunt Member on No
Answer ]

HLOG

PLK

. System Configuration Guide for Cisco Unified Communications Manager,
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Busy ]
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Unified Communications
Manager

[
Try next
member; then, try next group in Hunt List ]

Unified Communications Manager

Unified
Communications Manager

[
Try next member, but do
not go to next group)]
Unified Communications
Manager

Unified
Communications Manager

‘[
Skip remaining
members, and go directly to next group ]

Unified Communications Manager

Unified Communications Manager

o[ Stop hunting ]
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Unified Communications Manager
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[ Not Available ]
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Unified Communications Manager

[ Not Available ]
DN

DN/ [
Not Available ]

[
Try next
member; then, try next group in Hunt List ]

Unified Communications Manager

Unified
Communications Manager

[
Try next member, but do
not go to next group)]
Unified Communications
Manager

Unified
Communications Manager

[
Skip remaining
members, and go directly to next group ]

Unified Communications Manager
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Unified Communications Manager
o[ Stop hunting ]
Unified Communications Manager
[ Line Group Member Information ]
[ Find Directory Numbers to Add to Line
Group ]
[ Partition ]
< None >
[ Find ] [
DN/ Auvailable DN/Route
Partition ]
DN
[ Directory Number
Contains ] [ Find ]
[
DN/ Available
DN/Route Partition ]
[ DN/ Available | DN/ Available
DN/Route Partition ] DN/Route Partition ]
[
Addto Line Group ] [
DN/ Selected
DN/Route Partition ]
[ Current Line Group Members ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




[ DN
Broadcast algorithm with shared line | [ DN/
DNs ] Selected DN/Route Partition ]
[ DN/
Selected DN/Route Partition ]
[ DN/
Reverse Order of Selected
DNs/Route Partitions ]
DN
DN
DN
Unified
Communications Manager
DN
[ DN/ [ DN/
Removed DN/Route Partition ] Selected DN/Route Partition ]
[
DN/ Removed DN/Route
Partition ]
2
[ Directory Numbers ]

System Configuration Guide for Cisco Unified Communications Manager,
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DN [
Directory Number Configuration ]

1
10 CallRouting 1> / Route/Hunt ]>[ Line
Group ]
2
3 [ (Partition)]
[ (Directory Number Contains)]
[ (Find)]
[Directory Number Contains] [Find]
[ DN/ (Available DN/Route
Partition)]
4 [ DN/ Available DN/Route Partition ]
[ Add to Line Group ]
[ DN/ Selected DN/Route
Partition ]
5 DN/ (Selected DN/Route Partition)]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



6 [ (Save)]
10 CallRouting 1> / Route/Hunt 1>[ Line
Group ]
2
3 [ DN/ Selected DN/Route Partition ]
[ DN/ Removed DN/Route Partition ]
4 [ (Save)]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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. 193

. 193
. 200
( )
DN
IPPhone
(CTI) CTI
Cisco Customer Response Solution (CRS)  IP Interactive CTI
(IPIVR)
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1 194
(DN)

2 195

3 195

1 Cisco Unified CM Administration [ Call Routing 1> /
Route/Hunt ]>] Line Group ]

. [ Add New ]
. [ Find ]

Line Group Name ]
Distribution Algorithm ]

B w
— —

5 [
Line Group Members to Add to Line Group ]
a) [ Partition ]
b) [ Directory Number Contains ]

c [ Find ]

d [ DN/ Available DN/Route Partition ]
[ AddtoLine
Group ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



6 [ Line Group Configuration ]
7 [ Save ]
1 Cisco Unified CM Administration [ Call Routing 1> /
Route/Hunt ]>] Hunt List ]
2
o[ Add New ]
. [ Find ]
3
4 Cisco Unified Communications Manager
51 Enable this Hunt List ]
[ Save ]
6
70 Save ]
8
a)
b)
c [ Save ]
d)
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196
1 Cisco Unified CM Administration [ Call Routing 1>
Route/Hunt ]>[ Hunt Pilot ]
2
. [ Add New ]
. [ Find ]
3 [ HuntPilot ]
4 [ Hunt List ]
5[ Hunt Pilot Configuration ]
6 [ Queue Calls ]
[ Queuing ]
7
8 [ Save ]

Cisco Unified Communications Manager

Cisco Unified Communications Manager
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. System Configuration Guide for Cisco Unified Communications Manager,

A 813510["0-5] 8135106
8135109
[
N
1
92.@ 9
. Cisco Cisco Unified Communications
Unified Communications Manager | Manager
Cisco Unified
Communications Manager
1
* * *411
# # 901181910555#
5
4 #
\+ \+ \+ +
+
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Cisco Unified Communications Manager 15,000

Cisco Unified Communications Manager

100
10 IP 1500
20 IP 750
S
Busy Hour Call Attempts
BHCA
10
10 BHCA
10 BHCA 10
1 100
32
0 3600
900 Unified Communications Manager
1500 600
1
35
BHCC Unified CM
35
BHCA 1 35
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SNR
SNR
[ Phone
Configuration ] [ Logged
into Hunt Group ]
[
Call Queuing ]
Cisco Unified Communications Manager
14:
BOT TCT
"Huntlogout”
1
(
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. 201
. 201
. 202

Cisco Unified Communications Manager

. 147
. 156
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202
1 Cisco Unified CM Administration [ Call Routing 1>
Translation Pattern ]
2
. [ Add New ]
. [ Find ]
3 [ Translation Pattern ]
4 [ Partition ]
51 Translation Pattern Configuration ]
6 [ Save ]
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. 203

. CSs
. CSS

203

PSTN

204

PSTN
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2
205
10
5
3 205 : Cisco
(cisco IME)
E.164
PSTN
1 [Cisco Unified CM Cisco Unified CM Administration ] [Call
Routing 1>1 Transformation ]>[
Transformation Pattern ]>|[
Calling Party Transformation Pattern ]
2
. [ Add New ]
. [ Find ]
3 [ (pattern)]
IP
SIP
Dialed Number Analyzer DNA
DNA

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



4 [ ]
51 Save ]
10
5
1 Cisco Unified CM Administration [ CallRouting ]>[
Transformation ]>[ Transformation
Pattern ]>[ Called Party Transformation Pattern ]
2
. [ AddNew ]
. [ Find ]
31 Pattern ]
4 [ Called Party Transformation Pattern
Configuration ]
5[ Save ]
Cisco Intercompany Media Engine  Cisco IME
E.164
E.164 +
+14085551212
1 Cisco Unified CM Administration [ CallRouting ]1>[
Transformation ]>][ Transformation
Profile ]
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2
. [ Add New ]
R [ Find ]
[ Transformation Profile Configuration ]
3 [ Transformation Profile Configuration ]
4 [ Save ]
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. 207

. 207

. 208
. 214

Unified CM

. Cisco Web Dialer  Cisco Unified Communications
Manager

. Cisco Unified
Communications Manager Assistant

* SIP SIP
SIP
SIP Cisco Unified IP Phone
«SIP SIP
. Cisco IP Phone 7911 7940 7941 7960 7961
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1 Cisco Web Dialer Cisco Unified
208 Communications Manager Assistant
2 ID
209
3|SIP SIP
210 SIP
4 213
[Cisco Unified Communications
Manager Cisco Unified
Communications Manager Administration ]

Cisco Unified Communications Manager

Cisco Web Dialer

N

Cisco Unified Communications Manager Assistant

Cisco Unified Communications Manager

CTI
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1 Cisco Unified Communications Manager Administration [ CallRouting 1>
[ DialRules ]>[ Application Dial Rules ]
2 [ Find and List Application Dial Rules ]
o[ Add New ]
o[ Find ]
30 Application Dial Rule Configuration ]
4 [ Save ]
. 209
* SIP 210
10 2

4085551212 51212

1 Cisco Unified CM Administration [ Call Routing ] >[
Dial Rules ]1>[ Directory Lookup Dial Rules ]
2 [ Directory Lookup Dial Rule Find and List ]
o[ Add New ]
o[ Find ]
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B sr

3 [ Directory Lookup Dial Rules ]
4 [ Save ]
SIP 210
SIP SIP Cisco IP
SIP SIP
1(SIP 211 SIP
SIP
2 |SIP 212 |SIP
SIP
SIP
3|SIP SIP SIP
213 SIP
SIP
211
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15: SIP
7940 7960 OTHER .
. #
>H
*)
[7940_7960 OTHER]
. *) 1
*
\ \*
* \
. , 2
7 4 DN 8,..... 8
2
5 DN
SIP
1 Cisco Unified Communications Manager Administration [ Call
Routing ]>[ Dial Rules ]>[SIP SIP Dial Rules 1.
2 SIP /
o[ Add New ]
o[ SIp

System Configuration Guide for Cisco Unified Communications Manager,

1250



B sr

3 [SIP ]
4 [ Save ]
Cisco Unified Communication Manager Administration ~ SIP
CiscoTFTP
Cisco TFTP CPU
CPU SIP
Cisco Unified Serviceability
Cisco TFTP Cisco TFTP
SIP Cisco Unified
Serviceability
SIP 212
211
SIP
SIP SIP
SIP
SIP 211
1 Cisco Unified Communications Manager Administration [ CallRouting 1>
[ DialRules ]>[ Application Dial Rules ]
2 [SIP Find and List SIP Dial Rules ] [
Find ] SIP
3 [SIP SIP Dial Rule Configuration ] [ Reset ]
4 [ Device Reset ]
. Cisco Unified Communications Manager
[ Restart ]
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SIP

sip sIp B
. [ Reset ]
. [ Device Reset ]
[ Close ]
SIP SIP
TFTP SIP
TFTP Cisco Unified Communications Manager
SIP Cisco Unified IP Phone TFTP
SIP SIP 213
SIP

SIP SIP
SIP 212
Cisco Unified Communications Manager Administration [ Call
Routing ]>[ Dial Rules ]>[SIP SIP Dial Rules 1.
[SIP Find and List SIP Dial Rules ] [

Find ] SIP SIp

[SIP SIP Dial Rule Configuration ] |

Save ]
[ Apply Config ]
[OK]
[ Dial Rule Configuration ]

System Configuration Guide for Cisco Unified Communications Manager,
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SIP

. System Configuration Guide for Cisco Unified Communications Manager,

Cisco Unified Communications Manager

o[ Application Dial Rules ]
o[ Directory Lookup Dial Rules ]
«[SIP SIP Dial Rules ]
[ Find and List ]
[ Dial Rule Configuration ]
[ Save ]
SIP
Cisco Unified IP Phone
SIP 7911 7941 7961 7940 _7960_OTHER
KPML Cisco
Unified Communications Manager 1
SIP
Cisco Unified Communications
Manager
SIP
KPML

Cisco Unified Communications Manager

SIP

12.5(1)




Cisco Unified IP Phone

SIP 7940 7960 7940_7960_OTHER
KPML
SIP
Cisco Unified Communications Manager
[ Number Begins With ] + * #
100
[ Number of Digits ]
[ Total Digits to be
Removed ] [ Number of
Digits ]
[ Prefix with + * #
Pattern ] 100
1 [
Total Digits to be
Removed ] [
Prefix With
Pattern ]

System Configuration Guide for Cisco Unified Communications Manager,

1250
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. 217

*ILS 219
*ILS 219
*ILS 228

ILS

Cisco Unified CM Administration
ILS ILS

ILS

ILS
ILS

ILS
ILS

Cisco Unified Communications Manager
ILS ILS
Cisco Unified Communications Manager

ILS

ILS

ILS
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ILS ILS ILS
URI ILS
CSv URI
+E.164 ILS
ILS
Uri + E: 164
ILS
*ILS 10
20 200
TCP
1
CPU
1 20
*ILS CPU CPU
CPU
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ILS

Communications
http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-implementation-design-guides-list.html

ILS B

Cisco Unified

220

Id
Intercluster

ID 220 ILS
221 ILS
ILS ILS
ILS
. ILS ILS
222
. ILS
223
ILS TLS
ILS
. TLS
224
' (CA)
225 ILS
* TLS
TLS 225
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6 (
ILS ILS
236 ILS
7|ILS
227 URI
URI
E.1.164 csv
ILS
Id
1 Cisco Unified Serviceability [ Tools 1> Service
Activation ]
2 Cisco
3
4 [ Save ]
ID 220
ILS ID
ID
ID ID
4 Cisco Unified Communication Manager ILS
ILS
ILS ILS
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ILS

. FQDN

*ILS IP

220
1 Unified Communications Manager
2 Cisco Unified Communication Manager, >
3 [ ( Configuration )] [ (Configuration)]
ID]
50 . -
StandAloneCluster
4 [ Save ]
221
ILS

ID 220
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ILS
1 Cisco Unified CM Administration [ Advanced Features ]>[ Cluster
View ]
2 [ ]
3 TFTP RSVP
. ILS 222
. ILS 223

ILS

ILS
ILS 1

ILS ILS

221

1 Cisco Unified Communications Manager

2 [ Advanced Features ]> [ILS ILS Configuration ]
3 [ILS ILS Configuration ] [ Role ]
[ Hub Cluster ] [ Save ]
4 [ILS ILS Configuration Registration ] [
Registration Server ] [OK]
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ILS B

. ILS 223

ILS

ILS ILS ILS
ILS
. 1D 220
. 221

Unified Communications Manager

Cisco Unified CM Administration [ Advanced Features ]>[ILS ILS
Configuration ]
[ Role ] [ Spoke Cluster ]
[ Save ]

[ILS ILS Configuration Registration ] [

Registration Server ] ILS

IP [OK]
[ILS ILS Clusters and Global Dial
Plan Imported Catalogs ] ILS
ILS

. TLS 225

. TLS 224

. 225

. ILS 236
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TLS

TLS

(ILS

TLS ILS
Tomcat Cisco Unified
Operating System Administration
*ILS
S
TLS Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html

1 Unified Communications Manager

2 Cisco Unified CM Administration [ Advanced Features ]>[ILS ILS
Configuration ]
3 [ILS ILS Configuration ] ILS [TLS Use TLS
Certificates ]
4 [ Save ]
. 225
. ILS 236
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ILS
1 Unified Communications Manager
2 Cisco Unified CM Administration [ Advanced Features ]>[ILS ILS
Configuration ]
3 [ILS ILS Configuration ] ILS [ Use
Password ]
4 [ Use Password ]
5[ Confirm Password ]
6 [ Save ]
. TLS 224
. ILS 236
(TLS)
Tomcat
Tomcat
Intercluster (ILS)
N
TLS Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.ntml
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ILS

1 Cisco Unified Communications Manager

2 Cisco Unified CM Administration [ Advanced Features ]>[ILS ILS
Configuration ]

3 [ILS ILS Configuration ] [ILS ILS Authentication ]
[TLS Use TLS Certificates ]

4 [ILS ILS Configuration ] ILS [ Use
Password ]

51 Use Password ]

6 [ Confirm Password ]

71 Save ]

ILS 236

ILS

ILS
1 Unified Communications Manager
2 Cisco Unified CM Administration [ Advanced Features ]> [ILS ILS
Configuration ]
3 [ILS ILS Configuration ] [
Exchange Global Dial Plan Replication Data with Remote
Clusters ]
4 [ Advertised Route String ]
5[ Save ]
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ILS

ILS B

URI user@domain [SIP
SIP Profile Configuration ] [ Dial String
Interpretation ] [ URI

Always treat all dial strings as URI addresses ]

URI
ILS URI
ILS 227
URI
Directory URI +E.164 csv ILS
ILS
[Cisco Unified CM Cisco Unified Communications Manager Administration ] [
Call Routing 1> Global Dial Plan
Replication ]> [ Imported Global Dial
Plan Catalogs ]
[ Find and List Imported
Global Dial Plan Catalogs ] [ Add New ]
[ Save ]
[Cisco Unified CM Administration  Cisco Unified Communications Manager Administration ]
[ Bulk Administration ]>[ / Upload/Download
Files ]
[ Choose ] Csv
[ Select the Target ] [
URI Imported Directory URIs and Patterns ]
[ Select Transaction Type ] [
URI Insert Imported Directory URIs and Patterns ]
[ Save ]
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B s

ILS

ILS

16:1LS
ILS
Cisco Unified Communications Manager

ILS

. ID

*ILS IP
[ Advanced Features ]>[ Cluster View ]

ILS Cisco Unified CM Administration
Extension Mobility Cross Cluster TFTP RSVP
[ Cluster View ]
ILS DNS
ILS
ILS
. URI
* PSTN
12.5(1)
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ILS B

ILS
SIP CSS
SIP SIP
CSS sip
17:1LS
ILS ILS Unified Communications Manager
1
ILS ILS
URI ILS Uri
URI uri
ILS
ILS
Uri
[ ] CsV
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B s

ILS

ILS
. ID
*UDS EM
* DNS

ILS
FQDN

ILS

Tomcat

ILS
ILS

ILS
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. 231

. 234
. 234
(ILS)
1
ILS ILS
ILS
ILS
. URI
« PSTN
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[ URI Directory URIs ]

[ILS Advertise Globally viaILS ]
URI ILS
URI URI 245

ILS
Cisco Unified Communications Manager
2
« +E.164
+E.164
ILS
ILS
ILS
ILS PSTN

PSTN

Unified Communications Manager PSTN ILS

URI
Communications Manager
URI PSTN
URI
PSTN ILS
URI Unified Communications Manager ~ SIP
Unified Communications Manager
AAR CSS PSTN
ILS ILS
SIP ILS
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ILS URI Unified
Communications Manager SIP
SIP
ILS
URI PSTN
S
SIP
2
SIP
* abc-1d-efg.xyz.com
* 123-abc-456.xyz.com
* abc-123-def.xyz.com
* 1bc-2-3ef.xyz.com
Unified Communications Manager  ILS
ILS ILS
ILS
URI
PSTN
Cisco Unified CM Administration
o[ Learned Alternate Numbers ]
o[ +E.164 Learned Enterprise and +E.164 Patterns ]
o[ URI Learned Directory URIs ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



Unified Communications Manager Ccsv

ILS Cisco Unified
Communications Manager Ccsv

ILS ILS
ILS
Cisco Unified Communications Manager
URI +E.164
Csv
PSTN
S
Cisco Unified Communications Manager
ILS
ILS ILS 219
1 ILS
ILS
236
ILS
2 236
3
237
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PSTN
4 |PSTN 238 URI
PSTN
URI
PSTN
5 ILS
239
6 240 Unified
Communications Manager
7 Unified
241 Communications Manager
8 ILS Cisco
241 TelePresence Video Communication Server
Csv ILS
URI
URI
URI URI

245
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ILS

ILS

ILS

1 Cisco Unified Communications Manager

2 Cisco Unified CM Administration [ Advanced Features ]>[ILS ILS
Configuration ]

3 [ Exchange
Global Dial Plan Replication Data with Remote Clusters ]
4 [ Advertised Route String ]
51 Save ]
+E.164

+E.164

ILS 236

1 Cisco Unified CM Administration [ Call Routing 1>
Directory Number ]

2 [ Find and List Directory Numbers ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



3 [ Directory Number Configuration ]
o[ Add Enterprise Alternate Number ]
 [+E.164 Add +E.164 AlternateNumber ]
4 [ Number Mask ]
[ Alternate Number ] Cisco Unified Communications Manager
5
a) | Add to Local Route Partition ]
b) [ Route Partition ]
6
[ Save ]
7 [ILS
Advertise Globally via ILS ]
8 PSTN [PSTN
PSTN failover ] PSTN
9 [ Save ]
237
E.i
ILS
1 Cisco Unified CM Administration [ Call Routing 1>

Global Dial Plan Replication ]>[
Advertised Patterns ]

2 [ Find and List Advertised Patterns ]
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B s

. [ Find ]

. [ Add New ]
3 [ Pattern ] B5AXXX 54000

54999
4 [ Pattern Type ] [ Enterprise

Number Pattern ] E.164 E.164 Number Pattern ]

5 PSTN

« [PSTN Don't use PSTN Failover ]

o[ PSTN Use Pattern as PSTN Failover ]

o[ PSTN Apply

Strip Digits and Prepend Digits to Pattern and Use for PSTN Failover ]
[PSTN PSTN Failover Strip Digits ] [PSTN
PSTN Failover Prepend Digits ]
6 [ Save ]
URI PSTN PSTN
ILS
URI PSTN
237
1 Cisco Unified CM Administration [ Call Routing ]>]
Directory Number ]
2 [ Find and List Directory Numbers ] PSTN
URI
3 (PSTN [
]
o[ Add Enterprise Alternate Number ]
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* [+E.164 Add +E.164 AlternateNumber ]
4 [PSTN PSTN Failover ] PSTN
51 Save ]
Cisco Unified Communications Manager PSTN
URI PSTN ILS
239

Unified Communication Manager

. E.164
. E.164
S
NULL
1 Cisco Unified CM Administration [ Call Routing 1>

Global Dial Plan Replication ]>[
Partitions for Learned Numbers and Patterns ]

3 [ Save ]
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+E.164 ILS

ILS
Unified Communications Manager
1 Cisco Unified CM Administration [ Call Routing ]>[
Global Dial Plan Replication ]>[
Block Learned Numbers and Patterns ]
2
. [ Find ]
. [ Add New ]
31 Pattern ]
2065551212 206X XXXXXX
4 [
Prefix ]
5 [
ID ClusterID ]
6 [ Pattern Type ]
o[ Any ] +E.164
o[ Enterprise Pattern ]
* [+E.164 +E.164 Pattern ] +E.164
70 Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Unified Communications Manager

1 Cisco Unified CM Administration [ System ]>[
Parameters ]

2 [ Server ]

3 [ Service ] [

Cisco Intercluster Lookup Service (Active) ]
Cisco Unified Serviceability

4 [ ILS) Clusterwide Parameters (ILS) ]

ILS Max Number of Learned Objects in Database ]

5[ Save ]

[

Unified Communications Manager  ILS

10 100
ILS
Unified Communications Manager ILS
Cisco TelePresence Video Communications Server
ILS
URI +E.164 PSTN
ILS ILS ILS

CSVv
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1 Cisco Unified CM Administration [ Call Routing ] >[
Global Dial Plan Replication ]>]
Imported Global Dial Plan Catalog ]

A | Find and List Imported
Global Dial Plan Catalogs ]

. [ Find ]
. [ Add New ]
3 [ Imported Global Dial Plan Catalog
Settings ] [ Name ]
4 [ Description ]
5 [ Route String ]
250
6 [ Save ]
7 Cisco Unified CM Administration [ Bulk Administration ]>]
/ Upload/Download Files ]
o[ Add New ]
o[ Browse ] Ccsv
Csv Cisco Unified Communication Manager
9.0(2)
CsVv 10.0(2)
8 [ Select the Target ] [
URL Imported Directory URIs and Patterns ]
9 [ Select Transaction Type ] [
URL Insert Imported Directory URIs and Patterns ]
10 [ Save ]
11 Cisco Unified CM Administration [ Bulk Administration ]>[ URI
Directory URIs and Patterns ]>[ URI
Insert Imported Directory URIs and Patterns ]
12 [ FileName ] Csv
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13 [ URI Imported Directory URI Catalog ]
[ Imported Global Dial Plan
Catalog ]
14 [ Description ]
15
. [ Run Immediately ]
[ Submit ]
. [ RunLater ]
[ Submit ]
[ RunLater ]
Cisco Unified Communication Manager +E.164 ,
+E.164

URI +E.164
PSTN Ccsv
Uri
> > uri
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URI

* URI 245
* URI 246
* URI 247
Cisco Unified Communications Manager
username@host
Manager URI
URI
Directory URI
URI @
Cisco Unified Communications Manager
* user@domain joe@cisco.com
* user@ip_address joe@10.10.10.1
URI
. a
- =\ 2\
. 47

System Configuration Guide for Cisco Unified Communications Manager,

27

URI

SIP SCCP

URI

z A Z 0 9!

URI
URI
IPv4
Cisco Unified Communications

URI
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B =

. URI Cisco Unified Communications
Manager

#%AN LY\ "<>[]\

\}

URI [URI
URI Lookup Policy ]

URI
URI joe smith#@cisco.com 20 Cisco Unified
Communications Manager URL  joe%20smith%23@cisco.com 24
[ URI DirectoryURI ]
254
Cisco Unified Communications Manager URI @
* IPv4
. 2
. 2
S
Cisco Unified Communications Manager Administration
URI csv
URI "
URI ILS ILS
. 234
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*ILS

URI

219

URI B

URI

248

URI
249

URI

URI

URI

URI
Cisco Unified Communications Mana

Cisco Unified Communicatic
Manager

http://www.cisco.com/c/en/us/support/
unified-communications/
unified-communications-manager-callmanag

products-maintenance-guides-list.html

URI
249

URI

URI
250

SIP

SIP

URI
251

SIP

Cisco Unified Communications Manager
URI
URI
SIP
SIP ID

SIP

252

URI
SIP
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URI
6|ILS ILS
1 5
7 URI URI Cisco TelePresence
252 Video Communications Server
CsVv
ILS
URI
URI

1 Cisco Unified CM Administration [ User Management 1>[ End

User ]
2 / Find and List Users Find
3 [ End User Configuration ]
4 URI URI

user@host
URI [ Primary Extension ]
URI
URI
5[ Save ]
URI 249
Directory URI 245
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URI B

URI

URI
Cisco Unified Communications Manager URI
URI 248
1 Cisco Unified CM Administration [ Device 1>[ Phone ] [
Find and List Phones ]
2 [ Find ]
3 [ Phone Configuration ]
4 [ Association ]
. [ DN Add anew DN ]
5[ Directory Number Configuration ] [URI]
URI
6 [ Partition ] URI
URI
URI [ None ]
70 Save ]
URI 249
URI
URI 249
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B =

URI

SIP
1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters ] [ Enterprise
Parameters Configuration ]
2 uri
3 [ Save ]
URI SIP 250

SIP

URI 249
1 Cisco Unified CM Administration [ Device ]1>[ Device Settings  ]>
[SIP SIP Profile ] [SIP Find
and List VPN Profile ]
2 [ Find ] SIP
3 SIP [SIP SIP Profile
Configuration ]
4
o[ URI Always treat all dial strings as URI
addresses ]  URI
o[ 0 9 A D * # + URI Phone

number consists of characters 0-9, A-D, *, and + others treated as URI addresses 1 SIPID

URI

o[ 0 9 * # + URI Phone number
consists of characters 0-9, *, and + others treated as URI addresses ] SIPID
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URI sip B

5 SIP [SIP Use
Fully Qualified Domain Name in SIP Requests ]
6 [ Apply Config ]
URI SIP 251
URI SIP
Cisco Unified Communications Manager
URI URI
SIP SIPID
1 Cisco Unified CM Administration Device ]1>[ Trunk ]
2 [ Find ] SIP
3 [ ] [ ]
o[ DN Deliver DN only in connected party ] SIP
Cisco Unity Connection ~ SIP
o[ DN Deliver DN only in connected party ] SIP
SIP
Unified Communication Manager
o[ URI Deliver URI and DN in connected party ]
SIP Cisco Unity Connection  SIP
URI Directory URI
Unified Communications Manager
4 [ Save ]
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B sr

SIP

URI SIP
SIP
URI SIP 251
1 Cisco Unified CM Administration [ Call Routing ]>[SIP
SIP Route Pattern ]
2
. SIP [ Add New ]
. SIP [ Find ]
SIP
3 [SIP SIP Route Pattern Configuration ]
4 [ Save ]
URI 252
URI
Cisco Unified Communications Manager Csv

ILS

ILS

ILS
Cisco Unified Communications

Manager  Cisco TelePresence Video Communications Server

URI
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10
11

12

URI B

Cisco Unified CM Administration [ Call Routing ] >[
Global Dial Plan Replication ]>]
Imported Global Dial Plan Catalog ]

[ Find and List Imported
Global Dial Plan Catalogs ]

. [ Find ]
. [ Add New ]
[ Imported Global Dial Plan Catalog
Settings ] [ Name ]
[ Description ]
[ Route String ]
250
[ Save ]
Cisco Unified CM Administration [ Bulk Administration ]>]
/ Upload/Download Files ]
o[ Add New ]
o[ Browse ] Ccsv
Csv Cisco Unified Communication Manager
9.0(1)
Csv 10.0(1)
[ Select the Target ] [
URL Imported Directory URIs and Patterns ]
[ Select Transaction Type ] [
URL Insert Imported Directory URIs and Patterns ]
[ Save ]
Cisco Unified CM Administration [ Bulk Administration ]>[ URI
Directory URIs and Patterns ]>[ URI
Insert Imported Directory URIs and Patterns ]
[ FileName ] Csv
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URI

13 [ URI Imported Directory URI Catalog ]
[ Imported Global Dial Plan
Catalog ]
14 [ Description ]
15
. [ Run Immediately ]
[ Submit ]
. [ RunLater ]
[ Submit ]
[ RunLater ]
Cisco Unified Communication Manager +E.164 ,
+E.164
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RSVP
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. 257
. 257

WAN

(AAR)
WAN (PSTN)
diverts

CAC
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WAN

CAC

TelePresence

CAC

RSVP

RSVP IP

RSVP
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. 259

. 261
. 261
. 268
(CAC) WAN
WAN
CAC
1

deducts
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(LAN) WAN
WAN
2
( )
(LBM)
Unified Communications Manager
deducts
CAC
Ibm
propogate
LBM
. CAC
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e Unified CM  LBM IP H.323 SIP
CAC (
) SIP
* Unified Communications Manager LBM
1|LBM 263 Cisco Location Bandwidth Manager
CAC
2 |LBM 263 LBM
LBM
LBM
LBM
LBM
3
264
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WAN
4
265
384 kbps
384 kbps
Hub_None
5 265 LBM
LBM
LBM
LBM
LBM
LBM
LBM
LBM
LBM
6 SIP ICT
SIP
266
SIP SIP
12.5(1)
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LBM

LBM

LBM B

267

Cisco Location Bandwidth Manager

CAC

1 Cisco Unified Serviceability [ Tools ]1>[
Activation ]

2 [ Server ]

3 [Cisco Location Bandwidth Manager]
4 [ Save ]

LBM LBM
LBM
LBM
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Service

Go ]

LBM
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1 Cisco Unified CM Administration [ System ]>[ Location
Info ]>] Location Bandwidth Manager Group ]
2
. LBM [ Find ]
LBM
. LBM [ Add New ]
3 [Location Bandwidth Manager Location Bandwidth Manager Group Configuration ]
4 [ Save ]
LAN
WAN
1 Cisco Unified CM Administration [ System ]>] Location
Info ]>] Location ]
2
. [ Find ]
o[ Add ]
3 [ Location Configuration ]
4 [ Save ]
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384 kbps 384 kbps
Hub_None
ISDN
56 kbps 64 kbps
1 Cisco Unified CM Administration [ System ]>] Location
Info ]>] Location ]
2 [ Find ]
3 [ Show Advanced ]
4 [ Audio Bandwidth ]  [kbps]
5 [ Video Bandwidth ]  [kbps]
6 [ Immersive Video Bandwidth ]  [kbps]
70 Save ]
LBM LBM
LBM
LBM LBM LBM
LBM LBM
LBM
1 Cisco Unified CM Administration [ System ]>[ Location

Info ]>[Location Bandwidth Manager LBM
Location Bandwidth Manager (LBM) Intercluster Replication Group ]
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SIP
2
* LBM [ Find ]
LBM
. LBM [ Add
New ]
3 [Location Bandwidth Manager Location Bandwidth
Manager Intercluster Replication Group Configuration ]
4 [ Save ]
SIP
SIP ICT
SIP SIP
SIP SIP
123
1 Cisco Unified CM Administration [ Device 1> Trunk ]
2 [ Find ] SIP
3 [ Location ] [ Shadow ]
4 [ Save ]
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CAC IP UDP
IP/UDP

1 Cisco Unified CM Administration [ System ]>[ Service

Parameters ]
2 [ Server ]
3 [ Service ] [Cisco CallManager]
4 [ Clusterwide Parameters (Call

AdmissionControl) ] [

Deduct Audio Bandwidth Portion from Audio Pool for a Video Call ]
[True]
[ ( audio )]
True

51 Save ]
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UnifiedCM LBM IP H.323
SIP
CAC
SIPICT
19:
Unified CM
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30

Resource Reservation Protocol RSVP

* RSVP 269
* RSVP 269
* RSVP 269
RSVP
Resource Reservation Protocol RSVP IP
RSVP
(CAC)
TCP UDP
RSVP
IPv4 RSVP IPv6
RSVP
1 RSVP RSVP
270
2 RSVP
271
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RSVP

RSVP
3 |RSVP 272 RSVP
4 RSVP RSVP
273
5 | MLPP RSVP
274 (MLPP)
MLPP RSVP
6 | RSVP 10S
RSVP
7 ID 275 RSVP ID
ID ID
Cisco RSVP
8 | DSCP 276 DSCP RSVP
RSVP
DSCP
EF
QoS
RSVP
12.5(1)
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RSVP B

1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]

2 [ Service Parameter Configuration ]
Cisco CallManager

3 [ -RSVP Clusterwide Parameters (System - RSVP) ]

Default interlocation RSVP Policy

o[ No Reservation ] 2 RSVP
o[ Optional (Video Desired) ]
RSVP RSVP

Cisco Unified Communication Manager

o[ Mandatory ] Cisco Unified Communications Manager
RSVP
o[ Mandatory (Video Desired) ]
RSVP 271
. RSVP RSVP
272

RSVP

RSVP
RSVP
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-

1 Cisco Unified Communications Manager [ (System)] > [
(Location)]
2
3 RSVP
4 [RSVP RSVP Settings ] RSVP

o[ Use System Default ] RSVP
RSVP
o[ No Reservation ] 2 RSVP
o[ Video Desired (Optional) ]
RSVP RSVP Cisco
Unified Communications Manager
RSVP
o[ Video Desired ]-
RSVP 272
RSVP
. RSVP 270
. RSVP 271
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RSVP B

1 Cisco Unified Communications Manager Administration [ System ]>][
Service Parameters ]

2 [

Cisco CallManager
3 [

RSVP) ]

Service Parameter Configuration ]

Clusterwide System - RSVP Clusterwide Parameters (System -

* [RSVP RSVP Retry Timer ] RSVP
0 RSVP
o[ RSVP Mandatory RSVP Midcall Retry Counter ] RSVP
[ Mandatory ] [
call fails following retry counter exceeds ]
RSVP
1 -1
RSVP 273
RSVP
RSVP 272
1 Cisco Unified CM Administration [ System ]>] Service

Parameters ]
2 [

Cisco CallManager
3 [

Service Parameter Configuration ]

-RSVP Clusterwide Parameters (System - RSVP) ]
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B v row

RSVP
« [Call becomes best effort] RSVP
RSVP
« [Call fails following retry counter exceeded] Mandatory RSVP Mid-call Retry Counter
N RSVP RSVP
N
RSVP RSVP
RSVP
Cisco Unified Communications Manager Administration
MLPP RSVP 274

. ID 275

MLPP RSVP

- RSVP

* MLPP EXECUTIVE OVERRIDE To RSVP Priority Mapping

e MLPP FLASH OVERRIDE To RSVP Priority Mapping
e MLPP FLASH To RSVP Priority Mapping

* MLPP IMMEDIATE To RSVP Priority Mapping

* MLPP PL PRIORITY To RSVP Priority Mapping

* MLPP PL ROUTINE To RSVP Priority Mapping

1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]

2 [ Service Parameter Configuration ]
Cisco CallManager

3 [ Clusterwide System - RSVP Clusterwide Parameters (System -
RSVP) ]
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. RSVP
Cisco Unified Communications Manager RSVP
«10S RSVP
« RSVP RSVP
Cisco Unified Communications Manager
* Cisco Unified Communication Manager MLPP
RSVP RSVP
RSVP
Cisco Unified Communications Manager Administration
ID 275
RSVP ID ID
ID Cisco RSVP
RSVP RSVP
RSVP ID Cisco RSVP Agent Cisco
IOS Release 12.4(6)T
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Service Parameter Configuration ]
Cisco CallManager
3 [ - RSVP Clusterwide Parameters (System - RSVP) ]

RSVP Audio Application 1D

AudioStream
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B oscr

4 [ - RSVP Clusterwide Parameters (System - RSVP) ]
RSVP Video Application 1D
VideoStream
DSCP 276
RSVP RSVP RSVP
Differentiated Services Control Point DSCP
EF
Quality of Service QoS
1D 275
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Service Parameter Configuration ]
Cisco CallManager
3 [ - QoS Clusterwide Parameters (System - QoS) ]
DSCP for Audio Calls When RSVP Fails
4 [ - QoS Clusterwide Parameters (System - QoS) ]

DSCP for Video Calls When RSVP Fails
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305
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315
327
331
345






. 279
. 279

Cisco Unified Communications Manager

PSTN
Cisco Unified Communications Manager

* LDAP : Cisco Unified Communications Manager LDAP
LDAP

1 Csv
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286

2
307

3

310
4 Unified Communications UC

316

uc
5 328
LDAP
LDAP
12.5(1)
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LDAP

334

LDAP

(LDAP) Cisco
Unified Communications Manager

LDAP

334

LDAP

Csv
Cisco Unified Communications
Manager

Cisco Unified
Communications Manager

http://www.cisco.com/c/en/us/
support/unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.html

346
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. 283

. 285
. 286
. 292

Cisco Unified Communications Manager

o[ Access Control Groups ]
o[ Roles ]
o[ User Rank ]
CCM
Cisco Unified Communications
Cisco Unified Communications Manager Cisco CDR Analysis and Reporting  Dialed Number
Analyzer CTI

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. Cisco Unified Communications Manager
1
2
o[ Read ]
o[ Update ]
CCM Standard CCM End Users Cisco Unified Communications
CTI
CTI Standard CTI Enabled
CCM Standard CCM Admin Users
Cisco Unified Communications
Manager Administration Cisco
Unified CM Administration Cisco Unified Communications Manager Administration
292
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10

4 10
292
Conttrol
1 2
]
1(
292
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1 287
2
Create
. 287
Co
. 288 Py
3
Create
. 289
Copy
290
4
291
5 292
292

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)



1

1 Cisco Unified CM Administration [ User Management ]>[ User

Settings ]>[ User Rank ]
2 [ Add New ]
3 [ User Rank ] 1 10

1
4 [ Rank Name ] [ Description ]
5[ Save ]
6
288

1 Cisco Unified CM Administration [ User Management > User

Settings 1> Role ]
2

. [ Add New ]
[ Application ] [ (Next)]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. [ Find ]

[ Copy ] [OK]
3 [ Name ] [ Description ]
4
. [ Read ]
. [ Update ]
5 [
Grantaccesstoall ]
[ Deny access to all ]
6 [ Save ]
289
[ Copy ]
Cisco Unified Communication Manager
[ Copy ]
1 Cisco Unified CM Administration [ User Management ]>][ User
Settings 1> Role ]
2 [ Find ]
3 [ Copy 1]
4 [OK]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




[ Role Configuration ]

5

o[ Read ]

o[ Update ]
6 [ Save ]

. 289

. 290

292

. 287

. 288
1 Cisco Unified CM Administration [ User Management > User

Settings ]>[ Access Control Group ]

2 [ Add New ]
3 [ Name ]
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41

51

Save ]

287

288

1 Cisco Unified CM Administration
Settings 1>

[
[

g B~ oW DN

Find ]
Copy ]

Save ]

Available for Users with User Rank as ]

291

User Management > User
Access Control Group ]

[OK]
Available for Users with User Rank as ]

291

292
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LDAP 343
347

Cisco Unified CM Administration [

289
290

Settings ]>[ Access Control Group ]

[
[

a)
b)

a)
b)

[

Find ]
Related Links ]
Assign Role to Access Control Group ]

Assign Role to Group ]
Find and List Roles ]

Add Selected ]

Role ]
Delete Role Assignment ]

Save ]

292

System Configuration Guide for Cisco Unified Communications Manager,

User Management >

User

Go ]
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Cisco Unified Communication Manager

291
1 Cisco Unified CM Administration [ System ]>]
Enterprise Parameters ]
2 [ User Management Parameters ] [

Effective Access Privileges For Overlapping User Groups and Roles ]

o[ Maximum ]—

o[ Minimum J—

3 [ Save ]

Cisco Unified Communications Manager

20:

AXL API AXL API [ CCM Standard
CCM Super Users ]

AXL API AXLAPI
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AXL API AXL APl API
API SQL Query API
Rep Tool Cisco Unified Communications Manager CAR CCM

CDR Analysis and Reporting CAR

« Cisco Unified Serviceability [
Audit Log
Configuration ]
« Cisco Unified Serviceability

Real-Time Monitoring Tool

« Cisco Unified Serviceability
Cisco Audit Event Service

* RTMT
CCM Cisco Unified Communications Manager CCM CCM
Administration CCM
CCM CCM
CCM
CCM
[ CCM Standard CCM | Cisco Unified Communications [ CCM Standard CCM
End Users ] End Users ]
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CCM

Cisco Unified Communications Manager
Administration

 Cisco Unified Communications
Manager Administration

« Cisco Unified IP Phone

[ CCM
Standard CCM Server Maintenance ]

CCM

Cisco Unified Communications Manager
Administration

CCM

. System Configuration Guide for Cisco Unified Communications Manager,
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CCM

Cisco Unified Communications Manager
Administration

* Cisco Unified Communications
Manager Administration

*BLF

« CTI

o[ Phone
Configuration ]
[ Modify

Button Items ]

CCM
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CCM

Cisco Unified Communications Manager
Administration

. System Configuration Guide for Cisco Unified Communications Manager,
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CCM

Cisco Unified Communications Manager
Administration

MOH

* Media Termination Point;

« Cisco Unified Communications
Manager Assistant

. [
Delete Managers ] [
/ Delete
Managers/Assistants ] [
/

Insert Managers/Assistants ]

[

CCM
Standard CCM Server Maintenance ]

System Configuration Guide for Cisco Unified Communications Manager,

1250



CCM

Cisco Unified Communications Manager
Administration

. AAR

« Cisco Unified Communications
Manager Cisco Unified CM
Cisco Unified

Communications Manager

* Network Time Protocol NTP

« Skinny Call Control Protocol
SCCP Session
Initiation Protocol SIP

SIP

« Survivable Remote Site
Telephony SRST

. [
Job Scheduler ]

[ CCM
Standard CCM Server Maintenance ]

. System Configuration Guide for Cisco Unified Communications Manager,
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CCM

Cisco Unified Communications Manager
Administration

[ CCMADMIN Standard
CCMADMIN Administration ]

CCMAdmin

[ CCMADMIN Standard Cisco Unified Communications Manager | [ CCM Standard
CCMADMIN Administration ] Administration CCM Super Users ]
[ CCMADMIN Standard Dialed Number Analyzer
CCMADMIN Administration ]
[ CCMADMIN CCMAdmin
Standard CCMADMIN Read Only ]
[ CCMADMIN Cisco Unified Communications Manager CCM
Standard CCMADMIN Read Only ] |Administration CCM CCM
CCM
CCM
[ CCMADMIN Dialed Number Analyzer
Standard CCMADMIN Read Only ]
CCMUSER Cisco Unified Communications [ CCM Standard CCM
End Users ]
CTI CTI CTI
CTI CTI CTI
CTI CTI / CTI
CTI CTI CTI
CTI CTI CTI
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CTI CTI
CTI
CTI CTI
CTI

CTI SRTP CTI SRTP CTI SRTP

CTI CTI CTI

CTI Cisco Unified Communications Manager CTI

CTI

[ CUReporting Standard
CUReporting ]
[ CUReporting Standard Cisco Unified Reporting CCM CCM
CUReporting ]

EM Cisco CCM EM

Extension Mobility EM
Cisco

Unified Communications Manager
Assistant  Cisco Web Dialer
Cisco Extension Mobility

Cisco Unified Communications Manager
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[ RealtimeAndTraceCollection Cisco Unified Serviceability [ RealtimeAndTraceCollection
Standard Real-Time Monitoring Tool Standard
RealtimeAndTraceCollection ] RealtimeAndTraceCollection ]

« Simple Object Access Protocol
SOAP  Serviceability AXL API

* SOAP API

* SOAP Analysis
Manager

. Real-Time

Monitoring Tool
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SERVICEABILITY

Cisco Unified Serviceability
Real-Time Monitoring Tool

[

Alarm Configuration and Alarm

Definitions ] Cisco Unified
Serviceability

o[ AuditTrace ]

* SNMP Cisco
Unified Serviceability

o[ Trace
Configuration ] [

Troubleshooting of Trace

Configuration ] Cisco Unified
Serviceability

o[ Alert
Configuration ] RTMT [

Profile

Configuration ] RTMT

[ Trace

Collection ] RTMT

SOAP Serviceability AXL APl SOAP
Call Record API SOAP

Analysis Manager

SOAP API
RTMT Analysis Manager Call Record

SOAP

RTMT Analysis
Manager Hosting Database

CCM

CCM

. System Configuration Guide for Cisco Unified Communications Manager,
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[ SERVICEABILITY Standard
SERVICEABILITY Administration ]

Cisco Unified
Communications Manager

[ SERVICEABILITY Standard
SERVICEABILITY Administration ]

Dialed Number Analyzer

[ SERVICEABILITY Standard
SERVICEABILITY Administration ]

Cisco Unified Serviceability
Real-Time Monitoring Tool

[ Audit Trace ]

SOAP Serviceability AXL API

[ SERVICEABILITY
Standard SERVICEABILITY Read
Only ]

Dialed Number Analyzer

CCM

[ SERVICEABILITY
Standard SERVICEABILITY Read
Only ]

Cisco Unified Serviceability
Real-Time Monitoring Tool

SOAP Serviceability AXL APl SOAP
Call Record API SOAP

Analysis Manager

Cisco Unified Serviceability

SSO

SAML SSO

Cisco Call Manager

[ CCMADMIN Standard
CCMADMIN Administration ]

CCMAdmin

[ Cisco Unified CM IM & Presence
Standard Cisco Unified CM IM and
Presence Administration ]

System Configuration Guide for Cisco Unified Communications Manager,
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[ CCMADMIN CCMAdmin [ Cisco Unified CM IM & Presence
Standard CCMADMIN Read Only ] Standard Cisco Unified CM IM and
Presence Administration ]

[ CUReporting Standard Cisco Unified CM IM & Presence
CUReporting ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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305
306
307

Cisco Unified Communications Manager
PIN

PIN

Credential Policy Configuration ]

PIN

PIN

PIN
123456
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1250) |



408408

Unified Communications Manager

Unified Communications Manager

SHA1
Manager 12.5(1)
CM
SHA1
SHA2
PIN

« Cisco Jabber
Administration

. System Configuration Guide for Cisco Unified Communications Manager,

Cisco Unified Communications

654321 ABCDEFG

PIN

121212 PIN

2580 159 753

12.5(1)
SHA2
12.5(1)
Unified Communications
Unified
Cisco Unified Reporting

PIN SHA1l

PIN

SHA1
PIN

Cisco Unified CM

Cisco Unified CM Administration
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1 307
2 3
308
348
PIN
1 Cisco Unified CM Administration [ User Management ]>[

Credential Policy ]

2

o[ Find ]

o[ Add New ]
3 [
4 [ Save ]

Credential Policy Configuration ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



308
307
1 Cisco Unified CM Administration [ User Management ]>[
Credential Policy Default ]
2 [ Credential Policy ]
3 [ Change Credential ] [ Confirm Credential ]
4 [ User CannotChange ]
5
[ User Must Change at Next Login ]
PIN
6 [ Does Not Expire ]
70 Save ]
PIN
. 348
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310

311

312

1 Cisco Unified CM Administration
User/Phone Add >

w N
— —

Add New ]

[

User Management > /
Universal Line Template ]

Universal Line Template Configuration ]

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)



[
Enterprise Alternate Number ] [+E.164 +E.164

Alternate Number ]

a) | Add Enterprise Alternate Number ] [+E.164
Add +E.164 Alternate Number ]

b) [ Number Mask ]
4 5 XXXX +E.164
1972555X XXX
c)
d) ILS [ILS

Advertise Globally via ILS ]

e) [PSTN PSTN Failover ]
PSTN [
Enterprise Number ] [+E.164 +E.164 Alternate Number ]
[ Save ]
Cisco Unified CM Administration [ User Management ]>] /
User/Phone Add 1> Universal Device Template ]
[ Add New ]
a) [ Device Description ]
b) [ Device Pool Type ] 65Device Pools
c) [ Device Security Profile ]
d) [SIP SIP Profile ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



e) [ Phone Button Template ]

4 [ Universal Device Template Configuration ]
5[ Phone Settings ]
a) [ Common Phone Profile ]
b) [ Common Device Configuration ]
c) [ Feature Control Policy ]
6 [ Save ]
1 [Cisco Unified CM Cisco Unified CM Administration ] [
User Management ]>[ User Settings 1> User
Profile ]
2 [ Add New ]
3 [ Name ] [ Description ]
4 [ Universal Device Template ] [
Desk Phones 1 [ Mobile and Desktop Devices ]
[ / Remote Destination/Device Profiles ]
5 [ Universal Line Template ]
6
a) [ Allow End User to Provision their

own phones ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



b) [ Limit Provisioning once End User has
this many phones ]
20
7 Cisco Jabber
MRA [
Enable Mobile and Remote Access ]
1.
[Jabber Jabber Policies ]
2. Cisco Jabber Jabber
MRA MRA Jabber MRA
8 Jabber Jabber
Jabber
. Jabber
* [IM & Presence IM & Presence only ]
* [IM & Presence IM & Presence, Voice and Video calls ]
Jabber Windows Cisco Jabber Mac
Cisco Jabber Jabber iPad
iPhone Cisco Jabber Android Cisco Jabber
9 Cisco Unified Communications
Extension Mobility Extension Mobility Cross Cluster

[

Allow End User to set their Extension Mobility maximum login time ]

[

Allow End User to set their Extension Mobility maximum login time ]

10 [ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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. 315
. 316

Unified Communications UC

uc
uc
o[ Directory ]
* IM and Presence
* CTI
* Jabber jabber-config.xml
« LDAP LDAP
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. LDAP

Cisco Unified Communications Manager

Unified Communications UC

. 316
. 317
. 318

. 319

* |M and Presence

320
* CTI 321
322
 Jabber
323
2 324

ucC
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1 Cisco Unified CM Administration [ User Management ]>] User

Settings ]>[UC UC Service ]
2 [ Add New ]
3 [ucC UC Service Type ] [

Voicemail ]

4 [ Product Type ] [Unity] [Unity

Connection]
5 [ Name ]
6 [ Description ]
7 0 /IP Hostname/IP Address ]

IP
8 [ Port ]
443
9 Protocol ]
[HTTP] [HTTPS]
Cisco Unity Cisco Unity Connection
[HTTPS] [HTTPS]
[HTTP]
10 [ Save ]
317
Cisco Jabber
)
Cisco Unity Microsoft Exchange

Cisco Unity Connection
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316

1 Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[UC UC Service ]

[ Add New ]
uc

Mailstore
fip ip

o o1 AW

7 [ (Port)] mailstore 1~ 65535
~ 1-65535 mailstore 143

Cisco Unity Connection 7993

8 [ ( protocol)]
TCP ( ) TLS UDP SSL

Cisco Unity Connection TLS

9 [ Save ]

318

317

1 Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[UC UC Service ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



10

[ Add New ]
uc

[ ]

» MeetingPlace Classic

* Webex

fip

« 80 ( ): HTTP
« 443; HTTPS

* TCP
* UDP
* [SSL]
* [TLS]
Cisco Unity Connection

[ Save ]

319

Cisco Unified Communications Manager

318
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. IM and Presence

1 Cisco Unified CM Administration [ User Management ]>] User
Settings ]>[UC UC Service ]
2 [ Add New ]
3 [ucC UC Service Type ] [
Directory ]
4 [ Product Type ]
o[ Directory ] UDS Cisco Unified Communications
Manager
o[ Enhanced Directory ] LDAP
5 [ Name ]
6 [ Description ]
7 1 /IP Hostname/IP Address ]
IP
LDAP LDAP
IP
8 [ Port ]
389 636 3628 3629
LDAP
9 Protocol ]
« TCP
» UDP
e TLS
10 [ Save ]
IM and Presence 320

IM and Presence

IM and Presence
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CTI

cl B

319
Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[UC UC Service ]
[ Add New ]
[uc UC Service Type ] IMand Presence
[ Product Type ]

* Unified CM IM and Presence
* Webex IM and Presence

[ Name ] IM and Presence
[ Description ] IM and Presence
[ /IP Hostname/IP Address ] IM and Presence
IP DNS SRV
IM and Presence DNS SRV

[ Save ]
CTI 321

CTI
IM and Presence 320
Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[UC UC Service ]
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[ Add New ]
uc
CTI
CTI

[o2 NN 2 IS NN GO I NV}

lip CTI

7 CTI
8 [ Save ]

CTI 321

1 Cisco Unified CM Administration [
Settings ]>[UC UC Service ]

[ Add New ]
[ Name ]

g B~ W DN

IP /

« 80( ) 8080:HTTP
. 443 8443:HTTPS

« HTTP
« HTTPS

322

. System Configuration Guide for Cisco Unified Communications Manager,

CTI

User Management ]>[

12.5(1)
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User



Jabber .

8 URL URL
9 [ Save ]
324
Jabber
Jabber
1 Cisco Unified CM > >UC
2 [ Add New ]
3 [uC (UC Service)] jabber
(jabber-config)
4 Jabber (jabber-config.xml)
5 Jabber (jabber-config)
6 Jabber Jabber
71 Save ]
UC
uc uc
o[ Directory ]

* IM and Presence Service

* CTI

* Jabber (jabber-config.xml)
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uc
1 Cisco Unified CM > >UC
AN | Add New ]
3 [uC (UC Service)] ucC
(Next)]
4
5 [ Name ]
6 IP
7
8
uc
9 I Save ]
10 uc
uc
IM
IM IM
uc ucC
uc

Unified Communications UC
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g B ow N

Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[ Service Profile ]
[ Add New ]
[ Name ]
[ Description ]
uc [ Primary ] [
Secondary ] [ Tertiary ]
[ Service Profile Configuration ]
[ Save ]
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. 327

. 328
. 328
. Unified Communications
IM and Presence
LDAP
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. 310

. 316
LDAP
IM and Presence Service
1 Cisco Unified CM Administration [ User Management ]>][ /
User/Phone Add 1> Feature Group Template ]
2 [ Add New ]
3 [ Name ] [ Description ]
4
[ Home Cluster ]
5
[Unified CM IM and Presence Enable User for Unified
CM IM and Presence ]
6 [ Services Profile ] [
User Profile ]
70 Feature Group Template Configuration ]
8 [ Save ]
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37

LDAP

« LDAP 331
« LDAP 333
« LDAP 334

LDAP

Lightweight Directory Access Protocol LDAP
LDAP LDAP Cisco

Unified Communications Manager

Unified Communication Manager LDAPS SSL LDAP
StartTLS LDAP LDAP Unified
Communication Manager ~ Tomcat-Trust

LDAP Cisco Unified Communications Manager
IM and Presence Service

LDAP

. LDAP
LDAP Unified Communication Manager

Uri LDAP
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B LDAP

LDAP

LDAP

Manager

PIN

* Cisco MRA

Unified Communication Manager

LDAP

LDAP
LDAP
LDAP
Cisco
Cisco
Jabber
Manager
Cisco

Unified Communication Manager

Cisco Unified Communication
LDAP

LDAP

uDS

Cisco Unified Communications Manager

PIN

Cisco
Cisco DX 80
Cisco Unified Communications

uDS

Cisco Unified Communications Manager
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LDAP B

* Cisco Unified Communications Manager

LDAP
LDAP
339

LDAP

LDAP

* LDAP

Active Directory ID
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B o

LDAP

LDAP Unified Communication Manager
S
LDAP LDAP
Unified Communication Manager LDAP

Cisco Unified Communications Manager

1| Cisco DirSync 335 | Cisco Unified Serviceability
Cisco DirSync

2 | LDAP 335 | Unified Communication Manager  LDAP
3 | LDAP 336 Unified Communication
Manager LDAP
LDAP

4 | LDAP 337

LDAP

LDAP
5
339

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Cisco DirSync .

6 | LDAP 341
LDAP
LDAP
7 | LDAP [LDAP
341 LDAP Synchronization ]
Cisco DirSync
Cisco Unified Serviceability Cisco DirSync LDAP
1 Cisco Unified Serviceability [ Tools 1> Service
Activation ]
2 [ Server ]
3 [ (Directory Services)] [Cisco DirSync]
4 [ Save ]
LDAP Unified
Communication Manager
S
LDAP LDAP
Unified Communications Manager LDAP
1 LDAP

System Configuration Guide for Cisco Unified Communications Manager,
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B o

1 Cisco Unified CM Administration
System ]

2 Unified Communications Manager
LDAP

3 LDAP

4 [ ID LDAP

End User Configuration ]

Unified Communications Manager
5[ Save ]

LDAP

LDAP

Unified Communications Manager

[

LDAP

LDAP
LDAP

System ]>[LDAP]>[LDAP LDAP

LDAP

LDAP Attribute for User ID ] [

[ ID UseriD ]
LDAP

LDAP
LDAP
LDAP

LDAP

RFC4515

LDAP

1 Cisco Unified CM Administration
LDAP Filter ]

2 [ Add New ]
3 [ Filter Name ]
4 [ Filter ]
1024
5[ Save ]

. System Configuration Guide for Cisco Unified Communications Manager,

System ]>[LDAP(LDAP)] > [LDAP

LDAP
LDAP
UTF-8
0
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LDAP B

LDAP

LDAP Unified Communications Manager
LDAP LDAP
Unified Communication Manager

LDAP
1 Cisco Unified CM Administration [System ]1>[LDAP LADP ]>[LDAP Directory
LDAP )]
2
o[ Find ] LDAP
o[ Add New ] LDAP
3 [LDAP LDAP Directory Configuration ]
a) [LDAP LDAP Configuration Name ] LDAP
b) [LDAP LDAP Manager Distinguished Name ] LDAP
ID
c)
d) [LDAP LDAP User Search Space ]
e) [ LDAP LDAP Custom Filter for Users Synchronize ]
[ Users Only ] [ Users and Groups ]
f)
[ LDAP LDAP Custom Filter for Groups ]
LDAP
4  LDAP LDAP
Unified Communication Manager
5 [ Standard User Fields To Be Synchronized ]
LDAP
LDAP Unified Communication Manager
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B o

10

11

12
13

14
15

URI URI
LDAP
LDAP
a) [ Add to Access Control Group ]
b)
c) [ Add Selected ]
[ Feature Group
Template ]
[ Feature Group
Template ] LDAP
a) [
Apply mask to synced telephone numbers to create a new line for inserted users ]
b) [ Mask ] 8889945
11XX 1145
a) [ LDAP

Assign new line from the pool list if one was not created based on a synced LDAP
telephone number ]

b) [DN DN Pool Start ] [DN DN Pool
End ]

[LDAP LDAP Server Information ] LDAP
IP

TLS LDAP [TLS Use
TLS ]

[ Save ]
LDAP
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* LDAP 3 Unified
Communication Manager

o[ System ]>[LDAP] > [LDAP LDAP System ] [LDAP
LDAP System Configuration ] [LDAP LDAP
Server Type ] LDAP
1 Cisco Unified CM Administration [ System ]>[LDAP] > [LDAP LDAP
Search ]
2 LDAP [
Enable user search to Enterprise Directory
Server ]
3 [LDAP LDAP Search Configuration ]
4 [ Save ]
OpenLDAP
(| (objectClass=intOrgPerson)(objectClass=rooms))
Cisco Jabber
OpenLDAP givenName sn mail
displayName telephonenumber
UDS LDAP
uDS LDAP
uDS
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ubs LDAP

\}

uDS LDAP
LDAP
> LDAP > LDAP

ubDs LDAP

userName * samAccountName
* uid

firstName givenName

lastName sn

middleName * initials
* middleName

nickName nickName

displayName displayName

phoneNumber * telephonenumber
* ipPhone

homeNumber homephone

mobileNumber mobile

email mail

directoryUri

» msRTCSIP-primaryuseraddress

* mail
department * department
manager manager
title title
pager pager

. System Configuration Guide for Cisco Unified Communications Manager,
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LDAP

LDAP

LDAP B

LDAP LDAP
PIN
Cisco Unified CM > LDAP > LDAP
Idap [Idap ( )]
LDAP LDAP ID
[ Confirm Password ] LDAP
[LDAP LDAP User Search Base ]
[LDAP LDAP Server Information ] LDAP
IP
TLS LDAP [TLS Use
TLS ]
[ Save ]
LDAP 341
LDAP
Unified Communications Manager LDAP
o[ Maximum Number of Agreements ] 20
o[ Maximum Number of Hosts ] 3
o[ Retry Delay On Host Failure (secs) ]
5

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



B o

o[ Retry Delay On HotL.ist failure (mins) ]
10
 [LDAP LDAP Connection Timeouts (secs) ]
5
o[ Delayed Sync Start time (mins) ] 5
o[ User Customer Map Audit Time ]
1 Cisco Unified CM Administration [ System ]>[ Service
Parameters ]
2 [ Server ]
3 [ Service ] [Cisco DirSync]
4 Cisco DirSync
5[ Save ]
LDAP
LDAP
20
LDAP
3
Cisco Unified Communications
(secs) Manager LDAP
5
Cisco Unified Communications
(mins) Manager LDAP
10
LDAP Connection Timeout Cisco Unified Communications Manager ~ LDAP
(secs) LDAP
5
(mins) | Cisco DirSync Cisco Unified Communications
Manager
5
12.5(1)
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LDAP

g B~ ow N

~N O O B wWw D

LDAP
LDAP Cisco Unified Communications Manager LDAP
[

User Configuration ]
[ End User Configuration ] LDAP
Cisco Unified Communications Manager  LDAP
Cisco Unified CM Administration [ End Users ]>[
User Management ]
[ Find ]
[ Convert to Local User ]
[ End User Configuration ]
[ Save ]
LDAP

LDAP Cisco Unified Communication
Manager
Cisco Unified CM Administration [ System ]>[LDAP] > [LDAP

LDAP Directory ]

Find ] LDAP
Add to Access Control Group ]

LDAP

Add Selected ]
Save ]
Perform Full Sync ]
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LDAP

Cisco Unified Communication Manager LDAP

LDAP
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. 345

. 345
. 345
. 346

LDAP

Unified Communications Manager

. 286
. 307

Cisco Unified Communications Manager

Csv
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Cisco
Unified Communications Manager

1 346
2
347
3
348
PIN
4
348

Cisco Unified Communications Manager
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g B ow N [l

[op)

Cisco Unified CM Administration [ User Management ]>[
User ]
[ Add New ]
ID
[ End User Configuration ]
[ Save ]
347
LDAP LDAP
Cisco Unified CM Administration [ User Management >
Settings ]1>[ Access Control Group ]
[ Find ]
[ Add End Users to Group ]
[ Find and List Users ]
[ Add Selected ]
[ Save ]

System Configuration Guide for Cisco Unified Communications Manager,

End
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Cisco Unified Communication Manager

1 Cisco Unified CM Administration [ User Management ]>[
End User ]
2 [ Find ]
3
[ Edit Credential ]
4
5[ Credential Configuration ]
6 [ Save ]
LDAP
1 Cisco Unified CM Administration [ User Management >
User/Phone Add ]>[ / Quick User/Phone Add ]
2 [ Find ]
3 [ Feature Group Template ]
4 [ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



* Cisco IP Phone
* Cisco IP Phone

(]
g
-
z

=

-1

i
™
[+

351

353

367
379
433
447
477
sSIP 493
501
515






39

351
351
380 IP
CTI H 323 Cisco
433 IP Communicator
Cisco IP 447 Cisco
IP
Diagnostics and Reporting Cisco IP
480 (QRT)
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SIP

494

SIP

502

515
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355

MAC

Installed Certificate MIC

N

353
355

362
364

Manufacturing
Unified Communications Manager

CallManager
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. MAC MAC

MAC
. BAT SEP IVR
Show Phone Ready To Activate] [ True]
)
MAC
MAC
MAC
MAC
MAC
1.
2. mac
mac
3. DHCP opt 150 TFTP
TFTP IP XMLDefault
4.
5.
Cisco Unified Communications Manager
6. Cisco Unified Communications Manager MAC

TFTP
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12.5(1) Cisco IP Phone
7811 7821 7832 7841 7861 8811 8841 8845 8851
8851INR 8861 8865 8865NR

Cisco
Unified Communications Manager
1
356
2 [Device Defaults]
356
3 Cisco Unified Communications Manager
2
. [ Phone Configuration ]
357 [ . -
Requires Activation Code
for Onboarding ]
358
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4 361

Cisco Unified Serviceability

1 Cisco Unified Serviceability [ Tools 1> Service
Activation ]

2 [ Server ] Unified Communications Manager

[ Go ]
3 [CM (CM Services)] Cisco
4 [ (Save)]
356
Cisco Unified

Communications Manager

1 Cisco Unified CM Administration [ Device 1> Device
Settings ]>[ Device Defaults ]

2

3

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



4 [ Save ]
2 1
2
. 357
. 358
S
BAT
[
Phone Configuration ] [
Requires Activation Code for Onboarding ]
1 Cisco Unified CM Administration [ Device 1> Phone ]
2 [ Add New From Template ]
3 [ Phone Type ]
4 [MAC MAC Address ] MAC
MAC MAC
5 [ Device Template ]
6 [ Directory Number ]

New ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



a) [ Add New Extension ]
b) [ Save ] [ Close ]
[ Directory Number ]
7 [ User 1] ID
8 [ Add ]
9 Requires Activation Code for
Onboarding ]
10
1 Save | [OK]
[ View Activation Code ]
361
1
1| BAT
358 BAT
2 CsVv Csv
359
3 360

BAT

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



SIP

Cisco Unified CM Administration [

[
[
[

[
[

Phone Template ]
Add New ]
Phone Type ]

Template Name ]

csv B

Bulk Administration ]>[ Phones ]>

Requires Activation Code for

Onboarding ]

[
[
[
[
 [SIP
[
[ Save
CSV

Device Pool ]
Phone Button Template ]
ID OwnerUserID ]
Device Security Profile ]
SIP Profile ]

Phone Template Configuration ]

]

Csv 359

Csv

Csv

System Configuration Guide for Cisco Unified Communications Manager,
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Cisco Unified CM Administration [ Bulk Administration ]>]

/ Upload/Download Files ]
[ Find ]
Bat
[ (phone)]
MAC
[MAC (MAC Address)]
[ BAT (Export TO BAT Format)]
Cisco Unified CM Administration [ Bulk Administration ]>[
/ Upload/Download Files ]
Csv
a) [ Add New ]
b) [ (Choose file )] csv
c) [ Phones ]
d) [ Insert phone]:
e) [ Save ]
360
Csv
[ Bulk Administration ]>[ Phones ]>][ Insert Phones ]
[ File Name ] Csv
[ Phone Template Name ]
[ MAC Create Dummy MAC Address ]
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6 [

Csv
MAC
[ Run Immediately ]
Submit ]
361
Unified Communications Manager [

Show Phones Ready to Activate ]

« CSV
362

. Cisco Unified Communications Manager

« Cisco Unified Communications Manager

TFTP
Cisco Unified Communications Manager
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Cisco

True

Ccsv

MAC
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Csv
1 Cisco Unified CM Administration [ Device 1>[ Phone ]
2 [ Related Links ] [ Export Activation
Codes ] [ Go ]
1. Cisco Unified CM Administration [ Device ]>][
Phone ]
2 [
Phone Configuation ]
3. [ Requires
Activation Code for Onboarding ]
[ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



1. Cisco Unified CM Administration Device ]1>[
Phone ]
2. [
Phone Configuation ]
3. Release Activation Code ]
4. [ Generate New Activation
Code ] [ Save ]
1. Cisco Unified CM Administration [ System ]>[
Service Parameters ]
2. [ Server ]
3.0 Service ] [
Cisco Device Activation Service ]
4.
o[ Activation Time to
Live (Hours) ]
168
* [MRA Enable MRA
Activation ] MRA
True
* [MRA MRA Activation
Domain ] MRA
5 [ Save ]

System Configuration Guide for Cisco Unified Communications Manager,
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. Unified Communications Manager
[ Phone Configuration ]
. MAC [ Activation Code for
Activation ] [ Save]
( )
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MAC

. Unified Communications Manager

MAC [
(Requires Activation Code for Activation )]

tap

. Unified Communications Manager

MAC

. tap
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[ (Device Defaults
Configuration)]
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. 367
. 369
. 370

Unified Communications Manager Cisco Collaboration Edge
Cisco Jabber

Unified Communications Manager

Cisco Expressway
Unified CM

. Jabber EX/MX/SX

. Business-to-Business B2B

. Cisco Webex
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6 : Unified Communications

Unified C B2B
PR T
m
P
Jabber
EX s ,rE_: h étn)n(m Jabber
|m !';‘onnect Service
C-Series
IM & Presence Cisco Unity Connection
— SIP
— XMPP
— HTTP
SIP H.323 Expressway-C SIP
CM
7:
Inside firewall DMmZ Outside firewall
(Intranet) (public Internet)
Collaboration a5 Y M "
o . - o ] "’--:'_.
Services | ﬁ; -!m E d
/ Unified CiscoVCS CiscoVCS Mobile
,” CM Control Expressway endpoint
I
!
! ------ Call signaling
On-premise endpoint Media
* UnifiedCM
. Unified CM Expressway
. Expressway
Expressway-C
Cisco Jabber MRA Unified Communications Manager [

User Profile Configuration ] MRA
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MRA Jabber

Cisco Expressway
Cisco Expressway

Cisco Unified Communications Manager

. Unified Communications Manager ILS
. NTP
NTP SIP NTP
. ICE TURN STUN
DNS
Cisco Expressway Unified Communications Manager
DNS SRV

_cisco-uds._tcp<domain>

Unified Communications
DNS
IP FQDN
SRV

Cisco Expressway

Unified Communications Manager  Cisco Expressway
Cisco Expressway
Cisco Expressway

Cisco Jabber MRA Expressway
X8.10
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Unified Communications Manager 1M and Presence Service Cisco Expressway-C
CA CA

. CA Unified Communications

Manager tomcat
« Unified Communications Manager CA tomcat AXL uDS

Cisco CallManager SIP CSR
. CA tomcat
CSR
S
CA CA Unified Communications Manager

Expressway-C

Unified Communications Manager
Unified Communications
Manager tomcat Cisco CallManager
tomcat Expressway-C

Cisco Unified
Communications Manager
1 | Cisco AXL Web Service 371 Cisco AXL Web
2 MRA
372
MRA
[
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Cisco AXL Web Service .

Maximum Session Bit Rate for Video
Calls ]
384 kbps
3 MRA 373 MRA
[
Date/Time Group ] [
Region configuration ]
4 |ICE 373 ICE
MRA TURN
MRA
ICE
MRA
5 MRA
374
6 | Cisco Jabber MRA Cisco Jabber Cisco Jabber
375 MRA
MRA
Cisco Jabber
MRA
7 | MRA 377 Cisco Jabber
8 | MRA 377 | MRA
Cisco AXL Web Service

Cisco AXL Web
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1 [Cisco Unified Serviceability] [Tools 1>1
Service Activation ]
2 [ Server ]
3 Cisco AXL Web Service
4
(Save)]
MRA
MRA
Region Configuration ] [
Session Bit Rate for Video Calls ] DX
384 kbps
1 [Cisco Unified CM Cisco Unified CM Administration ]
System ]>] Region Information ]>[
2
. [
o[ Add New ]
3 [ Modify Relationship to other Region]
Maximum Session Bit Rate for Video Calls ]
6000 kbps
4 [ Region Configuration ]
51 Save ]

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)

Find ]

[ Go
[
[
Maximum
[
Region ]
[



MRA B

MRA
1 [Cisco Unified CM Cisco Unified CM Administration ] [
System ]>[ Device Pool ]
2
o[ Find ]
o[ Add New ]
3
4 Cisco Unified Communications Manager
5 MRA
NTP
6 [ Region ] MRA
70 Device Pool Configuration ]
8 [ Save ]
MRA ICE ICE
MRA TURN MRA
ICE
MRA
ICE ICE [
Common Phone Profile Configuration ] Cisco Jabber
ICE TURN

TURN

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified CM

. > ICE [ (Enterprise Phone)]
. > > ICE
. Cisco Jabber ICE
[ Device 1> Phone ]
2 [ ICE Interactive Connectivity Establishment
(ICE) 1]
3 [ICE] [ Enabled ]
4
o[ (host)]: IP
. : STUN IP
NAT IP
. :TURN IP IP TURN
TURN
5[ Server Reflexive Address ]
[ Enabled ] [ Disabled ] STUN
Relexive
6 ip
7 TURN Server [ (default)]( defaultsetting) UDP  TCP
TLS
8
9 [ Save ]
ICE
[ Phone Configuration ]
MRA
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Cisco Jabber MRA .

1 [Cisco Unified CM Cisco Unified CM Administration ] [
System ]>[ Security 1>[ Phone Security
Profile ]
2 [ Add New ]
3 [ Phone Security Profile Type ]
Jabber Cisco
Unified Client Service Framework
4 [ Next ]
5 [ Name ] MRA FQDN
6 [ Device Security Mode ] [
Encrypted ]
[ Encrypted ]
Expressway
7 [ Transport Type ] [TLS]
8 MRA [TFTP
TFTP Encrypted Config ] DX
IP Phone 7800 IP Phone 8811 8841 8845 8861 8865
9 I Phone Security Profile Configuration ]
10 [ Save ]
MRA
Cisco Jabber MRA
Cisco Jabber MRA MRA
Cisco Jabber MRA
Cisco Jabber MRA Expressway
X8.10
S
Jabber MRA
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. Cisco Jabber

MRA
S
309
1 [Cisco Unified CM Cisco Unified CM Administration ] [
User Management ]>[ User Settings ]>[ User
Profile ]
2 [ Add New ]
3 [ Name ] [ Description ]
4 [ Universal Device Template ] [
Desk Phones ] [ Mobile and Desktop Devices ]
[ / Remote Destination/Device Profiles ]
5 [ Universal Line Template ]
6
a) [ Allow End User to Provision their
own phones ]
b) [ Limit Provisioning once End User has
this many phones ]
20
7 Cisco Jabber
MRA [
Enable Mobile and Remote Access ]
1.
[Jabber Jabber Policies ]
2. Cisco Jabber Jabber
MRA MRA Jabber MRA
8 Jabber Jabber
Jabber
. Jabber
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MRA

MRA

MRA B

* [IM & Presence IM & Presence only ]
* [IM & Presence IM & Presence, Voice and Video calls ]
Jabber Windows Cisco Jabber Mac
Cisco Jabber Jabber iPad
iPhone Cisco Jabber Android Cisco Jabber
9 Cisco Unified Communications
Extension Mobility Extension Mobility Cross Cluster
[

Allow End User to set their Extension Mobility maximum login time ]

[

Allow End User to set their Extension Mobility maximum login time ]

10 [ Save ]
Cisco Jabber MRA LDAP Cisco Jabber
279
* Cisco Jabber Cisco Jabber
583
351

Cisco Expressway

Cisco Expressway Cisco
Expressway
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42

. 379
. 380
Cisco ATA IP
Cisco ATA
2
IP CiscoATA TFTP Unified Communications
Manager TFTP Cisco ATA
TFTP IP Unified Communications
Manager IP
Cisco ATA
1 10 BaseT RJ-45 2 RJ-11 FXS
«G.711alaw G.711 mulaw G.723 G.729a
. IP
ID
ID ID
ATA 180 SCCP ATA 190 SIP
ATA
« ATA 180 https://www.cisco.com/c/en/us/support/unified-communications/
ata-180-series-analog-telephone-adaptors/tsd-products-support-series-home.html
* ATA 190 https://www.cisco.com/c/en/us/support/unified-communications/

ata-190-series-analog-telephone-adapters/tsd-products-support-series-home.html
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1 Cisco Unified CM Administration [ Device 1> Phone ]
[ Find and List Phones ]
2 [ Add New ]
3 [ Phone Type ]
[ Next ]
[ Phone Configuration ]
4 [ Phone Configuration ]
51 Save ]
6 [ Apply Config ]
186 380
187 388
190 403
186
21: 186
[MAC MAC | ATA 186 Media Access Control MAC
Address ] 12 16
ATA 186 MAC
* ATA 186 MAC
* ATA 186 [ Device
Information ]
[ Description ] |ATA 186
128
" <> \
& %
12.5(1)
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186 B

[

Device Pool ]

ATA 186

Details ]

View

[

Common Device
Configuration ]

ATA 186

[ Common Device Configuration ]

[ View Details ]

Phone Button
Template ]

[

Common Phone
Profile ]

[ Common Phone Profile ]

[ View Details ]

Calling Search
Space ]

[ None ]

[AAR
AAR Calling
Search Space ]

None ]

Media
Resource Group List ]

[< > <None> ]

Cisco Unified CM

[

Location ]

[AAR
Group ]

AAR

AAR
AAR

Cisco Unified CM
AAR

System Configuration Guide for Cisco Unified Communications Manager,
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186

. System Configuration Guide for Cisco Unified Communications Manager,

[ User ATA 186
Locale ]
Cisco Unified CM
[ ATA 186
Network Locale ]
Cisco Unified CM
[
Device Mobility
Mode ] [ Default ]
[ Owner ] [ User ] [ Anonymous ]
/
[ ID ID
Owner User ID ] ID
CDR ID
[
License Usage Report | [ Unassigned
Devices ] [ Users ]
[ Phone | ATA 186
Load Name ]
12.5(1)




186 B

[
Trusted Rel P'Ufe g off 1
rusted Relay Point ] TRP
[ Use Trusted Relay Point ]
o[ On ] TRP
[
Use Trusted Relay Point ]
o[ Default ]
Use Trusted Relay Point ]
[
Always Use
Prime Line ] o Off ]
| On ]
. Unified Communications Manager [
Always Use Prime Line ]
Cisco CallManager

System Configuration Guide for Cisco Unified Communications Manager,
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186
[
Always Use
Prime Line for Voice [ Off ]
Message
g | Unified
Communications Manager
[ Messages ]
| On ]
o[ Default ] Unified Communications Manager
[ Always Use
Prime Line for Voice Message ]
Cisco CallManager
[
GeoLocation ] [ Unspecified geolocation ]
[ System ]>] Geolocation
Configuration ]
[
Unified
Ignore | Communications Manager
Presentation Indicators
(internal calls only) ]
ID
1D

. System Configuration Guide for Cisco Unified Communications Manager,
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186

[CTI
Allow
Control of Device from

CTl ]

CTI

CTI

Logged into Hunt
Group ]

CTI

[

Remote Device ]

SCCP

[

Hot Line Device ]

PLAR

PLAR

PLAR

22:f

Number Presentation Transformation ]

ID  Caller ID For Calls From This Phone ]

CSS
Calling Party
Transformation CSS ]

CSS

System Configuration Guide for Cisco Unified Communications Manager,
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186

[
CSS

CSS Use
Device Pool Calling Party [ Trunk Configuration ]
Transformation CSS ] CSS

23:[ Remote Number |
[
CSS
Calling Party CSS

Transformation CSS ]
[

CSS Use | CSS
Device Pool Calling Party
Transformation CSS ]

24:[ Protocol Specific Information ]
[BLF
BLF Presence BLF
Group ]
BLF [
Standard Presence group ]
Cisco Unified CM Administration BLF

[

. i Unified Communications Manager Administration

Device Security

Profile ]

. System Configuration Guide for Cisco Unified Communications Manager,
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186 B
[SUBSCRIBE SUBSCRIBE
Unified

AAR Calling Search | Communications Manager

Space ] SUBSCRIBE
SUBSCRIBE Cisco
Unified Communications Manager Administration
[SUBSCRIBE
SUBSCRIBE Calling Search Space ]
SUBSCRIBE
[ None ]
SUBSCRIBE

[

Unattended Port ]
[RFCC 2833 Disabled  |sccP

RFCC 2833 RFC2833

]
25:
[ Product Specific Configuration ] 7
ATA 186

System Configuration Guide for Cisco Unified Communications Manager,
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187

187

2: 187
[MAC ATA 187 Media Access Control MAC
MAC Address ] 12 16
ATA 187 MAC
» ATA 187 MAC
» ATA 187 [ Device
Information ]
[ Description ] | ATA 187
128
" < \ &
%
[ ATA 187
Device Pool ]
[ View
Details ]
[ ATA 187
c C]cc).mmotr? Device [ Common Device Configuration ]
onfiguration ] [ View Details ]
[
Phone Button
Template ]
[
Common Phone
Profile ] [ Common Phone Profile ]
[ View Details ]
[
Calling [ None ]
Search Space ]
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187

[AAR AAR
AAR
Calling Search [ None ]
Space ]
[
Media

Resource Group List ]

[< > <None> ] Cisco Unified CM
[ MOH
User Hold MOH MOH

Audio Source ]
[

Location ]
[AAR AAR AAR
Group ] AAR

AAR Cisco Unified CM
AAA

[ CTI

User Locale ]

Cisco Unified CM

[ CTI

Network Locale ]

Cisco Unified CM

System Configuration Guide for Cisco Unified Communications Manager,
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. System Configuration Guide for Cisco Unified Communications Manager,

[ [ Built In Bridge ]
Built In Bridge ]
[ [ Privacy ]
Privacy ] On
[
Device
Mobility Mode ] [ Default ]
[ Device Mobility

Mode ]

[ Owner ] [ User ] [
/ Anonymous (Public/Shared Space) ]
[ ID ID
Owner User ID ] ID
CDR
ID License Usage
Report [ Unassigned Devices ]
[ Users ]
[ Phone | ATA 187
Load Name ]
12.5(1)




187 B

[
Trusted Rel P'tuse 1 off ]
rusted Relay Point ] TRP
[
Use Trusted Relay Point ]
o[ On ] TRP
[
Use Trusted Relay Point ]
o[ Default ]
[
Use Trusted Relay Point ]
[
Always

Use Prime Line ] ol Off ]

[ On ]

Unified Communications Manager [
Always Use Prime Line ]
Cisco CallManager
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187

Always
Use Prime Line for

\Voice Message |

[ Off ]
Unified
Communications Manager
[ Messages |
[ On ]
o[ Default ] Unified Communications Manager [

Always Use Prime
Line for Voice Message ]
Cisco CallManager

Hunt Group ]

[
GeoLocation ] [ Unspecified geolocation ]
[ System ]>] Geolocation
Configuration ]
[
Unified
Communications Manager
Ignore Presentation
Indicators (internal calls D
only) ]
ID
[ ATA 187
Logged into

. System Configuration Guide for Cisco Unified Communications Manager,
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187

[

Remote Device ]

SCCP

Transformation CSS ]

[
Protected Device ] 2
1
Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html
[ Number Presentation Transformation ]
27:[ ID  Caller ID For Calls From This Phone ]
[
CSsS CSS
Calling Party
Transformation CSS ]
[
CSS
CSS
Use Device Pool [ Trunk Configuration ]
Calling Party CSS

System Configuration Guide for Cisco Unified Communications Manager,
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187

28:[ Remote Number ]

[
CSS

Calling Party CSS
Transformation CSS ]
[

CSS
CSS

Use Device Pool
Calling Party
Transformation CSS ]

29:[ Protocol Specific Information ]
[

Packet CPU
Capture Mode ]
o[ None ]
o[ Batch Processing Mode ] Cisco Unified CM
Cisco Unified CM 7
Cisco Unified
CM PktCap 1
IP
IP IP
TAC
HTTPS
1
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187 B
[
Packet Capture CPU
Duration ]
1
0
0 300
0
0
[BLF
BLFPresence| BLF
Group ]
BLF [
Standard Presence group ]
Cisco Unified CM Administration BLF
[SIP SIP SIP
SIP Dial Rules ] Cisco Unified IP Phone 7940 7960
SIP IP
[SIP SIP Dial Rules ] [< >
<None> ]
[MTP SIP
MTP
Preferred Originating
Codec ]
[
. i Unified Communications Manager Administration
Device Security
Profile ]
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187

Digest User ]

End User Configuration ]

[
Rerouting
Calling Search
Space ] Lo
Refer Primitive 405 Method
Not Allowed
3XX
[SUBSCRIBE SUBSCRIBE
Unified
AAR Calling Search | Communications Manager
Space ] SUBSCRIBE
SUBSCRIBE Cisco Unified
Communications Manager Administration
[SUBSCRIBE
SUBSCRIBE Calling Search Space ]
SUBSCRIBE
[ None ]
SUBSCRIBE
[SIP SIP
SIP Profile ] SIP
Do Not Disturb
SIP
[ sIp

. System Configuration Guide for Cisco Unified Communications Manager,
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Media Termination
Point Required ]

ATA 187

MTP [
Media Termination Point Required ]
MTP [
Media Termination Point Required ]
ATA 187 H.245 Empty
Capabilities ATA 187
MTP
[
Unattended Port ]
[DTMF SIP  SCCP DTMF
Require DTMF
Reception ] Cisco Unified Mobility sIp
ICT IP
DN

DTMF
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30:[ CAPF Certification Authority Proxy Function (CAPF) Information ]
[
Certificate
Operation ] o[ No Pending Operation ]
| / Install/Upgrade ]
| Delete ]
| Troubleshoot ]
LSC MIC
CAPF
Cisco
Unified CM 1 2
[ Troubleshooting ]
LSC MIC
12.5(1)
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Authentication
Mode ]
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CAPF
| By Authentication String ] CAPF
/
* [Null By Null String ]
/
o[ LSC By Existing Certificate (Precedence to
LSC) 1] MIC
LSC
/
LSC
MIC LSC
MIC LSC LSC
LSC MIC
MIC
MIC LSC CAPF
1
o[ MIC By Existing Certificate (Precedence
to MIC) ] LSC MIC
/
MIC
LSC MIC
LSC MIC
LSC

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ Authentication Mode ] [
Authentication By Authentication String ]
String ] [
Generate String ] 4
10
[ CAPF
Key Size 1024
(Bits) ] 512 2048
30
[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ / Install/Upgrade ]
Operation Completes | [ Delete 1 [ Troubleshoot ]
by ]
[
Certificate < >
Operation Status ] [ / Install/Upgrade ] [
Delete ] [ Troubleshoot ]
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31

Secure Shell User ]

Secure Shell
User ]

n % & < >

\ SSH

Cisco Technical Assistance Center TAC
TAC

Cisco Unified CM  SSH

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

Secure Shell
Password ]

200
" & <
>\ TAC

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.html

32:

Product Specific Configuration ] [?]

ATA 187
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190 B

33: 190
[MAC ATA 190 Media Access Control MAC
MAC Address ] 12 16
ATA190 MAC
* ATA 190 MAC
* ATA 190 [ Device
Information ]
[ Description ] |ATA 190
128
" < \ &
%
[ ATA 190
Device Pool ]
[ View
Details ]
[ ATA 190
c C]cc).mmotr? Device [ Common Device Configuration ]
onfiguration ] [ View Details ]
[
Phone Button
Template ]
[
Common Phone
Profile ] [ Common Phone Profile ]
[ View Details ]
[
Calling [ None ]
Search Space ]
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[AAR AAR

AAR
Calling Search [ None ]
Space ]
[

Media
Resource Group List ]
[< > <None> ] Cisco Unified CM
[ MOH
User Hold MOH MOH
Audio Source ]
[
Location ]
[AAR AAR AAR
Group ] AAR
AAR Cisco Unified CM
AAA

[ CTI

User Locale ]

Cisco Unified CM

[ CTI
Network Locale ]

Cisco Unified CM

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



190 B

[ [ Built In Bridge ]
Built In Bridge ]
[ [ Privacy ]
Privacy ] [ On ]
[
Device
Mobility Mode ] [ Default ]
[ Device Mobility
Mode ]
[ Owner ] [ User ] [
/ Anonymous (Public/Shared Space) ]
[ ID ID
Owner User ID ] ID
CDR
ID [ License Usage
Report ] [ Unassigned Devices ]
[ Users ]
[ Phone | ATA 190
Load Name ]
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[
Trusted Rel P'tuse 1 off ]
rusted Relay Point ] TRP
Use Trusted Relay Point ]
o[ On ] TRP
[
Use Trusted Relay Point ]
. Default
[
Use Trusted Relay Point ]
[
Always
Use Prime Line ] ol Off ]
[ On ]
. Unified Communications Manager [

Always Use Prime Line ]
Cisco CallManager

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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Always
Use Prime Line for [ Off 1
\Voice Message .
Unified
Communications Manager
[ Messages |
[ On ]
. Unified Communications Manager [

\Voice Message |
Cisco CallManager

Always Use Prime Line for

[
GeoLocation ] [ Unspecified geolocation ]
[ System ]>] Geolocation
Configuration ]
[
Unified
Communications Manager
Ignore Presentation
Indicators (internal calls D
only) ]
ID
[ ATA 190

Logged into
Hunt Group ]

System Configuration Guide for Cisco Unified Communications Manager,
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[
Remote Device ] SCCP
[
Protected Device ] 2
1
Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html
[ Number Presentation Transformation ]
3M:[ ID  Caller ID For Calls From This Phone ]
[
CSS CSS
Calling Party
Transformation CSS ]
[
CSS
CSS
Use Device Pool [ Trunk Configuration ]
Calling Party CSS
Transformation CSS ]
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

35:[ Remote Number ]

190 B

CSS
Calling Party
Transformation CSS ]

CSS

[

CSS

Use Device Pool
Calling Party

Transformation CSS ]

CSS

36:[

Protocol Specific Information ]

Packet
Capture Mode ]

[

CM

None ]

Batch Processing Mode ] Cisco Unified CM

Cisco Unified CM

PktCap

HTTPS

CPU

Cisco Unified
1

TAC
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[
Packet Capture CPU
Duration ]
1
0
0 300
0
0
[BLF
BLFPresence| BLF
Group ]
BLF [
Standard Presence group ]
Cisco Unified CM Administration BLF
[SIP SIP SIP
SIP Dial Rules ] Cisco Unified IP Phone 7940 7960
SIP IP
[SIP SIP Dial Rules ] [< >
<None> ]
[MTP SIP
MTP
Preferred Originating
Codec ]
[
. i Unified Communications Manager Administration
Device Security
Profile ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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[
Rerouting
Calling Search
Space ] Lo
Refer Primitive 405 Method
Not Allowed
3XX
[SUBSCRIBE SUBSCRIBE
Unified
AAR Calling Search | Communications Manager
Space ] SUBSCRIBE
SUBSCRIBE Cisco Unified
Communications Manager Administration
[SUBSCRIBE

SUBSCRIBE Calling Search Space ]

SUBSCRIBE
[ None ]
SUBSCRIBE
[SIP SIP
SIP Profile ] SIP
Do Not Disturb
SIP
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190

[ sIP
Digest User ]

End User Configuration ]

Cisco Unified Communications

Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

[ ATA190

Media Termination

Point Required ] MTP [

Media Termination Point Required ]
MTP [
Media Termination Point Required ]

ATA 190 H.245 Empty
Capabilities Set ATA 190
MTP

[

Unattended Port ]
[DTMF SIP  SCCP DTMF

Require DTMF
Reception ] Cisco Unified Mobility SIP

ICT IP
DN

DTMF
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37:[ CAPF Certification Authority Proxy Function (CAPF) Information ]
[
Certificate
Operation ] o[ No Pending Operation ]
| / Install/Upgrade ]
| Delete ]
| Troubleshoot ]
LSC MIC
CAPF
Cisco
Unified CM 1 2
[ Troubleshooting ]
LSC MIC
CAPF Cisco Unified Communications Manager
http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html
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Authentication
Mode ]
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CAPF
| By Authentication String ] CAPF
/
* [Null By Null String ]
/
o[ LS By Existing Certificate (Precedence to
LSC) ] MIC
LSC
/
LSC
MIC LSC
MIC LSC LSC
LSC MIC
MIC
MIC LSC CAPF
1
o[ MIC By Existing Certificate (Precedence
to MIC) ] LSC MIC
/
MIC
LSC MIC
LSC MIC
LSC
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[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ Authentication Mode ] [
Authentication By Authentication String ]
String ] [
Generate String ] 4
10
[ CAPF
Key Size 1024
(Bits) ] 512 2048
30
[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ / Install/Upgrade ]
Operation Completes | [ Delete 1 [ Troubleshoot ]
by ]
[
Certificate < >
Operation Status ] [ / Install/Upgrade ] [
Delete ] [ Troubleshoot ]

. System Configuration Guide for Cisco Unified Communications Manager,
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190 B

Secure Shell User ]

Secure Shell
User ]

"0 & < >
\ SSH

Cisco Technical Assistance Center TAC
TAC

Cisco Unified CM  SSH

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

Secure Shell
Password ]

127
" & < >\
TAC

Cisco Unified CM  SSH

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

39:

Product Specific Configuration ] [?]

ATA 190
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191

40: 191
[MAC ATA 191 Media Access Control MAC
MAC Address ] 12 16
ATA191 MAC
* ATA 191 MAC
*« ATA 191 [ Device
Information ]
[ Description ] |ATA 191
128
" < \ &
%
[ ATA 191
Device Pool ]
[ View
Details ]
[ ATA 191
c C]cc).mmotr? Device [ Common Device Configuration ]
onfiguration ] [ View Details ]
[
Phone Button
Template ]
[
Common Phone
Profile ] [ Common Phone Profile ]
[ View Details ]
[
Calling [ None ]

Search Space ]

. System Configuration Guide for Cisco Unified Communications Manager,
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[AAR AAR
AAR
Calling Search [ None ]
Space ]
[
Media

Resource Group List ]

[< > <None> ] Cisco Unified CM
[ MOH
User Hold MOH MOH

Audio Source ]
[

Location ]
[AAR AAR AAR
Group ] AAR

AAR Cisco Unified CM
AAA

[ CTI

User Locale ]

Cisco Unified CM

[ CTI

Network Locale ]

Cisco Unified CM
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. System Configuration Guide for Cisco Unified Communications Manager,

[ [ Built In Bridge ]
Built In Bridge ]
[ [ Privacy ]
Privacy ] On
[
Device
Mobility Mode ] [ Default ]
[ Device Mobility

Mode ]

[ Owner ] [ User ] [
/ Anonymous (Public/Shared Space) ]
[ ID ID
Owner User ID ] ID
CDR
ID License Usage
Report [ Unassigned Devices ]
[ Users ]
[ Phone | ATA 191
Load Name ]
12.5(1)
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[
Trusted Rel P'tuse L off 1
rusted Relay Point ] TRP
[
Use Trusted Relay Point ]
o[ On ] TRP
[
Use Trusted Relay Point ]
o[ Default ]
[
Use Trusted Relay Point ]
[
Always
Use Prime Line ] ol Off ]
[ On ]
o[ Default ] Cisco Unified Communications Manager
Cisco CallManager [

Always Use Prime Line ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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Always

Use Prime Line for il Off 1
\Voice Message | i L
Cisco Unified
Communications Manager
[ Messages |
[ On ]
o[ Default ] Cisco Unified Communications Manager
Cisco CallManager [
Always Use Prime Line for Voice
Message ]

[

GeoLocation ]

. System Configuration Guide for Cisco Unified Communications Manager,

[ Unspecified geolocation ]
[ System ]>] Geolocation
Configuration ]
[
Cisco Unified
Communications Manager
Ignore Presentation
Indicators (internal calls D
only) ]
ID
[ ATA 191
Logged into
Hunt Group ]
12.5(1)
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[

Remote Device ]

SCCP

Transformation CSS ]

[
Protected Device ] 2
1
Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html
[ Number Presentation Transformation ]
41:[ ID  Caller ID For Calls From This Phone ]
[
CSS CSS
Calling Party
Transformation CSS ]
[
CSS
CSS
Use Device Pool [ Trunk Configuration ]
Calling Party CSS
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1250
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2:[ Remote Number ]

[
CSS

Calling Party CSS
Transformation CSS ]
[

CSS
CSS

Use Device Pool
Calling Party
Transformation CSS ]

43:[ Protocol Specific Information ]
[

Packet CPU
Capture Mode ]
o[ None ]
o[ Batch Processing Mode ] Cisco Unified CM
Cisco Unified CM 7
Cisco Unified
CM PktCap 1
IP
IP IP
TAC
HTTPS
1
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[
Packet Capture CPU
Duration ]
1
0
0 300
0
0
[BLF
BLFPresence| BLF
Group ]
BLF [
Standard Presence group ]
Cisco Unified CM Administration BLF
[SIP SIP SIP
SIP Dial Rules ] Cisco Unified IP Phone 7940 7960
SIP IP
[SIP SIP Dial Rules ] [< >
<None> ]
[MTP SIP
MTP
Preferred Originating
Codec ]
[
. i Unified Communications Manager Administration
Device Security
Profile ]
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[
Rerouting
Calling Search
Space ] Lo
Refer Primitive 405 Method
Not Allowed

3XX

[SUBSCRIBE SUBSCRIBE
Unified
AAR Calling Search | Communications Manager
Space ] SUBSCRIBE
SUBSCRIBE Cisco Unified
Communications Manager Administration
[SUBSCRIBE
SUBSCRIBE Calling Search Space ]
SUBSCRIBE

[ None ]

SUBSCRIBE
[SIP SIP

SIP Profile ] SIP
Do Not Disturb
SIP

. System Configuration Guide for Cisco Unified Communications Manager,
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[ sIp
Digest User ]
[
End User Configuration ]
Cisco Unified Communications
Manager http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html
[ ATA 191
Media Termination
Point Required ] MTP [
Media Termination Point Required ]
MTP [

Media Termination Point Required ]

H.245
ATA191 ATA191
MTP

[

Unattended Port ]
[DTMF SIP SCCP DTMF

Require DTMF
Reception ] Cisco Unified Mobility sIp

ICT IP
DN

DTMF
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4:[ CAPF Certification Authority Proxy Function (CAPF) Information ]
[
Certificate
Operation ] . .
o[ No Pending Operation ]
| / Install/Upgrade ]
| Delete ]
| Troubleshoot ]
LSC MIC
CAPF
Cisco
Unified CM 1 2
[ Troubleshooting ]
LSC MIC
CAPF Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html
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Authentication
Mode ]
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CAPF
| By Authentication String ] CAPF
/
* [Null By Null String ]
/
o[ LSC By Existing Certificate (Precedence to
LSC) 1] MIC
LSC
/
LSC
MIC LSC
MIC LSC LSC
LSC MIC
MIC
MIC LSC CAPF
1
o[ MIC By Existing Certificate (Precedence
to MIC) ] LSC MIC
/
MIC
LSC MIC
LSC MIC
LSC
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[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ Authentication Mode ] [
Authentication By Authentication String ]
String ] [
Generate String ] 4
10
[ CAPF
Key Size 1024
(Bits) ] 512 2048
30
[ Phone Security Profile ]
CAPF [ Phone
Configuration ] CAPF
[ [ / Install/Upgrade ]
Operation Completes | [ Delete 1 [ Troubleshoot ]
by ]
[
Certificate < >
Operation Status ] [ / Install/Upgrade ] [
Delete ] [ Troubleshoot ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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5[

Secure Shell User ]

Secure Shell
User ]

"0 & < >
\ SSH

Cisco Technical Assistance Center TAC
TAC

Cisco Unified CM  SSH

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

Secure Shell
Password ]

127
" & < >\
TAC

Cisco Unified CM  SSH

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/

products-maintenance-guides-list.html

46:

Product Specific Configuration ] [?]

ATA 191

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html

. 433

« CTI 433
* H.323 444
* Cisco IP Communicator 445
CTI H 323 Cisco IP Communicator
1 Cisco Unified CM Administration [ Device 1>[ Phone ]
[ Find and List Phones ]
2 [ Add New ]
30 Phone Type ] [CTI CTI Port ]
[ Next ]
[ Phone Configuration ]
4 [ Phone Configuration ]
5[ Save ]

System Configuration Guide for Cisco Unified Communications Manager,
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CTI 434
47.:CTI
[ Device Name ] ID
CTI
CTIRD<OwnerUserID>
15
[ Description ] CTI
128
<> \
& %
[ Device Pool ] CTI
[ View Details ]
[ Common Device CTI
Configuration ]
[ Common Device
Configuration ] [
View Details ]
12.5(1)
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CTI

[ Common Phone
Profile ]

[ Common Phone

Profile ] [

View Details ]
[ Calling Search
Space ]
[
None ]
[AAR AAR Calling
Search Space ] AAR
[ None ]

[ Media
Resource Group List ]

[< > <None> ] Cisco

Unified CM
[ MOH User Hold MOH Audio
Source ] MOH
[ MOH Network Hold
MOH Audio Source ] MOH

[ Location ]

System Configuration Guide for Cisco Unified Communications Manager,
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[AAR AAR Group ] AAR
AAR
AAR
Cisco Unified
CM
AAA
[ User Locale ] CTI
Cisco Unified CM
[ Network Locale ] CTI
Cisco Unified CM
[ Privacy ] [
Privacy ]
[ On ]
[ Owner ] [ User ]
[ Anonymous ] /
[ ID OwnerUserID ]
CTI 1D
ID
CDR
ID
[
License Usage Report ] [
Unassigned Devices ]
[ Users ]
12.5(1)
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[ Join Across Lines ]
[ Join Across
Lines ]
[ Default ]
[ Use
Trusted Relay Point ] o[ Off ]
TRP
[
Use Trusted
Relay Point ]
o[ on ] TRP
[
Use

Trusted Relay Point ]

o[ Default ]

[
Use Trusted Relay

Point ]

System Configuration Guide for Cisco Unified Communications Manager,
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[ Always Use
Prime Line ]
‘[ Off ]
[ On ]
o[ Default ] Cisco Unified
Communications Manager Cisco
CallManager [
Always Use
Prime Line ]
12.5(1)
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Always Use Prime Line for Voice
Message ]

[ Off ]

Cisco Unified
Communications Manager

[
Messages ]
[ On ]
o[ Default ] Cisco Unified
Communications Manager Cisco
CallManager [

Always Use Prime Line for Voice
Message ]

[ GeoLocation ]

[ Unspecified
geolocation ]

[ System ]>]
Geolocation Configuration ]

System Configuration Guide for Cisco Unified Communications Manager,
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[
Ignore Presentation Indicators

(internal calls only) ] Cisco

Unified Communications Manager

ID

ID
[ Logged into Hunt | CTI
Group ]
[ Remote Device ]

SCCP
[ Number Presentation Transformation ]
48:[ ID  Caller ID For Calls From This Phone ]

[ CSS Calling

Party Transformation CSS ]

CSS
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[
CSS Use Device Pool Calling Party
Transformation CSS ] CSS
[
Trunk Configuration ]
CSS
49:[ Remote Number ]
[ CSS Calling
Party Transformation CSS ]
CSS
[
CSS Use Device Pool Calling Party
Transformation CSS ]
CSS
50:[ Protocol Specific Information ]
[BLF BLF Presence
Group ] BLF
BLF [
Standard Presence
group ]
Cisco Unified
BLF
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[ Device
Security Profile ]

Cisco Unified Communications Manager

[SUBSCRIBE AAR
Calling Search Space ]

SUBSCRIBE
Cisco Unified Communications Manager

SUBSCRIBE

SUBSCRIBE
Cisco
Unified Communications Manager Administration

[SUBSCRIBE
SUBSCRIBE Calling Search Space ]

. System Configuration Guide for Cisco Unified Communications Manager,
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[ None ]
SUBSCRIBE
[ Unattended Port ]
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cTi B

51: [MLPP MLPP and Confidential Access Level Information ]
[MLPP MLPP Domain ]
Multilevel Precedence and Preemption
MLPP
MLPP
[MLPP
MLPP Domain ]
MLPP [MLPP
ID MLPP Domain Identifier ]
MLPP [
None ]
[ Confidential Access
Mode ]
o[ Fixed ]
e[ Variable ] CAL
[ Confidential Access
Level ] [ Confidential Access
Level ]
52:
[ Do Not Disturb ]
[DND DND Option ] DND [ Call
Reject ]
[DND
DND Incoming Call Alert ]

System Configuration Guide for Cisco Unified Communications Manager,
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B s

[DND DND Incoming Call DND [ Ringer Off ]
Alert ] [ CallReject ]
o[ None ] [
Common Phone
Profile ] [DND

DND Incoming Call Alert ]

o[ Disable ]

DND [
Ringer Off ]
[DND
DND Call Reject ]

o[ Beep Only ]
o[ Flash Only ]
1 Cisco Unified CM Administration [ Device 1> Phone ]
[ Find and List Phones ]
2 [ Add New ]
3 [ Phone Type ] [H.323 Client] [
Next ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



H.323 B

[ Phone Configuration ]

4 [ Phone Configuration ]
5[ Save ]

H.323 445

H.323

Cisco IP Communicator

Cisco IP Communicator

Cisco Unified IP Phone Cisco IP Communicator Cisco Unified
Communication Manager \oice-over-IP
Cisco Unified CM Administration [ Phone Configuration ]

Cisco IP Communicator

1 Cisco Unified CM Administration [ Device 1> Phone ]
[ Find and List Phones ]
2 [ Add New ]
3 [ Phone Type ] [Cisco IP Communicator]
[ Next ]
4 [ Select the Device Protocol ] [SCCP]
[SIP] [ Next ]
[ Phone Configuration ]
5[ Phone Configuration ]
o[ Device Name ] Cisco IP Communicator
o[ Device Pool ]
o[ Phone Button Template ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. Cisco IP Communicator

o[ ID OwnerUserID ]
ID
o[ Device Security Profile ]
6 [ Save ]
7 [ Association ] [ [1] - DN Line [1] - Add anew DN ]
8 [ Directory Number ]
9 [ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Cisco IP

Cisco IP

Cisco IP Phone

* Cisco IP 447
* Cisco IP
Cisco IP
IP
TFTP
Cisco Unified IP
IP
IP

44

447

IP
Unified Communications Manager DNS  DHCP
Cisco Power over Ethernet  PoE

CiscolP

BLF

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

1 449

SIP SCCP
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. Cisco IP

EnergyWise 455
( ) (
)
457
Cisco Unified Client Services
Framework
« Cisco Unified Communications
Integration for Microsoft Office
Communicator
 Cisco Unified Communications
Integration for Webex Connect
» Cisco Unified Personal Communicator
Release 8.0
CTI 460 CTI
CTI
Cisco UC
1
1
Cisco Spark Cisco Webex
467
Webex
Cisco UC
CiscoWebex
Cisco Spark
« Cisco Spark
ID IP

System Configuration Guide for Cisco Unified Communications Manager,

Jabber
1 Enhanced
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* Cisco Spark
ID
TelePresence
1 TelePresence

Cisco Spark

474
SIP Session Initiation Protocol ~ SIP
e SIP SIP
450
SIP IP
' 451 DHCP
* SIP 451 DNS
TFTP
496
. 453
. VPN
* Cisco IP 454 Cisco Unified
Communications Manager
* VPN

http://www.cisco.com/c/en/us/
support/unified-communications/
unified-communications-manager-callmanager/

products-installation-and-configuration-guides-listhtml
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B sr

SIP

2 | SCCP Skinny Client (SCCP)
Cisco IP Phone
. SCCP
496 IP o Cisco Unified
Communication Manager
. 453
« Cisco IP 454 SCCP
Cisco Unified IP
* VPN Phone  Cisco Unified Communication
Manager
VPN
Cisco Unified
Communications Manager
http://www.cisco.com/c/en/us/
support/unified-communications/
unified-communications-manager-callmanager/
products-installation-and-configuration-guides-listhtml
Cisco Unified IP Phone
Cisco Unified IP Phone Cisco Unified IP
Phone
Cisco Unified Communications Manager
SIP SIP TLS
1 Cisco Unified CM Administration [ System ]>[Cisco Unified CM Cisco Unified
CM ]
2 [ Cisco Unified Communications Manager TCP Cisco Unified Communications
Manager TCP Port Settings for this Server ] [SIP SIP Phone Secure Port ]
5061
3 [ Save ]
4 [ Apply Config ]

. System Configuration Guide for Cisco Unified Communications Manager,
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SIP

5 [OK]
Cisco CallManager Cisco CTL Provider
1 Cisco Unified Serviceability [ Tools 1> -
Control Center - Feature Services ]
2 [ Servers ] [Cisco Unified Communications Manager]
CM | Services ] [ Service Name ] Cisco CallManager

3 Cisco CallManager

4 [ Restart ]
Service Successfully Restarted
5 3 4 Cisco CTL Provider
AS-SIP SIP SIP SIP
SIP 450
. 451
1 Cisco Unified CM Administration [ Device 1>[ Device Settings  ]>
[SIP SIP Profile ]
2 [ Find ]
3 [ Copy ]
4

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



5 IPv6 2
ANAT ]

Unity Connection

6 [ Save ]

[ANAT Enable

496
TLS CAPF
)
SIP phone
1 Cisco Unified CM Administration [ System ]>[ Security ]>[
Phone Security Profile ]
2 [ Add New ]
3 [ Phone Security Profile Type ]
[ Universal Device Template ]
4
5 [Name]
6 TLS [
Device Security Mode ] [ Authenticated ] [ Encrypted ]
[ Transport Type ] [TLS]
7 [OAuth Enable OAuth
Authentication ]
8 TFTP [TFTP TFTP Encrypted Config ]
12.5(1)
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9 I Phone Security Profile Configuration ]

10 [ Save ]

Cisco Unified Communications Manager

Cisco Unified Communications Manager

692

. NTP 65

. 496

. 66

*SIP 211 SIP
1 Cisco Unified CM Administration [ Device 1>[ Phone ]
2 [ Add New ]
3 [ Phone Type ] Cisco IP Phone
4 [ Next ]
5 [ Select the device protocol ]

* SCCP

* SIP
6 [ Next ]
7 0 Phone Configuration ]

CAPF [ Phone
Configuration ] Certificate Authority Proxy Function
MIC
LSC CAPF
CAPF CAPF

Cisco Unified Communications Manager
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. Cisco IP

8 [ Save ]
9 I Association ] [ [1] - DN Line [1] - Addanew DN ]
10 [ Directory Number ]
11 [ Save ]
SIP SCCP
Cisco IP 454
Cisco IP
Cisco IP Phone
Cisco IP Phone Cisco Unified Communications
Manager IP
Cisco IP Unified Communications
Manager
453
1 Cisco Unified CM Administration [ Device ]1>[ Device Settings  ]>
[ Phone Services ]
2 [ Add New ]
3 [P IP Phone Services Configuration ]
4 [ Save ]
Bulk Administrative Tool BAT Cisco Unified
Communications
Cisco Unified Communications Manager http://mww.cisco.com/
c/en/us/support/unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html Cisco Unified Communications
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EnergyWise .

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-user-guide-list.html

Cisco

* VPN

EnergyWise

. EnergyWise Cisco
EnergyWise

. EnergyWise

[EE

Cisco Unified CM Administration [ Device 1>[ Phone ]

2 [ Find ]
Cisco Unified Communications Manager

w

EnergyWise

~

[ Product Specific Configuration Layout ] EnergyWise

5[ Save ]

EnergyWise 456
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. EnergyWise

EnergyWise
53 : EnergyWise
[Power Save Plus Enable Power Save
Plus ] Ctrl
[ Phone On Time ] 24
00:00 0 Power Save
Plus
[ Phone Off Time ] 24
00:00 0 Power Save
Plus
[
Phone Off Idle Timeout ] 20
1440
60
[ Enable Audio
Alert ]
10 7 4 30
Power Save Plus
1
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[EnergyWise EnergyWise Domain ] EnergyWise
127

[EnergyWise EnergyWise EnergyWise
secret ]

127
[EnergyWise Allow Power Save Plus
EnergyWise Overrides ]

EnergyWise
[
Power On Time ] [

Power Off Time ]

[Power Save Plus Enable
Power Save Plus ]
[EnergyWise
Allow EnergyWise
Overrides ]
Power Save
Plus
Cisco

Unified Client Services Framework

« Cisco Unified Communications Integration for Microsoft Office Communicator
« Cisco Unified Communications Integration for Webex Connect

« Cisco Unified Personal Communicator Release 8.0

458

459

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified CM Administration [ Device 1> Phone ]
2 [ Add New ]
3 [ Phone Type ] [Cisco Unified Client Services

Framework]
4 [ Next ]
51 Phone Configuration ]
6 [ Save ]
7 [ Association ] [ [1] - DN Line [1] - Add anew DN ]
8 [ Directory Number ]
9 [ Save ]

458
54
[ Device Name ]
15
Cisco Unified Personal Communicator
UPC
[ Description ]
50
" %
& \
<>
12.5(1)
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Security Profile ]

[ Device Pool ]
[ Phone Button [
Template ] Standard Client Services Framework ]
[ ID OwnerUserID ]
ID
ID
CDR
[ Device | [Cisco Unified Client Services Framework

Cisco Unified Client
Services Framework - Standard SIP Non-secure

Profile ]

[SIP SIP Profile ] [ SIP Standard SIP Profile ]
Cisco Unified CM Administration [ User Management ]>[

End User ]
[ Find ]
[ Device Information ] [ Device Association ]
[ User Device Association ]
[ Find ]

[ / Save Selected/Changes ]

[ Related Links ] [ Back to User ] [

Go ]
[ End User Configuration ]

Controlled Devices ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



-

CTI

1|CTI 460 CTI
2 CTI
465
3 465 4
CTI
CTI
1 Cisco Unified CM Administration [ Device ]1>[ Phone ]
2 [ Add New ]
3 [ Phone Type ] [CTI CTIRemote
Device ] [ Next ]
4 [ Phone Configuration ]
51 Save ]
CTI 460
CTI
CTI
55:[ Device Information ]
[ Registration ] CTI
12.5(2)
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ci B

[ Device Status ]
[ Device Trust ]
[ Active Remote
Destination ] CTI 1
1
Dial via Office DVO
[ ID OwnerUserID ]
ID
ID
CDR
[ Device Name ] ID
CTI
CTIRD<OwnerUserID>
15
[ Description ] CTI
128
<> \
& %
[ Device Pool ] CTI

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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[ Calling Search
Space ]
[
None ]
[ MOH User Hold MOH Audio
Source ] MOH
[ MOH Network Hold
MOH Audio Source ] MOH
[ Location ]
[ CSS Calling
Party Transformation CSS ]
CSs

[

Ignore Presentation Indicators
(internal calls only) ] Cisco

Unified CM
Call Routing Information ]
56:  /
[ CSS Calling
Party Transformation CSS ]
CSs

. System Configuration Guide for Cisco Unified Communications Manager,
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ci B
[
CSS Use Device Pool Calling Party
Transformation CSS ] CSS
[
Trunk Configuration ]
CSS
57:[ Protocol Specific Information ]
[ Presence Group ]
[
None ]
IPMASysUser

System Configuration Guide for Cisco Unified Communications Manager,
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[SUBSCRIBE
Calling Search Space ]

SUBSCRIBE
Cisco Unified Communications Manager

SUBSCRIBE

SUBSCRIBE

Cisco
Unified Communications Manager Administration

[SUBSCRIBE
SUBSCRIBE Calling Search Space ]

SUBSCRIBE
[ None ]
SUBSCRIBE

[
Rerouting Calling Search Space ]

Refer Primitive 405 Method Not
Allowed

3XX

. System Configuration Guide for Cisco Unified Communications Manager,
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58:
[ Do Not Disturb ]
[DND DND Option ] DND [
Call Reject ]
[DND DND Incoming Call
Alert ]
CTI
CTI CTI
5
Cisco Unified CM Administration [ Device ]1>[ Phone ]
CTI
[ Association ] [ DN AddanewDN ]
[ Directory Number Configuration ]
[ Save ]
CTI 1

Cisco Unified Mobility
CTI
CTI

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



* PSTN
1 Cisco Unified CM > >CTI >
2 CTI
3
> > | (Add New)]
4
5[ Save ]
466
59:
[ Name ]
[ Destination Number ]
24
0 9
+
ID
[ ID OwnerUserID ]
[Unified Mobility Enable Unified Mobility
Unified Mobility features ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




Cisco Spark .

[ Remote [ (From)]
Destination Profile ]
[
Enable Single Number Reach ] Number_Reach
[ Enable Move
to Mobile ]
Cisco Spark
1| Cisco Spark Cisco Spark
467
2 | Cisco Spark Cisco Spark
474
Cisco Spark
1 Cisco Unified CM Administration [ Device ]1>[ Phone ]
2 [ Add New ]
3 [ Phone Type ] [Cisco Spark
Cisco Spark Remote Device ] [ Next ]
4 [ Phone Configuration ]
5[ Save ]
Cisco Spark 468

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .




. Cisco Spark

Cisco Spark

60 : Cisco Webex

[ Device Information ]
[ Registration ] Cisco Webex
[ Device Status ]
[ Device Trust ]
[ Active Remote
Destination ] Cisco Webex
1
[
None ]
[ ID OwnerUserID ]
ID
ID
CDR
[ Device Name ] [ ID OwnerUserID ]
Cisco Webex
SparkRD< ID>
SparkRD
15
System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




Cisco Spark .
[ Description ] Cisco Webex
128
<> \
& %
[ Device Pool ] Cisco Webex
[ Calling Search
Space ]
[
None ]
[ MOH User Hold MOH Audio
Source ] MOH
Cisco Spark

/

MOH
[ MOH Network Hold
MOH Audio Source ] MOH

Cisco Spark
/
MOH

[ Location ]
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. Cisco Spark

[

Party Transformation CSS ]

CSS Calling

CSS

[
Ignore Presentation Indicators
(internal calls only) ] Cisco
Unified CM
[ Call Routing Information ]
[ Inbound and Outbound Calls Information ]
[ CSS Calling
Party Transformation CSS ]
CSS
[
CSS Use Device Pool Calling Party
Transformation CSS ] CSS
[
Trunk Configuration ]
CSs

Protocol Specific Information ]

. System Configuration Guide for Cisco Unified Communications Manager,
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Cisco Spark .

Presence Group ]

None ]

IPMASysUser

Cisco
Spark
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. Cisco Spark

[SUBSCRIBE AAR
Calling Search Space ]

SUBSCRIBE
Cisco Unified Communications Manager

SUBSCRIBE

SUBSCRIBE

Cisco
Unified Communications Manager Administration

[SUBSCRIBE
SUBSCRIBE Calling Search Space ]
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SUBSCRIBE
[ None ]
SUBSCRIBE
SUBSCRIBE
Cisco Spark
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Cisco Spark

[
Rerouting Calling Search Space ]

Refer Primitive

405 Method Not

Allowed
3xx
[ Do Not Disturb
Information ]
[ Do Not Disturb ]
DND
Cisco Spark
Cisco Spark
[DND DND Option ] DND [
Call Reject ]
[DND DND Incoming Call
Alert ]

Cisco Spark
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. Cisco Spark

Cisco Spark
Cisco Webex
Cisco Webex
Cisco Webex 5
1 Cisco Unified CM Administration [ Device ]1>[ Phone ]
2 Cisco Spark
31 Association ] [ DN AddanewDN ]
4 [ Directory Number Configuration ]
5[ Save ]
1 474 (BAT)
2 475
1 Cisco Unified CM Administration [ Bulk Administration ]>[ Phones ]>
[ Phone Template ]
2 [ Add New ]
[ Add a New Phone ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



N oW N e

[ Next ]
[ Next ]
[ Save ]
Cisco Unified CM Administration [ Device 1>
[ Find ]
[ Phone Migration Configuration ]
Cisco Unified IP Phone
MAC 12 16
( )
" %
\ <>
[ Save ]

System Configuration Guide for Cisco Unified Communications Manager,

Phone ]

MAC

50

[OK]
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43

Cisco IP Phone

. 477

. 478

« Diagnostics and Reporting 480
Cisco Unified Communications Manager Cisco IP Phone

2
. : (CMR)
. QRT-QRT Cisco Unified IP
IP
SCCP  SIP Cisco IP Phone
(CMR)
Cisco IP Phone
Cisco IP Phone MOS ( )

CMR CMR

Unified Communications Manager
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QRT Cisco IP
IP
IP QRT
QRT
2
QRT Viewer
IP
Cisco IP QRT
IP
QRT
Cisco CDR Analysisand Reporting CAR
CDR CMR
Serviceability [ (Tools)]
CAR
Cisco Developer Community
Cisco Technology Developer Program
CAR

Cisco Unified IP Phone

. System Configuration Guide for Cisco Unified Communications Manager,

QRT
Cisco Unified Serviceability
QRT
QRT 5
CAR
Unified Communications Manager
CAR Cisco Unified
/

Cisco Unified Communications Manager
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+X SCCP SIP
*S SCCP

61:

Cisco Unified IP Phone 7906

Cisco Unified IP Phone 7911

X| X| X

Cisco Unified IP Phone 7931

Cisco Unified IP Phone 7940

wn

Cisco Unified IP Phone 7941

Cisco Unified IP Phone 7942-G

Cisco Unified IP Phone 7942-G/GE

X| X| X| X

Cisco Unified IP Phone 7945

Cisco Unified IP Phone 7960

w

Cisco Unified IP Phone 7961

Cisco Unified IP Phone 7962-G

Cisco Unified IP Phone 7962-G/GE

Cisco Unified IP Phone 7965

Cisco Unified IP Phone 7972-G/GE

X| X| X| X| X| X

Cisco Unified IP Phone 7975

Cisco IP

* IP Phone
* CTI

. HTTP
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. Diagnostics and Reporting

Diagnostics and Reporting

1 481 CMR
Cisco Unified Communication
Manager CMR
CDR
Cisco
Unified Communications Manager Call
Detail Records
Cisco IP Phone
Cisco
Unified IP Phone
2 481 (QRT)
IP phone
QRT
* QRT
482
. QRT
484
. QRT
485
« Cisco Unified Serviceability QRT
486
489
System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Server ] Cisco CallManager
3 [ Service ] [Cisco CallManager]
[ Service Parameter Configuration ]
4 [ - Clusterwide Parameters (Device - General) ]
[ Call Diagnostics Enabled ]
o[ Disabled ] CMR
* [CDR True Enabled Only When CDR Enabled Flag is True ]
[ CDR Call Detail Records (CDR) Enabled Flag ]
True CMR
* [CDR Enabled Regardless of CDR Enabled Flag ] [CDR
CDR Enabled Flag ] CMR
[CDR CDR Enabled Flag ] CMR
CMR
CDR
5[ Save ]
(QRT) IP phone QRT
1|QRT QRT
482
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B

2 QRT
484
[
. QRT Common Device Configuration ]
484
485
3 QRT
485

4 | Cisco Unified Serviceability QRT
486

« Cisco Extended Functions
487

. 487

. 488

489

QRT
QRT

. System Configuration Guide for Cisco Unified Communications Manager,
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QRT B

1 [Cisco Unified CM Cisco Unified CM Administration ] [
Device 1>[ Device Settings ]>[ Softkey
Template ]
2
a) Add New ]
b) [ Copy 1]
c) Softkey Template Name ]
d) Save ]
3
a) Find ]
b)
4 [ Default Softkey Template ]
5 [ Related Links ] [
Configure Softkey Layout ] [ Go ]
6 [ Select a Call State to Configure ]
7 0 Unselected Softkeys ]
[ Selected Softkeys ]
8
9 Save ]
10
[ Apply
Config ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



QRT

. QRT 484
. QRT 485
QRT
2
QRT 485
1 QRT
484
2
485
QRT
QRT 482
1 [Cisco Unified CM Cisco Unified CM Administration ] [
Device 1> Device Settings ]>[ Common Device
Configuration ]
2
a) | Add New ]
b) [ Name ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




c) [ Save ]
3
a) | Find ]
b)
4 [ Softkey Template ]
51 Save ]
6
y [
Apply Config ]
485
QRT 484
1 [Cisco Unified CM Cisco Unified CM Administration ] [
Device ]1>[ Phone ]
2 [ (Find)]
31 Common Device Configuration ]
4 [ Save ]
51 Reset ]
QRT
QRT 482
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B cisco unified Serviceanility

N

[Cisco Unified CM

[

QRT

Device 1>
Find ]
Save ]

Cisco Unified Serviceability

Cisco Unified CM Administration ] [

Phone ]

Phone Button Template ]

[ Reset ]

QRT

1 | Cisco Extended Functions Cisco
487
2 487 QRT SysLog
Syslog Cisco Unified
Real-Time Monitoring Tool
3 488
QRT
QRT
Cisco

Unifie Rreal-Time

System Configuration Guide for Cisco Unified Communications Manager,
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Cisco Extended Functions .

Cisco Extended Functions

Cisco

1 Cisco Unified Serviceability [ Tools ]1>[ Service Activation ]
2 Cisco Extended Functions

3 Cisco Extended Functions

4 [ Save ]
487
QRT SysLog
Syslog Cisco Unified Real-Time Monitoring Tool

Cisco Extended Functions 487
1 Cisco Unified Serviceability >
2
3 CM
4 [ Service ] [Cisco Extended Functions]
5 Syslogs SDI
6 Syslogs SDI

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



Cisco (TAC)

Error
7 [ Save ]
488
QRT
QRT Cisco Unifie Rreal-Time
487
1 Cisco Unified Serviceability >
2
3 CM
4 [ Service ] [Cisco Extended Functions]
5
6
* Entry_exit
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CPU

Error

70 Save ]

489
Cisco Technical Assistance Center TAC
1 Cisco Unified Communications Manager >
2 QRT
3 Cisco Extended Functions
4
5[ Save ]

490
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62:

QRT
Display Extended QRT Menu Choices
. [True]
. [False]
. False
Streaming Statistics Polling Duration
y [-1
y [0]
. -1
Streaming Statistics Polling Frequency 30 3600
(seconds) 30
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Maximum No. of Files

250

1~-1

1 Maximum No.
of Lines per File

. 100 2000
. 2000
CTI Manager CAPF CTI
ID CAPF Profile Cisco Extended Function
Instance Id for Secure Connection to CTI CCMOQRTSysUser
Manager CAPF
ID CTI Manager

Connection Security Flag

CTI Manager Connection Security Flag

Cisco Extended Functions

CTI Manager
Manager Connection Security Flag

CTI

Cisco Extended Functions CTI
Manager
Cisco Extended Functions
CCMQRTSysUser
ID CAPF
CTI
True False CTI
True

System Configuration Guide for Cisco Unified Communications Manager,

1250
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SIP
SIP

SIP

46

SIP

493
494

Unified Communications Manager SIP Cisco IP Phone
SIP Cisco Unified Communications Manager
SIP
. SIP 8 SIP RFC3261
SIP
. SIP 1 SIP RFC3261
SIP 3
DLU
* Assured ServicesSIP  AS-SIP MLPP DSCP TLS/SRTP IPv6
SIP AS-SIP Unified Communications Manager
* Generic Desktop Video Endpoint SIP
8
4 2
* Generic Single Screen Room System SIP
8
4 2
« Generic Single Screen Room System SIP

System Configuration Guide for Cisco
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SIP

SIP

1 495
SIP
Cisco Unified
Communications Manager
SIP
sip
ID SIP
1000
1000
2 |SIP 451 SIP SIP
3
496
SIP
1
4 SIP
497
5
498
SIP
SIP
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Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager SIP
1 Cisco Unified CM Administration [ User Management ]>[
End User ]
2 [ Add New ]
30 ID UserIiD ]
4 [ Last Name ]
5 [ Digest Credentials ]
6 [ End User Configuration ]
7 [ Save ]
SIP 450
AS-SIP SIP SIP SIP
 SIP 450
. 451
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1 Cisco Unified CM Administration [ Device 1>[ Device Settings  ]>
[SIP SIP Profile ]

2 [ Find ]

3 [ Copy ]

4

5 IPv6 2 [ANAT Enable
ANAT ]

Unity Connection

6 [ Save ]

496
Cisco Unified Communications Manager
SIP
* SIP 450
. 451
« SIP 451
1 Cisco Unified CM Administration [ System ]>[ Security ]>[
Phone Security Profile ]
2 [ Add New ]
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sip B

3 [ Phone Security Profile Type ]
[ Universal Device Template ]
4
5 [Name]
6 TLS [
Device Security Mode ] [ Authenticated ] [ Encrypted ]
[ Transport Type ] [TLS]
7 [OAuth Enable OAuth
Authentication ]
8 TFTP [TFTP TFTP Encrypted Config ]
9 Phone Security Profile Configuration ]
10 [ Save ]
SIP
495
1 Cisco Unified CM Administration [ Device 1>[ Phone ]
2
. [ AddNew ]
. [ Find ]
3 [ Phone Type ]
o[ SIP Third-party SIP Device (Basic) ]
o[ SIP Third-party SIP Device (Advanced) ]
o[ AS-SIP Third-Party AS-SIP Device ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



o[ AS-SIP Third-party AS-SIP Endpoint ]
o[ Generic Desktop Video Endpoint ]
o[ 1 Generic Single Screen Room System ]
o[ Generic Multiple Screen Room System ]
4 [ Digest User ]
5[ Phone Configuration ]
6 [ Save ]
7 [
Association Information ] [ DN Add a New
DN ]
[ Directory Number Configuration ]
8 [ Directory Number Configuration ]
498
1 Cisco Unified CM Administration [ User Management ]>[
End User ]
2 [ Find ]
3 [ Device Information ] [ Device Association ]
[ User Device Association ]
4 [ Find ]
5 [ / Save Selected/Changes ]
6 [ Related Links ] [ Back to User ] [
Go ]
[ End User Configuration ]
[ Controlled Devices ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




63: SIP
SIP Cisco Unified Communications Manager
Cisco Video Communications Server VCS
(VCS) Ringback

[ (MOH)]
ringback
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. 501
. 502

Cisco Unified Communications Manager
http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.html

SIP

SIP SIP SIP
SIP URI

Cisco Unified Communications Manager

Cisco Unified Communications Manager
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. TFTP TFTP

TFTP
TCP

LAN

WAN

504

505

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)



Cisco Unified Communicati
Manager

http://www.cisco.com/c/en/us/support/
unified-communications/
unified-communications-manager-callmanag

products-maintenance-guides-list.html

507

507

System Configuration Guide for Cisco Unified Communications Manager,

512

511

Cisco IP Phone
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512 SIP SCCP

SIP SIP
513

SIP SCCP
513

Cisco Unified Communications Manager

1 [Cisco Unified CM Cisco Unified CM Administration ]
Device 1>[ Device Settings 1>
Template ]
2
a) Add New ]
b) [ Copy 1]
c) Softkey Template Name ]
d) Save ]
3
a) Find ]
b)
4 [ Default Softkey Template ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)

[
Softkey



[ Related Links ] [
Configure Softkey Layout ] [ Go ]

Select a Call State to Configure ]

Unselected Softkeys ]

[ Selected Softkeys ]
Save ]
. [ Apply
Config ]
o[ Phone Configuration ]
o[ Universal Device Template ]
« [BAT BAT Template ]
o[ Common Device Configuration ]
o[ Device Profile ]
o[ Default Device Profile ]
« [UDP UDP Profile ]
2
. [ Phone Configuration ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 506

2 507
1 [Cisco Unified CM Cisco Unified CM Administration ] [
Device ]1>[ Device Settings ]>[ Common Device
Configuration ]
2
a) | Add New ]
b) [ Name ]
c [ Save ]
3
a) [ Find ]
b)
4 [ Softkey Template ]
5[ Save ]
6
. [

Apply Config ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



[Cisco Unified CM Cisco Unified CM Administration ] [
Device ]1>[ Phone ]

[ (Find)]
[ Common Device Configuration ]

[ Save ]
[ Reset ]

[Cisco Unified CM Cisco Unified CM Administration ] [
Device 1> Phone ]

[ Find ]
[ Softkey Template ]

[ Save ]
[ Reset ]

1 508 Cisco Unified Reporting
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2 509 Cisco IP
3
509
510
510
Cisco Unified Communications
Manager
1 [Cisco Unified CM Cisco Unified CM Administration ] [
System Reports ]
2 [Unified CM Unified CM Phone Feature List ]
3
o[ Generate New Report ]
. Unified CM
4 [ Product ] [All]
5
6 [ Submit ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



1 Cisco Unified CM Administration [ Device ]>]
Settings ]>[ Feature Control Policy ]

6 [

[

[ Add New ]

Feature Control Policy Configuration ]

Name ]
Description ]
Feature Control Section ]

Override Default ] [

Override Default ] [

Save ]

508
509

System Configuration Guide for Cisco Unified Communications Manager,

Device

Find ]

Enable Setting ]

Enable Setting ]

1250



1 Cisco Unified CM Administration [ Device 1>[ Phone ]
2 [ Find ]
Cisco Unified Communications Manager

3
4 [ Feature Control Policy ]
5[ Save ]
6 [ Apply Config ]
7 [OK]
509
1 Cisco Unified CM Administration [ Device ]1>[ Device
Settings 1> Common Phone Profile ]
2 [ Find ]
3
4 [ Feature Control Policy ]
51 Save ]
6 [ Apply Config ]
7 [OK]
509

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



[op]

Cisco Unified CM Administration [ System ]>[
Enterprise Parameters ]
[ Feature Control Policy ]
[ Save ]
[ Apply Config ]
[OK]
[Cisco Unified CM Cisco Unified CM Administration ] [
Device 1> Device Settings  ]>[ Phone Button
Template ]
[ (Find)]
a) [ Copy 1]
b) [ Phone Button Templates Information ]
o [ Save ]
a) [ Find ]
b)
[ Line ]
[ Save ]
. [ Apply
Config ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



511
1 [Cisco Unified CM Cisco Unified CM Administration ] [
Device ]1>[ Phone ]
2 [ Find ]
3
4 [ Phone Button Template ]
51 Save ]
[ Reset ]
Cisco
Extension Mobility
1 Cisco Unified CM Administration > >
2 [ Device Profile Configuration ] [
Device Profile Type ] Cisco Unified IP
Phone
3 [ Next ]
4 [ Device Protocol ]
51 Next ]
6 [ Phone Button Template ]
7 [ Softkey Template ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



sIp B

8 [ Device Profile Configuration ]

9 [ Save ]

Cisco Extension Mobility

Cisco Unified Communications Manager 12.5(1)SU1l

SIP

Cisco Unified Communications Manager ~ SIP
IP SIP

1 Cisco Unified CM

2 sip
(Add New)]
3 SIP
4 [ Apply Config ]

and Preemption MLPP Information

1 Cisco Unified CM Administration
Settings 1>

System Configuration Guide for Cisco Unified Communications Manager,

SIP Cisco Unified
> SIP
[
MLPP Multilevel Precedence
Device ]>] Device

Default Device Profile ]

1250



2 [ Default Device Profile Configuration ]
[ Device Profile Type ]
Cisco Unified IP Phone
3 [ Next ]
4 [ Device Protocol ]
5[ Next ]
6 [ Default Device Profile Configuration ]
70 Save ]
1 Cisco Unified Communications Manager [ Device ]>[ Phone ]
2 [ ] [ (where)]
[ (find)]
3 [ (Phone Configuration) ] [ ]
[ ¢
. ( ) (PPID)
. (PPID)
4 [ Apply Config ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



516

515
515
515
520

(CTI)

519

516

519
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Cisco Unified Communications Manager ID

1 Cisco Unified CM Administration [ User Management ]>[
End User ]
2 [ / Find and List Application Users ]
Find ]
3
4 [ End User Configuration ] [ Device
Information ]
[ Available Devices ]
[ Device Information ] [
Device Associations ] [
User Device Association ] 1
[ / Save Selected/Changes ]
[ Device Information ] [
Controlled Devices ] 1 4
5
IM and Presence
[ Line
Appearance Association from Presence ] [

Line Appearance Association for Presence ]

[ Save ]
6 [ End User Configuration ]

70 Save ]

519

517
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64:
[ ID UserID ] Cisco
Unified Communications Manager
ID
- + < > # ; \ , [134]
[ Password ] 5
= + < > # ; \
[PIN] PIN 5
[ Last Name ]
= 4+ < > # ;\
[ Middle Name ]
= + < > # ;
\ L,
[ First Name ]
= + < > # ; \ ,
65:[ Device Associations |
[ Product Type ]
[MAC MAC Address ]
MAC MAC
12 16 0 9 A F
[DN (Calling Search
Space DN)]

System Configuration Guide for Cisco Unified Communications Manager,

1250



[
Search Space Phone)]

(Calling

Mask ]

External Phone Number

Mask ]

ID

[

Use External Phone Number

972813XXXX
1234
9728131234

9728135000

9728135000

[ (Extension)]

9

?

[]+ -~ #

Route Partition ]

. System Configuration Guide for Cisco Unified Communications Manager,
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[ Voice Mail
Profile ]
[ Enable
Extension Mobility ]
[
User Management ]>[ End
User ]
CTI
516
1 Cisco Unified CM Administration [ User Management >
Application User ]
2 [ / Find and List Application Users ] [
Find ]
3
4
[ Available Devices ]
5
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70 Save ]

CTI

66
CTI H.323 CTI
Cisco Extension Cisco Extension Mobility Cisco IP

Mobility

IM and Presence Service

IM and Presence
IM
Cisco Unified Communications Manager
IM and Presence
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67:

LDAP

LDAP

>LDAP > LDAP

System Configuration Guide for Cisco Unified Communications Manager,

1250
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. 525

. 529

. 533

. 537

. Cisco Unity Connection 559
« Cisco Unified Contact Center Enterprise 563

« Cisco Unified Contact Center Express 565

 CTI 567

* Cisco TelePresence 579

« Cisco Jabber 581






49

. 525
. 525

Cisco Unified
Real-Time Monitoring Tool
Cisco Jabber  Cisco Unified Contact Center Express
Unified Communications Manager

1
529
2
534
3 2 IM and
538 Presence Service
IM and Presence Service
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4 | Cisco Unity Connection 559

Cisco Unity Connection

5 | Cisco Unified Contact Center Enterprise
563 Cisco Unified Contact Center
Enterprise  Unified CCE

Unified CCE

CTI

6 | Cisco Unified Contact Center Express 565 | Cisco Unified Contact Center Express

Unified CCX
7 |CTI
570 CTI
CTI
ID
IVR
8 | Cisco TelePresence 579 TelePresence

Unified Communications Manager

Cisco Video Communications Server
VCS H.323

SIP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Cisco
VCS Cisco
TelePresence Conductor

TelePresence
Conductor

CiscoMCU TelePresence

Cisco Jabber

583

Unified Communications
1 Cisco Jabber

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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50

. 529
. 529
. 529

Cisco Unified Communications Manager cisco Unity
Connection Cisco
Cisco Unified Communications Manager ~ Cisco WebDialer

Cisco Unity Cisco Unity Connection AXL Web Service  Cisco Unity Cisco Unity
Connection Cisco Unified Communications Manager

1 530

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



2 | Cisco WebDialer 531

[WebDialers List of
WebDialers ]

Cisco WebDialer

[
Application Server
Configuration ] Cisco
WebDialer
Cisco WebDialer Web
[
Service Parameter Configuration ]
[WebDialers List of

WebDialers ]

Cisco WebDialer
Cisco Unified
Communications Manager

http://www.cisco.com/c/en/us/
support/unified-communications/
unified-communications-manager-callmanager/

products-installation-and-configuration-guides-listhtml

1 Cisco Unified CM Administration [
Application Server ]

Add New ]

w N
— —

* Cisco Unity 4.x
« Cisco Unity Connection

« CUMA

* CER

4 [ Next ]

. System Configuration Guide for Cisco Unified Communications Manager,

(Application Server)]

System ]>]

12.5(1)
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Cisco WebDialer .

51 Application Server Configuration ]

6 [ Save ]

Cisco WebDialer

©

[WebDialers List of WebDialers ]
Cisco WebDialer [
Application Server Configuration ] Cisco WebDialer
Cisco WebDialer Web [
Service Parameter Configuration ] [WebDialers List of WebDialers ]
Cisco WebDialer Cisco
Unified Communications Manager http://www.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html

Cisco Unified CM Administration [ System ]>[
Application Server ]
[ Add New ]
Cisco Web Dialer
/1P P
[ Redirector Node ] [< > <None> ]

Unified Communications Manager

< > WebDialer

[ Save ]

Cisco Unified Serviceability [ Tools ]1>[ - Control
Center - Feature Services ]

Cisco WebDialer Web Service
[ Restart ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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. Cisco WebDialer
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51

. 533
. 534

Application ]>][ Plugins ]

* Cisco AXL Toolkit

zip SOAP HTTP/HTTPS AXL
Java
* CiscoCTL TFTP
Cisco TFTP CTL
CTL
Cisco TFTP CTL

« Cisco IP Phone Address Book Synchronizer Microsoft Windows Cisco
* Cisco JTAPI Java

* Cisco TAPI Microsoft Windows

« Cisco Tool for Auto-Registered Phone Support  TAPS

« Cisco Unified CM Assistant Console
Assistant Console Cisco Unified Communications Manager IP

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



Manager Assistant IPMA

* Cisco Unified Real-Time Monitoring Tool

CTI
RTMT
1 534
ZIP
2 URL 535 (DNS)
Url
DNS
URL
DNS URL

ZIP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



Cisco Unified CM Administration
Plugins ]

[ (Download)]

ZIP

URL

[E=N

g e ow N

(DNS)
DNS
URL

Cisco Unified CM Administration
Plugins ]
[ Find ]

[ url ( Custom url)]
[ Save ]

ZIP

URL

URL B

Application ]>[

[ (Find)]
(Save As)]
zip
readme
url
DNS

Application ]>[

url
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URL
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. 537

. 538
. 538
. 545
. 547
. 548
. 549
2 IM and Presence Service
IM ane Presence
. IM and Presence 1
1
IM and Presence
. CLI Cisco
Unified Communications Manager
. IM and Presence
. IM and
Presence
IM
Cisco Jabber
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IM
IM
IM
IM
2
IM
WAN IM
/ 80
1 IM and Presence Service

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)
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539 and Presence

540

541 | IM and Presence Service

542

543
544 Sync Agent M and Presence
IM
CLI
SSH Cisco Unified
SSH ssh adminname @ hostname
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2 utilsdbreplication status

3 utils dbreplication runtimestate

replication setup 2
2
540
Failed 1
539
1 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
[ Tools ]>[ - Control Center -
Network Services ]
2 [ Server ] [ Go ]
3 [IMand Presence IM and Presence Services ]
* Cisco Client Profile Agent
« Cisco Sync Agent
* Cisco XCP Router
4 [ Related Links ] [ -
Control Center - Network Services ] [ Go ]
5 [IMand Presence IM and Presence Services ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



« Cisco SIP Proxy

« Cisco Presence Engine

541
Cisco Unified Communications Manager IM
2 IM
1
IM and Presence
. 540
. IM
1 Cisco Unified CM Administration [ System ]>[ Presence
Redundancy Groups ]
2 [ Add New ]
3
_ - 128
4
128 " %
& \ <>
5 IM and Presence Service 2 [ Presence Server ]
6 [ Enable High Availability ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



70 Save ]

542
S
1 Cisco Unified CM IM and Presence Administration >
2 [ Server ] IM and Presence
3 [ Service ] Cisco Server Recovery Manager
4 [ Server Recovery Manager General Server Recovery Manager
Parameters (Clusterwide) ]
o[ Service Port ] Cisco Server Recovery Manager
22001
o[ RPC AdminRPCPort ] Cisco Server Recovery Manager
RPC 20075
o[ Critical Service Delay ]
90
o[ Enable Automatic Fallback ]
30 IM and Presence Service

[False]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



o[ Initialization Keep Alive (Heartbeat)
Timeout ]
120
o[ Keep Alive (Heartbeat) Timeout ]
60
o[ Keep Alive (HeartBeat) Interval ]
15
5 CUPC 8.5
o[ Client Re-Login Lower Limit ]
CUPC 8.5
120
o[ Client Re-Login Upper Limit ]
CUPC 8.5
537
6 [ Save ]
543

A

IM and Presence Service

. 541

» IMand Presence Service
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1 Cisco Unified CM Administration [ System ]>[ Presence
Redundancy Groups ]

2 [ Find ]

3

4 [ Enable High Availability ]

51 Save ]

1 Cisco Unified CM Administration [ System ]>]

Enterprise Parameters ]

2 [ User Management Parameters ] [
User Assignment Mode for Presence Server ]

o[ Balanced ]

o[ Active-Standby ]

o[ None ] Sync Agent
3 [ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



IM and Presence Service

Multiple Device Messaging

Multiple Device Messaging
IM and Presence
Multiple Device Messaging
[Cisco
Server Recovery Manager]
2
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11.5(1)SU3
iPhone iPad  Cisco Jabber
. Cisco Jabber
Jabber
. Cisco Jabber
Jabber
JSM
HA
15,000 OVA
10 20
Cisco XCP Router
IM IM
Cisco Jabber on iPhone
iPad

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



A B
B IM and Presence
B
B
A B
A A
B
A Jabber User B
B
A 30
A B
Jabber
2
30
Cisco Unified Communications Manager Administration IM
and Presence Service
CLI Cisco Unified Communications Manager IM and Presence Service
Cisco Unified

Communications

Cisco Server Recovery Manager
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IM and Presence
Server Recovery Manager

Cisco Server Recovery Manager

Cisco

68
Cisco Server Recovery Manager
Initializing
Idle IM and Presence
IM and
Presence Service
[Cisco Unified CM Cisco Unified CM
Administration ]
Normal IM and Presence Service
[Cisco Unified CM Cisco Unified CM
Administration ]
IM and Presence
Running in

Backup Mode

Taking Over

IM and Presence

Failing Over

IM and Presence

. System Configuration Guide for Cisco Unified Communications Manager,
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IM and Presence Service

Failed Over
[Cisco Unified CM Cisco Unified CM Administration ]
IM and Presence Service
Failed Over

with Critical Services
Not Running

Falling Back IM and Presence

IM and Presence Service
Taking Back
[ Running in Backup

Running in Failed
Mode

Mode ]

Unknown
IM and Presence Service
Server Recovery Manager
[Cisco Unified CM (Cisco Unified CM Administration)]
[ (Presence Redundancy Group
Configuration)]
69:
1 2
/
Normal
Normal Normal Normal Normal
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1 2
1 2
Failing Taking
Over Over
Idle
Running
in Backup
Mode
2 1
Taking Falling
Back Back
1
Idle 1 SRM
Running
in Backup
Mode
Idle
SRM
Running
in Backup
Mode
2
Idle 1
2 SRM
Running
in Backup
Mode
12.5(1)
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1 2
2 1
2 SRM
Failing Taking
Over Over
1 2
Taking Falling 1 SRM
Back Back
2
Taking Falling
Back Back
1
Failed . 1
Over Running
in Backup
Mode . 1
1
1
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1 2
/
1
IM and Presence
Running
in Backup 1. 1
Mode
2. 1
1
3.
[Normal
1
IM and Presence
2
Running
in Backup 1. 1
Mode
2.
[Normal
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1 2
/
Running Running
in Failed in Failed
Mode Mode
[
Presence
Redundancy Group Configuration ]
[ Recovery ]
[Normal ]
Running Running
in Failed in Failed
Mode Mode
[
Presence Redundancy Group
Configuration ] [
Recovery ]
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SRM

Running
in Backup
Mode

1

IM and Presence

. System Configuration Guide for Cisco Unified Communications Manager,

[
Presence
Redundancy Group Configuration ]
[ Recovery ]
Normal
SRM
1
[ Normal ]
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1 2
/
1
IM and Presence 2
1 L]
Running
in Backup .
Mode
1. 1
2.
[ Normal ]
2 1
1

Cisco Cisco

Server Server

Recovery Recovery

Running Manager Running Manager
in Failed in Failed [
Mode Mode Presence
Redundancy Group Configuration ]
[ Recovery ]

System Configuration Guide for Cisco Unified Communications Manager,

1250



. System Configuration Guide for Cisco Unified Communications Manager,

1 2
/
Cisco Cisco
Server Server
Recovery Recovery
Running Manager Running Manager
in Failed in Failed
Mode Mode Presence
Redundancy Group Configuration ]
[ Recovery ]
Unkoan Unkoan SRM
Running Running
in Failed in Failed
Mode Mode [ Presence
Redundancy Group Configuration ]
[ Recovery ]
12.5(1)




Unknown

Unknown

IM and Presence Service

Server Recovery Manager
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53

Cisco
Unity Connection

« Cisco Unity Connection 559
. Cisco Unity Connection 561

Cisco Unity Connection

Cisco Unified Communications Manager  Cisco Unity Connection

Cisco Unity Communications Manager Cisco Unity Connection (
) AXL LDAP

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Unified Communications Manager  Cisco Unity Connection
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. Cisco Unity Connection

. ID
Cisco Unity Connection

. Cisco Unity Connection
. MWI
« Cisco Unified Communications Manager  Cisco Unity Connection SIP

Cisco Unified Communications Manager

Cisco Unified Communications Manager  Cisco Unity Connection

« SIP SIP Cisco Unity Connection ~ Unified Communications Manager
SIP SCCP Unity
Connection 1 SIP
(MwWI)
* SCCP

Unified CommunicationsManager
Cisco Unity Connection

/
Cisco Unified Communications Manager SCCP Cisco Unity
Connection
on off (MWiIs)
Cisco Unity SCCP
TLS
SRTP
Cisco Unity
TSP Unified Communications Manager TLS Cisco Unified Communications
Manager Cisco Unity TSP
Cisco Communications Manager SCCP Unified Communications Manager
Cisco Unity Connection Cisco Unified
Communications Manager SCCP for Cisco Unity Connection
Cisco Unified Communications Manager SIP Trunk | for Cisco Unity

Connection http://www.cisco.com/c/en/us/support/unified-communications/unity-connection/
products-installation-and-configuration-guides-list.html
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Connection

PIN

Cisco Unity Connection .

Cisco Unity

1| Cisco Unity Connection Cisco Unity Connection
Cisco Unified
Communications Manager SCCP
for Cisco Unity

Connection Cisco Unified
Communications Manager SIP

for Cisco Unity
Connection

http://www.cisco.com/c/en/us/support/
unified-communications/unity-connection/
products-installation-and-configuration-guides-listhtml

2 | PIN 561 PIN

PIN
Cisco Unity Connection PIN

Cisco Unified Communications Manager
Cisco Unity Connection  Cisco Unified
Communications Manager PIN Cisco Unity Connection  PIN
[CUCM
Failed to update PIN on CUCM. PIN
Reason: Error getting the pin. ]

PIN PIN Cisco Unified Communications
Manager  PIN 1 Unity Connection
PIN
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| IEX

PIN PIN

Cisco Unity Connection

PIN [Cisco Unified OS Cisco Unified OS Administration ]
Cisco Unified Communications Manager tomcat-trust

Cisco Unified
Communications Manager http://www.cisco.com/c/en/us/
support/unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.nhtml
Cisco Unity Connection ID Cisco Unified Communications Manager
ID

1 Cisco Unified CM Administration [ System ]>[

Application Servers ]
2 Cisco Unity Connection
3 [ PIN Enable End User PIN Synchronization ]

4 [ Save ]

530
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Cisco Unified Contact Center Enterprise

« Cisco Unified Contact Center Enterprise 563

Cisco Unified Contact Center Enterprise

Cisco Unified Contact Center Enterprise  Unified CCE

/
CTI IP
Unified CCE IP
(ACD) Cisco Unified Communications
Unified CCE Cisco Unified Contact
Center Enterprise http://www.cisco.com/c/

en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-installation-guides-list.html
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http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-guides-list.html

. Cisco Unified Contact Center Enterprise
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Cisco Unified Contact Center Express

« Cisco Unified Contact Center Express 565

Cisco Unified Contact Center Express

Cisco Unified Contact Center Express (Unified CCX)

Unified CCX
400 42 150

150
Unified CCX Unified CCX Unified
Communication

Unified CCX
Unified CCX
Unified CCX
Unified Communications Manager

Unified CCE http:/Mww.cisco.com/
c/en/us/support/customer-collaboration/unified-contact-center-express/
products-installation-and-configuration-guides-list.html Cisco Unified CCX
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. Cisco Unified Contact Center Express
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CTI

« CTI 567
« CTI 569
« CTI 570
CTI
CTI
ID
(IVR)
CTI IP
IP CTI CTI
Cisco Unified Communications Manager ~ CTI
Cisco Unified Communications Manager
Cisco CTI
. Cisco IP Communicator
* Cisco Unified Communications Manager Unified Communications Manager

» Cisco Web Dialer Cisco Unified IP Phone

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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« Cisco Unified Communications Manager Assistant

\}

Unified Communications Manager CTI SIP IP Phone

CTI
CTI 1
CTI IP Phone
CTI API
Cisco Unified Communications Manager
/
CTI
. Answer a call

Cisco Unified Communications Manager  CTI

Unified Communications Manager CTIManager
CTI Unified Communications Manager

Unified Communications Manager

CTIManager Cisco IP Phone Unified
Communications Manager CTIManager
CTIManager
Unified Communications Manager CTI

Unified Communications Manager

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



CTiManager ~ CTI B

CTIManager CTI

CTIManager CTIManager
CTIManager

CTIManager CTIManager
CTIManager

Unified Communications Manager
Cisco IP Phone

\}

CTIManager CTIManager
CTIManager
CTIManager

CTI

TAPI/JTAPI CTIManager
CTIManager CTI
Call Forward On Failure CFOF
CTIManager
CTI

Call Forward No Answer CFNA

CTI

CTI Cisco Unified Communications Manager
CTI IP Phone IP
Cisco Unified IP Phone
CTI
CTI IPv4 IPv6
JTAPI TAPI IP IPv6
IPv6 JTAPI/TAPI

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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CTI

CTI Cisco Unified Communications Manager

1| CTIManager
571 CTIManager
2 | CTIManager  Cisco Unified CTI
Communications Manager Service CTIManager
Parameters 571
3|CTI
1
« CTI 572 cTl
573
. 573
« CTI 574
4 |CTI CTI
574
5 574
Cisco Unified
Communications Manager
6 Cisco Unified Communications Manager
575 Standard CTI Enabled
CTI CTI

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



CTIManager .

7 CTIManager 2
CTI 577
CTIManager
1 Cisco Unified [Tools] > [Service Activation]
2 [ Server ]
3 CM Services [Cisco CTIManager]
4 [ Save ]
CTIManager  Cisco Unified Communications Manager Service Parameters
CTI CTIManager
Y
CTI
1 Cisco Unified CM Administration [ System ]>[ Service
Parameters ]
2 [ Server ]
3 [ Service ] [Cisco CTIManager Cisco
CTIManager Active ]
4 [ Service Parameter Configuration ] [
Advanced ]
5 [ Maximum Devices Per Provider ]
CTI
2000

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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6 [ Maximum Devices Per Node ] Unified
Communications Manager CTIManager CTI
800
70 Save ]
1|CTI 572 CTI
2
573
3 573
4 CTI CTI
574
CTI
CTI
1 Cisco Unified CM Administration [ Device ]>[CTI CTI Route
Point ]
2
o[ Add New ]
. CTI [ Find ]

CTI

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



3 CTI
4 [ Save ]
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Server ]
3 [ Service ] [Cisco CallManager Cisco
CallManager (Active) ]
4 [CTI CTI New Call Accept Timer ]
4
51 Save ]
S
TAPI Cisco CallManager Telephony Service Provider TSP
CTI CTI
1
1 Cisco Unified CM Administration [ Call Routing 1>
Directory Number ]
2 [ Directory Number Configuration ] [ Add New ]
3
4 [ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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CTI

CTI

CTI
Cisco Unified CM Administration [ Device ]>[CTI CTI Route
Point ]
[CTI ] [ Find ] CTI
CTI
CTI
[ Apply Config to Selected ]
[OK]
CTI
Cisco Unified CM Administration [ Call Routing 1>
Directory Number ]
[ Find and List Directory Numbers ] [
Add New ]
[ Directory Number Configuration ]
[ Save ]

Cisco Unified Communications Manager

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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Cisco Unified CM Administration [ User Management > [
Application User ]

[ Find and List Application Users ]
[ Add New ] [ Application User
Configuration ]
[ Device Information ] [ Available Devices ]

[ Controlled Devices ]
[ Save ]

[ User Management >

End User ]

2 4
Cisco Unified Communications Manager Standard CTI Enabled

CTI
CTI
Cisco Unified CM Administration [ User Management ]>[ User
Settings ]>[ Access Control Group ]
[ Find and List Access Control Groups ]
[ find ]
[ CTI Standard CTI Enabled ] [
Access Control Group Configuration ]
CTI [ CTI Standard CTI Enabled ]
[ Add End Usersto Group ]
Add App Users to Group ] [

[Find ]
[ CTI Standard CTI Enabled ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



71 Add Selected ]

CTI

Standard CTI1 Allow Control of All Devices
Standard CTI Secure Connection

[ CTI
Standard CTI1 Allow Call
Monitoring ]

[ CTI
Standard CTI Allow /
Call Park Monitoring ]

[ CTI Standard
CTI Allow Call Recording ]

[ CTI CTI
Standard CTI Allow Calling
Number Modification ]

[ CTI CTI
Standard CTI Allow
Control of All Devices ]

[ CTISRTP
Standard CTI Allow
Reception of SRTP Key Material ]

[ CTI Standard CTI CTI
Enabled ] Cisco Unified Communications
Manager CTI

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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cTl B

[ CTI Standard Cisco
CTI Secure Connection ] Unified Communications Manager TLS CTI
Cisco Unified Communications Manager

CTI

CTI Manager 2

Cisco Unified CM Administration [ System ]>] Service
Parameters ]
[ Server ]
[ Service ] [Cisco CTI Manager Cisco
CTIManager (Active) ]
[ Service Parameter Configuration ] [
Advanced ]
[ Application Heartbeat Minimum Interval ]
5
[ Application Heartbeat Maximum Interval ]
3600
[ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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Cisco TelePresence

 Cisco TelePresence 579

Cisco TelePresence

Cisco TelePresence Conductor

Cisco TelePresence Conductor Cisco
TelePresence Conductor 1
1 Cisco TelePresence Video Communication Server Cisco VCS

Unified Communications Manager

Unified Communications Manager  TelePresence Conductor SIP
Unified Communications Manager ~ SIP
TelePresence Conductor IP
SIP

Unified Communications Manager  TelePresence Conductor SIP
Unified Communications Manager ~ SIP
TelePresence Conductor IP
SIP

Cisco TelePresence Conductor
http://www.cisco.com/c/en/us/support/conferencing/telepresence-conductor/
products-installation-and-configuration-guides-list.html

Cisco TelePresence

Cisco TelePresence Server Cisco Unified Communications Manager

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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. Cisco TelePresence Video Communication Server

Cisco Webex
Cisco TelePresence MCU HD
30 1080p
Cisco TelePresence MCU SIP
Web
Cisco TelePresence Cisco TelePresence Conductor

http://www.cisco.com/c/en/us/support/conferencing/telepresence-conductor/
products-installation-and-configuration-guides-list.html

Cisco TelePresence Video Communication Server

Cisco TelePresence Video Communication Server VCS
VCS
Cisco TelePresence Management Suite (Cisco TMS)
VCS  Cisco Unified Communications Manager Unified Communications Manager

Cisco TelePresence VCS
http://www.cisco.com/c/en/us/support/unified-communications/
telepresence-video-communication-server-ves/products-installation-and-configuration-guides-list.html
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Cisco Jabber

« Cisco Jabber 581

« Cisco Jabber 583

« Cisco Jabber 583

« Cisco Jabber 588

» OAuth SSO 588

Cisco Jabber

Cisco Jabber
Cisco Jabber IM

Cisco Jabber

* Cisco Jabber for Windows

» Cisco Jabber for Mac

« Cisco Jabber for iPhone and iPad
* Android  Cisco Jabber

« Cisco Jabber Softphone for VDI

Unified Communications

Cisco Jabber https://www.cisco.com/go/jabber
https://www.cisco.com/c/en/us/products/unified-communications/jabber-softphone-for-vdi/index.html

Cisco Jabber

http://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/

products-installation-guides-list.html Cisco Jabber

System Configuration Guide for Cisco Unified Communications Manager,

1250
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. Cisco Jabber ~ OAuth

Cisco Jabber OAuth

Jabber 11.9 Cisco Jabber OAuth Cisco
Unified Communications Manager  IM ane Presence
Cisco Jabber
* Cisco Jabber
« SSO SSO
OAuth Cisco Unified Communications Manager ~ OAuth
Cisco Unified
Communications Manager  IM ane Presence
Jabber ( 60 )
Jabber
Jabber
( 60 )
JWT (RFC7519)
S
OAuth Cisco Expressway  Cisco Unified Connection
Jabber Cisco Jabber
Cisco Jabber Cisco Unified

Communications Manager

. System Configuration Guide for Cisco Unified Communications Manager,

LDAP
LDAP

12.5(1)



Cisco Jabber .

Jabber Cisco Unified Real-Time Monitoring Tool
Cisco Jabber
Cisco Jabber
* OAuth uc
Cisco Jabber Cisco Unity Connection Cisco Expressway OAuth
* iPhone iPad  Cisco Jabber iPhone

iPad  CiscoJabber  Cisco Unified Communications Manager

Cisco Jabber

Cisco Jabber Cisco Unified
Communications Manager

1| Cisco Jabber 585 | Cisco Unified Communications Manager
IM & Presence
Cisco Jabber OAuth

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. Cisco Jabber

OAuth Cisco
Unified Communications
Manager
Cisco
Expressway
Cisco
Unified Communications
Manager
Cisco
Expressway
2 | iPhone iPad Cisco Jabber iPhone iPad  Cisco Jabber
785
iPhone iPad  Cisco
Jabber
Android Mac
Windows
3 Cisco Jabber Cisco

Jabber

 Android—http://www.cisco.com/c/en/
us/support/unified-communications/
jabber-android/
products-installation-guides-list.html

« iPhone
iPad—http://www.cisco.com/c/en/us/
support/customer-collaboration/
jabber-iphone-ipad/
products-installation-guides-list.html

* Mac—http://www.cisco.com/c/en/us/
support/unified-communications/
jabber-mac/
products-installation-guides-list.html

* Windows—http://www.cisco.com/c/en/
us/support/unified-communications/
jabber-windows/
products-installation-guides-list.html

. System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)


http://www.cisco.com/c/en/us/support/unified-communications/jabber-android/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-android/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-android/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-android/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/jabber-iphone-ipad/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/jabber-iphone-ipad/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/jabber-iphone-ipad/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/customer-collaboration/jabber-iphone-ipad/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-mac/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-mac/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-mac/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-mac/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.html

Cisco Jabber .

Cisco Jabber

OAuth Cisco Unified
Communications Manager OAuth

)

Cisco Jabber Cisco Expressway Cisco Unity Connection
Unified Communications

OAuth
Cisco Jabber
Cisco Jabber 11.9 Jabber
1 Cisco Unified CM Administration [ System ]>[
Enterprise Parameters ]
2 [SSO ]
» OAuth [ OAuth OAuth
with Refresh Login Flow ] [ Enabled ]
» OAuth [ OAuth OAuth
with Refresh Login Flow ] [ Disabled ]
3 OAuth
* [OAuth OAuth Access Token Expiry Timer (minutes) ]
OAuth
OAuth Jabber
60 1 1440
* [OAuth OAuth Refresh Token Expiry Timer (days) ]
OAuth
Jabber
1 365
60
4 [ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



B oan

Cisco Jabber
OAuth
Cisco Jabber  Unified Communications Manager OAuth
RSA
S
. CLI Cisco Unified OS GUI
[ Security 1>
Certificate Management ] AUTHZ [

Regenerate ]

1 Unified Communications Manager

a) set key regen authz encryption

b) yes

a) set key regen authz signing

b) yes
Unified Communications Manager

uc

. System Configuration Guide for Cisco Unified Communications Manager,

IM and Presence
Unified Communications Manager

12.5(1)



OAuth .

* IM and Presence IM and Presence IM and Presence
IM and Presence Service
Unified Communications Manager

« Cisco Expressway Cisco Unity Connection
Cisco Expressway Cisco Unity Connection
OAuth
OAuth AXL API
API
API AXL REST API
API
cURL

curl -k -u "admin:password" https://<UCMaddress:8443/ssosp/token/revoke?user_id=<end_user>

* admin:password Cisco Unified Communications Manager
ID
* UCMaddress Cisco Unified Communications Manger FQDN
IP
e end_user ID

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. Cisco Jabber

Cisco Jabber

2 Cisco Jabber

(
Jabber)
2
Jabber
Cisco Jabber Jabber
(MRA)
MRA Jabber
MRA 2 Cisco
Jabber
Jabber
OAuth SSO
OAuUthSSO
S
SAML SSO set samltrace level debugCLI
70 : OAuth
SSO SSO
/var/log/active/platform/log/ssoApp.- log
Ssosp SSO OAuth Ssosp SSO
/usr/local/thirdparty/Jakarta-tomcat/logs/ssosp/log4j/

System Configuration Guide for Cisco Unified Communications Manager,

12.5(1)




OAuth SSO .

SSO

OAuth Authz

/var/log/active/platform/log/certMgmt * _log
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593
597
TRP 605
615
623
631
635
641
DSCP

659

649






. 593
. 594

Cisco Unified Communications Manager

Cisco Unified Communications Manager

. IVR

. Media Termination Points MTP

Cisco Unified Communications Manager
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1
598
2
606
TRP
TRP
3
618 Unified Communications Manager
wav
Cisco Multilevel
Precedence and Preemption
Cisco IP Phone
4 625 IVR
wav
Cisco IP Phone
IVR
5 632
Video On Hold

. System Configuration Guide for Cisco Unified Communications Manager,
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637
646 /
DSCP 651 DSCP
CAC Quality
of Service QoS
MTP 1
665

System Configuration Guide for Cisco Unified Communications Manager,

1250
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. 597

o[ Media Resource Group List ] 598
. 598

. 598

. 603

[ Media Resource Group
List ]

. CFB

. MTP
. MOH

. XCODE

. Annunciator ANN

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



. [ Media Resource Group List ]

Cisco Unified Communications Manager

[ MediaResourceGroup
List ]

[ Media Resource Group
List ]

Cisco Unified Communications Manager

1 599

600

600

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



4
601
5
602
6
602
Cisco Unified CM Administration [ Media Resources ]>[
Media Resource Group ]
. [ Find ]
. [ AddNew ]
[ Media Resource Group Configuration ]
[ Name | [ Description ]
[ Available Media Resources ]

Resources ]

[ Selected Media

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



6 [MOH
Use Multi-cast for MOH Audio ]

70 Save ]
(ANN) (IVR) (CFB)
(MTP) (MOH)
599
1 Cisco Unified CM Administration [ Media Resources ]>[
Media Resource Group ]
2 [
] [ Find ]
3 [ Add New ]
4 [Available Media Resources] 1
[ (selected Media Resources)]
5[ Save ]
600

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



1 Cisco Unified CM Administration [ Media Resources ]>[
Media Resource Group List ]
2
. [ Find ]
. [ Add New ]
3 [ Name ]
4 [ Available Media Resource Groups |
[ Selected Media
Resource Groups ]
51 Save ]
600
1 Cisco Unified CM Administration [ Media Resources ]>[
Media Resource Group ]
2 [
] [ Find ]
3 [ ] 1
[ ]
4 [ Save ]

602

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified CM Administration [ Device 1>[ Phone ]
. [ System ]>[
Device Pools ]
. [ Device 1>
Phone ]
2 [ Find ]
3 [ Media Resource Group List ]
4 [ Save ]
5[ Apply Config to Selected ]
[ Apply Configuration ]
599 [ Media

Resource Group List ] 598
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Cisco Unified
Communications Manager

Cisco Unified Communications Manager
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61

TRP

. 605
. 606
. 611
(TRP) Cisco Unified Communications Manager
MTP
TRP
Cisco Unified Communications Manager
TRP MTP
MTP [ ] [
] [ ]
TRP
TRP [
] [ ]
o[ Phone Configuration ]
o[ Gateway Configuration ]
o[ Voicemail Port Configuration ]
o[ Trunk Configuration ]
* [CTI CTI Route Point Configuration ]
o[ Common Device Configuration ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



o[ Universal Device Template Configuration ]

. IVR MTP
)
1 TRP  Cisco Unified
607 Communications Manager 1
(TRP)
2
607 (MTP)

Cisco Unified Communications
Manager TRP

TRP

3
608
Cisco Unified Communications
Manager TRP
TRP
4 TRP
609 TRP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



TRP

1
Cisco Unified Communications Manager  TRP

Cisco Unified CM Administration [ Device ]>][
Settings 1> Common Device Configuration ]

[

[

Find and List Common Device Configurations ]
Find ]

[

Device Configuration ] [ Add New ]

[

Common Device Configuration ]

Common Device Configuration Information ]
Use Trusted Relay Point ]

Save ]

TRP
MTP

607

System Configuration Guide for Cisco Unified Communications Manager,

TRP
TRP

Device

Common

607

1250



1 Cisco Unified CM Administration [ Media Resources ]>[
Media Termination Point ]

2 TRP [
Find and List Media Termination Points ]
[ Find ]
3 TRP [ Add New ]
4 [ Media Termination Point Configuration ]
51 Media Termination Point Information ]
[ Use Trusted Relay Point ]
6 [ Save ]
608
TRP
607
1 Cisco Unified CM Administration [ Media Resources ]>[
Transcoder ]
2 TRP [ Find
and List Trancoder ] [ Find ]
3 TRP [ AddNew ]
4 [ Transcoder Configuration ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




5 [ Media Server Transcoder Info ] [
Use Trusted Relay Point ]
6 [ Save ]
609
TRP TRP TRP
608
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
[ Server ]
2 [ Service Parameter Configuration ] [ Server ]
[ Service ]
3 [ Server ] Cisco Unified Communications Manager
4 [ - Clusterwide Parameters (Device - General) ]
[ Fail
Call If Trusted Relay Point Allocation Fails ] [True]
5[ - H323 Clusterwide Parameters (Device - H323) ]
[MTP Fail Call If MTP Allocation
Fails ] [True]
6 [ Save ]
MTP  TRP 610

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



B v w
MTP  TRP 610
MTP  TRP
[ (Media Termination Point Required)]
[ (Use Trusted Relay Point)]
Cisco Unified Communications Manager
TRP MTP
MTP TRP
Fail Call If Trusted Relay Point Allocation Fails
Fail Call if MTP Allocation Fails
Fail Call If TRP Allocation Fails | Fail Call If MTP Allocation Fails
[ True ] [ True ]
True False
False True MTP  H.323
MTP  SIP
False False
MTP  TRP
Fail Call If Trusted Relay Point Allocation Fails Fail Call If MTP
Allocation Fails False
MTP [
(Use Trusted Relay Point)]
[ [
(Use Trusted
(Media Termination Relay Point)]
Point Required)]
Y Y TRP
Y Y N MTP
TRP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



[ [
(UseTrusted
(Media Termination Relay Point)]
Point Required)]
Y Y N H.323
[
(Media Termination
Point Required)]
N Y TRP
CAC
N Y
TRP

Resource Reservation RSVP Cisco Unified Communications
Protocol RSVP Manager TRP RSVPAgent

TRP RSVPAgent

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .
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TRP
Cisco Unified
Communications Manager TRP
TRP
MTP [
Media Termination Point Required ] [
Use Trusted Relay Point ]
Cisco Unified Communications Manager TRP
MTP MTP TRP
TRP TRP
TRP
MTP SIP H.323
FastStart
TRP
[ Use Trusted
Relay Point ] Cisco Unified
Communications Manager TRP
[
Fail Call If Trusted Relay Point Allocation
Fails ] True Cisco
Unified Communications Manager TRP
12.5(2)
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[
Use Trusted
Relay Point ]
Cisco Unified Communications Manager

TRP

Fail Call If Trusted Relay Point Allocation
Fails ] True
Cisco Unified Communications
Manager TRP

[
Media Termination Point
Required ] [
Use Trusted
Relay Point ]
Cisco Unified Communications Manager
TRP MTP
MTP TRP
TRP
TRP
MTP
SIP H.323
FastStart
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. 615
. 618

Cisco Unified Communications Manager

Cisco IP Phone SCCP
Cisco IP Voice Media Streaming service
MLPP SIP 10S
«IPv4d  IPV6
IPv6 IPv6
* SRTP
48
[ Call Count ]

Cisco CallManager

Cisco CallManager
255
1 OVA
400
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Unified Communications Manager

1
Cisco Unified Communications Manager Cisco IP Media Streaming Application
. Cisco Multilevel Precedence and Preemption
: :10S PSTN
. H.323
. SCCP SIP
Cisco Unified Communications Manager Locale Installer Cisco

Unified IP Phone

Installing Cisco Unified
Communications Manager Cisco Unified Communications Manager
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Application

Cisco IP Voice Media Streaming
Application 1
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Cisco Unified
Communications Manager
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(Dependency Records
Summary)]
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4
620
5 Cisco Unified Communications Manager
620
Secure Real-Time Protocol SRTP
6
621
7
622
Cisco IP Voice Media Streaming Application 1
Cisco Unified Communications Manage
1 Serviceability GUI [ Tools 1>[ Activation ] [
Service Activation ]
2 [ Server ] [ Go ]
3 Cisco IP Voice Media Streaming Application [ (Save)]
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620
48
1 48
619
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ ] Cisco IP Voice Media
Streaming App
3 [ ] [ ] [
(Call Count)] [ (Save)]
620
[ Cluster Security Mode ]
1 Secure Real-Time
Protocol SRTP Cisco Unified Communications Manager SRTP
SRTP
SRTP
SRTP
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[Make Annunciator Non-secure when Cluster Security is Mixed

]
SRTP
620
1 : Cisco Unified CM Administration [ System ]>[ Service
Parameters ]
2 [ Server ]
3 [ Service ] [Cisco Unified IP
Cisco Unified IP Voice Media Streaming Application ]
4 Make
Annunciator Non-secure when Cluster Security is Mixed ]  True [ Save ]
[
Make Annunciator Non-secure when Cluster Security is Mixed ]
[ Advanced ]
621
[
Dependency Records Summary ]
620
1 Cisco Unified CM Administration [ Media Resources ]>[

Annunciator ]
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3 [ Related Links ] [ Dependency

Records ] [ Go ]

[ Dependency Records Summary ]

622
621
1
2
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. 623
. IVR 623
. 625
. 625
IVR Cisco Unified Communications Manager
.wav Cisco Unified IP Phone
IVR
IVR IVR
Cisco IP Voice Media Streaming Application
IVR 48 IVR Cisco IP Voice
Media Streaming Application 1
IVR 48 IVR Conference Now
IVR
Cisco Unified Communications Manager IVR

IVR

Cisco Unified Communications Manager Cisco IP Media
IVR
IVR
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76 IVR

ConferenceNowAccessCodeFailed

ConferenceNowAccessCodelnvalid

ConferenceNowCFBFailed

ConferenceNowEnterAccessCode

ConferenceNowEnterPIN

ConferenceNowFailedPIN PIN
ConferenceNowGreeting
ConferenceNowlnvalidPIN PIN

ConferenceNowNumberFailed

ConferenceNowNumberlInvalid
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(IVR)
(RTP)
MOH
MTP
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Media
CallManager
DTMF IVR (O0B) DTMF
IVR DTMF
MTP
IVR G.711 ( a-law
mu-law) G.729 256 mb
IVR
626 Cisco IP Voice Media Streaming
Application
IVR
IVR
Cisco IP Voice Media
Streaming Application 1
"IVR
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3 IVR
620

(IVR) 1
Cisco IP Voice Media

Cisco Unified Communications Manage IVR
1 CiscoUnified GUI > [
Service Activation ]
2 [ Server ] [ Go ]
3 Cisco IP Voice Media Streaming Application [ (Save)]
IVR
1 Cisco Unified CM Administration [ Media Resources ]>[
IVR Interactive Voice Response (IVR) ]

[ IVR Find and List Interactive Voice Response (IVR) ]

2 [ IVR Find and List Interactive Voice Response (IVR)]
[ Find ]

Cisco Unified Communications Manager IVR
3 IVR
4 [ Related Links ] [ Dependency

Records ] [ Go ]
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IVR B

[ Dependency Records
Summary ]
[ Server ]
[ Name ] Cisco Unified Communications Manager
15
128
IVR_
[ [ Default ]
Device Pool ]
[
Location ] CAC CAC
IVR
Hub_None IVR
[ Phantom ] H.323
SIP CAC
[ System ]>[
Location ]
CAC

Cisco Unified Communications Manager
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[ Unified Communications Manager
Use
Trusted Relay Point ] TRP
o[ Off ] TRP
. On TRP
TRP
MTP
RSVPAgent
Unified Communications Manager
TRP
TRP  MTP TRP
MTP
TRP  RSVPAgent Unified
Communications Manager TRP RSVPAgent
TRP Cisco
Unified Communications Manager TRP
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ] [ Service Parameter Configuration ]
2 [Cisco IP Voice Media Streaming App] [
Service Parameter Configuration ]
3 [ (IVR)] [ (Call Count)]
[ (Save)]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




IVR B

IVR IVR

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



- G

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



64
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Cisco Unified Communications Manager
SIP Unified Communications Manager

1080p 720p
360p Cisco MediaSense

\}

Customer Voice Portal CVP
Unified Communications Manager  CVP
SIP
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1|SIP MediaSense Cisco MediaSense SIP
632
2 633 MediaSense
Cisco
Unified Communications Manager
MediaSense
Unified Communications Manager Cisco MediaSense SIP
Cisco MediaSense SIP Cisco MediaSense
IP Unified Communications Manager SIP 16
IP
S
Cisco MediaSense 2
SIP SIP Video on Hold
1 Cisco Unified CM Administration [ Device 1> Trunk ]
2 [ Add New ]
3 [ Trunk Type ] [SIP SIP Trunk ]
4 [ Device Protocol ] [SIP]
[ Next ]
5[ Device Information ]
o[ Device Name ]
o[ Description ]
12.5(2)
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. Device Pool SIP
. Location
6 [SIP SIP Information ]
. Destination Address Cisco MediaSense IP
IP
. Destination Port 5060
« SIP SIP Trunk Security Profile
SIP
*SIP SIP Profile SIP
ping SIP
70 Save ]
633
SIP Cisco MediaSense
ID MediaSense ID ID
SIP MediaSense 632
1 Cisco Unified Communications Manager [ (Media Resources)] >
[ (Video on Hold Server)]
2 [ (Add New)]
3
4
5 ID
6 SIP SIP
[SIP (Create SIP Trunk)]
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[ Announcements ]
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)
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77:[ (Find and List Announcements)]
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[ ID Announcement Identifier ]
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MLPP

MLPP-BPA_00122

MLPP

MLPP-ICA_00120

MLPP

MLPP-PALA_00119

MLPP
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1 637 MOH
2 wav
638
Cisco Unified
Communications Manager [
]
(MOH)

Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ Media Resources ]>[
Announcement ]

o[ (Find)]
o[ Add New ]

3 [ ]
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4 [ Save ]
wav
Unified
Communications Manager (MOH)
S
.wav
.wav
MoH
* 16 PCM .wav
*«48kHz 441kHz 32kHz 16kHz 8KkHz
Unified Communications Manager [ Find and List Announcements ]

MLPP-ICA_ 00120  MonitoringWarning_00055

1 Cisco Unified CM Administration [ Media Resources ]>[

Announcement ]
2 [ Find and List Announcements ]

[ Find ]

31 Announcement Configuration ] [

Upload File ]
4 [ Upload Files ]

.wav [ Upload
File ]
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[
Close ] [ Upload File ]
5 Unified Communications Manager
[ Announcements
Configuration ] [ Announcement by Locale ]
[ Enable ]
[ Enable ] Unified Communications Manager
6 [ Save ]

Cisco Unified Communications
Manager
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N
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1

. 6 1

Cisco Unified Communications Manager

Cisco Catalyst 6000
«G.711 G.729a 1 32
1 6 1
256 3 10
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Cisco Catalyst 4000
G.711 24 6
4
Cisco Conference Bridge G.711
Software
256 256
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MeetMe
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Cisco 10S Conference « NM-HDV NM-HDV-FARM
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Cisco 10S Conferencing and Transcoding for Voice Gateway Router

Cisco 10S
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Cisco Packet \oice/Fax Digital Signal Processor
Modules PVDM2 NM-HD
NM-HDV?2
e G.711a-law/mu-law  G.729 G.729a G.729b G.729ab GSMFR
GSM EFR 1
. 8 1
ISR4000
SM-X-PVDM-3000/SM-X-PVDM-2000/SM-X-PVDM-1000/SM-
Unified Communications Manager 4Q

512

Cisco Unified Communications Manager

Cisco 10S Enhanced Conferencing and Transcoding for Voice Gateway Router
Cisco 10S

ISR 4000
SIP
AES_CM_128 HMAC_SHA1 80  SRTP
Sccp SIP
AES_CM_128 HMAC_SHA1 32

Cisco Conference Bridge
WS-SVC-CMM

Cisco Catalyst 6500 Cisco
7600 Communication Media Module CMM

64

* G.711 a-law/mu-law

¢ G.729 annex A annex B

*G.7231
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Bridge IPVC-35xx

Cisco IP Video Phone H.323
Cisco Unified IP Phone
Cisco Video Conference Bridge
H.264

Cisco Video Conference Bridge

H.261 H.263

Cisco TelePresence
MCU

Cisco TelePresence MCU Cisco Unified Communications Manager

Cisco TelePresence MCU HD
30 1080p
HD
Cisco TelePresence MCU
SIP
Web
Cisco TelePresence MCU HTTP XML API

Cisco TelePresence MCU

Unified Communications
Binary Floor Control Protocol

Cisco Unified Communications Manager
Manager  Cisco TelePresence MCU

Cisco TelePresence MCU
Cisco TelePresence MCU

DTMF
Cisco

Cisco TelePresence MCU

Unified Communications Manager
MTP [
(Media Termination Point
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Cisco Unified Communications Manager
SIP RFC 2833

MTP
DTMF
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Cisco TelePresence
Conductor

Cisco TelePresence Conductor
MCU

VMware

Cisco TelePresence Conductor
TelePresence

MCU
Cisco TelePresence Conductor

Cisco TelePresence Conductor
Cisco Unified Computing System  Cisco UCS

1 Cisco TelePresence Conductor

TelePresence Conductor

30

Cisco

Cisco
MCU 2400 MCU
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Cisco Meeting Server | Cisco Meeting Server

« Cisco Jabber

* Cisco
WebRTC

« Skype for Business

Cisco Meeting Server Cisco Meeting Server

2.0

Cisco Meeting Server

SIP

Web
Cisco Meeting Server HTTP XML API
Cisco Meeting Server H.265
1 647
2 Cisco 10S
647 Cisco 10S

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



3 SIP
648 SIP
1 Cisco Unified CM Administration [ Media Resources ]>[
Conference Bridge ]
2 [ Add New ]
3 [ Conference Bridge Configuration ]
4 [ Save ]
Cisco 10S Cisco 10S
647
Cisco 10S Cisco 10S
1 Cisco Unified CM Administration [ System ]>[ Service
Parameters ]
2 [ Service Parameter Configuration ]
Cisco CallManager
3 [ - Clusterwide Parameters (Features - Conference) ]
6
o[ Maximum Ad Hoc Conference ]
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o[ Maximum MeetMe Conference Unicast ]
4 [ Save ]
1 Cisco Unified CM Administration [ Device ]1>[ Trunk ]
2
. SIP [ Add New ]
. [ Find ]
30 Device Protocol ] [SIP]
4 [ Trunk Service Type ] [ None ]
51 Destination ] IP
)
6 [ Normalization Script ]
* cisco-telepresence-conductor-interop Cisco TelePresence Conductor
* cisco-telepresence-mcu-ts-direct-interop Cisco TelePresence Conductor MCU
* cisco-meeting-server-interop Cisco Meeting Server
70 Trunk Configuration ]
8 [ Save ]
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DiffServ DSCP
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AF41
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DSCP
IP QoS
DSCP
IP QoS
QoS

CAC
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IP
2
DSCP
CAC
QoS
DSCP
DSCP
QoS
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Unified Communications Manager
QoS
SIP [ QoS Quality of Service (QoS) ]
[SIP SIP Profile
Configuration ] QoS
. DSCP
. UDP
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* TelePresence

* TelePresence

CEO
SIP
SIP
SIP
SIP [
[
SIP
DSCP
DSCP

Description Protocol SDP

DSCP
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[SIP SIP Profile Configuration ]
DSCP
QoS
DSCP
UDP
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Media Port Ranges ]
Separate Port Ranges for Audio and Video ]
TCL SIP
TCL SIP Session
TCL DSCP
DSCP
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1 DSCP
652
2 QoS
654
DSCP SIP
CEO
SIP
1 [Cisco Unified CM Cisco Unified CM Administration ] [
System ]>] Service Parameters ]
2 [ (Server)]
31 Service ] [Cisco CallManager Cisco
CallManager (Active) ]
Active Cisco Unified Serviceability
4
Use Video BandwidthPool for Immersive Video
Calls [False] Video Call QoS Marking Policy [Promote to
Immersive]
5 [ (Service Parameter Configuration)]
DSCP
653
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6 [ Save ]
DSCP
N
[
(Service Parameter Configuration)] ?
79: DSCP
- DSCP
QoS DSCP
TelePresence TelePresence
(
)
Video Call QoS Marking
Policy Cisco TelePresence

Promote to Immersive

Promote to Immersive
DSCP

[Clusterwide Parameters (System - Location and Region)]

Default Intraregion Max [

Immerswe Video Call (Region Configuration)]

Bit Rate Includes [ (Use System Default)]
Audio
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Default Interregion Max [
Immersive Video Call (Region Configuration)]

Bit Rate Includes [ (Use
Audio System Default)]

Use Video Unified Communications Manager
BandwidthPool for

Immersive Video Calls

QoS
(QoS)
CEO QoS
1 QoS SIP
654 DSCP UDP
SIP
2 QoS SIP
655 SIP DSCP
DSCP
QoS sSIp
SIP DSCP UDP
QoS CEO
QoS
1 Cisco Unified CM Administration [ Device 1> Device

Settings ]>[SIP SIP Profile ]
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Qos |

2

. SIP [ Find ]

. SIp [ Add New ]
3 [ Media Port Ranges ]

UDP
. 1 [
Start Media Port ] [ Stop Media Port ]
2048 65535
[ Start Media Port ] [ Stop Media Port ]
[
Start Media Port ] [ Stop Media Port ]
2048 65535 2
4
DSCP

o[ DSCP DSCP for Audio Calls ]

o[ DSCP DSCP for Audio Calls ]

o[ DSCP DSCP for Audio Portion of Video Calls ]

* [TelePresence DSCP DSCP for TelePresence Calls ]

* [TelePresence DSCP DSCP for Audio Portion of TelePresence

Calls ]

5 [SIP SIP Profile Configuration ]
6 [ Save ]

QoS

DSCP UDP QoS
SIP SIP
SIP

1 Cisco Unified CM Administration [ Device 1>[ Phone ]
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3 [SIP SIP Profile ] DSCP UDP
SIP
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5[ Save ]
. DSCP 656
. DSCP 657
DSCP
80: DSCP
SIP DSCP SIP
Skinny Client Control DSCP SCCP
Protocol SCCP
MTP MTP Unified Communications
Manager
DSCP
MTP 2
DSCP
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MTP DSCP
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81: DSCP

DSCP

DSCP H.323
Media Gateway Control Protocol MGCP
Multilevel Precedence DSCP
and Preemption Multilevel Precedence and Preemption MLPP
MLPP
Video Call QoS Marking Policy Use
Video BandwidthPool for Immersive Video Calls
Video Call
QoS Marking Policy Use Video BandwidthPool for Immersive Video
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SIP DSCP
SIP
Cisco DX650 SIP
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Communications Manager

Cisco Unified Communications Manager
Cisco Unified

. Cisco Unified Communications Manager

Communications Manager

Cisco Unified

MTP Cisco Unified Communications Manager
SIP  H.323
H.323
MTP H.323 MTP
Empty Capability Set ECS FastStart
ECS FastStart Cisco
MTP
MTP Cisco Unified Communications Manager
Cisco Unified Communications Manager MTP

Cisco Unified Communications Manager

Cisco Unified Communications

Manager MTP Unified Communications Manager MTP
Cisco Unified Communications Manager MTP
MTP 1 48 MTP MTP 2 24
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MTP

. Cisco Unified Communications Manager MTP MTP
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager

MTP Cisco Unified
Communications Manager
* MTP Cisco Unified Communications Manager
MTP Cisco Unified Communications Manager

MTP
Cisco Unified Communications Manager

Cisco Unified Communications Manager

MTP [ Description ]
Cisco Media Termination Point Software 1 MTP 48
MTP
NIC
100 MB INIC
48 MTP
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24  MTP
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. 666
666
MTP 668 MTP
. MTP Cisco
668 Unified Communications Manager SIP
H.323
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666
4
IVR Cisco IP Voice Media Streaming
1 Cisco Unified CM Administration [ Media Resources 1> [
Transcoder 1.
2
. [ Find ]
o[ Add New ]
3 [ Transcoder Type ]
4 [MAC MAC Address ]
5 [ Device Pool ]
6 [
Trusted Relay Point ]
70 Save ]

666
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10 MediaResources ]>[ Media Resource Group ]
2 [ Find ]
3

[ Media Resource Group Configuration ]
4 [ Available Media Resources ]

[ Selected Media Resources ]

51 Save ]
6 [ Media Resources ]>[ Media Resource

Group ]
70 Find and List Transcoders ]
8 [ Apply Config to Selected ]

[ Apply Configuration Information ]
9 [OK]
10 (Media Resources)] > [ (Transcoder)]

(Find and List Transcoders)]

2
30 Find ]
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4
5[ Apply Config to Selected ]
[ Apply Configuration Information ]
6 [OK]
MTP
MTP
665
1 SIP
668
2 MTP
669
3
(MTP)
(MTP) Cisco IP
Voice Media
MTP MTP
1 Cisco Unified CM Administration [ Media Resources ]>[
Media Termination Point ]
2
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o[ Find ] MTP

o[ Add New ] MTP
3 [ Media Termination Point Name ]
4
5 MTP (TRP) [

]
6 [ Save ]
MTP
668
10 MediaResources ]>[ Media Resource Group ]
2 [ Find ]
3
[ Media Resource Group Configuration ]
4 [
]

5[ Save ]
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[ (Go)]
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(Dependency Records Detail)]
Dependency Records Summary ]
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Server Cluster
[TV b= S| Py =y %
«|M|> «|Mj> «|M|> «|M|> S
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IPv4 IPv6

IPv4

TFTP

IPv6

IPv4
DHCP

IPv4
TFTP

IPv4

IPv6

TFTP

SCCP

IPv4 IPv6 TFTP B

TFTP
3 TFTPIP
2 TFTP
TFTP 2 IP
DHCP 150 TFTP IP
150
IP
Cisco DHCPv6 TFTP IPv6
TFTP IP
IPv6 IPv4
150 IPv6 Cisco TFTP
1 TFTP
IPv6
TFTP IPv6
Cisco Unified Communications Manager
IPv6 TFTP IP
IPv4 DHCP 066 CiscoCM1
TFTP 2
TFTP IP
SIP

Unified Communications Manager
TCP

URL
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| BGE

TFTP

Cisco TFTP
TFTP
TFTP
TFTP
TFTP TFTP
(TVL)
TFTP
TFTP
TFTP IP CTL
\}
tftp TFTP

[Prepare Cluster for Rollback to Pre-8.0]

TFTP
1 A
~
30 TFTP
TFTP
2.
3 B
A\
30 TFTP
TFTP

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



TFTP B

4 B
B
(EMCC)
TFTP TFTP
) TFTP (ILS)
TFTP
< TFTP
682 EMCC TFTP
« TFTP 682
2 TFTP CTL CTL
683
TFTP Cisco Certificate
Trust List (CTL)
TFTP
3 TFTP
TFTP
(TVL)
4 TFTP TFTP
684
5 TFTP
685
TFTP TFTP
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| BGE

6 DHCP
TFTP IP
DHCP
TFTP
(ILS)
Cisco proxy TFTP
EMCC Cisco Unified Communications Manager

http://mww.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.ntml

Cisco Unified Communications Manager [ (Advanced Features)] > [
(Cluster View)] > [ (Update Remote Cluster Now)]
TFTP
(TVL) TFTP
TFTP
EMCC TFTP
[ Cluster View ] TFTP TFTP
3 TFTP
TFTP TFTP TFTP
TFTP

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)
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TFTP

a) Cisco Unified CM Administration [
Cluster View ]
b) [ Add New ]
Configuration ]

c) TFTP 50 ID
Save ]

ID

d) [
128

TFTP
[TFTP]

[

Configuration ] [
remote service addresses ]

TFTP
TFTP 1P 3

TFTP
Cluster is Secure ]

[ Save ]

Trust Verification List TVL

CTL

List (CTL) TFTP

System Configuration Guide for Cisco Unified Communications Manager,
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Advanced Features ]>[
[ Remote Cluster

FQDN [

- FODN

Remote Cluster Service Configuration ]

[TFTP]

Remote Cluster Service Manually Override
Manually configure

TFTP 1P

TFTP
TFTP

TFTP Cisco Certificate Trust
TFTP IP
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| BGE

TFTP CTL
CTL TFTP CTL
CTL
TFTP CTL
S
CLI

Cisco CTL Cisco Unified

Communications Manager http://lwww.cisco.com/c/en/us/support/

unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html

1 Cisco Unified Communications Manager Administration [ 1>1
[ ] [ Find ]

2 Cisco CTL
TFTP

3 TFTP

TFTP

RingList.xml TFTP

TFTP TFTP

1 Cisco Unified Communications Operating System Administration [

Software Upgrades ]>[TFTP TFTP File Management ]
[TFTP ]
2 [ ]
[ ]
3
o
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TFTP B

[} [ ]
41 ] [ ]
Cisco Unified TFTP Cisco TFTP
TFTP
TFTP TFTP

Cisco Unified Serviceability
http://lwww.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-maintenance-guides-list.ntml

1 Cisco Unified Serviceability [ Tools 1> -
Control Center - Feature Services ]
2 [ ] [ ]
TFTP
3 [CM ] TFTP [ ]
[ Refresh ]
4 [CM ] TFTP [ (Start)]
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. 687
. 687

Cisco Unified Communications Manager

Cisco Unified Communications Manager

1 688 | Cisco Unified Communications Manager
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* TFTP

1 Cisco Unified CM Administration [ Device ]1>[ Device Settings 1>
[ Device Defaults ]
2 [ Device Defaults Configuration ]
[ Save ]

o[ Load Information ]

o[ Device Pool ]

o[ Phone Template ]
3

[
Reset ]
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Device Type
[
Protocol ]
[
Load ID

Information ]

Device Pool ]

[ Cisco IP Phone
Phone
Template ]
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. 691

. 692
Unified Communications Manager
911 0
SIP SCCP
SIP
SCCP Cisco IP 7911 7940 7941 7960 7961
Auto Registration Phone Protocol
1
SCCP
CiscoIP [SIP] SCCP
100
100 BAT

Cisco Unified Communications Manager Bulk Administration
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1 693
2
694
3 695
4
696 SCCP SIP
5 696
Cisco Unified
Communications Manager
Cisco
Unified Communications Manager
6 699
7 699
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1 [Cisco Unified CM Cisco Unified CM Administration ] [
Call Routing ]1>[ Class of Control ]1>][
Partition ]
2 [ Add New ]
3 [ Partition Name, Description ]
4 1
50 "
% & \ <> [1

Cisco Unified Communications Manager

5 1
6 [ Time Schedule ]
[ None ]
7 [ Time Zone ]
o[ Originating Device ]
[ Time Schedule ]
o[ Specific Time Zone ]

Time Schedule ]

8 [ Save ]
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694

693
1 [Cisco Unified CM Cisco Unified CM Administration ]
Call Routing ]>[ Class of Control ]>[
Calling Search Space ]
2 [ Add New ]
3 [ Name ]
50
4 [ Description ]
50 "
% & \ <>
51 Available Partitions ]
. 1
. Ctrl
6 [ Selected Partitions ]
7 [ Selected Partitions ]
8 [ Save ]
695
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146
SIP SCCP
Cisco Unified
Communications Manager (CSS)
SIP SCCP
694
1 Cisco Unified Communications Manager [ (System)] > [
(Device Pool)]
2
a) [ Find ] [ ]
b) [ ] [ ]
CSS [ ( Save)]
3
a) | Add New ]
b) [ ]
50 : - _
c)
« Cisco Unified Communications Manager
o[ ] CMLocal
o[ Regions ] [ Default ]
d [ ] Css
[ ( Save)]
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696
SIP SCCP
SCCP SCCP
Auto Registration Phone Protocol [SIP] SIP
695
1 [Cisco Unified CM Cisco Unified Communications Manager Administration ] [
System ]>] Enterprise Parameters ]
2 [ (Enterprise Parameters Configuration)] [Auto
Registration Phone Protocol] [SCCP] [SIP]
[ (Save)]
696
[ Cisco Unified CM Auto-Registration Cisco Unified
Communications Manager Group ] Unified
Communications Manager
696

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



o[ Device Defaults Configuration ] SIP
SCCP
TFTP

* Cisco Proxy  TFTP TFTP  DHCP

1 Cisco Unified Communications Manager Administration [ System ] >[Cisco Unified
CM] [Cisco Unified Communications Manager Find and List Cisco
Unified Communications Managers ] [ Find ]

2 [Cisco Unified Communications Manager]

3 [Cisco Unified CM Configuration Cisco Unified CM Configuration ] [
Auto-registration Information ] [
Save ]

a)

Default Universal Device Template ]

[ User Management ]>[ / User/Phone Add ]>
[ Universal Device Template ]

b)

Default Universal Line Template ]

[ User Management ]>[ /
User/Phone Add ]>[ Universal Line
Template ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



c) [ Starting Directory Number ] [
Ending Directory Number ]

d [ Cisco Unified CM Auto-registration Disabled on this Cisco
Unified Communications Manager ]

Unified Communications Manager

Unified
Communications Manager Unified Communications Manager
4 [ System ]>[Cisco Unified CM Group] [Cisco Unified CM
Find and List Cisco Unified Communications Manager Groups ] [
Find ]
5 Unified Communications Manager
[ Default ] Cisco Unified
Communications Manager 1
6 [Cisco Unified CM Group Configuration] [
Auto-registration ] [Cisco Unified Communications Manager][ Group ]
[ Save ]
[ Cisco Unified CM  Selected Cisco Unified Communications Managers ]
Unified
Communications Manager [ Save ]

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)




696
1 [Cisco Unified Communications Manager Administration] [ System ]>[Cisco Unified
CM] [Cisco Unified CM ] [ Find ]
2 Cisco Unified Communications Manager
3 [Cisco Unified CM Configuration] [ Cisco Unified
Communications Manager ]
[ Save ]

699

Cisco Unified
Communications Manager

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



1 Cisco Unified Communications Manager Administration [ System ] >[Cisco Unified
Communications Manager]

2 [Cisco Unified Communications Manager]

3 [ Starting Directory Number ] [

Ending Directory Number ]

4 [ Cisco Unified Communications Manager Auto-registration Disabled on
this Cisco Unified Communications Manager ] [ Save ]

51 Starting Directory Number ] [ Ending
Directory Number ] [ Save ]
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. 701
. 701

Cisco IP Phone Cisco Unified Communications Manager Administration
Unified Communications Manager

Unified Communications Manager

TFTP IP
Cisco IP Phone
TFTP 677
1 CiscoIP Unified Communications
Manager
TFTP IP
2 Unified Communications Manager
702
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Cisco Unified Communications Manager

1 [Cisco Unified CM Cisco Unified Communications Manager Administration ] [
Device ]1>[ Phone ] [ Add New ]
2 [ ]
[ (Next)]
3 [ (Phone Configuration)] [ ]
[ (Next)]
4 [ ]
a) [ Device Name ]
b)
c [ Phone Button Template ]
51 ] [ (Device Security
profile)]
6 [ Save ]
702
Cisco Unified Communications Manager Administration DN
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o[ CallRouting 1>[ Directory Number ]
[ Directory Number Configuration ]
o[ Device 1> Phone ] [ Phone
Configuration ] [ Association Information ] [
[1] - DN Line [1] - Addanew DN ] [ [2] - DN Line
[2] - Add anew DN ]
. [ Call Routing 1>
[ Phone ] [ Phone Configuration ]
o[ Device ]>[CTI CTI Route Point ]
[CTI CTI Route Point Configuration ]
[ Phone Configuration ] DN

Unified Communications Manager

DN
DN
[ Directory Number Configuration ]
[ Phone
Configuration ]
10 Phone Configuration ] [ Association ] [ [1] -
DN Line [1] - Add anew DN ]
[ Phone Configuration ] [
Device 1> Phone ] [ Find ]
2 [ Directory Number Configuration ] [

Directory Number ]
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3 [ Route Partition ]

4 [ Directory Number Settings ] [
Calling Search Space ]

5 [ Save ]

[ ID Display
(CalleriD) ]

146
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. 705
. 706
. 707

Cisco Unified Communications Manager
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. IVR

PIN

IVR
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1 Cisco Unified

707 IVR CTI Manager
2

708
3| CTI 708 IVR

CTI
4| CTI IVR
709
CTI
5 IVR
710 CTI
6 CTI
710
IVR
IVR Cisco CTI Manager
1 Cisco Unified Serviceability [ Tools 1> Service

Activation ]

System Configuration Guide for Cisco Unified Communications Manager,
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2 [ Server ] [ Go ]

3 [CM ] Cisco CTI Manager

4 CTI IVR

5[ Save ]

1 Cisco Unified CM Administration [ System ] > [Cisco Unified CM Cisco Unified
CM ]

2

3

4

5

6 [ Cisco Unified CM Auto-registration Disabled on this Cisco
Unified Communications Manager ]

7 SIP

8 [ Save ]

IVR CTI

1 Cisco Unified CM Administration [ Device ]>[CTI CTI Route
Point ]

2
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CTI

cTl B

a) [ Find ] CTI
by [ Add New ] CTI
[ Device Name ]
[ Device Pool ]
[ Location ] CTI
[ Use Trusted Relay Point ]
Unified Communications Manager

TRP
[CTI CTI Route Point Configuration ]
[ Save ]

IVR
CTI

Cisco Unified CM Administration [ Device ]>[CTI CTI Route
Point ]
[[ Find 1] CTI
[ Association ] [ [1]- DN Line [2] - Add anew DN ]
[ (Directory Number Configuration)]
[ ] IVR
[ Save ]
[ Directory Number Configuration ]
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70 Save ]
IVR
CTI

1 Cisco Unified CM Administration [ User ]>[ Application

User ]
2

a) [ Find ]

b) [ Add New ]
3 [ ID UseriID ]
4 [BLF BLF Presence Group ]
5 CTI

a) CTI [ Available Devices ]

[ Find More Route Points ]
CTI
b) [ Available Devices ]
CTI
CTI [ Controlled Devices ]
6 [ Application User Configuration ]
70 Save ]
IVR
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1 Cisco Unified CM Administration [ User Management >
Self-Provisioning ]
2 IVR
o[ Require Authentication ] IVR
PIN
o[ No Authentication Required ]
IVR
3 IVR
IVR
o[ Allow authentication for end users only ]
PIN
o[ Password/PIN Allow

authentication for users (via Password/PIN) and Administrators (via Authentication Code) ]

0 20 [ Authentication Code ]
4 [IVR IVR Settings ] IVR
cisco.com
5 [CTI CTI Route Points ]
IVR CTI
6 [ ApplicationUser ]

70 Save ]
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\}

[ End
User Configuration ] [ User Profile ]
1 Cisco Unified CM Administration [ User Management ]> [ User
Settings ]>[ User Profile ]
2 [ (Find)]
3
4
o[ Allow End User to Provision their
own phones ]
. 10
51 Save ]
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. 715
. 715

1 |APIC-EM SIP

720 QoS Cisco
Application Policy Infrastructure Controller

APIC-EM APIC-EM
Cisco Unified Communications
Manager SIP
DSCP DSCP
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2 Service Advertisement Framework  SAF
728
Cisco Unified
Communications Manager
3
740
Unified Communications Manager
4
755
5 770
6
775
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7
789
8
803
9
814
10 |AAR 819
PSTN

11 | Multilevel Precedence and Preemption

Precendence 838

MLPP

Multilevel Precedence and Preemption

System Configuration Guide for Cisco Unified Communications Manager,
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12 |2 IPv4  IPv6 IPv4  IPV6
864
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76

APIC-EM QoS

* APIC-EM 719
* APIC-EM 720
* APIC-EM 720
APICEM
Cisco Unified
Communications Manager APIC-EM SIP
* QoS DSCP
. QoS
* SIP QoS APIC-EM
Cisco Jabber APIC-EM Ber
Cisco Unified IP Cisco Unified Communications Manager
DSCP
SIP
APIC-EM SIP Cisco Unified Communications Manager
APIC-EM APIC-EM
IP
APIC-EM DSCP
DSCP
DSCP
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B ~rcem

Cisco Unified Communications Manager

APIC-EM

QoS

Cisco Unified Communicatins Manager
QoS
SIP

APIC-EM

APIC-EM

« Cisco Unified Communications Manager

DSCP

. APIC EM
APIC-EM

APIC-EM

Cisco Unified Communications Manager

SIP

* APIC-EM 720

APIC-EM

APIC-EM

SIP DSCP
651

APICEM

1| APIC-EM APICEM Cisco Unified OS

722
2 | APIC-EM HTTPS APIC-EM HTTP

722
3 QoS QoS Enable

723 APIC
SIP
12.5(1)

. System Configuration Guide for Cisco Unified Communications Manager,



APIC-EM B

APIC-EM
SIP
APIC EM
SIP
QoS
4|SIP QoS SIP QoS
724 SIP
APIC-EM
SIP
[SIP ]
APIC-EM
5 SIP QoS SIP
725
Cisco Unified Communications Manager APIC-EM
APIC-EM Cisco
Unified Communications Manager ~ APIC-EM
1 APIC-EM [ Settings 1> Internal Users ]
2 ROLE_POLICY_ADMIN Cisco Unified
Communications Manager [HTTP HTTP Profile ]
3 [ Discovery ] CDP
IP
4 [ Device Inventory ]
51 Set Policy Tag ]
6

System Configuration Guide for Cisco Unified Communications Manager, 12.5(1) .



B ~rcem

7 [EasyQoS] [DynamicQoS]
APIC-EM 722
APIC-EM
APIC-EM Cisco Unified Communications Manager
1 Cisco Unified OS [ Security 1> Certificate
Management ]
2 [Upload Certificate/Certificate chain]
[ / ]
3 [ Certificate Purpose ] [CallManager-trust]
4 [ Description ]
51 Browse ]
6 [ Upload ]
APIC-EM HTTPS 722
Cisco Unified Communications Manager ~ APIC-EM HTTP
Cisco Unified Communications
Manager HTTP APIC-EM  HTTP
APIC-EM 722
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Qos |

Cisco Unified CM Administration [ CallRouting ]1>[HTTP
HTTP Profile ]
[ Name ]
HTTP [ UserName ] [ Password ]
Cisco Unified Communications Manager
APIC-EM
[Web URI  Web Service Root URI ] APIC-EM
IP
[HTTP HTTPProfile ]
[ Save ]
QoS 723

QoS

QoS Cisco Unified Communications Manager
QoS  APIC-EM

APIC-EM HTTPS 722

Cisco Unified CM Administration [ System ]>[ Service
Parameters ]

[ Server ]
[ Service ] [Cisco CallManager]
[ QoS External QoS Enabled ] [True]

[ Save ]
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B s QoS
APIC-EM SIP
QoS
SIP QoS 724
SIP QoS
[ QoS External QoS Enabled ]
SIP SIP QoS
S
QoS APIC-EM QoS SIP
QoS 723
1 Cisco Unified CM Administration [ Device 1>[ Device Settings 1>
[SIP SIP Profile ]
2
. SIP [ Find ]
. SIp [ Add New ]
3 [ QoS Enable External QoS ] SIP
APIC-EM QoS
4 [SIP SIP Profile Configuration ]
51 Save ]
SIP 725
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sIp B

SIP

QoS SIP
SIP
Cisco Unified Communications Manager

SIP 725
1 Cisco Unified CM Administration [ Device 1> Phone ]
2 [ Find ]
3 [SIP SIP Profile ]

APIC-EM SIP

4 [ Phone Configuration ]
5[ Save ]
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. 727

. 727
. 728
. 736
(CCD) Unified Communications Manager
Service Advertisement Framework (SAF)
SAF
* SAF SIP H.323
* SAF
Unified Communications Manager Cisco Unified Communications Manager Express
* SAF Cisco 10S
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727

1 |CiscolOS Cisco 10S SAF
Cisco
Feature Navigator http://www.cisco.com/
go/cfn Cisco 10S
Catalyst OS
2 |SAF SAF Unified
730 Communications Manager
SAF

SAF

3 |SAF 731 SAF
SAF Cisco 10S
SAF
DN
SAF
Cisco Unified
Communications Manager DN
PSTN
SIP
URI SIP
4 SIP H.323 SAF SIP
731 H.323
12.5(1)
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CCD
SAF
SAF
DN 732 DN
DN
DN CCD
CCD
DN
DN
1 CCD
DN 1
DN 733 DN
Unified Communications Manager
CCD
SAF
DN
CCD
733
Unified Communications Manager
DN PSTN
SAF
733
734 SAF
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B s~

SAF

CCD

10 735
Unified Communications
Manager
SAF Unified Communications Manager
SAF SAF
SAF

Cisco 10S SAF http://www.cisco.com/go/cfn

Cisco Feature Navigator
1 Cisco Unified CM Administration [ Advanced Features ]>[SAF] > [SAF

SAF Security Profile ]

2 [SAF SAF Security Profile Configuration ]

3 [ Save ]
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SAF B

SAF

SAF SAF Cisco 10S SAF
DN
SAF
Cisco Unified Communications Manager DN PSTN
SIP URI

SIP

[ Cisco Unified Communications Manager Selected Cisco Unified Communications

Managers ] @

SAF
1 Cisco Unified CM Administration [ Advanced Features ]>[SAF SAF ]>[SAF
SAF Forwarder ]

2 [SAF SAF Forwarder Configuration ]
3 [ Save ]

SIP H.323

SAF SIP H.323
CCD SAF
SAF
1 Cisco Unified CM Administration [ Device ]1>[ Trunk ]
2 [ Add New ]
3
* SIP
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DN

| (Trunk Service Type)]
[ ]
2. [ Next ]
3. Trunk Configuration ]
1 [ Next ]
2. [SAF ]
3 Trunk Configuration ]
4 [ Save ]
DN
DN DN
DN CCD CCD
DN DN
1 CCcDh DN
1 Cisco Unified CM Administration [ Call Routing 1>
Call Control Discovery ]>][ DN Hosted DN Group ]
2 [ DN Hosted DN Groups Configuration ]
3 [ Save ]

. System Configuration Guide for Cisco Unified Communications Manager, 12.5(1)



DN B

DN

DN Unified Communications Manager
CCD SAF
DN

CCD

1 Cisco Unified CM Administration [ CallRouting ]>[

Call Control Discovery ]>] DN Hosted DN Patterns ]
2 [ DN Hosted DN Patterns Configuration ]
3 [ Save ]

Unified Communications

Manager DN PSTN SAF
1 Cisco Unified CM Administration [ CallRouting 1>[
Call Control Discovery ]>][ Advertising Service ]
2 [ Advertising Service Configuration ]
3 [ Save ]
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CCD Cisco Unified Communications Manager Administration [
CallRouting ]1>[ Classof Control ]>[ Partition ]
1 Cisco Unified CM Administration [ Call Routing ]>]
Call Control Discovery ]>] Advertising Service ]
2 [ Call Control Discovery Partition Configuration ]
3 [ Save ]
[ Learned Pattern Prefix ] [

Route Partition ]

SAF
SAF
CCDh
1 Cisco Unified CM Administration [ Call Routing 1>
Call Control Discovery ]>][ Requesting Service ]
2 [ Requesting Service Configuration ]

3 [ Save ]
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SAF
Unified Communications Manager
SAF
1 Cisco Unified CM Administration [ CallRouting 1>[
Call Control Discovery ]>] Block Learned Patterns ]
2 [ Add New ]
3
o[ Learned Pattern ]
Cisco Unified Communications Manager
o[ Learned Pattern Prefix ]
[ Learned Pattern ] 235XX 235XX
[ Learned Pattern Prefix ] +1
+1
4 [ Remote Call Control Entity ]
5 IP Remote IP ]
IP
6 [ Save ]
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Cisco Unified

Cisco Unified Serviceability

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/

products-maintenance-guides-list.ntml

BLF SAF BLF Unified
Communications Manager ~ SIP SIP
SAF SIP
SAF SAF
CCD CCD
DN DN

Unified Communications Manager
SS_RFR_SAF _CCD_PSTNFAILOVER onBehalfOf
SAFCCDRequestingService

PSTN
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Called Party Settings ]

Incoming

H.323 +
H.323
SAF/ DN
H.323
H.323
H.323

Unified Communications Manager

Unified Communications Manager A

+19721230000
Unified Communications Manager A +19721230000
H.323 55519721230000
+ 555

Unified Communications Manager
B 55519721230000

+19721230000
555 +1
Unified Communications Manager TLS
SAF Unified Communications
Manager SAF Unified

Communications Manager  SHA1
MESSAGE-INTEGRITY

QSIG

[H.323 H.323 Configuration ] [QSIG
QSIG Variant ] [ASN.1ROSE OID ASN.1
ROSE OID Encoding ] CCD
QSIG
H.323
QsSIG
QsSIG
Cisco Unified CM Administration  [H.323
H.323 Configuration ] QSIG
QsSIG
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. 740
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. 748

Unified Communications Manager
Unified Routing Rules Interface
Unified Communications Manager

IVR /

MOS

LATA
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https://developer.cisco.com

. 740
1 Divert
742
2
743 URI
3
743
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744

HTTPS

URI
URI  HTTPS

TLS

745

HTTPS
Cisco Unified Communications
Manager

https Cisco Unified
Communications Manager

746

747

System Configuration Guide for Cisco Unified Communications Manager,

Cisco

1250



Divert

1 [Cisco Unified CM Cisco Unified CM Administration ]
Call Routing 1> Class of Control ]>[
Calling Search Space ]
2 [ Add New ]
3 [ Name ]
50
4 [ Description ]
50 "

% & \ <>
5[ Available Partitions ]

. 1

. Ctrl
6 [ Selected Partitions ]
7 [ Selected Partitions ]
8 [ Save ]
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743
URI
742
1 Cisco Unified CM Administration [ Call Routing 1>
External Call Control Profile ]
2
. [
Find ]
. [ Add New ]
30 External Call Control Profile Configuration ]
4 [ Save ]
743
URI

743
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1 Cisco Unified CM Administration [ Call Routing >[
Translation Pattern ]
2
. [
Find ]
. [ Add New ]
3 [ (External Call Control Profile)]
4 [ ]
51 Save ]
744
HTTPS
URI URI HTTPS
TLS
743
1 [Cisco Unified (Cisco Unified Operating System Administration)]
[ (Security)] > [ ]
2 [ ]
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3 [ (Upload Certificate)] [
(Certificate Name)] [CallManager (CallManager-trust)]

4 [ UploadFile ] [

Upload ]
5

745
HTTPS Cisco Unified Communications Manager
https Cisco Unified Communications Manager
744

1 [Cisco Unified Operating Administration] [ Security 1>

Certificate Management ]
2 [ Certificate List ] [ Generate New ]
3 [ Certificate Name ] [CallManager]
4 [ Generate New ]
5[ Find and List Certificates ] [CallManager.pem]
6 [ Download ]
7
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746

Cisco Unified Communications Manager

[ Record ] PLK
PLK
745
1 [ Phone Configuration ] [
Built-in Bridge ] [ On ]
2
a) [ Device ]1>[ Device Settings  ]>[ Recording
Profile ]
b)
3
4 SIP
5 SIP
6
a) [ Play Recording Notification Tone to Observed
Target ]
b) [ Play Recording Notification Tone to
Observed Connected Target ]
7
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Announcement ]

8 [ Call Routing 1> Directory

Number ] [ Device ]>[

Phone ]
a) DN 1
b) DN [ Recording Options ]
[ Device Invoked Call Recording Enabled ]
c) DN [ Maximum Number of Calls ] 2
[ Busy Trigger ] 1
9 I Record ] Cisco Unified IP Phone
[ Conference ] | Record ] [ End

Call ]
10 PLK Cisco Unified IP Phone

[ Phone Button Template Configuration ] PLK
11

DN
747
Cisco
1D
.wav
1 Cisco Unified CM Administration [ Media Resources ]>[
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a) [ Add New ]

b) [ ID] ID
o [ 1
d) [ 1 Cisco
e) [ Save ]

. .wav
a [ 1
b) [ 1
o [ ] wav
d [ 1
e) [ 1

86

A
MOS
Cisco Unified

Communications Manager
Cisco Unified Communications Manager
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Call Forward
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Continue
[ Call
Diversion Hop Count ]
[ Call Forward Call
HopCount ]
Call Pickup Cisco Unified
Communications Manager
Cisco Unified Cisco Unified Mobility Cisco Unified Communications
Mobility Manager
» Dial-via-Office
Cisco Unified Communications Manager Cisco Unified Mobility
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[ 4 5
Directory 4 5
Numbers ] 2

[ Do DND
Not Disturb ]

Continue DND-R
Cisco Unified Communications Manager

911 9.11

Cisco Emergency Responder

Cisco Unified Communications Manager

87:

Cisco CallManager
Advanced Ad Hoc Conference Enabled

True
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. 753

. 754

. 755

. 765

Cisco Unified Communications Manager

. [
(When no hunt members answer,
are logged in, or registered)]

. [

(Automatically Logout Hunt Member on No Answer)]
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. DN
. DN
. DN
. DN
1 2 1
DN

[Line Group]
[Automatically Logout Hunt Member on No Answer]

Cisco Unified Real Time Monitoring
Tool Administration Guide

* Cisco IP Voice Media Streaming  IPVMS 1
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* Cisco CallManager

1 Cisco CallManager

« Cisco Unified Communications Manager

Cisco Unified Communications Manager

« Cisco
. .wav
MOH
50
wav
wav
1 Cisco Unified Communications Manager [
(Announcements)]

[

: Wait_In_Queue_Sample
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3 .wav [
(upload file)]
[ ]
4 [ (Upload File)]
.wav [ (Upload
File)]
5[ ]
[ (Announcement Configuration)]
6 [ (Announcements Configuration)]
[ (Announcement by Locale)] [ (Enable)]
70 (Announcements Configuration)] [ (Save)]
Cisco Unified

Communications Manager

[ (MoH)]

1 [Cisco Unified Communication Manager] [ Media Resources ]>[
Music On Hold Audio Source ]
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[ Find and List Music On Hold Audio Sources ]
2 [ (Add New)]
3 757
4 [ Save ]
[MOH
MOH Audio Source File Status ]
MOH
88:
[MOH MOH
MOH
Audio Stream MOH
Number ] MOH
[MOH MOH
MOH

Audio Source File ]

[MOH MOH
MOH Audio
Source Name ] 50

[ MOH
Allow
Multicasting ]
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[MOH MOH

MOH Audio Source

* [InputFileName]
File Status ]

* ErrorCode

* ErrorText

* DurationSeconds

« DiskSpaceKB

e LowDateTime

e HighDateTime

« [OutputFileList]

* [MOH MOH Audio Translation completion
date ]

[OutputFileList] ~ ULAW ALAW G.729
WAV
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89:

Initial Announcement

]

MoH
[ Not Selected ]
[ View Details ]
[ Initial
Announcement ]
o[ ID Announcement Identifier ]
o[ Default
Announcement ]
. [
Allow
Multi-casting ]
[
Initial Announcement Played ]
[
Only for queued calls ]
MOH
o[ Allow
Multi-casting ]
[
Initial Announcement
Played ] [
Always ]
ANN
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[ Initial 1
Announcement Played ]
[
Play announcement before
routing to Hunt Member ]
[
Play announcement if call is queued ]
[ Periodic Announcement ]
MOH
[ Not
Selected ]
View Details ]
o[ ID Announcement Identifier ]
o[ Default

Announcement ]

MOH

[

Interval ]

Periodic Announcement

10 300
30
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[

Announcement ]

Locale

[ Locale
Announcement ]

* MOH
[

Locale
Announcement ]

* ANN
90:
MOH MOH
MOH
MOH
ID
ID
MOH
51 ID
ID
[< > <None> ]
MOH
MOH
[
MoH ID Default
Network Hold MoH Audio Source
ID ]
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[ Upload
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Upload File ]
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Browse ]
[ Upload
File ]
[ Upload Result ]
[ Close ]
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MOH
MOH
1
MOH
MOH
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MOH
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[ Forward Hunt No Answer ] [
Forward Hunt Busy ] [

Forward Hunt No Answer ] [ Forward Hunt Busy ]
1 Cisco Unified CM Administration [ Call Routing 1> /

Route/Hunt ]>[ Hunt Pilot ]
2
3 [ Hunt Pilot Configuration ] [ Queuing ]
4 [ Queue Calls ]
5

MoH
MOH
MRGL
MoH/MoH
MoH
1 1
6 [ Maximum Number of Callers Allowed in Queue ]
32 1 100

7

. [ Disconnect the call ]

. 2 [

Route the call to this destination ] DN
DN DN
. [ Full
Queue Calling Search Space ]
8 [ Maximum Wait Time in Queue ]
900 10 3600

9
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I

[

Automatically Logout Hunt Member on No Answer ]

. [ Disconnect the call ]
. 2 [
Route the call to this destination ] DN
DN DN
. [ Maximum

Wait Time Calling Search Space ]

10

. [ Disconnectthecall ]

. 2 [

Route the call to this destination ] DN
DN DN
. [
No hunt members logged in or registered Calling Search
Space ]

11 [ Save ]

Hunt Member on No Answer ]

Automaticallyogout
1 Cisco Unified Communications Manager Administration [ CallRouting 1>
[ / Route/Hunt ][ Line Group ]
2 [ Findand List Line Group ]
3 [ Line Group Configuration ] [ Hunt
Options ]
4 [ Automatically Logout Hunt Member on No
Answer ]
51 Save ]
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[SIP Rel1XX SIP Rel1XX Options ] SIPICT
SIPICT SIP Rel1XX [1XX
SDP PRACK Send
PRACK if 1XX contains SDP ]
SIP
Cisco Unified CM
SIP >
[
1
SIPICT
[
1
SIPICT
PSTN
Connect
PSTN
PSTN
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(Automatically Logout Hunt
Member on No Answer)]

1
2
2
. [
(Try next member; then, try next group
in Hunt List)]
* H323 Fast Start
. PLK SCCP  SIP: 6921 6941 6945 6961
7911G 7931G 7945G 42G 7965G 7962G 75G 8961 8945 8941 9951 9971
7800 8800 LCD
. (HLog) Cisco Extension Mobility (EMCC)
EMCC
« Cisco Unified Communications Manager Unified Mobility
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» H323 SIP MoH
SIP
. Cisco Unified Communications Manager 15,000
. Cisco Unified Communications Manager
100
. 10 IP 1500
20 IP 750

Busy Hour Call Attempts

BHCA
10
10 BHCA
10 BHCA 10
. 1 100
32
. 0 3600
900 Unified Communications Manager
1500 600
. 1
35
BHCC Unified CM
35
BHCA 1 35
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. 769

. 770
» CPU
. 110

Code Yellow

Unified Communications Manager
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Unified Communications Manager  Code Yellow

CPU
CPU
1 Cisco Unified CM Administration [ System ]>] Service
Parameters ]
2 [ Server ]
3 [ Service ] [Cisco CallManager]
4 [ Advanced ]
5[ Call Throttling ]
GUI
o[ Code Yellow Entry Latency ]
o[ Code Yellow Exit Latency Calendar ]
o[ Code Yellow Duration ]
o[ Max Events Allowed ]
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o[ System Throttle Sample Size ]

6 [ Save ]
1 Cisco Unified CM Administration [ System ]>[ Service

Parameters ]
2 [ Server ] Unified Communications Manager
3 [ Service ] [Cisco CallManager]
4 [ Advanced ]
5[ Enable Memory Throttling ] True
6 [ Memory Throttling ]

GUI

70 Save ]
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81

. 773

. 774

. 775

. 779
Cisco Unified CM Administration [ Calling Party Number Type ]

Cisco Unified

Communications Manager
Cisco Unified Communications Manager [ Calling Party Number Type ]

Cisco Unified Communications Manager
069X XXX XXX
+49 40 69X XXX XXX

Cisco Unified Communications Manager
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Cisco Unified
Communications Manager

PSTN +49 40 69X XXX XXX
+49 40
Cisco Unified Communications Manager
0
069X XXX XXX

Cisco Unified Communications Manager

Cisco Unified Serviceability ~ Cisco CallManager
Cisco Unified Serviceability
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SIP

[SIP ]

Unified Communications Manager

1 | Unified Communications Manager

2 776

PSTN

7

T
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778 CSS
PSTN
1
a)
b) [ Incoming Calling Party Settings ]
Cisco Unified Communications Manager
CDR
2
a) Cisco Unified CM Administration [ System ]>][ Service
Parameters ]
b) [ Server ]
c [ Service ] [Cisco CallManager]
d [ Advanced ]
e) MGCP
H.323
o[ Incoming Calling Party National Number Prefix ]
o[ Incoming Calling Party International Number Prefix ]
o[ Incoming Calling Party Unknown Number Prefix ]
o[ Incoming Calling Party Subscriber Number Prefix ]
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Cisco Unified Communications Manager

1 Cisco Unified CM Administration [ Call Routing 1>
Class of Control ]>[ Partitions ]
2
3 Cisco Unified CM Administration [ Call Routing ]1>]
Class of Control ]>[ Calling Search Space ]
4
5
1 Cisco Unified CM Administration [ Call Routing 1>

Transformation Pattern ]> [
Calling Party Transformation Pattern ]
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