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<?xml version="1.0" encoding="UTF-8"?>

<!--With Single Cluster agreement the entityID is always the publisher FQDN-->

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"

ID="cucmOa.identitylab20.ciscolabs.com”" entity ID="cucmOa.identitylab20.ciscolabs.com">
<!--We don't require AuthN or signed Assertions but comply to what the IdP requests-->

<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDzzCCA........ </ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--Certificate for Signing and/or Encryption-->
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDzzCCA........ </ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--We only support name-id format transient-->
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<!--ACS URL for the Client to POST the answer from the IdP, two per node in
the cluster-->
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://cucmla. identitylab20.ciscolabs.com: 8443/ssosp/saml/SS0/alias/cuanla. identitylab20.ciscolabs. con”
index="0"/>
<md:AssertionConsumerService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https: //cuama. identitylab20 . ciscolabs . com: 8443/ssosp/saml/SSO/alias/cuanla. identi tylab20 . ciscolabs . com'
index="1"/>
</md:SPSSODescriptor>
</md:EntityDescriptor>
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<?xml version="1.0"?
<!--entityID=IdP Entity ID-->
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
ID=" bl2felb5-6866-40cc-94be-9d9d8cb71916"
entityID="http://WIN-2019SSO.cisco-dod.com/adfs/services/trust">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="# bl2felb5-6866-40cc-94be-9d9d8cb71916">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<!--Sign the metadata provided to the SP for extra security-->
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<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VAcIv2uw6zG8YVVWPOIDYMZ/e7CN9040R8XBGiysujY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>44RAgZ17YfwLdcRodZPcZ5PH05sLVbkDx4uAYq+EC4K+ZhiTs8aUzZQ/
</ds:SignaturevValue>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<IDPSSODescriptor
protocolSupportEnumeration="http://docs.oasis-open.org/ws-sx/ws—trust/200512
http://schemas.xmlsoap.org/ws/2005/02/trust
http://docs.oasis-open.org/wsfed/federation/200706"
ServiceDisplayName="administrator.cisco-dod.com">
<KeyDescriptor use="encryption">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MIIGHzCCBQegAwIBAgITHAAADUerWbVHygqoM
</X509Certificate>
</X509Data>
</KeyInfo>
</KeyDescriptor>
<KeyDescriptor use="signing">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<X509Data>
<!--Cert for signing and/or encrypting the SAML Assertion-->
<X509Certificate>MIIC7jCCAdagAWIBAGIQJIH7dLi/ v v e . </ds:X509Certificate>
</KeyInfo>
</KeyDescriptor>

<!--Single Sign On Service details for HTTP-Redirect and HTTP-POST-->
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://win-2019sso.cisco-dod.com/adfs/1s/"/
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://win-2019sso.cisco-dod.com/adfs/1s/"/>
<!--NameID format offer for this agreement-->
<NameIDFormat>urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://win-2019sso.cisco-dod.com/adfs/1ls/" index="0" isDefault="true"/>
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact"
Location="https://win-2019sso.cisco-dod.com/adfs/1ls/" index="1"/>
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://win-2019sso.cisco-dod.com/adfs/1ls/" index="2"/>
</IDPSSODescriptor>
</EntityDescriptor>
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Same Relay state as the SAML

request from the CUCM

Isalehstmt‘"ZOZO-OT 19T18 58:34 8382'
InResponseTo="526e353009f0e6acal 36¢1f2dc0a9 b9b352edacOfe”

T e T T T e AN 2 Uproteret

>
<samllzsuer xmins:saml="urn:oasiz:namesitc.SAML:2.0:azzertion">
ping8a.uc8sevtlabl13.com
<[zamllzsuer>

<samip:S >
<samip:StatusCode Vaue="urmoasis:namesic:SAML:2 0:status:Success” />
< [samlp:Status>

<..amlA::ertron D= anGOMR'IhOX gyB V&JYWOQr:BDZ

450596

<samllscsuer>ping8a.uc8sevtlab13.com</samllssuer>

<ds: Signature xmins:ds="http://www.w3.0rg/2000/09/xmidsigh">
<ds:Signedinfo>
<ds:CanonicalizationMethod
Algorithm="http://iwww.w3.0rg/2001/10/xml-exc-c14n&" />
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmidsig-more#rza-cha256" />
<dsReference URI="#anGOMR 1hOX.gyB_v6JYw09rz8p2">
<ds:Tranzforms>
<ds:Transform
Algorithm="http://www w3 .0rg/2000/09/xmidsig#enveloped-signature" />
<ds:Transform Algorithm="http:/iwww.w3.0rg/2001/10/xml-exc-
cldng" />

<jdsTransforms> — -
<ds DigestMethod IdFl’_ Signature for CUCM to
Algorithm="http:/www.w3.0rg/2007 /0 Bl
<ds:DigestValue>
B/xBL6E0Id3nlkxmwoR9e9Zanxj9XxFOJEOE/NSFBNgc=
</dzDigestValue>
<[dz:Reference>
</ds:Cignedinfo>
<ds:SignatureVauue>
iK5z/+rPzI9CEGYTrTQIBXy/ .
</ds:SignatureValue>
<[ds:Signature>

450597

. ID F /31 5—0 SAMLSS0 D E#



| 1D F0/31 5—0) SAMLSSO DE#

SAML OAuth

samLoAuth 25 70— [

NamelD format CUCM only
PP~ supports transient

<gam| o EEFI>
<samiNamelD Format="umn:oass:namestc:SAML:2 0:nameid-format:transient”
NameQualifier="ping8a.uc8zevtlab13.com”
SPNameQualifier="cucm8a.uc8sevtiab13.com"
>04KMI3akNvagmfiicoRRG3vWnU3</samNamelD>

oul on = UM 0a5I5.NameSs1C G -cm r>

<saml:SubjectConfirmationData Recipient="https://cucmBa. uc8sevtab13.com: 8443/ssosp/saml /SS0/al é:/mc’nSa,ucB::ev[zﬂB,co’nn
NotOnOrAfter="2020-01-19T19:03:35.262Z"
InResponseTo="526e353009f0e6acal36c1f2dc0agb9b352edacOfe”

/>

\ </samtSubjectConfirmation>

<sam ons NotBetore="202 2022 ]

IdP confirmation to the

NotOnOrAfter="2020-01-19T19:03: 35262 [}
> . 1ime window when this SAML )]
<ZamIAUdEenceRestrcion> assertion is accepted 8
<samli:Audience>cucmga.uc8zevtiab13.coms</saml:Audience>! Te]
</saml:AudienceRestriction> ~
</samiConditions>
<samlAuthnStatement Sessionindex="anGOMR 1ThOX.gyB_v6JYw09rz8p2"
Authninstant="2020-01-19T18:58:35.220Z"
>
<zaml:AuthnContext>
<samlAuthnContextClassRef>urn:oasis:names:tc:CAML:2 0:ac.classes:unspecified</saml:AuthnContextClassRef>
</saml:AuthnContext>
<jsaml-AuthnStatement>
<sam Statement>
<samlAttribute Name="uid"
NameFormat="urn:0asis:names:tc.SAML 2 0:attrname-format basic"
>
<sami:AttributeValue xsitype="xs:string”
xminzsxs="http://www.w3.0org/2001/X "
xmins:xsi="http:/iwww.w3.0rg/2001 JXML.,che
_ >paucore</samlAttributeVaue> Mandatory uid Attribute o
</samLAttribute> i)
</sami:AttributeCtatement> 8
<IHMLASIETION > <t
</samip:Responze>

au_Ejytj__
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