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ML7=%., ROFINETHEIP 7 RLAZRETAHAI ENTEET,

AT w75 FHREO NTP Y—N—F 72 [THHER O ATRE 72 B DOAMEE NTP H— " —% A L £ 7,

NTP H—"—ZREL, Ry bV —IVRELZRFLIZIE, 22 —/h 50D Video Mesh

S = FOIEFEF = v 7 | OFMEIHE- T, FE S NTP F—" =2 L THRZNEL <

A SN TND Z L AR TEET,

GE) BHEODNTP y—_R—ZRETHHEE. 72— F—_"—DR—=1 o ZERIE 40 7
‘(“\TO

ATFYT6 (F7vay) LEICEUT, RAMMELITIRAAS CEZERELET,

Gx) « 7T RIS B TEX AL 91T, VideoMesh / — R IZHRET HHRA |
NN TFOREHERALET, BRESTIL, KCFE/NCFER—FEnT
WEH A,

* FQDN L7238 A M B 123 ET 25813, AR TR ATREZR B A A
YEANTDHERHY £79, FQDNOR S, 64 L FLTIZT 2 HENH Y
E

ATy FT1 [RE (Save) 127V v7 L, [EEERTEL THIEE (Save Changes & Reboot) | DJIEIZER
LET,

RAA o ZdaE L2 a1, REFHIZ DNS ORRGESTT OV E T, fEE S 472 DNS r—r3—7
RLUAZMHLCTFQDN (ARA R & RAA V) R TELRWGA, BERERINET,
LA L CIRFA IR TE 48,/ — RIZRESN TS DNS T FQDN Z ik T& 5%
F T, aI—/LIIHEE L £ A, VideoMesh / — K U7 — &, Fv NT—IHEROEENE
72 9,

RDEZRY

Fwy NU—273E (IP7 KL A, DNS, NTP72 &) TY 7 V=T A A=V %A A R—)b,|
BRL, = H—T T4 A%y NU—7 TT 7 BAFEICT D E, TORDFIEICHEITL T,
X2 VT 4 THRESNTVWAH I T T NIRRT HZ N TEXET, VideoMesh / — R IZF%
EINTWDLIPT RLAIZIX, Z ¥ —TITA ARy NT =IO DRT VT EATEET,
X2 U T4 OBEPBIE, J— Rt WAF~—DOEBEL TN ) — A 2 —T =1 A
TIRBALTHEREFATTE DL IR TET,

VideoMesh / — F D4ty NU—7 A v B —T = A ZDORE (12 2—3)
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Video Mesh DA |

B videoMesh / — F ostEER Y FO—H (V8 —T 14 ROBE

VideoMesh / — K DRy D —D A3 —T x4 X

DEXE

ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

)= RINA T4 R, NEbry N — 2R Li2th. *y hU—27 O DMZ N T
VideoMesh / — K ZRBBH L TWAHEIL, /MFy NU—0 A F—T =24 AEFHELT,
¥ (NE) M 749 75BN NT T 4w I BT AZ N TEET,

FIE

VideoMesh / —F a2V — /DA A A=a—"T, [55& IP#m (5External IP
Configuration) ] DA 7> 2 V&@LU, [EIR (Select) 1227V v 7 LET,

[1 B%hML/ESN1E (1 Enable/Disable) 1. [ZE#R (Select) ] DIHIZER L7 5, [(FLY (Yes) 1%
BINLT, /=R THIP 7 RL AL T a v Z2HME L £,

My U= TITo72 5912, [IP7 KLRX (IPAddress) ] (UFER) . [RRY
(Mask) J. BEO[F—btox4 (Gateway) | DfEE AT LET,

GE) [41 52— 4R (nterface) 1 7 4 —/L KiZiZ, /—FOANA L H—T A R
DAHFTNRR SIVET,

[#£7F L THE#&E (Saveandrestart) |27V v 7 LE1,

T 2T IVIPT RVREFENCT B0/ — REFEY 77— T2 &, ERWNRFHPL—T ¢
YNV BNHEIMICRESNE T, b0 —E, T4 R—=E 7T AP T KL A
DRT T4 IN, WA v Z—T 2 A RAEFERTLHZEEZRELET, XT VI I TAD
IP7 RVABIO NT 7 4 v 7121, A —T oA ARFERHEINET, BT, MADL—
T AT N—NVEERT DN TEET, ez WA v X —T = A AHD EEE %
REL, SMBRAAL o ~DT 7 AZFFATHVENH H5H72 LT,

G¥) FEEDRIIZEBWTIE, BEFO SSHEGENKR TIT23H808360 3, X7V v 7
FPHOIP 7 RV A AT 24O E . VideoMesh / — R O/X7 Y » 7 1PT K
L A~D SSH ¥t & HHESL T DL ERH D F7°,

WERIP 7 R R LA IP 7 R LU AREZMER T DL, 2 V=N DAAL U A =a2—0 b [4
2B (4 Diagnostics) 1 IZ&@E) L T, [Ping] Z &R L £,

[Ping] 7 4 —/v RIZ, ANEBOSEIHFEIZIIWNERIP 7 KL A2 ET A M4 5%5607 KL A% AT
L. [OKl %27 VUv 7 LET,

* cisco.com 72 E OIS AT A N LET, BEILTESE ST, NS v —T = A A D5
AT VB A LI Z ERFERITRINE T,
cHEIP 7 KL AZETANLET, RBILIZGER, AHA v —T =2 ANLT KL A
T 78 RASINIZZ EBERITRENET,
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| Video Mesh DA
video Mesh / — 1 API ||}

RDERY
Webex 7 5 7 K~® Video Mesh / — RO (33 =2—3)

Video Mesh / — K API

Video Mesh / — N APl Z#fE 9% &, MHEPEE X, Video Mesh / — RIZBHHEI 5/ A T —
K, WEB L OB R Yy NT—TRE. AT T AE—F, BIOYV—N"—FEHELZEEHT
XF9T, ZNDHDAPLIE, Postman 72 XD APIY — /L& N L TCHRHTZ G, DA 7Y
T REER LT E b TEET, 22— =L, DLTICRTHERICES T, @@=
RARA L~ (V—=RIP £72IXFQDN OW Tz TEES) | AV v R, R, ~v
H—, KRR EEMMUTAPLZRFOH L, MRS L7 7 a2 F 7L, MR AR A
ERAGTHAMERDH Y 7,

VMN &2 API

Video Mesh & HE API 2135 &, M#MEHEIIVideoMesh / — KD AT F L RE— KL
BWEET T RRAT— REEHTEET,

AVUTFUVRE—FDRT—RAREZRITES
BUEDA LT TV AE—ROAT—H ARG LET (FPHIShDAT =SR2 A F7,
R, FRIXV 7R MER)
[GET] https://<node_ip> /api/v1/external/maintenanceMode
EFA] : Video Mesh D2 —+H—4, ( Tadmin] ) &/8AU— K& H9 5 EARGE,
YOTIWLRRUR
BTNV VARS AL
{
"status": {
"code": 200,

"message": "Success"
}l
"result": {
"isRegistered": true,
"maintenanceMode": "pending/requested/on/off",
"maintenanceModeLastUpdated": 1691135731847

}
BTV RAR A D
{

"status": {

"code": 401,
"message": "login failed: incorrect password or username"

}
YTV AR A B

Video Mesh D& A .



Video Mesh DA |

B 177 x=—reapzrasncys

AUFF

D

"status": {
"code": 429,
"message": "Too Many Requests"

}

— FZBDFRFESICT D

VideoMesh / — R&Z AT F U AE—RIITHLE, a— P —ELRADITL—RAT )V vy bZ
T EFEITLET Bl a—rozif AnaElE L, BEFEOa—/RET T 25FE ThrRK2EE
R L E9) .

[PUT] https://<node_ip> /api/v1/external/maintenanceMode

)\

CE)  TIT 4T Ra—nANRWEEIZOIR, 2O API O L ET,

#FA : Video Mesh D =—H—4, ( lTadmin) ) & /32U — NaAf 4 % EATUGE,

AKX
{

"maintenanceMode": "on"

}

 maintenanceMode : XETADA LT T L AE—ROAT—H A ( Ton] £721% Toff] ) .

DOIRRAYHE—:
(272> %47 | . Tlapplication/json]
YUTWLRARUR
P TNVVAR AL
{
"status": {

"code": 200,
"message": "Your request to enable/disable maintenance mode was successful."

}
YTV AR AL
{

"status": {
"code": 4009,
"message": "Maintenance Mode is already on/off"

}
BTV RAR A D
{

"status": {

"code": 400,
"message": "Bad Request - wrong input"
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| Video Mesh D& A
admin X2 7— K£ZET5 ]

}

admin /AXTJ— FZEET 5
EHHEL—P—DNRAT— REERLET,
[PUT] https://<node_ip> /api/v1/external/password
A : Video Mesh D r—4—4, ( Tadmin) ) &SR U — R&fEHT 2 AL,

A :
{

"newPassword": "new"

}
» newPassword : Video Mesh / — F® lTadmin] 7 H 7V ¥ MIRETHH LWV IAT — K,

DOIR Ay HE—:
(272> %47 | . Tlapplication/json]
HUTIWLRAKRUR
TNV AR A
{

"status": {

"code": 200,
"message": "Successfully set the new passphrase for user admin."

}
YTV AR A D
{
"status": |
"code": 400,
"message": "Enter a new passphrase that wasn't used for one of the previous 3
passphrases."

}
}

VMN v ~k7—% API
Video Mesh % v U —27 APl i 19" % &, #MMEHEFIINMB LMD R Y FU—27 3%
ExBERTEET,

Ny D=V REERET S
SRy NU— 7 ISEZNINE AR L E T, MRy P U= BEDNI RS TV GE
E ANBIP T RL A AN TRy h~RA 27 BROINETS—bo = A S EE L ET,
[GET] https://<node_ip> /api/v1/external/externalNetwork
#FA : Video Mesh D =—H—4, ( lTadmin) ) & /32U — N2 4 % AAGGE,
YOTIWLRRUR :

Video Mesh D& A .



Video Mesh DA |
B ssxoro—varraess

YTV ARA]
{

"status": {

"code": 200,

"message": "Successfully fetched external network configuration."
}l
"result": {

"ip": "1l.1.1.1",

"mask": "2.2.2.2",
"gateway": "3.3.3.3"

}
YTV AR AL
{

"status": |

"code": 200,
"message": "External network not enabled."

}
P TV AR RS
{

"status": |

"code": 500,
"message": "Failed to get external network configuration."

}

Ny FO—URETHRET S
SRy P =7 OREEEELET, TOAPIZMAL T, SMBIPT FL A, A7 %
F~2A7, BEWIWNETS— b U =2A ZEHL TSRy NV =7 A U F—T = AERIEET
FMRET DL LBIT, MRy NU—Z 2 AT DL ENTEET, £o, SNy hU—
7 BN T DD BN TE ET, MRy MUY= REZLETLH L, /— FRHES
LTAEENEHSNET,
[PUT] https://<node_ip> /api/v1/external/externalNetwork

Y

GE)  ZhiE, T4 FPOEHENRAT— RRERE IR, B LB &7 Video Mesh / — F
WX LTOARETEET, /— FEMAMICEE LB, ZOAPIZFEHLARNTLEE
A

¥ : Video Mesh D= —H—4, ( ladmin| ) &/3AD — &M % HEAGE,
AX :
HEBR Y O —O DEIE

{

"externalNetworkEnabled": true,
"externalIp": "1.1.1.1",
"externalMask": "2.2.2.2",
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| Video Mesh D& A

sgry ro—vBErRETs ]

"externalGateway": "3.3.3.3"
}

HERR Y b —U DEEIIE
{

"externalNetworkEnabled": false

» externalNetworkEnabled : #M% >~ b U —27 2B E 213N 57— A (true F7215
false)

« externallp : JBNN3 D44 1P
s externalMask : MRy NT—7 DXy v R

s externalGateway : MR Y NV —27 DT — M7 = A

JOIRRAYE—:
(72> 247 | . Tlapplication/json]
HUOTIWLRRUR
TNV AR AT

{
"status": {
"code": 200,
"message": "Successfully saved the external network configuration. This node
will reboot soon to apply the changes. Please wait for a minute and relogin to the node
to verify that all changes were applied."
}
}

YTV AR R D
{

"status": {

"code": 200,

"message": "Successfully disabled the external network. This node will reboot
soon to apply the changes. Please wait for a minute and relogin to the node to verify
that all changes were applied."

}
}

YTV ARL RS
{

"status": {
"code": 400,
"message": "One or more errors in the input: Value should be boolean for
'externalNetworkEnabled'"
}
}

PP ARS A 4
{

"status": {
"code": 400,
"message": "External network configuration has not changed; skipping save of the
external network configuration."
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Video Mesh DA |
B nsroro—vomenEs s

NERy FT—0 DFHERSET 5
Xy RNU—27F—R IPT KL A, 7%y h~RAZ | F—hU=A, DNS¥ ¥ v 7Dt
#l. DNSH—/3— NTPH— 3— WA v ¥ —7 = AMTU, KA M, AL E2ELN
Ry MU — V7 REOFEME BT L ET,
[GET] https://<node_ip> /api/v1/external/internalNetwork
EFH] : Video Mesh O —H—4, ( Tadmin) ) & /3R U — K& 5 EARGE
YUTIWLARUR
TV LAR AL
{

"status": {

"code": 200,

"message": "Successfully fetched internal network details"
}!
"result": {

"dhcp": false,

"ip": "1.1.1.1",

"mask": "2.2.2.2",
"gateway": "3.3.3.3",

"dnsCaching": false,

"dnsServers": [
"4.4.4.4",
"5.5.5.5"

] 4
"mtu": 1500,

"ntpServers": [
"6 6 6 6"
] 4
"hostName": "test-vmn",
"domain" . mi

}

PP ARS AR D

"status": {
"code": 500,
"message": "Failed to get Network details."

}
YTV AR A D
{

"status": {

"code": 500,
"message": "Failed to get host details."
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ons 4——%5%ET5 [

DNS H—/\—%#R&ET %
BT LV DNS $—/3—TDNS h—"—ZFTH L 7,
[PUT] https://<node_ip> /api/v1/external/internalNetwork/dns

)

GE) ZOLHEEZTHIENC, / —REALTFUAE—FRICLET, /—REALUTFH U AE—RIT
BATT 2 HIEOFMIHOWTIE, (AT F U AE— FEAELIZTEDNCT S (14 ~2—
V) | EERLTITESN,

¥ : Video Mesh D =—H—4, ( Tadmin) ) & /32U — NAAf 1§ 2 EATEGE,

AX :

{
"dnsServers": "1.1.1.1 2.2.2.2"
}

» dnsServers : BHFT D DNS — 33— A=A TXY) 5N 7-#EED DNS Y— 3 — % fif
T&FET,

DOIR Ay HE—:
(272> %47 | . Tlapplication/json]
HUTIWLRAKRUR
PUTNVAR A
{

"status": {

"code": 200,
"message": "Successfully saved DNS servers"

}
BTV RAR A D

{
"status": |
"code": 409,
"message": "Requested DNS server(s) already exist."

}
YTV AR RS

{
"status": {
"code": 424,
"message": "Maintenance Mode 1is not enabled. Kindly enable Maintenance Mode and
try again for this node.™
}
}

NTP H—/\—%4RET 3
NTP —_R—Z i LW —_R—THEHF L £7,
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B rxracrrqoemets

[PUT] https://<node_ip> /api/v1/external/internalNetwork/ntp

N

GE) ZOEEZEITHEN., /—FEALTF U AE—FRIILET, /J—RE2ALVTF U AE— R
BATT D HEDOFEMIZHOWTIE, (AT F o AE— REAREITENCT D (14 ~2—
V) | EERLTLITESN,

A : Video Mesh D —H—4 ( ladmin) ) & /SR DU — RF&fEHT 2 FEATGE,
AX :

{
"ntpServers": "1.1.1.1 2.2.2.2"
}

e ntpServers : T 5 NTP h—/ 83—, ARX—ZA TR LTI D NTP Y — " — 2] T
TET

JOIRRAYE—:
(a7 247 | . Tlapplication/json]
HUOTIWLRRUR
TNV AR A
{

"status": {

"code": 200,
"message": "Successfully saved the NTP servers."

}
YTV RAR A D
{

"status": {

"code": 409,
"message": "Requested NTP server(s) already exist."

}
FUT NV ARS RS
{
"status": {
"code": 424,
"message": "Maintenance Mode is not enabled. Kindly enable Maintenance Mode and
try again for this node."

}
}

RARRBE A VZEHRET S

Video Mesh / — RODHRA My & RAAL U EHFHLET,
[PUT] https://<node_ip> /api/v1/external/internalNetwork/host
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| Video Mesh D& A
DNS ¥ v oo eapErEEm<ss [

\)

GE) ZOLEEITHRNS., /—FEALTFUAE—RNIILET, /— FOAFEE L, ZH %05
SNFET, /= REAUTFUAE— NIIBITT D HEOFHMIZOWTR, AT
T READELITENCTD (143—) | 2L TSN,

A : Video Mesh D —H#—4 ( ladmin] ) & /SR U— &M 2 FEATEGE,

AKX :
{

"hostName": "test-vmn",
"domain": "abc.com"

s hostName : / — ROFH LWF A M,
sdomain : / — FDHKRAREDHFLWRAAL Y (AT ay) ,
JOIR AN YH—:
(272> 247 | . Tlapplication/json]
HOTILLARUR

YTV AR A ]
{

"status": |
"code": 200,
"message": "Successfully saved the host FQDN. This node will reboot soon to apply

the changes. Please wait for a minute and relogin to the node to verify that all changes
were applied."
}
}
P TI L AR A2

{
"status": {
"code": 400,
"message": "Unable to resolve FQDN"

}
PPN AR S
{

"status": {

"code": 409,
"message": "Entered hostname and domain already set to same."

}

DNS v v o U T ZBNEIFEMNCT S

DNS v v v 7 OBENELITENI L ET, DNS F = v 7 OFRIZ 750 2 URLLEND
ZENRSBWGE, FRIEV AR — N THREINLTWDAIGEIL. Sy v v T EFDCTD
ZEERBEILTLLEE N,
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Video Mesh DA |
B sz rxmmuzeess

[PUT] https://<node_ip> /api/v1/external/internalNetwork/dnsCaching

S

GE)  ZOEEEATOANS, /—REAVT TV AE—RIZLETS, /— FPFES L, 25
ENET, /= FEAUT T AE— NIZBTT D HIEOFMICONTIE, AT TR
T FEAHELTINCT D (14~—2) | ZBRLTILZE,

A : Video Mesh D —H—4 ( ladmin) ) & /SR DU — RF&fEHT 2 FEATGE,
AX :

{
"dnsCaching": true
}

+ dnsCaching : DNS ¥ v V> J3%E, 7 —/VE (true £7213 false) &% IFANET,

JOIRRAYE—:
(a7 247 | : Tlapplication/json]
HUTIWLRRUR
TNV AR A

{
"status": {
"code": 200,
"message": "Successfully saved DNS settings changes. This node will reboot soon
to apply the changes. Please wait for a minute and relogin to the node to verify that
all changes were applied."
}
}

YTV AR A D

{
"status": {
"code": 400,
"message": "One or more errors in the input: 'dnsCaching' field value should be
a boolean"
}
}

YTV AR RS
{
"status": {

"code": 409,
"message": "dnsCaching is already set to false"

}

A3 —T14AMIU ZH/RET S

J—=RDFy NI—T A H—T 2 ADFKKrE2r=y kb (MTU) %7 7 4 /v MED 1500
MOHZEFELET, 1280 ~ 9000 DEZ A TE £,

[PUT] https://<node_ip> /api/v1/external/internalNetwork/mtu
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tva—Tz42MUxRETS

\)

GE) ZOLEEITHRNS., /—FEALTFUAE—RNIILET, /— FOAFEE L, ZH %05
ENET, /= FEAUT T A= NIZBITT D HIEOHMICONTIE, AT TR
T READELITENCTD (143—) | 2L TSN,

EFHl : Video Mesh D —H—4 ( Tadmin] ) & /XA T — K& 3 2 AL,

AKX :
{

"internalInterfaceMtu": 1500

}

s internallnterfaceMtu : / — RDORy hU—7 4 X —T = f ADJHKREEL= > b, flIT
1280 ~ 9000 THHMENRH Y 77,

JOIRAYHT—:

(a7 247 | : Tlapplication/json]
YUTILLRARUR
TV AR AL

{

"status": {
"code": 200,
"message": "Successfully saved the internal interface MTU settings. This node
will reboot soon to apply the changes. Please wait for a minute and relogin to the node
to verify that all changes were applied."
}
}

YT ARARD
{

"status": {
"code": 400,
"message": "One or more errors in the input: 'internalInterfaceMtu' field value
should be a number"

}
}

YT ARSAS

"status": {
"code": 400,
"message": "Please enter a number between 1280 and 9000."

Video Mesh D& A .
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B vwns— sz an

VMN H—/\—3iEEAE API
Video Mesh H—/3—FEB & API 195 & M B 13 Video Mesh / — NIZBE4~ % ik
AEZER, 58, YUrun— R BLOHIFRTE £3, MOV TE,  [Unified CM &
Video Mesh / — R COFEIET = — > DM (58 =) | ZBHL T ZEW,
CSREEBAE Z1ERL Y B
FEE SNIFEIIC AW T, CSR REMEEA EK) FEAE L WEF—2 AW L £1,
[POST] https://<node_ip> /api/v1/externalCertManager/generateCsr
25 : Video Mesh D= —H—4% ( Tadmin] ) & /%A U — R 2 HEATGE,

A :
{
"csrInfo":
{
"commonName": "1.2.3.4",
"emailAddress": "abc@xyz.com",
"altNames": "1.1.1.1 2.2.2.2",
"organization": "VMN",
"organizationUnit": "IT",
"locality": "BLR",
"state": "KA",
"country": "IN",
"passphrase": "",
"keyBitSize": 2048
}
}

» commonName : f4, & U CHE I 4172 Video Mesh / — R® IP/FQDN,  (#7H)
e emailAddress : T—V—DEFA—1LT KLA, (X7 ar),

caltNames : 7> =7 MEHL (7T a ) . HEOAX—ZATXY] 5472 FQDN % {f
AT&FEd, BETIHAIL. L E2E02LENH Y £9, altNames BFEE I TV
RS 1T, altNames OfE & L C commonName 2 L =17,

« organization : fHfk/=thO4ATH, (AT ar)

- organizationUnit : #fHAL, FEF., /L —747%E (ER)

« locality : HIXHTAS, (A7 =)

e state : M/ATEMNE, (7T ar) .

« country : [E/Hulik, 2 CFOWEEE, 2 XFEBIX TAN LN TLEEN, FFvay)
« passphrase : FAE X —D/XA T L—X, (A7 av) ,

* keyBitSize : EF—DE Y Mo X, FFEMEIZ. T 7 40 8D 2048 £7213 4096 TT,

(F7F>ay) .,

JOIRAYH—:
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csrimiE Rt %

(a7 247 . Tlapplication/json]
YUTIWLARYR

PPV RAR A

"status": {
"code": 200,
"message": "Successfully generated CSR"
}I
"result": {
"caCert": {},
"caKey": {
"fileName": "VideoMeshGeneratedPrivate.key",
"localFileName": "CaPrivateKey.key",

"fileLastModified": "Fri Jul 21 2023 08:12:25 GMT+0000 (Coordinated
Universal Time)",
"uploadDate": 1689927145422,
"size": 1678,
"type": "application/pkcs8",
"modulus": "S4MP1EMODULU2"
}I
"certInstallRequestPending": false,
"certInstallStarted": null,
"certInstallCompleted": null,
"isRegistered": true,
"caCertsInstalled": false,
"csr": |
"keyBitsize": 2048,
"commonName": "1.2.3.4",
"organization": "VMN",
"organizationUnit": "IT",
"locality": "BLR",
"state": "KA",
"country": "IN",
"emailAddress": "abc@xyz.com",
"altNames": [
"i.1.1.1",
"2.2.2.2"
]I
"csrContent": "-—-—-- BEGIN CERTIFICATE
REQUEST----- \nS4MPlE_C3RT_CONT3NT\n ————— END CERTIFICATE REQUEST----- "

"encryptedPassphrase": null

PPV RARS AR D

"status": {
"code": 400,
"message": "Private key already exists. Delete it before generating new CSR."

YT ARSAS
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Video Mesh DA |

MRAEEA O VO—FT D

"status": {
"code": 400,
"message": "CSR certificate already exists. Delete it before generating new
CSR."

P IV L RARS R 4

"status": {
"code": 400,
"message": "CSR certificate and private key already exist. Delete them before
generating new CSR."

}

YTV ARSARS

"status": {
"code": 400,
"message": "There were one or more errors while generating the CSR: The
\"Country\" field must contain exactly two A-Z characters."
}
}

CSREIFAZE A4 >O0—FKd 5%

ERENTZ CSRAEHEEZ X U rn— FLET,
[GET] https:/<node_ip> /api/v1/externalCertManager/csr

[EEE&HV>B—F (Sendand Download) ] 47> a v &HHLTCZ 7 ALV EX U m—K
THLZEHLTEET,

A @ Video Mesh O —#—4, ( ladmin] ) &/NRA U — K2l 4 2 BAGEGE,
YUOTILRKRUR

YT ARA]

YTV ARAD

"status": {
"code": 404,
"message": "Could not download, CSR certificate does not exist."
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wEr—x5y0—172 |

MEX—zZ4o0—F95%
CSRAEAE L & bITEMINTWEF—2 XV n— FLET,
[GET] https://<node_ip> /api/v1/externalCertManager/key
EELHAH>O—F (Sendand Download) 147 v a v AL Ty A LvEaFvra—K

TLZLELTEET,
#F Al : Video Mesh D —4—4, ( Tadmin) ) &SR U — R&fEHT 2 AL,
YUTILLRARUR

Yo FNV AR A ]

PP ARS AR D

{
"status": {
"code": 404,
"message": "Could not download, private key does not exist."

CSREEBAE ZHIFRY 5
BEfF D CSR GEMIEZ HIBR L £77,
[DELETE] https://<node_ip> /api/v1/externalCertManager/csr
¥ : Video Mesh D= —H—4, ( ladmin| ) &/3AD — &7 2 AL,
BUTILLRARUR

YT ARSA]

{
"status": {
"code": 200,
"message": "Successfully deleted the CSR certificate"

}

YTV ARSARD

{
"status": {
"code": 404,
"message": "CSR certificate does not exist."

Video Mesh D& A .
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WE X —ZHIRY
BEAfF DR X — & HIBR L £ 7,
[DELETE] https://<node_ip> /api/v1/externalCertManager/key
A : Video Mesh D —4—4, ( Tadmin) ) &/3A U — R&MEHT 2 AL,
YOTWLRRUR :

YTV AR A ]

{
"status": |
"code": 200,
"message": "Successfully deleted the private key"

}

BTV RAR A D

{

"status": {
"code": 404,
"message": "Private key does not exist."

CAZEZM SRS LEMEFT—ZA VA —ILT D

UL E N T2 CA BAfTEFEAE & B X —% VideoMesh / — RiZ7 v 77— KL, /—KiZ
FEAEEZ A VA R— L LET,

[POST] https://<node_ip> /api/v1/externalCertManager/uploadInstallCaCert
#FAl : Video Mesh D x—H—4, ( Tadmin) ) &SR U — RAfEH3 2 AL,
AX :
[form-data] ZfEH L C, WOT7 7 A NVET v 7 u—RLET,
o lertFile) &9 F—ZFFD CA BZBAMEEEWE (ot) 77 A L,
* [keyFile] &9 F—ZKOMEF— (key) 771/,
DOIRRAYHT—:
Content-Type : [multipart/form-data |

YOTIWLRRUR :

BTNV RARA]

{
"status": |
"code": 200,
"message": "Successfully installed certificate and key. It might take a few
seconds to reflect on the node."
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CABAM=HRELEr—54 2 b —1T 5 ||

s
"result": {
"caCert": {

"fileName": "videoMeshCsr.crt",
"localFileName": "CaCert.crt",
"fileLastModified": 1689931788598,
"uploadDate": 1689931788605,
"size"™: 1549,
"type": "application/x-x509-ca-cert",
"certStats": {

"version": 0,

"subject": {
"countryName": "IN",
"stateOrProvinceName": "KA",
"localityName": "BLR",
"organizationName": "VMN",
"organizationalUnitName": "IT",
"emailAddress": "abc@xyz.com",
"commonName": "1.2.3.4"

s

"issuer": {
"countryName": "AU",
"stateOrProvinceName": "Some-State",
"organizationName": "ABC"

s

"serial": "3X4MPL3",

"notBefore": "2023-07-21T09:28:19.000z2",
"notAfter": "2024-12-02T09:28:19.0002",
"signatureAlgorithm": "sha256WithRsaEncryption",
"fingerPrint": "11:22:33:44:AA:BB:CC:DD",
"publicKey": {

"algorithm": "rsaEncryption",

"e": 65537,

"n": "3X4MPL3",
"bitSize": 2048
b

"altNames": [],

"extensions": {}
}
bo
"caKey": {
"fileName": "VideoMeshGeneratedPrivate.key",
"localFileName": "CaPrivateKey.key",

"fileLastModified": 1689931788629,
"uploadDate": 1689931788642,
"size": 1678,
"type": "application/pkcs8",
"modulus": "S4MP1EMODULU2"
s
"certInstallRequestPending": true,
"certInstallStarted": null,
"certInstallCompleted": null,
"isRegistered": true,
"caCertsInstalled": false,
"csr": |
"keyBitsize": 2048,
"commonName": "1.2.3.4",
"organization": "VMN",
"organizationUnit": "IT",
"locality": "BLR",
"state": "KA",
"country": "IN",
"emailAddress": "abc@xyz.com",

Video Mesh D& A .




Video Mesh DA |

B cr=eazanzssyoo—rvs

"altNames": [
"i.1.1.1",
"2.2.2.2"
1,
"csrContent": "-—-—-- BEGIN CERTIFICATE
REQUEST----- \nS4MP1E C3RT_CONT3NT\n----- END CERTIFICATE REQUEST----- "
s
"encryptedPassphrase": null

PPV RARS AR D

"status": {
"code": 400,
"message": "Could not parse the certificate file. Make sure it is a properly
formatted certificate and try again."

}

YTV ARSAS

"status": {
"code": 400,
"message": "Private Key does not match Certificate (different modulus)"

YTV AR R 4

"status": {
"code": 202,
"message": "Certificate and private key PENDING installation. It might take
a few seconds to reflect on the node. If the node is in maintenance mode, it will get
installed once it is disabled."

}

CAERMEHAAEEZY Y O0—+T B

S = RIZA VA R—= L ENTWD CA BAFTEFEAELZ Y U u— FLET,
[GET] https://<node_ip> /api/v1/externalCertManager/caCert

EIEEHY>O—F (Sendand Download) 147> a v &AL T 7 AV EXyra—K
TAHZEHLTEET,

EFH : Video Mesh O —H#—4 ( ladmin] ) & /SR D — R&EHT 2 AL,
YUTIWLARUR

YTV ARA]

. Video Mesh D& A
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cABzi=gnEzEnTs

P FIV L RARS AR D

"status": {
"code": 404,
"message": "Could not download, CA certificate does not exist."

CAEZERfTEAAEZHIRRT S
J—=RIZA VA P—=ZNTW5 CA BAM EFEHAHELHIBRL £7,
[DELETE] https://<node_ip> /api/v1/externalCertManager/caCert
57 : Video Mesh O —H—4 ( ladmin] ) & /XA U — RK&EHT 2 FEATGE,
YTV LRARUR

YTV ARA]

"status": {
"code": 200,
"message": "Successfully deleted the CA certificate."

}

YTV ARAD

"status": {
"code": 404,
"message": "CA certificate does not exist."

H@BAPILAKRR

ERDOAPIOWT NN EFEH L TS & ZIZRETHAHREEDOH D L AR ADH % DL IR
L/i‘j‘o
VARV AF] 1 BEARTEFE GRS/ 74 UEENIELLS BV £H A,
{
"status": {

"code": 401,
"message": "login failed: incorrect password or username"

Video Mesh D& A .
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VARV AB2 : VMN IE, ZIUH6D APl YR — F T ANER NN~ g T vy T 7 L—FR
S TWEE A,

{
"status": |
"code": 421,
"message": "Misdirected Request 1:[undefined]"
}
}

VAR A3 N~y X —ICiRoTc ) 77 7—NANISNE LI (N X =BT Ehieno
7=9%8) o
{
"status": {
"code": 421,
"message": "Misdirected Request 2:[https://x.x.x.x/setup]"

}
}

VAR A4 L— MRZEZ THWET, LIE6 LTLHITL TSN,

"status": |
"code": 429,
"message": "Too Many Requests"

NEIL—T 4 VT IL—ILENEIL—T 4 VT IIL—IL%FE
my 3

TaT Nty NT—T 4 X —TxA A (NIC) OEBTIL, A% —7 A AL NERA
VH—=T 2 A ADZ—P—EFN— M=V EBNTDHZEICE-T, EVA LT3
EREDON—T 4 T HHET DN TEET, T 740 Mb— MI/— RIZEMshE
T, 7mE 2 AET T Ry NERIINEA X —T 2 A AN LTCT VB AT HMLEND
BERARNT RVA, BBV A v H—T 2 A AP T 7 BATHEMNERD DN T % v
FEFIIFEART RV R E, BINEERTHZ LR TEET, HBEISUT, ROFIEEE
fTLES,

FIE

ATV TV VA bavy g AEREA v F—T =A A5 [5 5488 IP #AL (5 External IP
Configuration) ] @& L. [ZEIR (Select) 1227V v 7 LE T,

AT97T2 BIL—T4 2T IL—ILOEE (3ManageRoutingRules) ] %R L, [ER (Select) 127 U »
7 LET,

TOR—VEPID TV EXIF, FTIANFDUARAT IV —TF 4 T N—L BT A MIFRR
ENFET, TZHNADITE, TRXTORNEB T 7 4 v ZITHNEA v X —T = A Az @ L., 4t
NI 74w 730N A v Z—T oA 2 EB LET,
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Webex % 5 F~0 Video Mesh 7 — F 5z ]

Manage Routing Rules

Jser Defined

PO RO )
@

COFrWNPE®

T <hdd internal route> <Add external route> < Delete routes >

LDV FEA— =T 4 REBINT 2120, ROFIEEZFEITLET,

ATv T3 MEIL L TROFIEEZFATLET,
o [#MERJL— b DIBID (Addexternalroute) 1% 7 U v 27 LT, AMERL— MICHEH9 % NS4
Txy NEFRIFIARARNIPT FLAEZATILET,
« [AERL— DB (Addinternal route) 1% 2 U v 7 LT, WEkL— MIERT2NEY
Txy hEFRIIFA NPT FLAEZ A LET,

EN—)VEBINT D E, FONL—NVIFN—TFT 4 T N— N DO—BIIERI, 22— —

N—L e LTS ET,

GH) T 74N b— FEHIRT S Z LIXTEEEAN, RELITREDO—F —
F—="—=F 4 FZHIBRT 52 LI TEET,

AR W AXZLN—T 4 T N— UL, MON—T 4 T LA T DAREMERH Y £, =& 2T
VideoMesh / — K A VX —T = A A~®D SSH ¥t %2 7 V) — X3 H5/NVL— LV EEHRTEEYT, =
DEIBRBPEIT. RONTNDEFEITL T, =T 4 I — L EHIRELIIET L ET,

«VideoMesh / — R OX7 Y w7 [PT KL A~0D SSH ¥4 2 B = £,

«ESXi 2>V —/L) 5D VideoMesh / — K ~D 7 7 & A

Webex 7 59 K~ Video Mesh / — KD &£}

WOFNEZMH L T, VideoMesh / — K% Webex 7 7 7 RIZ&ER L, BMOERZET LE

¥, /— F‘O)"\"ﬁ Control Hub 2 AT 2 541%, / —F&2EIVYTH I T AX B/ER L F

T, VAN DETIERDOAT 4T/ — KRSV | ZNEIURE ORIk D = —

# mﬂ%ti# BERTFNETIL, SIP 2 —VEEDHERK, 7 v 77— RKAFr Y a— VO
\ BROEF AR OREEBITWET,

Video Mesh D& A .
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Before you begin

o /= FORGEZBMGLIZG, 603 INICREZ T TTOLENDHY 3, £ TRVE,
AN HRY ES 22T TR0 R A,

« 7T UVNOR Y T T v T 1y 7 BT 72> TR, F 721 https://admin.webex.com
DS ZZFFI L TWAENE I D E R L ET,

s CEAVPITMERELRNESIC, FIFTAXDODTRTO /) — REREILT—ZtEL X—ICR
BILET, /—FROEBWEERANT T I T 4 ZZHOWTIL, [VideoMeshD 7 Z 24 | %
SR LT 7ZEN,

*VideoMesh / — F%& 27 T 7 NIZBEEETHHRA NERIT~T U0 b, Webex 7 7 U R & Bgk
I# % VideoMeshIP 7 R L A ICHHR CX AMLERH Y £ (T 27V NIC BREAN (B
Video Mesh / — RONIIP 7 KL A& ETe) ) o

Procedure

AT 71 [Control Hub] IZH A A LET,

BEEDOT T A AFER A L T Control Hub (2% A > A > LE 3, Control Hub & FEEHERE
X, Control Hub TEHEA L L TERIN TWA2—V—DLNERATE £9, FEMIzHOVT
X, TBET T FOEE] 22 L TLEI,

ATvFT2 [Y—ER (Services) 1>[/\1 T w K (Hybrid) 1IZBEIL, kOWTINEZRIRL ET,
sty hT7w T (Setup) : ZHEEET HEMIO VideoMesh / — K THLHLEEIL, 2D
FFvarEER L, RN (Next) |27V v 7 LET,
Note AN HOWTIE,  TVideo Mesh DRTESMEDFELT] 2B L T EE VY,

c FTRTHRT (Viewall) : T TIZ 1 DL ED VideoMesh / — R 28§k L TWHHAIE., =
DFAT v arz@RL, [JY—XADEM (AddResource) 1427V v 7 LET,

ATv 73 VideoMesh / — R ZA AR =L LTRELTNDZ EE2MRELET, [IXL, BT 5%
MTETULET (Yes, I'mready toregister...) ]2 27 Vv 27 L, [R~ (Next) 127V v 7 LE
—é—o

ATvTa4  [FHREK (Createanew) 1 F1zE [V 5 X ZDER (selectacluster) ] TLLFDWF juih 4 i
WLET,

T LW T AZ DAL, VideoMesh / — R ZE WY TAHY T AXZDOL4RTZATIL £9°,
BEFED T T AX DGR, 74—V KEZ Vv LT, HiLW/ — REBNT28FED Y
T AKX E] %E?Rb?iffo

Note 7T AKX, 7 71 A D) — ROHBEARELES PTG U AR 2T 5 2 & %
Hes L £4, 7~ & %X, TSanFrancisco] & AJTLET,

ATwv S5  [FQDN] E/=(X[IP7 FL R (IPaddres) ] T. Video Mesh / — K D5E4(Effi K A A L4
(FQDN) F72IWNESIP 7 KL AZ AL T, [RN (Next) 1227 U 27 LET,

. Video Mesh D& A


https://admin.webex.com
cmgt_b_webex-video-mesh-deployment-guide_chapter2.pdf#nameddest=unique_20
https://admin.webex.com/
https://collaborationhelp.cisco.com/article/fs78p5
cmgt_b_webex-video-mesh-deployment-guide_chapter2.pdf#nameddest=unique_42

| Video Mesh D& A

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

Webex % 5 F~0 Video Mesh 7 — F 5z ]

« FQDN Z i 4 234 1%. DNSIZ X > TR TEX B RAAL v Z AN LET,
cIPT7 RLAZMERATAEEIT. vV —nb ) — REFRETDHE-ODIHEHLI-ZOLFREL
WESIP 7 KL A& AT LET,

FQDN X, IP7 F UL ATk L CEBEMRTHILENH D £9, FQDN ORFEZFEITL T, AJ)
IAR—FE L WA RN L E T,

Note Fa2T VR NT—T L H—T A ATIE, SERIP 7 KL A® FQDN DFEN
PAR— RSN TWEHA, FQDNIZ, WEIP 7 KL AR AT STV B i TO
FBEMCTEET, ik, A UHEE ETHE S L2 DNS r— =2 H 35720
(2. FQDN DMRRT DB N HDH Z L2 /R L TWET,

[7v 79 L—FRZTa—)L (Upgrade Schedule) 1T, K], #HE, BLOX A LY — %
BIRL £,

FIANMIBADT v TV L= RA7 P a—LTF, BHOKEDH DAY, 2 — IR

TEET, 7y 77— FPFHFRERGA L, IR L7ZKF#IZ VideoMesh / — K Y7 F U =

THRABICT v TS — FIRET,

Note T w77 L— RBRIHATRER GG, [§F KTy TY L—F (Upgrade Now) ] %
FEHLCROALTF AT 4V RUDRNLT v 77 L— REBGET 20, [EH
(Postpone) ] LTLABED Y ¢ RU E TIEHTE 7,

BEFA—JLEH (Email Notifications) ] T, HFEHFDOE A —/LT FLAZBENMLT, —t
AT T =RV T My =T DT v 7T L— RICET @M e ik L9,

EHEOE A —/T FLAZESMICENSNET, LEISCTHIBRTE T,
ETAREREDA /A7 280X T, 1080p30fps DET A EHHLET,

TOREICEY, BREOFX Y NU—IPICHFEL, BEE O ATRE/R T A A &M H LT
%354, VideoMesh / — K THRA R &I —F 4 U ZIZBIL T % SIP 213 1% 1080p
0fps DETAZFEHTEES, ZOREIX. /— ROTRXTOZ ZAXTHEHASNET,

Note s ZORENA T DYHE, T 74V M 720p TY,

s Webex 7 7'V NYAR— N2 T AMGEEICONTIE, EGEEI—T 1>
TOETAHE] SRLTIIEE N,

[B&k5E T (Complete Registration) ] IZ#/R SN2 1EHMAZ#EA. [/ — FIZ#EE) (Go to node) ]
7V w27 LT/ —R% Webex 7 77 RIZEGKLET,

)= REMRT H70IC, 77U THLWWZ ZRHEET, ZOFIEEZ /—ROIPT R
L2 ZH LT VideoMesh / — R Z®—7 U X MTBMLET, B o+ AHZ, Control
Hub /X, VideoMesh / — R {ZU XA L7 NLET, IPT KL R&EE—7 U X MIBENT 54
ERHY ET, £ TRWGA, BEIIERLET, BE7otv 2L, /— KBRS A —b
STV I =T TA XXy NT—=IPBETTLIMLERHY £,

[Webex Video Mesh / — EA®D 7 9 2 X &A1 (Allow Access to the Webex Video Mesh Node) ]
A LT, [T (Continue) 1227V v 7 LET,

Video Mesh D& A .
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ATvIN

AT T12

[EFal (Allowed) 1227V v 27 LET,

THUY SBKEIEENS L, VideoMesh / — F B8RS, TEENSETLEL] 0 )
Ao —UNERENFET, ZI T, Video Mesh / — K 23 Webex (28RS E L,

Video Mesh / — K 1%, HEEOMEIRIZESW T~y ron /A4 U ERA2RELET, AREN
T~ oo A AFRITEBICHIRENIC R Y . BN ET,

R=BENY) 0% ) v I3 BHh, X7 %M LT [Video Mesh] _X—IZRE D £,

[Video Mesh] ~— 12, #$k L7z Video Mesh / — K BNEENIH LW T A NFRINE
—g—o

« VT AKIIBET DL, H LV VideoMesh / — KR BRFRREINFE T, ZHUIHKRINIC [BEkH
(Registering) | D A7 —X 2% ;R LE T, Webex flik COMERMERNZETTH L, /—
F725 [E479 (Running) 112DV £,

DV T NI =TIEI T I RA VT TARNT I F oD —EREZELa T Thd
72O, 79U RPLEFHEREGEL T 7Y Ry —EXLRMEND LI 5, HE
REHNX, S = REIZ T RICEGER LB T SICA VA M=V ENDILEERH Y T, £
7o BV v 7TV — KAV a— v EERTHI L TEET, GO VTE, I
A7V Yy FYP—ER VY —=20OH8T v 77 L— ] 2ZRLTIEEN,

BRI LT ) — RICTEARA—THA VA M=V LTEHAIX, “TEEF— R"OEOAT —X
ADT T—IEIRFEREINET, ZOT7 T—LFEFTTN, TEALA—TD 90 HOMT
ARG T4 200, BE2RY TR I 2T A AT E2A VA=A THZ Lot F
‘j‘o

Z OWFAT, VideoMesh / — R 1L, @BFEHICHITSNI h—27 VEAFEHL T, X207«
TR INT-F v 1~V % LT Cisco Cloud H—E 2 L i@{F T 2 ¥ A TE TV ET, Video
Mesh / — K I%, Docker Hub (docker.com. dockerio) & &i#{E L £, Docker iZ, fHSRH oD
S F ZF 72 Video Mesh / — RIZEA T D720 D 2 7 F ZHM9 5 7212 Video Mesh / — K
Lo THAENET, Docker Hub IZEZ AL 720D w7 A NEREFF- TV D DI Cisco 72
(7 T7, VideoMesh / — Fi&, FAIWY HHO @ 7 A @R %] LT Docker Hub [Z#55E L
Ty T —FRHAOarysrELAy - R T&EET,
Note A A=V, TV a = T —2DO—5E LT/ — RIEEEINDIT =y I W
PZFHADNWTH T m— RENET, Docker pull DBEFEDFEMIZ DWW TIE, AR

X2 AL FEZH LT E SV, https://docs.docker.com/v17.09/engine/userguide/
storagedriver/imagesandcontainers/#sharing-promotes-smaller-images

BER
Video Mesh / — R 1289 2 R OFHE LT Webex #HARICBE SR L=, ED X I ICEET S50
ICHEE L TLIEE W,
« B L\ Video Mesh / — K ZJEBAME. Webex 77U 38 L 1Y Webex DBk, ok 2 B,
LW/ — 2R LEYA, 77472 M, AZ—F 7 v 7R/ — ROB|ERE
M, Xy NT—JOEE, ¥ v =a2OFHBREZMRLET, 2 FHOMHKEIZ, bl
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Video Mesh / — K @ Quality of Service (QoS) DAEXL .

WEHE L LT, Webex 77U OFEEIE 721X Webex /L — A F721LT R 7 5T /34 2O HEE)
NTEET, £, 2—/T 7T 4T 15 Control Hub @ Video Mesh L 7R — MIF v 7
FrInET,

e Video Mesh / — R 1. 120D Webex fAfk Ikt A% THY . v~ LTFTFTF 2 FF 81 X
TIEH Y EFHEA,

*VideoMesh / — R 2T 0L HEH LWL OZBMET H121%,  [Video Mesh / —
REFRTD7 74T MeT A A ORESRLTLEIN,

* Video Mesh / — R 1%, BEVD Webex 1 N E/ITMMDO N A Z ~—F T2 iZ/\— hF—D
Webex ¥4 MR TEE£9, 72& 21X, ¥4 b AP VideoMesh / — R 7 T 2% % J&fH
LT, 1% examplel.webex.com KA A NZEELIZE LET, A b ADZ—F =)
mymeeting@examplel.webex.com (24 1 ¥ /LA > L7351, Video Mesh / — R A ffi H
L. WA= FBMERTEET, A4 P ARDZ—F =75,
yourmeeting@example2.webex.com (25 1 Y LT 5356, 4 FAO=2—VF—RHH DR —
71V Video Mesh / — R ZfiFH L C, ¥4 F B ® Webex #fkD I —7 ¢ - JICHHE L £
R

What to do next
BN — REBEET D2, OO FEZEY KL ET,

« T w77 L— RBFHARER G AR, TELRTRSEN T2 2RLET, 7o
7 L= R4 51213, ROFIEZZEITLET,

1. rbeVa=vr7—2F BX2U7 4 CREINTZT ¥ %I LT, Cisco
T —ALIL o TWebex 7 77 RIZF v v=ad&nEd, e va=rrr—Xii%E
ZENTWET, avrTToRs, 7aeVa=r T — X234, Ty
L, N=Ta R EREENET, F/2, VideoMesh / — i, ¥ = U T ¢ TRi#
ENTF vy XNV EN L TWebex 7 7 Rinb 7RV a =0 75 —2 20 LET,

2. VideoMesh / — FiZk o T ubeya=r 7 F—2nnolzAlifsans e, /—K
EHARD HEHO e 7 A VERTHRIESI, 20T T E2REDT = v 7 AL AFIT
5'7/13*]\1/ VAT LET v 77— RLET, VideoMesh / — R THEITIND
BarTFIF, AA—THET =y 7V AREENLTWHET, ZNOLDOEMER, &
X2 U7 4 CREINTZT Y RNV EHEHLTWebex 7 70 RIZT v — RaivE
7

Video Mesh / — K D Quality of Service (Q0S) D E%hIE

1R8O BRI

X ERITEHIN TS, BRI 7 AT U4 =LA — FOEFEEZITWVET,  [Video
Mesh CEAINDHR—h 7 bhanr] 22 LTLEEN,

Video Mesh D& A .
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. Video Mesh / — K @ Quality of Service (Q0S) DAEXIE

ATy T

ATy T2

ATvT3

fHEU AR L7 g UMERE Z QoSIZX L TAMNIT DIZIE, /— R Ad T4 127 -
TWARERHYVET, ZORTEEENZTDHE, AT F U RE—RELEFAT7TA
WRED /) — RIIBRIb & E 9,

FIE

https://admin.webex.com DN A ¥ ~—¥t =2 —T, [H—EX (Services) ]>[/\1 TU v F
(Hybrid) JIZ##) L. VideoMesh 7 — RO [BREDHwEE (Editsettings) 1427V v 7 LET,
[—EXDBE (Quality of Service) ] £ TAZ u—/L L, [BE#ZF S (Enable) ] %27V v
7 LET,

BT DHE, AT LIADSIPY FAT v Moy R4 FBLXR—EDDSCP~v—%
TNt H Y T AREDH A r— ROEF L ©F A S5 KEE @R oR— N (oF
VLR A MR Lo TIRE) BNEE SN ET,

o F—T 4 A : 52500 ~ 59499 I3 L TN 59500 ~ 62999 DSCP EF (Expedited Forwarding (EF;
TERE AR )

BT A/ T Y 163000 ~ 64667 35 L TR 64668 ~ 65500 DSCP AF41

WY ARaL 7y a  ERENPSDTRTOSIPBLIOAIAY— R NF 7 0 w270t A—F 4
A%, EE, 54 1%, AF4l L~—27 SR TWET, EOR— bEHIZ, BWATF—F AT 4
TDY—=AR—=FELT, hOfEV A baL sy a l MBfE,. 77T RAT 47 /—FK, &5
W2, SIPZ 94T MAT 4 T OFRIGILESEHDOR— & L THEM I ET, Webex Teams 7
TV EHAT— RAT ¢ TIE, 5004 ORI AR — b &R — MEPH 50000 ~ 53000 % 5| X fi
SEALET,

GE) EHER—= I PEDTRTH VideoMesh V ¥ —> vTF7 7 4w 7 (FF, €54, o
CTUY) R, AFAl b~v—r SnET, BRI 7 vk, BETLHR— NEE
WZHEASNWT, 2y FU—ZJHNTEF &t H~—27 SNDLENRDH Y 1,

QoS AR — FDHFFHIZKI LT 1 2D/ — RBROED IO/ TWNDENERT AT —H A
Av—UNERINET, REH/ — FOMEE (Review PendingNodes) 1% 7 U > 7 35
L. QoSIZxf L THREIRIEIZZ2>TWVWE ) — RO Y XA IRFRRENET, /—FDa—L 5
T4 ZICEoTUE, ZOREEXANCT D2OITHRR2KHNPNDLZERHY £7,

QoS 23 2 FFHLANIZSERICH N e > TORWEATX, SORIFAELZITI 2D, FAR—hC
LT —AZBEET,

J—FRKBRYUT—RrL, HiLWER—FOFHETETNINET,

COREXEIT L L, FEEETA (34000-34999) DO SFIZEH S o5 HEEH L - AR —
MEFHEZRSELET, VAL s va ERENLDOTXTONT 7 47 (SIP, B A
=R, 7RI T 4o 7RE) X, 1 DD AF4l O~—F L T EZEELET,
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| Video Mesh D& A
DITAVE—T A RD) T LY EY—)ILE[HEALT= Video Mesh / — KDR— FEFORER .

DT IJA A —T A ADY I L2 Y—)LEFERHLT-
Video Mesh / — KD HR— FEEHEH D HESR

VB 72 TCP/UDP A8 — b 73 Video Mesh / — RGBT WANE 5 AR T B0, U7
L7 &Y —)L (VideoMesh / — K& 27 Z 47> b E® Python A7 U7 k& L=V —/—
DOFAEDE) BEHRAINET,

15 H B HIIC
« https://github.com/CiscoDevNet/webex-video-mesh-reflector-client 7> & Reflector ¥ —/L 7 F A
7>k (Python 27V F ) Oav—&Fvrno—FRLET,

c 20 )7 PR ERICEESE AL, A LTV BEHEC Python2.7.10 % 72 132 LA %
FITLTWDZ L 2R L TS TEEN,

«HIfE, ZOY—/LTlE, VideoMesh / — RB XY T A ZNKEEICSIP= > RikA > b &
PAR—hrLTWET,

FIE

AT 71 https://admin.webex.com DI AX v —E 2—"T, AV A 2L a  MEREDA L TF A
/= REENTT HITE, ROFIRIENE T,

RTwF2 /— K Control Hub T[A T F > AH[fE (Ready for maintenance) ] A7 — ¥ A% KT 5 F
TR L £

AT w73 Webex VideoMesh / — RA > ¥ —T = A4 A%BZET,
ZOBPNIOWTIE, [T =T A =T x4 ZAPED VideoMesh / — ROEP | 25 L
TLEENY,

ATy T4 [YILY 5 Y—IL (Reflector Tool) ] ETAZm— L, 457w haZi LT [TCP
1) 2 L% #Z4Y—s\— (TCP Reflector Server) ] £721Z[UDP ') 7 L% & H—/\— (UDP Reflector
Server) | OW A EEN L £,

RATY s [UTLYEY—/I\—DiEEH (Start Reflector Server) 1 %7V v 7 L, +— S—RNIE#FIZLE)
TOETHELET,

P — R —DEEF RN RENE T,
XTw 6 VideoMesh / — FOFEEHLLETE2Ry hU—27 EOVRT A (PCRYE) b, ROa<w K
TR VT "EEITLET,

$ python <local path to client script>/reflectorClient.py --ip <ip address of the server>
--protocol <tcp or udp>

FITOKRTERIC, HERTRTOR— RPN TWDIEGEE., 7279472 M3 A v&—
EFRRLET,

Video Mesh D& A .
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B o= 480100 video Mesh / — R

$ python reflectorClient.py ——ip 10.22.162.102 --protoceol tcp
Please wait while verifying tcp for ports: ['5004', '5060-5061"]
100.00% Success/Failed/Total: 3/0/3

LRSS LRSS LS LIS LE L L

o ports are blocked for tcp in ['5004', '5060-5061"]
RS LTSI L EL LT L

Exiting Reflector Client tool...

$

VB AR — RNV TWARWEES, 79472 M, RIRLIZB2@m+ a2 XA v —T%5R 0
F9,

$ python reflectorClient.py =--ip 10.22,162.102 --protocol tcp =--start-port 5060 --end-port 5062
Please wait while verifying tcp for port range: 5060 - 5062 ...
100.00% Success/Failed/Total: 2/1/3

Failed ports in the first try: ['5062']
Retrying (4 times) the above failed ports:
Retry number 1:
Verifying port -> 5062
Retry number 2:
Verifying port -> 5062
Retry number 3:
Verifying port -> 5062
Retry number 4:
Verifying port -> 5062
t#tdd4d 444444444 FEFEHEFH 4
Ports which are not cpen for tcp are: ['5062']
t#idd4d 4444444444 FEHEE 4
Exiting Reflector Client toeol...

ATV T 7747 U 4+— /N EOKR— FOMEEERLTHE, EROFIREFETLET,
ATY T8 FEMIONTIE, ~help Z#EEH LT 747 FEFATLTLIZE,

$ python reflectorClient.py —-help
Usage:
——ip and --protocol are mandatory.
If start-port is specified, end-port is considered mandatory. If no starting port is specified, default ports are verified for connectivity.
By default, tool checks for QoS ports unless —--non-gos option is specified.
Default QoS ports include: TCP - 5004, 5060, 5061 and UDP - 5004, 52500-59499 and 63000-64667
Default non QoS ports include: TCP - 5004, 5060, 5061 and UDP - 5004, 34000-34999.
To verify single port, both start and end port should be the required port to verify.
Examples:
Below run is to verify non-gos ports using an input port range:

python reflectorClient.py --ip <hmn-ip-address> --protocol <udp/tcp> --start-port 52000 —-end-port 52501 --non-gos
Below run in to verify default gos ports:

python reflectorClient.py --ip <> --protocol <udp/tcp>

s [J

TOXEDT-60 Video Mesh / — KD#ERL

VideoMesh & AT 27 R X DX A THFEET HI2I1E, ROFNEEAZLEH L ET, F#EA 72
B EITHRNR TR U EBIRLESBE, / — DA =T AZFH LT
N— RiFHEZTY v 7o — RFBXOA V2 b= L, TR 8iaiER L, E255MEE
TNy a2—kLET,
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FO% L HADT=H0 VideoMesh 7 — F0is ]

1R BHHIIZ

cHR=FINTVLTBF T F T g OMEIZHONTIE, [Video Mesh D 7 1 3 24
R—PF Z2ZRLTIIZEN,

« Video Mesh ® 7' 12 % &Y — | O Ff:

FIE

ATvT1 Web 77 7Y T VideoMesh & 7 w7 URL https://[IP F721% FODN/setup # AJ]
L. /—FRICEY N7y 7 LIeEBEOn 74 UIERENTI LT, [YA4 24> (Signin) ]
Vw7 LET,

ATwFT2 [[EHEA N7 &7 1 (Trust Store & Proxy) ] IZBEIL T, kDA 7> a v E@IRLET,

« 7RXTHL (Noproxy) : 7uXx T EHAETHHOT 74V AT v ay, AEHEORE
FIMEH Y £ A,

- BB IERE 00X (Transparent Non-Inspecting Proxy) : Video Mesh / — R IZ4FE
DTRF Y —=N=T FLRAZMHT 2 L OITRESNRN D, AT 7% L)
TR DOETIINEH Y £ A, FEHEOEFITILESD D A,

 FBBHGIRE FOX T (Transparent Inspecting Proxy) : Video Mesh / — R34 E D 7 1
XU — =7 FLRZMHT 5 X 9 ICERESIVEE A, VideoMesh Tl http(s) 3% E DZE
HIIVNED @ iﬁ/uzﬁ‘i VideoMesh / — RIZIEZ 7' a0 ¥ 2 F8T 5720 D/ — RFEFEN
METT, CITERET e X2 H LT, 778 ARHEZ Web Y4 R X OFFAT
én@w:/T/y@&4fK%?5ﬁUv~%ﬁ%bi¢0:@&4?@7H%Vd\
TRCTONT 74w 7% (https b) HELET,

« TRMIE T O XS (Explicit Proxy) : BRI 7B X 2RI 2854, 7 od—
N—MEAT227 747> b (VideoMesh / — K) ZHELET, 2O 7T a 3K
DORGEA A TR — b LFET, ZOF T a rEBRIRLEZGE. LTFTOE#REATITS

WERH D FT,

1. 7BF* < IP/FQDN (Proxy IP/FQDN) : 7'm ¥ ~ v AZHEATRER T R LA,

2. FOFXTR—b (ProxyPort) : 7oXxyRN7aXxiREO N T 7 4 v I E2Y v A
T LT OIHEHT 27— M,

3. Z7Rx> 7o k3L (Proxy Protocol) : http (Video Mesh i, http 7' & & T4&H T
https 877 ¢ v 7 & b B LET) E£72id https (Video Mesh / — Rvb 71
XFUADRT T 4w 7iF, https 70 b LEHEHALET) Z@IRLES, ok
P R—=DP R — bR RIS L TAH T a v ERIRLE T,

4, T TUEREISC T, ROBIAES A T OFNERIRLET,

TI7av ERAE

2L (None) FEE RN 22V HTTP £ 721X HTTPS OB
TR T e R A RIR L E9,
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B o= 480100 video Mesh / — R

Video Mesh DA |

T ay

ERAE

HA (Basic)

HTTP £ 721X HTTPS ORI 7 a %o
TEEHTEE7,

HTTP 2 —H—x— = R RERZ(T 9
BRICa—P =R LR T— FE AT D
Te I &4, Base6d = a—F ¢ >
JaMLET,

A4 <1 A+ (Digest)

HTTPS U /R 7 0 %2 TOMEH T
xET,

BB ERE B ETDHRICT U v N E
BEDEDIERAESN, *y NT—2 %
ML CTHETDENC—F—4 L AT —
Rizny vz @EH L ET,

NTLM

HTTP ORI 70 % TOLEHTX
ij‘o

XA AN ERRRIC, BEEREIEE
THRNCT BT > MR H-O1Cff
HEanEd, 2—HF—LZ L 2AU—RT
1372 < . Windows 1 7' A U IEWMZEH L
9,

ZOF TV a v ERRT IGEIL. TR
XN INTLM KA A > (NTLM
Domain) | 7 4 —/V K CailkD 7= (2 ff
H9 5 Active Directory KA A & AL
¥4, NTLM D=9 XF—2 3>
(NTLM Workstation) ] 7  —/V KT,
fEE SN NTLM RAA VY NO T a %y
- A7 —vay (V= RATFT—3
VT NEREIY T AU E
HIFEIET) OARTEATILET,

FRAY IR £ ISR 7 e oW T,

ROFNEZHENFE T,

ATvT3 [L— b ERAEFLEFIIVRI VT4 TABAED7 v F7A—F (Upload a Root Certificate or
End Entity Certificate) 1% 2 U >~ 7 L, BUREYE7ZILTEBA 0 EE 7 =% DL — MEAEL

AT TERLET,

FERAEILY v e — RSN E T,

REAEF A A VA M= AT 5720l ) — A FEE) T 2 %3

MWD, FEA A b=V ENEREA, FMEHEET 21213, SEAERITEAOLEICH

DR Y 7 LET, F20T,
[BlIf& (Delete) 1227V v 27 LET,
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I Video Mesh ®E&E A
#5222 70— & Video Mesh D2 ]

AT T4 HEROLBREZIIIHRN 7o c oL, [TRFUEGEOREEE (Check Proxy
Connection) 1 %2 U » 2 LC, VideoMesh / — & 7axvMoxry NU—2 ka7 A b
L\i‘g—O

Pefe 7 2 PISRIL L 725 80E, R U T3l & 2 OREZ R T 2 Tk e+ 57— A v
VBRI NET,

RATw TS BRe 7T ax T OfE, BT A NP LIzk, ML E SO/ — FEhbiR— b 443 ~
DFRTOHTTPS YV TR FEBATRMATOXFURATIL—T 425 F % (Routeall port 443
https requests from this node through the explicit proxy) 11280 Bz £9, ZORETEH
D ETIT IS B £7,

ATV T6 [TRTOIMHAEZEEFER L7214 > X =)L (Install All Certificates Into the Trust Store) ]

(TaXroty N7 v 7HIL— FEAERBM SN LA IIEICERINET) £
[BEEE (Reboot) ] (UL— FaEAENBEM SN 2WGEEIIRRENET) 227V v L, 7'r
VT N EGA, RN TEZL[MA YA M=) (nstall) 1227V v 7 LET,

J— R NI RS L9,
ATy T J—RFRPFEE LD, LEISE U THEY A >4 U LTHEE (Overview) 1X—T &R X
Pt T = v 7 DAT —Z AP T RCRRAICIR>TNWD Z L AR L ET,

Tax T = v 7 Tl webex.com DY T KA A IZTFNT A MIvET, HEOREN
HEBE. —MIRFRIL, A A P AFIEICERSNTND 2 T T R RAL CO—HBT
RETTRYy 7 ENTNDHIETY,

IF&|E 42 X4 70— & Video Mesh D# S

Video Mesh IZ SIP # A YV A v &BN—TFT 47 FTDHL91, SIP b T 7 2FZELET, SIP

TONA AT, EEEBIERREM: A2 AR — h L7272, Unified CM % 7213 VCS Expressway % &
HEHALT, £ 7L 3 X SIPF /31 2B LT Video Mesh 7 7 A X B O BR & HESL 9™ 5 W3

BH FT,

4a & SRS

o — AN ZREABNZ SOV T, [Video Mesh & Cisco Unified Communications Manager 03 A
ETNV] ZBRLTIEEN,

» Video Mesh /%, Unified CM & SIP 271 7 [l TCP £721X TLS DWW a PR —
N LEJ, SIPTLS i VCS Expressway [/l JIZ R — I TWER A,

« Unified CM TiZ, £ SIP N5 o7 235K 16 @ Video Mesh #5554 (IP 7 RL-R) ZHR—
rCEET,

« Unified CM Ti%, SIP 727X T 4707 7 A VOZER— ML, T741 b
GEEXaT7SIP hF o7 7uaT7rAL) IZTEET,
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B =505 25 70— & video Mesh DS

Video Mesh DA |

« Video Mesh Ti&. webex.com (BE\E5 47 KL A[\}) | sitename.webex.com, X
meet.ciscospark.com ® 3 DD /b— hXF — PN R— R &R TWET, flo/L— hoRF—
NIV A= PRI TWERA,

N

GE)

HWETFFT FLAER (meet@webex.com) Z{FHT 554 .

Video Mesh / — FIZHIZ 2 — /L 2B L ¥4, Video Mesh 235G %)
2o TWARWY A MektT 2 a—1oBeThH, /— Rida—
VAR L FE T,

1: 58X Unified CM % {E A L = Video Mesh 0)3E A {5

FIE

Vecs/
Expressway-E

vCs/

Expressway-E

Unified cvyl" Unified CM

Video Mesh Node

mE| (o

/

webex

by C1S€O

Internet

Cloud Node

= SIP Trunk
Intercluster Trunk

AU RFERETIVa Y

E:)

&M

. Video Mesh D& A

MEEEBRE L2 VT ¢ BRICS T
T, ROFTT > a3 DOWNTRNEZ IR L
£7,

e Unified CM & =7 TLSSIP 7
T4 v I N—T 4 T DFE - Video
Mesh (46 =X—7)

* Video Mesh /| ® Unified CM TCP SIP
NTT 4w I N—T 4 T DRE
(50 ~—2)

* Video Mesh F ™ Expressway TCP SIP
NTT 4w I N—T 4 T DRE
(54 ~—v) (TCP D7)

Unified CM [ZE8EN TS SIP T/°\
AR (TLS F1=[& TCP)

TLSH =1k b7 7 4 v 7 £72IX TCP
SIP N7 7 4 v 7 OV EERH
L . VideoMesh#% fif f§ L T Unified
CM Z & E LET, @V a2 i
R T AEEICKHETE D, 7
TAAREEM LT ST T —
TAT R —EERTEET,
Unified CM Session Management

Edition (SME) ZffH L T\ 255
4. Session Management 27 7 A & [N

@ Unified CM H%— "—[§TA >N


https://help.webex.com/7kot4fb/

| Video Mesh D& A

#5222 70— & Video Mesh D2 ]

AU RFERETOVa Y

B8

Ty Ra— LT AT Ra—
VNI S LD K 9| Unified
CMSME & V) —T7 AT AT NT
JERELET,

A A M, B ST
WA EH O Unified CM 7 5 A Z 3
HVET, TNEDTTREEF, 7
FAHLMSIP kT v 7 24 L CHEE
EhEd, %27 7 AZIZIE. Video
Mesh / — FOa—h %A F~D
a— A NT U NEENET,

[P A — N — 7 1 —REEIC K T
ELHLOICHETHZ LD TEE
T ZORAUX, FIEDNFEE LTS
A0 Video Mesh 77 7 A I3 % 4 /%
T AT LG AL £,
7T AL LORTSIP 2 EIT
I — )V ERENL T X WA, S/
a— A —"—7a—LE7,

VCS Z 1=1% Expressway [Z&fFSh T
% SIP T/N4 X (TCP D#)

RA =Y = ERRIR IV — VR E
L C. Webex Meetings 7> 5 Video
Mesh 7 7 A X ~SIP XA ¥/ A
BIOXFAYLT DU REL— R LE
9, VCS Control ¥ 7= 3 Expressway-C
(BER S LTV D SIP 7731 AU,
BRI REMEZ AR — R L2
®, TCP ~X— R (D Expressway ax it
EHEALT, AT L IARSIPTA
A A L Video Mesh 7 7 A 4 i
DEREHENLT DN H Y 7,

fEESA— N — 7 o —IREEIZXIG T
ELEVITHRETHZLHTEE
To ZORERUT, FIEFAE LT
A= Video Mesh 77 7 A & 3% ¥ /%
T ANE LG ARSI £7,
7 7 AL L O THENL TE 720 SIP
=T 4 TRLa—iL, VCS
Control/Expressway-C F 7213

Video Mesh D& A .



Video Mesh DA |

B vnitiedcM X2 7 TISSIP 57 ¢ v & L—F 1 2 DRE - Video Mesh

ARV RFERFTIVaY =)

Expressway-C/E~X7 % LCZ 7 U
NiZA— =7 —LF7,

Unified CM %17 TLSSIP S5 7 4 vV IL—T 14 > DELFE - Video

Mesh

ATy T

ATvT2

FIE

Video Mesh 7 7 A X2 SIP 712 7 7 A VEAER T HI21E, RO LI LET,

a) Cisco Unified CM Administration 7> 5, [T/34 X (Device) ]>[T/31 ADEXE (Device
Settings) 1>[SIPZBR 774 JL (SIP Profile) ] ®JEIZEIR L, [#RF (Find) 1227V v 7
LET,

b) [Cisco VCSHMIZ#ESIP 7O 7 7 4 JL (Standard SIP Profile For Cisco VCS) ] Z #&4R L,

Z[3E— (Copy) 127U v7 LET,

o) HLnwrarrANo4uiEAILET, 72& 2L, [Video Mesh SIP JOJ 74
Wl EADLET,

d) [T U2 BEBOER (Trunk Specific Configuration) ] T, [EE3I—I/LEEFA 3—)LIC
x4 HERHAF 77— HR— b (Early Offer support for voice and video calls) ] #[XX kT
J+— b (BestEffort) ] (MTPIXFALZW) 12y FLET,

ZOERTEF., (Webex A FAICHEB KA AL ko Tb—F 4 > 7 E72) Webex 7
U RASOF LWSIP b7 7 \ZEHATEET, ZOKEIL BEHFOSIP h T o X o —
W—T 4 TN B T 5 2 F8 A,

¢) [Y—EXZATDIFS VI DERERT—RRAEE=FT 5H1-HICZ OPTIONS Ping &5
#1=9 5 (Enable OPTIONS Ping to monitor destination status for Trunks with Service Type) ]
DE AN TNDLZ e R LET,

f) ZOMOT 4 —VRET 74N MEOFFIZL CEREZRFELET,

VideoMesh 7 7 AX DEFLWSIP hTF 7 X2 VT 40 Y77 A 2Bl ET,

a) Cisco Unified CM Administration 725, [ X7 L (System) ]1>[tF 2 1) T4 (Security) ]
> [SIP FSooEF2) T4« TRT7AIL (SIP Trunk Security Profile) ] DJIEIZEER L,
Z[#FREM (AddNew) 127 U w27 LET,
b) FVideo Mesh Secure SIP Trunk Security Profile] 72X DY LFWAH]
EANTTLET,
) MOBRELMRLET,

J4—ILFK {[E]

TNRA XX 2T 4E— [BEEIE (Encrypted)
K (Device Security Mode)
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ATvT3

Unified CM £ % 37 TLSSIP +5 7 1 v % JL—F 1 > ¥ O - Video Mesh [

J4—ILFK &

FHIGHEE X A 7 (Incoming | TLS
Transport Type)

(545164 1 7" (Outgoing | TLS
Transport Type)

X.509 DY 7= s b4 | Video Mesh / — REEFEOIESL 2 AT LET,
(X.509 Subject Name)

LARNRENE DA X
V7T FORA

#[EAR— 1 (IncomingPort) |5061

SIPV.IS07 7 kX7 K [ FI24ILbDT 4 )LR EER (Use Default Filter)
SDPA 7 7 —D7 4 )LH 1)
> (SIP V.150 Outbound
SDP Offer Filtering)

d) ZTOMHDO7 4=V RIFT 740 MEOEFIC L TEFZREFELET,
Video Mesh 7 7 A& KA 2 b T 5FH LWSIP hF7 7 &2BMNMLET,

* Unified CM O ADBFEATIX, T 7% 1 DIBMLET,

« SME O3 A TiE, #% ., Unified CM & SME ORIZ b7 > 7 MFFEL £, SME & Video
Mesh / — RORIZHIDO b Z 7 #BMLET, WITHO T 7128 L FOR CHNE%E
BELET,

a)  Cisco Unified CM Administration T, [T/31 X (Device) ]>[bZ >4 (Trunk) ] DJEIZ
R L, 5|2 [FHEM (AddNew) 1227V v 7 LET,

b) NZ> o BATIZ[SIP k524 (SIPTrunk) |1 28R L, MOMEIZZEOFFIZL TR
~ (Next) 127V w7 LET,

c) [Video_Mesh_SIP_Trunk UCMtoVMN] 72 EDONY LT WARTZATLET,

d) [SRTPAllowed (SRTP Z&fAl9 %) | T v /Ry 7 A% F NI LET,

e) [FEMAEIE & UESAIEIR 2+ —~< v b (Calling and Connecting Party Info Format) ] &
LT, [#EHEAIZDA URI 8L U DN ZEE (EATIEELGIEE) (Deliver URIand DN in
connected party, ifavailable) 142 LEd, ZOREICLY ., BATAT T AT 4
WEZNCRD £, ZhckY, SIP b7 v 7 BEEMO—F DT L7 h U URI
% Webex IZEETEDH LTV T,

f)  [TRTDOT YT« T UnifiedCM / — FTET (Runon All Active Unified CM Nodes) ]
ZF AT LET,

g)  [SIP1&#R - 58% (SIP Information - Destination) ] . 4% Video Mesh / — R{Z%f L C IP
T RUVAETEREM KA A 4 (FQDN) 2 AL ET,

h)  [38%7R— b (Destination Port) 112 T5061] & AL %,

Video Mesh D& A .
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B vnitiedcM X2 7 TISSIP 57 ¢ v & L—F 1 2 DRE - Video Mesh

ATv74

ATvTh

i) SIPrSUY EFXaUTa TOT7AILOHEIE, MO FNETIER L7 TVideo Mesh
FSoY XaTq0 TAT7AI] 28R L ET, ( [Video Mesh Secure SIP
Trunk Security Profile] [XZD—flTTd, )

j)  SIPTRI7AILOEAEIE, MIOFIETIER L TVideoMeshSIP AT 7 A )L i
WLET, (L zx1E., [video Mesh SIP JATJ7AI] o) .

k) ZTOMOT7 44—V KRET 74NV MEOEFIZLTEEERGFELET,

Gx) VideoMesh T — /L E 72133 TlE, SIP2— L2 T35/ — RET TR,
TITAINDEED ) —RNICAT 4 T HE DY CHZ ENTEET,

Webex 7 7 7 R 7 = — /)L A —/N—H D Expressway 771 > 895 SIP b7 7 ZERk L £ 7,

EE WEAF D Unified CM & Expressway DEAIZ T TIZHDHSIP M T 7 A TEET,
BID N7 7 wER L, %45 Expressway C Mobile Remote Access (MRA) # 54T
T 5% AT, MRADZHEI SN ZLR3H Y £,

a) Cisco Unified CM Administration T, [T/34 X (Device) 1>[ k5 >4 (Trunk) ] DJEIZ
KU, SO [FREM (AddNew) 1227 U v 7 LET,

by FT7r 7 ZATIZ[SIP kS 2% (SIPTrunk) ] 238K L, OfEIXZDOFEFIZLTRA

(Next) 1227 Vw27 LET,

¢) [video_Mesh VCS_Trunk| 72X Dby 0dWARTZ AT LET,

d) [FEFEAIE & CEHAIE#HR 2 +—< v kb (Calling and Connecting Party Info Format) ] & L
T, [HEHRAIICOA URI 5L DN ZEE (EARTREAIES)  (Deliver URI and DN in
connected party, if available) ] #4 I LET, ZOREICEIY, BRETAT T 474
DAY ET, ZHUTED, SIP hZ > 7 BEEMONS—FT 4 OFT 4 L7 R URIl %
Webex IZIF[ETE D L9220 £,

e) [SIP &%k - 585 (SIP Information - Destination) ] C, % Expressway O IP 7 KL A, %7z
IXTFE 2B KA A >4 (FQDN) Z AN LET, [(R—k (Port) JizxtL T, [5060] %
ABLET,

f) [SIPZAZ74)L (SIPProfile) 1iZi%, [CiscoVCS AMIZE#ESIP 7O 7 7 A JL (Standard
SIP Profile For Cisco VCS) | #i#R L £,

Video Mesh 77 7 2 Z ~D a— /LD L Lb— b 7 —T 2R L £,

a) Cisco Unified CM Administration T, [3—JLJL—T 1 >4 (Call Routing) ]> [JL— /N>
; (Route/Hunt) ]1>[JL— k%' JL— 7 (Route Group) ] DJIEIZEIR L. [FREM (Add
New) 1227 VU v 27 LET,

b) [Video Mesh Node Route Group| 2ED, OO LTWAFIZATILET,

) ABMTINIVRARLZE by TEADUARICERLET,

d) b= rTI—TAN—1EH] =2 > 2 > T, Video Mesh & L HINTNTWD T RA A%
ROTET,

e) [JL— k4 IL—TFIZEN (Add to Route Group) ] %27 VU v 7 L.

'Video_Mesh_SIP_Trunk_UCMtoVMN] ZiBinL £,

) EEEZRAFLET,

. Video Mesh D& A
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ATvT6

ATy T17

ATvT8

Unified CM £ % 37 TLSSIP +5 7 1 v % JL—F 1 > ¥ O - Video Mesh [

70 RICA—"—=7n—T& 5% X 5|2, 22— /L% Expressway (ZJETH LV L— k7 L—7

R L ET,

a) Cisco Unified CM Administration T, [3—JLJL—T 1 >4 (Call Routing) ]> [JL— /N>
b (Route/Hunt) 1> [JL— k%' JL—7 (Route Group) ] DIEICEIR L, [FHEEM (Add
New) 1227 Vv 27 LET,

b) [Video Mesh Expressway Route Group| 7LD, O TWARIEZATILE
R

) AMTILNITVRLE by TADUARICERLET,

d) L= kT NL—TFAN—1EFH] 27 > 2 T, VideoMesh & BTN NTWNDE TS 2%
RO ET,

e) [JL—hkZIL—TIZBI (AddtoRouteGroup) 1% 27 U >~ 27 L., [Video Mesh VCS_Trunk]
ZBMLET,

0 AEERFLET,

VideoMesh 77 7 A % 1 X ONExpressway (2 2—/L 9 572D H L wb— kU 2 F&{ERK LET,

a) Cisco Unified CM Administration T, [2—JLJL—TF 4 >4 (Call Routing) 1> [JL— kN>
b (Route/Hunt) 1>[JL— k' X+ (RouteList) JDIEIZEN L, [#FriEEM (AddNew) ]
7y LET,

b) [Video Mesh Node Route List| 2ED, DNYRTWARTEZATILET,

¢) [Cisco Unified Communications Manager 4 JL— 7 (Cisco Unified Communications Manager
Group) 1% [T 74Uk (Default) JIZERET D0, HHRICEDE THIOMEEZRELET,

d) ZEHEZRMELET,

e) IW—FRURFADNA—ERI LS v 3T, Ib— T IL—TDEM (AddRoute Group) ]
27 Vw27 L T, IVideoMesh)L—k JIL—T | Z&RL £,

f) TOMORETT 74NV OFFIZL, BEARERGTLET,

g W—HrURRMAUN—ER]IEZ > 3T, Jb—bJIL—TDEM (AddRoute Group) ]
27U wv27 L T, VideoMesh TORTLRD A IL—b FIL—T] RN LET,

hy ZTOMOREITT 74NV bOEFEIZL, BEENEEZRTFLET,

Webex X —7 4 7T, HWET AT NLADXA YY) o TIERXDSIPV— hRF— %

ERLL £7

a) [A—JLIL—TF 4 >4 (Call Routing) ]>[SIP JL— k/82—> (SIP Route Pattern) ] C.
[Fi#EBM (AddNew) 1527V >~ 2 L, [video Mesh Route Pattern for Webex
Short URIs| LW IHAHTZATILET,

b) [Pv4 /N2 —2 (IPv4pattern) ] C, RAA & LT webexcom & ASJLET,

c) [SIP k5 >%/)L— k1 R+ (SIP Trunk/Route List) DAL, Video Mesh (Z5%F L T1ER%
Sz pv—h YU A K (RouteList) ] &I LET, #]: [VideoMeshJ)L—k JR k] 72
.

d) ZOMO7 4=V RIZT 740 MEOFEFIC L TEFEZBRFLET,

HWET AT RLAZA Y v THgEE :L“*"j‘ L. BT AT AT A& LT Webex

=TT FERIFIAR b dﬁﬁua‘é 7’_ T Webex V- M ZGLE L TR MER R

DELZ, BoTBMERHDLIDIZI—T 4V TELIFARXV NOFEZORLTHLZD

=T VIR REIZBINTE LT,

Video Mesh D& A .
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Video Mesh DA |

B video Mesh B> nified CMTCPSIP 57 ¢ v & L—F ¢ T DFEE

ATvT9

ATy 710

Webex 1 R D SIP /L— M ¥ — U ZERR LE T,

a)

b)

d)

[2—/LIL—F « >4 (Call Routing) ]>[SIP JL— ks34 —> (SIP Route Pattern) ] C,

[Fi#REmMm (AddNew) 1 %27 U v 2 L, [vVideo Mesh Route Pattern for Webex

Sites| kw5Z%%AﬁLi¢

[Pv4 /32— (IPv4 pattern) |1 C, AT 4 7 Z {3 2% Webex 14 & (f :
Texamplesnename.webex com| ) ZAJILET,

[SIP k5> 2/)L— k1Y Rk (SIP Trunk/Route List) [0#;A1%. Video Mesh (25 L CTYERK
SN [v— KU AL (RouteList) ] Zi®IRLEF, il : [VideoMesh )L—k JR k| 7¢
E,

ZOMDT 4 =N FIET T4V MEDEFIZL TEEZRIFLET,

Webex 77U 2 —F 4 ZHDSIP V— M — U BB L £ (FALA#HME) |

a)

b)

d)

[2—ILIL—TF « >4 (Call Routing) ]>[SIP JL— k/X%—> (SIP Route Pattern) ] T,
[F#REM (AddNew) 127 U >~ 27 L. [video Mesh Route Pattern for Teams
Meetings| LW OARTZATILET,

[Pv4 784 —> (IPv4 pattern) ]!Z. meet.ciscospark.com & A L7,

[SIP 5> 2/)L— k1Y) Rk (SIP Trunk/Route List) DA 1%, Video Mesh (2%} L CER
SN/ [v— KU AL (RouteList) ] Z®IRLEJ, #l: [VideoMesh JLb—k YR k| 72
K,

ZOMDT 4 =N RITT 74V MEOEFIZL TEREERFLET,

Video Mesh FE® Unified CMTCPSIP kS 74 w9 IL—FT 4 VT DETFE

ATy T

Procedure

Video Mesh 7 7 A Z 2 SIP 710 7 7 A W EAERRT DI2iE, RO L H LT,

a)

b)

d)

Cisco Unified CM Administration 2>5 ., [T/34 X (Device) ]>[T/34 ADE&E (Device

%wm9]>5w7u774»(apmmm)uwﬁ HIRL, [B% (Find) 1227V v7”

LET,

[Cisco VCSHMEZESIP A 7 7 4 JL (Standard SIP Profile For Cisco VCS) ] Z 841 L,
HIZ[TE— (Copy) 127V v LET,

LT a7 7 A LOL4FIE AT LET, 72L& 21E, “Video Mesh SIP JOTJ7 AL

EANILET,

[FS 2o BEAO#R (Trunk Specific Configuration) ] T, [EFa—I/ILEETAH a—JLIC

»g BEREAA 77— HR— k (Early Offer support for voice and video calls) ] Z#[XX kT

74—k (BestEffort) 1] (MTP (XA L7\ 2y hLET,

ZOFTIX. (Webex A MR RA AL Ik o TIL—F 4 > 7 E7-) Webex ~D
FLWSIP hT7 o7 A TEET, ZOREIEL, BEFOSIP 7 ¥ /R a—L—
T AU TIIIRBEE 2 FH A

. Video Mesh D& A
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ATy T2

ATvT3

Video Mesh FI0) Unified CMTCPSIP 57 ¢ v 7 L—7 « v o 0%E |

e) [W—ERFATD LSV DEHRERT—FRAEE=29 51=8HIZ OPTIONS Ping 4
#1295 (Enable OPTIONS Ping to monitor destination status for Trunks with Service Type) ]
WA NI TNDH Z L MR LET,

) ZTOMDT A=A RIT7+V MEOEFEIZL TELZRIFLET,

VideoMesh 7 7 AZ DEFLWSIP hTF o7 X2 T4 Y77 A ZBMLET,

a) Cisco Unified CM Administration 725, [ X T L (System) ]1>[tF 1) T+ (Security) ]
S[SIPS 29 €F2)T47FAT74)L (SIP Trunk Security Profile) ] DJIEIZEIR L,
ST [#FEM (AddNew) 1227 U v 7 LET,

b) “Video Mesh Trunk Security Profile” 72 EdD, b RLTWARIZATILET,

) RORELMRLET,

J4—ILFK &

T 2AtF 2T 0F— X7 (Non Secure)
K (Device Security Mode)

HE{Z#R% % (7 (Incoming | TCP+UDP
Transport Type)

F(ZH5% X A 7" (Outgoing | TCP
Transport Type)

#1578 — b (IncomingPort) |5060

SIPV.I507 7 kX7 K [FI24ILbDT 4 )LR EFER (Use Default Filter)
SDPH 7 7 —D 7 4 L&
> (SIP V.150 Outbound
SDP Offer Filtering)

d) TOMDO7 4=V RIxT 740 MEOEFIC L TEFEZREFELET,
Video Mesh 7 7 A X2 KA 2 b T 5H LWSIP T 7 &2BMLET,

s Unified CM DA DEATIEL, T 7% 1 0BMLET,
« SME O A Ti, % . Unified CM & SME OREIZ b T > 7 MEEL £¥, SME & Video
Mesh / — ROIZHIO b Z o 7 Z8MLET, WITHO T 7128 L FOR CHNE%E
HELET,

a) Cisco Unified CM Administration T, [T/34 X (Device) ]>[+Z 2% (Trunk) ] DNEZ B
WL, &5 [FFEM (AddNew) 1227V v 7 LET,

b) hFo 27 ZAFIZ[SIP k524 (SIPTrunk) 1 28R L, ofEIZZE DL £ L TRA

(Next) 1227V 27 LET,
¢) “Video_Mesh SIP_Trunk_ UCMtoVMN” 72 L D7) T WAHTZ AT L E T,

d) [FMFEIE & VEGAIE#HR 7+ —< v k (Calling and Connecting Party Info Format) ] & L
T, [HEGAIICOA URI 5L DN ZE{E (EATTREAIHA)  (Deliver URI and DN in
connected party, if available) ] Z 4 LET, ZOREICEY, BRETAT T 47 4

Video Mesh D& A .



Video Mesh DA |

B video Mesh B> nified CMTCPSIP 57 ¢ v & L—F ¢ T DFEE

2
h)

i)

WA/ £9, 2LV, SIP 77 BEEMONR—T DT 4 L7 ~U URL &
Webex [ZEETEH LI £,

[T RTDT YT« F7 Unified CM / — FTZEFT (Run on All Active Unified CM Nodes) ]
A A LET,

[SIP 1&%k - 8% (SIP Information - Destination) ] C. % Video Mesh / — Ri{Zxf L CIP 7
RUAZ 7L RERM KA A 4 (FQDN) 2 A LET,

[BE5E7R— b (Destination Port) 1(Z 5060) & A LET,

SIP 529 X2 )T« TAT7AILOLEIE. BIOFIETIER L72 TVideo Mesh ~

SV Xa) T TRTFAII] #RIRLET, (& zI1E, “Video Mesh 5V

g Xa)T4a FRATFAILRE)

SIP 7a 7 74 LOHAIX, RIOFNETIER L7= TVideo Mesh SIP 7B 7 7 4 JL] %8R
LEJ, (=& ziE, “Video Mesh SIP JOT7 A7) |

ZOMDT 4 =N RIZT 74V MEOEFIZL TERERIFLET,

Note Video Mesh =t — /L £ 721383 Ti. SIP 2 — L& K T4 5 — RIEIF TR,
TIGAANOEED ) —RIZAT 4 THEEINYTCHZ ENTEET,

ATY T8 Expressway Z7RA Y T HHLWSIP R T o EBERLET,
Caution BEAF D Unified CM & Expressway O3 AIZ T TIZHHSIP b7 > 7 i TE £9,

BID k77 wER L, %45 Expressway C Mobile Remote Access (MRA) & 54T
TLHHEIT. MRADBHIISND ZERH Y T,

Cisco Unified CM Administration T, [T/34 X (Device) 1>[+;Z 2% (Trunk) ] DJEIZE

WL, S5 [FHHEM (AddNew) 1227V v 7 LET,

NZ> o A TIZ[SIP bS5 24 (SIPTrunk) 1 Z&IR L, LOfEITZFDOEFIZ L TLERA
(Next) 1227V w27 LET,

“Video Mesh VCS Trunk” 72 ED DN LT WARTZ AT LET,

[FEEIH & U EHAIIEIR 7+ —~< w b (Calling and Connecting Party Info Format) ] & L

T, [#EHEBIZDH URI 8L DN ZEIE (EFAFEELGIHES) (Deliver URI and DN in

connected party, if available) 1 &4 ICLET, ZOREICEY, BETAT YT 47T+

DEMZRD ET, ZhIZXY, SIP T v 7 BREEMOAS—FT DT 4 L7 FU URL %

Webex IZE[E TEH LI £,

[SIP &%R - 585 (SIP Information - Destination) ] C. 4% Expressway O IP 7 KL A, 7=

IXFERMER KA A >4 (FQDN) A LET, [R—k (Port) 1izkL T, [5060] %

ANTLET,

[SIP 7B 2774 JL (SIPProfile) 1i2i%. [CiscoVCS FAMDIZAESIP 7B 7 7 4 JL (Standard

SIP Profile For Cisco VCS) ] Z#R L £7°,

ATFTw T VideoMesh 7 5 A Z ~Da—LHOHF L\ Lb— kI L—F 52 E% LE T,

a)

b)
<)

Cisco Unified CM Administration C, [3—JLIL—TF « %4 (Call Routing) 1> [JL— k//\>
b (Route/Hunt) 1> [JL— k%' JL—7 (Route Group) ] DJEICEIR L, [HFREM (Add
New) 1227 VU 27 LET,

“Video Mesh Node Route Group” 72 D, LT WARIZ AT LET,
PETNLIVRLE by TEOUARICERLET,

. Video Mesh D& A
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ATvT6

ATy T1T

ATvT8

Video Mesh FI0) Unified CMTCPSIP 57 ¢ v 7 L—7 « v o 0%E |

d) L= kT IL—TFAN—1F#] &7 > a2 > T, VideoMesh & A FTINFNTWND TS 2%
RO ET,

e) [JL— bk IL—TFIZEN (Addto Route Group) ] %7 U v 7 L,
“Video_Mesh_SIP_Trunk UCMtoVMN” ZiE/IL £7,

) ZEEERFLET,

770 RIZA—"—=7n—T&%5 L 91T, =—/L% Expressway (ZHETH L L— 70—

ZERCL 77,

a) Cisco Unified CM Administration T, [3—JLJL—T 1 >4 (Call Routing) ]> [JL— kN>
; (Route/Hunt) ]1>[JL— k%' JL—7 (Route Group) ] DJEICEIR L. [FREM (Add
New) 1227 VU v 27 LET,

b) ‘“Video Mesh Expressway Route Group” 72 & D, b RTWAHIZASILET,

) AMTINIVRLZE by TADUARICERLET,

d) b= RTNL—TAN—1FHR] 27 > 2 > C, VideoMesh &£ HTINFNTWNDT NS 2%
ROTET,

e) [JL— b4 IIL—TIZEM (Addto Route Group) 1 %27 U v 7 L. “Video Mesh VCS Trunk”
ML ET,

) EBEERAFELET,

VideoMesh 7 7 A % 33 X (N Expressway (2 2 —/L 3 5720 O Lvb— kU A M &ER LET,

a) Cisco Unified CM Administration T, [2—JLJL—TF 4 >4 (Call Routing) 1> [JL— k//\>
b (Route/Hunt) ]>[)L— k1) XA b (RouteList) JONEIZER L, [FHREM (AddNew) ]
7V vy LET,

b) “Video Mesh Node Route List” 72 &D, LT WARIZ AT LET,

¢) [Cisco Unified Communications Manager 4 JL— 7 (Cisco Unified Communications Manager
Group) 1% [T 74 b (Default) JIZREET 220>, MkICADOECHIOEEARE LT,

d) ZEEEZRFELET,

e) IWW—hFURFAVNA—ERI LS v 3T, Ib— T IL—TDEM (AddRoute Group) ]
27 Vw27 L T, [VideoMesh JL—k FIL—T | ZEIR L E9,

f) TOMOREIIT 74V FOFFIZIL, BENFEZHRELET,

g W—HrURRMADN—ER]IEZ > 2T, Jb—rJIL—TDEM (AddRoute Group) ]
27U w27 LT, IVideoMesh TORTLRIzA JL—k TL—TF) ZRIRLET,

hy ZOMOBREFTT 74V vOFFIZL, BEENFEZRTFLET,

Webex X —7 o4 U ZANFIZ, FIWET AT RLAOXA YY) U TTHAD SIP L— hNF— %

ERE L £,

a) [A—JLIL—TFT « >4 (CallRouting) ]1>[SIP JL— k732 —> (SIP Route Pattern) ] .
[FifHEM (AddNew) 1% 7 VU v 7 L, “Video Mesh Route Pattern for Webex
Short URIs” LW ) A4HTZ AT LET,

b) [Pv4 /32— (IPv4pattern) 1 T, RAA & LT webexcom & AJJLET,

¢) [SIP FS24/)L— kY Rk (SIP Trunk/Route List) JO¥41%. Video Mesh (25 L CERK
SN pv— U AR (RouteList) (&R L ET, #l: “VideoMesh)L— k JR k772 L,

d ZoMO7 44—V RET 74V MEOFFIC L TERERGFLET,

Video Mesh D& A .
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Video Mesh DA |

. Video Mesh f ) Expressway TCPSIP k5 7 4 v 7 IL—F 4 VT DERE

HWETAT FLAXAYY U THRRICE D, 22— —1X, BT 4T A7 A% H LT Webex
R—=T 4 T EIFA RS MIBINT B 7201 Webex 1 M2 REL TR BENRL R
DEL7E, FoTEBRMERLLDIEII—T 4V TERIFARY NOBFZOHRTHDLTZD,
=TT REIIEMTEET,

ATYT9  Webex A F®D SIP )L— % FZ — U HERR L E T,

a)

b)

<)

d)

[3—/LIL—TF 1« >4 (Call Routing) ]>[SIP JL— k/X42—> (SIP Route Pattern) ] C,
[F#BM (AddNew) 1% 7 VU v 7 L, “Video Mesh Route Pattern for Webex
Sites” LW OAHIEZ AT LET,

[IPv4 /X2 —> (IPv4 pattern) 1T, AT 4 7 Zhiifb 3 5 Webex 14 & AT L ET,
7= & 21X, “examplesitename.webex.com” T3 (examplesitename |Z5EEE D Webex H4 D
AH0) o

[SIP k5> %/)L— k') X+ (SIP Trunk/Route List) 0 ¥34 1. Video Mesh (25 L THERL
Sizpb— KU A L (RouteList) | &I L E7, B : “VideoMesh )L— k J R b77e &,
ZOMDT 4 =N RIET 74V MEOEEIZ L TERLRIFELET,

AFvT10 Webex 77U 2 —F 4 T HDSIP L— b 3F— U ZEREL £,

a)

b)

d)

[3—/LIL—TF 1« >4 (Call Routing) ]>[SIP JL— k7342 —> (SIP Route Pattern) ] T,
[F#REM (AddNew) 12727 U v 7 L. “Video Mesh Route Pattern for Teams
Meetings” L WO A4RTEZ AT LET,

[Pv4 784 —> (IPv4 pattern) ]2, meet.ciscospark.com & AJj L E 7,

[SIP k5> %/)L— kY Rk (SIP Trunk/Route List) ]DHAIE, Video Mesh (25 L TR
ENn7=[v—HF U AR (RouteList) | %R L EJ, Bl : “VideoMesh)L— k J X k772 L,
ZOMDT 4 =V FIFT 7 AV MEDEFIZL TELEEZRIFLET,

Video Mesh FH® Expressway TCPSIP k57 4 w O IL—TFT 14 VT DERTE

Procedure

AT vF1 VideoMesh 7 7 AZEZRA v +T 5 —FERLET,

)

b)

VCS Control ¥ 721% Expressway-C 725, [8%%E (Configuration) ]>[YV—X (Zones) ]>
[V—> (Zones) 1IZBEIL, [#FR (New) 127 U v 7 LET,
WDT7 44—V RERELET,

J4—IL K& fie

4 a1 (Name) WebexVideoMeshZone 72 &' — L Z RGBT 5 72D
iz AT LET,

%A 7 (Type) 24 73— (Neighbor)

H.323

. Video Mesh D& A
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Video Mesh FA® Expressway TCPSIP k5 7 1 v 9 L—T 1 VT DERE .

TJ14—ILF4£ ]

£— K (Mode) A2 (Off)
SIP

E£— K (Mode) Z > (On)
AN—T1 (Port) 5060

LIReS TCP

o4 —3 3 > (Location)

ROTETET Zfk+ 5 |7 FLX (Address)
(Look up peers by)

7 [n] 7 KLA 4% VideoMesh / — KD IP 7 KL A&Z AN LET,

) FTOMDT 4 — /L RIXT 74NV MREOEFICL, EEERFLET,

AT W T2 Webex 1 F® Video Mesh 7 7 A X DX A ¥ LB — o 2 ERL LT,
a) Expressway-C 720, [EX%E (Configuration) ]>[# 4 ¥J)L 735> (Dial Plan) ]>[#&&/IL—
JU (Searchrules) JIZREEIL, [#HR (New) 1227 U v 7 LET,
b) Webex A ML —/VHIZIRO 7 4 —/)L REFRELET,

J4—ILE4A E

JL—/v4  (Rule Name) RN — )V IR B 2o —v g (72 z20E.
WebexVideoMesh-YourSite) & AJ1 L F9,

B (Priority) T 74V ME100TY, ZOEIENRY TT ROT 4 —n 3y
I N—VEBLUB2B/L— VLD IR &R LT
é l/\O

71 k=)L (Protocol) SIP

E—F (Mode) IAYTAD/INE—2T v F (Alias pattern match)

RXH— 2 A7 (Pattern Regex
type)

Video Mesh D& A .



Video Mesh DA |
B video Mesh B> Expressway TCPSIP ~5 7 ¢ v o L—F 1 L T DRE

J4—ILE4A E

2B — 3 FH| (Pattern .*@ (YourSite\.) ?webex\ .com. *

string) Note Z DsF— 4, yoursite.webex.com &
webex.com (FEWET AT KL A[AT) Oy
OEXRE—HLET, BOETH T RLA L
AY ) TRERRICE Y, 22— —iX, BT 4
AT LEFEHA LT Webex X —7 (7 £721%
AR MZEINTA7DIZ Webex A N4 %
TELTRBMER LR E L, HoTE
SWMENRHDLDIII—T 4 TERITARU B
DEZFDOHRTHDHTD, I—T 4 7LDl
HicsmcEE9,

XA —FifE (Pattern ZET L (Leave)

behavior)

EFIC—HT 58545 (On #i1T (Continue)

successful match)

X —7%" > ~ (Target) WebexVideoMeshZone 72 &', {ERk L 7= Video Mesh >~ —

EER L FE 9,

Q) FTOMDT 4 —N KIZF 740 MREDEEICL, BEERELET,
RFYTI T2 A A= DIDO T T K Expressway EHA 2 N B T A=Y NI TAT U b L
VL DT EAER L E T,
Q) RIAN—FATTAT RS T BB T D FIBICOW T, TExpressway H AR
EHA K] #BBLTIES,

AT T4 Expressway-E % U — RT5 h T R_R—P )L 7 T4 T b V=27 =y TRRBEL—IVE
ER L £,
a) Expressway-C 2>5, [E%%E (Configuration) 1>[4 4 ¥JL 75 > (DialPlan) 1> [#FE/L—
JU (Searchrules) 11ZBEIL, [#HFR (New) 1227 U v 7 LET,
b) RKO7 4 — )V REFELET,

TJ4—IL KR4 &

JL—v4  (Rule Name) BN — I E BRI 2200— 4 (T2 & 203,
WebexVideoMesh-Failover) % A/ L F£9,

S (Priority) 100 735 7 4/ h T%, Video Mesh DX A YL 3K — 53
FOB2B/V—/V L0 @A AT LT, BEAEIANL MR
T ERMERLET,

~'ra k2L (Protocol) SIP

. Video Mesh D& A
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ATy TH

ATvT6

Video Mesh FA® Expressway TCPSIP k5 7 1 v 9 L—T 1 VT DERE .

J4—ILF4&

fEe

E— F (Mode)

Any Alias

INH—EIfE (Pattern

behavior)

EEAL (Leave)

EWIC—HT 258545 (On

successful match)

#:17 (Continue)

X —77y K (Target)

Expressway-E% U — R§T25 R T NR—R T34 T FJ)—V
ZEIRLET,

Expressway-E 725 |
LET,

X8.11 X W EidD/NN—2 3 T,

a) Expressway-E 7>

) FOMDT 4 —)L RIET 7+ /V bk

JL (Search rules) ]

[%%E (Configuration) 1>[Y—
[ R (New) 1% 27 Y » 2 LT, Webex Zone ZiBI L 7,

ZOHMDTZD]

EDEFICL, BEZRFLET,

> (Zones) 1>[V—> (Zones) | IZFKHE)

ZHLWDNS Y —r 2 ERRLE LT,

7 77 K Expressway DX A YL/ E — U ZAERL L £ 7,

5. [E%% (Configuration) 1>[# 4 )L 75 > (Dial Plan) 1> [#&&EIL—
WCBEI L., [F8 (New) 1227V v 27 LET,

DT 4= REFRELET,

J4—ILF4A

fEe

JL— 14 (Rule Name)

MR — VB HICERBT S 7200 — 4 (72 20X,
WebexVideoMesh-toCloud) # AL %9,

B4 (Priority)

2 — 77 )V ® VideoMesh / — RD/L—/L X Y REVMEE AT
LTLZE, /= FR 100 IZRESNTWDIHAE, 20
EZ 101 ICRE L £ T, £/o. £ DAL Expressway D§
TOB2BL—/VE VRN & bR T OMERH Y £7,

7 v k=L (Protocol)

SIP

Y —Z (Source)

8% (Named)

Y — A4, (Source Name)

WebexVideoMeshZone 72 E DX 27 k7 /8—H )L H—
N— = BEIRLE T,

£— K (Mode)

IA)TFTAD/INE—2< v F (Alias pattern match)

INF— % A7 (Pattern
type)

Regex

I — 2 3FE (Pattern
string)

.*@ (YourSite\.) ?webex\ .com. *

Video Mesh D& A .



Video Mesh DA |
B unitied CM & Video Mesh / — KRATORRETF = —> D

TJ4—ILF% &
INF— EIfE (Pattern ZEAL (Leave)
behavior)

EFIC—ET 2555 (On |{FIE (Stop)

successful match)

5 —7" > N (Target) Webex Zone & 7212 DNS V' — 2 Z&IRN L 77,

AT v F1 Expressway-C IZBFR SN TN D SIP 731 ADYH, 77U TT AL ADIPT KL A% A
HL. [y b7y T (Setup) 112BEHL, [SIPlIcA7 2—L LT, [44 7 (Type) ] Ku v
THE G [H2% (Standards) ] Z#IN L £,

Unified CM & Video Mesh / — FREITOIIBAZEF T —2 D
R R

SEHHEASHAZ 55 T L C. Unified CM & Video Mesh A > % — 7 = A AR O NIT M O(E4E % ML
LET, iEAEL, BB N7 I7RELFEH L, HBRNOR S{LSN=SIP hT7 7 0 v 7 &
SRTP A7 ¢ 773, 3T % Unified CM 7> HfEFHTX % Video Mesh / — RIZEI|#ET 5 Z &
EFRILET,

\}

CE) 77 AESNTBREETIE, CA LY —RN—GEHEEK ) — FIZA VA =T 208 RH Y
iﬁ‘o

4R8O HHEIIZ

X VT 4 FEOBEBENS, J—FROT 740 FOBEBLIEHEORDVIZ, Video Mesh
/) —RTCABLAIEAELHEAT LI L2BEIOLET,

FIE

ATV T1 Web 77 UY TVideoMesh / — FA v F—T A A IPT KL R/t y T w7, #l:
https://192.0.2.0/setup) ZPH&, O/ — RKROEHEa /A4 U NERTYH A4 LE
R
AT w72 [H—/\—iEBAZE (Server Certificates) JIZBEI L, MLBEIZLE U CIEHEL F—DT %2 Y 7 =
ANBIOYTyFa—RFLET,
a) (A7 vay) RBET B NAL L —NORITINIAEESLE R GAE, RIAZEERER
DYERL (Create a Certificate Signing Request) 1 %7 U v 7 LE§, 2B R (@4 %

. Video Mesh D& A
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ATvT3

b)

d)

e)

f)

Unified CM & Video Mesh / — FRITOiEHEF 1 —>oxi ]

ELVENRHHFQDN THLH TV ) vMRBALZET) # AL, V7= A RE{ERL
9, CSREZUE—RL, VZ/ZRA a7/ X—ZkFELET, (V7R NI
BECATRECT, i bld, IR (CA) OB ZFEHE (CSR OIERRHIZ T TIZARR
SINTMEX—) ZIKLET

GE) HIEAIZURL TIHEH Y £ A, 77 hab (tpy//Chttps:// 72 L) | A— &
7%\ if: 61/\"X% bié\iﬂiﬁfuo X.509 %E%%ﬁ*%@ commonName 7 A — /b ]\
X, B4 EFRLET, https://www.example.com DHA, 1ELVMEIT
example.com TTO

WE X —I1L, CSREAR LI-L T TITRE SN TWET, CSROEMTFIEEZMH L7
WIS, B —%2 T v e — R T ANERHY 1,

FEAEL X -2/ LW DAGA. [V—N\—HED7y 7A—F (crt £z .pem 77
4 JL) (Upload a Server Certificate (.crtor.pemfile) ) |22 VU v L, GEAEZ 7 AL
BN C, [MEBEXF—DF7v7O—FK (key 774JL) (Upload a Private Key (.key
file) ) 1227 Vw27 L, RATL—XBRHLLEITRATL—X% ATTLET,
AEAEEZRIG LIZS., 7 T AZNOERYID Video Mesh / — RICHEI L, [H—/\—iIBAZE
DA X k=)L (Install Server Certificate) 127 U >» 27 L, w7 Majiki, 412X
F—JL (nstall) 1227V v 27 LT[OK] 227V >v7 LET,

7T 0 RICEE I L7z VideoMesh / — RIFIEEIZY Yy v hE T L, BEENKTTHET
BR2 ML ET, 20Kk, /— NIZEAEDOA VA M—NAVE2%E T LET, — 33—
FAEENA VA N END L, T ERERSNET, TOH%, X—YEJa—FR
LT, HFLViEHEE X — U N ZRRTEET,

AFHEL X —T A LOREICH D [Fora— K (Download) %27V v 27 LT, u—%
Nav—zRKEFELET,

T 7 ANERZRTWIGANCRE L, 77 UV X 7T, VideoMesh 1 > A X A% BV
FFICLTEEET,

7T AZHNDWD VideoMesh / — FIZHEI L, AT L—X2 AN LT, EF—7 74
NeT v 7u—RKLET, Ok, [H—/—FBAZEN7 v F7A— K (Upload a Server
Certificate) 1% 27 UV v 7 L, [—/\—iEBHZE®D A > X k—JL (Install Server Certificate) ]
FERL, Yo7 heims, [4AR =L (nstall) 1227V v 27 LTC[OK] &2 U v o
LET,

R L2 7 AZND VideoMesh / — RIZHOWT, ZOFAEZMD KL FT,

BDTZ %4 7T, CiscoUnifiedOS DEEE)N S, [£F 1) T« (Security) 1> [ZEAZDE
I# (Certificate Management) 1IZBEILE§, MRFMELZ AT LTHERE (Find) 127V v 7

L.

AEFEE L IXREEEEY A M(CTL) DO 7 7 A M4 E IR L C[A2 > A— K (Download) ]

27U v 7 LET,

Unified CM 7 7 A V&R ZRCTWIGETICRIFE L, 77 U 7T, Unified CM A > A X 2 A
W F FICLTREET,

AT w74 VideoMesh[/ — KA % —7 =1 A (Node Interface) | ¥ 72V, fEERA F7H LUV TH
F< (TrustStore & Proxy) 1 %7 U w27 LT, A7 v a R LET,

Video Mesh D& A .



Video Mesh DA |

B unitied CM & Video Mesh / — KRATORRETF = —> D

ATy TH

ATvT6

« Unified CM 7% & < 1 H V7o /ARIC & - TEA Sz CAREEZ 3 23548, Video
Mesh / — FiZZhz BEIIE#E L £, BRI, EHICEREN2 VMN / — FO
ARA KOS HED/N— FFERAED U A MIFESWTNET,
Unified CM 2SN O3 CA L — FREBIE TEA SNz CAREAEZEHT 546, 0
Jo— FEEAEAY ) — RIZBEMLE4, 20— FiEHEIIREN S AFTE 98,
Unified CM 2B X 7 v m— RTERWGEENRH D £7°,
Unified CM 238N ER 2 LB 3 % 7= OIZfEH 9~ % ECDSA FEFI & & RSA FEHE O 5 %
BMLET, ZNHOFEHET, BCBAEAEE 2L CAFEAETT,
1 OOFEAEEZ X7 o — R LESEAIE, b— FMEREFEEIV FI VT4 TS
D7y FA—FK (crt £f=1% .pem 774 JL) (Upload a Root Certificate or End Entity
Certificate (.crtor.pemfile) ) 122V v 2 L, # 7> u— K L7 CallManager.pem sitH]
FEI77ANVERIRLET, [TRTORAZZEER M7 VX =)L (Install All
Certificates into the Trust Store) 1 %27 Vw2 L, mo 7 Maeiisk, [41 X =)L
(Instal) 1227V >y 27 LT, /—F&HE#HLET,
AEAEF = — B v rn— RLIEGEIE. v— b CAGERFE L Tl CAGERAEZT » 7
n— KL, [TRTOIEAZEFEFER 7124 > X b—JL (Install All Certificates into the
TrustStore) 1227 U >y 27 L, 7rr 7 Mae@AT[A YA =)L (nstall) 1227V v 7
LET,

770 RIZBFR ST Video Mesh / — RIZIEFIZT v v RA DT L, #EED %T‘Téi“(ﬂi
K2 REffA% L £ 97, CallManager.pem sEFEZ A A h—/L9 521X, / — RRHBMIC
EELET, T4 KD L, CallManager.pem AEFHE Y Video Mesh / — RIZA > A f\‘—
NEINTWDLHERITIETT r T PRRRINET, TO%, X—Y% U n— FLTH LWIEH
BERRTEET,

[Cisco Unified OS & H#E (Cisco Unified OS Administration) ] 7IZ&R Y . [EEBAZ/FIAZEF = —
>M7F7 v FA—F (Upload Certificate/Certificate Chain) 127 UV v 7 L%, [(EBAZNDEH
(Certificate Purpose) ] Fu v 7" Z o U X S HREAAEL I L, VideoMesh / — KA >
=Tz ANLHE T a—RKLz77AVEZR LT, [[A< (Open) 1227V v 7 LET,
T AN EY—NR—=ILT v 7 u— KT 52, [Z77AVDT » 7 u— K (Upload File) |1 %7
Vw7 LET,
EAETF == &7 v 7R —RLTWAHEIE, Fo—rNOTRTOMRAEELT v 7 r— R
THMERDHY £T,
G¥) AEEEZ Y v e —RNLeb, WEZZT 2 —EAEHEBHLET, F— =N
FEE) L7256, CCMAdmin £ 721X CCMUser GUIIZT 7 A LT, #HLLBMLZ
AERAENEH SN TS Z e R TE £,

GE) APIZH A L T — N—3EAEZ A VXA = BIOEHE T ET, FFMIzHONT
1. TVMN % — _R—FEBE API (24 X—2) | 2L T Z &V,

. Video Mesh D& A
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8% 3 & UVideo Mesh 5 2 2 0 » 7 1 7EESEOENE ]

P K UVideo Meshy S RXAAD AT 4 TESIEOER
=

FHARE L OV & DVideoMesh 7 7 A X D AT 4 THF At % A4 2T 586815, ROFNEEZ FEIT
LET, ZOFRETIZ. = RY—x 2 RO TLS By 7w ZREIFIZEIT S 1. Video
Mesh / — R&ZRA > b+ 5EF =277 TLSSIP kT > 7 78 Unified CM ICELE STV 5 LB
NH FEI,

RIE R

Unified CM 3% 472 b7 7 TREINTE |a— AN ERKLET,
V. Z ®DVideo Mesh Control Hub % & IX A ZhiT
o TWER A,

Unified CM (ZL 2R R T 07 TRESNTE |2 — /TR LETAN, FEFaT7E—F
59, Z dVideo Mesh Control Hub 3% EIXH RN I 7 +— v 7 LFET,
272> TWVWET,

A

FE LRI RRA Y MIE, =2 RV —x2r RO EIET 2L 91C, ¥X=2UT 47
077 ANETLS AIVE—a VERETDILERDHY 79, ZOREEZITORVGE,
TLSZHH L CRESN TWARNZY RRA LV 0B 7 T Rica— 3t —_"—7u—LZ%
T TRTOZY RAKRA Y MR TLS ZFEHT DL IICRETELHAICOR, ZOMELH
T D L aBEIDLET,

188 BRI
e UnifiedCM &% =7 TLSSIP N T 7 4 v 7 )L—TF 4 > 7 OFKTE - Video Mesh (46 ~<—=)

« Unified CM & Video Mesh / — R CTOIFAEF = — L OAZHL (58 ~—3)
Fig

AT w71 https://admin.webex.com DH A X ~—E 2—T, [H—EZR (Services) ]>[/\1 TV v K
(Hybrid) 128 L. Video Mesh 71— RN [ERE (Settings) ]Z#7 UV ~»Z7 LET,

RATv T2 [AT 4 TFTHESIL (MediaEncryption) ] TAZ7ua—n1 L, REEZACHIVEZET,
ZORFEICEY | AN D Video Mesh / — RABIET 2T XTDO AT 4 7F ¥ XV THE1{k
DR SAVET, T AN KRT D ATREED B DR, = RV —x» ROB SALAEfES
DI DITEREFIZHONTIE, BIORBIOEEEZZR LTI ZS VY,

AT T3 [TARTHRFE (Showall) 1227 Vw7 L, EX=2772SIP 77 4 v 7 BHHIT 5% Video
Mesh 7 5 A X T, ROTFIEE#EY KL ET,

Video Mesh D& A .
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Video Mesh DA |
Bl Webex 4 - Video Mesh DAL

a) URANIHZ%VideoMesh” 7 AL T R ZEIRL T, [V T RREBREDTwRSE (Editcluster
settings) 1 %7 U v 27 LET,

b) [SIPa—JL (SIPCalls) ] TCAZa—/LL, F=v IRy I A4 N LET,

9) [E?E}ﬁ%\ SIP 2S5t (Trusted SIP sources) ] C. Unified CM GEBHED Y7 = 7 MU
4 (%13 Unified CM @ FQDN) (ZfFET 544 (CN) E721X FQDN # A7) L 7,

hooxy MUIXEHEFEA SIP EELE L TR S, X% =7 7% SIP =2 —/L % Webex
Video Mesh [Z1EET 5 Z ENFFRI S NLE T,

Webex 1 k@ Video Mesh D& %1t

Webex X —7 o > 2 ® VideoMesh / — N T SIZ AT 4 7 &M LT, 33T Webex
77)&?A4x:£m¢5:ﬁ\:@mﬁ%wwm#4kfﬁw_ﬁézgﬁﬁbiio

DRTEEHMETDHZLIZLH-T, 77U RTVideoMesh BEXOI—T 4T A AHF
zﬁwn'*% U7 &dv, A — RH VideoMesh / — RTHETEHL 91V ET, 20D
IERE N2> T2 WS, Webex 7 7Y & T /314 Ad Webex 2 —7 ¢ > 712 Video Mesh
J—FREEHLEEA,

FIE

AT v 71 https://admin.webex.com DA A X ~—E 2—T, [H—ERX (Services) |>[Z—F 1 >
(Meetings) JWZBEh L, X —7T 47— RTWebex VA h&2 Vw7 L, [RFE (Settings) ]
LxmrV)9r45L | Webex ¥4 hNEEAT L a 0T 7B ATEET,

ATy T2 [H£@EHRE (Common Settings) 1127 7 AT 5I2i%, [—EX (Service) 1>[E—T 1Y
(Meeting) 1>. [YA FERTE (Site Settings) 1 DIEIZZ UV v 7 L9, [#HBEKE (Common

Settings) ] %>%. [Cloud Collaboration Meeting Rooms (CMR) %27 U v 27 LT, [AT«47F
1)y —ZAMDFEFE (MediaResource Type) ] C[VideoMesh] Zi&R L, THERIZH 2 [#RTE (Save) ]
Vv LET,

Cloud Collaboration Meeting Room Options

Interactive Voice Response URI: meet@example . webex.com

Media Resource Type: | Video Mesh -

Before you choose Cis{ 2sh, you must also install on-premises

configuration. See the documentation for details.

TOREICEST, 797 FTVideoMesh BENI—FT 4 VA VAR ANR—FEIZY 0
. AT — K2 VideoMesh / — R TCHRAETEA LR ET, ZOFRTIE. 15 9%

. Video Mesh D& A
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| Video Mesh D& A

Webex 7 7') 1 —4—~® Collaboration Meeting Rooms D E|| L) &4 T .

BRESRIIKMINET, ZOEFENKMINTRICEBEIND Webex 2 —7 1 > 7 Tl

g

HLWRENEAENET, 2OT7 4 — LV REF 74V OF T a L THEH[ZVTFTT R
(Cloud) JICERELIZEFICTHE, V9T RTHRAFENTWVETRTOI—T 4 7Bk
N Video Mesh / — FlF3fEAH S 72< 720 £,

Webex 7 7'') 1 —H—~® Collaboration Meeting Rooms
DEIY BT

FIE

* Control Hub Z{#H L CH A FEEFEHTHLE1F, ROLHIITLET,

a) https://admin.webex.com DB A X < — Ea—b, [A—H— (Users) ]>[1—H—D
&I (Manage Users) 1 IZBEIL £9°,

BEOAZ—F—%2F DO TEHYETHITE, ZOXEFELZSRLTILEIN,

b) Webex Collaboration Meeting Rooms % &N D = —H —ZEID ¥ CTE 9,
A MEBHEZMEMN L THA FE2EHT 561, ROL TR ET,

a) [V NEPE (SiteAdmin) 1206, [A—H—DEE (ManageUsers) [IZEEHIL £,
b) —WF—Th v FEHE L, Collaboration Meeting Room % A4 12 L E7,

BEO2Z—F—%2F O THYETDHITE, ZOXEFEEZSRLTILEIN,

X ATFHIVKRRAV TR —FT 4TI AR
ITRNDESE

T RHA Y RAERICEER SN, ELWI—F (L V= AR T ARERSATNG D
L EMERT HICiE, PO FIAZ ETLET,

FE
RAT9T1 EX2 V7 RSN RARA Y LI —T 4 7B ET,

ATV T2 =T 4 VT DL/ENT NA AFREND Z L 2R LET,

OB, X FRRFAVEERATEIT RRA L N TCI =T 4 TV AR E D R 2D &R
LCWE1,

Video Mesh D& A .
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B 52751 vk rbcozs—F o THRRY TV RORR

3 participants

@ Marc Brown
mbrown@example.com
Maria Rossi
mrossi@example.com
CONF-ROOM-1
This Room

ATFYTI =T 4 7%, [a—ILDOFEHM (Call Details) |75 Webex Conference DIEHIZT 7 & A L F

X

ol

ATy T4 [K55L (Encryption) &2 v a T, [44 7 (Type) 1A [AES-128] & L TSN, [RT—
AR (Status) ] [A> (On) 1 & LTERINTWSZ AR LET,
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EXATFHIVRRA VP TDI—TFT A VT ITIARY I VAN

&
-

Webex Conference

Participant(s)

Video

Audio

6000 kbps

Transmit
H264
1280x720
30 fps
2484 kbps
0.0%
0.0%

1 ms

Transmit
AACLD
63 kbps
0.0%
0.0%
1.00 ms

Presentation
N/A
N/A
N/A
N/A

Encryption
AES-128
On
Receive Presentation
H264 N/A
1280x720 N/A
30 fps N/A
759 kbps N/A
0.0%
0.0%
3 ms
Receive
Opus
64 kbps
0.0%
0.0%
4.00 ms

Video Mesh D& A .
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B tro7szorR b0 —F 4P TURRY T LR OBER
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



