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SEPFoundCount
SEPNotFoundCount
SIPFoundCount
SIPNotFoundCount
SoftkeyChangeNotifications
UnitChangeNotifications

* Process

PID

STime

% CPU Time
Page Fault Count
VmData
VmSize

Thread Count

e Memory

Used Kbytes

Free Kbytes

Total Kbytes
Shared Kbytes
Buffers Kbytes
Cached Kbytes
Free Swap Kbytes
Total Swap Kbytes
Used Swap Kbytes
Pages Input

Pages Output
Pages

% Page Usage

% VM Used

% Mem Used

* Processor

Irq Percentage
Softirg Percentage
I0wait Percentage
User Percentage

Nice Percentage

Release 5.0(1)
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System Percentage
Idle Percentage
%CPU Time

e Thread

CCM
PID
%CPU Time

e Partition

. TCP

Used Mbytes

Total Mbytes

%Used

% Wait in Read Time
% Wait in Write Time
% CPU Time

Read Bytes Per Sec
Write Bytes Per Sec
Queue Length

In Receives
InHdr Errors
In Unknown Protos
In Discards
In Delivers
Out Requests
Out Discards
Reasm Reqds
Reasm Oks
Reasm Fails
Frag OKs
Frag Fails
Frag Creates

InOut Requests

Active Opens
Passive Opens
Attempt Fails
Estab Resets
Curr Estab

In Segs

Out Segs
Retrans Segs
InOut Segs

Cisco CallManager

perfmon

perfmon | |
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1

perfmon

e Network Interface
Rx Bytes
Rx Packets
Rx Errors
Rx Dropped
Rx Multicast
Tx Bytes
Tx Packets
Tx Errors
Tx Dropped
Total Bytes
Total Packets
Tx QueueLen

e System
Allocated FDs
Freed FDs
Being Used FDs
Max FDs
Total Processes
Total Threads
Total CPU Time

perfmon

Cisco RIS Data Collector

P.2-19

Cisco CallManager

perfmon
Collector
o RTMT
. CLI
Administration Guide
Microsoft Windows  Performance

P.2-20 Microsoft Performance

perfmon

perfmon

Release 5.0(1)

Troubleshooting Perfmon Data Logging

Cisco RIS Data

Cisco CallManager

Cisco

IP Telephony Platform

i Cisco CallManager
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perfmon | |
5 Enable Logging False
perfmon
perfmon
pefmon

1 Cisco CallManager Administration System > Service Parameters

Service Parameter Configuration
2 Server
3 Service Cisco RIS Data Collector
4 2-4
5 Save

2-4 perfmon
Enable Logging True
perfmon False
Polling Rate 5 300
15
Maximum No. of Files perfmon
1 100
50
Maximum No. of Files Maximum File Size
Maximum No.
of Files Maximum File Size 100 MB

Cisco CallManager Release 5.0(1)
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[ | perfmon
2-4 perfmon
Maximum File Size perfmon MB
1 500 2
Maximum No. of Files Maximum File Size
Maximum No.
of Files Maximum File Size 100 MB
Microsoft Performance perfmon

Microsoft  Performance

1 Start > Settings > Control Panel > Administrative Tools > Performance

2 Properties
3 System Monitor Properties Source
4 perfmon perfmon  csv

PerfMon_<node>_<month>_<day>_<year>_<hour>_<minute>.csv
PerfMon_172.19.240.80_06_15 2005 11 25.csv

5 Apply

6 Time Range perfmon

7 Add Counters Data Add
8 Performance Object perfmon

All instances

9 All Counters

10 Add

11 Close

Cisco CallManager Release 5.0(1)
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perfmon | |
CiscoWorks2000

CiscoWorks2000 Cisco CallManager

CiscoWorks2000  Cisco CallManager

CiscoWorks2000
. CDP
CiscoWorks2000 Cisco CallManager Serviceability
URL CiscoWorks2000
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm
Syslog CiscoWorks2000 Resource Manager Essentials
Cisco Syslog Analysis
Cisco Syslog Analyzer Cisco Syslog Analysis
1
Syslog Analyzer Collector Cisco CallManager
2 Cisco IP
Cisco CallManager Serviceability
CDP
CDP CiscoWorks2000 Cisco CallManager
CiscoWorks2000 Cisco CallManager Serviceability
URL CiscoWorks2000
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm
network management system NMS;
SNMP TCP/IP
SNMP
SNMP
3
. SNMP
SNMP

Cisco CallManager Release 5.0(1)
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[ | perfmon
SNMP
. SNMP
NMS
NMS
NMS  Cisco CallManager
CiscoWorks2000
HP OpenView
SNMP Cisco CallManager SNMP
Cisco CallManager Serviceability Cisco

CallManager Serviceability

Cisco CallManager Release 5.0(1)
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Cisco CallManager

. Linux Serviceability  GUI CLI

Cisco CallManager

Linux Serviceability GUI CLI

Real Time Monitoring Tool RTMT PC
RTMT URL

https://<server_ipaddress>:8443/ccmadmin/pluginsFindList.do

1 Cisco CallManager
2 Applications > Plugins

2-1 Find and List Plugins

2-1 Cisco CallManager Find and List Plugins

Cisco CallMa nager Administration ror cisco 1P Telecommunication Solutions

Syaiem + CnlRniding +  MednResources « Woke ball » Dmdcn » Applesinn « Lber Management « P

Find and List Plugins

Status

@0 rocnrds fourd

search Dptions

Find Flugin whers Fugin | Hame =] |cortming =] fioal Find
and Plugin Type equals |Ina1nllu:m'n:|n =

Search Kesults
Plugin Mame Diescription

[E R

Cisco CallManager Release 5.0(1)
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3 Name contains tool
4 Plugin Type Installation
5 Find
Search Results Cisco CallManager Real-Time Monitoring Tool ~ Windows
Linux
6 RTMT Windows Linux
7 RTMT PC
2-5 CLI GUI
2-5 CLI GUI
Linux Serviceability GUI
CLI
CPU top RTMT CPU
View > Server CPU and show perf query class Processor
Memory CPU
show perf query counter Process "%
CPU Time"
CPU
show perf query instance <Process
task_name>
ps RTMT show perf query counter Process
. "Process Status”
View >
Server Process
df/du RTMT show perf query counter Partition
. "
View > Server Disk Usage % Used
show perf query class
Partition
free RTMT show perf query class Memory
View > Server CPU and
Memory
netstats show network status

Release 5.0(1)

i Cisco CallManager
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||
2-5 CLI GUI
Linux Serviceability GUI
CLI
reboot Platform Web utils system restart
Restart >
Current Version
Sftp  ftp RTMT file list
Tools > Trace > Trace & file get
Log Central > Collect Files L
file view
GUI
RTMT Tools Trace > Trace & Log
Central

2-2 Cisco CallManager RTMT Trace & Log Central

Y Creca CalMansger Seraceabdity e al- Tise Monitoring Tesl

1 [7] Trace & Log Central
7 Trace 5 Log Centrat
D Remode Brorese
[} covectries
D Casary WiTand
[y aenaduie camesnon
[ Lecal Biowse
A% 3 Real Tame Trace
[ view Resl Time Dats
D Monnar Liser Beant
[y comact Grash Dumg

LT

CLI
o file list
e file get
o file view

Cisco CallManager Release 5.0(1)
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GUI

RTMT Tools
> Schedule Collection

Trace & Log Central

2-3 Cisco CallManager RTMT  Schedule Collection

ro [ WS lnniper Sesvaceabality Leal Tewe =i orihg Toeol

Systen Monilor Seorch Dot Device Performence Tools Window  Anplication Help

A [ Traon A Log Comfral
% Trace & Log Centra

£ D Rgsmiobe Bnrecie

[ cottect Fies

Y tasmnyvsizam

D) seredule Comecton

; D Loc#l Browid Chaco AWT Service Haime
| £ Real Time Trace Clscn AWS Service Asilog
D view Real Time Data ||| 1=iccq amic Service CallLog
[ Mannor User Fvent Claco ANC Seevice Devicslog 3

D Coladt Grash Dump Clsin ARG Sarits PPRLGD 2
CLI
admin show
* show tech database
e show tech dbinuse
¢ show tech dbschema
e show tech devdefaults
e show tech gateway
¢ show tech locales
¢ show tech notify
e show tech procedures
e show tech routepatterns
e show tech routeplan
e show tech systables
* show tech table
e show tech triggers
¢ show tech version
e show tech params*
SQL run
e run <sql command>

Cisco CallManager Release 5.0(1)
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||
Log
GUI
RTMT Tools Trace & Log Central > Collect Files
24 Cisco CallManager RTMT Collect Files
ey Servilealily Beal Tme =ondtoring Tiosl
gmimm R i s i i s X
B
D Rernale Bnowse -
[} Collact Fies
[y Chuseery ezaed
Bchbdiiln Collactian
P | Hamd
: LooH O | |Catea AMC Hanadn
' G Rual Tie Trac Cisco AMC Service AleiiLog
i Y view Real Tims Dta || | ieco AMC Serice Cailog
[} Monizor Usse Evert (|| Cpco AMEC Sorace DivicoLig 3
[} counet Grash Dump | |Cipea AMC Garace FRPRLEG a
Delete Files
PC Cisco CallManager
CLI
o file delete
GUI
RTMT Tools > Trace Trace & Log

Central > Collect Crash Dump

2-5 Cisco CallManager RTMT  Collect Crash Dump

Track & Log Contral

Cisco CallManager

Femole Brosse
CobetlFiles
™Y caupryvwizana
Y seneduls capsction :
; D Legal Browsa | [ Cisen DO
| ® 3 Real Teme Trace I Craco AMC Sanice
D“WHIH Tire Dala Crto Bulk Préragioning Semice
[} Manfiar Liser Feant CHE CAR Stheduler £
[ omect Crash Dume Ciseo COP x
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CLI
e Core [options..]

Cisco CallManager

GUI

Platform Web Restart > Current Version

CLI
e utils system restart

GUI
Serviceability ~ Web https://<server_ipaddress>:8443/ccmservice/ Trace >

Configuration

CLI

e settrace enable [Detailed, Significant, Error, Arbitrary, Entry_exit, State_Transition, Special] [syslogmib,
cdpmib, dbl, dbnotify]

GUI

CLI
¢ show network status

Cisco CallManager Release 5.0(1)
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Cisco CallManager

Cisco CallManager

Cisco CallManager
Cisco CallManager
Cisco CallManager

1 CM1 2 CM2
1 2 CM1
1 CM2

Cisco CallManager

Cisco CallManager

i 2 Cisco IP Phone 79xx

TAC

Cisco CallManager

Cisco CallManager

[ oL-8764-01-J
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View > Refresh

Cisco CallManager

Cisco CallManager

1 Cisco CallManager Administration Navigation > Cisco CallManager Serviceability
Cisco CallManager Serviceability

2 2-6 Tools > Service Activation

2-6 Cisco CallManager Serviceability Tools

mavigation | Lo Lol anee b ormcpalslly ﬂ G

Cisco CallManager Serviceability s e 6 Talacammunication &

Sum e Tiace v | Toom v | Sp v bep w

e ——————————————————

Select Server al o Fentrs
SEerver F_ Calad SarvicEs
El:'lr:t:l.-l — Dl Ciomiroll Cenber « Rebwork

SenacE

Sansceabily Reports
Backben

CDR: Mansgemant

e -]

3 Servers 2.7

2-7 Cisco CallManager Serviceability Service Activation

Hn‘rlull:lml | Clico Calarager Servcasbliy = ﬂn

Clsco CallManager Serviceabllity o cocw i relassmmmunication 12k

Mam = Tce = Tools = Somp +  Help =
s ervice Activation |

Select Server

‘-'.n:hnlnr'l Selan & Savuee "|'I

Chycaisgnna ]
CigcnSenee?
Chacobienn]
CigenSemngnd

k]
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Cisco CallManager

||
Current Server
2-8 Cisco CallManager Activated Status Activated Deactivated
2-8 Service Activation
pawvigatinn [ Cuco Colllsigs Sarvesshily =]  Go L=
Cisco CallManager Serviceability re- cicco 1= Tatacommurication Salutions
Service Aclivalion Contngl Canler - Feakers Serntas =
SLalns
Dysratus © Poady
Selpit Server
sorver | CiscoSanard |
C™ Services
Service MNamp Actiwalion Stalus
F risce CallMaAagar Ahvatad
Fcim LL{+ ) hefivatad
F Cioo smoscaging inbor e By sta
F ' cisco & voice Media Str EEMing Spp Achvated
F e CTisanager arfwatad
F e CallManager Atardant Condale Servar Actrvated
F ghco Dxkension Mabity Activated
M. fges Ditsnded Fundiens Amvaytod
= Cisco Calldanagar Cispa 1P Fhonie Sarvices Ay atad
T Cisen Dialed Numbar Anstyrar Dearkivaban
T Cisco DHCP Manitor Sarvice Deactivabad
(£
-3
A 2] e [ E=uAT TS
Activated
Cisco CallManager
Deactivated
Cisco CallManager
5 Update
Cisco CallManager Activation Status Activated

Cisco CallManager
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Cisco CallManager

1 Cisco CallManager Administration Navigation > Cisco CallManager Serviceability

Cisco CallManager Serviceability

2 Tools > Control Center — Feature Services

3 Servers

Current Server

Status

Cisco CallManager Release 5.0(1)
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e Cisco CallManager Serviceability
e CiscoCallManager Serviceability
e Cisco CallManager
e Cisco CallManager

e Cisco CallManager
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CHAPTER

Cisco CallManager Attendant
Console

Cisco CallManager Attendant Console
Cisco CallManager Serviceability

Cisco CallManager Serviceability Cisco CallManager Serviceability
Cisco CallManager Attendant Console

. P.3-2

. P.3-5

. P.3-9

. pP.3-10

Cisco CallManager Attendant Console p.3-11
Cisco CallManager Serviceability  JTAPI p.3-13

. P.3-14
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3 Cisco CallManager Attendant Console |

Cisco CallManager Attendant Console

. P.3-2

. P.3-3

. pP.3-4

Cisco CallManager Administration ac Standard CTI Allow Park
Monitoring
. ac
* ac
* ac
e Cisco CallManager Administration ac Standard CTI Enabled
1 Cisco CallManager Administration User Management > User Groups

Find and List User Groups
2 Standard CTI Allow Park Monitoring
User Group Configuration
3 Add Application Users to Group
Find and List Application Users
4 ac Find

5 ac Add Selected

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

||
Allow Control of Device from CTI
Phone Configuration Allow Control of Device from CTI
Cisco CallManager Attendant Console
Windows XP SP2 PC
Windows XP SP2 Cisco CallManager Attendant Console
ACClient Windows
Windows
Cisco CallManager Attendant Console Unblock
Windows XP SP2 Cisco CallManager Attendant Console
Unblock Cisco CallManager
Attendant Console
1 Start > Settings > Control Panel > Windows Firewall
Windows Firewall
2 Exception
3 All Program
Add a Program
4 Browse ACClient.exe Open
Windows Firewall Exceptions ACClient
5 Edit

Edit a Program
6 Change Scope
Change Scope
7 Anycomputer (including those on the internet)

8 OK 2

Cisco CallManager Release 5.0(1)
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3 Cisco CallManager Attendant Console |

PC Cisco CallManager Administration
PC
1 Cisco CallManager Attendant Console PC Cisco CallManager Administration
2 Cisco CallManager Administration Application > Plugins
3 Find
4 Cisco CallManager Attendant Console Download
5 Open

Cisco CallManager Attendant Console

6 Next
7 License Agreement I accept the license agreement
Next
8 Browse
Next
9 Ready to Install Next
10
Finish
11

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

. pP.3-6
. p.3-7
Cisco CallManager Administration ac
CTIManager

User Management > Application User

Find and List Application Users

Add New

Application User Configuration

User ID ac

Password 12345

Confirm Password 12345
Save

User Management > User Groups

Find and List User Groups

Standard CTI Allow Park Monitoring

User Group Configuration

Cisco CallManager

Cisco CallManager Attendant Console

ac

[ oL-8764-01-J
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3 Cisco CallManager Attendant Console |

9 Add Application Users to Group

Find and List Application Users

10 ac Find
11 ac Add Selected
12 Related Topics Go

13 Standard CTI Enabled

14 Add Application Users to Group

15 ac Find
16 ac Add Selected
17 Application End User Configuration ac
2
1

1 Device > Phone

Find and List Phones

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

Phone Configuration
4 Directory Numbers
Directory Number Configuration

5 Maximum Number of Calls

6 Update
7 Reset Devices
8 OK

Cisco CallManager Attendant Console

ac

ac

1 User Management > Application User
Find and List Application Users
2 Add New

Application User Configuration

3 UserlID ac
4 Password 12345
5 Confirm Password 12345

Cisco CallManager Release 5.0(1)
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3 Cisco CallManager Attendant Console |

6 Save

7 User Management > User Groups

Find and List User Groups

8 Standard CTI Allow Park Monitoring

User Group Configuration

9 Add Application Users to Group

Find and List Application Users

10 ac Find
11 ac Add Selected
12 Related Topics Go

13 Standard CTI Enabled

14 Add Application Users to Group

15 ac Find

16 ac Add Selected

17 ac User Managerment > Application User ac
18 Application User Configuration Find more Phones

19 ac

20 Add Selected

21 Find more Pilot Points

22 ac

23 Add Selected

24 Save

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

Cisco CallManager Attendant Console

Directory P.3-9
Directory
Cisco CallManager Administration Cisco CallManager Attendant Console
Directory
1
e Cisco CallManager Attendant Console Server Directory Sync Period
0
e Directory Sync Period
e Directory Sync Period Cisco CallManager Administration
Cisco CallManager Attendant Console
1
2
Cisco CallManager Attendant Console
2
1 Cisco CallManager Administration User Management > End User
Find and List Users
2 User Search Find
3
4 Telephone Number
5 Save
Cisco CallManager Release 5.0(1)
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3 Cisco CallManager Attendant Console |

Cisco CallManager Attendant Console

P.3-10
Reset Original Called True
1 System > Service Parameters
2 Server Attendant Console
3 Service Cisco CallManager Attendant Console
4 Reset Original Called False

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

Cisco CallManager Attendant Console

Cisco CallManager Attendant Console

e Cisco CallManager Attendant Console p.3-11

. p.3-11

e Unicode p.3-12

e Speed Dial Directory p.3-12
. p.3-12

Cisco CallManager Attendant Console

hosts IP

1 Cisco CallManager Attendant Console  PC hosts
c:\program files\winnt\system32\drivers\etc\hosts

2 1P

IP 10.104.1.4 thd2-pub-7835.clusterl.com

10.104.1.4 tbd2-pub-7835.clusterl.com

Cisco CallManager
Attendant Console

Web
Cisco IP Telephony Platform Administration

Cisco CallManager Release 5.0(1)
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3 Cisco CallManager Attendant Console |

Attendant Console Server

|
Unicode
Cisco IP Phone Cisco CallManager Attendant Console
Unicode
Cisco IP Phone Unicode
Cisco CallManager Administration  End User
Configuration Unicode ASCII
ASCII Cisco CallManager Attendant Console
ASCII Unicode
Speed Dial Directory
Speed Dial Directory
UDP NAT
NAT
Cisco CallManager Cisco CallManager
Attendant Console Server
Cisco CallManager Cisco CallManager

1 Cisco CallManager Serviceability Tools > Service Activation

Cisco CallManager Release 5.0(1)
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| 3 Cisco CallManager Attendant Console

2 Servers Cisco CallManager Attendant Console Server

3 Cisco CallManager Attendant Console Server

4 Start

Service Status

Cisco CallManager Serviceability JTAPI

Cisco CallManager Attendant Console

JTAPI P.3-13
JTAPI
Error Detailed JTAPI
JTAPI JTAPI

Cisco CallManager Attendant Console Server

1 Cisco CallManager Serviceability Tools > Control Center - Feature Services

2 Server Cisco CallManager Attendant Console Server

3 Cisco CallManager Attendant Console Server

4 Restart

Cisco CallManager Release 5.0(1)
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3 Cisco CallManager Attendant Console |

Cisco CallManager Attendant Console

P.3-14

e CCM

e CTI

e SDLCCM

e SDLCTI

e Cisco CallManager Attendant Console Server
e JTAPI

accollectlogs.bat
C:\Program Files\Cisco\CallManagerAttendant\bin

3

e -directory <directory_name> Cisco CallManager
e -time <n_minutes> <n_minutes>

e -output <zip_file_name> ZIP

Cisco CallManager Release 5.0(1)
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Cisco CallManager

Cisco CallManager

. Cisco CallManager P.4-2

. P.4-9
. P.4-10

e JTAPI P.4-11

. P.4-15
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4 Cisco CallManager |

| Cisco CallManager

Cisco CallManager
Cisco CallManager

e  Cisco CallManager
e  Cisco CallManager Administration

e  Cisco CallManager Administration
e  Cisco CallManager Administration

. Cisco CallManager 80

Cisco CallManager

Cisco CallManager

Cisco CallManager

The Cisco CallManager service terminated unexpectedly.
It has done this 1 time. The following corrective action
will be taken in 60000 ms. Restart the service.

Timeout 3000 milliseconds waiting for
Cisco CallManager service to connect.

Cisco CallManager
The service did not respond to the start or control request in a timely fashion.

Cisco IP Phone Cisco CallManager
CPU Cisco CallManager

Cisco CallManager Event Logs

Cisco CallManager
CPU CPU 100
% P.4-3

Cisco CallManager Release 5.0(1)
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| 4 Cisco CallManager

15 Cisco CallManager

Cisco CallManager Administration

Cisco CallManager ||

15 SDL
perfmon
perfmon
CPU
Administration Web
Cisco CallManager
Cisco CallManager
Cisco CallManager Serviceability Tools > Service Activation
2. Servers
Current Server
Cisco CallManager Activation Status Activated Deactivated
Activated Cisco CallManager
TAC
Deactivated
3. Cisco CallManager
4. Update
Cisco CallManager Activation Status Activated

Cisco CallManager

Cisco CallManager

[ oL-8764-01-J
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4 Cisco CallManager

| Cisco CallManager

Cisco CallManager

1. Cisco CallManager Serviceability Tools > Control Center - Feature Services

2. Servers

Current Server

Status

Cisco CallManager Administration

Cisco CallManager Administration

e Internet Explorer The page cannot be displayed.

¢ Netscape There was no response.The server could be down or is not
responding.

Cisco CallManager Administration

You Are Not Authorized to View This Page

You do not have permission to view this directory or page using the credentials you supplied.

Server Application Error.The server has encountered an error while loading an application during the

processing of your request.Please refer to the event log for more detailed information.Please contact
the server administrator for assistance.

Error: Access is Denied.

TAC

Cisco CallManager Release 5.0(1)
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| 4 Cisco CallManager

Cisco CallManager ||
Cisco CallManager Administration
Cisco CallManager Administration Web
Cisco CallManager
Cisco CallManager Administration
Cisco CallManager 5.x SP2 Q313675

MS Internet Explorer 5.5

submit

The following error occurred while trying to execute the command.
Sorry, your session object has timed out.
Click here to Begin a New Search

Cisco CallManager
Call_Manager Cisco CallManager Admin
Domain Name System DNS;

A Z a z 0 9 -
Q313675

URL DNS
Q313675 MS01-058: File Vulnerability Patch for Internet Explorer 5.5 and
Internet Explorer 6.

IP Cisco CallManager Admin
DNS
URL  localhost IP

URL
http://your-cm-server-name/ccmadmin
Internet Explorer This page cannot be displayed

Netscape Not Found.The requested URL / ccmadmin was not found on this server.

Cisco CallManager  IP http://10.48.23.2/ccmadmin URL

Cisco CallManager

[ oL-8764-01-J
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4 Cisco CallManager |

| Cisco CallManager
your-cm-server-name DNS hosts IP
1. DNS DNS your-cm-server-name
Cisco CallManager IP
IP
2. DNS hosts
your-cm-server-name IP
Cisco CallManager IP
hosts C:\WINNT\system32\drivers\etc\hosts
Cisco CallManager 80
Web http

e Internet Explorer This page cannot be displayed

e Netscape There was no response.The server could be down or 1is not
responding

http

1. Cisco CallManager ping  Telnet

Cisco CallManager Web http

e Internet Explorer This page cannot be displayed
¢ Netscape Not Found.The requested URL / ccmadmin was not found on this server.

e show friendly http error messages Access to

this server is forbidden.

Cisco CallManager Release 5.0(1)
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| 4 Cisco CallManager

Cisco CallManager ||

Cisco CallManager
Manager Default Web Site  Directory Security

Internet Service

Start > Programs > Administrative tools/Internet Service Manager

Default Web Site

Directory Security

Cisco CallManager

Cisco CallManager Administration

Web

Cisco CallManager IP

LAN TCP-IP

Start > Setting > Network and Dial-up connections
Local Area Connection Properties

Internet Protocol (TCP-IP) Properties

Obtain an ip address automatically
address, mask and default Gateway

Internet Explorer Tools > Internet Options
Connections LAN

Cisco CallManager

ping

set manually your

[ oL-8764-01-J
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4 Cisco CallManager |

| Cisco CallManager

LAN Windows

10. Cisco CallManager

N

TAC

URL

http://www.cisco.com/warp/public/63/initial_config.shtml

Cisco CallManager Release 5.0(1)
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| 4 Cisco CallManager

Cisco CallManager

2. Cisco CallManager

3. Yes
4. OK
5.

Cisco CallManager Release 5.0(1)
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Cisco CallManager

1. 100/Full
Auto
2. Cisco CallManager
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| 4 Cisco CallManager

JTAPI ||
JTAPI
Java Telephony APl JTAPI Cisco Customer Response Solutions CRS
JTAPI Cisco CallManager
CRS Cisco AutoAttendant
Cisco IP ICD Cisco IP-IVR
JTAPI

Cisco CallManager
Cisco CallManager Release Notes

CRS http://servername/appadmin  servername CRS
AppAdmin

JTAPI OUT_OF_SERVICE

JTAPI

MIVR-SS_TEL-4-ModuleRunTimeFailure
MIVR-SS_TEL-1-ModuleRunTimeFailure

MIVR-SS_TEL-4-ModuleRunTimeFailure

MIVR-SS_TEL-1-ModuleRunTimeFailure

e Unable to create provider  bad login or password
e Unable to create provider -- Connection refused

e Unable to create provider -- login=

e Unable to create provider -- hostname

e Unable to create provider -- Operation timed out

e Unable to create provider -- null

Cisco CallManager Release 5.0(1)
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H JTAPI

Unable to create provider bad login or password

JTAPI

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI

Subsystem, Failure Cause=7,Failure
Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.
$MIVR-SS_TEL-7-
EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.

Cisco CallManager
http://servername/ccmuser Cisco CallManager

Unable to create provider -- Connection refused

Cisco CallManager JTAPI Cisco CallManager

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,

Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl: Unable

to create provider -- Connection refused
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Connection refused

Cisco CallManager Control Center CTI Manager
Unable to create provider -- login=

JTAPI configuration

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- login=
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- login=

CRS JTAPI configuration JTAPI

Release 5.0(1)

CCMuser
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| 4 Cisco CallManager

JTAPI | |

Unable to create provider -- hosthame

CRS Cisco CallManager

SMEMIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- dgrant-mcs7835.cisco.com
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- dgrant-mcs7835.cisco.com

CRS DNS DNS IP

Unable to create provider -- Operation timed out

CRS Cisco CallManager IP

101: Mar 24 11:37:42.153 PST
SMIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Operation timed out

102: Mar 24 11:37:42.168 PST $MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- Operation timed out
CRS JTAPI IP CRS
Cisco CallManager IP
CRS Cisco CallManager  ping

Unable to create provider -- null

JTAPI IP JTAPI

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- null
JTAPI IP JTAPI
Cisco CallManager Plugins JTAPI
CRS

Cisco CallManager Release 5.0(1)
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4 Cisco CallManager

H JTAPI

MIVR-SS_ TEL-1-ModuleRunTimeFailure

JTAPI
CRS Cisco CallManager JTAPI CTI CTI
CTI CTI JTAPI
255: Mar 23 10:05:35.271 PST $MIVR-SS_TEL-1-ModuleRunTimeFailure:
Real-time failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_SS,Exception=null
Cisco CallManager  JTAPI CRS CTI
CTI
MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT
JTAPI 1 CTI
1683: Mar 24 11:27:51.716 PST
$MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT:
Unable to register CTI Port: CTI Port=4503,
Exception=com.cisco.jtapi.InvalidArgumentExceptionImpl:
Address 4503 is not in provider's domain.
1684: Mar 24 11:27:51.716 PST $MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.InvalidArgumentExceptionImpl:
Address 4503 is not in provider's domain.
CTI
Cisco CallManager

Cisco CallManager JTAPI

Cisco CallManager Release 5.0(1)
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| 4 Cisco CallManager

quality of service QoS;

Cisco IP Telephony QoS Design Guide

Cisco IP Telephony Network Design Guide

IP Telephony Solutions Guide
Voice/Data VLAN Cisco IP Telephony Network Design Guide

URL Cisco CallManager Security Patch Process
http://www.cisco.com/warp/public/cc/pd/nemnswi/callmn/prodlit/cmspp_ga.pdf

IP URL

http://www.cisco.com/warp/public/779/largeent/it/ese/srnd.html

Cisco CallManager Release 5.0(1)
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Cisco CallManager

. DC Directory

e Active Directory AD Netscape Directory ND

e AD ND

. Informix

[ ]

d LDAP Cisco DirSync

Syslog SNMP

RTMT

URL

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/5_0/sys_ad/5_0_1/ccmsys/a04direc.htm

Cisco CallManager Release 5.0(1)
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Cisco IP Phone

Restart Ack  Channel IE B

Cisco CallManager Release 5.0(1)
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Cisco IP Phone

Voice over IP
20 ms 1

DSP;

Cisco IP Phone 7960 1

Cisco IP Phone 7960
quality of service QoS;

WAN
G.728

VolP

Digital Signal Processors

G.728
G.729

i Cisco CallManager Release 5.0(1)
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1.
2
2

2. \Voice Activation Detection VAD

Cisco CallManager Administration Service > Service Parameters

Cisco CallManager

3. Cisco CallManager

SilenceSuppression  False SilenceSuppressionForGateways  False

False
4.
2 1 50 20
1
20 RTP

1 0

2 0.02 20

3 0.04 20

4 0.06 20

5 0.08 20

Call Detail Record CDR
CDR Cisco CallManager Serviceability

Cisco CallManager Release 5.0(1)
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Cisco IP Phone

LAN
100 MB WAN
WAN
WAN
LAN CRC
Cisco IP Phone 7960
1. i 2
N
5
2.
QoS
Cisco CallManager Administration Locations Cisco 10S
WAN
3. 1
4. WWW.Cisco.com Cisco Connection Online
CCO

Release 5.0(1)
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Cisco CallManager

2
2. WAN
3. 1
VolP
IP
T1/E1
1.
50
PSTN
2.
PSTN
1
3. T1/PRI
-15dB
-5dB
4.
16
1

[ oL-8764-01-J
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5. www.cisco.com  Cisco Connection Online

IP Cisco I0S

2 Cisco

Cisco 10S Gateway

Cisco 10S IP
VG200 Cisco 10S IP
Y
IP
no ip routing
IP Cisco 10S

voice-ios-gwy(config)#ip routing

IP
IP RTP UbP

N

Cisco IP Phone

Cisco IP Phone 7910  Settings 6 Default Router

Cisco CallManager Release 5.0(1)
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Cisco IP Phone 7960/40 Settings

Default Router

Cisco IP Phone 2sp+/30vip **# gtwy=
A
Cisco IP SoftPhone Network Interface Card NIC;
NIC Cisco IP
SoftPhone 1.1.x 1.2
)
Cisco DT24+ Gateway DHCP Scope Default Gateway
(003 router) 003 router
PC  Default Gateway
3 IP
H.323 Cisco 10S IP
Cisco 10S IP H.323
IP
1
H.323

h323-gateway voip bind srcaddr<ip address>

Interfaces

~

Cisco I0S Release 12.1.2T

Cisco CallManager

Configuring H.323 Support for Virtual

12.2(6)

ID CSCdw69681

Cisco Software Bug Toolkit

Telco

Telco

on

Cisco 10S

RTP
Cisco 10S

Cisco 10S

Connect

voice rtp send-recv

Cisco CallManager

Telco

voice rtp send-recv

[ oL-8764-01-J
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RTP Connect
voice rtp send-recv
Cisco 10S CRTP
Cisco 10S
Compressed RTP  cRTP; RTP
cRTP RTP VolP
cRTP VolP 40 IP/UDP/RTP
1 2 4 G.729
CRTP 12 KB
cRTP
IP
cRTP
CRTP Cisco
10S cRTP
Cisco 10S Software Release 12.0.5T CRTP
Cisco 10S Software Release 12.0.7T CRTP Cisco
Express Forwarding CEF; Cisco
12.1.1T
Cisco 10S Software Release 12.1.2T
Cisco 10S 10S Release 12.1 cRTP
CSCds08210 VolIP and FAX not working with RTP header compression
ON 10S
Cisco 10S NAT
Network Address Translation NAT,;
NAT  Skinny
NAT  Skinny Cisco 10S®
Software 12.1(5)T 10S NAT Skinny  H.323v2
.
Cisco CallManager  Skinny 2000 TCP
ip nat service skinny tcp port<number>
NAT
PIX NAT  Skinny
6.0
)
RAS

Cisco CallManager Release 5.0(1)
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AS5350 AS5400  voice-fastpath
Cisco 10S voice-fastpath enable AS5350 AS5400

no voice-fastpath enable

IP
UDP RTP
CPU
voice-fastpath
IP UDP
IP UDP
voice-fastpath
VPN IP SoftPhone
Cisco IP SoftPhone PC  Cisco IP Phone 7900
VPN
Network Audio Settings IP VPN IP
debug cch323 rtp
X R

voice-ios-gwy#debug cch323 rtp
RTP packet tracing is enabled
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#
voice-ios-gwy#

!-—- This is an unanswered outgoing call.

!-—- Notice that voice path only cuts through in forward

!-—- direction and that packets are dropped. Indeed,

!-—-- received packets are traffic from the IP phone to the PSTN
!-—- phone. These will be dropped until the call is answered.

Mar 3 23:46:23.690: ****** cut through in FORWARD direction *****
XXXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xry Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXrXrXrXrXrXrXrXrXrXrXrXr XrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXXrrrrrrrrrrrrrrrr

voice-ios-gwy#

voice-ios-gwy#

!-—- This is an example of an answered call:

voice-ios-gwy#

voice-ios-gwy#

*Mar 3 23:53:26.570: ****** cut through in FORWARD direction *#****
XXXrXrXrXrXrXrXrXrXr XrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr
XrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXrXr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xr Xry Xr Xr Xr Xr Xr Xr Xr Xr
XXrrrrrXrXrXrXrXrXrXrXrXrXr XrXrr XXrr Xr Xr Xr XrXr r rXrXrXXrrXr
XrXrXrXrXrXrXrXrXXrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

!-— At this point the remote end picks up the phone.

*Mar 3 23:53:30.378: ****** cut through in BOTH direction *****

Cisco CallManager Release 5.0(1)
[ oL-8764-01-J .m




XRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRXRXRXRXRXR
XXRRXRXRXXRRXRXRXRXRXXRXRXRXRXRXRRXRXXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRRRRRRRRRRRRRRRRRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRRRRRRRRRRRRRRRRRRRRRRRRRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
R
RRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRRXXRXRXRXRXRXRRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXXRRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XXRRRRRRRRRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXRXR
XRXRXRXRXRXRXRXRXRXRXRXRXXRRRXR

!-- End of conversation.

G.711

Cisco 10S

Regionl<->Region2 = G.711 Regionl Region2
G.711 G.711 G.729 G.723 G.711

Cisco IP Phone 7960 G.711A-law/pa-law G.729 G729A G.729Annex-B
Cisco IP Phone SP12 VIP 30 G.711a-law/mu-law G.723.1
Cisco Access Gateway DE30 DT-24+ G.71la-law/mu-law G.723.1

Cisco CallManager Release 5.0(1)
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Cisco CallManager
Cisco CallManager
Cisco CallManager

12:42:09.017 Cisco CallManager|Locations:0rig=1 BW=12Dest=0 BW=-1(-1 implies infinite
bw available)

12:42:09.017 Cisco CallManager|StationD - stationOutputCallState tcpHandle=0x4flad98
12:42:09.017 Cisco CallManager|StationD - stationOutputCallInfo CallingPartyName=,
CallingParty=5003, CalledPartyName=, CalledParty=5005, tcpHandle=0x4flad98
12:42:09.017 Cisco CallManager|StationD - stationOutputStartTone: 37=ReorderTone
tcpHandle=0x4f1ad98

Cisco CallManager

. G.711 Cisco CallManager 80k
. G.723 Cisco CallManager 24k
. G0.729 Cisco CallManager 24k

Cisco CallManager Release 5.0(1)
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2
Cisco CallManager TCP
KeepAlive
1.
2. www.cisco.com  Cisco Connection Online
3. Event Viewer
Information
4.
5. SDI
VLAN
Cisco IP Phone 7960 Cisco IP Phone 30VIP
6. Sniffer
TCP
7 1
DHCP 7 1
2 1

Cisco CallManager Release 5.0(1)
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PRI
1 1
Event Viewer
Warning Error 1
Cisco CallManager TCP
Cisco CallManager
Microsoft Performance
Cisco Access DT-24+
Call Detail Record CDR
CDR
Cause of Termination CoT CDR Cisco CallManager
Serviceability
origCause_value
destCause_value Q.931
10
http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/dbook/disdn.htm
PSTN CDR

Cisco CallManager
Cisco CallManager

[ oL-8764-01-J
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PSTN
2. www.cisco.com  Cisco Connection Online
3. SDI Cisco CallManager
SDI
4. PSTN SDI Q.931
Q.931
2
Cisco Access AS-X AT-X Cisco Access DT-24+ DE-30+
Network Management Processor NMP;
1
Analog Access WS-X6624 Digital Access WS-X6608
Catalyst 6000
NMP
Cisco CallManager 1

Cisco CallManager Release 5.0(1)
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10.

LED
LED
2 3
10 15
Cisco Access Analog LED
Cisco Access Digital LED
Cisco Analog Access WS-X6624
LED Digital Access WS-X6608
8 LED 8 LED
LED
3 2
IP
IP DHCP BOOTP
Catalyst DHCP BOOTP NMP
IP
DHCP
IP
DHCP
DHCP
DHCP
IP
Sniffer
Catalyst 6000 NMP
NMP IP ping
IP
127.1.module.port
For example, for port 1 on module 7, you would enter
Console (enable) ping 127.1.7.1
127.1.7.1 is alive
ping show port P
IP TFTP IP
DHCP Cisco TAC
tracy
TAC Cat6000 Command Line Interface CLI;

tracy_start mod port

Cisco CallManager

[ oL-8764-01-J
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11.

12.

13.

14.

15.

16.

Cisco
CAT6K Analog Gateway

APP Version

ELVIS>> 00:00:00.020

WS-X6624 7 1 860
1 tracy start71
860
tracy 860
\
\
LI
Ll
(I I T B O A
S ystems
(ELVIS)
20020300, DSP Version : A0030300, Built Jun 1 2000 16:33:01

(XA) MAC Addr 00-10-7B-00-13-DE

00:00:00.050 NMPTask:got message from XA Task
00:00:00.050 (NMP) Open TCP Connection ip:7£010101
00:00:00.050 NMPTask:Send Module Slot Info
00:00:00.060 NMPTask:get DIAGCMD
00:00:00.160 (DSP) Test Begin -> Mask<OxOOFFFFFF>
00:00:01.260 (DSP) Test Complete -> Results<0xO00FFFFFF/O0xO00FFFFFF>
00:00:01.260 NMPTask:get VLANCONFIG
00:00:02.870 (CFG) Starting DHCP
00:00:02.870 (CFG) Booting DHCP for dynamic configuration.
00:00:06.570 (CFG) DHCP Request or Discovery Sent, DHCPState = INIT_REBOOT
00:00:06.570 (CFG) DHCP Server Response Processed, DHCPState = INIT_REBOOT
00:00:06.780 (CFG) IP Configuration Change! Restarting now. ..
00:00:10.480 (CFG) DHCP Request or Discovery Sent, DHCPState = INIT
00:00:14:480 (CFG) DHCP Timeout Waiting on Server, DHCPState = INIT
00:00:22:480 (CFG) DHCP Timeout Waiting on Server, DHCPState = INIT
00:00:38:480 (CFG) DHCP Timeout Waiting on Server, DHCPState = INIT
DHCP
Catalyst 6000 VLAN
show port
DHCP Catalyst 6000 VLAN DHCP
DHCP IP
VLAN INIT
INIT 860
tracy
tracy_close mod port
tracy_start mod port
DHCPState = INIT DHCP
Sniffer
DHCP tracy IP
Catalyst
NMP Windows 98/NT/2000
tracy
IP tracy
8

Release 5.0(1)
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17. TFTP 1P DHCP
Option 66 IP Option 150 IP si_addr
IP DHCP Option
si_addr  Option 150 Option 150  Option 66
Option 66  TFTP DNS_NAME DNS IP
DHCP Option 66
TFTP IP NMP DHCP
Catalyst NMP
TFTP
DNS CiscoCM1
CiscoCM1 IP DHCP NMP  TFTP
NMP  DHCP
18. TFTP IP tracy
TaskID: 0
Cmd : show tl
config CFG Cisco Access Digital
gateway tasklD
WS-X6624 DHCP
TaskID: 6
Cmd : show dhcp
19. TFTP IP IP
DHCP
20. TFTP TFTP
tracy TFTP
Cisco CallManager
00:09:05.620 (CFG) Requesting SAA00107B0013DE.cnf File From TFTP Server
00:09:18.620 (CFG) TFTP Error: Timeout Awaiting Server Response for .cnf File!
IP
Cisco CallManager
21. TFTP Cisco CallManager TFTP
22. Cisco CallManager TFTP

Cisco CallManager

[ oL-8764-01-J
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Cisco CallManager
MAC
Catalyst 6000 2
NMP

2000 Apr 14 19:24:08 %$SYS-4-MODHPRESET:Host process (860) 7/1 got reset
asynchronously
2000 Apr 14 19:26:05 %SYS-4-MODHPRESET:Host process (860) 7/1 got reset
asynchronously
2000 Apr 14 19:28:02 %SYS-4-MODHPRESET:Host process (860) 7/1 got reset
asynchronously

The following example shows what the tracy output would look like if the
gateway is not in the Cisco CallManager database:

00:00:01.670 (CFG) Booting DHCP for dynamic configuration.

00:00:05.370 (CFG) DHCP Request or Discovery Sent, DHCPState = INIT_REBOOT
00:00:05.370 (CFG) DHCP Server Response Processed, DHCPState = BOUND
00:00:05.370 (CFG) Requesting DNS Resolution of CiscoCM1

00:00:05.370 (CFG) DNS Error on Resolving TFTP Server Name.

00:00:05.370 (CFG) TFTP Server IP Set by DHCP Option 150 = 10.123.9.2
00:00:05.370 (CFG) Requesting SAA00107B0013DE.cnf File From TFTP Server
00:00:05.370 (CFG) TFTP Error: .cnf File Not Found!

00:00:05.370 (CFG) Requesting SAADefault.cnf File From TFTP Server
00:00:05.380 (CFG) .cnf File Received and Parsed Successfully.
00:00:05.380 (CFG) Updating Configuration ROM. ..

00:00:05.610 GMSG: GWEvent = CFG_DONE --> GWState = SrchActive
00:00:05.610 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
00:00:05.610 GMSG: Attempting TCP socket with CCM 10.123.9.2

00:00:05.610 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM
00:00:05.610 GMSG: GWEvent = SOCKET_ACK --> GWState = RegActive
00:00:05.610 GMSG: CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
00:00:05.680 GMSG: CCM#0 CPEvent = CLOSED --> CPState = NoTCPSocket
00:00:05.680 GMSG: GWEvent = DISCONNECT --> GWState = Rollover
00:00:20.600 GMSG: GWEvent = TIMEOUT --> GWState = SrchActive

00:00:20.600 GMSG: CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
00:00:20.600 GMSG: Attempting TCP socket with CCM 10.123.9.2

00:00:20.600 GMSG: CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM

TFTP
TFTP
tracy

00:00:07.390 GMSG: CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
00:00:08.010 GMSG: TFTP Request for application load A0021300
00:00:08.010 GMSG: CCM#0 CPEvent = LOADID --> CPState = AppLoadRequest
00:00:08.010 GMSG: ***TFTP Error: File Not Found***
00:00:08.010 GMSG: CCM#0 CPEvent = LOAD_UPDATE --> CPState = LoadResponse

Release 5.0(1)
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A0020300
A0021300 Catalyst 6000
DSP
DSP

ELVIS>> 00:00:00.020 (XA) MAC Addr : 00-10-7B-00-13-DE
NMPTask:got message from XA Task

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
:36
:36
:46.
01:
01:
01:
01:
01:
01:
01:

01
01
01

00.
00.
00.
00.
00.
.260
.260
02.
02.
.730
.730
.730
.730
.730
.730
.730
.730
.730
.730
.730
.730
.730
.320
.300
.300

01
01

05
05
05
05
05
05
05
05
05
05
05
05
05
06

51
51
51
51
51
51

Defaults

050
050
050
060
160

030
030

870

.300
.300
.300
.300
.300
.300
51.

890

(NMP)

Open TCP Connection ip:7£010101

NMPTask:Send Module Slot Info
NMPTask:get DIAGCMD

(DSP)
(DSP)

Test Begin -> Mask<0x00FFFFFF>
Test Complete -> Results<0xO00FFFFFF/0x00FFFFFF>

NMPTask:get VLANCONFIG

(CFG)
(CFG)
(CFG)
(CFG)
(CFG)
(CFG)
(CFG)
(CFG)
(CFG)
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:
GMSG:

Starting DHCP

Booting DHCP for dynamic configuration.

DHCP Request or Discovery Sent, DHCPState = INIT_REBOOT
DHCP Server Response Processed, DHCPState = BOUND
Requesting DNS Resolution of CiscoCM1

DNS Error on Resolving TFTP Server Name.

TFTP Server IP Set by DHCP Option 150 = 10.123.9.2
Requesting SAA00107B0013DE.cnf File From TFTP Server
.cnf File Received and Parsed Successfully.

GWEvent = CFG_DONE --> GWState = SrchActive

CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
Attempting TCP socket with CCM 10.123.9.2

CCM#0 CPEvent = SOCKET_ACK --> CPState = BackupCCM
GWEvent = SOCKET_ACK --> GWState = RegActive

CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
CCM#0 CPEvent = LOADID --> CPState = LoadResponse

CCM#0 CPEvent = TIMEOUT --> CPState = BadCCM

GWEvent = DISCONNECT --> GWState = Rollover

CCM#0 CPEvent = CLOSED --> CPState = NoTCPSocket
GWEvent = TIMEOUT --> GWState = SrchActive

CCM#0 CPEvent = CONNECT_REQ --> CPState = AttemptingSocket
Attempting TCP socket with CCM 10.123.9.2

CCM#0 CPEvent = SOCKET ACK --> CPState = BackupCCM
GWEvent = SOCKET_ACK --> GWState = RegActive

CCM#0 CPEvent = REGISTER_REQ --> CPState = SentRegister
CCM#0 CPEvent = LOADID --> CPState = LoadResponse

LoadResponse
Cisco CallManager Administration  Device

Cisco CallManager

[ oL-8764-01-J
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IP
IP
. H.225
H.225
Cisco CallManager Cisco CallManager
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/index.htm
Admission Reject ARJ; Cisco CallManager

ARJ
1. Cisco CallManager IP
2.
3.

Cisco CallManager
4. Cisco CallManager

5.

Registration Reject RRJ; Cisco CallManager

RRJ

Cisco CallManager Release 5.0(1)
m. OL-8764-01-J |
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||
1. Cisco CallManager IP
2.
Restart_Ack Channel IE B
Cisco CallManager ie=channel not available Release Complete
Restart
Restart Channel IE
Channel IE Restart_Ack
Cisco CallManager Cisco CallManager
El MGCP
2600/3600

Release Complete

El

Cisco CallManager Release 5.0(1)
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Cisco CallManager

Cisco CallManager

SDI

SDI

Cisco CallManager

08:38:54.968 Cisco CallManager|StationInit - InboundStim - OffHookMessageID

tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager |StationD
tcpHandle=0x6b88028, Display= 5000
08:38:54.968 Cisco CallManager |StationD
lampMode=LampOn tcpHandle=0x6b88028
08:38:54.968 Cisco CallManager|StationD
08:38:54.968 Cisco CallManager |StationD
tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager|StationD
tcpHandle=0x6b88028

08:38:54.968 Cisco CallManager |StationD
tcpHandle=0x6b88028

stationOutputDisplayText

stationOutputSetLamp stim: 9=Line instance=1

stationOutputCallState tcpHandle=0x6b88028

stationOutputDisplayPromptStatus

stationOutputSelectSoftKeys

stationOutputActivateCallPlane

08:38:54.968 Cisco CallManager|Digit analysis: match(fgen="5000", cn="5000",
pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="")

pss

i Cisco CallManager Release 5.0(1)
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RTP_NC_Hardwood;RTP_NC Woodland;Local RTP

08:38:54.968 Cisco CallManager|Digit analysis: potentialMatches=PotentialMatchesExist
08:38:54.968 Cisco CallManager|StationD - stationOutputStartTone: 33=InsideDialTone
tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 5 tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager|StationD - stationOutputStopTone tcpHandle=0x6b88028
08:38:55.671 Cisco CallManager|StationD - stationOutputSelectSoftKeys
tcpHandle=0x6b88028

08:38:55.671 Cisco CallManager|Digit analysis: match(fgcn="5000", cn="5000",
pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="5")

08:38:55.671 Cisco CallManager|Digit analysis: potentialMatches=PotentialMatchesExist
08:38:56.015 Cisco CallManager|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 0 tcpHandle=0x6b88028

08:38:56.015 Cisco CallManager|Digit analysis: match(fgen="5000", cn="5000",
pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="50")

08:38:56.015 Cisco CallManager|Digit analysis: potentialMatches=PotentialMatchesExist
08:38:56.187 Cisco CallManager|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 0 tcpHandle=0x6b88028

08:38:56.187 Cisco CallManager|Digit analysis: match(fgen="5000", cn="5000",
pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="500")

08:38:56.187 Cisco CallManager|Digit analysis: potentialMatches=PotentialMatchesExist
08:38:56.515 Cisco CallManager|StationInit - InboundStim - KeypadButtonMessageID
kpButton: 3 tcpHandle=0x6b88028

08:38:56.515 Cisco CallManager|Digit analysis: match(fgen="5000", cn="5000",
pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="5003")

08:38:56.515 Cisco CallManager|Digit analysis: analysis results

08:38:56.515 Cisco CallManager\|PretransformCallingPartyNumber:S000

PotentialMatchesExist

Cisco CallManager 1001

Cisco CallManager Release 5.0(1)
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1

RTP_NC_Hardwood;RTP_NC_ Woodland;Local RTP

08:38:58.734 Cisco CallManager|StationInit - InboundStim - OffHookMessageID

tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager|StationD
tcpHandle=0x6b88028, Display= 5000
08:38:58.734 Cisco CallManager |StationD
lampMode=LampOn tcpHandle=0x6b88028
08:38:58.734 Cisco CallManager |StationD
08:38:58.734 Cisco CallManager|StationD
tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager |StationD
tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager|StationD
tcpHandle=0x6b88028

08:38:58.734 Cisco CallManager|Digit analysis: match(fgcn="5000",

stationOutputDisplayText

stationOutputSetLamp stim: 9=Line instance=1

stationOutputCallState tcpHandle=0x6b88028

stationOutputDisplayPromptStatus

stationOutputSelectSoftKeys

stationOutputActivateCallPlane

pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="")
08:38:58.734 Cisco CallManager|Digit analysis: potentialMatches=PotentialMatchesExist
08:38:58.734 Cisco CallManager|StationD - stationOutputStartTone: 33=InsideDialTone

tcpHandle=0x6b88028

cn="5000",

08:38:59.703 Cisco CallManager|StationInit - InboundStim - KeypadButtonMessageID

kpButton: 1 tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager|StationD - stationOutputStopTone tcpHandle=0x6b88028
08:38:59.703 Cisco CallManager|StationD - stationOutputSelectSoftKeys

tcpHandle=0x6b88028

08:38:59.703 Cisco CallManager|Digit analysis: match(fgecn="5000",

pss="RTP_NC_Hardwood:RTP_NC_Woodland:Local RTP", dd="1")
08:38:59.703 Cisco CallManager|Digit analysis:

potentialMatches=NoPotentialMatchesExist

cn="5000",

08:38:59.703 Cisco CallManager|StationD - stationOutputStartTone: 37=ReorderTone

tcpHandle=0x6b88028

i Cisco CallManager Release 5.0(1)
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Domain Name DN; Calling Search Space CSS;

a. Marketing/5656 Marketing
5656
b. DN 6000 7000 DN Marketing/5656
DN 6000
7000 CsSs Marketing
CSS

Cisco CallManager Release 5.0(1)
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Cisco CallManager

Cisco CallManager

Directory Number DN;

DN

Cisco IP Phone DN

1000 AccessLevelX 1000
Cisco IP Phone AccessLevelY
Cisco CallManager
AccessLevelX  AccessLevelY

Cisco CallManager Release 5.0(1)
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||
6. 2
10
7. Cisco CallManager Administration ~ Route Plan Report
8.
9.
10.
11. Cisco CallManager
12. Cisco CallManager show tech
13. @
14.
15. 9.@ 10
2.@
7 Cisco IP Phone 10
LOCAL-AREA-CODE DOES-NOT- EXIST END-OF-DIALING
DOES-NOT-EXIST
Cisco CallManager
@ North American

Numbering Plan

SDI

Cisco CallManager Release 5.0(1)
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CHAPTER 8

Cisco CallManager

Cisco CallManager

. Conference Bridge P.8-2
. P.8-4
. P.8-6

Cisco CallManager Release 5.0(1)
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8 Cisco CallManager |

| Conference Bridge

Conference Bridge

No Conference Bridge Available

Cisco CallManager
Conference Bridge

Microsoft Performance Admin Serviceability Tool Unicast
AvailableConferences

S

Cisco CallManager Release 3.1
Cisco CallManager Serviceability

Cisco IP Voice Media Streaming Conference Bridge
Cisco IP Voice Media Streaming 1
16 Unicast Available Conferences 3/

S

Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/index.htm
Release 3.1

10:59:29.951 Cisco CallManager |UnicastBridgeControl -
wait_capabilities_StationCapRes - Device= CFB_kirribilli - Registered -
ConfBridges= 16, Streams= 48, tcpHandle=4f12738

10:59:29.951 Cisco CallManager |UnicastBridgeManager -
UnicastBridgeRegistrationReq - Device Registration Complete for Name= Xod 6%8
- DeviceType= 50, ResourcesAvailable= 16, deviceTblIndex= 0

1 El WS-X6608-E1 8
El 5 Unicast Available Conferences =6

11:14:05.390 Cisco CallManager |UnicastBridgeControl -
wait_capabilities_StationCapRes - Device= CFB00107B000FBO - Registered -
ConfBridges= 5, Streams= 16, tcpHandle=4f19d64

11:14:05.480 Cisco CallManager|UnicastBridgeManager -
UnicastBridgeRegistrationReq - Device Registration Complete for Name= Xod 6%8
- DeviceType= 51, ResourcesAvailable= 5, deviceTblIndex= 0

Release 5.0(1)

i Cisco CallManager

OL-8764-01-J |
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| 8 Cisco CallManager

Conference Bridge ||

Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module

El 4/1  Conference Bridge Cisco CallManager
greece-sup (enable) sh port 4/1
Port Name Status Vlan Duplex Speed Type
e emsblea 1 full  -Conf Eridge
Port DHCP MAC-Address IP-Address Subnet-Mask
4/1  disable 00-10-7b-00-0f-b0 10.200.72.31  255.255.255.0
Port Call-Manager(s) DHCP-Server TFTP-Server Gateway
41 10.200.72.25 - 10.200.72.25 -
Port DNS-Server (s) Domain
- 0000
Port CallManagerState DSP-Type
4/1  registerea csas

Port NoiseRegen NonLinearProcessing

4/1 disabled disabled

3. AdHoc Meet-Me

Cisco CallManager Release 5.0(1)
[ oL-8764-01-J .m



8 Cisco CallManager

Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module

Cisco CallManager

Microsoft Performance Admin Serviceability Tool
MediaTermPointsAvailable

N

Cisco CallManager Release 3.1
Cisco CallManager Serviceability

1 El WS-X6608-E1 8 El
16 IMTP

Cisco CallManager
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/index.htm
Release 3.1

11:51:09.939 Cisco CallManager|MediaTerminationPointControl - Capabilities Received
- Device= MTP00107BO00FB1 - Registered - Supports 16 calls

Cisco CallManager Release 5.0(1)
m. OL-8764-01-J |
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| 8 Cisco CallManager
||
Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module
El 42  MTP/ Cisco CallManager
greece-sup (enable) sh port 4/2
Port Name Status Vlan Duplex Speed Type
4/2 enabled 1 full - MTP
Port DHCP MAC-Address IP-Address Subnet-Mask
4/2 disable 00-10-7b-00-0f-bl 10.200.72.32 255.255.255.0
Port Call-Manager (s) DHCP-Server TFTP-Server Gateway
4/2 10.200.72.25 - 10.200.72.25 -
Port DNS-Server (s) Domain
4/2 - 0.0.0.0
Port CallManagerState DSP-Type
4/2 registered C549
Port NoiseRegen NonLinearProcessing
4/2 disabled disabled
N
Conference Bridge  Transcoder/MTP El
G.729 G.723
2
Regionl  Region2 G.729 Cisco CallManager
Phone A Cisco CallManager Cisco IP Phone
7960 G.729 Cisco
CallManager Region2 User D
G.729 Phone A Phone D
Cisco IP Phone 12SP+ Phone B Phone D
Cisco CallManager G.723 G.711
Phone B G.711 Phone D
G.729 Cisco CallManager
Phone D
Phone B Cisco IP Phone 12SP+  Phone F
G.729 2 G.723
G.723 G.723
G.729
Cisco CallManager Release 5.0(1)
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8 Cisco CallManager

H323v2 H.323
MTP
1. Cisco CallManager
MTP
2. Microsoft Performance Admin Serviceability Tool

MediaTermPointsAvailable

S

Cisco CallManager Release 3.1
Cisco CallManager Serviceability

H.323v2 H.323 MTP
1 MTP

V4

Cisco CallManager

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/3_1/index.htm
Release 3.1

10:12:19.161 Cisco CallManager |MediaTerminationPointControl - Capabilities

Received - Device= MTP_kirribilli. - Registered - Supports 24 calls
1 El WS-X6608-E1 8
El 16 MTP

11:51:09.939 Cisco CallManager |MediaTerminationPointControl - Capabilities
Received - Device= MTP00107BO00FBl1 - Registered - Supports 16 calls

Cisco CallManager Release 5.0(1)
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| 8 Cisco CallManager

||
Cisco Catalyst 6000 8 Port Voice T1/E1 Services Module
El 42  MTP/ Cisco CallManager
greece-sup (enable) sh port 4/2
Port Name Status Vlan Duplex Speed Type
a2 enablea 1 fall -we
Port DHCP MAC-Address IP-Address Subnet-Mask
4/2  disable 00-10-75-00-0f-b1 10.200.72.32  255.255.255.0
Port Call-Manager(s) DHCP-Server TFTP-Server Gateway
42 102007225 - 10.200.72.25 -
Port DNS-Server (s) Domain
a2 - 0000
Port CallManagerState DSP-Type
42 registerea csao
Port NoiseRegen NonLinearProcessing
4/2 disabled disabled
3. Cisco CallManager Administration Gateway Configuration Media Termination
Point Required
4. Cisco CallManager MTP

Cisco CallManager Release 5.0(1)
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Cisco CallManager

8-8
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e Unity

Cisco CallManager Release 5.0(1)
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|

Cisco Unity URL
Cisco Unity

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/tsg314/index.htm
Cisco Unity URL
http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm
Cisco Unity URL
http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/index_uc_cu_shtml

30

Cisco CallManager Cisco Unity 3.x
30
30 30
1. Media Gateway Control Protocol MGCP;
2. MGCP no mgcp timer receive-rtcp
3. MGCP Cisco Unity
Skinny Cisco CallManager
Cisco Unity 3.x Skinny URL

Configuring Unity Traces with MaestroTools.exe
http://www.cisco.com/warp/public/788/AVVID/unity_trace_maestrotools.html

Cisco Unity 3.1 MaestroTools Cisco Unity Diagnostic Tool
URL Cisco Unity Diagnostic Tool

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/tsg/tsg31/tsg_0900.htm#xtocid
13

Cisco CallManager Release 5.0(1)
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Unity

e Unity

Unity

Unity

. Cisco Unity

e Cisco Unity 3.1.2 3.13

Unity

Call 5000 from 1001
Get Unity

Place the call on Hold
Press New Call

Dial 5000

Get Busy tone

Press End Call

Press Resume Call
Press End Call

Messaging Interface  Unity
CMI

CMI

Unity 245135 TSP

IP Phone IP Phone

Unity
Redial

TSP

Unity

1. Cisco CallManager
VoiceMail

Cisco CallManager

5000

voicemaildn

Unity

6.0(1) Cisco CallManager  3.1(31)spD

originalCalledPartyName Voicemail

Cisco CallManager

Cisco Voice Mail Display

[ oL-8764-01-J
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H unity
2. Unity HKLM\Software\ActiveVoice\AvSkinny\voiceMail display Name= anything
other than VoiceMail Registry
Cisco Unity
System Administrator SA Unity
1. SA GrantUnityAccess
C:\commeserver\grantunityaccess.exe
Y
GrantUnityAccess URL Granting
Administrative Rights to Other Cisco Unity Servers
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/unity31/sag/sag312/sag_0
255.htm#xtocid8
2.
SA
TempAdministrator
MyDOMAIN DOS
GrantUnityAccess -u MyDOMAIN\TempAdministrator -s Installer -f.
SQL
Cisco Unity 3.1.2 3.1.3
Automatic Gain Control AGC
e AGCsamplesize 16 4e20 10 20000 16 1f40 10 8000
e AGCgainthreshold 16 28 10 40 16 5 10 5

Cisco CallManager Release 5.0(1)
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Unity ||

Cisco Unity 3.1.2 AGC
Cisco Unity 3.1.3

URL
Cisco Unity

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_unity/index.htm

Cisco CallManager Release 5.0(1)
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H unity
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APPENDIX

TAC

Cisco Technical Assistance Center TAC

TAC
2
e Cisco TAC Web Www.cisco.com/tac
e TAC Escalation Center
TAC 3 TAC
1. Web
TAC Service Request Tool TAC
Service Request Tool http://tools.cisco.com/ServiceRequestTool/create/launch.do
TAC Service Request Tool
TAC Service Request Tool
Technical Documentation & Support Web TAC
URL http://www.cisco.com/en/US/support/index.html
2.
tac@cisco.com
3.
TAC
+61 2 8448 7107
1800 553 2447
+32 2 704 5555
TAC Web

Cisco CallManager

[ oL-8764-01-J

Release 5.0(1)


www.cisco.com/tac
http://tools.cisco.com/ServiceRequestTool/create/launch.do
http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/en/US/support/index.html
http://tools.cisco.com/ServiceRequestTool/create/launch.do

A TAC |

1 2 GCC

Cisco TAC

TAC Web
e CCO

e Cisco Live!

Cisco CallManager Release 5.0(1)
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| A TAC

TAC TAC

Cisco CallManager
Cisco CallManager Administration  Details
Cisco CallManager

e Unity
Cisco CallManager Administration

e IP/

0s

Show tech  10S

Cisco CallManager Skinny

0s

VLAN

Visio JPG Cisco Live!

Cisco CallManager Release 5.0(1)
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A TAC |

. Cisco CallManager

DN IP

Call-Path

Cisco CallManager Release 5.0(1)
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| A TAC

TACweb H
TAC Web
TAC Web TAC
TAC Web
URL
http://www.cisco.com/public/support/tac/nome.shtml
CCco
P1 P2
CCco
URL
TAC
100 KB
zip
URL Manage a TAC Case please login
http://www.cisco.com/public/support/tac/contact.shtml
Cisco Live!
Java Cisco Live! Collaborative Web Browsing
URL Telnet
Cisco TAC
Cisco Live! URL

http://c3.cisco.com/

Cisco CallManager Release 5.0(1)
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http://www.cisco.com/public/support/tac/contact.shtml
http://www.cisco.com/public/support/tac/home.shtml

A TAC |

Terminal Services 3389
HTTP 80 Telnet 23
login:cisco password:cisco
TAC
. IP

Network ISDN;

Integrated Services Digital
Virtual Private Network VPN;

e Network Address Translation NAT,; IP
10S Private Internet Exchange PIX
10S PIX
Terminal Services
~
TAC
Cisco Secure Telnet
Cisco Secure Telnet Cisco Service Engineer CSE;
Cisco CallManager
Cisco Secure Telnet Telnet
Telnet
Cisco CallManager
Y
Cisco CallManager Release 5.0(1)
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| A TAC

| |
IP
TCP/IP
Cisco Secure Telnet
Cisco Secure Telnet Telnet
Cisco
Technical Assistance Center TAC TCP/IP
A-1 Cisco Secure Telnet
Cisco SecureTelnet
PEHK Cisco TAC
tnd p  BEERD Ao B—Ryk .
n 2nec Syl iy Telnet;fﬁ"zh
=lf¢’ Telnet @Telnet =lff' 1
fl « =ﬁ =;ﬂ
Cisco 4 — =
CallManager Cisco®» TAC I P=7
THAT 24—l

34433

Cisco CallManager Release 5.0(1)
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A TAC |

Wl Cisco Secure Telnet

Cisco Secure Telnet

Telnet
Cisco CallManager IP
CSE
S
CSE
Telnet
TCP
Telnet Telnet
A
Cisco TAC  Telnet Windows NT Windows 2000 UNIX
Cisco CallManager Cisco TAC
Telnet Telnet
Telnet CSE
Cisco CallManager
CSE Cisco CallManager

Cisco CallManager Serviceability

Cisco CallManager Release 5.0(1)
m. OL-8764-01-J |



Cisco IP Phone

2
o Cisco IP Phone
o Cisco IP Phone

Cisco CallManager Release 5.0(1)
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B Cisco IP Phone

[ | Cisco IP Phone

Cisco IP Phone

1 2
Cisco IP Phone
Cisco CallManager  Cisco IP Phone
2
e Cisco IP Phone
e Cisco CallManager
e Cisco CallManager
e Cisco CallManager  KeepAlive
e Cisco CallManager
Cluster 1 Cluster 2 2 Cluster 1 CCM3 CCM4 2
Cisco CallManager  Cluster 2 CCM1 CCM2 2 Cisco CallManager
Cluster 2 CCM1 B-1
Cluster 2 2 Cisco IP Phone
Cisco IP Phone  IP 172.16.70.230 1000 172.16.70.231
1001
B-1 Cisco IP Phone Cisco IP Phone

I0S Gatekeeper

-
172.16.70.241
172.16.70.255

CCM2

_w

CCMm4
172.16.70.243 172.16.70.228 172.16.70.229
8 &

Cluster 2

oY

Jy—y2

— — —=Ti/PRI
777777 =T1/CAS
— — =RAS

45436

Cisco CallManager Release 5.0(1)
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| B Cisco IP Phone

Cisco IP Phone ||
Cisco IP Phone
Cisco IP Phone
1 DHCP Option 066 Option 150 Cisco IP Phone
DHCP IP Domain Name System DNS;
TFTP
DHCP Option 003
2 DHCP TFTP DNS IP
DNS IP DHCP TFTP IP
DNS DHCP
TFTP IP
3 TFTP DHCP Cisco IP Phone
4 .cnf TFTP .cnf
SEP<mac_address>.cnf Cisco CallManager
SEPdefault.cnf  Cisco IP Phone
1 Cisco IP Phone  IP 172.16.70.230 MAC
SEP0010EB001720 2 Cisco IP Phone IP 172.16.70.231 MAC
SEP003094C26105
5 .cnf Cisco CallManager IP
Cisco IP Phone IP Cisco CallManager
6 Cisco IP Phone  Cisco CallManager Cisco CallManager
ID Cisco IP Phone
Cisco IP Phone Cisco IP Phone
TFTP
Cisco CallManager
CCM1 IP 172.16.70.228
Cisco CallManager SDI

Cisco CallManager
Cisco CallManager

Cisco CallManager Release 5.0(1)
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B Cisco IP Phone |

| Cisco IP Phone
Cisco CallManager SDI Cisco CallManager
1 CCM1

. Cisco CallManager
e 2 Cisco CallManager
e 3 Cisco CallManager  TCP 8002
e 4 Cisco CallManager 2

Cisco CallManager CCM2 172.16.70.229
e 5 Cisco CallManager Cisco CallManager 3.1(2)

16:02:47.765 CCM|CMProcMon - CallManagerState Changed - Initialization Started.
16:02:47.796 CCM|NodeId: 0, EventId: 107 EventClass: 3 EventInfo: Cisco CM Database
Defaults Read

16:02:49.937 CCM| SDL Info - NodeId: [l], Listen IP/Hostname: [172.16.70.228], Listen
Port: [8002]

16:02:49.984 CCM|dBProcs - Adding SdlLink to NodeId: [2], IP/Hostname: [172.16.70.229]
16:02:51.031 CCM|NodeId: 1, EventId: 1 EventClass: 3 EventInfo: Cisco CallManager
Version=<3.1(1)> started

Cisco CallManager
MulticastPoint Manager UnicastBridge Manager
Cisco CallManager

Cisco CallManager ~ RoutePlanManager
RouteLists
RouteListName="ipwan" RouteGroupName="ipwan"

16:02:51.031 CCM|MulicastPointManager - Started
16:02:51.031 CCM|UnicastBridgeManager - Started
16:02:51.031 CCM|MediaTerminationPointManager - Started

16:02:51.125 CCM|MediaCoordinator(l) - started

16:02:51.125 CCM|NodeId: 1, EventId: 1543 EventClass: 2 EventInfo: Database
manager started

16:02:51.234 CCM|NodeId: 1, EventId: 1542 EventClass: 2 EventInfo: Link manager
started

16:02:51.390 CCM|NodeId: 1, EventId: 1541 EventClass: 2 EventInfo: Digit analysis
started

16:02:51.406 CCM|RoutePlanManager - Started, loading RouteLists

16:02:51.562 CCM|RoutePlanManager - finished loading RouteLists

16:02:51.671 CCM|RoutePlanManager - finished loading RouteGroups

16:02:51.671 CCM|RoutePlanManager - Displaying Resulting RoutePlan
16:02:51.671 CCM\RoutePlanServer - RouteList Info, by RouteList and RouteGroup
Selection Order

16:02:51.671 CCM|RoutelList - RouteListName=''ipwan''

16:02:51.671 CCM|RouteList - RouteGroupName=''ipwan''

16:02:51.671 CCM|RoutePlanServer - RouteGroup Info, by RouteGroup and Device Selection
Order

16:02:51.671 CCM\RouteGroup - RouteGroupName=''ipwan''

Cisco CallManager Release 5.0(1)
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Cisco IP Phone

Cisco IP Phone

RouteGroup 172.16.70.245
Cluster 1 CCM3 H.323
RouteGroup Cisco 10S Gatekeeper Cluster1 CCM3
Cluster 1 Cisco IP Phone

16:02:51.671 CCM|RouteGroup - DeviceName=''172.16.70.245""
16:02:51.671 CCM|RouteGroup -AllPorts

Cisco CallManager Dn
Cisco CallManager

16:02:51.671 CCM|NodeId: 1, EventId: 1540 EventClass: 2 EventInfo: Call control
started
16:02:51.843 CCM|ProcessDb - Dn = 2XXX, Line = 0, Display

RouteThisPattern, NetworkLocation = OffNet, DigitDiscardingInstruction = 1,
WhereClause =

16:02:51.859 CCM|Digit analysis: Add local pattern 2XXX , PID: 1,80,1
16:02:51.859 CCM|ForwardManager - Started

16:02:51.984 CCM|CallParkManager - Started

16:02:52.046 CCM\ConferenceManager - Started

Cisco CallManager  Device Manager 2
IP 172.17.70.226 IP 172.17.70.245
Cisco CallManager Cisco CallManager
H.323 Gateway Cisco CallManager

16:02:52.250 CCM|DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.226
16:02:52.250 CCM|DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.245

Cisco CallManager

SDI DHCP
TFTP .cnf .cnf
Cisco CallManager MGCP Skinny
Cisco IP Phone Cisco

Cisco CallManager

MTP_nsa-cml CCM1 MTP CFB_nsa-cml CCM1 Conference

Bridge Cisco CallManager
TCPHandle

16:02:52.750 CCM|StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fbaa00, Socket=0x594, IPAddr=172.16.70.228, Port=3279, StationD=[0,0,0]
16:02:52.750 CCM|StationInit - New connection accepted. DeviceNames,
TCPHandle=0x4fe05e8, Socket=0x59c, IPAddr=172.16.70.228, Port=3280, StationD=[0,0,0]
16:02:52.781 CCM|StationInit - Processing StationReg. regCount: 1
DeviceName=MTP_nsa-cml, TCPHandle=0x4fbaa00, Socket=0x594, IPAddr=172.16.70.228,
Port=3279, StationD=[1,45,2]

16:02:52.781 CCM|StationInit - Processing StationReg. regCount: 1
DeviceName=CFB_nsa-cml, TCPHandle=0x4fe05e8, Socket=0x59c, IPAddr=172.16.70.228,
Port=3280, StationD=[1,96,2]

[ oL-8764-01-J
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Cisco IP Phone

Cisco CallManager KeepAlive

Cisco CallManager
Cisco CallManager
KeepAlive
Cisco CallManager

16:03:02.328 CCM|StationInit - InboundStim - KeepAliveMessage - Forward KeepAlive to
StationD. DeviceName=MTP_nsa-cm2, TCPHandle=0x4fa7dc0, Socket=0x568,
IPAddr=172.16.70.229, Port=1556, StationD=[1,45,1]

16:03:02.328 CCM|StationInit - InboundStim - KeepAliveMessage - Forward KeepAlive to
StationD. DeviceName=CFB_nsa-cm2, TCPHandle=0x4bf8a70, Socket=0x57c,
IPAddr=172.16.70.229, Port=1557, StationD=[1,96,1]

16:03:06.640 CCM|StationInit - InboundStim - KeepAliveMessage - Forward KeepAlive to
StationD. DeviceName=SEP0010EB001720, TCPHandle=0x4fbbl50, Socket=0x600,
IPAddr=172.16.70.230, Port=49211, StationD=[1,85,2]

16:03:06.703 CCM|StationInit - InboundStim - KeepAliveMessage - Forward KeepAlive to
StationD. DeviceName=SEP003094C26105, TCPHandle=0x4fbbc30, Socket=0x5a4,
IPAddr=172.16.70.231, Port=52095, StationD=[1,85,1]

Cisco CallManager
KeepAlive
Cisco CallManager

16:03:02.328 CCM|MediaTerminationPointControl - stationOutputKeepAliveAck
tcpHandle=4fa7dc0

16:03:02.328 CCM|UnicastBridgeControl - stationOutputKeepAliveAck tcpHandle=4bf8a70
16:03:06.703 CCM|StationInit - InboundStim - IpPortMessageID: 32715 (0x7£fcb)
tcpHandle=0x4fbbc30

16:03:06.703 CCM|StationD - stationOutputKeepAliveAck tcpHandle=0x4fbbc30

Cisco CallManager

SDI
Cisco IP Phone dn tcpHandle IP Cluster 2
Cisco IP Phone dn 1001 tcpHandle O0x4fbbc30 IP 172.16.70.231
Cisco IP Phone dn 1000 tcpHandle O0x4fbbl50 IP 172.16.70.230
TCP
TCP

Cisco IP Phone 1001
TCP
Cisco IP Phone
Cisco IP Phone  Cisco CallManager Skinny
Station

16:05:41.625 CCM|StationInit - InboundStim - OffHookMessageID tcpHandle=0x4fbbc30

16:05:41.625 CCM|StationD - stationOutputDisplayText tcpHandle=0x4fbbc30, Display=
1001

Cisco CallManager Cisco IP Phone Skinny Station
Cisco IP Phone

16:05:41.625 CCM|StationD - stationOutputSetLamp stim: 9=Line instance=1
lampMode=LampOn tcpHandle=0x4fbbc30

Cisco CallManager Release 5.0(1)
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| B Cisco IP Phone

Cisco IP Phone | |

Cisco CallManager stationOutputCallState

16:05:41.625 CCM|StationD - stationOutputCallState tcpHandle=0x4fbbc30

Cisco CallManager stationOutputDisplayPromptStatus
Cisco IP Phone

16:05:41.625 CCM|StationD - stationOutputDisplayPromptStatus tcpHandle=0x4fbbc30

Cisco CallManager stationOutputSelectSoftKey Skinny Station

16:05:41.625 CCM|StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbc30

Cisco CallManager
Skinny Station

16:05:41.625 CCM|StationD - stationOutputActivateCallPlane tcpHandle=0x4fbbc30

cn=1001
dd=llll
Stationlnit Cisco CallManager  StationD
Cisco CallManager
16:05:41.625 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="")

16:05:41.625 CCM|Digit analysis: potentialMatches=PotentialMatchesExist

Cisco CallManager Cisco IP Phone

16:05:41.625 CCM|StationD - stationOutputStartTone: 33=InsideDialTone
tcpHandle=0x4fbbc30

Cisco CallManager Cisco IP Phone 1

16:05:42.890 CCM|StationInit - InboundStim - KeypadButtonMessageID kpButton: 1
tcpHandle=0x4fbbc30

16:05:42.890 CCM|StationD - stationOutputStopTone tcpHandle=0x4fbbc30
16:05:42.890 CCM|StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbc30
16:05:42.890 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="1")
16:05:42.890 CCM|Digit analysis: potentialMatches=PotentialMatchesExist
16:05:43.203 CCM|StationInit - InboundStim - KeypadButtonMessageID kpButton: 0
tcpHandle=0x4fbbc30

16:05:43.203 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="10")
16:05:43.203 CCM|Digit analysis: potentialMatches=PotentialMatchesExist
16:05:43.406 CCM|StationInit - InboundStim - KeypadButtonMessageID kpButton: 0
tcpHandle=0x4fbbc30

16:05:43.406 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="100")
16:05:43.406 CCM|Digit analysis: potentialMatches=PotentialMatchesExist
16:05:43.562 CCM|StationInit - InboundStim - KeypadButtonMessageID kpButton: 0
tcpHandle=0x4fbbc30

16:05:43.562 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="1000")

Cisco CallManager Release 5.0(1)
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B Cisco IP Phone |

Cisco IP Phone

Cisco CallManager
Cisco CallManager

16:05:43.562 CCM|Digit analysis: analysis results
16:05:43.562 CCM| |PretransformCallingPartyNumber=1001
|CallingPartyNumber=1001

|DialingPattern=1000
|DialingRoutePatternRegularExpression=(1000)

| PotentialMatches=PotentialMatchesExist
|DialingSdlProcessId=(1,38,2)

| PretransformDigitString=1000

| PretransformPositionalMatchList=1000
|CollectedDigits=1000

| PositionalMatchList=1000
|RouteBlockFlag=RouteThisPattern

Cisco CallManager
tcpHandle

16:05:43.578 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=1000, CalledParty=1000, tcpHandle=0x4fbbl50

Cisco CallManager Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputSetLamp stim: 9=Line instance=1
lampMode=LampBlink tcpHandle=0x4fbbl50

Cisco CallManager
Cisco IP Phone tcpHandle
Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputSetRinger: 2=InsideRing tcpHandle=0x4fbbl50
16:05:43.578 CCM|StationD - stationOutputDisplayNotify tcpHandle=0x4fbbl50
16:05:43.578 CCM|StationD - stationOutputDisplayPromptStatus tcpHandle=0x4£fbbl50
16:05:43.578 CCM|StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbl50

Cisco CallManager Cisco IP Phone

Cisco IP Phone  tcpHandle
16:05:43.578 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=, CalledParty=1000, tcpHandle=0x4fbbc30

16:05:43.578 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=1000, CalledParty=1000, tcpHandle=0x4fbbc30

Cisco CallManager Cisco IP Phone

16:05:43.578 CCM|StationD - stationOutputStartTone: 36=AlertingTone
tcpHandle=0x4fbbc30

16:05:43.578 CCM|StationD - stationOutputCallState tcpHandle=0x4fbbc30
16:05:43.578 CCM|StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbc30
16:05:43.578 CCM|StationD - stationOutputDisplayPromptStatus tcpHandle=0x4£fbbc30

Cisco IP Phone Cisco CallManager

16:05:45.140 CCM|StationD - stationOutputStopTone tcpHandle=0x4fbbc30

Cisco CallManager Release 5.0(1)
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| B Cisco IP Phone
Cisco IP Phone ||
Cisco CallManager ~ Skinny Station ~ Unicast RTP
Cisco CallManager IP
PacketSize RTP
S
30 20
16:05:45.140 CCM|StationD - stationOutputOpenReceiveChannel tcpHandle=0x4fbbc30 myIP:
e74610ac (172.16.70.231)
16:05:45.140 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k
Cisco CallManager 1000
16:05:45.140 CCM|StationD - stationOutputOpenReceiveChannel tcpHandle=0x4fbbl50 myIP:
e646l0ac (172.16.70.230)
16:05:45.140 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k
Cisco CallManager RTP
IP
Skinny Station 2 Cisco CallManager 1
1
RTP IP ipAddr PortNumber
RTP IP
16:05:45.265 CCM|StationInit - InboundStim - StationOpenReceiveChannelAckID
tcpHandle=0x4fbbl150, Status=0, IpAddr=0xe646l0ac, Port=17054, PartyID=2
Cisco CallManager Cisco IP Phone  IP
16:05:45.265 CCM|StationD - stationOutputStartMediaTransmission tcpHandle=0x4fbbc30
myIP: e7461l0ac (172.16.70.231)
16:05:45.265 CCM\StationD - RemoteIpAddr: e646l0ac (172.16.70.230)
RemoteRtpPortNumber: 17054 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k
16:03:25.328 CCM|StationD(1): TCPPid=[1.100.117.1] OpenMultiReceiveChannel
conferenceID=16777217 passThruPartyID=1000011 compressionType=101(Media_Payload_H263)
qualifierIn=>. myIP: e€98e6b80 (128.107.142.233)|<CT::l,lOO,ll,l.l><IP::><DEV::>
16:03:25.375 CCM\StationInit: TCPPid=[1.100.117.1]
StationOpenMultiMediaReceiveChannelAck Status=0, IpAddr=0xe98e6b80, Port=65346,
PartyID:16777233\<CT::1,100,105,1.215><IP::128.107.142.233>
16:03:25.375 CCM\StationD(2): TCPPid = [1.100.117.2]
star_StationOutputStartMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250 remoteIpAddress=e98e6b80(66.255.0.0)
remotePortNumber=65346 compressType=101 (Media_Payload_H263) qualifierOut=?. myIP:
€98e6b80 (128.107.142.233)\<CT::1,100,105,1.215><IP::128.107.142.233>
Cisco CallManager Release 5.0(1)
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[ | Cisco IP Phone

RTP

16:05:45.312 CCM|StationD - stationOutputStartMediaTransmission tcpHandle=0x4fbbl50
myIP: e6461l0ac (172.16.70.230)

16:05:45.328 CCM\StationD - RemoteIpAddr: e74610ac (172.16.70.231)
RemoteRtpPortNumber: 18448 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:05:46.203 CCM|StationInit - InboundStim - OnHookMessageID tcpHandle=0x4fbbc30

Cisco IP Phone Skinny Station Cisco
CallManager Skinny Station RTP

16:05:46.203 CCM|StationInit - InboundStim - OnHookMessageID tcpHandle=0x4fbbc30

Cisco CallManager Release 5.0(1)
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| B Cisco IP Phone
Cisco IP Phone ||
Cisco IP Phone
Cisco IP Phone
Cisco IP Phone Cisco IP Phone
. H.323
2
2 Cisco CallManager Cisco 10S Gateways  Cisco 10S Gatekeeper
H.323
Cluster 1 Cisco IP Phone  Cluster 2 Cisco IP Phone Cisco
CallManager H.323 2 Cisco 10S Gatekeeper
Cisco IP Phone Skinny Station Cisco CallManager Cisco
CallManager ~ H.323 Registration, Admission, and Status RAS Cisco 10S
Gatekeeper admission request ARQ; Cisco 10S
Gatekeeper Gatekeeper  H.323 2
admission confirmed ACF;
RTP
Cisco IP Phone
CCM000000000 SDI
Cluster 2 Cisco IP Phone 2002 Cluster 1
Cisco IP Phone 1001 TCP
TCP
Cisco CallManager Release 5.0(1)
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[ | Cisco IP Phone

Cisco IP Phone 2002
TCP Cisco IP Phone
1001 H.225 H.245
G.711 mu-law

16:06:13.921 CCM|StationInit - InboundStim - OffHookMessageID tcpHandle=0x1c64310
16:06:13.953 CCM|Out Message -- H225ConnectMsg -- Protocol= H225Protocol
16:06:13.953 CCM|Ie - H225UserUserle IEData= 7E 00 37 05 02 CO 06

16:06:13.953 CCM|StationD - stationOutputCallInfo CallingPartyName=,
CallingParty=2002, CalledPartyName=1001, CalledParty=1001, tcpHandle=0x1c64310
16:06:14.015 CCM|H245Interface(2) OLC indication chan number = 2

16:06:14.015 CCM|StationD - stationOutputOpenReceiveChannel tcpHandle=0x1c64310 myIP:
e74610ac (172.16.70.231)

16:06:14.015 CCM|StationD - ConferenceID: 0 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:06:14.062 CCM|StationInit - InboundStim - StationOpenReceiveChannelAckID
tcpHandle=0x1c64310, Status=0, IpAddr=0xe746l0ac, Port=20444, PartyID=2
16:06:14.062 CCM|H2451nterface(2) paths established ip = e74610ac, port = 20444
16:06:14.187 CCM|H245Interface(2) OLC outgoing confirm ip = fc46l0ac, port = 29626

IP 16

16:06:14.187 CCM|StationD - stationOutputStartMediaTransmission tcpHandle=0x1c64310
myIP: e74610ac (172.16.70.231)
16:06:14.187 CCM|StationD - RemoteIpAddr: fc46l0ac (172.16.70.252)

Cisco IP Phone 2002 MAC

RemoteRtpPortNumber: 29626 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

16:06:16.515 CCM| Device SEP003094C26105 , UnRegisters with SDL Link to monitor
NodeID= 1

16:06:16.515 CCM|StationD - stationOutputCloseReceiveChannel tcpHandle=0x1c64310 myIP:
e74610ac (172.16.70.231)

16:06:16.515 CCM|StationD - stationOutputStopMediaTransmission tcpHandle=0x1c64310
myIP: e74610ac (172.16.70.231)

16:06:16.531 CCM|In Message -- H225ReleaseCompleteMsg -- Protocol= H225Protocol
16:06:16.531 CCM|Ie - Q931CauselIe -- IEData= 08 02 80 90
16:06:16.531 CCM|Ie - H225UserUserle -- IEData= 7E 00 1D 05 05 80 06

16:06:16.531 CCM|Locations:0Orig=1 BW=64Dest=0 BW=-1 (-1 implies infinite bw available)
16:06:16.531 CCM|MediaManager - wait_AuDisconnectRequest - StopSession sending
disconnect to (64,2) and remove connection from list

16:06:16.531 CCM|MediaManager - wait_AuDisconnectReply - received all disconnect
replies, forwarding a reply for partyl(16777219) and party2(16777220)

16:06:16.531 CCM|MediaCoordinator - wait_AuDisconnectReply - removing MediaManager (2)
from connection list

16:06:16.734 CCM|StationInit - InboundStim - OnHookMessageID tcpHandle=0x1c64310

SDI
Cisco IP Phone 1001 TCP Cisco IP Phone

16:05:33.468 CCM|StationInit - InboundStim - OffHookMessageID tcpHandle=0x4fbbc30
16:05:33.468 CCM|StationD - stationOutputDisplayText tcpHandle=0x4fbbc30, Display=
1001

16:05:33.484 CCM|StationD - stationOutputSetLamp stim: 9=Line instance=1
lampMode=LampOn tcpHandle=0x4fbbc30

Cisco CallManager Release 5.0(1)
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Cisco IP Phone ||
Cisco IP Phone 2000
16:05:33.484 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="")
16:05:33.484 CCM|Digit analysis: potentialMatches=PotentialMatchesExist
16:05:35.921 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="2")

16:05:35.921 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist
16:05:36.437 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="20")
16:05:36.437 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist
16:05:36.656 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="200")
16:05:36.656 CCM|Digit
analysis:potentialMatches=ExclusivelyOffnetPotentialMatchesExist
16:05:36.812 CCM|Digit analysis: match(fgecn="", cn="1001", pss="", dd="2000")

Potential Matches=NoPotentialMatchesEXxist Cisco CallManager
1001

16:05:36.812 CCM|Digit analysis: analysis results

16:05:36.812 CCM| |PretransformCallingPartyNumber=1001

|CallingPartyNumber=1001

|DialingPattern=2XXX

|DialingRoutePatternRegularExpressions= (2XXX)

| PotentialMatches=NoPotentialMatchesExist

|CollectedDigits=2000

16:05:36.828 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=, CalledParty=2000, tcpHandle=0x4fbbc30
16:05:36.828 CCM\StationD - stationOutputStartTone: 37=ReorderTone tcpHandle=0x4fbbc30
16:05:37.953 CCM|StationInit - InboundStim - OnHookMessageID tcpHandle=0x4fbbc30
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APPENDIX

Cisco IP Phone

Cisco I0S Gateway

B Cisco IP Phone
PBX Public Switched Telephone Network PSTN;
Cisco 10S Gateway Cisco IP Phone
Cisco 10S Gateway
PBX PBX
PBX PBX PSTN

e  Cisco I0OS Gatekeeper

e Cisco IOS Gateway

e TI1/PRI Cisco 10S Gateway
e TI1/CAS Cisco 10S Gateway

Cisco CallManager

FXS

PSTN

[ oL-8764-01-J
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Cc Cisco IP Phone  Cisco I0S Gateway |

Cisco CallManager CCMO000000000
B Cisco IP Phone
KeepAlive
Cluster 2 Cisco IP Phone 1001 PSTN
3333 TCP
TCP

Cisco IP Phone 1001
TCP Cisco IP Phone

16:05:46.37515:20:18.390 CCM|StationInit - InboundStim - OffHookMessageID
tcpHandle=0x5138d98

15:20:18.390 CCM|StationD - stationOutputDisplayText tcpHandle=0x5138d98, Display=1001

DN 3333 1
3333 PSTN
Cisco CallManager
B
Cisco IP Phone
15:20:18.390 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="")
15:20:19.703 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="3")
15:20:20.078 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="33")
15:20:20.718 CCM|Digit analysis: match(fgcn="", cn="1001", pss="", dd="333")
15:20:21.421 CCM\Digit analysis: match(fgcn="", cn="1001", pss="", dd="3333")
15:20:21.421 CCM|Digit analysis: analysis results
|CallingPartyNumber=1001
|DialingPattern=3333
|DialingRoutePatternRegularExpression=(3333)
| PretransformDigitString=3333
| PretransformPositionalMatchList=3333
|CollectedDigits=3333
| PositionalMatchList=3333
0 1
BW =-1 -1
LAN Cisco IP Phone
BW =64
PSTN

G.711 64 Kbps

15:20:21.421 CCM|Locations:0rig=0 BW=-1 Dest=1 BW=64 (-1 implies infinite bw
available)

John Smith

15:20:21.421 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=, CalledParty=3333, tcpHandle=0x5138d98

Cisco CallManager Release 5.0(1)
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| Cc Cisco IP Phone  Cisco I0S Gateway

H.323 H.225
HDLC SAPI 16 1P

15:20:21.421 CCM|Out Message -- H225SetupMsg -- Protocol= H225Protocol
15:20:21.421 CCM|MMan_Id= 1. (iep= 0 dsl= 0 sapi= 0 ces= 0 IpAddr=e246l0ac
IpPort=47110)

H.225
Cisco IP Phone 16 IP Cisco IP Phone 1001
IP 172.16.70.231

15:20:21.437 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=, CalledParty=3333, tcpHandle=0x5138d98
15:20:21.453 CCM|In Message -- H225AlertMsg -- Protocol= H225Protocol

15:20:21.953 CCM|StationD - stationOutputOpenReceiveChannel tcpHandle=0x5138498 myIP:
e74610ac (172.16.70.231)

G.711 mu-law

15:20:21.953 CCM|StationD - ConferenceID: 0 msecPacketSize: 20
compressionType: (4)Media_Payload_G711Ulaw64k

H.225 H.323 H.245
H.245 TCP

ONE FOR EACH Channel- 16:53:36.855 CCM|H245Interface(3) paths established ip =
e98e6b80, port = 1304|<CT::1,100,105,1.1682><IP::128.107.142.233>

ONE FOR EACH Channel- 16:53:37.199 CCM|H245Interface(3) OLC outgoing confirm ip =
b870701, port = 49252|<CT::1,100,128,3.9><IP::1.7.135.11>

H323 EP has answered the call and H245 channel setup in progress:
16:53:13.479 CCM|In Message -- H225ConnectMsg -- Protocol= H225Protocol]

16:03:25.359 CCM|StationD(1l): TCPPid = [1.100.117.1] CallInfo callingPartyName="'"
callingParty=13001 cgpnVoiceMailbox= calledPartyName="'"' calledParty=11002
cdpnVoiceMailbox= originalCalledPartyName='"' originalCalledParty=11002
originalCdpnVoiceMailbox= originalCdpnRedirectReason=0 lastRedirectingPartyName=""
lastRedirectingParty=11002 lastRedirectingVoiceMailbox= lastRedirectingReason=0
callType=2 (OutBound) linelInstance=1 callReference=16777217. version:
0]<CT::1,100,11,2.1><IP::><DEV::>

16:03:25.328 CCM|StationD(1): TCPPid = [1.100.117.1] OpenReceiveChannel
conferenceID=16777217 passThruPartyID=16777233 millisecondPacketSize=20
compressionType=4 (Media_Payload_G711Ulaw64k) qualifierIn=?. myIP: e98e6b80
(128.107.142.233) |<CT::1,100,11,1.1><IP::><DEV::>

16:03:25.359 CCM|StationD(2): TCPPid = [1.100.117.2] StartMediaTransmission
conferenceID=16777218 passThruPartyID=16777249 remoteIpAddress=e98e6b80(64.255.0.0)
remotePortNumber=65344 milliSecondPacketSize=20

compressType=4 (Media_Payload_G711Ulaw64k) qualifierOut=?. myIP: e98e6b80
(128.107.142.233) |<CT::1,100,105,1.213><IP::128.107.142.233>

16:03:25.375 CCM|StationD(2) : TCPPid = [1.100.117.2]
star_StationOutputStartMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250 remoteIpAddress=e98e6b80(66.255.0.0)
remotePortNumber=65346 compressType=101 (Media_Payload_H263) qualifierOut=?. myIP:
e98e6b80 (128.107.142.233) |<CT::1,100,105,1.215><IP::128.107.142.233>

16:03:25.328 CCM|StationD(1): TCPPid=[1.100.117.1] OpenMultiReceiveChannel
conferenceID=16777217 passThruPartyID=1000011 compressionType=101 (Media_Payload_H263)
qualifierIn=>. myIP: e€98e6b80 (128.107.142.233)|<CT::l,lOO,ll,l.l><IP::><DEV::>
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Cc Cisco IP Phone  Cisco I0S Gateway |

H.225 H.225

15:20:22.968 CCM|In Message -- H225ConnectMsg -- Protocol= H225Protocol
15:20:22.968 CCM|StationD - stationOutputCallInfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName=, CalledParty=3333, tcpHandle=0x5138d98
15:20:22.062 CCM|MediaCoordinator - wait_AuConnectInfoInd

15:20:22.062 CCM|StationD - stationOutputStartMediaTransmission tcpHandle=0x5138d98
myIP: e7461l0ac (172.16.70.231)

15:20:22.062 CCM|StationD - RemoteIpAddr: e246l10ac (172.16.70.226)
RemoteRtpPortNumber: 16758 msecPacketSize: 20

compressionType: (4)Media_Payload_G711Ulaw64k

15:20:22.062 CCM|Locations:0rig=0 BW=-1Dest=1 BW=6(-1 implies infinite bw available)
16:03:25.359 CCM|MediaManager (1) - wait_AuConnectInfo - recieved response, fowarding,
CI(16777217,16777218) |<CT::1,100,105,1.213><IP::128.107.142.233>

16:03:25.359 CCM|MediaCoordinator -
wait_AuConnectInfoInd|<CT::1,100,105,1.213><IP::128.107.142.233>

16:03:25.359 CCM|ConnectionManager - wait_AuConnectInfolnd,

CI(16777217,16777218) |<CT::1,100,105,1.213><IP::128.107.142.233>

Cisco IP Phone 1001
H.225 Skinny Station
H.225

15:20:27.296 CCM|StationInit - InboundStim - OnHookMessageID tcpHandle=0x5138d98
15:20:27.296 CCM|ConnectionManager -wait_ AuDisconnectRequest (16777247,16777248): STOP
SESSION

15:20:27.296 CCM|MediaManager - wait_AuDisconnectRequest - StopSession sending
disconnect to (64,5) and remove connection from list

15:20:27.296 CCM| Device SEP003094C26105 , UnRegisters with SDL Link to monitor
NodeID= 1

15:20:27.296 CCM|StationD - stationOutputCloseReceiveChannel tcpHandle=0x5138d98 myIP:
e74610ac (172.16.70.231)

15:20:27.296 CCM|StationD - stationOutputStopMediaTransmission tcpHandle=0x5138d98
myIP: e74610ac (172.16.70.231)

15:20:28.328 CCM|In Message -- H225ReleaseCompleteMsg -- Protocol= H225Protocol
16:03:33.344 CCM|StationInit - InboundStim - StationOnHookMessageID: Msg
Size(received, defined) = 4, 12|<CT::1,100,105,1.219><IP::128.107.142.233>
16:03:33.359 CCM|ConnectionManager - wait_AuDisconnectRequest (16777217,16777218): STOP
SESSION|<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2] CloseReceiveChannel
conferenceID=16777218 passThruPartyID=16777249. myIP: e98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2] StopMediaTransmission
conferenceID=16777218 passThruPartyID=16777249. myIP: e98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2]
star_StationOutputCloseMultiMediaReceiveChannel conferenceID=16777218
passThruPartyID=16777249. myIP: e98e6b80

(128.107.142.233) |[<CT::1,100,105,1.219><IP::128.107.142.233>

16:03:33.359 CCM|StationD(2): TCPPid = [1.100.117.2]
star_StationOutputStopMultiMediaTransmission conferenceID=16777218
passThruPartyID=16777250. myIP: e€98e6b80

(128.107.142.233) |<CT::1,100,105,1.219><IP::128.107.142.233>
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Cisco IP Phone

Cisco 10S Gateway

Cisco I0S Gatekeeper

admission request ARQ;

confirmed ACF;

*Mar 12 04:03:57.181:

on sock [0x60AF038C]

*Mar 12 04:03:57.181:
*Mar 12 04:03:57.181:

172.16.70.228883
*Mar 12 04:03:57.

*Mar 12 04:03:57.
172.16.70.228883

disengaged request (DRQ;

181:

181:

Cisco 10S Gatekeeper

Cisco CallManager SDI

debug ras Cisco 10S Gatekeeper

Cisco 10S Gatekeeper  Cisco CallManager 172.16.70.228
Remote Access Server RAS
Cisco 10S Gatekeeper ~ admission

Cisco CallManager

RASLibRASRecvData ARQ (seg# 3365) rcvd from [172.16.70.228883]

RASLibRAS_WK_TInit ipsock [0x60A7A68C] setup successful
RASlibras_sendto msg length 16 from 172.16.70.2251719 to

RASLibRASSendACF ACF (seqg# 3365) sent to 172.16.70.228

RASLibRASRecvData successfully rcvd message of length 55 from

Cisco 10S Gatekeeper Cisco CallManager 172.16.70.228
Cisco 10S Gatekeeper  disengage confirmed DCEF;

Cisco CallManager

*Mar 12 04:03:57.181:

on sock [0x60AF038C]

*Mar 12 04:03:57.181:

172.16.70.228883

*Mar 12 04:03:57.181:
*Mar 12 04:03:57.181:

172.16.70.228883

Cisco 10S Gatekeeper

RASLibRASRecvData DRQ (seg# 3366) rcvd from [172.16.70.228883]

RASlibras_sendto msg length 3 from 172.16.70.2251719 to

RASLibRASSendDCF DCF (seqg# 3366) sent to 172.16.70.228
RASLibRASRecvData successfully rcvd message of length 124 from

show gatekeeper endpoints 4 Cisco CallManager

Cisco 10S Gatekeeper

2
Cisco 10S Gatekeeper

4 Cisco CallManager

2 2 Cisco CallManager

R2514-1#show gatekeeper endpoints
GATEKEEPER ENDPOINT REGISTRATION

CallsignalAddr Port RASSignalAddr Port Zone Name Type

172.16.70.228 2 172.16.70.228 1493 gka.cisco.com VOIP-GW
H323-ID: acl046ed4->acl046f5

172.16.70.229 2 172.16.70.229 3923 gka.cisco.com VOIP-GW
H323-ID: acl046e5->acl046f5

172.16.70.245 1 172.16.70.245 1041 gkb.cisco.com VOIP-GW
H323-ID: acl046f5->acl046e4

172.16.70.243 1 172.16.70.243 2043 gkb.cisco.com VOIP-GW
H323-ID: acl046f5->acl046e4d

Total number of active registrations = 4

Cisco CallManager

[ oL-8764-01-J
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Cc Cisco IP Phone  Cisco I0S Gateway |

W Cisco I10S Gateway

Cisco 10S Gateway

Cisco 10S Gatekeeper Cisco 10S Gatekeeper
Cisco 10S Gateway

Cisco 10S Gateway Cisco 10S Gateway T1/CAS T1/PRI
PSTN PBX debug voip ccapi inout debug H225
events debug H225 asnl
Cisco 10S Gateway  Cisco CallManager 172.16.70.228 TCP
H.225 2328

*Mar 12 04:03:57.169: H225Lib::h225TAccept: TCP connection accepted from
172.16.70.228:2328 on socket [1]

*Mar 12 04:03:57.169: H225Lib::h225TAccept: Q.931 Call State is initialized to be
[Null].

*Mar 12 04:03:57.177: Hex representation of the received TPKT03000065080000100

TCP Cisco CallManager H.225
H.323
protocolldentifier H.323 2

- Source Address H323-ID

- Destination Address elé64

*Mar 12 04:03:57.177: H225Lib: :h225RecvData: Q.931 SETUP received from socket
[1]value H323-UserInformation ::=

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: h323-uu-pdu

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: h323-message-body setup

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: protocolIdentifier { 0 0 8 2250 0 2 1},
*Mar 12 04:03:57.181: sourceAddress

*Mar 12 04:03:57.181: {

*Mar 12 04:03:57.181: h323-ID : "1001"

*Mar 12 04:03:57.181: },

*Mar 12 04:03:57.185: destinationAddress

*Mar 12 04:03:57.185: {

*Mar 12 04:03:57.185: el64 : "3333"

*Mar 12 04:03:57.185: },

*Mar 12 04:03:57.189: H225Lib: :h225RecvData: State changed to [Call Present].
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| Cc Cisco IP Phone  Cisco I0S Gateway

Cisco 10S Gateway ||
Call Control Application Programming Interface CCAPI Call
Control APi
CCAPI 0 0 CCAPI
0

*Mar 12 04:03:57.189: cc_api_call_setup_ind (vdbPtr=0x616C9F54, callInfo={called=3333,
calling=1001, fdest=1 peer_tag=0}, callID=0x616C4838)

*Mar 12 04:03:57.193: cc_process_call_setup_ind (event=0x617A2B18) handed call to app
"SESSTION"

*Mar 12 04:03:57.193: sess_appl: ev(19=CC_EV_CALL_SETUP_IND), cid(17), disp(0)

*Mar 12 04:03:57.193: ccCallSetContext (callID=0x11, context=0x61782BBC)

Mar 12 04:03:57.193: ssaCallSetupInd finalDest cllng(1001), clled(3333)

*Mar 12 04:03:57.193: ssaSetupPeer cid(17) peer list: tag(l)

*Mar 12 04:03:57.193: ssaSetupPeer cid(17), destPat(3333), matched(4), prefix(),

peer (6179E63C)

*Mar 12 04:03:57.193: ccCallSetupRequest (peer=0x6179E63C, dest=, params=0x61782BD0
mode=0, *callID=0x617A87C0)

*Mar 12 04:03:57.193: callingNumber=1001, calledNumber=3333, redirectNumber=

*Mar 12 04:03:57.193: accountNumber=, finalDestFlag=1,
guid=0098.89¢8.9233.511d.0300.cddd.acl0.46e6

CCAPI 1 3333 peer_tag

*Mar 12 04:03:57.193: peer_tag=1
*Mar 12 04:03:57.197: ccIFCallSetupRequest: (vdbPtr=0x617BE064, dest=,
callParams={called=3333, calling=1001, fdest=1, voice_peer_tag=1}, mode=0x0)

H.225 Cisco CallManager

*Mar 12 04:03:57.197: ccCallSetContext (callID=0x12, context=0x61466B30)

*Mar 12 04:03:57.197: ccCallProceeding (callID=0x11l, prog_ind=0x0)

*Mar 12 04:03:57.197: cc_api_call_proceeding (vdbPtr=0x617BE064, callID=0x12,
prog_ind=0x0)

*Mar 12 04:03:57.197: cc_api_call_alert (vdbPtr=0x617BE064, callID=0x12, prog_ind=0x8,
sig_ind=0x1)

*Mar 12 04:03:57.201: sess_appl: ev(17=CC_EV_CALL_PROCEEDING), cid(18), disp(0)
*Mar 12 04:03:57.201: ssa:
cid(18)st(1l)oldst(0)cfid(-1)csize(0)in(0)fDest(0)-cid2(17)st2(1)oldst2(0)

*Mar 12 04:03:57.201: ssaIgnore cid(18), st(l),oldst(1l), ev(1l7)

*Mar 12 04:03:57.201: sess_appl: ev(7=CC_EV_CALL_ALERT), cid(18), disp(0)

*Mar 12 04:03:57.201: ssa:
cid(18)st(l)oldst(l)cfid(-1)csize(0)in(0)fDest(0)-cid2(17)st2(1l)oldst2(0)

*Mar 12 04:03:57.201: ssaFlushPeerTagQueue cid(17) peer list: (empty)

*Mar 12 04:03:57.201: ccCallAlert (callID=0x11, prog_ind=0x8, sig_ind=0x1)

*Mar 12 04:03:57.201: ccConferenceCreate (confID=0x617A8808, callID1=0x11,
callID2=0x12, tag=0x0)

*Mar 12 04:03:57.201: cc_api_bridge_done (confID=0x7, srcIF=0x616C9F54,
srcCallID=0x11, dstCallID=0x12, disposition=0, tag=0x0)value H323-UserInformation
*Mar 12 04:03:57.201: {

*Mar 12 04:03:57.201: h323-uu-pdu

*Mar 12 04:03:57.201: {

*Mar 12 04:03:57.201: h323-message-body alerting

*Mar 12 04:03:57.201: {

*Mar 12 04:03:57.201: protocolIdentifier { 0 0 8 2250 0 2 },
*Mar 12 04:03:57.205: destinationInfo

*Mar 12 04:03:57.205: {

*Mar 12 04:03:57.205: mc FALSE,

*Mar 12 04:03:57.205: undefinedNode FALSE

*Mar 12 04:03:57.205: },
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Cc Cisco IP Phone  Cisco I0S Gateway |

W Cisco I10S Gateway

Cisco I0S  H.245 Cisco CallManager
Cisco 10S Gateway

*Mar 12 04:03:57.205: h245Address ipAddress
*Mar 12 04:03:57.205: {

*Mar 12 04:03:57.205: ip 'AC1l046E2'H,
*Mar 12 04:03:57.205: port 011008

*Mar 12 04:03:57.205: },

*Mar 12 04:03:57.213: Hex representation of the ALERTING TPKT to send.0300003D0100
*Mar 12 04:03:57.213:

*Mar 12 04:03:57.213: H225Lib: :h225AlertRequest: Q.931 ALERTING sent from socket
[1]. Call state changed to [Call Received].

*Mar 12 04:03:57.213: cc_api_bridge_done (confID=0x7, srcIF=0x617BE064,
srcCallID=0x12, dstCallID=0x11l, disposition=0, tag=0x0)

H.245

*Mar 12 04:03:57.217: cc_api_caps_ind (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCallId=0x12, caps={codec=0xEBFB, fax_rate=0x7F, vad=0x3, modem=0x617C5720
codec_bytes=0, signal_type=3})

*Mar 12 04:03:57.217: sess_appl: ev(23=CC_EV_CONF_CREATE_DONE), cid(17), disp(0)
*Mar 12 04:03:57.217: ssa:
cid(17)st(3)oldst(0)cfid(7)csize(0)in(1l) fDest (1) -cid2(18)st2(3)oldst2(1)

*Mar 12 04:03:57.653: cc_api_caps_ind (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallId=0x11l, caps={codec=0x1, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

160 G.711

*Mar 12 04:03:57.653: cc_api_caps_ack (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallId=0x11l, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.653: cc_api_caps_ind (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallId=0x11l, caps={codec=0x1, fax rate=0x2, vad=0x2, modem=0x, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.653: cc_api_caps_ack (dstVdbPtr=0x617BE064, dstCallId=0x12,
srcCallId=0x11, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.657: cc_api_caps_ack (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCallId=0x12, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})

*Mar 12 04:03:57.657: cc_api_caps_ack (dstVdbPtr=0x616C9F54, dstCallId=0x11,
srcCallId=0x12, caps={codec=0x1l, fax_rate=0x2, vad=0x2, modem=0xl, codec_bytes=160,
signal_type=0})
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| Cc Cisco IP Phone  Cisco I0S Gateway

Cisco 10S Gateway ||

H.323

*Mar 12 04:03:59.373: cc_api_call_connected(vdbPtr=0x617BE064, callID=0x12)
*Mar 12 04:03:59.373: sess_appl: ev(8=CC_EV_CALL_CONNECTED), cid(18), disp(0)
*Mar 12 04:03:59.373: ssa:
cid(18)st(4)oldst(1l)cfid(7)csize(0)in(0) fDest (0)-cid2(17)st2(4)oldst2(3)

*Mar 12 04:03:59.373: ccCallConnect (callID=0x11)

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: h323-uu-pdu

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: h323-message-body connect

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.373: protocolIdentifier { 0 0 8 2250 0 2 },
*Mar 12 04:03:59.373: h245Address ipAddress

*Mar 12 04:03:59.373: {

*Mar 12 04:03:59.377: ip 'AC1046E2'H,

*Mar 12 04:03:59.377: port 011008

*Mar 12 04:03:59.377: },

*Mar 12 04:03:59.389: Hex representation of the CONNECT TPKT to send.03000052080
*Mar 12 04:03:59.393: H225Lib::h225SetupResponse: Q.931 CONNECT sent from socket [1]
*Mar 12 04:03:59.393: H225Lib::h225SetupResponse: Q.931 Call State changed to
[Active].

*Mar 12 04:04:08.769: cc_api_call_disconnected (vdbPtr=0x617BE064, callID=0x12,
cause=0x10)

*Mar 12 04:04:08.769: sess_appl: ev(12=CC_EV_CALL_DISCONNECTED), c¢id(18), disp(0)
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Cisco IP Phone Cisco I0S Gateway

W Ti/PRI

T1/PRI

Cisco 10S Gateway

Cisco 10S Gateway

2 Cisco 10S Gateway Cisco 10S Gateway
T1/CAS T1/PRI PSTN PBX
Cisco 10S Gateway  T1/PRI
Cisco 10S Gateway  debug isdn q931 ISDN D
3 Q.931 T1/PRI
pd =8 callref 16
callref 2 callref
RX
0x8890 64 Kbps 0x8890218F 56 Kbps
0x8090A3
0x8090A3
callref TX RX 2
SETUP 0 CONNECT_ACK 0
PSTN PBX Bearer B PSTN
PBX
ALERTING 0x800B CONNECT
DISCONNECT
RELEASE RELEASE _COMP
RELEASE_COMP ID ID 16
16
*Mar 1 225209.694 ISDN Sell5 TX -> SETUP pd = 8 callref = 0x000B
*Mar 1 225209.694 Bearer Capability i = 0x8090A3
*Mar 1 225209.694 Channel ID i = 0xA98381
*Mar 1 225209.694 Calling Party Number i = 0x2183, '1001"'
*Mar 1 225209.694 Called Party Number i = 0x80, '3333'
*Mar 1 225209.982 ISDN Sell5 RX <- ALERTING pd = 8 callref = 0x800B
*Mar 1 225209.982 Channel ID i = 0xA98381
*Mar 1 225210.674 ISDN Sell5 RX <- CONNECT pd = 8 <callref = 0x800B
*Mar 1 225210.678 ISDN Sell5 TX -> CONNECT_ACK pd = 8 callref = 0x000B
*Mar 1 225215.058 ISDN Sell5 RX <- DISCONNECT pd = 8 callref = 0x800B
*Mar 1 225215.058 Cause i = 0x8090 - Normal call clearing 225217 %$ISDN-6

DISCONNECT Int S10
1 225215.058
1 225215.082
*Mar 1 225215.082
blocked group restriction

*Mar
*Mar

disconnected from unknown , call lasted 4 sec
ISDN Sell5 TX -> RELEASE pd = 8 callref = 0x0
ISDN Sell5 RX <- RELEASE_COMP pd = 8 callref

Cause i =

Release 5.0(1)

00B
= 0x800B

0x829F - Normal, unspecified or Special intercept, call

i Cisco CallManager
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Cisco IP Phone Cisco I0S Gateway

T1/CAS

T1/CAS Cisco I0S Gateway M

Cisco 10S Gateway

2 Cisco 10S Gateway Cisco 10S Gateway T1/CAS T1/PRI
PSTN PBX

Cisco 10S Gateway  T1/CAS

Cisco 10S Gateway  debug cas

Cisco 10S Gateway

Apr 5 17:58:21.727: from NEAT(0): (0/15): Tx LOOP_CLOSURE (ABCD=1111)

Cisco 10S Gateway

Apr 5 17:58:21.859: from NEAT(0): (0/15): Rx LOOP_CLOSURE (ABCD=1111)
Apr 5 17:58:22.083: from NEAT(0): (0/15): Rx LOOP_OPEN (ABCD=0000)

Cisco 10S Gateway

Apr 5 17:58:23.499: from NEAT(0): (0/15): Rx LOOP_CLOSURE (ABCD=1111)

Cisco 10S Gateway show call active voice brief

R5300-5#show call active voice brief

<ID>: <start>hs.<index> +<connect> pid:<peer_id> <dir> <addr> <state>
tx:<packets>/<bytes> rx:<packets>/<bytes> <state>

IP <ip>:<udp> rtt:<time>ms pl:<play>/<gap>ms lost:<lost>/<early>/<late>
delay:<last>/<min>/<max>ms <codec>

FR <protocol> [int dlci cid] vad:<y/n> dtmf:<y/n> seq:<y/n> sig:<on/off> <codec>
(payload size)

Tele <int>: tx:<tot>/<v>/<fax>ms <codec> noise:<1l> acom:<1l> i/o:<1>/<1> dBm

511D : 156043737hs.1 +645 pid:0 Answer 1001 active

tx:1752/280320 rx:988/158080

IP172.16.70.228:18888 rtt:0ms pl:15750/80ms lost:0/0/0 delay:25/25/65ms g7l1llulaw
511D : 156043738hs.1 +644 pid:1 Originate 3333 active

tx:988/136972 rx:1759/302548

Tele 1/0/0 (30): tx:39090/35195/0ms g7llulaw noise:-43 acom:0 1i/0:-36/-42 dBm
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Cc Cisco IP Phone  Cisco I0S Gateway |
H Ti/CAS Cisco 10S Gateway
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Cisco CallManager

Cisco CallManager
Cisco IP Manager Assistant
Cisco CallManager AutoAttendant

Cisco WebDialer
Cisco Call Back

P.D-27
P.D-28
P.D-29
P.D-32

Cisco CallManager

P.D-7

P.D-22

P.D-2
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H Cisco CallManager

Cisco CallManager

Cisco CallManager
Cisco CallManager Serviceability

Cisco CallManager Serviceability Cisco CallManager Serviceability
Cisco CallManager

e Cisco CallManager
P.D-2

e Cisco CallManager
P.D-4

Cisco CallManager

Cisco CallManager

. Cisco CallManager
Cisco CallManager Administration Navigation Cisco
CallManager Serviceability Go
Cisco CallManager Serviceability
Trace Trace Configuration
Servers
Configured Services Cisco Extension Mobility
e Cisco Extension Mobility URL URL

e Cisco CallManager
PIN

D-1
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D-1 Cisco CallManager
1. Enterprise Parameters Synchronization
Between Auto Device Profile and Phone Configuration
True
2. Cisco Extension Mobility
1.

Cisco Extension Mobility

Cisco
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D-2
D-2
0 Cisco CallManager
UserlD  PIN
0
Cisco CallManager
2,3 Services 2 3
Cisco CallManager
HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems Inc.\
Directory Configuration\AppUsers\EMApp
Password UserlD EMApp
6 Cisco CallManager
UserlD  PIN
6
Virtual Directory Virtual Directory Login
Password
9 Cisco CallManager
UserlD  PIN
9
LDAP DirUser jar
6, 12 Cisco CallManager
UserlID  PIN
6 12
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100 Services 100

Cisco Extension Mobility URL

http://<IPAddressofCallManager>/emapp/EMAppServiet

?device=#DEVICENAME#

<IPAddressofCallManager> Cisco CallManager

Cisco CallManager IP

URL URL

101 Cisco CallManager
UserlD  PIN
101

Cisco CallManager IP

1. DC Directory (DCD) Administration ~ Cisco.com > CCN > systemProfiles

2. Hoteling Profile

3. URL IP Cisco CallManager

1P
HTTP error Services
Cisco.com

Invalid host Services Invalid host

1. Enterprise Parameters Services URL

2.
No services configured Services No services configured

Cisco Extension Mobility
Requesting... Services Cisco Extension Mobility Service

Requesting...
Cisco CallManager
Cisco CallManager Cisco Tomcat Service
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Authentication error UserID PIN Authentication error

UserlD  PIN UserlD
PIN
Active Directory User Base
ou User Base

Device does not allow  |Cisco CallManager
logon UserID  PIN
Device does not allow logon

Phone Configuration Enable Extension Mobility Feature
Device profile Cisco CallManager Directory
unavailable
User logged in 1
elsewhere 2
. 1
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. Service
Parameters Configuration Multiple Login Behavior

Multiple Logins Allowed
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Cisco IP Manager Assistant Cisco IPMA
D-3 Cisco IPMA

D-3 Cisco IPMA

Cisco IPMA Cisco CallManager Administration > Application > Serviceability > Trace >
Configuration IPMA

Cisco IPMA Cisco IPMA
SINSTALL_DIR\logs\ACLog*.txt

Enable Trace

Y
Cisco IPMA Cisco IPMA
$INSTALL_DIR\InstallLog.txt
Cisco IPMA Cisco IPMA
AutoUpdater SINSTALL_DIR\UpdatedLog.txt
C:\Program Files\Cisco\IPMA Assistant Console
Cisco IPMA
e [IPMAConsolelnstall.jsp  Exception While Getting Service Parameters P.D-8
e IPMAConsolelnstall.jsp No Page Found Error P.D-8
e Exception: java.lang.ClassNotFoundException: InstallerApplet.class P.D-9
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IPMAConsolelnstall.jsp No Page Found Error
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No Page Found Error
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Cisco IP Manager Assistant

1 Cisco Tomcat
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No Page Found Error
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No Page Found Error
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Microsoft
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Download Now

Automatic installation of MS Virtual Machine is no longer
available for download

Microsoft ~ Windows XP  Internet Exploler Version 6 Microsoft JVM

S
Windows XP Service Pack 1 Microsoft JVM
* Netscape 7.X Netscape
. URL IE Sun Java
http://java.sun.com/getjava/download.html
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Cisco IPMA Service Unreachable

Cisco IPMA Service Unreachable
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2 Cisco IP Manager Assistant Reload
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DNS DNS

DNS
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2 DNS IP
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IPMA

http://<ipaddress>/manager/list
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Cisco IP Manager Assistant Reload

Cisco IPMA Service Unreachable

Cisco CTI Manager
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1 Start Start > Programs > Administration Tools > Services
2 CTI Manager
3 Start
4 Yes
5 Cisco Tomcat
IPMA
http://<ipaddress>/manager/list
6 Cisco IP Manager Assistant Reload
7
Cisco IPMA
Cisco CallManager Administration ~ Manager Configuration Insert
Cisco IPMA

1 User > Global Directory

2 Search

4 Cisco IPMA
5 Add/Delete Assistants

6 Update and Close
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6 Cisco IP Manager Assistant Reload

7

CTI Provider Object

TimeoutException - Could not get Provider.

C:\Program Files\Cisco\Trace\IPMA\IPMA* txt

Cisco CallManager Serviceability ~ Trace Configuration

Cisco CTI Manager Cisco IPMA
1 Start Start > Programs > Administration Tools > Services
2 CTI Manager
3 Start
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5 Cisco Tomcat
IPMA

http://<ipaddress>/manager/list
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4 Cisco IP Manager Assistant Reload
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CMDBULilINL.dll

CMDBULilINL.dll

1 C:\Program files\Cisco\Trace\MAV\initTrace**.txt
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Cisco CallManager
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IP Phone
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1 5
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User Information
2 Search
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4 User Configuration Cisco IPMA
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J Cisco CRA P.D-26
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1 Cisco CRA
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5 Directory Setup

Configuration Setup

LDAP
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Cisco CallManager
Cisco Script Application welcomePrompt
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USERBASE "ou=Users, o=cisco.com"
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Cisco CallManager Release 5.0(1)
m. OL-8764-01-J |



Cisco CallManager AutoAttendant ||
10S
10S
10S DTMF
Cisco CallManager VolP dtmf-relay h245-alphanumeric

dial-peer voice 7000 voip
destination-pattern 2...

session target ipv4:10.200.72.36
dtmf-relay h245-alphanumeric

2 en_US

a. Cisco CRA Administration System > System Engine

b. Trace Configuration LIB_MEDIA SS TEL
Debugging
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e Authentication Error P.D-29

e Service Temporarily Unavailable P.D-29

e Directory Service Down P.D-30

e Cisco CTIManager Down P.D-30

e Session Expired, Please Login Again P.D-30
e User Not Logged in on Any Device P.D-30
e Failed to Open Device/Line P.D-31

e Destination Not Reachable P.D-31

Authentication Error

userlD

userID Cisco CallManager  userID
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Cisco CallManager Release 5.0(1)
[ oL-8764-01-J .m



W Cisco WebDialer
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Session Expired, Please Login Again
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e \WebDialer
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Callback

CallBack

CallBack
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Call Back
CallBack
/
B B
C C CallBack

CallBack

Cisco Call Back

Call Back is not active. Press Exit to quit this screen.

CallBack

CallBack is already active on xXxxx. Press OK to activate on
vyyy. Press Exit to quit this screen.
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CallBack cannot be activated for xxxx.
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Service is not active.

Callback Enabled Flag False

Cisco CallManager Callback
Enabled Flag  True
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