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T—vasiFIAThhEE A,
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o VAT ADTRTOT—rEruJiIZEHEHLET, V— M, BEB=C N EEv Yy FA TS
T MY LBEELRWVEGEES, TFENCLD Y 77—, BROTFHRA, £H13I0—30 =y 7 OfE
BLLTELET,

o HHIA A M= E . FERIFERENEHTRIZR S THhL DV AT ABREINO-B—7 7 AL
EELET,

o AVAb—N T FNLIHFELET, file 2~ F&HHLTCLI 25, 721X Real Time
Monitoring Tool (RTMT; U 7 /L% A LEEHY —L) mbua il T7 7 A TE £,

SRATLBEOTDT 4—ILEF

o7z, fEL, fEA—Ta s, =R A A=V EOFREENT D KA~ X —3
RENFET, LFIHlEZRLET,

Product Name - Cisco Intercompany Media Engine
Product Version - 8.0.0.30671-1
Kernel Image - 2.6.9-78.EL

HUVATLEER 7 2 R UIZIE, UFO7 4= RREENET,
timestamp userid action description start/result
VAT LEER 7 74— RIZiE, LTOEREERET,
o timestamp : % — N EDr— L & H AT A mm/dd/yyyy hhimm:ss & WS X TERRLET,
e userid: 77 varvEEH LIV O2—FLHEFRRLET,
e action: U FDT7 7y aronthnl 2&E£ R LET,
— f A=
- Ty 77 L—FK
— Ciscot7var 4V A h—n
— RN=Var oyl Ezx
— VAT AFES
- Yy MUY
— 7—F
— DRS Ry o7 v
— DRS it
o description : LAFDO A v =0Tl 22FRLET,
— Version: ERA VA= T 7 varBLOT vy T T VL— R T a BT LIERTT,
— Cisco Option file name : Cisco 7> a > A VA M= T 7 a VBT HRRTT,
— Timestamp : DRS Nv 27 7 w7 77 v a v BLODRS LT 7 v a T 5HRTT,
— Active version to inactive version : XR—2a DUV EZ T 7 v a VT B ERTT,

— Active version : A FLHEEBT V7 ar, Yy NEUL T Vay, BXOT—~ T2
Ta VITHTHRRTT,
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o result: UTORMEEZERRLET,
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— I FEIFER
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Bl LIV AT LB 7oV T LvE R LET,

Bl 1

SRATLERERYT

Product Name -

Cisco Intercompany Media Engine
Product Version - 8.0.0.30671-1

Install 8.0.0.30671-1 Start

Boot 8.0.0.30671-1 Start

Install 8.0.0.30671-1 Success

Boot 8.0.0.30671-1 Start

Cisco Option Install ciscoime.proxy_commands.cop Start
Cisco Option Install ciscoime.proxy_commands.cop Success
Upgrade 8.0.0.30600-103 Start

Upgrade 8.0.0.30600-103 Success

Switch Version 8.0.0.30671-1 to 8.0.0.30600-103 Start
Switch Version 8.0.0.30671-1 to 8.0.0.30600-103 Success
Restart 8.0.0.30600-103 Start

Boot 8.0.0.30600-103 Start

Upgrade 8.0.0.96000-2 Start

Upgrade 8.0.0.96000-2 Success

Switch Version 8.0.0.30600-103 to 8.0.0.96000-2 Start
Switch Version 8.0.0.30600-103 to 8.0.0.96000-2 Success
Restart 8.0.0.96000-2 Start

Boot 8.0.0.96000-2 Start

Switch Version 8.0.0.96000-2 to 8.0.0.30600-103 Start
Switch Version 8.0.0.96000-2 to 8.0.0.30600-103 Success
Restart 8.0.0.30600-103 Start

Boot 8.0.0.30600-103 Start

Upgrade 8.0.0.30600-9003 Start

Upgrade 8.0.0.30600-9003 Success

Switch Version 8.0.0.30600-103 to 8.0.0.30600-9003 Start
Switch Version 8.0.0.30600-103 to 8.0.0.30600-9003 Success
Restart 8.0.0.30600-9003 Start

Kernel Image - 2.6.9-78_EL
08/28/2009 10:40:34 | root:
08/28/2009 10:58:03 | root:
08/28/2009 11:02:47 | root:
08/28/2009 11:02:47 | root:
08/28/2009 13:33:48 | root:
08/28/2009 13:34:18 | root:
09/07/2009 23:44:43 | root:
09/07/2009 23:56:48 | root:
09/07/2009 23:57:06 | root:
09/07/2009 23:57:52 | root:
09/07/2009 23:57:52 | root:
0970872009 00:00:36 | root:
09/17/2009 12:40:38 | root:
09/17/2009 12:52:54 | root:
09/17/2009 12:53:11 | root:
09/17/2009 12:53:55 | root:
09/17/2009 12:53:55 | root:
09/17/2009 12:56:27 | root:
09/17/2009 13:29:47 | root:
09/17/2009 13:30:34 | root:
09/17/2009 13:30:34 | root:
09/17/2009 13:33:06 | root:
09/17/2009 14:22:20 | root:
09/17/2009 14:33:30 | root:
09/17/2009 14:33:48 | root:
09/17/2009 14:34:33 | root:
09/17/2009 14:34:33 | root:
09/17/2009 14:37:03 | root:

VATLBEOTADT IR

CLI £FZIE RTMT Wi EH LT, VAT ABEe 17 78 ATEET,

CLI mfEH

Boot 8.0.0.30600-9003 Start

CLIfile =~ REMHL T, YATLBEe 7IZT 7 A TEET, UTFCHlZRLET,
» file view install system-history.log

» file get install system-history.log

CLlI file =~ ROFEMIZDW\Tix, [Cisco Intercompany Media Engine Command Line Interface
Reference Guide] #ZM L T Z &V,
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RTMT DR

RTMT 2 LT, v AT LB 727 7 A T&E T, [Trace & Log Central] # 7706 [ &
k—1 7 DI (Collect Install Logs)] # 341 L £,

RTMT O i HIEOFEMIZ oW TiX, [Cisco Unified Real-Time Monitoring Tool Administration
Guide] &ML T Z 30,

EEOX>Y

—nfbEnEaEa X 712k, Cisco Intercompany Media Engine v 27 A ~DFRELE T 4 A H
DROR T T 7 A VTFEERTE ET, BEhAA XU held, nVORBBUNERTITOARY M ER
L 9, LA Fo Cisco Intercompany Media Engine 3 A7 & 2 U R—3 > MIBEEA R E4ERKLE
D

* Real-Time Monitoring Tool
« Cisco Unified Communications =X L —7 (7 AT A
o ORI AVHE—T (A

e VE—FNHR—LTH7 MEME(T 7 =TV BR—F F—LICL->THITESND CLI 2w~
)
PLFi, EEAXRVFOBZRLET,
10:39:28.787] UserlID:Administrator ClientAddress:10.194.109.32 Severity:6 EventType:
CLICommand ResourceAccessed: GenericCLI EventStatus: Success CompulsoryEvent: No
AuditCategory: AdministrativeEvent ComponentliD: CLI AuditDetails: CLI Command-> utils

ime license file install IME20091020095547801_node32.1lic App ID:Command Line Cluster ID:
Node 1D: node32

Bl A~ MCET A ERsREINEAERr 7%, i@ —TFT 4 a o TEEAENET, Log
Partition Monitor (LPM) #fH LT, FL—2 77 A VLR, LBEIELTINHDOEAER 7O
HWEEEBRLET, 774/ F T, LPM FEE e 72 HE L ET28, E&E=—FiX Cisco
Intercompany Media Engine Command Line Interface (CLI; =2~> K IA4 A v F—T x4 R) b
COBREEZLEETEET, LPM i, B X—TFT 4 a v OTF 4 AZHHEN LEWEZBEA L X
T7I—heEELET, L, 20T TN, BEAR S ELEI MR Ty AL EL LD
WIZT 4 AT B2 W ol RmTHERITEENTOER A,

©

B>k Cisco Audit Event Service 1Z, & X 742 AR—FLTWET, BEEo 7PREHEIN TRV
A, CLI (utils service stop Cisco Audit Event Service 5 & O utils service start Cisco Audit Event
Service) ZHH LTI OV —E 2 &EIERB LI OB LET,

Real-Time Monitoring Tool @ [Trace & Log Central] 75, X TOEAR FOIUE, Ror, BLOHI
BR23T 2 £3, RTMT @ [Trace & Log Central] TE#&r 727 7 EALET, [ A7 A (System)] >
[V7ns A4 5L —2R(Real Time trace)] > [ B4 = 2 (Audit Logs)] > [ / — F(Nodes)] &4 £ 9,
J—REBR L%, U v RURFRSINEZDL, [V AT 4 (System)] > [Cisco B4 = 7 (Cisco
Audit Logs)] &R L 9,

UTFTo# A 7oA 7B RTMT IR RSNET,

o [ 77V lr—ar s (P10-5)

o [FA_L—F 47 vAF A ur| (P10-5)

e VE—F HR—FTAHV M EEOR ) (P.10-6)
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RTMT @ AuditApp 7 A VW XICERRENDT 7Y r— a VEE#A e 7%, Cisco Unified
Communications Manager ®% 2, Cisco Unified +— 27 U7 ¢, CLI, X Real-Time
Monitoring Tool (RTMT; U 7 /L% A LB —/L) ORELEEZITVET,

TN ETIR, 7YV = ay v ZI3ERTT A, CLI set auditlog status =~ > RaffiH L CE;
TuX o 2T ET, BEr BB, BER S 77 A MVEFHR TIERI R 72
DET,

Cisco Unified Communications Manager (X, XESILIcm K7 7 AV A XCHETLHE T, 1507
TN r—asEEa Y Ty ANEERLET, RT7 7 ANV A RXCETDHE, Z2OT 7 A NV%H
C. 8T 7V r—vavBEfny 727 ANVEERLET, VAT LT Z7 A/ vDr—FT— 3
UMEE &R TV B4, Cisco Unified Communications Manager [35% € STV A HD 7 7 A V&
BELET, BX U7 A0 Fo—E8I%, RTMT SyslogViewer 2 A L THERTE £7,

PLUF @ Cisco Unified 4+—E 27 E VT DA X2 Mt v 7@k InEJ,

o [—ERXTE YT ¢ (Serviceability)] V14 > ROV —ERDOT 77 4 74k, T T 47
b, BRA. E72i345 1k,

o ML—ABREBLIOT 7—LZRETOER,
* SNMP #ZETHOEHRE,
RTMT i, &A XU b 77— %2 HTO2UTOA Xy M ZZiEsk L ET,
e 77— MRIE,
o 77— h—REEL,
o BT A—ILRIE,
o J—RTIF—F RF—FADRIE,
« 77— BN,
o TTI—hkT I TaroiBi,
e TI—bLDIZIT,
s 77— hDOHEML,
o TI—hTUva Ol
e 77— hOHIK,

AL, avry ROFETHFAISNTWVRNWEETH, CLI =2~ FEZEFICr ZIZRek L7,
el 21X, WOBEX, 7—FRA NI o7 = NTOHFAINTOET,

admin:set ime dht global storagequota 1

ERoawy R3OS —N"TEITEIND L, 2—FE TZ20a~vwr FOFETEFET— A NI v T Hh—
NTORFFA STV E 3 (This command is only allowed to be run on a bootstrap server)] &5 X v
=T EZITERY IR, BEE e /1% CLlI 2~ K% status=Success Tr 72tk L £ 7,

FRL—F 42T PRTFL BT

RTMT ® vos 7 # VX IR RENDHF XL —FT 4 7 VAT LEREa 13, A —F 47 VAT
DZESTHRIT—EINBAXR NEFREELET, T 740 N T, AHTEHY THA, utils
auditd CLI =2~ > RIZ X o T, ZDA Xy MIBET AT —Z 2008, 8k, Fi3M 5037
biET,

CLI TEENELNZ/RLDET, RTMT @ vos 7 + L ZITITFR R ENET A
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JE—FHYR—F 7HOY FEEDOB Y

RTMT @ vos 7 # VR IZERRENDHYVE— K R —F Th oy NEMEOESEa 71X, T 7=k ¥
AR—h F—2IZLoTHRITEND CLI a2~ REFREHFLET, 2—FIE0ou /2R ETETEHA,
ZoulZix, T2 PR—=F F=LIEoTIVE— b YR—bTHU Y FREHRLEEDH, E
REnEd,
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7 10-1 iz, Cisco Intercompany Media Engine #—/3C SNMP & — ¥ #8{ET 5 - Dic b B a~ v

szxpnxys M

FERLET,
# 10-1 BEEOXVIREFIVIVRE
BEFIR BET HFIELIRE
RATFYT 1 (R —F 47 AT LEEQ SR AN LE utils auditd status
T RTMT 63 2T ADEEEw 7 7 7 A VTGS --<
TEET, T _
B b AT o AT AL SO R status (% enable £ 7-1% disable T,
T — X A& IR A12iX, utils auditd
status CLI 2~ > FEZ AN LET,
ARFYT 2 |BkuxX VE2HSCLET, RTMT 2253 %5 2 |set auditlog status
PEERS 77 A VEBRTIET, status X7 A — 4 E AN 5 k5K BT BT R R
EX b BRI ORT =5 2 EHRT 5T, RERET, 2T,
show auditlog CLI =~ > FZAT L 27 status % enable ¥ 721X disable T,
RATYT 3 (27— 2DWEELBRELET, set auditlog purging

Log Partition Monitor (LPM) (. [HZEDOH ML
(Enable Purging)] A7 v a v 2R L, BEEu s %
HWETLZNEIDEBINLET, HEREREE.
WFAN—TFT 423 DT 4 A7 ERER &K EE
x5 L, LPMIZ RTMT NOTXTOEAR 7
TrANEHEELET, LEL, Fzv I Ay IR
EATICTHIET, HEAEDIITEET,
HENED GG, T4 A7 B2 X0 D ET,
e 7O LEST, ZOT7 7 va it v
AT MCPEENRET HRRNCR D AREMEN H Y F
E

ZOMEF T a it BEw IS BHLH—T 4
YarNT I T AT MEIDITSCTHRETE 75,
B TNET VT 4T RN —=T 4 ailhbdy
B T A4 AR EPREKEELZ B 2L E12,
FNHOERD S EHELET,

RTMT @ [Trace & Log Central] > [ 4 = 2 (Audit
Logs)] #IRL C, MEue /1T /B ATEET,

status /X7 A —Z B ANTDHLIRDDZTu 7 v REK
RENET, T T,

status i enable ¥ 7-1% disable ¢,
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® 10-1 BEEOXIBREFIVvIUREL BE)

BEFIE BET H5FIRLIEE
RFvT 4 vy o—F—vay ATF—HAEBELET, set auditlogrotation

VAT AL, TOF T a rEFHIIAR, MR S (status NI A =X E AT DHLOIKRDDB T T iRk
TryANVER—T—2a T HMNERBLN, £ |[RENET, T T,
WEFTH 7 7 A NV EAERR Lt 5 BN & 5 D% ik .

tatus I% ble ¥ 721 disable T3,
LgF. 77 A LoRAsit, 5000 2% Clggc | oS i enable S/ disable T
EFE¥A, [m—TFT—2 3 DFEME (Enable
Rotation)] &7~ a »BRERGE. 77 A NVDRK
KEICETHE, VAT AIRbHWEER S 75
ANDD FEEZEZFBLES,
Evbh B—T—va UREYREGS, BEhAa 2T

7 7 A VO KA (Maximum No. of Files)]
RE ZHEHELET,
ARTYT 5 |74 LDBEREERELET, set auditlog maxnumfiles
0N EDD T 7 ANDEKREEAN LET, [77 [filecount XT A—2 2 ANT DL IkdDD 7T T |
A VDI KE (Maximum No. of Files)] sREICANI L | BERAINET, T I T,
Tl [mrm—F—va VIRICHIBRSND 7 7 A - PR
fil t ¥ 1 ~ 10000 O#FiH TH,
V4% (No. of Files Deleted on Log Rotation)] &2 7EZ Hlecount | ey
ANLIEE YD RENWZ L ZERL TSN,
ATYT 6 | BRT7T7 A1 A R ELET, set auditlog maxfilesize
Size NTA—BHEANNTLHEIRODL T w7 Mk
RENET, ZIT,
size (X 1 ~ 10 O#PH T,
ATV T |EHEn s JUExr—| Syslog B K& L~ L &% L |set auditlog remotesyslogseverity
EE severity N7 A =X EANNTLHEOKRDLTm T ER
FRENES, TIT,
severity (3 [%/Z (Emergency)). [7Z— b
(Alert) ], V%%(Crltlcal)J . =5 — (Error)), %
# (Warning)J. Ti@%1(Notice)). [
(Informational)), F7=ix T3> 7 (Debug)) @
W T,
AT97 8 |UE—| Syslog — 4 & ASLET, set auditlog remotesyslogserver
servername /X7 XA —Z EZ AT H Lok Tm T
FRERINET, 2T,
servername (&, Y -E— bk Syslog — OHFZZ K
A MHTY,
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netdump 2—F U5« M

netdump 2—F7 41 UT 4«

netdump = —7 4 U5 4 #HEHAL T, 7—42BLOAEY 7Ty va ¥ nlsxy NU—2 LD
1BV —"DBRIOY — NZEFETEET, netdump 7 747> b LTREINZT— T, 7
T v va vl % petdump — & LTRESNTEY— NZEEFELET, #2777 AL, netdump
Y= rFyva T4 L7 FIICEEINET,

Cisco Unified Communications Manager 7 7 A% Ti, »72< &% 2 D0/ — R% netdump $— 3 &
TRETDODVLERHYVET, £5T 252 LT, Bijﬁ)]@/“* Fb#&feD /) — Fb, HEILZ Ty va
5’/7 By ERETEET,

el ziE, 77 AZIZIEDOY—N QBEDTTA4<) (RYID) /—RE2EDOHRE —F) Bdd
Bh., WD/ — REtgkt/ — K #1 % netdump — & L CHRETEET, £2, &HIO/ — Rtk
fe/ —RK#l o netdump 7 74 7 FE LTREL EHROTXTD /) — FEg#]o / — KO netdump
IIAT VR ELTRETEET, DO/ — FB7 T vz LA, W%ﬂ®/~ K% netdump %
Bl /) — FH#LICEE LET, #ii/ — FoWTFhnrns 7y o LEHEG, £/ — ik netdump %
IO ) — RIZERFLET,

Cisco Unified Communications Manager #—/3% netdump #-— 3t L CRET 2DV IC, D
netdump h—"EFEMAT L EHTEET, ST netdump — R OEREDOFEHHIZ OV TIX, TAC 12
MWAbEL s,

Cisco /%, Cisco Unified Communications Manager % > A h—/L L7=%#IZ netdump =—7 ¢+ U 7 «
ERELT, NI TN a—T 40 TICELTHILEBRIOLET, REX E1E/T> TWRWEA,
PR—=FENTWBETFF7A4T7 A2 JY—275 Cisco Unified Communications Manager 27 » 7 7
L— RT 251, 2O netdump =—7 4 U7 4 R E L T E X0,

netdump Y — B LR T4 7 MEFHET HITIE, /kdyz& va T Ehd X oz, Cisco
Unified Communications 4L —7F (> 7 L A7 A ZfEHAAHEIZ$ 5 Command Line Interface(CLI;
av U R I A E—T=AR) BHEHALET,

o Tnetdump ¥ — D& (P.10-9)

o Tnetdump 7 7 A 7 k®g%iE] (P.10-10)

o Tnetdump —1PIET H 7 7 A L TOEE] (P.10-10)
o Tnetdump A7 —% 2D (P.10-10)

netdump H—/\DRE

ATFvT 2
AFvT 3
ATv7 4

netdump $r— L LT/ — FERET DT, UTOFIEZEM L7,

FIg

FCommand Line Interface Reference Guide for Cisco Unifed Communications Solutions] Tt & T
WD K DI, netdump B—AE L TRETH/—FET, CLl Bty ¥ arzBBLET,

utils netdump server start =~ > R&E47 L 7,
netdump % —/ DR T —F X & RKRT HITIL, utils netdump server status =~ > REEITLET,
fnetdump 7 74 7 > horE) (P10-10) THMA SN2 LS5, netdump 7 ZA4 7 haRELE T,
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B netdumpa—F4UF«

netdump 2 347> FDERE

2AFvF 1

AFyFT 2
AFyvFT 3

ATv7 4

netdump 7 747 b & LT/ — FaRET 523, UTFTOFIEELEMRL 4,

FIE

FCommand Line Interface Reference Guide for Cisco Unifed Communications Solutions] Tt ST
WS ESIZ, netdump 7 A4 7 FELTRET D/ —FET, CLl®y¥arZRABLET,

utils netdump client start ip-address-of-netdump-server =~ > K& FE(T L E T,

utils netdump server add-client ip-address-of-netdump-client 21T L £ 3, netdump 7 74 7> K &
LCRHETHE/ —NIZKHLT, Z20a~vr REEBVIRLETLET,

N

GE) ELWIPT FLABRANESNTODERL TS ZS W, CLIZIP 7 FL A ZHAEL FH A,

netdump 7 74 7 ¥ R DRAT —F R & FnT 51Z1E, utils netdump client status =~ F& 4T L %
‘a_o

netdump Y—/\HUEKT 5T 7 1 ILTOHEE

netdump — 0B 7 7 v v a A FRox T 5121E, Real-Time Monitoring Tool % 7-i% Command
Line Interface (CLI; a~> K A4 4% —7 A A) &AL ET, Real-Time Monitoring Tool
ZfE A LT netdump = 7 I+ 2% 21E, [Trace & Log Central] T [ 7 7 A /L D ULLE (Collect Files)]
A7 avEBRLET, [VAT LAV —ER[T 7Y r—3 3 O&ER (Select System
Services/Applications)] # 7' ¢, [Netdump = 7 (Netdump logs)] = v 7 R v 7 A&RR L ET,
Real-Time Monitoring Tool Z /i7" 2 7 7 A /L DILE DOFEMIZ STk, [Cisco Unified Real Time
Monitoring Tool Administration Guide] #ZM L T2 S0,

CLI M LT netdump 2 7 ZIETAHIZIE, 7T v =2 T4 L7 RUIZHDBH 7 7 Az Tfile) CLI
Ay REETLET, uZ 0774 V4IF, netdump 7 A4 7 RO IP 7 RLATEHED, KREIC
77 A NVOVERH BT E £T, file =2~ ROFEMIZ-OWTIE, TCommand Line Interface Reference
Guide for Cisco Unifed Communications Solutionsl] # &R L T 72 &0,

netdump X T7—4 XDER

AFvF 1

ATFvT 2

AFyvF 3

Real-Time Monitoring Tool @ SyslogSearchStringFound 7 7 — h Z3%& L T, netdump A7 —4% 2 %
BEfcxETd, UFOFIEAZFERAL T, @277 — FRELTIEIN,

FIE

Real-Time Monitoring Tool @27 1 v 7 &8 F ¥ 226, [ —/L (Tools)] > [Alert Central] % 34R L
\ij‘c

[SyslogStringMatchFound] 7 7 — &4 27V v 7 L, [T 7 — M 7 a37 1 OFE (Set
Alert/Properties)] #3R L £,

[#%~(Next)] % 32 U v 27 LET,
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netdump 2—F U5« M

AFTwF 4 [SysLog7 7 — bk (SysLog Alert)] v > RuC, [BIAdD)] A% %2270 v 7 LET, [BRELTHI
DIEAN (Add Search String)] # 4 7 a7 R v 7 ARER Iz 6, Tnetdump: failed) Z AL, [E0
(Add)] 227V v 7 LEF, Ric, [k~Next)| 22 U v 7 LET,
N

GE) RIXFINIFBIOBIPERIC—HL TSI EZHRELTIZEIN,

AFvF5 A —/V# % (Email Notification)] v+ > RO T, BUIZR NI A= T 7 —F T2 a 2@ RL
T, EEO2—VEROBTA -V TXANEANL, [R1ESave)] 22 U v 7 LET,
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