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static (inside,outside) tcp 10.10.10.10 5061 1.1.1.1 5062 netmask 255.255.255.255

static (inside,outside) tcp 10.10.10.10 5080 1.1.1.1 5080 netmask 255.255.255.255

static (inside,outside) tcp 10.10.10.10 5060 1.1.1.1 5060 netmask 255.255.255.255

(Cisco Adaptive Security Appliance Release 8.3 : )

nat (inside,outside) source static obj_host_1.1.

obj_tcp_source_eq_5061 obj_tcp_source_eq_5062

nat (inside,outside) source static obj_host 1.1.

obj_tcp_source_eq_5080 obj_tcp_source_eq_5080

nat (inside,outside) source static obj host_1.1.

obj_tcp_source_eq_5060 obj_tcp_source_eq_5060

2
PAT

(Cisco Adaptive Security Appliance Release 8.2 : )

static (inside,outside) tcp 10.10.10.10 45080 2.
static (inside,outside) udp 10.10.10.10 55070 3.
static (inside,outside) tcp 10.10.10.10 55070 3.
static (inside,outside) udp 10.10.10.10 45062 2.

static (inside,outside) tcp 10.10.10.10 55062 3.

(Cisco Adaptive Security Appliance Release 8.3 : )

nat (inside,outside) source static obj_host 2.2.

obj_tcp_source_eq_5080 obj_tcp_source_eq_45080

nat (inside,outside) source static obj host_3.3.

obj_tcp_source_eq_5070 obj_tcp_source_eq_55070

nat (inside,outside) source static obj_host_3.3.

obj udp_source_eq_5070 obj_udp_source_eq_55070

nat (inside,outside) source static obj_host_2.2.

obj_tcp_source_eq_5062 obj_tcp_source_eq_45062

nat (inside,outside) source static obj host_3.3.

obj_tcp_source_eq_5062 obj_tcp_source_eq_55062

abc.com

(Cisco Adaptive Security Appliance Release 8.2 : )

access-list ent_imp_to_abc extended permit tcp host

access-list ent_abc_to_imp extended permit tcp host

obj_host_10.10.

obj _host_10.10.

obj host_10.10.

10.10 service

10.10 service

10.10 service

IM and Presence Service

.2.2 5080 netmask
.3.3 5070 netmask
.3.3 5070 netmask
.2.2 5062 netmask

.3.3 5062 netmask

.2 obj_host_10.10.

.3 obj_host_10.10.

.3 obj_host_10.10.

.2 obj_host_10.10.

.3 obj_host_10.10.

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

255.255.255.255

10.10 service

10.10 service

10.10 service

10.10 service

10.10 service

1.1.1.1 host 20.20.20.20 eq 5061

20.20.20.20 host 10.10.10.10 eq 5061

access-list ent_second_imp_to_abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061

access-list ent_third_imp_to_abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061

Il Cisco Unified Communications Manager Release 105 (1) @ IM and Presence f—E X (259 % K4 1

YEZzTFL—Y3ay



Cisco Adaptive Security Appliance (ASA) =% E1F|

SP7zFL—LavoPATawy Re7owR Uz rEEDS [}

access-list ent_abc_to_second_imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq
45061

access-list ent_abc_to_third_imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq
55061

(Cisco Adaptive Security Appliance Release 8.3 : )
access-list ent_imp_to_abc extended permit tcp host 1.1.1.1 host 20.20.20.20 eq 5061
access-list ent_abc_to_imp extended permit tcp host 20.20.20.20 host 1.1.1.1 eq 5062
access-list ent_second_imp_to_abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061
access-list ent_third_imp_to_abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061
access-list ent_abc_to_second_imp extended permit tcp host 20.20.20.20 host 2.2.2.2 eq 5062

access-list ent_abc_to_third_imp extended permit tcp host 20.20.20.20 host 3.3.3.3 eq 5062

class-map ent_imp_to_abc

match access-list ent_imp_to_abc
class-map ent_abc_to_imp

match access-list ent_abc_to_imp
class-map ent_second_imp_to_abc

match access-list ent_second_imp_to_abc
class-map ent_third_imp_to_abc

match access-list ent_third_imp_to_abc
class-map ent_abc_to_second_imp

match access-list ent_abc_to_second_imp
class-map ent_abc_to_third_imp

match access-list ent_abc_to_third_imp

IM and Presence
Service TLS TLS “imp_to_external”
TLS TLS "external_to_imp"

policy-map global_policy

class ent_imp_to_abc

inspect sip sip_inspect tls-proxy ent_imp_to_external
policy-map global_policy

class ent_abc_to_imp

inspect sip sip_inspect tls-proxy ent_external_to_imp
policy-map global_policy

class ent_second_imp_to_abc

inspect sip sip_inspect tls-proxy ent_imp_to_external
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policy-map global_policy

class ent_third_imp_to_abc

inspect sip sip_inspect tls-proxy ent_imp_to_external
policy-map global_policy

class ent_abc_to_second_imp

inspect sip sip_inspect tls-proxy ent_external_to_imp
policy-map global_policy

class ent_abc_to_third_imp

inspect sip sip_inspect tls-proxy ent_external_to_imp
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GE) Cisco Adaptive Security Appliance Release 8.3

FEEDT7 FLAD L R— 5269 LOFEEDT FLAANDT VR
5269

access-list ALLOW-ALL extended permit tcp any any eq 5269

EEDT FLAML R— 5269 EOFEBDE—-XMPP 7z 7L—>3y /—FADT7IER

5269 XMPP
* XMPP IM and Presence Service Release 9.x IP =
1111
* XMPP =5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269

FED7 FLANS DNS TRARENE-HEDXMPP 72z FL—23ay /—KADT7o R
DNS XMPP
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GE) DNS access-list
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* « XMPP IM and Presence Service Release 9.x IP =
1111

* « IM and Presence Service Release 9.x IP =2222

* « IM and Presence Service Release 9.x IP =3.3.33

*« XMPP = 5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269
access-list ALLOW-ALL extended permit tcp any host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp any host 3.3.3.3 eq 5269

REDITITL—2ay FASMUNLDNS TRARENR/HEDXMPP 7z TL— 3>/ — kA

DEA7I/ LA
DNS XMPP
A
GE) DNS access-list
* XMPP IM and Presence Service Release 9.x IP =
11.1.1

* IM and Presence Service Release 9.x IP =2222
* IM and Presence Service Release 9.x IP =3.3.3.3
* XMPP =5269
. XMPP =100.100.100.100

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 1.1.1.1 eq 5269
access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 3.3.3.3 eq 5269

XMPP 7 =7 L—< 3 > FA®D NAT D& TE B

5l 1 XMPP
* IM and Presence Service IP =10.10.10.10
* XMPP IM and Presence Service Release 9.x IP =
1111
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* XMPP = 5269

512

nat (inside,outside) source static obj host_1.1.1.1 obj_host 10.10.10.10 service
obj_udp_source_eq_5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj host_1.1.1.1 obj host 10.10.10.10 service
obj_tcp_source_eq_5269 obj_tcp_source_eq_5269

XMPP DNS IP
* IM and Presence Service IP =10.10.10.10 20.20.20.20 30.30.30.30
* XMPP IM and Presence Service Release 9.x IP =
1111
* IM and Presence Service Release 9.x IP =2222
* IM and Presence Service Release 9.x IP =3.333
* XMPP =5269

nat (inside,outside) source static obj _host 1.1.1.1 obj_host _10.10.10.10 service
obj_udp_source_eq_5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj _host_1.1.1.1 obj_host 10.10.10.10 service
obj_tcp_source_eq_5269 obj tcp_source_eq_5269

nat (inside,outside) source static obj_host_2.2.2.2 obj_host_20.20.20.20 service
obj_udp_source_eq_5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj host_2.2.2.2 obj host 20.20.20.20 service
obj_tcp_source_eq_5269 obj_tcp_source_eq_5269

nat (inside,outside) source static obj_host 3.3.3.3 obj_host _30.30.30.30 service
obj_udp_source_eq_5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj _host_3.3.3.3 obj_host _30.30.30.30 service
obj_tcp_source_eq_5269 obj_tcp_source_eq_5269

51 3 : XMPP DNS IP
DNS PAT
DNS PAT

* IM and Presence Service IP =10.10.10.10

* XMPP IM and Presence Service Release 9.x IP =

1.1.1.1 5269
* IM and Presence Service Release 9.x IP =2222
25269
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* IM and Presence Service Release 9.x IP =3.3.3.3
35269

nat (inside,outside) source static obj host_1.1.1.1 obj_host 10.10.10.10 service
obj _udp_source_eq_5269 obj udp_source_eq_5269

nat (inside,outside) source static obj host_1.1.1.1 obj_host 10.10.10.10 service
obj_tcp_source_eq_5269 obj_tcp_source_eq_5269

nat (inside,outside) source static obj host_2.2.2.2 obj host 10.10.10.10 service
obj_udp_source_eq_5269 obj_udp_source_eq_25269

nat (inside,outside) source static obj_host_2.2.2.2 obj_host_10.10.10.10 service
obj_tcp_source_eq_5269 obj tcp_source_eq_25269

nat (inside,outside) source static obj host_3.3.3.3 obj_host 10.10.10.10 service
obj_udp_source_eq_5269 obj_udp_source_eq_35269

nat (inside,outside) source static obj host_3.3.3.3 obj_host 10.10.10.10 service
obj_tcp_source_eq_5269 obj_tcp_source_eq_35269
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