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IM and Presence , 271

DATL FRAVAOI—YTEIY HTOEE

GE)

GUI

[F L& BRI

* BAT

Cisco Unified Communications Manager, Release 9.0(1) IM and Presence 4 —E X EAH A K B



[ | PRATL FRACHAOI—FEY ZETOHRE

ATy

ATv T2

ATvT3

ATv74

ATy TH

ATvT6

[ Normal ] [

FIE

[Cisco Unified CM IM and Presence

v kT—5 CEBT 5150 IMand Presence —/\DHE |

Running in Backup Mode ]

Cisco Unified CM IM and Presence Administration ]>[
System ]>] Topology ]

E:g)

Tovay

[ Assign Users ]

Users ]

All Assigned

[ Find User Assignment ]

b) [

[ Change Assignment ]

a)
b)

c)
d)

[ Save ]

CM IM and Presence Administration ]>[
Troubleshooter ]

EENEY D

IM and Presence

Assign Selected Users

Assign All Users ]

[Cisco Unified CM IM and Presence
Diagnostics ]>[
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IM and Presence Service
IM and
Presence

A TRAZSEYT 4 Y TIUIRE

IM and Presence
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[ High Availability ]

High Availability ] X

IM and Presence
IM and Presence
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IM and Presence

*EF7/N—FE—F

Cisco Unified CM IM and
Presence [ Service Parameters ]

CEELY—ERDE=S

90
Cisco Unified CM IM and
Presence [ Service Parameters ]
° Cisco DB IDS
° Cisco Presence Engine
o Cisco XCP Router
° Cisco Message Archiver IM and Presence

° Cisco SIP Proxy SIP

° Cisco XCP SIP Federation Connection Manager SIP

> Cisco Presence Datastore

° Cisco Route Datastore SIP

IM and Presence
IM and Presence
[ Monitored ]
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IM and Presence Release 9.0(1)

IDS
IDS

° CLI

utils dbreplication runtimestate

* Cisco Unified IM and Presence Reporting Tool IM and Presence

EENEYD

Server Recovery Manager , 14
Cisco Replication Watcher , 39

BEIJA—IL/N\Y D

IM and Presence

Cisco Unified CM IM
and Presence [ Enable Automatic Fallback ]

* A Presence Engine
A
B A Failed
Over with Critical Services Not Running
Failed Over
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Cisco Server Recovery Manager

Cisco Server Recovery Manager

SRM
SRM
A B SRM SRM
SRM
25
SRM

SRM

SRM
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Server Recovery Manager , 14
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Recovery Manager

IM and Presence Cisco
Server Recovery Manager
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Intercluster Sync Agent
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/
Intercluster Sync Agent
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Initializing Cisco Server Recovery Manager
Idle IM and
Presence IMand
Presence
Normal IM and Presence
IM and Presence
Running in Backup Mode
Taking IM and Presence
Over
Failing IM and Presence
Over
Failed IM and Presence

Over

IM and Presence
Failed
Over with Critical Services Not
Running
Falling
Back IM and Presence
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Back
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K2 /—FONA FTRASEYT1RE, BERE. BLUHELE
J—FK1 J—FK2
KRR piche 1KEE pLicfes [RE/HEENE
Normal Normal Normal Normal
1
On On
Admin Taking Admin
Failing | Request Over Request
Over
1 2
Idle On On
Admin Admin
Request Running | Request
in Backup
Mode
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2
On On
Taking | Admin Falling |Admin
Back Request Back Request
1
Idle Initialization On 1 SRM
Admin
Running | Request
in Backup
Mode
Idle Initialization Initialization
Running SRM
in Backup
Mode
Idle On Initialization 1
Admin SRM
Request Running
in Backup
Mode
On Initialization 1
Admin Taking 2 SRM
Failing | Request Over
Over
2
Initialization On
Taking Falling | Admin 1 SRM
Back Back Request
2 1
Taking Automatic Falling Automatic
Back Fallback Back Fallback
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[ 11
Iniielization ] Failed Over ]
[ Critical . 1
Failed Running | Service Down
Over in Backup
Critical Mode . |
Service Failed
Down ] Over with Critical Services Not
Running ]
1
11
Failed Over ]
[ Normal ]
1
IM and Presence 2
Critical Critical
Servi i i -
vice _ Running | Service Down HeEIE
Down in Backup
Mode 1 1
Failed
Over with
Critical 5
Services 1
Not 1
Running 3
[ Normal ]
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1
Database IM and Presence
Database Failure
Failure _ Running HEBILE
in Backup
Mode 1 1
Failed 2
Over with
Critical
Services
Not [ Normal ]
Running
Running Start of
Running |  Start of in Failed Critical Services | ., ne=
in Failed | Critical Mode Failed HERILE
Mode Services 1
Failed
[ Recovery ]
2
3
[ Normal ]
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Critical Running Critical
Running | Service in Failed Service Down B
in Failed | Down Mode HERILE -
Mode 1
[
Recovery ]
2
1 2 1
Peer Down IM and Presence 2
SRM
Running
in Backup
Mode 1
1
[ Normal ]
[ Recovery ]
2 SRM
[ Normal ]
3 1 /
4
[ Normal ]
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1 IM and Presence 1
Peer
Reboot 2
Running
in Backup
Mode
1 1 /
2
[ Normal ]
Initialization Peer
Backup | Down During
Mode Initialization
1
Failed
Over with [ Normal ]
Critical
Services
Not
Running ]
[
Failed

Over ]
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Cisco Server Cisco Server
Recovery Recovery
Manager Running Manager R ILE
Running in Failed
in Failed Mode
Mode Cisco
Cisco Server Recovery Recovery ]
Server Manager Take
Recovery Over Users
Manager Failed
Take Over
Users
Failed
Cisco Server Cisco Server
Recovery Recovery
Manager Running | Manager LR
Running in Failed
in Failed Mode
Mode Cisco
Cisco Server Recovery Recovery ]
Server Manager Take
Recovery Back Users
Manager Failed
Take Back
Users
Failed
SRM
Unknown Unknown
Running SRM
Runnin in Failed um
in Failed Mode RRILE -
Mode
Recovery ]
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Auto Recover
Backup | Recover Failover | Database
Activated | Database Affected Failure
Failure Services
Auto Auto Recover
Backup | Recover Failover | Critical Service
Activated | Database Affected Down
Failure Services
EENEYD
) 76
78

IN TARALSE'") T« IMand Presence ERIDE

* Server Recovery Manager

/
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and Presence

. 2
. IP
. IM and Presence Release 9.0
([F L& BRI
1
1 1
2
2
1
[ High Availability ]
FIE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Cluster Topology ]
ATvT2 [ edit ]
ATv7T3 | Enable High Availability ]
GE) [

Enable High Availability ]
ATv7T4 | Save ]
IM and Presence
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TJ14—ILK ieR
Monitored IM and Presence
Node
Node ,
State 62
Node Reason
Node
Action
' I Fallback ] [
Idle ] [ Failed
Over ]
°[ Failover ] [
Normal ]
°[ Recovery ]
IM and Presence  SRM
. IM and Presence Cisco Services
Recovery Manager
[Cisco Unified IM and Presence
Cisco Unified IM and Presence Serviceability ]>[ Tools 1>
Control Center - Network Services ]
. 2
[
FailingOver ] [ FallingBack ]
[ Failed Over ] [ Failed ]
IM and Presence
IM and Presence
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System Troubleshooter ]
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[Cisco Unified CM IM and Presence
Diagnostics 1> [

2
Cisco

Server Recovery Manager D5k —E X /NS5 A —S DERTE

ATv 1

ATvT2
ATFv73
ATvT4
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[Cisco Unified CM IM and Presence

Cisco Unified CM IM and Presence Administration ]>[

System ]>] Service Parameters ]
[ Server ] IM and Presence
[ Service ] [Cisco Server Recovery Manager]
INT A=A iER Z Dt DIEHR

Service Port

Recovery Manager

Cisco Server

IM
and Presence
Cisco Server Recovery
Manager

RPC
Admin RPC Port

Recovery Manager

Cisco Server
RPC

IM
and Presence
Cisco Server Recovery
Manager

Critical Service Down
Delay

IM and Presence

IM and
Presence

Enable
Automatic Fallback

IM and Presence
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INT A —4 B Z DD IEHR
SRM

SRM

Initialization Keep
Alive (Heartbeat)

Timeout
IM and Presence [
Keep Alive
Keep SRM (Heartbeat) Interval ]
Alive (Heartbeat)
Timeout [
Keep Alive
(Heartbeat) Interval ]
Keep Alive

(Heartbeat) Interval

IM and Presence CPU
Users Moved Per
Iteration
1 CPU
AE [
Users Moved Per
Iteration ]
339
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Cisco Unified
Client Personal Communicator IM and | Cisco Unified Personal Communicator
Re-Login Lower Presence Release 8.5 8.x
Limit
EE
GE)
, 339
Cisco Unified
Client Personal Communicator IM and | Cisco Unified Personal Communicator
Re-Login Upper Presence Release 8.5 8.X
Limit
AE
GE)
, 339
ATFvTs | Save ]

HErEYD
, 339
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Cisco Server Recovery
Manager

Cisco Server Recovery Manager
« Cisco SIP Proxy

« Cisco Presence Engine
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ATvT2
ATvT3
ATv74
ATvTH

* Cisco XCP Router
« Cisco Client Profile Agent

Cisco Server Recovery Manager

[ Normal ]

F L& BRI

* Cisco XCP Connection Manager
« Cisco XCP Router

« Cisco Presence Engine

FIE

[Cisco Unified CM IM and Presence

Ny 79T ) —E~0FH7z—Lt—n—0%TF |}

XCP

Cisco Unified CM IM and Presence Administration ]>[

System ]>] Cluster Topology ]
[ edit ]
[ Node Action ] [ Failover ]
[OK]
a) [ Failing
Over ] [ Taking Over ]
[
Running in Backup Mode ] [ Idle ]
b)
* [ Failed Over ]
BErEY Y
64
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Cisco Server Recovery Manager

Cisco Server Recovery Manager

« Cisco SIP Proxy
« Cisco Presence Engine

* Cisco XCP Router

. XCP
« Cisco Client Profile Agent

Cisco Server Recovery Manager

[ Idle ] [ Failed Over ]
FIE
ATv 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Cluster Topology ]
ATvT72 [ edit ]
ATv7T3 | Node Action ] [ Fallback ]
ATv 74  [OK]
ATvT5
a) [ TakingBack ]
[ Falling Back ]
[ Normal ]
b)
. [ Failed Over ]
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YITUSRAZDFEH) AN DET
IM and Presence Cisco
Server Recovery Manager
FIE
ATy T [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Cluster Topology ]
ATvT2 [ edit ]
ATv7T3 | Node Action ] [ Recovery ]
ATv74
2
IDS CLI
IDS
Utils dbreplication runtimestate
BErEY Y
, 64

IM and Presence D S A Z2EDIL—T 4 VI EHDE
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B RALS VEDERE

* , 83
* ID , 84

IM and Presence , 85

TIAILE FAAL VEDER
IM and Presence DNS

IM and Presence

DOMAIN.NOT.SET SRM
DNS
DNS
IM and Presence
IP
IM and Presence
FIE
RATwT1
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ System ]>] Cluster Topology ]
b) [ Settings ]
c) [ Domain Name ]
d) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ System ]>[ Service Parameters ] [Cisco SIP Proxy]
e) CUP FQDN
f) [OK]
[ Save ]
ATvT2 CLI
set network domain <new_domain>
CLI
ATvT3 IM and Presence
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G¥) Tomcat Tomcat
Tomcat CLI
utils service restart Cisco Tomcat Tomcat
FAAVEDERE
1 IP
DNS DNS
GE) DNS
DNS
SRM
FIE
AT 7T1 IM and Presence Cisco SIP Proxy Presence Engine
XCP Router
ATvT72
a) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ System ]>] Cluster Topology ]
b) [ Settings ]
c) [ Domain Name ]
d) [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ System ]>[ Service Parameters ] [Cisco SIP Proxy]
e) IM and Presence FQDN
f) [OK]
[ Save ]
ATv73 CLI
set network domain <new_domain>
CLI
ATvT4 Cisco Presence Engine
Cisco XCP Router
ATvT5

GE) Tomcat Tomcat
Tomcat CLI
utils service restart Cisco Tomcat Tomcat
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MDNS
XCP
MDNS
MDNS
MDNS
MDNS
* IM and Presence  XCP
EENEYD
MDNS ID
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DNS
DNS SRV
, 83
IM and Presence
XCP
DNS
DNS MDNS
DNS

IM and Presence

Cisco XCP Router

Cisco XCP Router

, 83
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ID IM and Presence

ID ID
ID MDNS
MDNS 1
IM and Presence
ID
ID [Cisco Unified CM IM and Presence
Cisco Unified CM IM and Presence Administration ]>[ Presence ]>][ Settings ]
ID IM and Presence

GE) IM and Presence 1D
ID

EErEYY

, 82
ID , 84
, 83
IM and Presence , 157
= N, AFIEMELS
IW—T 4 VT BIEDFHRE
IM and Presence
IM and Presence
AE IM and Presence
[T L& BHIIC
* MDNS MDNS
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* DNS
IP
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration > [ System ]>] Cluster Topology ]
[ edit ] IM and Presence

Cisco XCP Router

FIE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>][ Cluster Topology ]

ATvT2 [ Settings ]
ATvT3

°[ DNS MDNS Multicast DNS (MDNS) ]

DNS
DNS IM and Presence

°[ Router-to-Router ]
ATv7Te | Save ]
ATvTH Cisco XCP Router

EENEY D
Cisco XCP Router , 47

1D , 84

75RX52 1D DEETE

ID IM and Presence
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IM and Presence

ID ID
ID
ID

FE

ATy 71 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]> [
System ]>] Cluster Topology ]
ATvT2 [ Settings ]
ATv73 ID
GE) IM and Presence ID StandaloneCluster

ATv7Ta | Save ]

IM and Presence ID _ ID

BEErEYY

MDNS ID , 83
IM and Presence , 157
— > E I-.-I
95 AARAE{KD IMand Presence 7 KL ADERTE
IM and Presence IM and Presence
G¥) IM and Presence SRV 5060
X C®HBHHII
DNS SRV
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FIE

AT w71 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Service Parameters ]

ATvFT2 | Server ] IM and Presence

ATv7T3 | Service ] [Cisco SIP Proxy]

ATv7Ta | General Proxy Parameters (Clusterwide) ]
[SRV SRV Cluster Name ]

ATv7T5E5 | Save ]

HErEYD

TFRASEYFTFARELEEFEAYE—DRAY ML L— FDERTE

IM and Presence Cisco XCP Router
IM and
Presence
FE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>][ Service Parameters ]
ATv72 | Server ] IM and Presence
ATv7T3 | Service ] [Cisco Presence Engine]
ATv7Te | Clusterwide Parameters ] [

Presence Change Throttle Rate ]

ATFvTs | Save ]

IM and Presence D X3 T4 v%9 JL— FERSE

SIP
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X
ST IN— MEHFRABTOTL—FA
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IM and Presence

FEHEINE— R iRy TIEE
74..7812345% 1.2.3.4:5060
74..7867890* 5.6.7.8.9:5060
74..7811993* 10.10.11.37:5060

IM and Presence
® 73..7812345* 74
*74.781*
*74...7812345*

YT IN— A RABTOTL—FB
471....Xx*
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471....34* 20.20.21.22
471...55* 21.21.55.79

IM and Presence
*47...344% 471
*471...4*
* 471.450*

IM and Presence D JL— FEHAAA T TL— FDETE

5

FIE

ATy T [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>[ Service Parameters ]

AT 2 IMand Presence
ATw 73  [Cisco SIP Proxy]

ATv7Ta | Routing Parameters (Clusterwide) ]
[ RouteEmbedTemplate ]
5
ATv7Ts | Save ]
RDEFE
IM and Presence 89
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Cisco Unified CM IM and Presence Administration ]>[

FE
ATv 1 [Cisco Unified CM IM and Presence
Routing 1> Static Routes ]
ATFvT2 | Add New ]
ATv73
J4—IJLF SRBR
Destination 255
Pattern SIp 100
IM
and Presence
*
IM and Presence
1
IP
\* *
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TJ14—ILK BLL]
Description 255
Next IP
Hop FQDN IP
IM and Presence DNS SRV
DNS SRV
DNS SRV
Next Hop Port 5060
IM and Presence DNS SRV
DNS SRV
0
Route [ User ] [
Type Domain ] [ User ]
SIP URI  sip:19194762030@myhost.com
19194762030 myhost.com
[ User ] IM and Presence
SIP
19194762030 [
Domain ] IM and Presence ~ SIP
myhost.com
TCP UDP TLS
Protocol Type [TCP]
Priority 1
1 65535
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IM and Presence D X3 7 1 v 9 JL— FDEXE

T4—ILF S BA
Weight
1 65535
5
*°1 20
*°1 10
*2 50
2
IM and Presence
1 SIp
20
10 2

IM and Presence

Allow Less-Specific

Route
In Service
[ Block
Route ]
[ Save ]

Cisco Unified Communications Manager, Release 9.0(1) IM and Presence +—E X EAH A K [ ]



v kT—5 CEBT 5150 IMand Presence —/\DHE |
Bl MandPresence TOTLE VR — kA DHE

EENEY D
, 87
IM and Presence

IM and Presence TO JLEVR 5F—FH T A DEKE

* , 92
* , 93

TLEVA S — MY A DHEEA T3y

Cisco Unified Communications Manager  IM and Presence
SIP IM and Presence  Cisco Unified Communications Manager

Cisco Unified Communications Manager

FQDN IP

* Cisco Unified Communications Manager FQDN
* Cisco Unified Communications Manager DNS SRV FQDN
* Cisco Unified Communications Manager IP

DNS SRV

1 Cisco Unified Communications Manager DNS SRV
FQDN IM and Presence IM
and Presence

2 Cisco Unified Communications Manager IM and Presence SIP IM and
Presence DNS SRV FQDN

DNS SRV Cisco Unified Communications

Manager IP IP

&R R

Cisco Unified Communications Manager ~ SIP , 19
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JLtvzsr—tozqsoie W

TLEVRT— 91 DETFE

FZC& BRI
. Cisco Unified Communications Manager FODN DNS
SRV FQDN IP
FIIE
2ATFvT1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]> [
Presence ]1>[ Gateways |
ATvF2 | Add New ]
ATv7T3 | Presence Gateway Type ] [CUCM]
ATv7ra | Description ]
ATv7TE | Presence Gateway ] Cisco Unified
Communications Manager FQDN DNS SRV FQDN IP
ATvT6 [ Save ]
ROEZE
IM and Presence , 96

HErEYD

IM and Presence D Fr[R 1) O —DEKRTE
* IM and Presence , 93

* , 94

* IM and Presence , 96

IM and Presence ) B &5 7]

IM and Presence SIP
SIP

IM and Presence
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B v Rus—ssvassa

IM and Presence

SIP
XMPP
SIP
XMPP IM and Presence
IM and Presence
. IM and Presence XMPP
SIP
IM and Presence
* IM and Presence  XMPP
XMPP IM and Presence
SIP IM and Presence
AE SIP
XMPP Cisco Unified Personal
Communicator Release 8.0 XMPP
EENEYD
, 94
IM and Presence , 96

A—H R O—ELUVBEHEFA

IM and Presence

Communicator

-1 Blocked list ]
-I Allowed list ]
- Default policy ]
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iRy o—psrvapHT I

Cisco Unified CM IM and Presence [ Ask
me ] /

IM and Presence

* UserA  UserB IM
and Presence UserB  UserA

* IMand Presence  UserB

UserB
* UserB UserB  UserA
* UserA UserB
IM and Presence UserB (i) (i)
(i) [ Askme ] UserB
UserA
IM and Presence
IM and Presence
[ Askme ]
/
IM and Presence
GE) IM and Presence
EENEYD
IM and Presence , 93
IM and Presence , 96

http://www.cisco.com/en/US/products/ps6837/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6837/products_installation_and_configuration_guides_list.html
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v kT—5 CEBT 5150 IMand Presence —/\DHE |
B IM and Presence DEFRIR ) S —DERE

IM and Presence DEFR]R!) o —DETE

Cisco Unified CM IM and Presence

FlE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence 1>[ Settings ]
ATvT2
B#Y FE
IM and Presence XMPP [
SIP
Allow users to view the availability of other users
without being prompted for approval ]
IM and Presence ~ XMPP [
Allow users to view the availability of other users
without being prompted for approval ]
ATvwT3 | Save ]

XTw 4  Cisco XCP Router

RDOEE
IM and Presence  SIP , 111
EENEY D

Cisco XCP Router , 47

IM and Presence , 93
IM and Presence , 157

A—EREVRXFD—EFEITY XKR— b

IM and Presence BAT
Csv BAT
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ai—vagr) 2 ro—Exs2Rf—+~ [l

BAT

, 98

BAT
CsVv

8VHU'! 8VHU'RPDLQ! &RQWDFWRQWDFRWDLQ! 1LFNQDPH! 1DRXS

INT A —4 B
ID UserID IM and Presence ID
User Domain IM and Presence
ID  Contact ID ID

Contact Domain

Nickname

[ Nickname ]

Group Name

Group Name ]

CSv
XVHU$ H[DPSOH FRP XVHU% H[DPSOH FRP EXGG\% *HQHUDO

BAT
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B - vEgx) R ro—F1 oR—+

ATy T

ATy T2

ATv7T3
ATv74
ATvT5

ATvT6

ATy 71

ATvT8
ATvT9

FIE
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Bulk Administration ]>] Contact List ]>] Export ]
Cisco Unified CM IM and Presence
[ Next ]
[ File Name ] Ccsv
. [ Run Immediately ]
° [ Run Later ]
BAT Cisco Unified CM IM and
Presence
[ Submit ] [
Submit ]
[Cisco Unified CM IM and Presence
Cisco Unified CM IM and Presence Administration ]>[ Bulk Administration ] >
[ / Upload/Download Files ]
[ Download Selected ]

EENEY D
, 98

A—HERE) R FDO—HFEA VR—k

=
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a—vagry 2 ro—FoR—+ [l

userA,example.com,userB,example.com,buddyB,General

RIANT7AILDINS A —2DEREA
INT A=A i AR
ID UserID IM and Presence ID 132
GE)
IM and Presence 128
User Domain
(GE)
ID Contact ID 132
ID
(GE)
Contact Domain
. 128
. 63
. 2
(GE)
255
Nickname
Group
Name 255
(GE)
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>y FT—4 TEBET %7-6 IM and Presence —/\D X E |
B &k FORKY A XORR

G BAT
CSVv

IM and Presence

* , 100
* BAT , 101
* , 101
* , 102
I L& BHIIC

1 Cisco Unified Communications Manager

2 Cisco Unified Communications Manager IM and Presence Service
GE)
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence
Administration ]>[ System ]>[ Service Parameters ]>[Cisco

Bulk Provisioning Service]
IM and Presence  CPU

EHEFE X FDTRKRY 1 ADHERE

IM and Presence [ Maximum
Contact List Size ] [ Maximum Watchers ]
[
Maximum Contact List Size ] [ Unlimited ]

IM and Presence

, 106 [
Maximum Contact ListSize ]
, 107 [ Maximum Watchers ]
[ Maximum Contact List Size ]
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BAT 2fALEANT 7407y To—F M

200 [ Maximum Watchers ] 200
GE)
IM and Presence
ROEE
BAT , 101
O >
BAT ZERAL-ANT 74 ILDT7 vy TO—F
BAT Csv
FIE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Bulk Administration ]>[ / Upload/Download Files ]
ATv72 | Add New ]
ATv7F3 | Browse ] CcsVv
ATv7Ta [ Contact Lists ]
ATvT5 [ - Import Users’
Contacts — Custom File ]
ATvT6 [ Save ]
DL ES

, 101

FLOL—EEES 3 TOER

Cisco Unified CM IM and Presence
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B seEsaonior

ATy T
ATy T2

ATvT3
ATvT4

ATy TH

FIE

[Cisco Unified CM IM and Presence
Bulk Administration ]>[

[ File Name ]
[ Job Description ]

BAT
Presence

[ Submit ]
Submit ]

SONES

—EEED 3 TDHERDOHER

v bD—9 TREY 5126 IM and Presence +—/ DX E

Cisco Unified CM IM and Presence Administration ]>[

102

IM and Presence

Contact List

BAT

ll Cisco Unified Communications Manager, Release 9.0(1) IM and Presence *f — EXBAHAA K
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Update ]

Run Immediately ]
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* BAT
FIE
ATy [Cisco Unified CM IM and Presence
Bulk Administration ]>[
AFvF2 | Find ]
ATFvT3 | Log File Name ]

IM and Presence TD7 XA S E ) T4 KRE .

CSv

Cisco Unified CM IM and Presence Administration ]> [
Job Scheduler ]

ID

IM and Presence TO 7L SEY T4HFE

* IM and Presence

* IM and Presence

/ , 103
104

, 106
, 107

IM and Presence 7 SRADTLEVR RAT—3AEEFEDOA /AT

IM and Presence

IM and Presence

FIE

ZXFw 71 [Cisco Unified CM IM and Presence
Presence ]>][

ATy T2

Settings ]

Cisco Unified CM IM and Presence Administration ]>[
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. IM and Presence D41 L > FERE

B#Y FIR
IMand Presence [
IMand Presence Enable availability
sharing. ]
Cisco Unified Personal Communicator
Cisco Unified CM IM and Presence
IM and Presence [
Enable availability
IM and Presence IM and Presence sharing. ]
ATFv7T3 | Save ]

ATvT4
a) Cisco XCP Router
b) Cisco Presence Engine

IM and Presence D454 L > FERE

IM and Presence

Jl Cisco Unified Communications Manager, Release 9.0(1) IM and Presence y —E RBAH A F
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&

ATvT2

ATvT3

DND
* IM and Presence

* DND

IM and Presence

FIE

[Cisco Unified CM IM and Presence

—-mr7Lerzagon: W

DND
DND

DND

Cisco Unified CM IM and Presence Administration ]>[

Presence 1>[ Settings ]
DND
BHY FE
IM and Presence  DND [ DND
Use DND status when
IM and Presence userisonthe phone ]
IM and Presence  DND [ DND
Use DND status when
IM and Presence userisinameeting ]
[ Save ]

EELEY D

Cisco Unified Personal Communicator

—BITLEREBBEOHRTE

245

GE)

Cisco Unified Personal Communicator Release 8.5

IM and Presence
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. l_dj::to)gﬁ@ﬁﬁuxl\o)%xﬂ/rzoo)ggi

Cisco Unified Personal Communicator

FIE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence ]1>[ Settings ]
ATv7T2 | Enable ad-hoc presence subscriptions ]

Cisco Unified Personal Communicator
ATw 73  IMand Presence
IM and Presence
ATvT74
IM and Presence

(F)
ATv7TE | Save ]

IM and Presence Cisco
Unified Personal Communicator IM and Presence

A—HFTEDERE) X FDERRY A XDEE

Cisco Unified Personal Communicator

GE)
FIE
ATy 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence ]>][ Settings ]
ATv72 | Maximum Contact List Size (per user) ]
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a—yZeogrvrvFraont M

200

& | Save ]
XTw 4 Cisco XCP Router

. Cisco Unified CM IM and Presence
[ System Troubleshooter ]

IM and Presence IM and Presence
200 195 6
IMandPresence 5

EENEY D

Cisco XCP Router
A—HTEDRKIA Y F Y HDERTE

Cisco Unified Personal Communicator

FIE
ATy 71 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence ]>][ Settings ]
ATv72 | Maximum Watchers (per user) ]
200
ATv7T3 | Save ]

AT w4  Cisco XCP Router

IM and Presence D14 VXA~ A ytE—DERTE

* IM and Presence / , 108
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B MandPresence Y SR DA URE U bk A yE—SDF AT

* / , 109
109

IM and Presence 7 SR 2DA VARZI N Ayt—0FA /AT

IM and Presence

IM and Presence

&  IM and Presence
IM and Presence Cisco

XCP Text Conference IM and Presence

FIE

ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[

Messaging ]1>[ Settings ]
ATvT2

kY FIE

IM and Presence [
Enable instant messaging ]

IM and Presence [
Enable instant messaging ]

ATv7T3 | Save ]

XT w4  Cisco XCP Router
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+754v 1402480k Avte—sorviA7 |}

FTI2S3AAVREIV N AyE—DDFU/F T
IM and Presence

IM Presence
IM and Presence

FIE
ATV [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Messaging 1> Settings ]
ATvT2
=[] FIE
IM and Presence [
IM
and Presence Suppress Offline Instant Messaging ]
IM and Presence [
IM
and Presence Suppress Offline Instant Messaging ]
ATv7T3 | Save ]

DS5AT7 U RTHDAARI Y MAYE—BBOOS SRR EAEEIZT
%
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B XAV AE—UTOAY R TR R—R L OHT

FIE
ATv 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Messaging ]>[ Settings ]
ATvT2
B#Y FIE
M [
and Presence
Allow clients to log
instant message history (on supported clients
only) ]
M [
and Presence
Allow clients to log
instant message history (on supported clients
only) ]
ATv7T3 | Save ]

AVRAIU R A E=DTODhY b 72 R=X DA

FIE
ATv 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Messaging ]>[ Settings ]
ATvT2
RITY Hi1E F g

[ /
Allow cut & paste in instant
messages |
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ATvT3

IM and Presence ® SIP/XTJ 1) w2 S U DHRTE [ |

RITY SR % FIIg
[ /
Allow cut & paste in instant
messages |
[ Save ]

IM and Presence D SIP /AT w2 SO DERTFE

ATy I

ATy T2

ATvT3

JAaXxS —/\DEHTE

&

ATvT2

ATvT3
ATvT4

Cisco Unified Communications Manager Cisco Unified Communications
Manager  IM and Presence
Cisco Unified Communications Manager SIP CUP
PUBLISH
FIE
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence ]>[ Settings ]
[CUCM SIP Publish CUCM SIP Publish Trunk ] SIP
[ Save ]
FIE
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Presence 1>[ Routing 1> Settings ]
[ / Method/Event Routing Status ] [ Oon ]

[Preferred Proxy Server]  [Default SIP Proxy TCP Listener]
[ Save ]
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IM and Presence H—E X

IM and Presence Y —E X

* Sync Agent , 112

* IM and Presence ,

Sync Agent D% 7€
[ L& BHIIZ
* Sync Agent

* Cisco Unified Personal Communicator

v bD—9 TREY 5126 IM and Presence +—/ DX E

113

IM and Presence
Sync Agent

FIE
ATv 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Service Parameters ]
ATv7T2 | Server ] IM and Presence
ATv7T3 | Service ] [Cisco Sync Agent]
ATw T4  [User Assignment Mode]
a [ Balanced ] Sync Agent IM and Presence
°[ / Active/Standby ] Sync Agent IM
and Presence
Sync Agent
b) [ None ] Sync Agent IM and Presence
ATvFT5 | Save ]
BErEY Y
IM and Presence , 47

Cisco Unified Personal Communicator

IM and Presence , 113

Jll Cisco Unified Communications Manager, Release 9.0(1) IM and Presence *f — EXEAHA K

, 175



| *v r7—% TEBT 276 IMand Presence —/\DEE
IM and Presence % —E X D7+ > [ |

IM and Presence H—E X DA >

IM and Presence
IM and Presence

IM and Presence

IM and Presence IM and Presence
Cisco XCP Router IM and Presence
IM and Presence Cisco XCP Router [Cisco Unified IM and Presence

Cisco Unified IM and Presence Serviceability ]>[
Control Center - Network Services ]

FIE

RATFw 71 [Cisco Unified IM and Presence Cisco Unified IM and Presence Serviceability ]
> Tools ]>[ Service Activation ]

ATvT2 | Server ] IM and Presence

ATvT3 IM and Presence

« Cisco SIP Proxy
« Cisco Presence Engine

« Cisco Sync Agent

&N S| Save ]

BENEY Y
Sync Agent , 112
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B IM and Presence 4+—E X DA >
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* , 115

* , 116

* Java , 116

* Tomcat , 119

. Active Directory , 121
* Apache Tomcat  OpenSSO Enterprise War , 122

* GUI OpenSSO Enterprise , 123
* OpenSSO , 124

* SSO , 126

* OpenSSO J2EE , 127
* IM and Presence OpenAM , 128

. , 129

* Windows , 131

* , 132

* OpenSSO Enterprise , 133

. , 135

UGN A T
SSO Windows
IM and Presence

* Cisco Unified CM IM and Presence
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B vt rFoEH

* Cisco Unified CM IM and Presence

* Cisco Unified IM and Presence

* Cisco Unified IM and Presence

* IM and Presence

* Cisco Unified IM and Presence  Real-Time Monitoring Tool RTMT

* Cisco Unified IM and Presence

DONYA DR TLER

SSO

\'l

* Microsoft Windows Server 2003 Microsoft Windows Server 2008

 Microsoft Active Directory

* ForgeRock Open Access Manager OpenAM 9.0

GE) SSO Active Directory  OpenAM
SSO

* Active Directory LDAP Windows

* OpenAM Active
Directory

* Active Directory Windows IM and Presence
OpenAM

*DNS
* IM and Presence

* SSO

JavaD1 VA =)L

Java
changeit
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Linux 75w b7+ —LZEFERLIzJavaD A VR b—JL [ |

changeit

Linux 75w b+ —LZEFERAL-JavaDA VX b—JL

OpenAM Java SDK
FIE
ATy http://www.oracle.com/technetwork/java/javase/downloads/index.html Java
ATvT2 Java
ATvT3 .bash_profile JAVA_HOME JRE_HOME
i -
H[SRUM9$B+20( XVU MDYD MGN RUZKDWHYWHUVLRBEHLQAVHG
H[SRUMB(B+20( XVU MDYD MGNO B MUH
ATy 74 Java Tomcat  SSL Java
RATvTH changeit
1 :
-$9$B+20( ELQ NH\WRIROHDOLDWRPFDMWH\DO36$% YDOLGLW\ H[W%& F FD WUXH
keytool -ext Java JDK 7 -ext
Tomcat CA true CA true
Cisco Unified OS tomcat-trust
IM and Presence OpenAM ,
128
Tomcat CA
Tomcat http://tomcat.apache.org/tomcat-7.0-doc/ssl-howto.html
ATvT6 OpenAM FQDN hostname.domainname
2
ATw 71  Tomcat changeit
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SUIN YA vF L DRE |
B Windows 75y b7+ —LEHEALE JavaDA VR F—)L

Windows 75 v b 7+ —LZFEHRAL-JavaDA > X b—)L

FIE
ATvT1 http://www.oracle.com/technetwork/java/javase/downloads/index.html Java
ATy T2 Java
ATy 73 Java

Tomcat SSL Java
ATv74

151 :

& ?! F 23URJURPHV?-DYD?MGNO B ?ELQ?NH\WR®OHAIELDV

WRPFDMH\DOS6$ YDOLGLW\ NH\WWRBEHNH\VWRHHN%& F FD WUXH

Java  c:\Program Files\Java
keytool.exe
changeit
keytool -ext Java JDK 7 -ext
Tomcat CA true CA true
Cisco Unified OS tomcat-trust
IM and Presence OpenAM ,
128
Tomcat CA
Tomcat http://tomcat.apache.org/tomcat-7.0-doc/ssl-howto.html
ATy 75 OpenAM FQDN hostname.domainname
2
AT 76  Tomcat changeit
c\
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| svonvyarotonse

Tomcat DA >~ X b—)L [ |

Tomcat D1 X —)L

Linux 75y b 74 —LZFEALT-Tomcat DA > X k—JL

&

ATvT2

ATvT3

ATv74

ATy TH

ATvT6
ATy T17
ATvT8

FIE

http://tomcat.apache.org/index.html Apache Tomcat

32bit/64bit zip/tar
apache-tomcat-7.0.0.tar.gz
\root
/root/apache-tomcat-7.0.0/bin catalina.sh ~ JAVA_OPTS="$JAVA_OPTS -

Xmx1024m -XX:MaxPermSize-256m - Xms512m Tomcat JVM

i -
-$9$B2376 -$9$B23P§ P ;; OD[3HUP6L]H PPV P
'MDYD XWLO ORJJLQJ PDQDJHU RUJ DSDFKH MXOL &ODVV/RDGHU/RJODQDJHU
[root/apache-tomcat-7.0.0/conf server.xml 8080
i -
&RQQHFWSRRUW SURWRFRO +773
FRQQHFWLRQ7LPHRXW
UHGLUHFW3RUW ! |
8443 8443 <l-— -
11 :
&RQQHFWRUW SURWRFRO +77366/(QDEOHG WUXH
PD[7KUHDGV VFKHPH KWWB¥XUH WUXH
FOLHQWS$XWK INUQHURWRFRO !7/6
server.xml
[root/apache-tomcat-7.0.0/bin startup.sh Tomcat
https://localhost:8443/tomcat.gif
Tomcat  Tomcat
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ST YA U UDERTE

B Windows 75 v b 7+ —L%EA LT Tomcat D1 VX b—)L

Windows 75 v b 7+ —LZFHRAL= Tomcat DA > X b—)L

FIE
ATvT1 http://tomcat.apache.org/index.html Apache Tomcat
Tomcat 32bit/64bit Windows
apache-tomcat-7.0.0.exe
ATw 72  apache-tomcat-7.0.0.exe Tomcat  c:\Program Files\Apache
Software Foundation\Tomcat 7.0
ATw 73  c\Program Files\Apache Software Foundation\Tomcat 7.0\bin setenv.bat
JAVA-HOME JRE_HOME JAVA_OPTS
151 :

VHW$9$B+20( F ?3URJUORV?-DYD?MGNO B
VHW5(B+20( F ?3URJUDMMHV?-DYD?MGNO B ?MUH
VHW$9$B237 -$9%$B23766 P [O; P

AT w74  c\Program Files\Apache Software Foundation\Tomcat 7.0\conf

ATv 75 8080

151 -
&RQQHFWSRUW SURWRFRO +773
FRQQHFWLRQ7LPHRXW
UHGLUHFW3RUW ! !
ATv7T6 8443 8443 <l-—
8443 2
keystoreFile 6.2
keystoreType changeit
keystorePass
151 :
&RQQHFWRUW SURWRFRO +77366/(QDEOHG WUXH

PD[7TKUHDGVY VFKHPH KWWBH¥XUH WUXH
FOLHQWS$XWK INUYBURWRFRO 7/6
NH\VWRUH)LOH F ?NH\VWRUH
NH\WWWRUH7\SH -.6 !

ATy 71 server.xml

ATw 78  services.msc [ Administrative Tools ]>][
> [Apache Tomcat 7] > [ Start ] Tomcat

ATv79 https://localhost:8443/tomcat.gif

Tomcat  Tomcat
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-
C:\keystore
Services ]
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UYL T ODETE

UGN YA oA LD Active Directory D TOESa=>4 |

RDEZE
Active Directory , 121

UGB A X D=8 Active Directory D 70O E
vazZyy

&
ATv T2

ATvT3

RTv74

ATy TH

FIE

Active Directory AD

[ Start ] [ Programs ]>[ Administration Tools ]
[Active Directory Active Directory Users and Computers ]

[ Users 1> New 1> Users ] ID OpenSSO

Enterprise

OpenSSO Enterprise

AD keytab

&1 -
NWSDVMULQF773 KRVWQDPH! GRPDLQQDPH!#SBVAISDYVZRUBDSXVHXVHULDPH!
RXWKRVWQDPH! +773 NISWASBE5% B17B35,1&,3WDUJHVE 20%,1!

NWSDVSWULQ¥773 VVR FLVFR FRP#&,6&8D\KEDVFR PDSXVNVRRXWVR +773 NH\WDE
SW\SH5% B17B35,1&,3WDUJHRW6&2 &20

keytab OpenAM keytab
OpenAM
OpenAM  Linux keytab
[/root/keytab/examplehost. HTTP.keytab
OpenAM  Windows C:\> keytab

c:/keytab/examplehost. HTTP.keytab

ROEE
Apache Tomcat  OpenSSO Enterprise War , 122
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SyINYA v onEE |
. Apache Tomcat T 0penSSO Enterprise War % B <

Apache Tomcat T OpenSSO Enterprise War % i <

Linux (24517 % Apache Tomcat ~ @) OpenSSO Enterprise War ) &
FIE

ATy 71 ForgeRock http://www.forgerock.com/downloads.html
OpenAM Release 9 / February 7, 2010 20100207

ATw 72  openam_release9 20100207.zip  OpenAM

AFv 73  OpenAM Tomcat
ATv74 opensso/deployable-war RSHQVVR ZDU
[root/apache-tomcat-7.0.0/webapps
OpenAM war RSHQVVR zZDU
war
URL

ATw 75  [root/apache-tomcat-7.0.0/bin startup.sh Tomcat

RDIEFE

GUI OpenSSO Enterprise , 123

Windows IZ #5174 Apache Tomcat ~@ 0penSS0 Enterprise War ) &
FIB

ATy 71 ForgeRock http://www.forgerock.com/downloads.html
OpenAM Release 9 / February 7, 2010 20100207

ATw 72  openam_release9 20100207.zip  OpenAM

AFv 73  OpenAM Tomcat [
Administrative Tools ]>[ Services ]>[Apache Tomcat 7] > [ Stop ]
ATvT4 opensso/deployable-war opensso.war c¢:\Program

Files\Apache Software Foundation\Tomcat 7.0\webapps
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http://www.forgerock.com/downloads.html

| svonvyarotonse
GUI 3> 7« ¥a L—% #{EM L7 0penSSO Enterprise D% E [ |

OpenAM war RSHQVVR ZDU
war
URL
ATFvrs5 | Administrative Tools ]>[ Services ]>[Apache Tomcat 7] > [ Start ]
Tomcat
RDEE
GUI OpenSSO Enterprise , 123

GUIZ> T4 FaL—4%%{EHAL - 0penSSOEnterprise D

=L

axX AE

OpenSSO OpenAM OpenAM
OpenAM
FQDN localhost 192.168.1.2 IP
OpenAM Mozilla Firefox Web
OpenAM URL  OpenAM FQDN

https://hostexample.corp.com:8443/opensso OpenSSO

Enterprise OpenSSO Enterprise
OpenSSO [ Configuration

Options ] [ Create Default Configuration ]

OpenSSO Enterprise Administrator amAdmin

UrlAccessAgent
amAdmin OpenAM
Web
install.log default/opensso
OpenSSO  Linux /root/opensso
Windows OpenSSO  C:\opensso
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. OpenSSO H—/DRY O—DERTE

FIE
ATV [ Proceed ] amAdmin
ATFvT2 | Access Control ] /
ATFv7T3 | Authentication ]>[ Core ]1>[ All Core Settings ]
ATv7Ta | User Profile ] [ Ignored ]
ATv7TE | Save ]
RDIEE
OpenSSO , 124

OpenSS0 H—/ DR o—DEKRTE

FIE
ATy | Access Control ] /
ATv7T2 | Policies ]
ATvFT3 | Policy Name ] CUPPolicy
ATv7Te | Policy Configuration ]
[URL URL
Policy Agent (with resource name) ]
ATvFTE5 | Rule Name ] CUPUser [ Resource Name ]
URL Web URL
https://<CUP FQDN>:8443/*
ATv 76  [GET] [POST] [ Finish ]
ATvT1 CUPUser_1 [ Resource Name ]
URL Web URL https://<CUP
FODN>/*
ATv 78 [GET] [POST] [ Finish ]
AXTw 79  Cisco Unified IM and Presence [ Find ] [ List ]
*ok
CUPUser_QueryPatterns Error! Hyperlink
[ Resource Name ] https://<CUP FQDN>:8443/*7*
ATv 710 [GET] [POST] [ Finish ]
A7 w71 Cisco Unified IM and Presence [ Find ] [ List ]
*k
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ATvT12
ATv 713

ATy 714
ATv 715

ATv 716
ATy T

ATy 718
ATv 719

ATy T2
ATFyTN

ATy
ATwT23
RTvT24
RTwT25

ATv T 26

UYL T ODETE

openss0 H—0AKY v—nHE [

CUPUser_QueryPatterns_1 [ Resource Name ]
https://<CUP FQDN>/*?*

[GET] [POST] [ Finish ]
SSO RTMT
RTMT SSO 1
RTMT *PRY* RTMT_Query [ Resource
Name ] https://<CUPFQDN>:8443/*?*7*
[GET] [POST] [ Finish ]
SSO RTMT
RTMT  SSO 1 RTMT

aharde RTMT_Query 1 [ Resource
Name ] https://<CUPFQDN>:8443/*?7*7*
[GET] [POST] [ Finish ]
[ Policy Configuration ] [ Subjects ] [
New ]

[ Authenticated Users ]
[ Subject Name ] CUPUser [ Finish ]
[ Conditions ] [ New ]
[ SelectConditionType ] [ Active Session Time ]
[ Condition Name ] CUPUser
[ Next ]
120

[ Terminate Session ] [ No ]
[ Finish ]
RDEZE
SSO , 126

Cisco Unified Communications Manager, Release 9.0(1) IM and Presence ¥ —E REBEAH A K [ |



SUOLHA A OFEE |
B ss0ECa— L1 R2UROBE

SSOE 21— LA VA ADEE

FIE
ATvT1 Active Directory , 121
OpenAM keytab
ATwv 72  amAdmin OpenSSO Enterprise
ATv73 | Access Control  1>[ Top Level Realm ]>[
Authentication ]
ATv7Te | Module Instances ] [ New ]
ATvT5 CUPUser [Windows
SSO  Windows Desktop SSO ]
ATv7T6 [OK]
IM and Presence SSO
ATv7T1 | Module Instances ]
CUPUser
°[ Service Principal ]
HTTP/openAMhostname.domain.com@DOMAIN.COM openAM
HTTP/openamhost.example.com@EXAMPLE.COM
* [keytab Keytab File Name ] c:\keystore\openAMhostname.HTTP.keytab Windows
/root/keytab/openAMhostname.HTTP.keytab Linux  platorm
* [Kerberos Kerberos Realm ] DOMAIN.COM - OpenAM
EXAMPLE.COM
* [Active Directory/Kerberos Active Directory / Kerberos Server Name ]
kerberos.example.com
Kerberos
Kerberos
°[ Return Principal with Domain Name ] False [
Enabled ]
°[ Authentication Level ] 22
ATv7T8 | Save ]

CUPUser
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| svonyasotoomE
0penSSO 4 —NATONEET—Sz ok 7774 L0EE |

OpenSSO0 H—/ATODJREI—C 2 b TOT7A4ILD

S
ax A&
OpenSSO Enterprise
ID
FIE
ATy 71 amAdmin AgentAdmin OpenSSO Enterprise
ATv72 | Access Control ]
ATvT3 /
&N S| Agents ]
ATv 75  [J2EE]
ATvT6 [ Agent ] [ New ]
ATvT1
°[ Name ] ID CUPUser
GE) IM and Presence  SSO
[
Enter the name of the profile configured for this policy agent ]
°[ Password ]
GE) IM and Presence  SSO
°[ URL Server URL ] OpenSSO Enterprise URL
KWWSYV 2 SHE@3$Dn! RSHQVVR
I URL Agent URL ] URL
KWWSV ,0 DQGBUHVHQHMHL! DIJHQWDSS
GE) agentapp IM and Presence  SSO
ATv7T8 | Create ]
CUPUser J2EE
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suTLYA v oRE |
. IM and Presence ~@ OpenAM :EBAZ D A > 7R— +

ATvT9 J2EE
ATy | Application ]
ATvIN | Login Processing ] IM and Presence Web GUI
URI
* Cisco Unified CM IM and Presence FXSDGPLQ :(% ,1) SDJHVY ORJRQ MVS

* Cisco Unified IM and Presence
FFPVHUYLFH :(% ,1) SDJHV ORJRQ MVS

* Cisco Unified IM and Presence FXFUHSRUWY (% ,1) SDJHV ORJRQ M
* Cisco Unified IM and Presence OS : FPSODWIRUP (% ,1) SDJHV ORJRQ MVE
* IM and Presence GUI :(% ,1) SDJHVY ORJRQ MVS

* Real-Time Monitoring Tool RTMT DVW (% ,1) SDJHVY ORJRQ MVS

* Cisco Unified CM IM and Presence
FXSXVHU (% ,1) SDJHVY ORJRQFRQWURO MVS

ATv 712 [OpenAM OpenAM Services ] [ URL LoginURL ] OpenSSO
URL  https://<OpenSSO FQDN>:8443/opensso/Ul/Login?module=<SSO_Module>

SSO_Module SSO , 126
ATV 713 URL URL
URL
ROEZE
SSO
., 126 [
Access Control 1> Top Level Realm 1>
Module Instance ] IM and Presence
CLI Cisco Tomcat
XWLOWHUYLEH VWD&IWFRRPFDW
IM and Presence OpenAM , 128

IM and Presence ~@ OpenAM SEBAZ D A > 7R— bk

IM and Presence  OpenAM OpenAM
IM and Presence  tomcat-trust OpenAM
5 OpenAM
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suongqvAvAnsS47v 75998 I}

G¥)

ATvT1

ATy T2

ATvT3

RTvT4
ATvyT5

ATvT6
ATy 71

ATvT8

ATvT9

ATv710

&LVEFRL | 6 HVGAOHDR. Q W H*QX(D G D Q33 VH Q F H

FIE
Web Mozilla Firefox OpenAM  https://<OpenAM FQDN>:8443/opensso
[ Tools 1>[ Pageinfo ]>[ Security ]>[ View
Certificate ]
[ Certificate Viewer ] [ Details ]
[ Export ]
OpenAM Cisco Unified OS [
Security 1> Certificate Management ]
[ / Upload Certificate/Certificate chain ]
[ Upload Certificate ] [ Certificate
Name ] [Tomcat tomcat-trust ]
[ Upload File ] OpenAM
[ UploadFile ] OpenAM
IM and Presence  Tomcat-trust
CLI utils service restart Cisco Tomcat Tomcat
151 :
RDEZE

, 129

UGN A VX VRADI AT TIITERE

SSO Web
SSO
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SUIN YA vF L DRE |
[ | UYL YA oA D B Internet Explorer DE%E

UG YA oF U FE Internet Explorer DX E

SSO Internet Explorer 6.0 Windows
SSO Internet Explorer
FIE
ATy 71 [ Tools ]>] Internet Options  ]>[ Advanced ]
ATv7T2 | Windows Enable Integrated Windows Authentication ]

ATv 73  [OK]
AFw 74 Internet Explorer

ATv75 | Tools ]>[ Internet Options  ]>[ Advanced ]
> Local Intranet ] [ ... Custom
Level... ]

ATv7T6 | User Authentication ] [

Automatic Logon Only in Intranet Zone ]
ATvF1  [OK]

ATvT8 | Sites ]

ATv7 | Automatically detect intranet network ]

ATv710 [ Advanced ]

ATvIN | Web Add this web site to the zone ] OpenAM
FQDN  https://OpenAM_FQDN

ATvF12 | Add ]

ATv 13 | Close ]

ATv 714 [OK]

ATy F15 | Enable Protected Mode ]

A7 w716 Internet Explorer
AT 717 Windows

rFoay BA

Windows XP Windows 2008 [ Start 1> Run ]
HIHGLW

‘E-Iullzl
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| svonvyarotonse
o4 vt ADFirefox DEE I}

73y &R
Windows Vista Windows 7.0 [ Start ] KHIJHGLW
Windows Vista [ Continue ]
ATv 718 +.(<B/2&$/B0$&+,1(?6<67HQVRROBW WRG R/G VU
6 X SHWV([WHRWHBEWWURQ DWORD 32 16 0x02
DWORD
ATv 719 DWORD [ Modify ]
RATvT20
°[ Base ] [16 hexadecimal ]
°[ Value data ] 002

DWORD LSA
° SuppressExtendedProtection
. REG_DWORD
y 0x00000002 (2)

DIV B A A D HO Firefox DEETE

SSO Firefox 3.0 Windows
FIE
ATv 71 Firefox URL about:config
AT w72  network.negotiate-auth.trusted-uris corp.com

Windows L X 1) DERTE

Real-Time Monitoring Tool RTMT SSO Windows
XP Windows 7
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SUIN YA vF L DRE |
B 77U7—arvTov UL YA v L ORE

5(*B':25" DOORZWIWVHVVLRQORXWIWVHVVLRQNH\

* Windows XP
+.(<B/2&%/B0$%&+,1(?6<67(0?&XUUHQW&RQWUROBHW?&RQWURO?/

* Windows Vista/Windows 7
+.(<B/2&$/B0$&+,1(?6<67(0?&XUUHQW&RQWUROB6HW?&RQWURO?/VD?.HUEI

a3V TOIUTIL YA A DRTE

4

7T r—

3
SSO Tomcat
SSO
. Open Access Manager OpenAM URL Invalid Open Access Manager
(OpenAM) server URL OpenAM URL
. Invalid profile credentials
* Security trust error OpenAM
GE) SSO

SSO

SSO
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| svonvyarotonse

* Cisco Unified CM IM and Presence
Unified IM and Presence
SSO

* Cisco Unified IM and Presence

* Cisco Unified IM and Presence

* RTMT Real-Time Monitoring Tool Web
FIE
ATy 71 Open Access Manager OpenAM URL
KWWSV KRVWH[DPSOH FRUS FRP
ATvT2
OpenSSO J2EE
ATvT3
J2EE , 127
ATy T4 OpenSSO
, 127
ATv 75  Windows SsO
SSO , 126
ATv7T6 | Save ]
ATFv7T1 | Confirmation ] [OK]
- s
OpenSSO Enterprise O HIlf&
SSO
* Linux OpenSSO Enterprise ,
* Windows OpenSSO Enterprise

Cisco Unified CM IM and Presence

OpenSSO Enterprise O &lIf& [ |

Cisco
Cisco Unified IM and Presence

SSO

Cisco Unified IM and Presence

SSO
RSHQVVR
, 127
OpenSSO
J2EE
Tomcat
134
134
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LYt oBE |
. Linux T OpenSSO Enterprise D7 >4 X b—)L

Linux T® OpenSSO Enterprise D7 >4 X b—)L

FIE
ATv I URRW DSDFKHWRPFEWQ VKXWGRZQ VK
OpenAM Tomcat
ATvT2
*&RQILIXUDWLRQ'LUH PperSI0\Enterprise
RSHQVVR
&RQILIXUDWLRQ'LUHFWRU\
URRW
*XVHU KRPH GLUHFWRU\ RSXWHWY KRIBH GLUHFWBHBWQVVR ZDU
RSHQVVRFIJ
ATv73 Tomcat ZHEDSSV RSHQVVR ZDU URRW
DSDFKH WRPFDW ZHEDSSV
ATvT4 URRWDSDFKH WRPFDW ELQ VWDUWXS VK OpenAM
Tomcat

Windows T OpenSSO0 Enterprise D7 >4 VX k—)L

FIE
AFv 71  OpenAM Tomcat [

Administrative Tools ]>[ Services ]>[Apache Tomcat 7] > [ Stop ]
ATvT2 RSHQVVR RSHQVVRFIJ
ATv 73 Tomcat ZHEDSSV RSHQVVR ZDU

F 23URJUPDIFOHV?$SDBERHVZDURXQGDWLRQ?7RPEBW®WDSSYV
ATFvra | Administrative Tools ]>[ Services ]>[Apache Tomcat 7] > [ Start ]
Tomcat
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SUONYA T UD NS TN a—Fa0Y

OGN ALA A DS TN a—TF a5

OpenAM v 23> 34 LT FDERTE

OpenAM IM and Presence
FIE
ATv 71  OpenAM GUI [ Configuration ]>[ Global 1>
Session ]>[ Dynamic attributes  ]>[ Maximum Idle Time ]
ATv7T2 | Maximum Idle Time ]
OpenAM H—/\T® Tomcat DU S5 v 2
Tomcat  OpenAM OpenSSO IM and Presence
FIE
ATv71  GUI CLI SSO Tomcat
OpenAM
ATvT2 OpenAM Tomcat SSO
— N » > EJ-L ]
TINVT LNILDETE
OpenAM J2EE Policy Agent
[ Error [ Message ]
IM and Presence debug.out
[ Message |
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SN A v oEE |
B vyironz

FIE
ATv7T1  Web Mozilla Firefox OpenAM  https://<OpenAM FQDN>:8443/opensso
ATvT7T2 | Access Control ] [ Top Level
Realm ]>] Agents ] > [J2EE]
ATv7T3 | General ] [ Agent Debug Level ]
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%8%

IM and Presence Dt ¥ 1) 7 4 %FE

* , 137

* IM and Presence , 138

* IMand Presence  Cisco Unified Communications Manager , 139
* IMand Presence  SIP , 143

* IMand Presence ~ XMPP , 145

* FIPS 140-2 , 148

0542 IN\F—DER
IM and Presence
Ixt

Cisco Unified IM and Presence OS
IM and Presence

Cisco Unified CM IM and Presence Cisco
Unified IM and Presence Cisco Unified IM and Presence
Cisco Unified IM and Presence IM and Presence

Cisco Unified CM IM and Presence
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IM and Presence D+ % 1) 5 1 {FE
. IM and Presence DiFBAE S 1 7

FIE
ATV Axt
ATw 72  Cisco Unified IM and Presence
ATv73 | Software Upgrades ]>[
Customized Logon Message ]
ATv7Ta | Browse ] Axt
ATv7TE | Upload File ]
IM and Presence
GE) txt IM and Presence

IM and Presence DEFBREZE4S 4 T

IM and Presence

% 4: IMand Presence D7 SA 7> b 7TV r—L 3V DAESR A T

93472k SIRRZE
SIP Cisco Unified Communications Manager tomcat
XMPP Cisco Unified Personal Communicator Release 8.0 Cup-xmpp

%= 5: IMand Presence 4 —E ADIIAE SR 4 7

H—EX AERE SEBREEEA T =P AN
SIP Proxy cup cup-trust

Presence Engine cup cup-trust

SOAP tomcat directory-trust

AXL tomcat directory-trust
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| IMandPresence Dt %11 F 1 BXE
IM and Presence & Cisco Unified Communications Manager R (D SFBAZ DR E [ |

H—EZXR H:EE= EAEEERA T aA2k

LDAP tomcat directory-trust LDAP
directory/directory-trust
tomcat/ttrust
tomcat

Microsoft Exchange cup-trust

Microsoft OCS/LCS cup cup-trust

SIP cup cup-trust

XMPP Cup-xmpp-s2s cup-xmpp-trust cup-xmpp-s2s

XMPP

cup-xmpp-trust

EENEYD

Cisco Unified Personal Communicator Release 8.x , 201
IM and Presence  XMPP , 145
IM and Presence  LDAP , 260

IM and Presence & Cisco Unified Communications Manager
RIDERAE R MDD ELTE

Cisco Unified Communications Manager IM and Presence
IM and Presence
Cisco Unified Communications Manager IM and Presence

Cisco Unified Communications Manager  IM and Presence

IM and Presence Cisco Unified Communications Manager
* , 140
* IM and Presence Cisco Unified Communications Manager , 140
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IM and Presence D% 1 1) 5 4 %% |
B 5207 £BET2-000REN

* Cisco Unified Communications Manager IM and Presence , 142
* IM and Presence , 141

* Cisco Unified Communications Manager IM and Presence , 142
* Cisco Unified Communications Manager , 142

X1 T4 EHRET H-ODHEHREN
Cisco Unified Communications Manager
* IM and Presence ~ SIP
* IM and Presence  SIP
° SIP
° IM and Presence CN SIP

EENEYD

Cisco Unified Communications Manager ~ SIP , 19

IM and Presence ~® Cisco Unified Communications Manager SFEAEZ D 1
vik— bk

FIE
ATv T [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>] Security 1> Certificate Import
Tool ]
ATv7T2 | Certificate Trust Store ] [IM and Presence IM/P IM
and Presence (IM/P) Service Trust ]
AT w73  Cisco Unified Communications Manager IP FQDN

AT w74  Cisco Unified Communications Manager
ATv7Ts | Submit ]

Cisco Unified Communications Manager
Cisco Unified Communications Manager
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| IMandPresence Dt %11 F 1 BXE

[Cisco Unified IM and Presence OS

Unified IM and Presence OS Administration ]>[
Management ]

RDIEFE
SIP Proxy . 141

SIP Proxy —E X DB+ E)

&

ATvT2
ATvT3

[T L& BHIIC

IM and Presence  Cisco Unified Communications Manager

FIE

IM and Presence [Cisco Unified IM and Presence

Presence Serviceability > Tools ]1>[
Center - Feature Services ]

[Cisco SIP Proxy]

[ Restart ]

ROEZE

IM and Presence , 141

IM and Presence ™ 5 DEFBAED A H o O— K

&

ATy T2
ATvT3
RTv74

FIE

IM and Presence
Administration 1> [

[Cisco Unified IM and Presence OS
Security 1>

[ Find ]
cup.pem

[ Download ]
FSILYa—FarIDETH

SIP Proxy % —E R DEFZE) [ |

Cisco

Security ]1>[ Certificate

Cisco Unified IM and
Control

Cisco Unified IM and Presence OS
Certificate Management |
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IM and Presence D% 1 1) 5 4 %% |
B Cisco Unified Communications Manager ~ IM and Presence SEFRZE D7 v 7 A— F

IM and Presence cup.csr
Cisco Unified Communications Manager CA

RDEE

Cisco Unified Communications Manager IM and Presence , 142

Cisco Unified Communications Manager ~@ IM and Presence FEEHZE D
7wyv7O—FkK

F L& BRI

IM and Presence

FIE
ATy 71 Cisco Unified Communications Manager  [Cisco Unified OS Cisco Unified OS Administration ]
> Security 1> Certificate Management ]
ATv7T2 | Upload Certificate ]
ATv7T3 | Certificate Name ] [Callmanager-trust]
ATw 74 IMand Presence .pem
ATFvTs | Upload File ]
IM and Presence , 141
RDEZE
Cisco Unified Communications Manager , 142

Cisco Unified Communications Manager H— E X D B &£ &)

[T L& BHIIC

Cisco Unified Communications Manager  IM and Presence
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ATy T

ATv T2
ATvT3

IM and Presence O SIPEX11) 574D

FIE

Cisco Unified Communications Manager
Serviceability ]>[ Tools ]>[
Feature Services ]

[Cisco CallManager]
[ Restart ]

Cisco Unified Communications Manager

ROEE
IM and Presence  SIP

*TLS ,
*TLS , 144
* SIP

TISE7 I xH FDETE

&

ATy T2
ATvT3

IM and Presence

TLS TLS
TLS TLS

FIE

[Cisco Unified CM IM and Presence

IM and Presence @ SIP %1 1) 57 1 DHRE .

[Cisco Unified

IM and Presence

, 143

IM and Presence

=/ =
A

145

TLS

Cisco Unified
Control Center -

, 142

Cisco Unified CM IM and Presence Administration ]>[

System ]>] Security ]>[TLS

[ Add New ]

CN

TLS Peer Subjects ]
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ATvT4
ATy TH

b) CN

[ Save ]

RDIEE

TLS , 144

TLISaO>TFX FDEKTE

ATv I

ATFvT2
ATvT3
ATvT4
ATvTH

ATvT6
ATy 71

ATvT8

IM and Presence IM and Presence

TLS TLS
TLS TLS
[T L& BHIIC

IM and Presence  TLS

FIE

[Cisco Unified CM IM and Presence

System ]>] Security ]>[TLS
Configuration ]
[ Find ]
[Default_Cisco_UPS_SIP_Proxy Peer Auth_TLS Context]

TLS
TLS [ TLS

[ Save ]
[Cisco Unified IM and Presence
> Tools ]>[ Service Activation ]

Cisco SIP Proxy
SO a—FTavTDEVE

TLS SIP Proxy

EErEY Y
TLS ,
SIP Proxy ,

143
141
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IM and Presence D% ') 71

TLS

TLS Context

Selected TLS Peer Subjects ]

BRE

Cisco Unified CM IM and Presence Administration ]>[
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| IMandPresence Dt %11 F 1 BXE

SIP 7Ox2y—7JO%> ¥S5X4RTO L 24 TOHRTE

SIP OXoy—7JOXxL 95RARATAO ML A4 TDHETE

IM and Presence SIP

TLS

FIE

ATvF1 | System ]>]

ATFwvFT2 [SIP
Protocol ]
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CTI 1 . e .
* Cisco Unified Personal Communicator CTI
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Communicator
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[Cisco Unified CM Cisco Unified Communications Manager Administration ][
System ][ Server ] IP Cisco Unified Communications Manager
Cisco Unified Presence
TCP CTI Cisco Unified

Presence  CTI

([F L& BRI
* Cisco Unified Communications Manager
° CTI
° CTI Cisco Unified Personal Communicator
*CTI IP
FIE
ATv T [Cisco Unified Presence Cisco Unified Presence Administration ]>[
Application ] > [Cisco Jabber] > [CTI CTI Gateway Server ]
ATv7T2 | Add New ]
ATvT3
Ta4—IL K RE
Name
Description
/1P CTI Cisco Unified Communications Manager  IP
Hostname/IP FQDN
Address
Port 2748
ATv7T4 | Save ]
Cisco Unified Personal Communicator [ Server Health ] CTI
Windows [ Help 1>
[ Show Server Health ] Mac OS [ Help 1>

Show Server Health ]

Cisco Unified Communications Manager, Release 9.0(1) IM and Presence 4 —E X EAH A K -



Cisco Unified Personal Communicator D & AHRED 5% E
B cny—tryzq JoIrALOER

RDEZE
CTI , 190
BErEY Y
Cisco Unified Communications Manager , 15
CTI , 187

CTIX— YA TOT77A4ILDERK

Cisco Unified Presence CTI
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* Cisco Unified Personal Communicator
CTI
. CTI
[ Application ] > [Cisco Jabber] > [CTI
CTI Gateway Server ]
* Cisco Unified Presence  Cisco Unified Communications Manager TCP
CTI
Cisco Unified Presence Cisco Unified Personal Communicator DNS
Cisco Unified Communications Manager  ping
Cisco Unified Presence Cisco Unified Communications Manager  IP
[ Application ] > [Cisco Jabber] > [CTI

CTI Gateway Server ]

. [Cisco Unified CM Cisco Unified Communications Manager Administration ] >
[ System ]>[ Server ] IP Cisco Unified
Communications Manager Cisco Unified Presence
TCP CTI Cisco Unified Presence

[ Application ] > [Cisco Jabber] > [CTI
CTI Gateway Profile ]
CTITCP 3
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FIE

[ Application ]>[CiscoJabber]>[CTI
Profile ]

[ Add New ]

CTI Gateway

J4—ILF ERE

Name

Description

CTI
Primary
CTI Gateway Server
CTI
Backup
CTI Gateway Server

CTI

Make
this the Default CTI Gateway

Profile for the System

Cisco Unified Communications Manager

Cisco Unified Presence

[ Add Users to Profile ]
[ / Find and List Users ]
[ Add Selected ]
[CTI CTI Gateway Profile ]
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[ Save ]
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FIE
[Cisco Unified CM Cisco Unified Communications Manager Administration ]>[
Device 1> Phone ]
[ Add New ]
[ Phone Type ] [Cisco Unified Client Services Framework]
[ Next ]
a [ Device Name ]
b) [ Description ]
Richard—softphone
) [ Device Pool ] [ Default ]
d) [ Phone Button Template ] [ Client Services Framework
Standard Client Services Framework ]
e)
f) [ ID Owner User ID ] ID
9) Cisco Unified Personal Communicator Cisco Unified IP Phone
h) [CTI Allow Control of Device from CTI ] CTI
D[ Protocol Specific Information ]
J4—ILF RE
[ Standard Presence Group ]
Presence
Group
[Cisco Unified Client Services Framework - SIP

Cisco Unified Client Services Framework - Standard SIP Non-Secure
Device Security | Profile ]

Profile
SIP SIP [ SIP
SIP Profile Standard SIP Profile ] SIP
SIP
ID [ ID Owner User
Digest User ID ] ID
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ATvT6 [ Save ]
ATvT1 [ Association Information ] [ DN
Add a New DN ]
ATvT8
a) Cisco Unified Personal Communicator
b) [ Device-Name] | Display ID ]
o) [ / Multiple Call/Call Waiting ] [ Maximum
Number of Calls ] Cisco Unified Personal Communicator
d) [ / Multiple Call/Call Waiting ]
[ Busy Trigger ]
Gx) [ Busy Trigger ] [ Maximum Number of
Calls ] 6
6 7
ATFvTe | Save ]
[ Ready ]
* Cisco Unified Personal Communicator Cisco Unified IP Phone
Cisco Unified Personal
Communicator Cisco Unified IP Phone
Cisco Unified Personal Communicator Cisco Unified IP Phone

* Cisco Unified Communications Manager

Cisco Unified IP Phone
* Cisco Unified Communications Manager Release 6.x Cisco Unified Personal Communicator
[ Device 1>[ Phone ]

[ Directory Number
configuration ]
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ATy T2

ATvT3
RTv74
ATvTH

ATy T6
ATy T17
ATvT8

ATv79
ATv 710
ATFvITN
RTvT12

ID LDAP Cisco Unified Communications Manager
Cisco Unified Communications Manager ~ LDAP

FIE
[Cisco Unified CM Cisco Unified Communications Manager Administration ]> [

System ] >[LDAP] > [LDAP LDAP Directory ]
[LDAP / Find and List LDAP Directories ] LDAP
LDAP LDAP
[ Perform Full Sync Now ]
[Cisco Unified CM Cisco Unified Communications Manager Administration ]>[

Device 1> Phone ]
[ / Find and List Phones ]

[ Association Information ]
[ Associate End Users ]
[ / Find and List Users ]
[ Add Selected ]
[ Directory Number Configuration ] [ Save ]
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. , 196
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[Cisco Unified CM Cisco Unified Communications Manager Administration ]> [
User Management ]>[ End User ]

[ / Find and List Users ]
[ Permissions Information ] [ Add
to Access Control Group ]

[ / Find and List Access Control Groups ]

« Standard CCM End Users
« Standard CTI Enabled

Cisco Unified IP Phone 9900 8900

* Standard CTI Allow Control of Phones supporting Connected Xfer and conf

Cisco Unified IP Phone 6900

« Standard CTI Allow Control of Phones supporting Rollover Mode

[ Add Selected ]
[ End User Configuration ] [ Save ]
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FIE
[Cisco Unified CM Cisco Unified Communications Manager Administration ]>[
User Management ]>[ End User ]
[ / Find and List Users ]
[ Device Information ] [ Device Association ]
[ User Device Association ]
[ / Save Selected/Changes ]
[ Related Links ]
[ Back to User ]
[ Go ]
[ End User Configuration ] [ Device
Information ]
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° , 197
FIE
[Cisco Unified CM Cisco Unified Communications Manager Administration ]> [
Device 1> Phone ]
[ / Find and List Phones ]
[ Association Information ]
[ Directory Number Configuration ] [ Reset ]
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HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services
Framework\AdminData

IM and Presence @) Cisco Unified Personal Communicator %

FEIZDLT

*TFTP , 198

* , 199

TFTP 4 —/\$zi%

Cisco Unified Personal Communicator Trivial File Transfer Protocol TFTP
IM and Presence Cisco
Unified Personal Communicator Cisco Unified Communications Manager

<softphone-device-name>.cnf.xml

Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Personal Communicator

Cisco Unified Personal Communicator Cisco
Unified Personal Communicator Cisco Unified Personal Communicator
TFTP
Cisco Unified Personal Communicator
TFTP TFTP
Cisco Unified Personal Communicator TFTP
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Cisco Unified CM IM
TFTP

TFTP Cisco Unified Personal Communicator
T3y bT4—4 T
Windows XP drive:\Documents and Settings\username\Local Settings\Application
Data\Cisco\Unified Communications\Client Services Framework\Config
Windows Vista
* Mac OS ~/Library/Caches/com.cisco.AriesX/<username>/Phone/

Server Health ]

Cisco Unified Communications Manager
Communicator

* Cisco Unified Personal Communicator
TFTP
TFTP

* TFTP

EErEYY

TFTP , 200

N TRAZEY T«

2
Unified Personal Communicator

Cisco Unified Personal Communicator
Server Health ]
Cisco Unified Personal Communicator [

Cisco Unified Personal

Cisco Unified Personal Communicator

Cisco

* Cisco Unified Personal Communicator Release 8.5 with IM and Presence Release 8.5

» Cisco Unified Personal Communicator Release 8.6 with IM and Presence Release 8.6
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IM and Presence , 71

Cisco Unified Personal Communicator IM and Presence

IM and Presence @) Cisco Unified Personal Communicator %

*TFTP , 200

* Cisco Unified Personal Communicator Release 8.x , 201

TFTIP 7 KL ADETFE

[F L& BHIZ
* TFTP

* TFTP 1P

FIE

2Ty 1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Application ]>[ Legacy Clients 1> Settings ]

ATy T2 TETP
P FQDN

ATvT3 | Save ]

Cisco Unified Personal Communicator [ Server Health ] TFTP
Windows [ Help 1>[
Show Server Health ] Mac OS [ Help 1>
Show Server Health ]
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FIE
ATvT1 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
Application ]>[ Legacy Clients 1> Settings ]
ATvT2
TJ4—IL K |RE
CSF CSF LDAP Web CCMCIP
Client Services Framework CSF
CSF certificate
directory (relative to CSF install
directory)
CSF
. Cisco Unified
Communications Manager Tomcat
*CSF LDAPS LDAP
. Cisco Unity
Connection Tomcat
C:\CSFcerts
CSF
C:\Program Files\Common Files\Cisco Systems\Client
Services Framework
CSF
Windows XP : drive:\Documents and Settings\username\Local
Settings\Application Data\Cisco\Unified Communications\Client
Services Framework\certificates
Windows Vista/Windows 7 :
drive:\Users\username\AppData\Local\Cisco\Unified
Communications\Client Services Framework\certificates
[ Not set ]
ATFvT3 | Save ]
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* Cisco Unified Personal Communicator , 205
* Cisco Unified Personal Communicator Release 8.x Cisco Unified IP Phone , 206
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* Cisco Unified Personal Communicator
http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

* Cisco VT Camera Quick Start Guide Windows
http://www.cisco.com/en/US/products/sw/voicesw/ps5662/prod_installation_guides_list.html
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[ TFTP Primary TFTP server ]
Cisco Unified Communications
Manager IP

System Configuration ]>[
Call Configuration ]>[
Ad-Hoc ] > [Cisco Unified Communications

—

Manager Cisco Unified Communications
[ MAC Manager Configuration ]
Application server MAC address ]
Cisco Unified Communications Manager MAC
Cisco Unified Communications Manager
BRRY AZ=a— /R

[Cisco Unified CM Cisco Unified CM
Administration ]>[
Media Resources ]>[

Conference Bridge ]

Cisco Unified CM
Media

[Cisco Unified CM

Administration ]>[

Resources 1>
Media Resource Group List ]

Cisco Unified CM
Media

[Cisco Unified CM
Administration ]>[
Resources 1>

Media Resource Group ]

[ Find
and List Phones ]
[

Media Resource Group List ]

Cisco Unified CM
Device 1>

[Cisco Unified CM
Administration > [
Phone ]

a) Cisco Unified Communications Manager
Administration ]>] System

1>[

Cisco Unified CM
Service Parameters ]

[Cisco Unified CM
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b) [ Server ] Cisco Unified Communications Manager
0 [ Service ] [Cisco CallManager Cisco
CallManager (Active) ]
d) [
Clusterwide Parameter (Feature - Conference) ] [
Advanced Ad Hoc Conference Enabled ] [ True ]
e) [
Clusterwide Parameter (Feature - Conference) ] [

Minimum Video Capable Participants To Allocate Video
Conference ]

2
2
2
f) [ Save ]
ATvT4

a) [Cisco Unified CM Cisco Unified CM Administration ]>[ Device 1>

Phone ]
b) [ SearchOptions ]
) [ 1 [ Phone Configuration ]
d) [ Product Specific Configuration Layout ]

[ ]

e) [ Save ]
f) [ Reset ]
BErEY Y

Cisco Unified Personal Communicator , 192

, 202
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Cisco Unified Personal Communicator Cisco Unified Client Services Framework Cisco Unified
Communications Manager Cisco Unified Personal Communicator
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Cisco Unified Client Services Framework
Cisco Unified Personal Communicator

Cisco Unified Client Services Framework
Services Framework

Cisco Unified Communications Manager
Cisco Unified Communications Manager
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Cisco Unified Client
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(CiscoUnifiedPersonal CommunicatorRelease8.x) E 7 # @ CiscoUnified
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Cisco Unified Client Services Framework CSF

Cisco

Unified IP Phone
Cisco Unified Personal Communicator

* Cisco Unified Client Services Framework

GE) Cisco Unified IP Phone Cisco Unified IP Phone Skinny Client

Control Protocol SCCP
Cisco Unified IP Phone

* Cisco Unified Personal Communicator Release 8.x Cisco

Unified IP Phone , 207

* Cisco Unified Personal Communicator Release 8.x Cisco Unified IP Phone
207
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FIE

ATFv T Cisco Unified IP Phone  SW
ATvT2 PC  Cisco Unified IP Phone PC
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Cisco Unified Personal Communicator Release 8.x  Cisco Unified IP Phone , 207

(Cisco Unified Personal Communicator Release 8.x) Cisco Unified IP Phone @ E T4 ®

ARt

FIE
ATvT1 Cisco Unified Communications Manager [ Device 1>[ Phone ]
ATvT2
ATvT3
ATv7Ta | Product Specific Configuration Layout ]
ATv 75  [PC PC Port ] [ Enabled ]
ATv7T6 [ Video Capabilities ] [ Enabled ]
ATv7T1 | Save ]
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Cisco Unified Personal Communicator
Jabber for Windows Cisco Jabber

* Cisco Jabber http://www.cisco.com/web/products/voice/jabber.html

* Cisco Jabber for Windows  http://www.cisco.com/en/US/products/ps12511/index.html
* Cisco Jabber for Mac http://www.cisco.com/en/US/products/ps11764/index.html

* Android  http://www.cisco.com/en/US/products/ps11678/index.html

* BlackBerry http://www.cisco.com/en/US/products/ps11763/index.html

*iPad http://www.cisco.com/en/US/products/ps12430/index.html

* iPhone http://www.cisco.com/en/US/products/ps11596/index.html

* Nokia http://lwww.cisco.com/en/US/products/ps11766/index.html

* Video for TelePresence http://www.cisco.com/en/US/products/ps11328/index.html

* Web SDK  http://www.cisco.com/en/US/products/ps11765/index.html

Cisco Unified Personal Communicator

GE) IM and Presence
Cisco Unified Communications Manager &LVEFRLILHG
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* Cisco Unified Personal Communicator , 210

* Cisco Unified Personal Communicator , 215
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* Cisco Unified Personal Communicator Release 8.x  CCMCIP , 219
* |M and Presence , 222

i Cisco Unified Personal Communicator Release 8.5 Cisco
Unified Personal Communicator, 222

* Cisco Unified Personal Communicator Release 8.5 Cisco Unified Personal Communicator
HTML , 225

* Cisco Unified Personal Communicator , 226

Cisco Unified Personal Communicator O/ R4 X A —)L H—
INDEETE

* Cisco Unity Connection , 210
* Cisco Unity , 212
GE) Cisco Unified Personal Communicator ~ Cisco Unified
Communications Manager IM and Presence

I

Cisco Unity Connection H—/\MD & E

Cisco Unity Connection Cisco Unified Personal Communicator
Cisco Unified Personal Communicator

[ C&H BRI
* Cisco Unity Connection

* Cisco Unified Communications Manager  Cisco Unity Connection

FIE

AT w71 Cisco Unity Connection Administration
Internet Mail Access Protocol IMAP

a) [ Class of Service ]
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ATy Th
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Cisco Unity Connection ¥ —/\D & E .

b) [ Class of Service ]
o) [ Search Class of Service ] [ Search Results ]
d) [ Features ] [Unified Personal Communicator

Allow Users to Use Unified Client to Access Voice Mail ]

e) [ Licensed Features ] [IMAP
Allow Users to Access VoiceMail Using an IMAP Client ]
[ Allow
Users to Access Message Bodies ]
f) [ Save |
a) Cisco Unity Connection Cisco Unified Communications
Manager IM and Presence 4
b) Cisco Unified Personal Communicator Cisco Unified
Communications Manager Cisco Unity Connection IM and Presence
Cisco Unity Connection Cisco Unified Personal Communicator
Connection
GE) Cisco Unity Connection ID 1M and Presence Cisco Unified Personal
Communicator ID Cisco Unified Personal
Communicator ID [
Preferences ] Cisco Unified Communications
ID
a) [ Class of Service ] [ Class
of Service ]
b) [ Message Options ] [
Require Secure Messaging ]
a) [ Users ]
b) [ Users ]
c)
d) [ Edit 1>[ Message Settings ]
e) [ Unidentified Callers Message Security ]
[ Mark Secure ]
Cisco Unity Connection Web
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* Cisco Unified Personal Communicator
. 7993
* Cisco Unity Connection 7993
. Cisco Unified Personal

Communicator Telnet

Cisco Unified Client Services Framework cucsf.exe
TCP TLS SSL IMAP
Cisco Unified Personal Communicator Cisco Unified Client
Services Framework 5HOHRWHR&LVFR

8QLIBHGVRAPPXQLFDWRU

http://www.cisco.com/en/US/products/ps6844/prod_release notes_list.html
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Cisco Unity
Cisco Unity .wav
Cisco Unity
Microsoft Exchange
Cisco Unified Personal Communicator Cisco Unified Personal
Communicator IMAP
Cisco Unified Personal Communicator ~ Cisco Unity Cisco Unity
Exchange

Server

Exchange Server
L& BRI

* Cisco Unity
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* Cisco Unified Communications Manager  Cisco Unity

*SSL
SSL Cisco Unity
Cisco Unity
FIE
ATy 71 IMAP Microsoft Exchange
Microsoft Exchange 2003
a) [ Start ]>[ All Programs ] > [Microsoft Exchange] > [
System Manager ]

b) [ System Manager ] [ Servers ]
c)
d) [ Protocols ] > [IMAP]
e) [ Start Server ]
Microsoft Exchange 2007
a [ Start 1> Run ] services.msc

[OK]
b) [Microsoft Exchange IMAP4] [ Start ]

ATvT72
Microsoft Exchange 2003
a) [IMAP IMAP Virtual Server ] [ Properties ]
b) [ Access ] [ Authentication ]
* [SSL/TLS Requires SSL/TLS Encryption ] TCP SSL
* [SSL/TLS Requires SSL/TLS Encryption ] SSL
¢) [OK]
Microsoft Exchange 2007
a) [ Start ]>][ Programs ] > [Microsoft Exchange Server 2007] > [Exchange
Exchange Management Shell ]

b) Exchange PowerShell IMAP4
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GE) Microsoft Exchange 2007 SSL
c)
* set-imapsettings -LoginType PlainTextLogin
* SSL set-imapsettings -LoginType SecureLogin
a) Cisco Unity Cisco Unified Communications Manager
IM and Presence

b) Cisco Unified Communications Manager

Cisco Unity Exchange  Active Directory IM and Presence

Exchange Server
a) [ Subscriber ]>[
Subscriber 1> Features ]
b) [Message Security When Sending a Message]
[ Encrypt All Messages ]

o) [ Save ]
d)
a) [ System ]>] Configuration ]>[ Message

Security Settings ]
b)
) [ Save ]

Cisco Unified Personal Communicator Cisco Unified Personal Communicator [

Preferences ] Cisco Unity
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GE) Cisco Unified Personal Communicator  Cisco Unified
Communications Manager IM and Presence
* Cisco Unified Personal Communicator , 215
* Cisco Unified MeetingPlace , 216
*  Cisco Unified Personal Communicator Release 8.x  Cisco Unified MeetingPlace Web
, 217
* Cisco Unified MeetingPlace7.x Web Cisco Unified MeetingPlace
, 218
*  Cisco Unified Personal Communicator Release 8.5 Cisco Webex , 218

Cisco Unified Personal Communicator D =iEH—/\

Cisco Unified Personal Communicator Web
SEY—N Cisco Unified Personal Communicator ()/\— < 3
v
Cisco Unified MeetingPlace
Cisco Unified MeetingPlace Express 7.1
Cisco Unified MeetingPlace Express VT 2 8.x
Cisco Unified MeetingPlace Cisco |8.0
Webex Node for MCS
Cisco Webex Node for MCS 71 85
L Cisco Unified MeetingPlace Express VT Cisco Unified Communications Manager
2 Web
Cisco Unified Personal Communicator Cisco Unified MeetingPlace Cisco
Webex
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N

~

Cisco Unified MeetingPlace

Cisco WebEx 8.5

Cisco Unified MeetingPlace H—/\D % FE

Cisco Unified MeetingPlace
Cisco Unified MeetingPlace Express Cisco Unified
MeetingPlace Express VT Cisco Unified MeetingPlace
Cisco Unified Personal Communicator

[F L& BRI

* Cisco Unified MeetingPlace Web
Cisco Unified MeetingPlace

Administration Documentation for Cisco Unified MeetingPlace
http://www.cisco.com/en/US/products/sw/ps5664/ps5669/prod_installation_guides_list. html

* Web Cisco Unified Communications Manager
* Cisco Unified MeetingPlace Cisco Unified Personal Communicator
Web Web
FIE

AFv7T1  Web

ATvT2 Web SSL
CA
Cisco Unified Personal Communicator  Web
SSL Cisco Unified Personal Communicator Web
Web

ATv T3 Web
Cisco Unified Personal Communicator
a) MeetingPlace

b) HTTP Basic Authentication
¢) LDAP
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(Cisco Unified Personal Communicator Release 8.x) Cisco Unified MeetingPlace Web H— /XD % %E .

d) LDAP MeetingPlace
ATvT4 Cisco Unified Personal Communicator Web Cisco Unified Personal
Communicator Cisco Unified MeetingPlace
* Cisco Unified Personal Communicator Cisco Unified Personal Communicator
Cisco Unified MeetingPlace
Cisco Unified MeetingPlace Cisco Unified MeetingPlace
LDAP LDAP
. Cisco Unified Personal Communicator Cisco Unified MeetingPlace
Cisco Unified MeetingPlace Cisco
Unified Personal Communicator Cisco Unified Personal Communicator
Web
HTTP Cisco Unified Personal Communicator
Cisco Unified MeetingPlace
* Web Web
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(Cisco Unified Personal Communicator Release 8.x) Cisco Unified
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Cisco Unified MeetingPlace Cisco
Unified MeetingPlace Administration

Documentation for Cisco Unified MeetingPlace
http://www.cisco.com/en/US/products/sw/ps5664/ps5669/prod_installation_guides_list.html
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ATV Cisco Unified Personal Communicator ~ Cisco Unified MeetingPlace
CA
ATv7T2  Web Cisco Unified Personal Communicator Cisco Unified MeetingPlace
ATw 73  IMandPresence Cisco Unified MeetingPlace
Web IP
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Administration Documentation for Cisco Unified MeetingPlace

http://www.cisco.com/en/US/products/sw/ps5664/ps5669/prod_installation_guides_list.html

Cisco Unified MeetingPlace7.x Web H—/\~® /1 X 2 L\ Cisco Unified
MeetingPlace 7> JL—k 774 JLDEM

Cisco Unified Communications Cisco Unified MeetingPlace Release 7.x
Cisco Unified MeetingPlace Web

» CSFGetProfileSuccess.tpl

» CSFScheduleSuccess.tpl

Administration Toolkit Administration Toolkit

[ Download Software ] Cisco Unified Personal
Communicator

Cisco Unified MeetingPlace Web

C:\Program Files\Cisco Systems\MPWeb\Template

(Cisco Unified Personal Communicator Release 8.5) Cisco Webex H—/\
=L

ax AE

Cisco Webex Cisco Unified Personal Communicator
Cisco Webex Node for MCS
Cisco Webex SaaS software as a service
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Cisco Webex Cisco Unified MeetingPlace , 219
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Cisco Unified MeetingPlace Cisco Webex
Cisco Unified MeetingPlace Cisco Unified Personal Communicator
LR R F— fiE
WebConfSSOldentityProvider meetingplace

HKEY_CURRENT_USER\Software\Policies\Cisco Systems, Inc.\Client Services
Framework\AdminData

Cisco Unified Personal Communicator Release 8.x ) CCMCIP
JOJ7A4ILDEKRE

CCMCIP Cisco Unified Communications Manager
Cisco Unified Personal Communicator Release 8.x
Cisco Unified Communications Manager CCMCIP

Cisco Unified Personal Communicator Release 8.x

FIE
ATy [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration 1> [
Application ]>[ Legacy Clients ]>[CCMCIP
CCMCIP Profile ]
ATFvT2 | Add New ]
ATvT3
ATv74
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CCMCIP
Primary CCMCIP Host CCMCIP
1P
« FQDN
CCMCIP IP
FQDN
CCMCIP CCMCIP CCMCIP
Backup CCMCIP Host
*IP
* FQDN
CCMCIP IP
FQDN
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Cisco Unified Personal Communicator Release 8.x @ CCMCIP 7’0 7 7 1 JLDERE .
TJ4—ILF RE
Server CCMCIP TLS
Certificate Verification CCMCIP
CCMCIP TLS
°[ Self Signed or Keystore ]
IM and Presence
°[ Any Certificate ] IM and Presence
°[ Keystore Only ] IM and Presence
[ Self Signed or
Keystore ]
CCMcCIP
Mak.e this the default Cisco Unified Communications Manager IM and Presence
LDAP Profile for the system

1 -

Add Users to Profile ]

/ Findand ListUsers ]
Add Selected ]

Save ]
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IM and Presence XMPP LDAP

LDAP , 255

(Cisco Unified Personal Communicator Release 85) T X%
kv IT—x 2 k&L TO Cisco Unified Personal

Communicator
CTI Cisco Unified Personal
Communicator Cisco Unified Personal Communicator
CTI
Cisco Unified Personal Communicator

. Cisco Unified Personal Communicator, 222

i Cisco Unified Personal Communicator , 223

. Cisco Unified Personal Communicator , 224

* Cisco Unified Personal Communicator , 224

TR by T T—Ux 2 & LTEET B Cisco Unified Personal
Communicator

Cisco Unified Personal Communicator
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* CcmcipServerl

EENEY D

—

TR by TI—x
DERTE

FAY by T T—2 12 k& LTO Cisco Unified Personal Communicator D% E .

Office
Cisco Unified Personal Communicator

Cisco Unified Personal Communicator

TftpServerl

Cisco Unified Personal Communicator , 223
Cisco Unified Personal Communicator , 224
Cisco Unified Personal Communicator , 224

> k& L ThCiscoUnifiedPersonalCommunicator

Cisco Unified Personal Communicator

FIE
ATvT1
* CcmcipServerl CCMCIP IP
* TftpServerl TFTP IP
HKEY_CURRENT_USER/Software/Cisco Systems, Inc./Client Services Framework/AdminData
GE) Cisco Unified Personal Communicator
ATvT2 Cisco Unified Personal Communicator
ATvT3 [ Automaticallysignin ]
ATvT74
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GE) Cisco Unified Personal Communicator
[
Use my desk phone for audio ]
ATvTH
ATv7T6 | File ]1>] Exit ]
GE) Cisco Unified Communications Manager 2 6
BEErEYY
Cisco Unified Personal Communicator , 224
Cisco Unified Personal Communicator , 224

—

TAO by TIT—o 12 k& LTDCiscoUnifiedPersonalCommunicator
D FC B

cupc.exe -START_AGENT_DESKTOP_MODE

Cisco Unified Personal Communicator CTI
Cisco Unified Personal Communicator

EENEY D
Cisco Unified Personal Communicator , 223
Cisco Unified Personal Communicator , 224

TR by TI—2 x> k&L TDCiscoUnifiedPersonalCommunicator
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cupc.exe -SHUTDOWN

Cisco Unified Personal Communicator
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GE) Cisco Unified Personal Communicator
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Cisco Unified Personal Communicator , 223
Cisco Unified Personal Communicator , 224

(Cisco Unified Personal Communicator Release 8.5) Cisco

UnifiedPersonalCommunicator™ « > K [ZFR 9 SHTML
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Cisco Unified Personal Communicator Cisco Unified Personal Communicator
HTML 3
HTML
FIE
ATy
ATvT2
HKEY_CURRENT_USER/Software/Cisco Systems, Inc/Unified Communications/CUPC
CUPC  [Unified Communications] [Unified Communications]
[ New ]>[ Key 1] CUPC
ATwv7F3 [CUPC] [ New ]>[ Multi-String Value ]
ATvT4 CustomTabDescriptions
AT 75  [CustomTabDescriptions] [ Modify ]
ATv7T6 | Value data ] 3

Label, iconl.png, filenamel.html, True

* Label  Cisco Unified Personal Communicator HTML

*iconljpg HTML
PNG JPG GIF BMP
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'System.Windows.Point'.

*  Getting positive key - the user does not have the permissions required to read
from the registry keyRequested registry access is not allowed.

* Cannot convert string '0.5,0' in attribute 'StartPoint' to object of type

* System.FormatException: Input string was not in a correct format.

2 [ English (United States) ]
Options ] [
Listseparator ]

'System.Windows.Point'

[ Regional
Decimal symbol ] [

* Cannot convert string '0,0' in attribute 'StartPoint' to object of type
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Directory ]
ATv7T2 | Perform Full Sync Now ]
ROEZE

EErEYYD

IM and Presence

, 284
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IM and Presence % 5 X 4 BREIHRE |
. #HLULVY S5 X452 ®IMand Presence 1—HF DAL

Cisco Unified Communications Manager T& %) T(X7%: L\ LDAP [E#A

LDAP Cisco Unified Communications Manager Unified CM
UnifiedCM
&LVERLIKRRGP XQLFOD/QIIREEBY LQLVWUBWLRQ

LWL S5 XA O IMand Presence 1—H DEZE

IM and Presence Cisco Jabber
FIE
ATV Cisco Unified CM [ User Management ]>[ End User ]
ATvT2 IM and Presence
ATv7T3 | End User Configuration ] [Unified CM IM
Enable User for Unified CM IM and Presence ]
ATv7Ta | Save ]
ATvTH CSF UnifiedCM &LVFR

8QLIKRGP XQLFOD/IIRKEP L QLVYKULBWLRQ
&LVFRLIERBP X Q L FIDQIDRMOGIPLQLVW UD W
*XLGH

RDIEE

BErEYY
, 284
Cisco Unified Communications Manager Bulk Administration Guide, Release 9.0(1)
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FIE

ATy CSV
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IM and Presence D% 5 X % I ER%E

ATy T2

ATvT3

a)

b)

d)
€)

a)

b)

c)
d)

a)

b)

m—bvs2acoEgE) 2 roqor—+

[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ Bulk Administration ]>] / Upload/Download
Files ]
[ Add New ]
[ Browse ] Ccsv
[ Contact Lists ]
[ - Import
Users’ Contacts — Custom File ]
[ Overwrite File if itexists ]
[ Save ]
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ Bulk Administration ]>[ Contact List 1> Update ]
1 CsVv
[ RunlImmediately ]
[ Run Later ]
[ Submit ]
[Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ] >
[ Bulk Administration ]>[ Job Scheduler ]
[ Find ] BAT
1D
[CSV CSV File Name ]
[ Log File Name ]
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Cisco Unified Personal Communicator 0) Active

directory O

EAT—
AxX AE

Cisco Unified Personal Communicator Active Directory

Active Directory

Cisco Unified Client Services Framework Cisco Unified Personal Communicator

Cisco Unified Client Services Framework Active Directory
* EDI EDI Windows API EDI
. BDI Windows
, 288 EDI
BDI EDI
BDI EDI Cisco Unified Communications

for Windows

* Cisco Jabber

Active Directory

Cisco Unified Personal Communicator Jabber

Cisco Jabber

http://www.cisco.com/web/products/voice/jabber.html

* Cisco Jabber for Windows  http://www.cisco.com/en/US/products/ps12511/index.html

* Cisco Jabber for Mac  http://www.cisco.com/en/US/products/ps11764/index.html

* Android  http://www.cisco.com/en/US/products/ps11678/index.html

* BlackBerry http://www.cisco.com/en/US/products/ps11763/index.html
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Cisco Unified Personal Communicator 0 Active directory D37 |
B ERSESTERT LY R UHAOHEEDLE

*iPad http://lwww.cisco.com/en/US/products/ps12430/index.html

* iPhone http://www.cisco.com/en/US/products/ps11596/index.html

* Nokia http://lwww.cisco.com/en/US/products/ps11766/index.html

* Video for TelePresence http://www.cisco.com/en/US/products/ps11328/index.html
* Web SDK  http://www.cisco.com/en/US/products/ps11765/index.html

* , 288

* Active Directory  Cisco Unified Client Services Framework , 290
. , 291

* , 291

* Active Directory , 295

* , 304

* , 313

* , 316

MRE L UVERT 4 LY S DHEEEDLLE

Cisco Unified
Communications
R10: BRELUVERT 1 LY FIHEEDHBED L8
Hae Lok XK
Active Directory No Yes
Yes No
Yes
Active Directory DC Yes
Active Directory GC
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I Cisco Unified Personal Communicator () Active directory D%
ks L UEET < LY bustaoseors [l

Hae /%3 XK
Active Directory Lightweight Directory Services AD LDS Yes
Active Directory Application Mode ADAM
Yes No
5
5

SSL Yes Yes
SSL  Windows Yes Java
Active Directory Yes SSL
Windows Yes No

Yes No

Yes Yes

Yes

Yes No
LDAP Yes Yes

Yes Yes

URL Yes Yes
Yes No
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. Active Directory & Cisco Unified Client Services Framework D#ft &

Active Directory & Cisco Unified Client Services Framework
DfE

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework\AdminData].

R PRFELFEEXT ALY FIHEDREDL DA M) 4 T%—

HIx—4% Bl

EnableNativeDirectoryProvider | Active Directory

REG_SZ

Active Directory

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework\AdminData].

RI2: N—TFT 423 MLENFERALM VAT TL—oa3 VDT LEVABEUVF Yy D

BERALIR b
) HJx—
HIXx—4% &
LDAP_AttributeName_uri msRTCPSIP
LDAP_UriSchemeName SIP
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ERBEUHET 1 LY busmalcpBELwvELT 53— I

EXBEUHERT A LY FUREBICRERGIYYEVD
jF__

* LDAP_AttributeName_uri LDAP_SearchByUsername
LDAP_DisableNumberLookups

. EnableNativeDirectoryProvider

. LDAP_

EErEYD

LDAP , 308

, 296

, 300

—
WaRT A LY VRS
EDI
GC
GC Windows DNS
Windows
. DNS
. Windows Active Directory
Active Directory
. Active Directory Lightweight Directory Services AD
LDS Active Directory Application Mode ADAM

* SSL Windows
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B .7ty 9—Ex0BDRE

* DNS Windows
* DNS Windows

EELEY D

. 292
, 292
, 292
SSL , 293
Windows , 294
Windows , 294
, 294
T4LY M) H—EXDEERY
Cisco Unified Client Services
Framework Windows DC GC
Cisco
Unified Client Services Framework DNS SRV
Cisco Unified Client Services Framework
GC
USERDNSDOMAIN
EENEYD
, 292
BEIMICRETELAWLWT ALY Y H—N
Cisco Unified Personal Communicator
Cisco Unified

Personal Communicator

BErEY Y
. 292

JA—nN\IL A3 ad H—nNE=ERFAAY O FAE—S5SADES

DC GC Cisco Unified
Communications LDAP LDAPS GC
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sstosl [
Windows
Cisco Unified Client Services Framework GC
DC LDAP LDAPS Cisco Unified Client Services Framework
GC DC
DC DC

Cisco Unified Communications

GC GC

DC GC
Cisco Unified Personal Communicator
GC
GC

LDAP GC DC
GC DC

*GC 3268

*DC 389

EDI
SSL
GC DC
SSL EDI SSL Windows
Windows

SSL GC DC

*GC TCP 3269
*DC TCP 636
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FALVIZEENGENI—HTO SSLDEM

CA.

Windows 7 LT v JLD{ER

Active Directory
Windows
Windows

BEEE
SSL ., 293

JE Windows 7 LTI v ILDEHA

Cisco Unified Personal Communicator @ Active directory D% E I

EDI SSL

CA

Cisco Unified Personal Communicator
CA

Windows

Cisco Unified Personal Communicator

Cisco Unified Communications

EDI

kT4 LY FIREZERI SRICERET S EYY

EDI

GC
° Active Directory LDAP

Jll Cisco Unified Communications Manager, Release 9.0(1) IM and Presence *f — EXEAHA K



I Cisco Unified Personal Communicator @ Active directory 0% &
Active Directory & DYERT « LY M UHEDHRTE [ |

° Active Directory Lightweight Directory Service AD LDS Active Directory Application
Mode ADAM

* Windows

BEEE
303

Active Directory & DHLEET 4« LD FUHEDETE

. Active Directory , 295
. , 296

. , 300

. , 302

. Active Directory , 302

. , 303

WREET 4 LY B §k&E Z A L 1= Active Directory DT 7 4+ )L MERTE

EDI Active Directory

5 13 : EDI % {3 L 1= Active Directory DT 7 #+ JL bR E

E% TE fRiE HlL:l
DNS Windows
GC DC
GC DC DNS SRV _gc
3268
RootDSE
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Cisco Unified Personal Communicator 0 Active directory 0% €

I
REE B
Windows
subtree chaseReferrals timeout5s pageSize 100 PagedTimeLimit5s
Active Directory
BENE YD
, 296
, 300
—_— I\ 1 —
HLERT « LD b RS Ol E

EDI

Active Directory
[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework\Active Directory]

REG_SZ

% 14 : Active Directory 3 #EsX ED L SR b 1) T % —

$Ix—% 589

ConnectionType

Client Services Framework  Active Directory

°0 GC
DC Active Directory

°1 LDAP

REG_DWORD
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WRT 1 LY bUHEDOERERE

HIx—4 AR
UseSecureConnection Client Services Framework
°0
°1
REG_DWORD
UseSSL Client Services Framework
SSL

UseWindowsCredentials

°0 SSL

°1 SSL

REG_DWORD

Client Services Framework

Windows

*0 Windows

*1 Windows

REG_DWORD
ConnectionUsername Windows
Client Services Framework  Active Directory
ConnectionPassword Windows
Client Services Framework

Active Directory
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B iE7/ Lo rusmaoBERTE

HIx—4% EBA
BaseFilter Active Directory
objectCategory=person
(&(objectCategory=person)(objectClass=user)(
I(userAccountControl:1.2.840.113556.1.4.803:=2))
GE)
SearchTimeout
5
PrimaryServerName DNS
FQDN IP
SecondaryServerName DNS
FODN IP
Portl DNS
Port2 DNS
SearchBasel SearchBase2 Active Directory
SearchBase3 SearchBase4
SearchBaseb ou
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1 4085550100 Active Directory

kT Lo tugmesoss: W
HIx—4 Hl:l
DisableSecondaryNumberlookups
°0
°1
PhoneNumberMasks
+14085550100 +

+1408|+(#) 1 i it
+E.164
UseWildcards LDAP
1
1
LDAP
+E.164
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Cisco Unified Personal Communicator 0 Active directory 0% €

Y I%—%

Bl

UserSearchFields

1
* DisplayName
» UserAccountName
* FirstName

e LastName

UserSearchFields
UserAccountName,FirstName

GE)
UserAccountName
Active Directory

Active Directory

Active Directory

FirstName

ESPEREY=]

T4LI FNBEDT AL MME

Active Directory

Active Directory

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework\Active Directory]

RI5: T4LY F)BEBHEDY ITXF—R2DT 74/ ME

B MDA YIx—4 T4 ME
CommonName cn
DisplayName displayName
Firstname givenName
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S ZAY) LA A |

BHEDEREA H$Ix—4 T4 ME
Lastname sn
EmailAddress mail
SIP URI SipUri msRTCSIP-PrimaryUserAddress
URI PhotoUri photoUri
BusinessPhone teIephoneNumber3
MobilePhone mobile
HomePhone homePhone
OtherPhone otherTelephone
PreferredNumber telephoneNumber
title
CompanyName company
UserAccount SAMAccountName
Domain userPrincipalName
Location co
Nickname mailNickname
PostalCode postalCode
State st
StreetAddress StreetAddress

DisableSecondaryNumberLookups

EEEE
Active Directory , 302

Cisco Unified Communications Manager, Release 9.0(1) IM and Presence +—E X EAH A K -



B enoF Ly ruEHoSE
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Cisco Unified Personal Communicator 0 Active directory 0% €

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework\Active Directory]

x16: BMOTA LY F)EBEDY TXF—ZDT T4 ME

EEnERA HIx—4% T4 ME
URI PhotoUriSubstitutionEnabled
REG_DWORD
True
URI PhotoUriWithToken
hip/HafiphopeamplecomsAMATLINNaMejpg
URI PhotoUriSubstitutionToken
sAMAccountName
UseWildcards 0
REG_DWORD
PhoneNumberMasks
+1408|+(#) #HHt Hitt #HiHH

42T v RLT HHEHLH S Active Directory [E 1%

Active Directory

* SAMAccountName

« displayName

* mail

* msRTCSIP-PrimaryUserAddress
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geozrs

« telephoneNumber

DisableSecondaryNumberLookups

* ipPhone

X E D BRI

EDI Cisco Unified Client Services Framework

5 17 : EDI #{EFA9 % Client Services Framework D %5 1284 5 & 45

REICETSERM RELE
DNS
° GC
LDAP
° GC
° LDAP
ConnectionType 1
° ConnectionType 1
° PrimaryServerName Portl
e BackupServerName Port2
ADAM
ssL UseSSL 1
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Cisco Unified Personal Communicator 0 Active directory 0% €

BREICET HERM ERENIE
Windows .
o ConnectionUsername
o ConnectionPassword
GE)
Cisco Unified Personal Communicator
Cisco Unified Personal Communicator
. ConnectionSecurity 1
Client Services
Framework Active Directory
* ConnectionSecurity 1
DN
—®
EXToLY MIKE
Cisco Unified Client Services Framework BDI Active
Directory Cisco Unified Personal Communicator IM and Presence
LDAP LDAP
LDAP LDAP , 255
, 288
EDI BDI EDI
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I Cisco Unified Personal Communicator () Active directory D%
Active Directory /' )L— 7 K1) O —DEEAT > 7 L— k Z{EH L 1= Client Services Framework 7 S5 1 7 > B

(NOE!
Active Directory BDI
, 313
Cisco Unified Personal Communicator
Client
Services Framework Active
Directory Client Services Framework

, 305

Active Directory ' )L— 7 R >—DEEBRAT L —+ZFEHRALT=
Client Services Framework 7 514 7 > FDEE

Cisco Unified Personal Communicator

Client
Services Framework
Active Directory
Group_Policy
Windows Server 2003 2008
Windows Server
g
AFv71 ADM ADM Windows Server 2003
Windows Server 2008
XFwv72 ADML/ADMX ADML/ADMX Windows Server 2008
Windows Server 2003
Microsoft
Windows Server 2003 Windows Server 2008
* Windows Server 2003 , 306
* Windows Server 2008 , 306
GE)
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B Active Directory 5 )L—F K L —DEERAT > T L— b £ L 1= Client Services Framework & 5 1 7 &

NoFT

Windows Server2003 B s T IL—T Ry O—EEBBAT VT L— FOEH

ATv T
ATvT2
ATv73
ATvTAa
ATvTH
ATv 76

ATy 71
ATvT8
ATvT9

ATv 710

ATvIN

Windows Server 2003

FIE

Active Directory 1—H & a2 Ea1—4

[ Group Policy ]

[ Edit ]
[ Administrative Templates ]
[ Administrative Templates ] [

Add/Remove Templates ]
ADM
[OK]
Cisco Unified Client Services Framework Cisco Unified Personal Communicator
[ Administrative Templates ]

Windows Server 2008 IBiEE T IL—T R O—BEBATV T L— FOEH

Windows Server 2008
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ATy T

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6
ATy 71

ATvT8
ATvT9
RATv 710
ATvITN
ATvT12
ATv713
ATy 714

ATv 715

72247

Active Directory /' )L— 7 K1) O —DEEAT > 7 L— k Z{EH L 1= Client Services Framework 7 S5 1 7 > B

(N0
FIE
Active Directory
C:\Windows\PolicyDefinitions
ADMX
en-UsS
ADML
[ Group Policy Management ]
[ Start ]>] All Programs  ]>]
Administrative Tools ]
[ GPO Create a GPO in this domain and,
Link it here ]
[OK]
GPO
GPO [ Edit ]
[ Policies ]
[ Administrative Templates ]
Cisco Unified Client Service Framework Cisco

Unified Personal Communicator

T UDOLTR M DGR

- HKEY_CURRENT_USER\Software\Policies\Cisco Systems, Inc.\Unified Communications\CUPC8

- HKEY_CURRENT_USER\Software\Policies\Cisco Systems, Inc.\Client Services
Framework\AdminData
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Cisco Unified Personal Communicator 0 Active directory 0% €

o HKEY_CURRENT_USER\Software\Policies\Cisco Systems, Inc.\Client Services Framework\Active

Directory

LDAP L X ) ER5E

BDI EDI LDAP
BDI EDI

=18 LDAPLC R R DY TH—

HIx—4% S BA

LDAP_enableWildcardMatches LDAP

ForPhoneNumberSearches False

True LDAP

+E.164

LDAP_SearchFields

Active Directory

* LDAP_AttributeName_UserAccountName
* LDAP_AttributeName_lastName

« LDAP_AttributeName_firstName

« LDAP_AttributeName_displayName
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HIx—4 B
LDAP_UriSchemeName LDAP_AttributeName_uri

Active Directory
Active Directory

e im:

* sip:

LDAP_UriSchemeName

LDAP_UriSchemeName

Active Directory

Active Directory
msRTCSIP-PrimaryUserAddress
sip:mweinstein@example.com URI

* LDAP_AttributeName_uri
mMsRTCSIP-PrimaryUserAddress

* LDAP_UriSchemeName sip:

LDAP_AttributeName_uri Client Services Framework Active Directory

= msRTCSIP-PrimaryUserAddress
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¥Ix—4 5
LDAP_SearchByUsername
LDAP
Unity
ID
Unity calane@cisco.com
LDAP
calene
LDAP Unity
ID
pizza-guy

Systems, Inc.\Client Services
Framework\AdminData
True
False
False

HKEY_CURRENT_USER\Software\Policies\Cisco

LDAP_DisableSecondaryNumber
Lookups
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HIx—4 Hl:]
EnableNativeDirectoryProvider Active Directory

°0

°1

REG_SZ
LDAP_PhoneNumberMask
BDI /PhoneNumberMasks EDI
+14085550100

+ 1 4085550100
Active Directory

+1A08|+(#) ### Hith HHHE

+E.164

LDAP_DisableNumberLookups

LDAP

false

false
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Active Directory
EDI BDI
IM and Presence LDAP

R19: T4LY MBEHRE

F4LY FUENE f

BusinessPhone

[mt

telephoneNumber

CommonName cn
CompanyName company
DisplayName displayName
DomainName

userPrincipalName

Email Address
mail

Firstname givenName

HomePhone
homePhone

Lastname sh

Location co

MobilePhone mobile

Nickname
mailNickname

OtherPhone
otherTelephone

PhotoUri URI photoUri

PostalCode postalCode

PreferredNumber
telephoneNumber
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SipUri IP URI

msRTCSIP-PrimaryUserAddress
State st
StreetAddress streetAddress
Title title
UserAccount

sAMAccountName

EELEY D
. 291
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BIEEEESIRY

Cisco Unified Personal Communicator

Active Directory

Cisco Unified Personal Communicator  Active Directory

Communicator  Active Directory

Active Directory +E.164
+14085550100

Directory

+1408|+(#) i #it it

Active Directory

EENEY D
, 314

Cisco Unified Personal

Active Directory

+ 1 4085550100 Active

BDI
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Cisco Unified Personal Communicator +E.164 +34985550199
Active Directory

+34(98)555 0199
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Cisco Unified Personal Communicator  Active Directory

+3498|R+34 (98) 559 #HH#
+34985550199 +34 98 5590199

ESPEREY=]

, 315

YRRV ZHEET D-ODYTE—4%

EDI

BDI

TALY NIREDRAT | CORRIERET DV TX—4

EDI

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services
Framework\Active Directory]  PhoneNumberMasks
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[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services

LDAP_PhoneNumberMask

EENEY D
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Cisco Unified Client Services Framework

° Active Directory

* Active Directory URL

° Active Directory URL

Active Directory ™ 5D /N1 + 1) EED G
Active Directory

Framework  PhotoUri

EDI
JPEG
URI

thumbnailphoto
Unified Client Services Framework
thumbnailphoto Active Directory

Microsoft Lync ~ Microsoft Outlook thumbnailphoto

Active Directory H 5 D&% URL D EN#5%

URL

EDI
JPEG
URI
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Active Directory URI
GE) PhotoUri
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Active Directory H 5 D&Y URL D ENF
URL EDI
URL URL
Web
RiE &
UserAccount sAMAccountName
PhotoUri http://staffphoto.example.com/PHOTONAME.jpg
PhotoUriSubstitutionEnabled true
PhotoUriSubstitutionToken PHOTONAME
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sAMAccountName  mweinstein URL
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Cisco Unified Communications Manager, Release 9.0(1) IM and Presence 4 —E X EAH A K -



Cisco Unified Personal Communicator @ Active directory
B Active Directory 7 5> M E)# URL D ER1F

Jll Cisco Unified Communications Manager, Release 9.0(1) IM and Presence *f — EXEAHA K

BRE



o

Cisco Unified Personal Communicator ®1E/07)
LOR Y F—8E

Active Directory Cisco Unified Personal Communicator

Jabber for Windows Cisco Jabber

* Cisco Jabber http://www.cisco.com/web/products/voice/jabber.html

* Cisco Jabber for Windows  http://www.cisco.com/en/US/products/ps12511/index.html

* Cisco Jabber for Mac  http://www.cisco.com/en/US/products/ps11764/index.html

* Android  http://www.cisco.com/en/US/products/ps11678/index.html

* BlackBerry http://lwww.cisco.com/en/US/products/ps11763/index.html

*iPad http://www.cisco.com/en/US/products/ps12430/index.html

* iPhone http://www.cisco.com/en/US/products/ps11596/index.html

* Nokia http://lwww.cisco.com/en/US/products/ps11766/index.html

* Video for TelePresence http://www.cisco.com/en/US/products/ps11328/index.html

* Web SDK  http://www.cisco.com/en/US/products/ps11765/index.html

Cisco Unified Personal Communicator

* CTI
* Web

, 320
, 320
, 320
, 321
, 321
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LR K F—IvEYS

Cisco Unified Personal Communicator D BMD L R b)) F—RTE

LR MY F—TvEDS

DVO

Systems, Inc.\Client Services Framework\AdminData

HKEY_CURRENT_USER\Software\Policies\Cisco
Communications\CUPC8

HKEY_CURRENT_USER\Software\Policies\Cisco Systems, Inc.\Unified

ETA LR RMYE

R2: ETHLPSRAMIRE

$IF—% B0
VideoEnabled false CuPC
S =JL =
CTILRMYERTE
CTI

R2A:CTILDR R HRTE

$Ix—% B

CtiServerJtapiLibDownloadPort CuCM Jtapi.jar

80
8080
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Web z:uito) L WZ 1) E&E

Web

R2: Webh£ZD LR MY BRTE

Web £

DLSRMYBRE

HIx—4% &R
WebConfSSOldentityProvider WebEx SSO

meetingplace

EErEYY

Cisco Unified Personal Communicator

74 ABHDOFAYVILOLIOR M) EKRTE

R A T4 ABADTANVILOLSA Y

B

axX &

HIx—4%

BLL

DVOModeEnabled

false
Personal Communicator 8.5(2)

Cisco Unified

SHOHIRWHR¥LVERLIBHGVRAP B XQ LFHDOWHIW H

BMLOR MY ERTE

Cisco Unified Personal Communicator
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Cisco Unified Personal Communicator ®BMID L PR k1) F—ERE I
B emozxryzms

=24 BMLSRRYBRE

HIx—4 BLL]
AudioCustomRingtone Cisco Unified Personal Communicator
CSF

appdata/roaming ringtone
DeskphoneStartupMode Cisco Unified Personal

Communicator VDI

1
1
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|  cisco Unified Personal Communicator D&MD L SR k1) F—5&5%E
emeoz oz M

HIx—4 Bl

AutomaticTetheredPhoneSelection

Cisco Unified Personal Communicator

1
Cisco Unified Personal Communicator

Cisco
Unified Personal Communicator

G¥)
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Cisco Unified Personal Communicator ®BMID L PR k1) F—ERE I
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IM and Presence D ZE:EHHK— F&RTE

IM and Presence
Cisco Unified Communications Manager IM and Presence
* Cisco Unified Communications Manager , 325
* IM and Presence , 328
. , 330
. , 333

Cisco Unified Communications Manager ~D O 4 —)L A >
A—=—ZDA A +=)L

Web

[T L& BHIIC

* Cisco Unified Communications Manager
Cisco Unified Communications Manager

. Cisco Unified Communications Manager  IM and Presence

Cisco Unified Communications Manager
IM and Presence
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. Cisco Unified Communications Manager ~DO 45 —)L £ VA b—5D A4 VX b—JL

ATy I

ATy T2
ATvT3

ATy T4
ATy Th

ATvT6
ATvT1

Cisco Unified Communications Manager

FIE

a)
b) 2

BAT

Cisco Unified CM [ Plugin ]

a)
b) [ Application ]>[
C) Cisco Unified Communications Manager

d) 2

Cisco Unified Communications Manager

£

[ License Agreement
1/4

a)

b) [ Next ] [

]

[

[

IM and Presence D £ S :EH7R— FERE

English ]

User Options ]

Cisco Unified Communications Manager

Install Plugins ]

Readme Notes ]
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|  IMandPresence % E5EY K — FBE
Cisco Unified Communications Manager ~O O 4 —)L £ VA =504 VX b—JL .

GE)
[ Next ] [
Setup Type ]
[ Setup Type ]
2/4
a)
b) [ Next ]
[ Start Copying Files ]
3/4
a)
b) [ Next ]
[ Ready to Install the Program ]
4/4
[ Install ]
G¥)
2 10
ATvT8
ATv79 | Finish ] [ Setup ]
ATv 710
Cisco Unified Communications Manager
ATy TN
a) CLI  runsql update enduser set cucm_cdrtime=0
b) Cisco Unified Sync Agent [ Tools 1>
[ Service Activation ]
c)
RATwT12
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IM and Presence D £ S :EH7R— FERE I
B MandPresence ~DOS—L A VR F—FDA VR F—)L

RDEE
IM and Presence , 328

IMand Presence ~DO45—I)LA VA =504 VR b—
JL

[T L& BHIIC

* Cisco Unified Communications Manager
Cisco Unified Communications Manager  IM and Presence

* IMand Presence

Cisco Unified Communications Manager
IM and Presence

Cisco Unified Communications Manager [ User Options ]

[ English ]
BAT
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| IMandPresence » % EEHHK— FBE
IM and Presence ~d 07 —)L 4 YR k=504 Y2 b= [}

FIE

XTFv 1  IMand Presence

ATvT2 IM and Presence

ATvT3

ATv74 SFTP

ATvT5 Cisco Unified IM

ATv7T6 | Software Upgrades > [ /
Install/Upgrade ]

ATvT1 [ Remote File System ]

ATv78 | Directory ] ftmp

ATv79 | Server ] IM and Presence

ATy [ User Name ] [ User Password ]

ATFyIN | Transfer Protocol ]  [SFTP]

ATvF12 | Next ]

ATv7T13 IM and Presence

ATy 718 | Next ]

ATwvT15

AT v 716 [ English United States ]

IM and Presence

GE) IM and Presence Safari

Internet Explorer

6.X
a [ Tools ]>[ Internet Options ]
b) [ General ]
M| Languages ]
d) [ Move Up ]

e) [OK]

Mozilla Firefox
3.X

a [ Tools ]>[ Options ]
b) [ Content ]
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B 5 ve—>

) [ Languages ] [
d) [ Move Up ]
e) [OK]

ATy I

EErEYY

I53—AvtE—v

Choose ]

, 333

R OF—ILA VR —=5DI5— A yvt—I LA

IM and Presence D £ S :EH7R— FERE

Ayt—2

Bl

[LOCALE] File not found:
<language>_<country>_user_locale.csv, the
user locale has not been added to the
database.

Csv

[LOCALE] File not found:
<country>_network_locale.csv, the network
locale has not been added to the database.

Csv
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IM and Presence D %

EEYA— FRE

z—2vt—>
Ayt—T E5EA
[LOCALE] CSV fileinstallerinstalldbisnot| LQVWDOOGE
present or not executable
CsVv
Cisco Unified
Communications
Cisco Unified
Communications Manager  IM and Presence Cisco

Unified Communications

[LOCALE] Could not create
Jusr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maDialogs
<lI>_<CC>.properties.Checksum.

[LOCALE] Could not create
Jusr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maMessages_
<lI>_<CC>.properties.Checksum.

[LOCALE] Could not create
Jusr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maGlobalUl_
<lI>_<CC>.properties.Checksum.

[LOCALE] Could not create
Jusr/local/cm/application_locale/cmservices/
ipma/LocaleMaster\ersion.txt.Checksum.

Java

{usr/local/thirdparty/java/j2sdk/jre/bin/java

Java {usr/local/cm/jar/cmutil.jar
Java

com.cisco.ccm.util.Zipper

Cisco Unified Communications Manager
Assistant
Cisco Unified Communications Manager
Assistant Cisco Unified

Communications Manager Assistant

[LOCALE] Could not find
Jusr/local/cm/application_locale/cmservices/
ipma/LocaleMaster\ersion.txt in order to
update Unified CM Assistant locale
information.

[LOCALE] Addition of
<locale-installer-file-name> to the database
has failed!
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IM and Presence D £ S :EH7R— FERE

Ayt—o

Bl

[LOCALE] Could not locate
<locale-installer-file-name>

Cisco Unified Communications

[LOCALE] Could not copy
<locale-installer-file-name> to migratory
path. This locale will not be migrated during
an upgrade!

Cisco Unified Communications

[LOCALE] DRS registration failed

Cisco TAC

[LOCALE] DRS unregistration failed

CiscoTAC

[LOCALE] Backup failed!

tarball

GE)

[LOCALE] No COP files found in restored
tarball!

G
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I IM and Presence D £ S:5H7/R— MR E
n—hs514x&nt=77u45—va>r I}

Ayt—T Bz
[LOCALE] Failed to successfully reinstall
COP files!

GE)

[LOCALE] Failed to build script to reinstall
COP files!

G¥)

TAC

O—hASAXESNE=7I)5r—3 Y

IM and Presence
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IM and Presence D £ S :EH7R— FERE I
B 5 Xsnht=77usr—vav

R26: O—HSAXENETTITr—2avELUVYR—FENBEEN X L

18 —Tz(R YR—hShES5E
IR aA—HT7IIr—2ay
Cisco Unified CM IM and Presence
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A8 —T14R YR—bENBEHE

IVvRaA—4Y7T)5r—3>
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IM and Presence D £ S :EH7R— FERE I
B 5 Xsnht=77usr—vav

AB—TITA4R HYR—bESh3EE
IR 7ITYsr— 3>

EBT I r—ay

Cisco Unified CM IM and Presence

Cisco Unified IM and Presence

Jl Cisco Unified Communications Manager, Release 9.0(1) IM and Presence y —E RBAH A F



o

IM-only B IM and Presence %€

* IM-only , 337

IM-only 527 F B

IM-only IM and Presence

REFIR SR
Cisco Unified Communications Manager 1M URL Cisco Unified Communications
and Presence Manager

http://www.cisco.com/en/US/products/sw/voicesw/ps556/
tsd_products_support_series_home.html

IM and Presence
Cisco Unified Personal Communicator TFTP 200
* TFTP
« Cisco Unified Personal Communicator
255

Cisco Unified Personal Communicator LDAP | LDAP ,
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. IM-only ;%€ FIE
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- 20.

INATRASEY T4 95347094
> JAaJrAI)

, 339
* 2GB / , 342
* 2GB / , 342
* 4GB / , 343
* 4GB / , 344
* 6GB / , 345
* 6GB / , 347

N TRLASEYTF4 Q542 7O774)L
o 339

340
341

N FRALASEYT B4 AT 7AIVICET HEEEIE

[Cisco Unified CM IM and
Presence Cisco Unified CM IM and Presence Administration ]>[ System ]>
[ Service Parameters ] [ Service ]
[Cisco Server Recovery Manager]
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NATRLAZEYTAVSAT7 o RG4>TRIT7ZPAL

B 1 7RM5EUF 01 TOIFALTF—TLOER

CPU
* IM and Presence 2 4 6 GB

°[ Users Moved Per Iteration ]

Users Moved Per Iteration ]

Users Moved Per Iteration ]

* BTEt

EENEYD

Server Recovery Manager , 14

N FTRASEYT B4 7A77A4IL T—TILDEHA

°[ Client Re-Login Lower Limit ]
°[ Client Re-Login Upper Limit ]
°[ Users Moved Per Iteration ]
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| N 7RASEUTFA 5547 T4 TATFAL

ng7aqeseyFonssogEon M

FIE
ATV
ATvT2

/
ATvT3 [ Number of Users ]
X T w74 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>[ Service Parameters ] [ Service ]
[Cisco Server Recovery Manager] IM and Presence
ATvTH [
Users Moved Per Iteration ]
AFw 76 [Cisco Unified CM IM and Presence Cisco Unified CM IM and Presence Administration ]>[
System ]>[ Service Parameters | [ Service ]
[Cisco Server Recovery Manager] IMand Presence [
Users Moved Per Iteration ]
BErEY Y
, 341
N - o N 1 —
N TRASEY T2 BT A VEREDH
l1:6GB DTV T« TIRZ 2i\A 1ZERER
3000 2000 2 1000
/ 2000
6 GB /
, 347
2000 40 107

GE)
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26BOT7OT4I70T47 FRIFAIL

NATRLAZEYTAVSAT7 o RG4>TRIT7ZPAL

6GB / 347 [
Users Moved Per Iteration ] 50
512:4GBDT7 YT« TI7Y T+ 7 IM-only EF
IM-only 6800
4GB / , 343 7000
7000 280 1447
4GB / 343 [
Users Moved Per lteration ] 25
— A3 — RN (o}
26BD7 7 T42/70 T4 70T 7A)
[ Users Moved Per Iteration ] 6
=27 2B QGBOTYUTA4I/TUVT47) O1—4 054 UERITHIR
a1—HH BEITTRE BEITLRE
100 17 83
250 42 208
500 83 417
— AN ~ N O
2GBDT7 VT4 /RARZ N4 JART7AI)L
[ Users Moved Per Iteration ] 6
F28: 1ZEEM QGBDTYU T« I/RAZINA) OA—Y 054 UERITHIR
31— BRITTRE BEITLRE
100 17 57
250 42 142
500 83 283
750 125 425
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| N 7RASEUTFA 5547 T4 TATFAL

46Bn7o 7191797147 707741 |}

1—HH

BATTRE

BT ERE

1000

167

567

AGBDT7 O T4 I7O T4 ZAT7A4)L

[ Users Moved Per Iteration ] 25
x29: RERER WGBDTYVT1T/7UT47) O1—H 0J4 UBERATHIR
d1—HH BHEITTRIE BT LRE
100 4 21
500 20 103
1000 40 207
1500 60 310
2000 80 413
2500 100 517
[ Users Moved Per Iteration ] 25

R 30: IM-OnlyRF (4GBDT U T4T/77T47) ODa1—4 054 UERTHIR

1—HH BRI FRIE BT LIRIE
3000 120 620

3500 140 723

4000 160 827

4500 180 930

5000 200 1033

6000 240 1240

7000 280 1447

7500 300 1550
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JazrAIL

NATRLAZEYTAVSAT7 o RG4>TRIT7ZPAL

AGBDT7 O T4 TIRZINA TAT7A)L

[ Users Moved Per Iteration ] 25
K3 ZREERF WGBDTV T4 T/RARNA) O1—HF 0T 4 UERITHIE
a1—HYH BEITTRE BT LRE
100 4 14
500 20 70
1000 40 140
1500 60 210
2000 80 280
2500 100 350
3000 120 420
3500 140 490
4000 160 560
4500 180 630
5000 200 700
[ Users Moved Per Iteration ] 25

F&32: IM-Only BB (4GBDT VT4 T/RAZiNA) OA—4 0T A BHATHIR

1—HH BT TRRIE BHRITLRIE
6000 240 840
7000 280 980
8000 320 1120
9000 360 1260
10000 400 1400
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6GBDT7VUTA4I7OT47 FAI741L

d1—H# BHiRITTRE BT LREE
11000 440 1540
12000 480 1680
13000 520 1820
14000 560 1960
15000 600 2100

6GBDT7 O T4I7U0 T4 A7 74)L

IM-only

BERRAOIL—Y 0T 14 BERTHIR

[ Users Moved Per Iteration ] 50
=33 1ZEER 6GBDTITA/TUT47) Oa—4 054 UBHAITHIR : IMand Presence Release
9.0(1) LARZ

a1—HH BRITTRE BT LERE
100 2 10
500 10 52
1000 20 103
1500 30 155
2000 40 207
2500 50 258
3000 60 310
3500 70 362
4000 80 413
4500 90 465
5000 100 517
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NATRLAZEYTAVSAT7 o RG4>TRIT7ZPAL

1—HH BARITTRIE BRITLRIE
6000 120 620
7000 140 723
7500 150 775

IM-only BEAD 1 —HBHITHIR

[

Users Moved Per Iteration ]

50

£3M: IM-onlyBR (6GBDT VU T47/7UT«7) DA—H 0454 EEITHIE : IMand Presence Release

9.0(1) AR

a1—HH BR{TTRIE BT ERE
3000 60 227
3500 70 264
4000 80 302
4500 90 340
5000 100 378
6000 120 453
7000 140 529
7500 150 569
8000 160 827
9000 180 930
10000 200 1033
11000 220 1137
12000 240 1240
12500 250 1292
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6GBDT VT« TIRZAiINA TATF7AIL

6GBDT7 O T4 TIRZINA TAT7A)L

IM-only

BERRAOIL—Y 0T 14 UBERTHIR

[

Users Moved Per Iteration ]

50

®35:ZEER 6GBDTHU T« T/ABINA) DA— 054 UBRITHIR : IMand Presence Release

9.0(1) LARZE

21— BRITTRIE AT LIRE
100 2 !
500 10 33
1000 20 65
1500 30 98
2000 40 131
2500 50 164
3000 60 196
3500 70 229
4000 80 262
4500 90 295
5000 100 827
6000 120 393
7000 140 458
8000 160 524
9000 180 589
10000 200 655
11000 220 20
12000 240 785
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1—HH BARITTRIE BRITLRIE
13000 260 851
14000 280 916
15000 300 982

IM-only BB 21— 045 4 U BRITHIRE

[

Users Moved Per Iteration ]

50

#z36: IM-onlyBFR (6GBDT VT4 T/ARZiINA) DA—H 0454 HEEITHIRE : IMand Presence Release

9.0(1) AR

a1—HH BR{TTRIE BT ERE
6000 120 320
7000 140 373
8000 160 427
9000 180 480
10000 200 533
11000 220 587
12000 240 640
13000 260 693
14000 280 747
15000 300 800
16000 320 1047
17000 340 1113
18000 360 1178
19000 380 1244
20000 400 1309
21000 420 1375
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1—HH BT TRRIE BRITLRIE
22000 440 1440
23000 460 1505
24000 480 1571
25000 500 1636
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1 Cisco Unified Communications Manager
1 Cisco Unified
Communications Manager 1 IM and Presence

IM and Presence

IM and Presence IM
IM and Presence

Lightweight Directory Access

Protocol

LDAP

Lightweight Directory Access Protocol LDAP
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=101

EE
IM and Presence IM and
Presence 3
IM and Presence

IM and Presence IM and
Presence 45,000

IM and Presence

IM and Presence

IM and Presence
IM and Presence

15000

IM and Presence
IM and Presence
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Cisco Unified Communications Manager 19, 20, 21
SIP 19
SIP 20
21
Cisco Unified Communications Manager 186
Client Services Framework 186
Cisco Unified IP Phone 245
CUPC DND 245
Cisco Unified Personal Communicator 185, 192, 243, 245
CucM™M
DND 245
IP Phone 192
243
243
Mac 243
URL 243
185
Client Services Framework 186
COoP 186
Client Services Framework 186
CTI 189, 190
190
190
190
189, 190
189
190
CUCM

IM and Presence 111
m
IMAP 210

Internet Mail Access Protocol IMAP

192

192

265

L
LDAP 263, 265

265

263
LDAP 261, 262, 263
UseriD

262, 263
S
SIP 19,20

20
SSL 216

Cisco Unified MeetingPlace
T
TFTP 198
198
198
198
1)
UserID 263
263
w
Web 262
262

263

261

19

216
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184
184
184
228, 237, 240, 243
Mac OS 240
Windows 240
237
240
243
228
240
221
2271
221
180
180
186
186
330
330
244
244
216
Web 216
216
216
2317, 240, 243
Windows 240
2317
243

240

240

210, 212, 216
Cisco Unified MeetingPlace 216
Cisco Unity 212
Cisco Unity Connection 210

262, 263
LDAP 263
Web 262
190, 200
CTI 190
TFTP 200
241
228
228
228
228
243
URL 243
240
198, 245
DND 245
198
198
184
184
184
187, 245
CTI 187
DND 245
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DND

212, 216

245

Cisco Unified MeetingPlace 216

Cisco Unity 212

13
63
202, 203
VT
202
/S\
180
180
m
m
200
190
190
LS
244
244

202
203
202

TFTP

244

3
210, 212
210
210, 212
Cisco Unity Connection 210
Exchange  Cisco Unity 212
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192, 202
VT 202
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180 B
330
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247
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192
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192
n
261
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