s

N—F %)L TS3AR—F Ry FT—Y DEFE

Cisco Unified IP Phone @ Cisco VPN 7 74 7> MIv A a DO EEEHEHIML 27T 5L DT,
BEENEEEGE \CHET MEE R T 20IC&E LB £7,

o BALRTWV: TRTOREL CUCM OBFEHTRETEET,

o VTV ENTEFEELBRE L%, TOBFEEZIH LR TTa— RV N L—F(C
SE LA T B LURE A = = — 7 0 P L BRI B © & £,

o LTV EFEHEIT. 7r— LU =T Ty T FBIORELE LY E— P TRITMSZ L

MTEETS,
. ﬁé VPN k>pbid, % F L O Cisco Unified IP Phone — b 272 iIci@f Sk 4, PC R—
RSN TW5 PC ot W, VPN 27547~ V7 =T 2ERLTHEHRD L 2L
?Eisifﬁﬁﬁﬁéhiﬁ”o

HR—rENBT/INM X

Cisco Unified Reporting # {9 % & . Cisco Unified IP Phone THHR— b5 VPN 75147 b
%8 T & £ 9, Cisco Unified Reporting ¢, [Unified CM Phone Feature List] #2 U v 7 L£7,
[Feature] ® 740 X == —/6 [Virtual Private Network Client] #8 R L £7, % OREE TR —
FLTWARED Y X R ER SN ET,

Cisco Unified Reporting O ffi i H{E ORI D Tid, [Cisco Unified Reporting Administration Guide]
LTI,

VPN #EEDELTE

HR— F EN TS Cisco Unified IP Phone @ VPN HEEA R ET 2121, RIS TFIEA FEIT L £,
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| g ]



F17E  IS—FyILISAR— XY FI—VORE |

N vPN#sosE

® 17-1

VPN ORERFTYI VR b

REFIR

EFESIUVEEFIRE

AFYyF 1 |VPN #— ko= A ZLi2 VPN =
Ve ML —ZBRy b T v L

£,

REERICOVWTUI KD E SR VPN 2B P —2D~v =2
TNEZRLTLIIEIN,

« [SSL VPN Client (SVC) on ASA with ASDM Configuration
ExampleJ

http://www.cisco.com/en/US/products/ps6120/products_confi
guration_example09186a008071c428.shtml

ASA V7 b =TI N—V 3 8.0.4 LIETH DL
»Y ¥£4, £7. TAnyConnect Cisco VPN Phone| 7 1 &
VAMA VANV INTVDLULERD Y ET,

(E)

GE) =2—¥RVE—MEFHRTT 7y —2 T =7 EFRIEREN
WET v 77 L— KT A0 REIFMICD T 5 BIE % [B]5§E
THHIC, VPN 2ty b —4%2Fy T =27 AD
TFTP * 7-i% Cisco Unified Communications Manager
P—NOEIEy Ty T TEHZLERBEIDOLET,
Xy P27 TIOEIBRBELZEIATE RVEEI,
VPN @t FL—2DOBICH 50D TFTP 7213
B—RF =Rty b7 v 7 TEET,

« [SSL VPN Client (WebVPN) on 10S with SDM Configuration
Example]

http://www.cisco.com/en/US/products/ps6496/products_confi
guration_example09186a008072aa61.shtml

10S V7 b =7 1Z"— Y a v 15.1(2)T LA TdH 5 05
WV ES, 74—F % £y M T2 :2900 7TV
DA% TUniversal (Data & Security & UC)J, SSL VPN
TARUVANT 7T 4 71275 TD 2800 ET L OHA
1% TAdvanced Security ],

GE)

GE) a—¥RUVE—-MEFETT7 7y — 2V =7 FRIEREN
WET v STV — R HEEORRBICO T 2 BT % B8
T572HI12, VPN a2t FL—F %3y hT—JNOD
TFTP % 72 i% Cisco Unified Communications Manager
P—ROELIZEY NT v T THIEEWELET, v
FI—=7 TZDOEIRHRELERTERWEEIE. VPN =
RV L2 OBRICHHNED TFTP £72idve — R
F—nNEty VT v T TEET,

VPN vt b L— & OFEF I E
7 v 7Fua—RLET,

%18 % VPN ¥ — v = A OFRIE]

VPN 7 — b U = A % E LE T,

18 % VPN 77— U = A DRIE]

VPN 7= U x=A LT
VPN 7 —7"%ER L £,

%19 &= VPN 7L —7DRE

VPN 77 7y A VEHRELET,

#5203 VPN 70 7 7 A )L DOFRIE ]
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® 17-1 VPN OEERAF VI VR ($#HSE)

REFIR AESIUVEEFIRE

ATv7 6 VPN 7L — 7% L' VPN 7 = |Cisco Unified Communications Manager @& #~— ¢, [F/3
Ty ANERBEOBIE T 27 7 A |4 A (Device)] > [T /31 XD E (Device Settings)] > [ @D E
JVITEMLUET, #5717 7 A /L (Common Phone Profile)] ®IEIZER L £5, #F
fiz->WTix, [Cisco Unified Communications Manager 7 A<
=X =g g P © THEEEFE T2 7 7 A VORE] D
BEZRLTLE S,

GE) VPN a7y ANEEOEF T 7 7 A VICBEA T
TWiaWwi4a, VPN 13 [VPN ##rEs% & (VPN Feature
Configuration)] 7 4 > RUTERINTWNWDHT 7 4L K
REEEHLET,

A5 w7 7 |Cisco Unified IP Phone @7 7 — [Cisco VPN 27 54 7+ b & E47 T 510E. +E—FIhTWn3
AL =7 %, VPN %ZH%7— LT |Cisco Unified IP Phone T7 7 —2 7 =7 U U—2 9.0(2) LLREM
WEHEINR—=D g NZT v T 7= |BEAILTWOAUERHY ET, 77— V=T OT v 77 L—R
LET, FIEOFEMIHOWTIL, /8 L T\5 Cisco Unified IP Phone &
7@ [Cisco Unified IP Phone Administration Guide for Cisco
Unified Communications Manager] #ZM L T 7230,

GE) 77—2v=7 VU—290Q2) 27 v 77 L— KT 5H]
2, AR — k&R T3 Cisco Unified IP Phone T7 7 —
LAy=T UU—RB84(4) IEDRBEH L TVWILERDH D
ESc

ATy 7 8 [4HE— FXH TV Cisco Unified |Cisco Unified IP Phone m ki35 £ OF VPN H2{E D e 7. 0 35
IP Phone # M LT, VPN 5t % |I2>W\Tik, A LT3 Cisco Unified IP Phone &7 /L™
eI L ET, ['Cisco Unified IP Phone Administration Guide for Cisco
Unified Communications Manager] #Z&M L T 7Z&0,

I0S DFREZEH

IP Phone T VPN 7 747 > h® I0S REZEKT 2 %A1, ROFIHEZIATLET,

AFyFT 1 10S Y7 b0 =T R"—=Yar151Q)T ka4 v A h—LLET,
74 —F ¥ &y M 7 A& Universal (Data & Security & UC) for I0S ISR-G2
7 4—F % v b T4+ A: Advanced Security for I0S ISR

AFvF 2 SSLVPN AL A&ZT 7T 47 LET,

IP Phone TD VPN 2547 > kD 10S DEXTE

IP Phone TVPN 7 7147 F® 10S ZRET DI21E, ROFIEEFETLET,

AFyT 1 10SZa—A L TRELET,
a XY hNI—FT A F =T RAEHRELET,

Cisco Unified Communications Manager £¥%a V)54 H4A4F
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Bl -

router(config)# interface GigabitEthernet0/0
router(config-if)# description "outside interface"
router(config-if)# ip address 10.1.1.1 255.255.255.0
router(config-if)# duplex auto

router(config-if)# speed auto

router(config-if)# no shutdown

router#show ip interface brief (shows interfaces summary)

b. 227427 V= T T4V M L— b EHRELET,
router(config)# ip route <dest_ip> < mask> < gateway_ip>

i
router(config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1
AFwF 2 Cisco Unified Communications Manager & 10S (2 % B 2GEHEZ A mE L OB L7,

W OFEE% Cisco Unified Communications Manager 7>5 A 7R — M2 0E R H Y £,

o CallManager : TLS /"> R¥ = 7 Cisco UCM ##BFELET (BRAE—RDOIZ T AX TOH
VL),

« Cisco_Manufacturing_CA : Manufacturer Installed Certificate (MIC; 83T CA v A h—L &5
FEBIRE) & LC IP Phone ##BGEL £,

e CAPF : LSC #fiHH LT IP Phone #3FEL £7,

ZHh b o Cisco Unified Communications Manager FEBEZ 1 A — M 212i%, kO FNEE FEIT
LET,

Cisco Unified Communications Manager OS O Web ~<— Y TR Z&R L 7,

[ = U 7 « (Security)] > [FEBIZE D& # (Certificate Management)] Z&IR L £ (EE : 205
FriZ. UCM ONR—T g NZE o TRBRDGERDH Y £9),

c. Cisco_Manufacturing_CA & CAPF OFEMEA RO £3, pem 77 A V& XU m— KL, .ixt
T ANTRIEFLET,

d. IOS TrFIFAMKRA YV MEERLET,
]

hostname(config)# crypto pki trustpoint trustpoint_name
hostname(config-ca-trustpoint)# enrollment terminal

hostname(config)# crypto pki authenticate trustpoint

Base 64 THi b &7z CAFEHEEZ RO DN HEIE, ¥ va— KL% pem 7 7 AL DT
¥ A % BEGIN 1776 END AT Tabt'—L, BT ET, MOFEAETZOFIEELMRY
WLET,

e. ko 10S ACEAFEHE% 4L L T Cisco Unified Communications Manager (283 52>, £7=-
T CAMBA UAR— T 2REAE L EEWZ ET,

o HOEBAMHAEZELZAERLET,
Bl -

Router> enable

Router# configure terminal

Router(config)# crypto key generate rsa general-keys label <name> <exportable
-optional>

Router(config)# crypto pki trustpoint <name>

Router(ca-trustpoint)# enrollment selfsigned

Router(ca-trustpoint)# rsakeypair <name> 1024 1024
Router(ca-trustpoint)#authorization username subjectname commonname
Router(ca-trustpoint)# crypto pki enroll <name>

Router(ca-trustpoint)# end
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» Cisco Unified Communications Manager ® VPN 72 7 7 A LV CHRA N ID F= v 27 G LT
HOBAGEHEL AR L £,

i
Router> enable
Router# configure terminal
Router(config)# crypto Kkey generate rsa dgeneral-keys label <name> <exportable
-optional>
Router(config)# crypto pki trustpoint <name>
Router(ca-trustpoint)# enrollment selfsigned
Router(config-ca-trustpoint)# fgdn <full domain name>
Router(config-ca-trustpoint)# subject-name CN=<full domain name>, CN=<IP>
Router(ca-trustpoint)#authorization username subjectname commonname
Router(ca-trustpoint)# crypto pki enroll <name>
Router(ca-trustpoint)# end

o AL L7-FERE % Cisco Unified Communications Manager 288k L %7,
i

Router(config)# crypto pki export <name> pem terminal
WARMNDLTHFAMEaE—LT.pem 77 A /L& LTRIFEL, Z1E CUCM OREEOEILIC
7y Zu—RNLET,
AnyConnect % 10S {24 > A h—/L LET,
AnyConnect /N v 7 — % cisco.com b ¥ v m— KL, flash A4 v 2 b= LET,
i
router(config)#webvpn install svc flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg
VPN BEEZRELET, REDPBEL LT, RITRTH TNV IOS RELZFMTE ET,

et CREAE & N AU — RRBGEOW 7 219 25813, EiEO MAC 7 FL A& ffoa—W 21k
MLET, 2—FLTIIRLFENILFREMNENET, KOFIEZSBIZLTIZIN,
username CP-7975G-SEPOO1AE2BC16CB password k1kLGQloxyCO4ti9 encrypted

H > I I0S BE

IP Phone TVPN 7 747> F® I0S REZMEIAT O HBED RIIRTA RT7A & LT, WITRT
PUTNVRECFMATEET, REDEZ UV PV IEFESINDILERHY 7,

Current configuration : 4648 bytes
1

1 Last configuration change at 13:48:28 CDT Fri Mar 19 2010 by test
L

version 15.2

service timestamps debug datetime localtime show-timezone
service timestamps log datetime localtime show-timezone
no service password-encryption

1

I hostname of the 10S

hostname vpnios

1

boot-start-marker

1 Specifying the image to be used by 10S — boot image
boot system flash c2800nm-advsecurityk9-mz.152-1.4.T
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boot-end-marker
1

!
logging buffered 21474836
!

aaa new-model

aaa authentication login default local
aaa authentication login webvpn local

aaa authorization exec default local
1

aaa session-id common
1

clock timezone CST -6

clock summer-time CDT recurring
1

crypto pki token default removal timeout O
1

1 Define trustpoints
crypto pki trustpoint iosrcdnvpn-cert
enrolIment selfsigned
serial-number
subject-name cn=iosrcdnvpn-cert
revocation-check none
rsakeypair iosrcdnvpn-key 1024
1
crypto pki trustpoint CiscoMfgCert
enrolIment terminal
revocation-check none
authorization username subjectname commonname
1
crypto pki trustpoint CiscoRootCA
enrolIment terminal
revocation-check crl
authorization username subjectname commonname

I Certificates

crypto pki certificate chain iosrcdnvpn-cert
certificate self-signed 04

crypto pki certificate chain CiscoMfgCert
certificate ca 6A6967B3000000000003

crypto pki certificate chain CiscoRootCA
certificate ca 5FF87B282B54DC8D42A315B568C9ADFF
crypto pki certificate chain test
certificate ca 00

dotll syslog

ip source-route
1

p cef

p domain name nw048b.cisco.com
i

no ipv6 cef
1

multilink bundle-name authenticated
1

voice-card 0O
1

Cisco Unified Communications Manager %254 #HM4 F
[ 176 | I




| E17%

N—Fx )L TSAR—F 3y FT—V DERE

yoFrioswe N

!
!
license udi pid CISC02821 sn FTX1344AH76
archive

log config

hidekeys
username admin privilege 15 password O vpnios
username test privilege 15 password O adgjm
username usr+ privilege 15 password O adgjm
username usr# privilege 15 password O adgjm
username test2 privilege 15 password 0 adg+jm

username CP-7962G-SEPO01BOCDB38FE privilege 15 password O adgjm
1

redundancy
1

--- Configure interface. Generally one interface to internal network and one outside
interface GigabitEthernet0/0

description "outside interface"

ip address 10.89.79.140 255.255.255.240

duplex auto

speed auto

1

interface GigabitEthernet0/1

description "Inside Interface"

ip address dhcp

duplex auto

speed auto

1
--- Define IP local address pool

ip local pool webvpn-pool 10.8.40.200 10.8.40.225
ip default-gateway 10.89.79.129

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server
p http timeout-policy idle 60 life 86400 requests 10000

I-—— Define static IP routes

ip route 0.0.0.0 0.0.0.0 10.89.79.129

ip route 10.89.0.0 255.255.0.0 10.8.40.1
!

no logging trap

access-list 23 permit 10.10.10.0 0.0.0.7
L

control-plane
1

line con O
exec-timeout 15 O
line aux O

I telnet access
line vty 0 4
exec-timeout 30 0O
privilege level 15
password vpnios
transport input telnet
line vty 5 15
access-class 23 in
privilege level 15

transport input all
1

exception data-corruption buffer truncate
scheduler allocate 20000 1000
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! webvpn gateway configuration
webvpn gateway VPN_RCDN_I10S
hostname vpnios

ip address 10.89.79.140 port 443
ssl configuration

ssl encryption aesl128-shal

ssl trustpoint iosrcdnvpn-cert

inservice
1

1 webvpn context for User and Password authentication
webvpn context UserPasswordContext
title "User-Password authentication"

ssl authenticate verify all
1

policy group UserPasswordGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool *‘webvpn-pool**
svc default-domain '"'nw048b.cisco.com”
svc split include 10.89.75.0 255.255.255.0
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy UserPasswordGroup
gateway VPN_RCDN_I10S domain UserPasswordVPN

inservice
1

1 webvpn context for Certificate (username pre-filled) and Password authentication
webvpn context CertPasswordContext

title “certificate plus password"

ssl authenticate verify all
1

policy group CertPasswordGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool "webvpn-pool**
svc default-domain ""nw048b.cisco.com™
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy CertPasswordGroup
gateway VPN_RCDN_10S domain CertPasswordVPN
authentication certificate aaa
username-prefill
ca trustpoint CiscoMfgCert
inservice

I webvpn context for certificate only authentication
webvpn context CertOnlyContext
title ""Certificate only authentication”

ssl authenticate verify all
1

1

policy group CertOnlyGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool *webvpn-pool**
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svc default-domain ""nw048b.cisco.com™
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy CertOnlyGroup
gateway VPN_RCDN_10S domain CertOnlyVPN
authentication certificate
ca trustpoint CiscoMfgCert

inservice
1

end

ASA DEREEH

IP Phone TVPN 7 747 > F® ASA RELIERT 2 5B 1E. ROFIELZETLET,

AFyT 1 ASAYVTZ hu=T (RN—var8.04LK) BLOAEMEEDHD ASDM 24 v A b—L LET,
ATy T 2 HEMEDOHS AnyConnect /Xy r— V& A VA =L LET,
AFYFT 3 TAVLVRETIT4TICLET,

a BUTIA B AOMIEEFRLET,
show activation-key detail

b. iBMod SSL VPN v a & Linksys EREHENAZNIC/R > TWDH LW T A & 2 220N TE,
http://www.cisco.com/go/license # &M L T 72 &, VPN #iE%Z VA — b3 28 461%. TAny
Connect Cisco VPN phone] 71t A ZERL ET,

IP Phone T®D VPN 2547 > O ASA DFXRTE

IPPhone TVPN 7 147 F® ASA ZRET DI12iE,. ROFIEEFATLE T,

AFY T 1 KOuv—HLVEERTHET,
a. Xy hNI—F A F =T RAEHRELET,
]

router(config)# interface GigabitEthernet0/0
router(config-if)# description "outside interface"
router(config-if)# iIp address 10.1.1.1 255.255.255.0
router(config-if)# duplex auto

router(config-if)# speed auto

router(config-if)# no shutdown

router#show ip interface brief (shows interfaces summary)

b. A% 7 4y 7 V—heF T4V A— b EFRELET,
router(config)# ip route <dest_ip> <mask> <gateway_ip>
i

router(config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1
c. DNS#=HELET,

i
hostname(config)# dns domain-lookup inside

hostname(config)# dns server-group DefaultDNS
hostname(config-dns-server-group)# name-server 10.1.1.5 192.168.1.67 209.165.201.6
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B P Phone TO VPN 4547 > kD ASA DBE

AFwF 2 Cisco Unified Communications Manager & 10S (2B 2R FEHEE B L OB L ET,
W DOFEHE % Cisco Unified Communications Manager 2>5 A VAR — F T2 0ERH Y 7,

« CallManager : TLS /"> R = 7 BZ Cisco UCM 2#BFELET (BRAE—RDI T AZ TOH
WED

« Cisco_Manufacturing_CA : Manufacturer Installed Certificate (MIC; #i&ETTA v A h—L &5
AEAAE) ZfEM LT IP Phone #3RGEL £,

o CAPF : LSC %] L T IP Phone Z#&%FEL £,

i 5o Cisco Unified Communications Manager fEBE % o AR — 95 121%, RO FIEE T
LET,

Cisco Unified Communications Manager OS ®O4 # Web ~X— U TRk Z#IR L £ 7,

[ = U 7 1 (Security)] > [fEHZE D& (Certificate Management)] Z3&IR L £ (E&E: 2D
i, UCM ONR— g X o TERLRAGAENRDY £97),

c. Cisco_Manufacturing_CA & CAPF DitEA o3 £3, pem 77 A L& XU m— KL, .ixt
T ANVTRIFELET,

d. IOSThrIARMKRAL L FEERLET,
Bl -

hostname(config)# crypto pki trustpoint trustpoint_name
hostname(config-ca-trustpoint)# enrollment terminal

hostname(config)# crypto pki authenticate trustpoint

Base 64 THi b &7z CAGEAZEZ RO N EAEITZ. ¥ v r— KLz .pem 77 A VDT
¥ % BEGIN 17206 END /7 CTav— L, 50T £ 9, MoOFEHAETZOFIEEL KD
BLET,

e. kD 10S AEAGEHEE £/ LT Cisco Unified Communications Manager (5 &7 5 », £7-
X CANLA VA= NTOFEELBEBXHRLET,

o HOBAMWEEAMRLET,
il

Router> enable

Router# configure terminal

Router(config)# crypto Kkey generate rsa dgeneral-keys label <name> <exportable
-optional>

Router(config)# crypto pki trustpoint <name>

Router(ca-trustpoint)# enrollment selfsigned

Router(ca-trustpoint)# rsakeypair <name> 1024 1024
Router(ca-trustpoint)#authorization username subjectname commonname
Router(ca-trustpoint)# crypto pki enroll <name>

Router(ca-trustpoint)# end

» Cisco Unified Communications Manager ® VPN 727 7 A LV TCHRA M ID F= v 7 2GRN LT
HOZEAREAEZ AR L £,

i
Router> enable
Router# configure terminal
Router(config)# crypto key generate rsa dgeneral-keys label <name> <exportable
-optional>
Router(config)# crypto pki trustpoint <name>
Router(ca-trustpoint)# enrollment selfsigned
Router(config-ca-trustpoint)# fqdn <full domain name>
Router(config-ca-trustpoint)# subject-name CN=<full domain name>, CN=<IP>
Router(ca-trustpoint)#authorization username subjectname commonname
Router(ca-trustpoint)# crypto pki enroll <name>
Router(ca-trustpoint)# end
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o gk L7=FEBI#E 4 Cisco Unified Communications Manager (2% 8k L £,
Bl -

Router(config)# crypto pki export <name> pem terminal
WANSLTFARZa—LT.pem 77 A E LTERIEL, 2z CUCM OFEHEOEBRIC
Ty 77— FRFLET,

VPN BEEZRELET, REDBEL LT, RIDRTH TNV IOS REZFHTE ET,

et CREAE & N AU — RRBFEOW 7 219 25818, EiEO MAC 7 FL Az ffoa—W 21k
MLET, 2—FLTIIRLFENILFRREMNENET, ROFIEZSBIZLTIZIN,

username CP-7975G-SEPOO1AE2BC16CB password k1kLGQloxyCO4ti9 encrypted

username CP-7975G-SEPO01AE2BC16CB attributes vpn-group-policy GroupPhoneWebvpn
service-type remote-access

H > 7L ASA BE

IPPhone TVPN 7 547 F® ASAREZMBIATIHEO—MRRATA RT4 & LT, RITTR
FTHTIAREZFMMATEET, REDEZ L P IFEEINLIGERHY £,

ciscoasa(config)# show running-config
: Saved

I-—— ASA version

ASA Version 8.2(1)

1

1-—- Basic local config on ASA

hostname ciscoasa

domain-name nw048b.cisco.com

enable password 8Ry2Yjlyt7RRXU24 encrypted
passwd 2KFQnbNIdI .2KYOU encrypted

names

dns-guard

1-—— Configure interface. Generally one interface to internal network and one outside
1-—— Ethernet0/0 is outside interface with security level 0

1

interface Ethernet0/0

nameif outside

security-level 0

ip address 10.89.79.135 255.255.255.0

1-—- Ethernet0/1 is inside interface with security level 100
1

interface Ethernet0/1
nameif inside
security-level 100
ip address dhcp

1

interface Ethernet0/2
shutdown

no nameif

no security-level

no ip address
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interface Ethernet0/3
shutdown

no nameif
security-level 100
no ip address

interface Management0/0
shutdown

nameif management
security-level 100

no ip address
management-only

I-—— Boot image of ASA
boot system diskO0:/asa821-k8.bin
ftp mode passive

I-—— Clock settings
clock timezone CST -6
clock summer-time CDT recurring

I-—— DNS configuration

dns domain-lookup outside

dns server-group DefaultDNS
name-server 64.101.128.56
domain-name nw048b.cisco.com

I-—— Enable interface on the same security level so that they can communicate to each
other

same-security-traffic permit inter-interface

1-—— Enable communication between hosts connected to same interface

same-security-traffic permit intra-interface

pager lines 24

1-—— Logging options
logging enable

logging timestamp

logging console debugging
no logging message 710005
mtu outside 1500

mtu inside 1500

mtu management 1500

I-—— Define IP local address pool

ip local pool Webvpn_POOL 10.8.40.150-10.8.40.170 mask 255.255.255.192
no failover

icmp unreachable rate-limit 1 burst-size 1

icmp permit any inside

I-—— ASDM image

asdm image diskO:/asdm-623.bin
no asdm history enable

arp timeout 14400

I-—— Static routing

route outside 0.0.0.0 0.0.0.0 10.89.79.129 1
route inside 10.89.0.0 255.255.0.0 10.8.40.1 1
route inside 0.0.0.0 0.0.0.0 10.8.40.1 tunneled

timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
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timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DFfltAccessPolicy

http server enable

http 192.168.1.0 255.255.255.0 inside

http redirect outside 80

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

I-—- ASA certs
I-—— trustpoints and certificates
crypto ca trustpoint ASA_VPN_Cert
enrolIment self

keypair ASA_VPN_Cert_key

crl configure
crypto ca trustpoint CiscoMfgCert
enrolIment terminal

crl configure
crypto ca trustpoint UCM_CAPF_Cert
enrolIment terminal

no client-types

crl configure
crypto ca certificate chain ASA_VPN_Cert
certificate 02d5054b

quit

crypto ca certificate chain CiscoMfgCert
certificate ca 6a6967b3000000000003
quit

crypto ca certificate chain UCM_CAPF_Cert
certificate ca 6a6967b3000000000003
quit

telnet timeout 5

ssh scopy enable

ssh timeout 5

console timeout O

1-—— configure client to send packets with broadcast flag set
dhcp-client broadcast-flag
I-—— gpecifies use of mac-addr for client identifier to outside interface

dhcp-client client-id interface outside
1

tls-proxy maximum-session 200
1

threat-detection basic-threat
threat-detection statistics access-list
no threat-detection statistics tcp-intercept

I-—— configure ssl

ssl encryption aesl28-shal

ssl trust-point ASA_VPN_Cert

ssl certificate-authentication interface outside port 443

I-—— VPN config
I-—— Configure webvpn
webvpn
enable outside
default-idle-timeout 3600
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svc image diskO:/anyconnect-win-2.1.0148-k9.pkg 1
svc enable

I-—— Group-policy
group-policy GroupPhoneWebvpn internal
group-policy GroupPhoneWebvpn attributes
banner none
vpn-simultaneous-logins 10
vpn-idle-timeout none
vpn-session-timeout none
vpn-tunnel-protocol IPSec svc webvpn
default-domain value nw048b.cisco.com
address-pools value Webvpn_POOL
webvpn
svc dtls enable
svc keep-installer installed
svc keepalive 120
svc rekey time 4
svc rekey method new-tunnel
svc dpd-interval client none
svc dpd-interval gateway 300
svc compression deflate
svc ask none default webvpn

I-—— Configure user attributes

username test password S.eA5Qq5kwJgZ3QK encrypted
username test attributes

vpn-group-policy GroupPhoneWebvpn

service-type remote-access

I—Configure username with Phone MAC address for certificate+password method
username CP-7975G-SEPO01AE2BC16CB password k1kLGQloxyCO4ti9 encrypted
username CP-7975G-SEPO01AE2BC16CB attributes

vpn-group-policy GroupPhoneWebvpn

service-type remote-access

I-—— Configure tunnel group for username-password authentication
tunnel-group VPNphone type remote-access
tunnel-group VPNphone general-attributes

address-pool Webvpn_POOL

default-group-policy GroupPhoneWebvpn
tunnel-group VPNphone webvpn-attributes

group-url https://10.89.79.135/VPNphone enable

1-—— Configure tunnel group with certificate only authentication
tunnel-group CertOnlyTunnelGroup type remote-access
tunnel-group CertOnlyTunnelGroup general-attributes
default-group-policy GroupPhoneWebvpn
tunnel-group CertOnlyTunnelGroup webvpn-attributes
authentication certificate
group-url https://10.89.79.135/CertOnly enable

1-—— Configure tunnel group with certificate + password authentication
tunnel-group CertPassTunnelGroup type remote-access
tunnel-group CertPassTunnelGroup general-attributes
authorization-server-group LOCAL

default-group-policy GroupPhoneWebvpn

username-from-certificate CN
tunnel-group CertPassTunnelGroup webvpn-attributes

authentication aaa certificate

pre-fill-username ssl-client

group-url https://10.89.79.135/CertPass enable
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class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
1
service-policy global_policy global
prompt hostname context
Cryptochecksum:cd28d46a4f627ed0fbc82ba7d2fee98e
: end
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