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【注意】シスコ製品をご使用になる前に、安全上の注意
（www.cisco.com/jp/go/safety_warning/）をご確認ください。

本書は、米国シスコシステムズ発行ドキュメントの参考和訳です。
リンク情報につきましては、日本語版掲載時点で、英語版にアップ
デートがあり、リンク先のページが移動 / 変更されている場合があ
りますことをご了承ください。 
あくまでも参考和訳となりますので、正式な内容については米国サ
イトのドキュメントを参照ください。

また、契約等の記述については、弊社販売パートナー、または、 
弊社担当者にご確認ください。
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.3����������������
�o�Ò�ù�Ô�•�"�\�,�2  �.� �X�]�9��  �U�o�<�ê�”�,�2�f�<���`�f  �(�o�C�ù�Ú�ê�"�\�,�2�é�.� �X�]�9���Ï������
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�"�\�,�2  �.� �X�]�9��  �U�o�<�Ç5V�.� �X���ã$��Ð�����•�'�”�:�C���,  �.� �X�]�9��  �U�o�<�ê5�.d�Ï�é.3��������
�o�H�����^�â5V�.� �X���æ�å�Þ�á�¿�ù�Ô�•�Î�é�•�'�”5�.d�Ï�ê�”�:�C���,  �.� �X�]�9��  �U�o�<�Ç.z.=�ã����
�ú�ù�Ú�ê�g� 
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Manager �ã5V�.� �X���’&ï�
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Unified Communications Manager �é%¤!��M�o�+�â�å4°�Ð���ù�Ö���Ç�”�.� �X�]�9���ê�­���Ð���ù�Ö���•
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.\-��Ô���é�ê�”�"�\�,�2  �.� �X�]�9��  �U�o�<�Ç�.�� ���� ��
� �X���â�”5�.d�Ï.3�o�H�����^�]�é�:�C���,  �.� �X�]�9��  �U�o�<�Ç.z.=�ã�ú�ù�Ú�ê�g� 
{�ã�ú�æ.3�o�Ð�� ��
���á�Å���” [ �;�\�f�"�é.3�o (Trunk Configuration)] �����f�<���â  [SRST�
.5�� (SRST Allowed?)] �4���6�"�� ���� ���
�O�6�"�,�Ç���f�æ�å�Þ�á�¿�á�”5�.d�Ï�é.3�o�H�����^�]�æ�­
2�å  SRST .=�ÿ� �Ç�=�÷�Ô���•�'�Û�Ì�â�Ô�•
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If you configure encryption for Cisco Unified IP Phone models 7960 and 7940, those encrypted devices 
cannot accept a barge request when they are participating in an encrypted call.When the c
encrypted, the barge attempt fails.
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1¬�ï�Ò�Ú�•�'9Ô�:�H���^�;.3�o�ê  [ �:�H���^�;������������
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�E�f�; ���•�]�ˆ�
�­
2�æ�Ô���æ�ê�”�å�û�Ô��  Cisco IP �:�C���,�
�]�.�6�;�Ô����-Ð�Ç�½���ù�Ô�•
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  Cisco Unified 
Communications Manager �é%¤!��M�o�+�Æ�����f�,�;�o�^�Ò�ù�Ô�• Cisco CTL �"�\�����f�;�
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2�æ�Ô���æ�ê�” [SIP�;�\�f�"�.� �X�]�9���J�`�H�����^�é��
.3�o (SIP Trunk Security Profile Configuration)] �����f�<���â  [ ���J�]�$�o�*�Z�f�_�L�^.z.=�
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2�â�å�Ê�”���J�]�$�o�*�Z�f�_�L�^�é.5���Ç�­
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�,�;.z.=�

ö!ª�Ò�á�”"’�>�0���J�]�$�o�*�Z�f�
/��Î�Ò�ù�Ô�•�K�6�3�o�Ç�=�÷�Ò�å�¿�•�'�” Cisco Unified 
Communications Manager �ê  401 �T�6�.�o�+�â�:�C���,�æ�»�Ô���4�V�_�f�+�
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ö!ª�Ô��  TAC �;�\�I�^�*�X�o�9���f�#������
�7�o�^

art Cisco Unified Communications Manager CDR Analysis and 
Reporting

taps Cisco Unified Communications Manager Auto-Register Phone 
Tool

dna Dialed Number Analyzer

drf �:���)�,�2  �]���C�]  �*�,�9�S

SOAP Cisco Unified Communications Manager �:�o�2�L�o�,�æ�»�Ò��������
�á.’�ú� �È�
-��Á�Ú�ü�é  Simple Object Access Protocol API

9Ô�H9Õ �.� �X�]�9���é�Ú�ü�æ�” SOAP �

ö!ª�Ô���Ô�ô�á�é  Web  
� � �J� ] �$�o�*�Z� f �â  HTTPS �Ç� �-Ð�â�Ô�•�* � , �&�ê�” ����
SOAP ���J�]�$�o�*�Z�f�â  HTTP �
�(�P�o�;�Ò�ù�Ö���• ������
HTTP �

ö!ª�Ô���â�=�é���J�]�$�o�*�Z�f�ê�,�Œ�Ò�ù��
�Ô�•�:���_�"�;�]�
���•�Ô���Î�ã�æ���Þ�á�”�Î�é���Á�å
���J�]�$�o�*�Z�f�
  HTTPS �æ���µ�Ô���Î�ã�ê�â�È�ù����
�Ö���•
2-2
Cisco Unified Communications Manager �.� �X�]�9��  �����<
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ö!ª�Ç�:
    Cisco Unified IP Phone �(�o�F�,�â�é  HTTPS         

        

����
�

Cisco Unified IP Phone �(�o�F�,�â�é  HTTPS
�]�]�o�,  8.0 �����ý�è�é  Cisco Unified Communications Manager �â�ê�” Cisco Unified IP Phone �Å���î��������������������
Cisco Unified IP Phone �(�o�F�,�â  HTTPS 1b�>�Ç�(�P�o�;�Ð���á�Å���Õ�”�P�o�;  8080 �â�Ÿ�"�]��  �9������������������
� �,�;� �

ö!ª�Ò�á1b�>�Ç-��
���á�¿�ù�Ò�Ú�•

Cisco Unified Communications Manager � ] � ] � o � ,  8.0 �â �ê� ” Cisco Unified IP Phone �Å � � � î  Cisco   
Unified IP Phone �(�o�F�,�â�” HTTPS�”�g� 
{�”�Å���î�P�o�;  8443 �æ�����(�o�C�é�_�K�å/��Î�Ç�(����������
�P�o�;�Ð���á�¿�ù�Ô�•

�(�P�o�;�Ð�����:�C���,

HTTPS �
�(�P�o�;�Ò�á�¿��  Cisco Unified IP Phone �ê�”�4�é�ã�Å���â�Ô�•

 • 7906

 • 7911

 • 7931

 • 7941

 • 7961

 • 7970

 • 7942

 • 7945

 • 7962

 • 7965

 • 7975

�(�P�o�;�Ð�����Ï(»

HTTPS �
�(�P�o�;�Ò�á�¿���Ï(»�ê�”�4�é�ã�Å���â�Ô�•

 • Cisco Extension Mobility9ÔEM; ���"�,�9�f�*�Z�f  �U�F�]�9��9Õ

 • Cisco Extension Mobility Cross Cluster9ÔEMCC; �"�\�,�24F�é���"�,�9�f�*�Z�f  �U�F�]�9��9Õ

 • Cisco Unified Communications Manager �é  Manager Assistant9ÔIPMA9Õ

 • Cisco Unified IP Phone �(�o�F�,

 • �D�o�0�=�^  �:���_�"�;�]

 • �"�_�:�f�*�V�^���•

Cisco Unified IP Phone �(�o�F�,�é.3�o�]�ˆ

Cisco Unified Communications Manager �]�]�o�,  8.0(1) �â�ê�” HTTPS �
�(�P�o�;�Ô���Ú�ü�æ�”5�.d�Ï��������������
�é.3�o�]�ˆ�æ -+��2-2 �æ$��Ô�.� �X��  URL �D�\�T�o�2�Ç�=�ù���á�¿�ù�Ô�•

�.� �X��  URL �D�\�T�o�2�
.3�o�Ô���æ�ê�” Cisco Unified Communications Manager �é%¤!��M�o�+�Æ���� ���� ������
[ �:�C���, (Device)] > [ �:�C���,�é.3�o (Device Settings)] > [IP Phone�(�o�F�, (Phone Services)] �é5Å������ ������
�æ1¬�ï�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified Communications Manager ���<�R�>�,�;�_�o�*�Z�f  ���� ���� ���
���< �¢�é�Ÿ Cisco Unified IP Phone �(�o�F�,�é.3�o� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•
2-3
Cisco Unified Communications Manager �.� �X�]�9��  �����<����������
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ö!ª�Ç�:���� ����������������
    Cisco Unified IP Phone �(�o�F�,�â�é  HTTPS
-+��2-2 �.� �X��  URL !ª�é5�.d�Ï�é.3�o�]�ˆ ��

�H���o�^�< .‘�ÿ

[ �.� �X��.z.= URL(Secure Authentication 
URL)]

5�.d�Ï�é  Web �(�o�C�æ�»�Ô��-Ð�Þ�
��.=�Ô���Ú�ü�æ�” ����
�Î�é5�.d�Ï�Ç
ö!ª�Ô���.� �X��  URL �
�I
��Ò�ù�Ô�•

9Ô�H9Õ [ �.� �X��.z.= URL(Secure Authentication URL)]  
�é�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V�.� �X��
URL �Ç
ö!ª�Ð���ù�Ô�• �.� �X��  URL �ã5V�.� �X�� ����
��  URL �é
��Ç�
�0�o�Ò�Ú�•�'�”�:�C���,�â�ê�:�� ��
�C���,�é�,�ß�Ï(»�æ���Ó�á1¡�¾�å  URL �Ç1¬�ï�� ��
�Ð���ù�Ô�•

�:�H���^�;�â�ê�”�Î�é  URL �ê�”���f�,�;�o�^�(�æ.3�o�� ��
�Ð���Ú  [Cisco Unified CM �é�Y�o�)  ���J�*�Z�f (Cisco     
Unified CM User Options)] �����f�<���æ���"�.�,�Ò�ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255

[ �.� �X���:���_�"�;�] URL(Secure Directory 
URL)]

5�.d�Ï�Ç�:���_�"�;�]�±�Ž�
���ç�Ô��4Ù�é���ç�0�ã�å
���(�o�C�é�.� �X��  URL �
�I
��Ò�ù�Ô�• �Î�é�D�\�T�o�� ��
�2�æ�ê�”�:���_�"�;�]  �O�2�f�
�ü�Ò�Ú�ã�È�æ�”�.� �X��
�]�9���â�;/��Ð���Ú  Cisco Unified IP Phone �Ç
ö!ª�Ô����������
��  URL �
�0�o�Ò�ù�Ô�•

9Ô�H9Õ [ �.� �X���:���_�"�;�] URL(Secure Directory 
URL)] �é�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V�.��
� �X��  URL �Ç
ö!ª�Ð���ù�Ô�•�.� �X��  URL �ã��������
5V�.� �X��  URL �é
��Ç�
�0�o�Ò�Ú�•�'�”�:�C����
���,�â�ê�:�C���,�é�,�ß�Ï(»�æ���Ó�á1¡�¾�å
URL �Ç1¬�ï�Ð���ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255

[ �.� �X�������<�^ URL(Secure Idle URL)] [ �����<�^�2���Q�o (Idle Timer�”$} )] �H���o�^�<�é�0����
�o�æ�å�Þ�á5�.d�Ï �Ç�� � � �<�^ A�� �æ�å�Þ�Ú�ã�È�æ�”
Cisco Unified IP Phone �é�:���,�J�_���æ-+$��Ô���±�Ž��������
�é�.� �X��  URL �
�I
��Ò�ù�Ô�•�Ú�ã�Ã�ë�”5�.d�Ï�Ç  5 �½��������
4F
ö!ª�Ð���å�Æ�Þ�Ú�ã�È�æ�” LCD 
��æ�`�'�
-+$��â�È��
�ù�Ô�•

9Ô�H9Õ [ �.� �X�������<�^ URL(Secure Idle URL)] �é������
�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V�.� �X��
URL �Ç
ö!ª�Ð���ù�Ô�•�.� �X��  URL �ã5V�.������
� �X��  URL �é
��Ç�
�0�o�Ò�Ú�•�'�”�:�C���,����
�â�ê�:�C���,�é�,�ß�Ï(»�æ���Ó�á1¡�¾�å  URL 
�Ç1¬�ï�Ð���ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255
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ö!ª�Ç�:
    Cisco Unified IP Phone �(�o�F�,�â�é  HTTPS         
[ �.� �X���±�Ž URL(Secure Information URL)]Cisco Unified IP Phone �Ç�K�^�J  �9� �,�;�±�Ž�
��&•����������
�â�È���(�o�C�é�•�²�
$��Ô�.� �X��  URL �
�I
��Ò�ù����
�Ô�•�Î�é�±�Ž�ê�”�Y�o�)�Ç�±�Ž9Ô [i] 9Õ�O�2�f�ù�Ú�ê!ü
�ç%S9Ô[?]9Õ�O�2�f�
�ü�Ô�ã-+$��Ð���ù�Ô�•

9Ô�H9Õ [ �.� �X���±�Ž URL(Secure Information URL)]  
�é�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V�.� �X��
URL �Ç
ö!ª�Ð���ù�Ô�•�.� �X��  URL �ã5V�.������
� �X��  URL �é
��Ç�
�0�o�Ò�Ú�•�'�”�:�C���,����
�â�ê�:�C���,�é�,�ß�Ï(»�æ���Ó�á1¡�¾�å  URL 
�Ç1¬�ï�Ð���ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255

[ � . �  �X � � �T �6 � . �o �+ URL(Secure Messages 
URL)]

�T�6�.�o�+  �(�o�C�é�.� �X��  URL �
�I
��Ò�ù�Ô�• �Y�o������
� ) �Ç�T�6� . �o �+  �O�2� f � 
 �ü�Ô�ã�” Cisco Unified IP   
Phone �ê�Î�é  URL �æ�’&ï�Ð���ù�Ô�•

9Ô�H9Õ [ �.� �X���T�6�.�o�+ URL(Secure Messages 
URL)] �é�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V
�.� �X��  URL �Ç
ö!ª�Ð���ù�Ô�•�.� �X��  
URL �ã5V�.� �X��  URL �é
��Ç�
�0�o�Ò�Ú�•
�'�”�:�C���,�â�ê�:�C���,�é�,�ß�Ï(»�æ���Ó
�á1¡�¾�å  URL �Ç1¬�ï�Ð���ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255

[ �.� �X���(�o�F�, URL(Secure Services URL)]Cisco Unified IP Phone �(�o�F�,�é�.� �X��  URL �
�I������������

��Ò�ù�Ô�•�Î���ê�”�Y�o�)�Ç�(�o�F�,  �O�2�f�
�ü�Ô�ã�” ��
�.� �X�]�9���;/��Ð���Ú  Cisco Unified IP Phone �Ç�’����������
&ï�Ð�����•�²�â�Ô�•

9Ô�H9Õ [ �.� �X���(�o�F�, URL(Secure Services URL)]  
�é�o�
�0�o�Ò�å�¿�ã�”�:�C���,�â�ê5V�.� �X��
URL �Ç
ö!ª�Ð���ù�Ô�•�.� �X��  URL �ã5V�.������
� �X��  URL �é
��Ç�
�0�o�Ò�Ú�•�'�”�:�C���,����
�â�ê�:�C���,�é�,�ß�Ï(»�æ���Ó�á1¡�¾�å  URL 
�Ç1¬�ï�Ð���ù�Ô�•

�:�H���^�;�o�
���Ì�I�����æ�ê�”�Î�é�H���o�^�<�
�I
�\�f�"�é�ù�ù�æ�Ò�ù�Ô�•

�¨�"439æ 255

-+��2-2 �.� �X��  URL !ª�é5�.d�Ï�é.3�o�]�ˆ9Ô&ï�È9Õ

�H���o�^�< .‘�ÿ
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ö!ª�Ç�:���� ����������������
    Internet Explorer 8 �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:

�

    

�����
���f�2�o�J�\���-  �D�\�T�o�2�é.3�o�]�ˆ

HTTPS �
�(�P�o�;�Ô���Ú�ü�æ�” Cisco Unified Communications Manager �]�]�o�,  8.0(1) �â�ê�4�é�Â�Ò�������������
�¿���f�2�o�J�\���-  �D�\�T�o�2�
�(�P�o�;�Ò�á�¿�ù�Ô�•

 • Secured Authentication URL

 • Secured Directory URL

 • Secured Idle URL

 • Secured Information URL

 • Secured Messaged URL

 • Secured Services URL

Internet Explorer 8 �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^������
�3�æ�;�=�Ô���Ç�:

�I�\���)�
�c/à
G�Ô���Ú�î�æ.=�ÿ� �
�]�`�o�<�Ö�Õ�æ�”���"�.�,�
�;/��Ô���æ�ê�”���Õ  Cisco Unified  
Communications Manager �é.=�ÿ� �
  Internet Explorer 8 �æ���f�P�o�;�Ò�ù�Ô�•.=�ÿ� �é/
�T�Ç-+$��Ð������������
���Ú  Web �(���;�ó�é���"�.�,�
&ï-��Ô���•�'�”�Ø�é.=�ÿ� �Ç�>5ì�,�;���æ�=�÷�Ò�å�¿�ã�È�ê�” Internet  
Explorer 8 �ê û�÷�é�.�6�*�Z�f�é4F�Û�Ì.=�ÿ� �
.%�X�Ò�ù�Ô�•

�(�o�C.=�ÿ� �
�3���f�`�o�<�Ò�Ú�ß�ý�” Internet Explorer 8 �ê�•�È&ï�È  Web �(���;�é.=�ÿ� ���\�o�
-+����������
$��Ò�ù�Ô�•�I�\���)�é  [ �>5ì�Ð���Ú�^�o�;.=�ÿ�Ï4P ] �>5ì�,�;���æ���f�P�o�;�ã�ú.=�ÿ� �Ç�=�ù���á�¿����
���•�'�ê�”�Î�é�.� �X�]�9��/
�T�
�u-Þ�â�È�ù�Ô�•

Internet Explorer 8 �é�^�o�;.=�ÿ� �>5ì�,�;���æ  Cisco Unified Communications Manager .=�ÿ� �
���f����������������
�P�o�;�Ô���»5Å�ê�”�4�é�ã�Å���â�Ô�•

�»5Å

�,�9�6�J ��1 Tomcat �(�o�C�é���J�]�$�o�*�Z�f�

ó�–�Ò�ù�Ô 9Ô�Ú�ã�Ã�ë�”�I�\���)�æ  Cisco Unified Communications
Manager �é%¤!��M�o�+�é�N�,�;�,�”�`�o���^�N�,�;�”�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô9Õ �•

�I�\���)�æ�”�Î�é  Web �(���;�Ç�>5ì�Ð���á�¿�å�¿�Î�ã�
$��Ô�Ÿ.=�ÿ� �é���\�o9æ�=�F�%�o�*�Z�f�ê�I�� ��
�`�6�"�Ð���ù�Ò�Ú� �ã�¿�Á�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��2 �(�o�C�æ���"�.�,�Ô���æ�ê�” [ �Î�é�(���;�é4[-é�
&ï-��Ô��  ( �•�Q�Ð���ù�Ö�� )�• ] �
�"�]�6�"�Ò�ù�Ô�•

[Cisco Unified Communications Manager �é%¤!� ] �����f�<���Ç-+$��Ð���”�I�\���)�æ���<�_�,  �C�o�ã�� ���� �
[ .=�ÿ� �é���\�o ] �,�9�o�2�,�Ç/Ò)¡�â-+$��Ð���ù�Ô�•

�,�9�6�J ��3 �(�o�C.=�ÿ� �
���f�P�o�;�Ô���æ�ê�” [ .=�ÿ� �é���\�o ] �,�9�o�2�,  �O�6�"�,�
�"�]�6�"�Ò�á�”�,�9�o�� ��
�2�,  �_�P�o�;�
-+$��Ò�ù�Ô�•�_�P�o�;�â  [ .=�ÿ� �é-+$� ] �]�f�"�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 .=�ÿ� �é.f&¦�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��5 [ .=�ÿ�  ] �����f�<���â  [ �K)x ] �2�I�
1¬�ï�Ò�” [ .=�ÿ� �é���f�,�;�o�^ ] �
�"�]�6�"�Ò�ù�Ô�•

[ .=�ÿ� �é���f�P�o�;  �����)�o�< ] �Ç/à
G�Ò�ù�Ô�•

�,�9�6�J ��6 [ �4�ó ] �
�"�]�6�"�Ò�á�”�����)�o�<�
4?�Ž�Ò�ù�Ô�•

[ .=�ÿ� �,�;�� ] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��7 [ )D
G] ���J�*�Z�f9Ô�����)�o�<�Ç�Î�é.=�ÿ� �2���J�é.=�ÿ� �,�;���
1¬�ï�â�È��9Õ�Ç1¬�ï�Ð���á�¿���Î��
�ã�
#Õ.z�Ò�” [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•
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ö!ª�Ç�:
    Internet Explorer 8 �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:�� ������������

�

���
�,�9�6�J ��8 .3�o�
#Õ.z�Ò�” [ �b
L ] �
�"�]�6�"�Ò�ù�Ô�•

���f�P�o�;�2
Þ�æ4P�Ô���.� �X�]�9��/
�T�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��9 [ �ê�¿ ] �
�"�]�6�"�Ò�á�”.=�ÿ� �
���f�,�;�o�^�Ò�ù�Ô�•

���f�P�o�;  �����)�o�<�æ�Ÿ���f�P�o�;�æ�‘
��Ò�ù�Ò�Ú� �ã-+$��Ð���ù�Ô�•

�,�9�6�J ��10 [OK] �
�"�]�6�"�Ò�ù�Ô�•�4�Á  [ .=�ÿ� �é-+$� ] �]�f�"�
�"�]�6�"�Ô���ã�” [ .=�ÿ�  ] �����f�<���é  [ .=�ÿ���������
� �é�D�, ] �2�I�æ�Ÿ�Î�é.=�ÿ� �ê�ç5ô�½���ù�Ö��� �ã-+$��Ð���ù�Ô�•

�,�9�6�J ��11 ���f�P�o�;�Ò�Ú.=�ÿ� �Ç�>5ì�,�;���æ�½���Î�ã�
#Õ.z�Ô���æ�ê�” Internet Explorer �é�7�o�^�C�o�â  [ �7�o�� ����
�^ ] > [ ���f�2�o�@�6�;  ���J�*�Z�f ] �
�"�]�6�"�Ò�” [ �&�f�9�f�7 ] �2�I�
1¬�ï�Ò�ù�Ô�• [ .=�ÿ�  ] �
�"�]�6�� �������
�"�Ò�” [ �>5ì�Ð���Ú�^�o�;.=�ÿ�Ï4P ] �2�I�
1¬�ï�Ò�ù�Ô�•�]�,�;�
�,�"�`�o�^�Ò�á�”���f�P�o�;�Ò�Ú.=�ÿ��
� �
-×�ß�Ì�ù�Ô�•

.=�ÿ� �é���f�P�o�;�ß�ý�•�È&ï�È�”�I�\���)�æ���<�_�,  �C�o�ã  [ .=�ÿ� �é���\�o ] �,�9�o�2�,�Ç/Ò)¡�â�� ����
-+$��Ð���ù�Ô�•�N�,�;�,�”�`�o���^�N�,�;�”�ù�Ú�ê  IP ���<�_�,�
�c�I
��Ò�á�ý�”�I�\���)�
�]�H�_�6�� ��
�*�X�ù�Ú�ê�c/à
G�Ò�á�ý�”�Î�é�,�9�o�2�,�ê���
���ù�Ö���•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.2-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

.=�ÿ� �é�H�����^�ó�é�&�G�o

.=�ÿ� �
�H�����^�æ�&�G�o�Ò�”�`�o���^�æ�;%¤�Ô���Î�ã�æ���Þ�á�”��-Ð�å�ã�È�æ�¿�ß�â�ý.=�ÿ� �
�ó�0
�Ô���Î�ã�Ç�â�È�ù�Ô�•

�4�é�»5Å�
�s-��Ô���ã�”�¡�0�é.=�ÿ� �;%¤�»�|�â.=�ÿ� �Ç�&�G�o�Ð���ù�Ô�•.=�ÿ� �é�]�ˆ�
�H�����^�æ
�&�G�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 [ .=�ÿ� �é���\�o ] �,�9�o�2�,  �O�6�"�,�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��2 [ .=�ÿ� �é-+$� ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 [ .f&¦.3�o ] �2�I�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 [ �H�����^�æ�&�G�o ] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 [ .=�ÿ� �é���"�,�P�o�;  �����)�o�< ] �Ç-+$��Ð���ù�Ô�• [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��6 �H�����^�»�|�
�o'õ�Ô���4�é�]�,�;�Æ��1¬�ï�Ô���Î�ã�Ç�â�È�ù�Ô�•���"�,�P�o�;  �H�����^�æ
ö!ª�Ô����
�H�����^�»�|�
1¬�ï�Ò�á�” [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

 • [DER encoded binary X.509 (.CER)]9æDER �

ö!ª�Ò�á���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•

 • [Base-64 encoded X.509 (.CER)]9æ�;/��Ð���Ú�C���=�]�Ý
ƒ�H�����^�
���f�2�o�@�6�;&»!±�â1M�>������
�Ò�ù�Ô�• ASCII �9� �,�;�»�|�

ö!ª�Ò�á�H�����^�é#•�Ê�
4•�[�Ò�ù�Ô�•

 • [Cryptographic Message Syntax Standard-PKCS #7 Certificates (.P7B)]9æ.=�ÿ� �ã�”.z.=�D�,�]�é������������
�Ô�ô�á�é.=�ÿ� �
�”1¬�ï�Ò�Ú  PC �æ���"�,�P�o�;�Ò�ù�Ô�•

�,�9�6�J ��7 �H�����^�é�&�G�o�
���"�,�P�o�;�Ô���•�²�æ$–
G�Ò�á�”�H�����^�é�,�è�
�0�o�Ò�ù�Ô�• [ �;�= ] �
�"�]�6��
�"�Ò�ù�Ô�•
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%Y 2 %(      HTTP over SSL 9ÔHTTPS9Õ�é
ö!ª�Ç�:���� ����������������
    Firefox �â�é  HTTPS �é
ö!ª�Ç�:

  
r       
�,�9�6�J ��8 �H�����^�,�ã�D�,�Ç  [ .=�ÿ� �é���"�,�P�o�;  �����)�o�< ] �M���f�æ-+$��Ð���ù�Ô�• [ �4�ó ] �
�"�]�6�"�Ò�� ������
�ù�Ô�•

�,�9�6�J ��9 �H�����^�ã.3�o�Ç-+$��Ð���ù�Ô�• [ &³
L ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��10 ���"�,�P�o�;�Ç�\�ñ�æ-��
���Ú�Î�ã�
$��Ô�3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���” [OK] �
�"�]�6�"�Ò�ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.2-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Firefox �â�é  HTTPS �é
ö!ª�Ç�:
Cisco Unified Communications Manager �
���f�,�;�o�^�ù�Ú�ê���6�J�#�_�o�<�Ò�Ú�ß�æ�”�Ë�ü�á  Cisco   
Unified Communications Manager �é%¤! � �M �o �+ �ù �Ú �ê 
 • �é  Cisco Unified Communications Manage
SSL �»��
’�Ð�:���_�"�;�]�æ�I�\���)  �"�\�����f�;�Æ�����"�.�,�Ô���ã�”�(�o�C�
�>5ì�Ô���Æ�ä�Á�Æ�
����
#Õ.z�Ô���.� �X�]�9��/
�T�é�3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���”�4�é
Þ�:�é�¿�Õ���Æ  1 �ß�
�s-��Ô����-Ð�Ç�½���ù�Ô�•

 • [ 
Â4¾�H�
!�.��Ò�Ú
��â�’&ï�Ô���æ�ê ] �
�"�]�6�"�Ò�á�” û�÷�é  Web �.�6�*�Z�f�æ�»�Ò�á�Û�Ì.=�ÿ������
� �
�>5ì�Ò�ù�Ô�• û�÷�é�.�6�*�Z�f�æ�»�Ò�á�Û�Ì.=�ÿ� �
�>5ì�Ô���ã�”�.� �X�]�9��/
�T�é�3����
�`�#�O�6�"�,�ê�”�>5ì�â�È���H���^�3�æ.=�ÿ� �
���f�,�;�o�^�Ô���ù�â�”���J�]�$�o�*�Z�f�æ���"
�.�,�Ô���Ú�î�æ-+$��Ð���ù�Ô�•

 • [ �,�2�o�;�M�o�+�æ�¯�� ] �
�"�]�6�"�Ò�á�”�2
Þ�
�����–�Ò�ù�Ô�•.z.=�ê-��
���Õ�” Web ���J�]�$�o����
�*�Z�f�æ���"�.�,�Ô���Î�ã�ê�â�È�ù�Ö���• Web ���J�]�$�o�*�Z�f�æ���"�.�,�Ô���æ�ê�” [ 
Â4¾�H�
��
!�.��Ò�Ú
��â�’&ï�Ô���æ�ê ] �
�"�]�6�"�Ô����-Ð�Ç�½���ù�Ô�•

�4�é�&5Ä�â�ê�” Firefox �I�\���)�â  HTTPS �

ö!ª�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �ŸFirefox 3.x �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:�  9ÔP.2-89Õ

 • �Ÿ.=�ÿ� �é�H�����^�ó�é�&�G�o�  9ÔP.2-99Õ

Firefox 3.x �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:

�I�\���)  �"�\�����f�;�â  HTTPS .=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Tomcat �(�o�C�æ���"�.�,�Ò�ù�Ô9Ô�Ú�ã�Ã�ë�”�I�\���)�æ  Cisco Unified Communications Manager �é%¤������������
!��M�o�+�é�N�,�;�,�”�`�o���^�N�,�;�”�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô9Õ �•

�,�9�6�J ��2 �.� �X�]�9��/
�T�é�3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���” [ 
Â4¾�H�
!�.��Ò�Ú
��â�’&ï�Ô���æ�ê ] �
�"�]�6��
�"�Ò�ù�Ô�•

�,�9�6�J ��3 [ �����
1J
� ] �
�"�]�6�"�Ò�ù�Ô�•

[ �.� �X�]�9�������é1J
� ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��4 [ .=�ÿ� �
���ç ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 [ �4�Á
•4 �æ�ý�Î�é�����
�­
2�æ�Ô�� ] �4���6�"�O�6�"�,�
���f�æ�Ò�ù�Ô�•
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%Y 2 %(      HTTP over SSL 9ÔHTTPS9Õ�é
ö!ª�Ç�:
    Firefox �â�é  HTTPS �é
ö!ª�Ç�:�� ������������
�,�9�6�J ��6 [ �.� �X�]�9�������
�Ú.z ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��7 .=�ÿ� �é.f&¦�
-+$��Ô���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•

a. Firefox �I�\���)�Æ���” [ �7�o�^ ] > [ ���J�*�Z�f ] �
�"�]�6�"�Ò�ù�Ô�•

[ ���J�*�Z�f ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

b. [ .f&¦ ] �
�"�]�6�"�Ò�ù�Ô�•

c. [ .=�ÿ� �
-+$� ] �
�"�]�6�"�Ò�ù�Ô�•

[ .=�ÿ� �Q�@�o�+�V ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

d. -+$��Ô��.=�ÿ� �
�•.ž-+$��Ò�á�” [ -+$� ] �
�"�]�6�"�Ò�ù�Ô�•

[ .=�ÿ� �F�X�o�� ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

e. [ .f&¦ ] �2�I�
�"�]�6�"�Ò�ù�Ô�•

f. [ .=�ÿ� �é�H���o�^�< ] �H���o�^�<�â�”-+$��Ô���H���o�^�<�
�•.ž-+$��Ò�ù�Ô�•

[ �H���o�^�<�é�o ] �H���o�^�<�æ.f&¦�Ç-+$��Ð���ù�Ô�•

g. [ .=�ÿ� �F�X�o�� ] �3�����`�#�O�6�"�,�â�” [ 4=�Ó�� ] �
�"�]�6�"�Ò�ù�Ô�•

h. [ .=�ÿ� �Q�@�o�+�V ] �3�����`�#�O�6�"�,�â�” [OK]  �
�"�]�6�"�Ò�ù�Ô�•

.=�ÿ� �é�H�����^�ó�é�&�G�o

.=�ÿ� �
�H�����^�æ�&�G�o�Ò�”�`�o���^�æ�;%¤�Ô���Î�ã�æ���Þ�á�”��-Ð�å�ã�È�æ�¿�ß�â�ý.=�ÿ� �
�ó�0
�Ô���Î�ã�Ç�â�È�ù�Ô�•

�4�é�»5Å�
�s-��Ô���ã�”�¡�0�é.=�ÿ� �;%¤�»�|�â.=�ÿ� �Ç�&�G�o�Ð���ù�Ô�•.=�ÿ� �é�]�ˆ�
�H�����^�æ
�&�G�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Firefox �I�\���)�Æ���” [ �7�o�^ ] > [ ���J�*�Z�f ] �
�"�]�6�"�Ò�ù�Ô�•

[ ���J�*�Z�f ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��2 �ù�Û1¬�ï�Ð���á�¿�å�¿�•�'�ê�” [ .f&¦ ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 [ �g� 
{ ] �2�I�
�"�]�6�"�Ò�á�” [ .=�ÿ� �
-+$� ] �
�"�]�6�"�Ò�ù�Ô�•

[ .=�ÿ� �Q�@�o�+�V ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��4 [ �(�o�C.=�ÿ�  ] �2�I�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 �&�G�o�Ô��.=�ÿ� �
�•.ž-+$��Ò�á�” [ ���"�,�P�o�; ] �
�"�]�6�"�Ò�ù�Ô�•

[ .=�ÿ� �
�H�����^�æ�;�= ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��6 �H�����^�é�&�G�o�5�æ$–
G�Ò�ù�Ô�•

�,�9�6�J ��7 [ �H�����^�é$³6� ] �<�`�6�J�3���f  �]�,�;�â�”�4�é���J�*�Z�f�Æ���H�����^  �2���J�
1¬�ï�Ò�ù�Ô�•

 • [X.509 .=�ÿ� 9Ô PEM9Õ]9æPEM �

ö!ª�Ò�á���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•

 • [ .=�ÿ� �D�,�
�=�û  X.509 .=�ÿ� 9Ô PEM9Õ]9æ�J�\���C�*�o  ���f�B�f�,�;  �T�o�^�

ö!ª�Ò�á�”.=�ÿ� ��������
�4���o�f�
��.=�Ò�”���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•

 • [X.509 .=�ÿ� 9Ô DER9Õ]9æDER �

ö!ª�Ò�á���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•
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%Y 2 %(      HTTP over SSL 9ÔHTTPS9Õ�é
ö!ª�Ç�:���� ����������������
    Safari �â�é  HTTPS �é
ö!ª�Ç�:

  
r       
 • [X.509 .=�ÿ� 9Ô PKCS#79Õ]9æPKCS#7 �ê�”�:�o�2�é'Ñ�,�ù�Ú�ê�g� 
{�é�¡�0�â�Ô�•'Ñ�,�Ð���Ú�:�o�� ��
�2�é��.=�æ��-Ð�æ�å���Ú�ü�”.=�ÿ� �
  SignedData �t1g�æ�=�ü���Î�ã�Ç�â�È�ù�Ô�• .P7C �H�����^�ê�” ������
'Ñ�,�Ç��-Ð�å�:�o�2�
�,�Ú�å�¿'W1L�Ò�Ú  SignedData �t1g�â�Ô�•

 • [ .=�ÿ� �D�,�
�=�û  X.509 .=�ÿ� 9Ô PKCS#79Õ]9æPKCS#7 �

ö!ª�Ò�á�”.=�ÿ� �4���o�f�
��.=�Ò�” ������
���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•

�,�9�6�J ��8 [ �;�= ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��9 [OK]  �
�"�]�6�"�Ò�ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.2-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Safari �â�é  HTTPS �é
ö!ª�Ç�:
Cisco Unified Communications Manager �
���f�,�;�o�^�ù�Ú�ê���6�J�#�_�o�<�Ò�Ú�ß�æ�”�Ë�ü�á  Cisco   
Unified Communications Manager �é%¤!��M�o�+�ù�Ú�ê
• �é  Cisco Unified Communications Manage
SSL �»��
’�Ð�:���_�"�;�]�æ�I�\���)  �"�\�����f�;�Æ�����"�.�,�Ô���ã�”�(�o�C�
�>5ì�Ô���Æ�ä�Á�Æ�
����
#Õ.z�Ô��  [ �.� �X�]�9���é/
�T ] �3�����`�#�O�6�"�,�Ç-+$��Ð���ù�Ô�•

�3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���”�4�é
Þ�:�é�¿�Õ���Æ  1 �ß�
�s-��Ô����-Ð�Ç�½���ù�Ô�•

 • [ �ê�¿ ] �
�"�]�6�"�Ò�á�” û�÷�é  Web �.�6�*�Z�f�æ�ß�¿�á�Û�Ì.=�ÿ� �
�>5ì�Ô�����Á�æ1¬�ï�Ò�ù�Ô�• ������
 û�÷�é�.�6�*�Z�f�æ�»�Ò�á�Û�Ì.=�ÿ� �
�>5ì�Ô���ã�” [ �.� �X�]�9���é/
�T ] �3�����`�#�O�6�"�,�ê�” ��
�>5ì�â�È���H���^�3�æ.=�ÿ� �
���f�,�;�o�^�Ô���ù�â�”���J�]�$�o�*�Z�f�æ���"�.�,�Ô���Ú�î�æ-+
$��Ð���ù�Ô�•

 • [ .=�ÿ� �
-+$� ] > [ .=�ÿ� �é���f�,�;�o�^ ] �é5Å�æ�"�]�6�"�Ò�á�”.=�ÿ� �é���f�,�;�o�^
Þ�:�
�s-�������
�Ò�ù�Ô�•�Î�é�•�'�”�ñ�æ.=�ÿ� �
�>5ì�Ô���Î�ã�æ�å���ù�Ô�•�>5ì�â�È���H���^�3�æ.=�ÿ� �
���f�,
�;�o�^�Ô���ã�” Web ���J�]�$�o�*�Z�f�æ���"�.�,�Ô���Ú�î�æ  [ �.� �X�]�9���é/
�T ] �3�����`�#�O�6������
�"�,�Ç-+$��Ð�����Î�ã�ê�½���ù�Ö���•

 • [ �¿�¿�Ã ] �
�"�]�6�"�Ò�á�”�2
Þ�
�����–�Ò�ù�Ô�•.z.=�ê-��
���Õ�” Web ���J�]�$�o�*�Z�f�æ���"�.����
�,�Ô���Î�ã�ê�â�È�ù�Ö���• Web ���J�]�$�o�*�Z�f�æ���"�.�,�Ô���æ�ê�” [ �ê�¿ ] �
�"�]�6�"�Ô���Æ�” ����
�ù�Ú�ê  [ .=�ÿ� �
-+$� ] > [ .=�ÿ� �é���f�,�;�o�^ ] ���J�*�Z�f�

ö!ª�Ò�á.=�ÿ� �
���f�,�;�o�^�Ô��������
����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ Cisco Unified Communications Manager �ó�é���"�.�,�æ
ö!ª�Ô�����<�_�,�ê�”.=�ÿ� �æ.%0¿�Ð��������
���á�¿���,�è�ã	û)L�Ô����-Ð�Ç�½���ù�Ô�•	û)L�Ò�å�¿�•�'�ê�”�:�H���^�;�â�T�6�.�o�+�Ç-+$�
�Ð���ù�Ô�•�>5ì�â�È���H���^�3�æ.=�ÿ� �
���f�,�;�o�^�Ò�Ú�ß�”�`�o���^�N�,�;�ù�Ú�ê  IP ���<����
�_�,�

ö!ª�Ò�á  Web ���J�]�$�o�*�Z�f�æ���"�.�,�Ô���ã�”�.� �X�]�9��.=�ÿ� �é�,�è�Ç�”���"����
�.�,�Ò�á�¿���(���;�é�,�è�ã	û)L�Ò�å�¿�Î�ã�
$��Ô�.� �X�]�9���é/
�T�Ç-+$��Ð���ù�Ô�•

�4�é�&5Ä�â�ê�” Safari �â  HTTPS �

ö!ª�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �ŸSafari 4 �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:�  9ÔP.2-119Õ

 • �Ÿ.=�ÿ� �é�H�����^�ó�é�&�G�o�  9ÔP.2-119Õ
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%Y 2 %(      HTTP over SSL 9ÔHTTPS9Õ�é
ö!ª�Ç�:
    Safari �â�é  HTTPS �é
ö!ª�Ç�:�� ������������
Safari 4 �

ö!ª�Ò�á.=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���Ç�:

�I�\���)  �"�\�����f�;�â  HTTPS .=�ÿ� �
�>5ì�â�È���H���^�3�æ�;�=�Ô���æ�ê�” �4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Tomcat �(�o�C�æ���"�.�,�Ò�ù�Ô9Ô�Ú�ã�Ã�ë�”�I�\���)�æ  Cisco Unified Communications Manager �é%¤������������
!��M�o�+�é�N�,�;�,�”�`�o���^�N�,�;�”�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô9Õ �•

�,�9�6�J ��2 [ �.� �X�]�9���é/
�T ] �3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���” [ .=�ÿ� �
-+$� ] �
�"�]�6�"�Ò�ù�Ô�•

.=�ÿ� �é�:�o�2�
#Õ.z�Ô���•�'�ê�” [ .f&¦ ] �2�I�
�"�]�6�"�Ò�á�”.=�ÿ� �é.f&¦�
-+$��â�È�ù�Ô�•.3�o�é��
�(�I�.�6�;�
-+$��Ô���æ�ê9Ô
ö!ª��(»�å�•�'9Õ �”�4�é���J�*�Z�f�é�¿�Õ���Æ  1 �ß�
1¬�ï�Ò�ù�Ô�•

 • [ �Ô�ô�á ]9æ�Ô�ô�á�é���J�*�Z�f�Ç  [ .f&¦ ] �M���f�æ-+$��Ð���ù�Ô�•

 • [ �C�o�+�Z�f  1 �é�H���o�^�<�é�ú ]9æ[ �C�o�+�Z�f ]�” [ �*�]���^!ß� ] �” [ 'Ñ�,���^�'�]�-�S ]�” [ "’�� ��
-�(* ]�” [ �­
2�¼4F�é4?�Ž ]�” [ �­
2�¼4F�é&³
L ]�” [ �(�I�+���"�; ]�”�Å���î  [ �O4?� �o ] �é�&���J�� ��
�*�Z�f�Ç-+$��Ð���ù�Ô�•

 • [ ���›�Ï(»�é�ú ]9æ[ �(�I�+���"�;  � �o/��Î�6 ]�” [ � �o
ö!ª�: ]�”�Å���î  [ ���›� �o
ö!ª�: ] �é�&���� ����
�J�*�Z�f�Ç-+$��Ð���ù�Ô�•

 • [ 2€-Ð�å���›�Ï(»�é�ú ]9æ�=�÷�Ô���•�'�ê  [ 2€-Ð�å���›�Ï(» ] �Ç-+$��Ð���ù�Ô�•

 • [ �J�`�D�9���é�ú ]9æ[ ��
Á���^�'�]�-�S ] �ã  [ ��
Á ] ���J�*�Z�f�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��3 [ .=�ÿ�  ] �M���f�é  [ .=�ÿ� �é���f�,�;�o�^ ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 [ .=�ÿ� �é���f�P�o�;  �����)�o�< ] �Ç-+$��Ð���Ú���” [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 [ .=�ÿ� �
�Ô�ô�á�4�é�,�;���æ2)'Î�Ô�� ] ���J�*�Z�f  �O�2�f�
�"�]�6�"�Ò�” [ 
ó�– ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��6 [ �>5ì�Ð���Ú�^�o�;.=�ÿ�Ï4P ] �

ó�–�Ò�”1¬�ï�Ò�á�” [OK]  �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��7 [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��8 [ �b
L ] �
�"�]�6�"�Ò�ù�Ô�•

[ �.� �X�]�9��/
�T ] �O�6�"�,�æ.=�ÿ� �é��
Á�Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��9 [ �ê�¿ ] �
�"�]�6�"�Ò�á�”.=�ÿ� �
���f�,�;�o�^�Ò�ù�Ô�•

���f�P�o�;�Ç�\�ñ�æ-��
���Ú�Î�ã�
$��Ô�T�6�.�o�+�Ç-+$��Ð���ù�Ô�• [OK] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��10 �3�����`�#�O�6�"�,�é��
��æ-+$��Ð����  [OK] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��11 .=�ÿ� �
�>5ì�Ò�á�” 
y�ß�Î�é�3�����`�#�O�6�"�,�
-+$��Ò�å�¿���Á�æ�Ô���æ�ê�” [ �ê�¿ ] �
�"�]�6�"�Ò�ù�Ô�•

�E�f�; [ .=�ÿ�  ] �M���f�é  [ .=�ÿ�é�D�, ] �2�I�
�"�]�6�"�Ò�á�”.=�ÿ� �Ç�\�ñ�æ���f�,�;�o�^�Ð���Ú�Î�� ����
�ã�
#Õ.z�â�È�ù�Ô�•

.=�ÿ� �é�H�����^�ó�é�&�G�o

.=�ÿ� �
�H�����^�æ�&�G�o�Ò�”�`�o���^�æ�;%¤�Ô���Î�ã�æ���Þ�á�”��-Ð�å�ã�È�æ�¿�ß�â�ý.=�ÿ� �
�ó�0
�Ô���Î�ã�Ç�â�È�ù�Ô�•

�4�é�»5Å�
�s-��Ô���ã�”�¡�0�é.=�ÿ� �;%¤�»�|�â.=�ÿ� �Ç�&�G�o�Ð���ù�Ô�•.=�ÿ� �é�]�ˆ�
�H�����^�æ
�&�G�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•
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%Y 2 %(      HTTP over SSL 9ÔHTTPS9Õ�é
ö!ª�Ç�:���� ����������������
    
ó((�±�Ž

�

�»5Å

�,�9�6�J ��1 [ �.� �X�]�9���é/
�T ] �3�����`�#�O�6�"�,�â�” [ .=�ÿ� �
-+$� ] �
�"�]�6�"�Ò�ù�Ô�•

�E�f�; Safari �é�•�'�ê�” [ .=�ÿ� �é���\�o ] �,�9�o�2�,  �O�6�"�,�
�"�]�6�"�Ò�á�” [ .=�ÿ� �
-+$� ] ���� ������
�J�*�Z�f�
-+$��Ò�ù�Ô�•

�,�9�6�J ��2 [ .f&¦ ] �2�I�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 [ �H�����^�æ�&�G�o ] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 [ .=�ÿ� �é���"�,�P�o�;  �����)�o�< ] �Ç-+$��Ð���ù�Ô�• [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 �H�����^�»�|�
�o'õ�Ô���4�é�]�,�;�Æ��1¬�ï�Ô���Î�ã�Ç�â�È�ù�Ô�•���"�,�P�o�;  �H�����^�æ
ö!ª�Ô���H����
���^�»�|�
1¬�ï�Ò�á�” [ �4�ó ] �
�"�]�6�"�Ò�ù�Ô�•

 • [DER encoded binary X.509 (.CER)]9æDER �

ö!ª�Ò�á���f�9���9��4F�â�±�Ž�
0©1M�Ò�ù�Ô�•

 • [Base 64 encoded X.509 (.CER)]9æ�;/��Ð���Ú�C���=�]�Ý
ƒ�H�����^�
���f�2�o�@�6�;&»!±�â1M�>�� ������
�Ò�ù�Ô�• ASCII �9� �,�;�»�|�

ö!ª�Ò�á�H�����^�é#•�Ê�
4•�[�Ò�ù�Ô�•

 • [Cryptographic Message Syntax Standard-PKCS #7 .=�ÿ�  (.P7B)]9æ.=�ÿ� �ã�”.z.=�D�,�]�é�Ô�ô�� �������
�á�é.=�ÿ� �
�”1¬�ï�Ò�Ú  PC �æ���"�,�P�o�;�Ò�ù�Ô�•

�,�9�6�J ��6 �H�����^�é�&�G�o�
���"�,�P�o�;�Ô���•�²�æ$–
G�Ò�á�”�H�����^�é�,�è�
�0�o�Ò�ù�Ô�• [ �;�= ] �
�"�]�6��
�"�Ò�ù�Ô�•

�,�9�6�J ��7 �H�����^�,�ã�D�,�Ç  [ .=�ÿ� �é���"�,�P�o�;  �����)�o�< ] �M���f�æ-+$��Ð���ù�Ô�• [ �4�ó ] �
�"�]�6�"�Ò�� ������
�ù�Ô�•

�,�9�6�J ��8 �H�����^�ã.3�o�Ç-+$��Ð���ù�Ô�• [ &³
L ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��9 ���"�,�P�o�;�Ç�\�ñ�æ-��
���Ú�Î�ã�
$��Ô�3�����`�#�O�6�"�,�Ç-+$��Ð���Ú���” [OK]  �
�"�]�6�"�Ò�ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.2-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•


ó((�±�Ž
4P1j5Ä"á

�Ÿ.=�ÿ� �  9ÔP.1-159Õ

�*�,�&�é4P1j�Q�>�X���^

 • �¡ Cisco Unified Serviceability Administration Guide�¢

 • �¡ Cisco Unified Communications Manager ���<�R�>�,�;�_�o�*�Z�f  �����< �¢

 • �I�»��(»�å  HTTPS 4P1j�é  Microsoft �é/—�±
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Cisco Unified Co
C H A P T E R 3

�:�H���^�;�é�.� �X�]�9��

�Î�Î�â�ê�”�4�é�]�ˆ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

 • �Ÿ�N-Ð� 9ÔP.3-19Õ

 • �Ÿ�>5ì��.=�(�o�F�,�  9ÔP.3-19Õ

 • �Ÿ�Ë�¼�>5ì�]�,�;�  9ÔP.3-29Õ

 • �Ÿ)D
G"“3s� 9ÔP.3-39Õ

 • �Ÿ�(�P�o�;�Ð���á�¿��  Cisco Unified IP Phone� 9ÔP.3-39Õ

 • �Ÿ.=�ÿ� �é�c!¢�‘�  9ÔP.3-49Õ

 • �ŸTFTP .=�ÿ� �c!¢�‘�ß�é�*�,�9�S�é�C�6�"���6�J�  9ÔP.3-69Õ

 • �ŸCisco Unified Communications Manager �]�]�o�,  7.x �Æ���]�]�o�,  8.0 �ó�é���6�J�#�_�o�<� 
9ÔP.3-69Õ

 • �Ÿ8.0 �����ý�è�é�]�]�o�,�ó�é�"�\�,�2�é�`�o�^�C�6�"�  9ÔP.3-79Õ

�N-Ð
�:�H���^�;�é�.� �X�]�9���ê�”�4�é)D
G�.� �X�]�9���Ï(»�
  Cisco Unified IP Phone �æ�­���Ò�ù�Ô�•

 • 5�.d�Ï.3�o�H�����^�é'Ñ�,

 • 5�.d�Ï.3�o�H�����^�é�g� 
{�æ�»�Ô���(�P�o�;

 • Tomcat �Å���î
•�é  Web �(�o�F�,9Ô MIDlet9Õ�â�é https

Cisco Unified Communications Manager �]�]�o�,  8.0 �â�ê�” CTL �"�\�����f�;�
�s-��Ö�Õ�æ�”�Î������������������
�é�.� �X�]�9���Ï(»�
�:�H���^�;�â
ö!ª�â�È�ù�Ô�•

9Ô�H9Õ �.� �X���å�*�#�=�]�f�#�Å���î�T�:�����æ�ß�¿�á�ê�”�•�È&ï�È  CTL �"�\�����f�;�
�s-��Ò�á�”�B�o�<����
������  eToken �

ö!ª�Ô���Î�ã�Ç��-Ð�â�Ô�•

�>5ì��.=�(�o�F�,
Trust Verification Service9ÔTVS; �>5ì��.=�(�o�F�,9Õ�ê�”�:�H���^�;�é�.� �X�]�9���é
%-Ð�&�f�P�o�@������
�f�;�â�Ô�• TVS �

ö!ª�Ô���ã�” HTTPS �
#Õ%��Ò�á�¿���ã�È�æ�” Cisco Unified IP Phone �â  EM �(�o�F����������������
�,�”�:���_�"�;�]�”�Å���î  MIDlet �å�ä�é���J�]�$�o�*�Z�f  �(�o�C�
.z.=�â�È�ù�Ô�•
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%Y 3 %(      �:�H���^�;�é�.� �X�]�9������ ������������
    �Ë�¼�>5ì�]�,�;
TVS �â�­���Ð�����Ï(»�ê�4�é�ã�Å���â�Ô�•

 • �,�$�o�\�F�]�9��9æ Cisco Unified IP Phone �é�]�0�o�,�ê�”�>5ì�Ô��.=�ÿ� �é�™�æ�Ç5À�Ð���ù�Ö���•

 • �50¨�H9æ�>5ì.=�ÿ� �é1J
��ù�Ú�ê�å4°�Ç�”�*�,�9�S�]�â)D
G"›�æ
û���Ð���ù�Ô�•

 • �:�H���^�;�é�.� �X�]�9��9æ�T�:�����Å���î�*�#�=�]�f�#�é�.� �X�]�9��
•���é�Ï(»�ê�:�H���^�;
�é���f�,�;�o�^�æ�=�ù���á�Å���”�Y�o�)�2
Þ�ê��-Ð�½���ù�Ö���•

9Ô�H9Õ �.� �X���å�*�#�=�]�f�#�Å���î�T�:�����
�­
2�æ�Ô���æ�ê�” CTL �"�\�����f�;�Ç��-Ð�â�Ô�•

TVS �é�N-Ð

�>5ì��.=�(�o�F�,�é�n�Ä�N�(�ê�4�é�ã�Å���â�Ô�•

 • TVS �ê  Cisco Unified Communications Manager �(�o�C�â$¿
G�Ò�á�” Cisco Unified IP Phone �é
•��������������������
�
���æ.=�ÿ� �
.z.=�Ò�ù�Ô�•

 • �>5ì�â�È��.=�ÿ� �
�Ô�ô�á�3���f�`�o�<�Ô���é�â�ê�å�Ê�” Cisco Unified IP Phone �â�ê  TVS �
�>5ì������������
�Ô���Û�Ì�â�ã�ú�ù�Ô�•

 • TVS .=�ÿ� �Å���î�¿�Ê�ß�Æ�é� �o.=�ÿ� �Ç�” Identity Trust List9ÔITL; ID �>5ì�]�,�;9Õ�ã�¿�Á�Â�Ò����������
�¿�H�����^�æ�ù�ã�ü�����ù�Ô�•

 • ITL �H�����^�ê�”�Y�o�)�2
Þ�å�Ò�â)D
G"›�æ!¢�‘�Ð���ù�Ô�•

 • ITL �H�����^�ê�” Cisco Unified IP Phone �æ���Þ�á�3���f�`�o�<�Ð���”�Î�Î�Æ���>5ì�±�Ž�Ç���ç�Ð���ù�Ô�•

�Ë�¼�>5ì�]�,�;
�4�é�2�,�"�
�s-��Ô���æ�ê�” Cisco Unified IP Phone �æ Initial Trust List9ÔITL; �Ë�¼�>5ì�]�,�;9Õ�Ç��-Ð�â�Ô�•

 • .3�o�H�����^�é'Ñ�,�é.z.=

 • CAPF �ã�é�_�K�å1b.d9Ô.3�o�H�����^�é�g� 
{�
�(�P�o�;�Ô���Ú�ü�é�è�­�æ
™9Õ

 • TVS �æ�»�Ô���>5ì9Ô $�æ  https .=�ÿ� �é.z.=9Õ

Cisco Unified IP Phone �æ�â�=�é  CTL �H�����^�Ç�å�¿�•�'�”�¨�Ë�é  ITL �H�����^�Ç9Ô CTL �H�����̂ �é������������������
�•�'�ã�+�}�æ9Õ)D
G"›�æ�>5ì�Ð���ù�Ô�•�ß&ï�é  ITL �H�����^�Ç�+�Ó  TFTP $•�’3›�â'Ñ�,�Ð���á�¿���Æ�” ��������
�ù�Ú�ê  TVS �â'Ñ�,(*�æ���Ó�Ú.=�ÿ� �
10�Ô�Î�ã�Ç�â�È����-Ð�Ç�½���ù�Ô�•

Cisco Unified IP Phone �æ�â�=�é  CTL �H�����^�Ç�½���•�'�ê�”�Ø�é  CTL �H�����^�

ö!ª�Ò�á  ITL �H����������������������
���^�é'Ñ�,�
.z.=�Ò�ù�Ô�•

ITL �H�����^

ITL �H�����^�æ�ê�”�Ë�¼�>5ì�]�,�;�Ç�p&Š�Ð���ù�Ô�• ITL �H�����^�ê  CTL �H�����^�ã�+�Ó�»�|�â�”�n��������
�Ä"›�æ�ê  CTL �H�����^�é�Ê�3 ��ù�Ú�ê'W�Ê ��â�Ô�• ITL �H�����^�æ1¡!ª�Ð�����û�H�ê�”�4�é�ã�Å���â�Ô�•

 • CTL �H�����^�ã�ê!ã�å���” ITL �H�����^�ê�"�\�,�2�é���f�,�;�o�^�(�æ�*�,�9�S�æ���Þ�á)D
G"›�æ����

Þ�‘�Ð���”�]�ˆ�é���•�Ç��-Ð�æ�å�Þ�Ú�•�'�æ�ê�”)D
G"›�æ�•�Â�Ð���ù�Ô�•

 • ITL �H�����^�æ  eToken �ê
�-Ð�â�Ô�•�Î�é�H�����^�ê�0�H�;  eToken9ÔTFTP $•�’3›9Õ�

ö!ª�Ò�ù�Ô�•

 • ITL �H�����^�ê�”�I�o�;�(�ù�Ú�ê�]�.�6�;�(�æ  CTL �H�����^9Ô�½���•�'9Õ�Ç�3���f�`�o�<�Ð���Ú������
�ß�Ô�Ë�æ�” Cisco Unified IP Phone �æ���Þ�á�3���f�`�o�<�Ð���ù�Ô�•
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%Y 3 %(      �:�H���^�;�é�.� �X�]�9��
    )D
G"“3s��������

    

  
ITL �H�����^�é�]�ˆ

ITL �H�����^�æ�ê�”�4�é.=�ÿ� �Ç�=�ù���ù�Ô�•

 • TFTP �(�o�C�é.=�ÿ� �•�Î�é.=�ÿ� �

ö!ª�Ô���ã�” ITL �H�����^�é'Ñ�,�Å���î5�.d�Ï.3�o�H�����^�� ��
�é'Ñ�,�
.z.=�â�È�ù�Ô�•

 • �"�\�,�2�]�é�Ô�ô�á�é  TVS .=�ÿ� �•�Î�é.=�ÿ� �

ö!ª�Ô���ã�”5�.d�Ï�ê  TVS �ã�_�K�æ1b�>�Ò�á.=�� ������
�ÿ� .z.=�
-Ð�Þ�â�È�ù�Ô�•

 • CAPF .=�ÿ� �•�Î�é.=�ÿ� �

ö!ª�Ô���ã�”.3�o�H�����^�é�g� 
{�
�(�P�o�;�â�È�ù�Ô�• ITL �H������ ��
�^�æ��5Ç�ã�¿�Á�
�Ì�â�ê�½���ù�Ö���Ç9Ô TVS �â.z.=�â�È��9Õ �” CAPF .=�ÿ� �æ���Þ�á  CAPF �ó�é�’�� ������
&ï�Ç%ò��
{�Ð���ù�Ô�•

CTL �H�����^�ã�+�}�æ�” ITL �H�����^�æ�ê.=�ÿ� �Ï�ã�æ  1 �ß�é�_�&�o�<�Ç�p&Š�Ð���ù�Ô�•�&�_�&�o�<�é�� ������
�]�ˆ�ê�4�é�ã�Å���â�Ô�•

 • .=�ÿ� 

 • Cisco Unified IP Phone �æ����%ò����&•�é�Ú�ü�æ
P�è�ý�´�Ð���Ú.=�ÿ� �H���o�^�<

 • .=�ÿ� �­4¢9Ô TFTP�” CUCM�” TFTP+CCM�” CAPF�” TVS�” SAST9Õ

TFTP .=�ÿ� �ê�”�4�é  2 �ß�é!ã�å���­4¢�
�,�ß  2 �ß�é  ITL �_�&�o�<�æ�=�ù���á�¿�ù�Ô�•

 • TFTP �ù�Ú�ê  TFTP+CCM �­4¢9æ.3�o�H�����^�é'Ñ�,�
.z.=�Ò�ù�Ô�•

 • SAST �­4¢9æITL �H�����^�é'Ñ�,�
.z.=�Ò�ù�Ô�•

ITL �H�����^�ã  CTL �H�����^�é"ç
U
Þ!ª

Cisco Unified IP Phone �â�ê�”�"�\�,�2�é�.� �X�]�9��  �U�o�<9Ô5V�.� �X���ù�Ú�ê�Ù�'�U�o�<9Õ�
#Õ.z����������
�Ô���é�æ���|�ã�Ò�á  CTL �H�����^�

ö!ª�Ò�ù�Ô�• CTL �H�����^�ê�” Cisco Unified Communications 
Manager �é�_�&�o�<�æ  Cisco Unified Communications Manager �é.=�ÿ� �
�p&Š�Ô���Î�ã�â�”�"�\�,�2������������
�.� �X�]�9��  �U�o�<�
1J0��Ò�ù�Ô�•

ITL �H�����^�æ�ý�”�"�\�,�2  �.� �X�]�9��  �U�o�<�
$��Ô�±�Ž�Ç�p&Š�Ð���ù�Ô�•

)D
G"“3s
�"�\�,�2�Ç5V�.� �X��  �U�o�<�é�•�'�”�*�,�9�S�æ���Þ�á)D
G"“3s�Ç�(�P�o�;�Ð���ù�Ô�•�ù�Ú�”�:�H���^��
�;�é.3�o�H�����^�æ�»�Ô��'Ñ�,�ý-��
���ù�Ô�•�:�H���^�;�é�.� �X�]�9���
�(�P�o�;�Ò�á�¿�å�¿  Cisco 
Unified IP Phone �æ�ê�”'Ñ�,�Ð���á�¿�å�¿�:�H���^�;�é.3�o�H�����^�Ç�­���Ð���ù�Ô�•

9Ô�H9Õ �Ù�'�U�o�<�â�ê�”)D
G"“3s�ê�(�P�o�;�Ð���ù�Ö���•

�(�P�o�;�Ð���á�¿��  Cisco Unified IP Phone
Cisco Unified Reporting �

ö!ª�Ô���ã�”�:�H���^�;�é�.� �X�]�9���
�(�P�o�;�Ò�á�¿��  Cisco Unified   
IP Phone �é�]�,�;�
���ç�â�È�ù�Ô�• Cisco Unified Reporting �

ö!ª�Ô���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•
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�»5Å

�,�9�6�J ��1 Cisco Unified Reporting �é�T���f  �����f�<���Æ���” [System Reports] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��2 [System Reports] �]�,�;�Æ���” [Unified CM Phone Feature List] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 [Feature] �J�^�3���f  �T�>�X�o�Æ���”1¡�¾�å�Ï(»�
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��4 [Submit] �
�"�]�6�"�Ò�ù�Ô�•

Cisco Unified Reporting �é
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified Reporting Administration Guide�¢������ �
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

.=�ÿ� �é�c!¢�‘
Cisco Unified Communications Manager �é.=�ÿ� �é  1 �ß�
�c!¢�‘�Ô���•�'�æ�ê�”�Î�é5Ä�é�»5Å�
�s-�������������
�Ô����-Ð�Ç�½���ù�Ô�•

CAPF .=�ÿ� �é�c!¢�‘

CAPF .=�ÿ� �
�c!¢�‘�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

TVS .=�ÿ� �é�c!¢�‘

TVS .=�ÿ� �
�c!¢�‘�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

9Ô�H9Õ �"�\�,�2�]�é�Ô�ô�á�é  TVS .=�ÿ� �
�c!¢�‘�Ô���•�'�”�Î�����é�»5Å�ê�”�Ô�ô�á�é.=�ÿ� �
�c!¢�‘�Ò�Ú�� ��
�ß�æ�s-��â�È�ù�Ô�•

9Ô�H9Õ TVS �Å���î  TFTP �é
��Ç�é.=�ÿ� �
�c!¢�‘�Ô���•�'�ê�”�ñ�æ�Î�����é�»5Å�
�s-��Ò�á�Æ��  TFTP .=�ÿ���������
� �
�c!¢�‘�Ò�ù�Ô�•�Î�é�»5Å�æ�å�
�å�¿�ã�”�Ô�ô�á�é  Cisco Unified IP Phone �Æ���»
G�â  ITL �H�����^��������������
�
�å4°�Ô���Î�ã�Ç��-Ð�æ�å���•�'�Ç�½���ù�Ô�•

�»5Å 1J
��±�Ž

�,�9�6�J ��1 CAPF .=�ÿ� �
�c!¢�‘�Ò�ù�Ô�• �¡ Cisco Unified Communications Operating System Administratio
Guide�¢�é%Y 6 %(�ŸSecurity� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��2 CAPF �(�o�F�,�
�c/à
G�Ò�ù�Ô�• �ŸCertificate Authority Proxy Function �(�o�F�,�é���"�9���I�� ������

{� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3  û�÷  TFTP �(�o�F�,�Ç$¿
G�Ò�á��� �
�¿���(�o�C�â�”�Î�é�(�o�F�,�
�c
/à
G�Ò�ù�Ô�•

�ŸTFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�c/à
G�  9ÔP.3-69Õ�
�� ������

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��4 Cisco Unified IP Phone �
�]�.�6��������
�;�Ò�ù�Ô�•

�Ÿ�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6�;�  9ÔP.3-109Õ�

ó�� ������ ��
�–�Ò�á�Ê�Û�Ð�¿�•
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TFTP .=�ÿ� �é�c!¢�‘

TFTP .=�ÿ� �
�c!¢�‘�Ô���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•

9Ô�H9Õ �"�\�,�2�]�é�Ô�ô�á�é  TFTP .=�ÿ� �
�c!¢�‘�Ô���•�'�”�Î�����é�»5Å�ê�”�Ô�ô�á�é.=�ÿ� �
�c!¢�‘�Ò�Ú�� ��
�ß�æ�s-��â�È�ù�Ô�•

9Ô�H9Õ TFTP �Å���î  TVS �é
��Ç�é.=�ÿ� �
�c!¢�‘�Ô���•�'�ê�”�ñ�æ�Î�����é�»5Å�
�s-��Ò�á�Æ��  TVS .=�ÿ� �� �������
�
�c!¢�‘�Ò�ù�Ô�•�Î�é�»5Å�æ�å�
�å�¿�ã�”�Ô�ô�á�é  Cisco Unified IP Phone �Æ���»
G�â  ITL �H�����^�
��������������
�å4°�Ô���Î�ã�Ç��-Ð�æ�å���•�'�Ç�½���ù�Ô�•

�»5Å 1J
��±�Ž

�,�9�6�J ��1 TVS .=�ÿ� �
�c!¢�‘�Ò�ù�Ô�• �¡ Cisco Unified Communications Operating System 
Administration Guide�¢�é%Y 6 %(�ŸSecurity� �

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��2  û�÷  TFTP �(�o�F�,�Ç$¿
G�Ò�á�¿
���(�o�C�â�”�Î�é�(�o�F�,�
�c/à

G�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �ŸTFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é
�c/à
G�  9ÔP.3-69Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3 Cisco Unified IP Phone �
�]�.�6
�;�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �Ÿ�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6
�;�  9ÔP.3-109Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�»5Å 1J
��±�Ž

�,�9�6�J ��1 TFTP .=�ÿ� �
�c!¢�‘�Ò�ù�Ô�• �¡ Cisco Unified Communications Operating System 
Administration Guide�¢�é%Y 6 %(�ŸSecurity� �

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��2 �"�\ � , �2�Ç�Ù�' �U�o�<�é�•� ' �ê�”
CTL �"�\�����f�;�
�s-��Ò�ù�Ô�•

%Y 4 %(�ŸCisco CTL �"�\�����f�;�é.3�o� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��3  û�÷  Cisco TFTP �(�o�F�,�Ç$¿
G�� ����
�Ò�á�¿���(�o�C�â�”�Î�é�(�o�F�,
�
�c/à
G�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �ŸTFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�� ���� ��
�c/à
G�  9ÔP.3-69Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��4 �"�\�,�2�Ç�Ù�'�U�o�<�é�•�'�”�4
�é�(�o�F�,�Ç/à
G�Ð���á�¿���ã�È
�æ�ê�Î�����é�(�o�F�,�
�c/à
G�Ò
�ù�Ô�•

 • Cisco CallManager

 • Cisco CTL Provider

 • Cisco CTL Manager

�¡ Cisco Unified Serviceability Administration Guide�¢�é%Y 11 %(������ ������
�ŸConfiguring Services� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��5 Cisco Unified IP Phone �
 � ] � . �6��� �� �� �
�;�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” �Ÿ�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6�� ���� ����
�;�  9ÔP.3-109Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��6 �"�\�,�2�Ç  EMCC �t�‘�é	û1ñ�é�� ��
�•�'�ê�”	û��.=�ÿ� �J�`�F�+�Z�>
�f�#�é�»5Å�
'…��10�Ò�ù�Ô�•

�¡ Cisco Unified Communications Operating System 
Administration Guide�¢�é%Y 6 %(�ŸSecurity� �

ó�–
�Ò�á�Ê�Û�Ð�¿�•
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TFTP .=�ÿ� �c!¢�‘�ß�é�*�,�9�S�é�C�6�"���6�J
ITL �H�����^�é�>5ì���f���o�ê�” TFTP $•�’3›�ã�¿�Á�0�H�;������  ���f�9���9���â�Ô�•�(�o�C�Ç�"�\�6������
�*�X�Ô���ã3›�Ç�,�
���”5�.d�Ï�ê�Â�Ò�¿  ITL �H�����^�
��.=�â�È�å�Ê�å���ù�Ô�•

Cisco Unified Communications Manager �]�]�o�,  8.0 �â�ê�” TFTP .=�ÿ� �ã$•�’3›�é
��Ç�Ç�:���)�,�2��������������
�]���C�]  �*�,�9�S�æ���Þ�á�C�6�"���6�J�Ð���ù�Ô�•$•�’3›�
�;/��Ô���Ú�ü�æ�”�C�6�"���6�J  �D�6�$�o����
�+�ê�g� 
{�Ð���ù�Ô�•�(�o�C�Ç�"�\�6�*�X�Ô���ã�”
•�è�é.=�ÿ� �Å���î3›�Ç�ó�0�Ð���ù�Ô�•

TFTP .=�ÿ� �Ç�c!¢�‘�Ð���Ú�•�'�ê�”�ñ�æ�Â�Ò�¿�*�,�9�S  �C�6�"���6�J�

Þ�‘�Ô����-Ð�Ç�½���ù�Ô�•�C�6����
�"���6�J�é�»5Å�æ�ß�¿�á�ê�” �¡ Disaster Recovery System Administration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco Unified Communications Manager �]�]�o�,  7.x  
�Æ���]�]�o�,  8.0 �ó�é���6�J�#�_�o�<

�"�\�,�2�
�]�]�o�,  7.x �Æ���]�]�o�,  8.0 �æ���6�J�#�_�o�<�Ô���æ�ê�”�4�é�»5Å�æ�å�¿�ù�Ô�•

�»5Å

�,�9�6�J ��1 1b�ñ�é�"�\�,�2  ���6�J�#�_�o�<�»5Å�æ�å�¿�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified Communications
Operating System Administration Guide�¢�é%Y 7 %(�ŸSoftware Upgrades� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�E�f�; �"�\�,�2�]�é�Ô�ô�á�é�A�o�<�
  Cisco Unified Communications Manager �]�]�o�,  8.0 �æ���6�J�#�_�o��������������
�<�Ò�Ú�ß�”�Î�Î�æ$��Ô�»5Å�æ�å�Þ�á  Cisco Unified IP Phone �
�*�,�9�S�æ"“3s�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��2 �4�é�¿�Õ���Æ�é�]�]�o�,�
�Ù�'�U�o�<�â
ö!ª�Ò�á�¿���•�'�” CTL �"�\�����f�;�
�s-��Ô����-Ð�Ç�½���ù�Ô�•

Cisco Unified Communications Manager �]�]�o�,  7.1(2)
 • 7.1(2) �é�Ô�ô�á�é�\-Ù�]�]�o�,  

 • 007.001(002.32016.001) �����ý�è�é  712 �é�Ô�ô�á�é  ES �]�]�o�,

Cisco Unified Communications Manager �]�]�o�,  7.1(3)
 • 007.001(003.21900.003) = 7.1(3a)su1a �����ý�è�é  713 �é�Ô�ô�á�é�\-Ù�]�]�o�,

 • 007.001(003.21005.001) �����ý�è�é  713 �é�Ô�ô�á�é  ES �]�]�o�,

9Ô�H9Õ CTL �"�\�����f�;�é�s-��Ç�:�é.f&¦�æ�ß�¿�á�ê�”%Y  4 %(�ŸCisco CTL �"�\�����f�;�é.3�o� �
����������

ó�–�Ò�á�Ê�Û�Ð�¿�•

TFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�c/à
G

�,�9�6�J ��3 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Feature Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Feature Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��4 Cisco Tftp �(�o�F�,�Ç$¿
G�Ò�á�¿���&�A�o�<�â�”�Î�é�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��5 TFTP �Ç�H�����^�
�c
Þ�‘�Ô���ù�â�” 5 �½4F�Ù�Ü�ù�Ô�•
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9Ô�H9Õ 5�.d�Ï�é.3�o�
#Õ�s�æ�¨�Â�é A���æ�Ô���æ�ê�”�"�\�,�2�]�é�Ô�ô�á�é  Cisco Unified IP Phone �
�]����������
�.�6�;�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��6 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�\�� ���� ������
�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��7 [ �]�.�6�; (Reset)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��8 Cisco Unified IP Phone �Ç Cisco Unified Communications Manager �æ"“3s�Ð�����ù�â�” 10 �½4F�Ù�Ü�ù�Ô�•

�"�\�,�2�é�C�6�"���6�J

�H�ç �"�\�,�2�
�Á�ó�â�È�����Á�æ�Ô���æ�ê�” Disaster Recovery System9ÔDRS; �:���)�,�2  �]���C�]  �*�,�9����������
�S9Õ�

ö!ª�Ò�á�"�\�,�2�
�C�6�"���6�J�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��9 DRS �

ö!ª�Ò�á�"�\�,�2�
�C�6�"���6�J�Ô���Ç�:�æ�ß�¿�á�ê�” �¡ Disaster Recovery System Administratio
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

8.0 �����ý�è�é�]�]�o�,�ó�é�"�\�,�2�é�`�o�^�C�6�"
�"�\�,�2�
  8.0 �����ý�è�é  Cisco Unified Communications Manager �é�]�]�o�,�æ�`�o�^�C�6�"�Ô���è��������������
�æ�” Prepare Cluster for Rollback to pre-8.0 ���f�2�o�J�\���-  �D�\�T�o�2�

ö!ª�Ò�á�”�"�\�,�2�
�`�o��������������
�^�C�6�"�Ô���Ú�ü�é�0�»�
-��Á��-Ð�Ç�½���ù�Ô�•

�H�ç �"�\�,�2�
�`�o�^�C�6�"�Ô���Ú�ü�é�0�»�
-��
�Õ�æ  8.0 �����ý�è�é  Cisco Unified Communications Manage
�é�]�]�o�,�æ�3���f�#�_�o�<�Ô���ã�”�:�H���^�;�é�.� �X�]�9���

ö!ª�Ò�á�¿��  Cisco Unified IP Phone 
�ê�” Cisco Unified Communications Manager �ó�é"“3s�(�æ  CTL�” ITL�”�Å���î'Ñ�,
ƒ�È.3�o�H�����^�
-Ð����������
�Þ�Ô���^�o�J�æ�I���ù�Ô�• �Î�é A���é  Cisco Unified IP Phone �ê.3�o�H�����^�é���•�
.z/��â�È�å�¿�Ú�ü�” ����������
�*�,�9�S�]�é�X�˜�é  Cisco Unified IP Phone �â�”�»
G�â  ITL �H�����^�
�å4°�Ô���Î�ã�Ç��-Ð�æ�å���•�'�Ç��������������
�½���ù�Ô�•

�"�\�,�2�
�`�o�^�C�6�"�Ô���Ú�ü�é�0�»�
-��Á�æ�ê�”�"�\�,�2�]�é�&�(�o�C�â�4�é�»5Å�æ�å�¿�ù�Ô�•

�»5Å

�,�9�6�J ��1 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�� ���� ������
�\�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

Prepare Cluster for Rollback to pre-8.0 ���f�2�o�J�\���-  �D�\�T�o�2�
  [True] �æ.3�o�Ò�ù�Ô�•
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  8.0 �����ý�è�é  Cisco Unified Communications Manager �é�]�]�o�,�æ�`�o�^�C�6�"��������������
�Ô���0�»�
-��Þ�á�¿���•�'�æ4¢���”�Î�é�D�\�T�o�2�
�­
2�æ�Ò�ù�Ô�• https �

ö!ª�Ô��5�.d�Ï�(�o��
�F�,9Ô���"�,�9�f�*�Z�f  �U�F�]�9���å�ä9Õ�ê�”�Î�é�D�\�T�o�2�Ç�­
2�æ�å�Þ�á�¿��4F�ê
G
Þ�Ò��
�ù�Ö���•�Ú�Û�Ò�”�Î�é�D�\�T�o�2�Ç�­
2�æ�å�Þ�á�¿�á�ý�”�n�Ä"›�å5�.d�&�o�^�é"’�>�Å���î��
�>�ê�•�È&ï�È�s-��â�È�ù�Ô�•

�Ô�ô�á�é�A�o�<�â�é  Cisco �>5ì��.=�(�o�F�,�é�c/à
G

9Ô�H9Õ �Î�é�»5Å�â$��Ð���á�¿��5Å!ß�æ�å�Þ�á�”�(�o�F�,�
�c/à
G�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��2 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Network Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Network Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��3 Cisco �>5ì��.=�(�o�F�,�
�c/à
G�Ô���æ�ê�”�����f�<���é
�1ñ�æ�½��  [Restart] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 �"�\�,�2�]�é�Ô�ô�á�é�A�o�<�â  Cisco �>5ì��.=�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

TFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�c/à
G

�,�9�6�J ��5 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Feature Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Feature Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��6 Cisco Tftp �(�o�F�,�Ç$¿
G�Ò�á�¿���&�A�o�<�â�”�Î�é�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��7 TFTP �Ç�H�����^�
�c
Þ�‘�Ô���ù�â�” 5 �½4F�Ù�Ü�ù�Ô�•

�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6�;

9Ô�H9Õ 5�.d�Ï�é.3�o�
#Õ�s�æ�¨�Â�é A���æ�Ô���æ�ê�”�"�\�,�2�]�é�Ô�ô�á�é  Cisco Unified IP Phone �
����������
�]�.�6�;�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��8 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�� ���� �
�\�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��9 [ �]�.�6�; (Reset)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��10 Cisco Unified IP Phone �Ç Cisco Unified Communications Manager �æ"“3s�Ð�����ù�â�” 10 �½4F�Ù�Ü�ù�Ô�•


•�è�é�]�]�o�,�ó�é�"�\�,�2�é�ó�0

�,�9�6�J ��11 �"�\�,�2�]�é�&�(�o�C�

•�è�é�]�]�o�,�æ�¯�Ò�ù�Ô�•�"�\�,�2�

•�è�é�C�o�+�Z�f�æ�¯�Ô�Ç�:�é.f&¦�æ
�ß�¿�á�ê�” �¡ Cisco Unified Communications Operating System Administration Guide�¢�é%Y 7 %(�ŸSoftware   
Upgrades� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��12 �"�\�,�2�Ç
•�è�é�C�o�+�Z�f�æ�¾���§�
���ù�â�Ù�Ü�ù�Ô�•

�,�9�6�J ��13 �4�é�¿�Õ���Æ�é�]�]�o�,�
�Ù�'�U�o�<�â
ö!ª�Ò�á�¿���•�'�” CTL �"�\�����f�;�
�s-��Ô����-Ð�Ç�½���ù�Ô�•

Cisco Unified Communications Manager �]�]�o�,  7.1(2)
 • 7.1(2) �é�Ô�ô�á�é�\-Ù�]�]�o�,  

 • 007.001(002.32016.001) �����ý�è�é  712 �é�Ô�ô�á�é  ES �]�]�o�,
3-8
Cisco Unified Communications Manager �.� �X�]�9��  �����<



 

%Y 3 %(      �:�H���^�;�é�.� �X�]�9��
    8.0 �����ý�è�é�]�]�o�,�ó�é�"�\�,�2�é�`�o�^�C�6�"�� ��������
Cisco Unified Communications Manager �]�]�o�,  7.1(3)
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9Ô�H9Õ CTL �"�\�����f�;�é�s-��Ç�:�é.f&¦�æ�ß�¿�á�ê�”%Y  4 %(�ŸCisco CTL �"�\�����f�;�é.3�o� �
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ó�–�Ò�á�Ê�Û�Ð�¿�•

TFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�c/à
G

�,�9�6�J ��14 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Feature Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Feature Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��15 Cisco Tftp �(�o�F�,�Ç$¿
G�Ò�á�¿���&�A�o�<�â�”�Î�é�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��16 TFTP �Ç�H�����^�
�c
Þ�‘�Ô���ù�â�” 5 �½4F�Ù�Ü�ù�Ô�•

�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6�;

�,�9�6�J ��17 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�� ���� ������
�\�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��18 [ �]�.�6�; (Reset)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��19 Cisco Unified IP Phone �Ç Cisco Unified Communications Manager �æ"“3s�Ð�����ù�â�” 10 �½4F�Ù�Ü�ù�Ô�•

�]�]�o�,  8.0 �ó�é�¾���§�Ã

�"�\�,�2�
�]�]�o�,  7.x �æ�¯�Ò�Ú�ß�â�]�]�o�,  8.0 �D�o�9���*�Z�f�æ�¾���§�Ã���•�'�ê�”�Î�é5Ä�é�»5Å��������
�æ�å�¿�ù�Ô�•

�»5Å

�,�9�6�J ��1 �"�\�,�2�
5V���"�9���I�é�D�o�9���*�Z�f�æ�¾���§�Ã���Ú�ü�é�»5Å�æ�å�¿�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �¡ Cisco
Unified Communications Operating System Administration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��2 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�\�� ���� ������
�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

Prepare Cluster for Rollback to pre-8.0 ���f�2�o�J�\���-  �D�\�T�o�2�
  [False] �æ.3�o�Ò�ù�Ô�•

�,�9�6�J ��3 �4�é�¿�Õ���Æ�é�]�]�o�,�
�Ù�'�U�o�<�â
ö!ª�Ò�á�¿�Ú�•�'�” CTL �"�\�����f�;�
�s-��Ô����-Ð�Ç�½���ù�Ô�•

Cisco Unified Communications Manager �]�]�o�,  7.1(2)
 • 7.1(2) �é�Ô�ô�á�é�\-Ù�]�]�o�,  

 • 007.001(002.32016.001) �����ý�è�é  712 �é�Ô�ô�á�é  ES �]�]�o�,

Cisco Unified Communications Manager �]�]�o�,  7.1(3)
 • 007.001(003.21900.003) = 7.1(3a)su1a �����ý�è�é  713 �é�Ô�ô�á�é�\-Ù�]�]�o�,

 • 007.001(003.21005.001) �����ý�è�é  713 �é�Ô�ô�á�é  ES �]�]�o�,
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�c/à
G�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��4 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Network Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Network Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��5 Cisco �>5ì��.=�(�o�F�,�
�c/à
G�Ô���æ�ê�”�����f�<���é
�1ñ�æ�½��  [Restart] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��6 �"�\�,�2�]�é�Ô�ô�á�é�A�o�<�â  Cisco �>5ì��.=�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

TFTP �(�o�C�â�é  Cisco TFTP �(�o�F�,�é�c/à
G

�,�9�6�J ��7 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Control Center - Feature Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[Control Center - Feature Services] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��8 Cisco Tftp �(�o�F�,�Ç$¿
G�Ò�á�¿���&�A�o�<�â�”�Î�é�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��9 TFTP �Ç�H�����^�
�c
Þ�‘�Ô���ù�â�” 5 �½4F�Ù�Ü�ù�Ô�•

�Ô�ô�á�é  Cisco Unified IP Phone �é�]�.�6�;

9Ô�H9Õ 5�.d�Ï�é.3�o�
#Õ�s�æ�¨�Â�é A���æ�Ô���æ�ê�” �"�\�,�2�]�é�Ô�ô�á�é  Cisco Unified IP Phone �
����������
�]�.�6�;�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J ��10 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�� ���� �
�\�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ ���f�2�o�J�\���-�D�\�T�o�2.3�o (Enterprise Parameters Configuration)] �����f�<���Ç-+$��Ð���ù�Ô�•

�,�9�6�J ��11 [ �]�.�6�; (Reset)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��12 Cisco Unified IP Phone �Ç Cisco Unified Communications Manager �æ"“3s�Ð�����ù�â�” 10 �½4F�Ù�Ü�ù�Ô�•
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 • �ŸCisco CTL �"�\�����f�;�é�N-Ð�  9ÔP.4-29Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�é�E�f�;�  9ÔP.4-39Õ

 • �ŸCTL �"�\�����f�;  5.0 �J�\�#���f�é���f�,�;�o�^�æ4P�Ô�� $.%
P5Ä�  9ÔP.4-29Õ

 • �Ÿ���f�,�;�o�^�æ4P�Ô��  Windows 2000 �Y�o�)�0�Ì�é $.%
P5Ä�  9ÔP.4-39Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�é�E�f�;�  9ÔP.4-39Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o!ª�4���6�"�]�,�;�  9ÔP.4-49Õ

 • �ŸCisco CTL Provider �(�o�F�,�é���"�9���I
{�  9ÔP.4-59Õ

 • �ŸCisco CAPF �(�o�F�,�é���"�9���I
{�  9ÔP.4-69Õ

 • �ŸTLS �’&ï!ª�P�o�;�é.3�o�  9ÔP.4-69Õ

 • �ŸCisco CTL �"�\�����f�;�é���f�,�;�o�^�  9ÔP.4-89Õ

 • �ŸCisco CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco CTL �H�����^�é$–-��  9ÔP.4-99Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-109Õ

 • �ŸCTL �H�����^�é�•�Â�  9ÔP.4-139Õ

 • �ŸCTL �H�����^  ���f�;�]�é�å4°�  9ÔP.4-159Õ

 • �ŸCisco Unified Communications Manager �.� �X�]�9��  �U�o�<�é�•�Â�  9ÔP.4-159Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�]�ˆ�  9ÔP.4-159Õ

 • �ŸCisco Unified Communications Manager �é�.� �X�]�9��  �U�o�<�é#Õ.z�  9ÔP.4-179Õ

 • �ŸSmart Card �(�o�F�,�é4?�Ž�Å���î)D
G�é.3�o�  9ÔP.4-189Õ

 • �Ÿ�.� �X�]�9��  �;�o�"�f  �D�,�b�o�<9Ô etoken9Õ�é���•�  9ÔP.4-199Õ

 • �ŸCisco Unified IP Phone 
��é  CTL �H�����^�é�å4°�  9ÔP.4-199Õ

 • �ŸCisco CTL �"�\�����f�;�é�C�o�+�Z�f�é $�o�  9ÔP.4-209Õ

 • �ŸCisco CTL �"�\�����f�;�é#Õ.z�ã���f���f�,�;�o�^�  9ÔP.4-209Õ

 • �Ÿ
ó((�±�Ž�  9ÔP.4-219Õ
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 • System Administrator Security Token9ÔSAST9Õ

 • �+	û�é�(�o�C�â�s-��Ð����  Cisco CallManager �(�o�F�,�Å���î  Cisco TFTP �(�o�F�,

 • Certificate Authority Proxy Function9ÔCAPF9Õ

 • TFTP �(�o�C9Ô-„�™��9Õ

 • ASA �H�����������o�^

CTL �H�����^�æ�ê�”�&�(�o�C�é�(�o�C.=�ÿ� �”�O4?3›�”�*�]���^!ß� �”'Ñ�,�”"’-�(*�,�”
™�,�”�(�o�C��
�Ï(»�” DNS �,�”�Å���î  IP ���<�_�,�Ç�=�ù���ù�Ô�•

CTL �H�����^�

Þ�‘�Ò�Ú���” Cisco CallManager �(�o�F�,�Å���î  Cisco TFTP �(�o�F�,�
�s-��Ô���Ô�ô������������
�á�é�A�o�<�â�” Cisco Unified �(�o�F�,���F�]�9���

ö!ª�Ò�á�Î�����é�(�o�F�,�
�c/à
G�Ô����-Ð�Ç�½���� ��
�ù�Ô�•�4�Á�”5�.d�Ï�
�Ë�¼
{�Ô���ã�È�æ�ê�” CTL �H�����^�Ç  TFTP �(�o�C�Æ���3���f�`�o�<�Ð���ù�Ô�• ������
CTL �H�����^�æ)D�Æ'Ñ�,.=�ÿ� �
�,�ß  TFTP �(�o�C  ���f�;�]�Ç�=�ù���á�¿���•�'�”5�.d�Ï�ê  .sgn �»�|�� ���� �
�é'Ñ�,
ƒ�È.3�o�H�����^�
-Ð�Þ�Ò�ù�Ô�•�ä�é  TFTP �(�o�C�æ�ý.=�ÿ� �Ç�å�¿�•�'�”5�.d�Ï�ê'Ñ�,�å�Ò�� ��
�H�����^�
-Ð�Þ�Ò�ù�Ô�•

Cisco CTL �"�\�����f�;�Ç  CTL �H�����^�æ�(�o�C.=�ÿ� �
1J
��Ô���ã�” CTL �"�\�����f�;�é  GUI �æ������ �
�Î�é.=�ÿ� �
-+$��â�È�ù�Ô�•

�H�����������o�^�
  CTL �H�����^�æ.3�o�Ô���ã�”�.� �X���å  Cisco Unified Communications Manage
�*�,�9�S�é	û1ñ�ã�Ò�á  Cisco ASA �H�����������o�^�
�;/��â�È�ù�Ô�• Cisco CTL �"�\�����f�;�ê�”�H������������
���������o�^.=�ÿ� �
�Ÿ CCM� .=�ÿ� �ã�Ò�á-+$��Ò�ù�Ô�•

Cisco Unified Communications Manager �é%¤!��ê�” etoken �

ö!ª�Ò�á�” Cisco CTL �"�\�����f�;�ã�� ���� �
Cisco CTL Provider �ã�é4F�é  TLS �’&ï�
.z.=�Ò�ù�Ô�•

CTL �"�\�����f�;  5.0 �J�\�#���f�é���f�,�;�o�^�æ4P�Ô��������
 $.%
P5Ä

CTL �"�\�����f�;  5.0 �ù�Ú�ê  5.2 �J�\�#���f�æ���6�J�#�_�o�<�Ô���•�'�”�¨�Ë�æ  eToken Run Time 
Environment 3.00 �
�å4°�Ô����-Ð�Ç�½���ù�Ô�•�4�é�»5Å�æ�å�¿�ù�Ô�•
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    ���f�,�;�o�^�æ4P�Ô��  Windows 2000 �Y�o�)�0�Ì�é $.%
P5Ä�� ������������

���

E0

   
�»5Å

�,�9�6�J ��1 �4�é  URL �Æ��  Windows Installer Cleanup �Y�o�9���]�9���
�3���f�`�o�<�Ò�ù�Ô�• ��
��
http://support.microsoft.com/kb/290301

�,�9�6�J ��2 �Î�é�Y�o�9���]�9���
  PC �æ���f�,�;�o�^�Ò�ù�Ô�•

�,�9�6�J ��3 �Y�o�9���]�9���
�s-��Ò�ù�Ô�•

�,�9�6�J ��4 �J�`�#�\�S�é�]�,�;�Æ��  eToken rte3.0 �
-×�ß�Ì�á�å4°�Ò�ù�Ô�•

�,�9�6�J ��5 CTL �"�\�����f�;�é���f�,�;�o�^�æ1t�ú�ù�Ô�•

���f�,�;�o�^�æ4P�Ô��  Windows 2000 �Y�o�)�0�Ì�é $.%
P5Ä
Windows 2000 �
�s-��Ô���b�o�"�,�9�o�*�Z�f�ù�Ú�ê�(�o�C�

ö!ª�Ò�á�¿���•�'�” CTL �"�\�����f�;  �J�����
�\�#���f�
�\�Ò�Ê���f�,�;�o�^�Ô���Ú�ü�æ  Windows Installer 3.0 ���6�J�:�o�;�
�3���f�`�o�<�Ô������������
-Ð�Ç�½���ù�Ô�• Windows Installer 3.0 �ê�4�é  URL �â�I�»�â�È�ù�Ô�•

http://www.microsoft.com/downloads/details.aspx?familyid=5FBC5470-B259-4733-A914-A956122
8E8&displaylang=en

9Ô�H9Õ Windows 2000 �æ�ê Windows Installer 2.0 �Ç
ƒ�û�Ò�á�¿�ù�Ô�•

Windows Installer 3.0 �æ�ê��.=�Ç��-Ð�â�Ô�•�»5Å�æ�å�Þ�á  PC �
��.=�Ò�á�Ê�Û�Ð�¿�•�4�æ  Windows   
Installer 3.0 �
���f�,�;�o�^�Ò�”��-Ð�æ���Ó�á�Q�*�f�
�]�I�o�;�Ò�ù�Ô�•�Ø�é�ß�” CTL �"�\�����f�;�é�� ����
���f�,�;�o�^�æ1t�ú�ù�Ô�•

Cisco CTL �"�\�����f�;�é.3�o�é�E�f�;
Cisco Unified Communications Manager �é%¤!��M�o�+�â  Cisco CTL �"�\�����f�;�
.3�o�Ô���•�'�ê�” ��������������
�4�é�P�
((�&�Ò�á�Ê�Û�Ð�¿�•

 • 5�.d�Ï�ê�(���-�é�"�È�¿  CTL �H�����^�
���Ì�I�����Î�ã�Ç�â�È�å�¿�Ú�ü�” Cisco CTL �"�\�����f��������
�;�ê  CTL �H�����^�é�(���-�
  32 KB �æ�Ù4¢�Ò�ù�Ô�• CTL �H�����^�é�(���-�æ�Ç5À�

��Ã���é�ê�” ������������
�4�é-Ð�Ã�â�Ô�•

 – �"�\�,�2�]�é�A�o�<�é�™

 �A�o�<�é�™�Ç���Ì���ë�” CTL �H�����^�æ�������Ê�é.=�ÿ� �Ç��-Ð�æ�å���ù�Ô�•

 – TLS �J�`� �*�â
ö!ª�Ð���á�¿���H�����������o�^�é�™

TLS �J�`� �*�Ï(»�
�»�Ã�Ú�H�����������o�^�ê�”�A�o�<�ã�+�Ó�â�½���Ú�ü�” CTL �H�����^�æ�=����
�ù���ù�Ô�•

 – ��1ñ�é  Certificate Authority9ÔCA; .z.=�ê9Õ�Ç  CAPF .=�ÿ� �Å���î  CallManager .=�ÿ� �æ'Ñ�,��������������
�Ò�á�¿���Æ�ä�Á�Æ

��1ñ�é  CA �Ç'Ñ�,�Ò�Ú.=�ÿ� 9Ô CAPF/CallManager9Õ�ê�:�H���^�;�é)D�Æ'Ñ�,.=�ÿ� �����ý�Æ����
�å���"�È�¿�Ú�ü�” CTL �H�����^�æ�=�ü���Î�ã�Ç�â�È��.=�ÿ� �é�¨�"�™�Ç�Ù4¢�Ð�����Î�ã�Ç�½����
�ù�Ô�•
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���
�Î�����é-Ð�Ã�ê�” 32 KB �é  CTL �H�����^�æ�=�ü���Î�ã�Ç�â�È��.=�ÿ� �é�¨�"�™�
"å�’�Ù4¢�Ô���Ú�� ������
�ü�”�.� �X���å  Cisco Unified Communications Manager 2)�»�]�æ�=�ü���Î�ã�Ç�â�È���A�o�<�ù�Ú����������
�ê�H�����������o�^�é�¨�"�™�
$��Ò�ù�Ô�•

 • Cisco Unified Communications Manager �A�o�<�é�N�,�;�,�Ç�” Cisco CTL �"�\�����f�;�Ç���f�,������������
�;�o�^�Ð���á�¿���]�U�o�;  PC �â.��ÿ��(»�â�½���Î�ã�
#Õ.z�Ò�ù�Ô�•.��ÿ��(»�â�å�¿�•�'�” Cisco  
CTL �"�\�����f�;�ê�\�Ò�Ê
G
Þ�Ò�ù�Ö���•

 • Cisco CTL Provider �(�o�F�,�
���"�9���I�æ�Ô����-Ð�Ç�½���ù�Ô�•�"�\�,�2!c�º�Ç�½���•�'�ê�”�" ������
�\�,�2�]�é�Ô�ô�á�é�(�o�C�â  Cisco CTL Provider �(�o�F�,�
���"�9���I�æ�Ô����-Ð�Ç�½���ù�Ô�•

 • CTL �H�����^�

Þ�‘�ù�Ú�ê�•�Â�Ò�Ú���”�Î�����é�(�o�F�,�
�s-��Ô���Ô�ô�á�é  Cisco Unified 
Communications Manager �(�o�C�Å���î�"�\�,�2�]�é�Ô�ô�á�é  TFTP �(�o�C�â  Cisco Unified �(�o
�F�,���F�]�9���

ö!ª�Ò�á�” Cisco CallManager �(�o�F�,�Å���î  Cisco TFTP �(�o�F�,�
�c/à
G�Ô
����-Ð�Ç�½���ù�Ô�•

 • Cisco CTL �"�\�����f�;�æ�”
•�§  TFTP �(�o�C�ù�Ú�ê4ø
�  TFTP �(�o�C�å�ä�é�"�\�,�2���(�o�C�é������������
���f�;�]�Ç�=�ù���á�¿���•�'�” �Î�����é�(�o�C�â�ý  Cisco CTL Provider �(�o�F�,�
�s-��Ô����-Ð�Ç��������
�½���ù�Ô�•

 • Cisco CTL �"�\�����f�;  GUI �é
•�§  TFTP �(�o�C�é�.�"�*�Z�f�â�”�Î�é�"�\�,�2�æ�=�÷�Ô��  Cisco   
TFTP �(�o�C�
�0�o�Ò�ù�Ô�• [Alternate TFTP Server] �2�I�é.3�o�o�

ö!ª�Ò�á�”
•�§  TFTP �(�o�C�����������
�Å���î4ø
�  TFTP �(�o�C�
  Cisco CTL �"�\�����f�;�æ.3�o�Ò�ù�Ô�•

9Ô�H9Õ �"�\�,�2���é9Ô
•�§�Å���î4ø
�9Õ TFTP �(�o�C�é.3�o�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified Communications
Manager �*�,�9�S  �����< �¢�é�Ÿ Cisco TFTP� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

 • 4ø
�  TFTP .3�o�â�ê�”�Ù�'�U�o�<�â
G
Þ�Ô���Ô�ô�á�é�"�\�,�2��  TFTP �(�o�C�â�”�Q�,�2�o  TFTP   
�(�o�C�ù�Ú�ê�Q�,�2�o  TFTP �(�o�C�é  IP ���<�_�,�
�"�\�,�2��  CTL �H�����^�æ1J
��Ô����-Ð�Ç�½�� ���� �
���ù�Ô�•�Q�,�2�o  TFTP �(�o�C�â�”�Q�,�2�o  TFTP �(�o�C!ª�æ.3�o�Ð���Ú
•�§�H�����^  �]�,�;�]�é�� ���� �
�Ô�ô�á�é
•�§  TFTP �(�o�C�é.3�o�H�����^�
�£!��Ò�ù�Ô�•4ø
�  TFTP .3�o�é�"�\�,�2�Ô�ô�á�â�+�Ó�� ���� �
�.� �X�]�9��  �U�o�<�

ö!ª�Ô����-Ð�ê�½���ù�Ö���•�&�"�\�,�2�â [)D�é�U�o�<�
1¬�ï�â�È�ù�Ô�•

Cisco CTL  �"�\�����f�;�é.3�o!ª�4���6�"�]�,�;
-+��4-1 �æ�”�Ë�ü�á  Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Å���î.3�o�Ô���•�'�æ�s-��Ô��.3�o
Þ�:�é�] ����������
�,�;�
$��Ò�ù�Ô�• Cisco Unified Communications Manager �
���6�J�#�_�o�<�Ô���ã�È�é  CTL �H�����^������������
.3�o�é.f&¦�æ�ß�¿�á�ê�” �ŸCisco CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco CTL �H�����^�é$–-��  ������ �

9ÔP.4-99Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

-+��4-1 Cisco  CTL �"�\�����f�;�é.3�o!ª�4���6�"�]�,�; ��

.3�o�»5Å 4P1j�»5Å�Å���î4P1j5Ä"á

�,�9�6�J ��1 �"�\�,�2�]�é�Ô�ô�á�é�(�o�C�Ç���f�\���f�æ�å�Þ�á�Å���” CTL
�"�\�����f�;�Ç�s-��Ð���á�¿��  PC �Æ�����"�.�,�â�È���Î�ã�
�� ��
#Õ.z�Ò�ù�Ô�•�(�o�C�Ç�N�,�;�,�

ö!ª�Ò�á.3�o�Ð���á�¿���•�'
�ê�”�N�,�;�,�
  ping �Ò�á�Ô1•��(»�H�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��2 �"�\�,�2  �(�o�C�é�Ô�ô�á�é�N�,�;�,�Ç�” �D�I�]�6�*�V  �(�o�C�æ.3�� ��
�o�Ð���á�¿��  DNS �(�o�C�â�o'õ�Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•
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{�� ������������

����
Cisco  CTL Provider �(�o�F�,�é���"�9���I
{
Cisco CTL �"�\�����f�;�é.3�o�ß�” Cisco CTL Provider �(�o�F�,�æ���Þ�á�.� �X�]�9��  �U�o�<�Ç5V�.������
� �X��  �U�o�<�Æ���Ù�'�U�o�<�æ���•�Ð���”�(�o�C.=�ÿ� �Ç  CTL �H�����^�æ0©1M�Ð���ù�Ô�•�Ø�é�ß�”�Î������
� é � ( �o �F � , �æ� � �Þ �á� ” CTL �H � � � � � ^ �Ç �Ô�ô �á �é  Cisco Unified Communications Manager �Å �� �î������������
Cisco TFTP �(�o�C�æ0©1M�Ð���ù�Ô�•

�(�o�F�,�
���"�9���I�æ�Ò�á�Æ��  Cisco Unified Communications Manager �
���6�J�#�_�o�<�Ò�Ú�•�'�” ����������
Cisco Unified Communications Manager �æ���Þ�á�(�o�F�,�ê���6�J�#�_�o�<�ß�æ)D
G"›�æ�c�2���"��������
�9���I�æ�å���ù�Ô�•

�,�9�6�J ��3 Cisco Unified �(�o�F�,���F�]�9���â  Cisco CTL Provider �(�o�� ������ ����
�F�,�
���"�9���I�æ�Ò�ù�Ô�•

�"�\�,�2�]�é�&  Cisco Unified Communications Manager �(�o����������
�C�â  Cisco CTL Provider �(�o�F�,�
���"�9���I�æ�Ò�ù�Ô�•

�E�f�; Cisco Unified Communications Manager �é���6�J�#��������
�_�o�<�è�æ�Î �é�(�o�F�, � 
 � � � " �9� � � I �æ�Ò�Ú�•� ' �ê�”
�( �o�F�, � 
 �c�2� � �" �9� � � I �æ�Ô�� � �-Ð�ê�½�� �ù�Ö���•
���6�J�#�_�o�<�ß�æ�(�o�F�,�ê)D
G"›�æ���"�9���I�æ
�å���ù�Ô�•

�ŸCisco CTL Provider �(�o�F�,�é���"�9���I ������

{�  9ÔP.4-59Õ

�,�9�6�J ��4 Cisco Unified �(�o�F�,���F�]�9���â  Cisco Certificate Authority     
Proxy �(�o�F�,�
���"�9���I�æ�Ò�ù�Ô�•

�E�f�; �"�\�,�2�]�é�¨�Ë�é�A�o�<�â�é�ú  Cisco Certificate  
Authority Proxy �(�o�F�,�
���"�9���I�æ�Ò�ù�Ô�•

�b�f�P���f�;  ���<�C���, Cisco CTL �"�\�����f�;�
���f�,�;�o�� ��
�^�Ò�á.3�o�Ô���è�æ�Î�é
Þ�:�
�s-��Ô
� � �ë� ” CAPF � 
 
ö!ª �Ô� � �Ú�ü�æ  CTL  
�H�� � � �^� 
 �• �Â�Ô�� � �-Ð�Ç�å�Ê�å��
�ù�Ô�•

�ŸCertificate Authority Proxy Function �(�o�F�� ������
�,�é���"�9���I
{�  9ÔP.10-69Õ

�,�9�6�J ��5 �:�H���^�;.3�o�

ö!ª�Ò�å�¿�•�'�ê�” TLS �’&ï!ª�é�P�o�;�
.3��
�o�Ò�ù�Ô�•

�E�f�; �Î�����é.3�o�
  Cisco Unified Communications Manager    
�é���6�J�#�_�o�<�è�æ.3�o�Ò�Ú�•�'�”.3�o�ê)D
G"›�æ$–
-��Ð���ù�Ô�•

�ŸTLS �’&ï!ª�P�o�;�é.3�o�  9ÔP.4-69Õ

�,�9�6�J ��6 Cisco CTL �"�\�����f�;!ª�æ.3�o�Ô���(�o�C�æ�ß�¿�á�” �Ë�å�Ê�ã�� ��
�ý  2 �ß�é�.� �X�]�9��  �;�o�"�f�ã�D�,�b�o�<�”�N�,�;�,�ù�Ú�ê�� ����
IP ���<�_�,�”�Å���î�P�o�;!ß� �
�I�»�Ò�ù�Ô�•

�ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-109Õ

�,�9�6�J ��7 Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�ù�Ô�•  • �Ÿ�*�,�9�S-Ð
™�  9ÔP.1-59Õ

 • �Ÿ���f�,�;�o�^�  9ÔP.1-149Õ

 • �ŸCisco CTL �"�\�����f�;�é���f�,�;�o
�^�  9ÔP.4-89Õ

�,�9�6�J ��8 Cisco CTL �"�\�����f�;�
.3�o�Ò�ù�Ô�• �ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-109Õ

-+��4-1 Cisco CTL �"�\�����f�;�é.3�o!ª�4���6�"�]�,�;9Ô&ï�È9Õ

.3�o�»5Å 4P1j�»5Å�Å���î4P1j5Ä"á
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�E�f�; �"�\�,�2�]�é�Ô�ô�á�é�(�o�C�â  Cisco CTL Provider �(�o�F�,�
���"�9���I�æ�Ô����-Ð�Ç�½���ù�Ô�•

�(�o�F�,�
���"�9���I�æ�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Cisco Unified �(�o�F�,���F�]�9���â�” [Tools] > [Service Activation] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��2 [Server] �<�`�6�J�3���f  �]�,�;  �O�6�"�,�â�” Cisco CallManager �(�o�F�,�ù�Ú�ê  Cisco TFTP �(�o�F�,�
�� ���� �
���"�9���I�æ�Ò�Ú�(�o�C�
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��3 [Cisco CTL Provider] �(�o�F�,  ���J�*�Z�f  �O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 [Save] �
�"�]�6�"�Ò�ù�Ô�•

�E�f�; �"�\�,�2�]�é�Ô�ô�á�é�(�o�C�â�”�Î�é�»5Å�
�s-��Ò�ù�Ô�•

9Ô�H9Õ Cisco CTL Provider �(�o�F�,�
���"�9���I�æ�Ô���è�æ�” CTL �P�o�;�
�I
��â�È�ù�Ô�•�:�H���^ ������ �
�;�é�P�o�;!ß� �
���•�Ô���•�'�ê�” �ŸTLS �’&ï!ª�P�o�;�é.3�o�  9ÔP.4-69Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��5 �(�o�F�,�Ç�(�o�C�â�s-��Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•�(�o�F�,�é A���
#Õ.z�Ô���æ�ê�” Cisco Unified 
�(�o�F�,���F�]�9���â  [Tools] > [Control Center–Feature Services] �é5Å�æ1¬�ï�Ò�ù�Ô�•

1J
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ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco  CAPF �(�o�F�,�é���"�9���I
{
�Î�é�(�o�F�,�é���"�9���I
{�æ�ß�¿�á�ê�” �ŸCertificate Authority Proxy Function �(�o�F�,�é���"�9���I�� ���� �

{�  9ÔP.10-69Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�b�f�P���f�;  ���<�C���, Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�á.3�o�Ô���è�æ�Î�é
Þ�:�
�s-��Ô���ë�” CAPF �

ö!ª�Ô���Ú�� ����
�ü�æ CTL �H�����^�
�•�Â�Ô����-Ð�Ç�å�Ê�å���ù�Ô�•

TLS �’&ï!ª�P�o�;�é.3�o
�:�H���^�;�é�P�o�;�Ç û�÷
ö!ª
��é�•�'�ÿ�”�H�����������o�^�

ö!ª�Ò�á�¿�á�H�����������o�^�]�é
�P�o�;�

ö!ª�â�È�å�¿�•�'�æ�ê�”!ã�å��  TLS �P�o�;!ß� �é.3�o�Ç��-Ð�æ�å���Î�ã�ý�½���ù�Ô�•

 • Cisco CTL Provider �é  TLS �’&ï!ª�:�H���^�;  �P�o�;�ê  2444 �â�Ô�• Cisco CTL Provider �P�o�;�ê�” ����
Cisco CTL �"�\�����f�;�Æ���é-Ð�Þ�
"Ù-Þ�Ò�ù�Ô�•�Î�é�P�o�;�â�ê�” CTL �H�����^�é���ç�”�"�\�,������
�2  �.� �X�]�9��  �U�o�<�é.3�o�” CTL �H�����^�é  TFTP �(�o�C�ó�é�;�=�å�ä�” Cisco CTL �"�\��������������
�f�;�é-Ð�Þ�
�£!��Ò�ù�Ô�•
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%Y 4 %(      Cisco CTL �"�\�����f�;�é.3�o
    TLS �’&ï!ª�P�o�;�é.3�o�� ��������

     

      

��

       
   
9Ô�H9Õ �"�\�,�2  �.� �X�]�9��  �U�o�<�ê�”�,�2�f�<���`�f  �(�o�C�ù�Ú�ê�"�\�,�2�é�.� �X�]�9���Ï(»�
.3�o�Ò�� ����
�ù�Ô�•

 • Ethernet Phone �P�o�;�ê�” SCCP �
�s-��Ô��5�.d�Ï�Æ���é"“3s-Ð�Þ�
"Ù-Þ�Ò�ù�Ô�•5V�.� �X��  �U�o��������
�< �é � • � '� ”5 � .d � Ï �ê �P �o � ;  2000 � 
 
 z �Ò �á � ’& ï �Ð � � �ù �Ô� •�Ù � ' �U �o �< �é � • � '� ” Cisco Unified   
Communications Manager �é  TLS �’&ï!ª�P�o�;�ê  Cisco Unified Communications Manager �P�o�;������������������
!ß� �æ  443 �

�%š9Ô +9Õ�Ò�Ú!ß� �æ�å���Ú�ü�” Cisco Unified Communications Manager �é�:�H���^������������
�;�é  TLS �’&ï�ê  2443 �æ�å���ù�Ô�•�P�o�;!ß� �Ç û�÷
ö!ª
��é�•�'�ÿ�”�H�����������o�^�

ö!ª�Ò��������
�á�¿�á�H�����������o�^�]�é�P�o�;�

ö!ª�â�È�å�¿�•�'�æ�é�ú�”�Î�é.3�o�
�•�Â�Ò�ù�Ô�•

 • SIP �.� �X��  �P�o�;�

ö!ª�Ô���ã�” Cisco Unified Communications Manager �ê�” SIP �
�s-��Ô��5���������������
.d�Ï�Æ���é  SIP �T�6�.�o�+�
�±���â�È�ù�Ô�•�:�H���^�;�o�ê  5061 �â�Ô�•�Î�é�P�o�;�
���•�Ò�Ú�•��������
�'�ê�” Cisco Unified �(�o�F�,���F�]�9���â  Cisco CallManager �(�o�F�,�
�c/à
G�Ò�” SIP �
�s-��Ô�� ���� ������
��5�.d�Ï�
�]�.�6�;�Ô����-Ð�Ç�½���ù�Ô�•

�E�f�; �P�o�;�
�•�Â�Ò�Ú�ß�ê�” Cisco Unified �(�o�F�,���F�]�9���â  Cisco CTL Provider �(�o�F�,�
�c/à
G�Ô�� ���� ������
����-Ð�Ç�½���ù�Ô�• ��
��

CTL �P�o�;�ê�” CTL �"�\�����f�;�Ç�s-��Ð���á�¿���:�o�2  VLAN �æ�»�Ò�á4?�¿�á�¿����-Ð�Ç�½���ù�� ���� ��
�Ô�• Cisco Unified Communications Manager �æ�*�#�=�^�
�¯�Ô�Ú�ü�æ  TLS �
�s-��Ò�á�¿��5�.d�Ï�ý������������
CTL �"�\�����f�;�Ç
ö!ª�Ô���P�o�;�

ö!ª�Ò�ù�Ô�•�Î�����é�P�o�;�ê�”5�.d�Ï�Ç.z.=�ã�ú�,�9�o�2�,�ù��
�Ú�ê�g� 
{�ã�ú�,�9�o�2�,�æ.3�o�Ð���á�¿���Ô�ô�á�é  VLAN �æ�»�Ò�á���Õ4?�¿�á�Ê�Û�Ð�¿�•

�:�H���^�;.3�o�
���•�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 ���•�Ô���P�o�;�æ���Ó�á�”�4�é
Þ�:�
�s-��Ò�ù�Ô�•

 • Cisco CTL Provider �(�o�F�,�é  Port Number �D�\�T�o�2�
���•�Ô���æ�ê�” �,�9�6�J ��2 :* �,�9�6�J ��6    
�
�s-��Ò�ù�Ô�•

 • [ ���o�(�@�6�;5�.d�P�o�; (Ethernet Phone Port)] �ù�Ú�ê  [SIP5�.d�.� �X���P�o�; (SIP Phone Secure
Port)] �é.3�o�
���•�Ô���æ�ê�” �,�9�6�J ��7 :* �,�9�6 �J ��11 �
�s-��Ò�ù�Ô�•

�,�9�6�J ��2 Cisco CTL Provider �P�o�;�
���•�Ô���æ�ê�” Cisco Unified Communications Manager �é%¤!��M�o�+�â�� ���� ������
[ �*�,�9�S (System)] > [�(�o�F�,�D�\�T�o�2 (Service Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��3 [ �(�o�C (Server)] �<�`�6�J�3���f  �]�,�;  �O�6�"�,�â�” Cisco CTL Provider �(�o�F�,�
�s-��Ò�á�¿���(�o�� ���� ������
�C�
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��4 [ �(�o�F�, (Service)] �<�`�6�J�3���f  �]�,�;  �O�6�"�,�â�” Cisco CTL Provider �(�o�F�,�
1¬�ï�Ò�ù�Ô�•

�E�f�; �(�o�F�,  �D�\�T�o�2�é.f&¦�æ�ß�¿�á�ê�”!ü�ç%S�ù�Ú�ê�]�f�"�,�
�"�]�6�"�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��5 Port Number �D�\�T�o�2�é�o�
���•�Ô���æ�ê�” [ �D�\�T�o�2�o (Parameter Value)] �H���o�^�<�æ�Â�Ò�¿�� ���� ��
�P�o�;!ß� �
�I
��Ò�ù�Ô�•

�,�9�6�J ��6 [ �;�= (Save)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��7 [ ���o�(�@�6�;5�.d�P�o�; (Ethernet Phone Port)] �ù�Ú�ê  [SIP5�.d�.� �X���P�o�; (SIP Phone Secure Port)]
�é.3�o�
���•�Ô���æ�ê�” Cisco Unified Communications Manager �é%¤!��M�o�+�â  [ �*�,�9�S (System)] >   
[Cisco Unified CM] �é5Å�æ1¬�ï�Ò�ù�Ô�•
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%Y 4 %(      Cisco CTL �"�\�����f�;�é.3�o���� ����������������
    Cisco CTL �"�\�����f�;�é���f�,�;�o�^

r        

���
  

�����
�,�9�6�J ��8 �¡ Cisco Unified Communications Manager ���<�R�>�,�;�_�o�*�Z�f  �����< �¢�é.‘�ÿ�æ�å�¿�”
Cisco CallManager �(�o�F�,�
�s-��Ò�á�¿���(�o�C�
��&•�Ò�ù�Ô�•&¿���Ç-+$��Ð���Ú���”
�(�o�C�é  [ �,�è (Name)] �]�f�"�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��9 [Cisco Unified Communications Manager �é.3�o (Cisco Unified CM Configuration)] �����f�<���Ç-+$�����������������
�Ð���Ú���” [ ���o�(�@�6�;5�.d�P�o�; (Ethernet Phone Port)] �H���o�^�<�ù�Ú�ê  [SIP5�.d�.� �X���P�o�;��������
(SIP Phone Secure Port)] �H���o�^�<�æ�Â�Ò�¿�P�o�;!ß� �
�I
��Ò�ù�Ô�•

�,�9�6�J ��10 5�.d�Ï�
�]�.�6�;�Ò�” Cisco Unified �(�o�F�,���F�]�9���â  Cisco CallManager �(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��11 [ �;�= (Save)] �
�"�]�6�"�Ò�ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.4-219Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco  CTL �"�\�����f�;�é���f�,�;�o�^
�4�é���L�f�;�Ç"’!¢�Ô���ã�È�æ�ê�”�"�\�����f�;�

ö!ª�Ò�á  CTL �H�����^�
�•�Â�Ô����-Ð�Ç�½���ù�Ô�•

 • �"�\�,�2  �.� �X�]�9��  �U�o�<�é�¨�Ë�é.3�o�(

 • CTL �H�����^�é�¨�Ë�é
Þ�‘�(

 • Cisco Unified Communications Manager �é���f�,�;�o�^�ß

 • Cisco Unified Communications Manager �(�o�C�ù�Ú�ê  Cisco Unified Communications Manage
�:�o�2�é�ó�0�ß

 • Cisco Unified Communications Manager �(�o�C�é  IP ���<�_�,�ù�Ú�ê�N�,�;�,�é���•�ß

 • �.� �X�]�9��  �;�o�"�f�é1J
��ß�ù�Ú�ê�å4°�ß

 • ASA �H�����������o�^�é1J
��ß�ù�Ú�ê�å4°�ß

 • TFTP �(�o�C�é1J
��ß�ù�Ú�ê�å4°�ß  

 • Cisco Unified Communications Manager �(�o�C�é1J
��ß�ù�Ú�ê�å4°�ß

 • �(�o�<�D�o�9���é  CA 'Ñ�,.=�ÿ� �
�J�\�6�;�H���o�S�æ���6�J�`�o�<�Ò�Ú�ß  

�E�f�; �"�\�����f�;�
���f�,�;�o�^�Ò���Á�ã�Ò�á�¿���(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�â�” Smart Card �(�o�F����
�,�Ç�Ÿ4?�Ž� �Å���î�Ÿ)D
G� �æ.3�o�Ð���á�¿�å�¿�•�'�”���f�,�;�o�^�ê�,�Œ�Ò�ù�Ô�•

Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 �¡ Cisco Unified Communications Manager ���<�R�>�,�;�_�o�*�Z�f  �����< �¢�é.‘�ÿ�æ�å�¿�”�"�\�����f�� ���� �
� ; � 
 � � � f � , � ; � o � ^ �Ò � � �Á �ã �Ô � �  Windows �b �o � " � , � 9 �o � * �Z � f �ù �Ú �ê � ( �o �C �Æ� �  Cisco Unified  
Communications Manager �é%¤!��M�o�+�æ$–
G�Ò�ù�Ô�•

�,�9�6�J ��2 Cisco Unified Communications Manager �é%¤!��M�o�+�â�” [ ���J�]�$�o�*�Z�f (Application)] > [�J�\�#�� ���� �
���f (Plugins)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ �J�\�#���f�é��&•�ã	û-é-+$� (Find and List Plugins)] �����f�<���Ç-+$��Ð���ù�Ô�•
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%Y 4 %(      Cisco CTL �"�\�����f�;�é.3�o
    Cisco CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco CTL �H�����^�é$–-��� ����������������

�����

�

�,�9�6�J ��3 [ �Æ�ß�J�\�#���f�2���J�Ç�4�æ%l�Ò�¿ (and Plugin Type equals)] �<�`�6�J�3���f  �]�,�;  �O�6�"�,�Æ��  [ ���� �������
�f�,�;�o�^ (Installation)] �
1¬�ï�Ò�” [ ��&• (Find)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 [Cisco CTL Client] �
-×�ß�Ì�ù�Ô�•

�,�9�6�J ��5 �H�����^�
�3���f�`�o�<�Ô���æ�ê�”�����f�<���é�À�¥�é�” Cisco CTL �"�\�����f�;  �J�\�#���f�,�é�Ü���� ����
�Á�ä
û�»�¥�æ�½��  [ �3���f�`�o�< (Download)] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��6 [ �;�= ] �
�"�]�6�"�Ò�á�”�H�����^�

›�ç�é�•�²�æ�;�=�Ò�ù�Ô�•

�,�9�6�J ��7 ���f�,�;�o�^�
4?�Ž�Ô���æ�ê�” [Cisco CTL Client]9Ô�H�����^�
�;�=�Ò�Ú�•�²�æ���Þ�á�����&�f�ù�Ú�ê�� ��
�s-��H�����^�æ�å���ù�Ô9Õ�
�3�I�^�"�]�6�"�Ò�ù�Ô�•

9Ô�H9Õ [ �3���f�`�o�<�é�b
L ] �O�6�"�,�â  [ �H�����^�
4?�Ê ] �
�"�]�6�"�Ô���Î�ã�ý�â�È�ù�Ô�•

�,�9�6�J ��8 Cisco CTL �"�\�����f�;�é�C�o�+�Z�f�Ç-+$��Ð�����é�â�” [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��9 ���f�,�;�o�^  �����)�o�<�Ç-+$��Ð���ù�Ô�• [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��10 
ö!ª.5.Ì�>&‚�æ�+�ç�Ò�á  [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��11 �"�\�����f�;�
���f�,�;�o�^�Ô���H���^�3�
1¬�ï�Ò�ù�Ô�•��-Ð�å�•�'�ê�” [Browse] �
�"�]�6�"�Ò�á�:�H����
�^�;�é�•�²�
���•�Ô���Î�ã�Ç�â�È�ù�Ô�•�•�²�
1¬�ï�Ò�Ú���” [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��12 ���f�,�;�o�^�
4?�Ž�Ô���æ�ê�” [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��13 ���f�,�;�o�^�Ç�b
L�Ò�Ú���” [Finish] �
�"�]�6�"�Ò�ù�Ô�•
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ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco  CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco  CTL 
�H�����^�é$–-�  

Cisco Unified Communications Manager �]�]�o�,  5.x �Æ��  6.x �æ���6�J�#�_�o�<�Ò�Ú�ß�â  CTL �H������������������������
�^�
���•�Ô���æ�ê�”���6�J�#�_�o�<�è�æ���f�,�;�o�^�Ò�á�¿�Ú  Cisco CTL �"�\�����f�;�
���f���f�,������
�;�o�^�Ò�”�¨�Â�é  Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò9Ô �ŸCisco CTL �"�\�����f�;�é���f�,�;�o�� ���� ���
�^�  9ÔP.4-89Õ�

ó�–9Õ�” CTL �H�����^�
�c!¢�‘�Ô����-Ð�Ç�½���ù�Ô�•���6�J�#�_�o�<�è�æ�(�o�C�é�å4°��
�ÿ1J
��
�s-��Ò�å�Æ�Þ�Ú�•�'�ê�”���6�J�#�_�o�<�ß�æ  Cisco CTL �"�\�����f�;�
�c.3�o�Ô����-Ð�ê�½���� ����
�ù�Ö���• Cisco Unified Communications Manager �é���6�J�#�_�o�<�æ�����” CTL �H�����^�]�é�:�o�2����������
�ê)D
G"›�æ$–-��Ð���ù�Ô�•

Cisco Unified Communications Manager 4.x �Æ���]�]�o�,  6.x �æ���6�J�#�_�o�<�Ò�”�.� �X�]�9���Ç�"��������������
�\�,�2
��â�­
2�æ�å�Þ�á�¿���•�'�ê�”���6�J�#�_�o�<�è�æ���f�,�;�o�^�Ò�á�¿�Ú  Cisco CTL �"�\�����f������
�;�
���f���f�,�;�o�^�Ò�”�¨�Â�é  Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�á  CTL �H�����^�
�c!¢�‘����������
�Ô����-Ð�Ç�½���ù�Ô�•���6�J�#�_�o�<�Ð���Ú�"�\�,�2�é�.� �X�]�9���
�­
2�æ�Ô���æ�ê�”�4�é�»5Å�æ�å
�¿�ù�Ô�•
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�»5Å

�,�9�6�J ��1 �â�=�é  Cisco CTL �"�\�����f�;�
���f���f�,�;�o�^�Ò�ù�Ô�•

�,�9�6�J ��2 �Â�Ò�¿  Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�ù�Ô9Ô �ŸCisco CTL �"�\�����f�;�é���f�,�;�o�^�  9ÔP.4-89Õ������ �
�

ó�–9Õ�•

�,�9�6�J ��3 
•�è�æ
ö!ª�Ò�Ú  USB � �o�é�Á�Ü�Ë�å�Ê�ã�ý  1 �ß�

ö!ª�Ò�á  Cisco CTL �"�\�����f�;�
�s-��Ò�ù�Ô�� ���� �
9Ô�ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-109Õ�

ó�–9Õ�•

�,�9�6�J ��4 �Î�����é�(�o�F�,�
�s-��Ô���Ô�ô�á�é  Cisco Unified Communications Manager �(�o�C�Å���î�"�\�,�2����������
�]�é�Ô�ô�á�é  TFTP �(�o�C�â  Cisco Unified �(�o�F�,���F�]�9���

ö!ª�Ò�á�” Cisco CallManager �(�o�� ���� �
�F�,�Å���î  Cisco TFTP �(�o�F�,�
�c/à
G�Ô����-Ð�Ç�½���ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.4-219Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco  CTL �"�\�����f�;�é.3�o

�E�f�; Cisco CTL �"�\�����f�;�ê�”�,�$�+�X�o�]�f�#�Ð���Ú�T�f�9�=�f�,�¼4F
��æ.3�o�Ò�ù�Ô�•�Î���ê�”�"�\����
�,�2�]�â  Cisco CallManager �(�o�F�,�Å���î  Cisco TFTP �(�o�F�,�
�s-��Ô���Ô�ô�á�é�(�o�C�â�Î����������������
�é�(�o�F�,�
�c/à
G�Ô����-Ð�Ç�½���Ú�ü�â�Ô�•

Cisco CTL �"�\�����f�;�ê�”�4�é�2�,�"�
�s-��Ò�ù�Ô�•

 • Cisco Unified Communications Manager �"�\�,�2�é�.� �X�]�9��  �U�o�<�
.3�o�Ò�ù�Ô�•

9Ô�H9Õ �"�\�,�2  �.� �X�]�9��  �U�o�<�ê�”�,�2�f�<���`�f  �(�o�C�ù�Ú�ê�"�\�,�2�é�.� �X�]�9���Ï(»�
.3�o�Ò������
�ù�Ô�•

�E�f�; Cisco Unified Communications Manager �é%¤!��M�o�+�é  [ ���f�2�o�J�\���-�D�\�T�o�2.3�o�� ���� �
(Enterprise Parameters Configuration)] �����f�<���â  Cisco Unified Communications Manage
�"�\�,�2�é�.� �X�]�9��  �D�\�T�o�2�
�Ù�'�U�o�<�æ.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•�"�\�,�2  �.����
� �X�]�9��  �U�o�<�
.3�o�Ô���æ�ê�” Cisco CTL �"�\�����f�;�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•.f&¦������
�æ�ß�¿�á�ê�” �ŸCisco CTL �"�\�����f�;�é.3�o�]�ˆ�  9ÔP.4-159Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 • Certificate Trust List9ÔCTL; .=�ÿ� �>5ì�]�,�;9Õ�

Þ�‘�Ò�ù�Ô�•�Î���ê�”�.� �X�]�9��  �;�o�"�f�” Cisco   
Unified Communications Manager�” ASA �H�����������o�^�”�Å���î  CAPF �(�o�C!ª�é.=�ÿ� ���f�;����������
�]�Ç�=�ù���Ú�H�����^�â�Ô�•

CTL �H�����^�æ���Þ�á�”5�.d�’&ï!ª�é  TLS �
�(�P�o�;�Ô���(�o�C�Ç$��Ð���ù�Ô�•�"�\�����f�;�ê������
)D
G"›�æ Cisco Unified Communications Manager�” Cisco CAPF�”�Å���î  ASA �H�����������o�^��������������
�
���´�Ò�á�”�Î�����é�(�o�C�é.=�ÿ� ���f�;�]�
1J
��Ò�ù�Ô�•

.3�o�(�æ�L�I�Ò�Ú�.� �X�]�9��  �;�o�"�f�æ���Þ�á  CTL �H�����^�Ç'Ñ�,�Ð���ù�Ô�•
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r       
9Ô�H9Õ Cisco CTL �"�\�����f�;�ê�” Cisco Unified Communications Manager �,�o�D�o�"�\�,�2  �(�P�o�;�ý�­��������������
���Ò�ù�Ô�•�,�o�D�o�"�\�,�2�æ�ê�”�¨�"  16 �é�&�o�^�
�£!��Ô���(�o�C�” 1 �ß�é�D�I�]�6�*�V�” 2 �ß�é��������
TFTP �(�o�C�”�Å���î�¨�"  9 �ß�é�T�:����  �]�0�o�,  �(�o�C�Ç�=�ù���ù�Ô�•

�Ž�ü���è�æ

�E�f�; Cisco Unified Communications Manager �
���6�J�#�_�o�<�Ô���ã�È�é  CTL �H�����^.3�o�é.f&¦�æ�ß�¿������������
�á�ê�” �ŸCisco CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco CTL �H�����^�é$–-��  9ÔP.4-99Õ�

ó�– ������ ���
�Ò�á�Ê�Û�Ð�¿�•

Cisco CTL � " � \ � � � � � f � ; � 
 . 3 �o �Ô � � �è �æ� ” Cisco CTL Provider � ( �o �F � , �Å � � � î  Cisco Certificate  
Authority Proxy Function �(�o�F�,�
  Cisco Unified �(�o�F�,���F�]�9���â���"�9���I�æ�Ò�Ú�Î�ã�
#Õ�� ���� ������
.z�Ò�ù�Ô�•�Ë�å�Ê�ã�ý  2 �ß�é�.� �X�]�9��  �;�o�"�f�
�I�»�Ò�ù�Ô�•�Î�����é�.� �X�]�9��  �;�o�"�f�ê�” ������ ��
�*�,�&�é.z.=�ê�Ç"’-��Ò�ù�Ô�•�*�,�&�Æ�����ç�Ò�Ú�.� �X�]�9��  �;�o�"�f�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�• ��
�;�o�"�f�
	û�2�æ  1 �ß�Õ�ß�(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�é  USB �P�o�;�æ�L�I�Ò�ù�Ô�•�(�o�C�æ�� ���� ��
USB �P�o�;�Ç�å�¿�•�'�” USB PCI ���o�<�

ö!ª�Ô���Î�ã�Ç�â�È�ù�Ô�•

�4�é�D�,�b�o�<�”�N�,�;�,�ù�Ú�ê  IP ���<�_�,�”�P�o�;!ß� �
���ç�Ò�ù�Ô�•

 • Cisco Unified Communications Manager �é%¤!��Y�o�)�,�ã�D�,�b�o�<

�E�f�; %¤!��Y�o�)�,�ê�”���f�<�Y�o�)�â�ê�å�Ê�”���J�]�$�o�*�Z�f  �Y�o�)�â�½����-Ð�Ç�½���”�ù�Ú�”�,�o�D�o��
�Y�o�)�­4¢�
�,�ß�,�o�D�o�Y�o�)  �#�^�o�J�é�T�f�C�o�â�å�Ì���ë�å���ù�Ö���•

 • �.� �X�]�9��  �;�o�"�f�é%¤!�(*�D�,�b�o�<

 • ASA �H�����������o�^�é%¤!��Y�o�)�,�ã�D�,�b�o�<

�Î�����é.‘�ÿ�æ�ß�¿�á�ê�” -+��4-29ÔP.4-169Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�E�f�; Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ô���è�æ�”�(�o�C�ó�é�@�6�;�b�o�"�’&ï�
#Õ.z�Ò�ù�Ô�•�@�6�; ����
�b�o�"�’&ï�Ç#Õ%��Ð���á�¿���Î�ã�
#Õ.z�Ô���æ�ê�” �¡ Cisco Unified Communications Operating Syste
Administration Guide�¢�é.‘�ÿ�æ�å�Þ�á  ping �&�Q�f�<�
�s-��Ò�ù�Ô�•�"�\�,�2!c�º�â�ê�”�"�\�,�2�]�é�� ����
�Ô�ô�á�é�(�o�C�æ�@�6�;�b�o�"�’&ï�â�È���Î�ã�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

-„�™�é  Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�Ú�•�'�” Cisco Unified Communications Manager �â��������������
�ê	û�2�æ  1 ���é�"�\�����f�;�é  CTL .3�o�±�Ž�Ò�Æ���Ì�I���ù�Ö���•�Ú�Û�Ò�”.3�o
Þ�:�ê�+�(�æ  5 ���ù������������
�â�é  Cisco CTL �"�\�����f�;�â�s-��â�È�ù�Ô�•�½���"�\�����f�;�â.3�o
Þ�:�
�s-��Ò�á�¿��4F�”�Ø�é
•������
�é�"�\�����f�;�â�I
��Ò�Ú�±�Ž�ê  Cisco Unified Communications Manager �æ���Þ�á)D
G"›�æ�;�=�Ð������������
�ù�Ô�•

Cisco CTL �"�\�����f�;�é.3�o�Ç�b
L�Ô���ã�” CTL �"�\�����f�;�ê�4�é�2�,�"�
�s-��Ò�ù�Ô�•

 • CTL �H�����^�
  Cisco Unified Communications Manager �(�o�C�æ� �È1��ú�ù�Ô�•

 • CAPF capf.cer �
�"�\�,�2�]�é�Ô�ô�á�é  Cisco Unified Communications Manager �ß&ï�A�o�<9Ô�¨�����������
�Ë�é�A�o�<
•��9Õ�æ� �È1��ú�ù�Ô�•

 • PEM �»�|�é  CAPF .=�ÿ� �H�����^�
�"�\�,�2�]�é�Ô�ô�á�é  Cisco Unified Communications Manage
�ß&ï�A�o�<9Ô�¨�Ë�é�A�o�<
•��9Õ�æ� �È1��ú�ù�Ô�•

 • �Ô�ô�á�é.3�o�ã�ú  TFTP �(�o�C�æ�Î�é�H�����^�
� �È1��ú�ù�Ô�•

 • �Ô�ô�á�é.3�o�ã�ú  ASA �H�����������o�^�æ�Î�é�H�����^�
� �È1��ú�ù�Ô�•
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 • CTL �H�����^�

Þ�‘�Ò�Ú�(�P�â  USB �P�o�;�æ�=�÷�Ô���.� �X�]�9��  �;�o�"�f�é$•�’3›�

ö!ª�Ò�á�” ��������
CTL �H�����^�æ'Ñ�,�Ò�ù�Ô�•

�"�\�����f�;�
.3�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 /¼�I�Ò�Ú�.� �X�]�9��  �;�o�"�f�
�Ë�å�Ê�ã�ý  2 �ß�I�»�Ò�ù�Ô�•

�,�9�6�J ��2 �4�é
Þ�:�é�¿�Õ���Æ�
�s-��Ò�ù�Ô�•

 • ���f�,�;�o�^�Ò�Ú�b�o�"�,�9�o�*�Z�f�ù�Ú�ê�(�o�C�é�:�,�"�;�6�J�æ�½��  [Cisco CTL Client] ������ ������
�&�f�
�3�I�^�"�]�6�"�Ò�ù�Ô�•

 • [ �,�2�o�; ] > [ �J�`�#�\�S ] > [Cisco CTL Client] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��3 -+��4-2 �é.‘�ÿ�æ�å�Þ�á  Cisco Unified Communications Manager �(�o�C�é.3�o�]�ˆ�
�I
��Ò�” [Next] �
 ����������������
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��4 -+��4-2 �é.‘�ÿ�æ�å�Þ�á �” [Set Cisco Unified Communications Manager Cluster to Mixed Mode] �
�"�]�6 ����������������������
�"�Ò�” [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��5 .3�o�Ô���]�ˆ�æ���Ó�á�”�4�é
Þ�:�
�s-��Ò�ù�Ô�•

 • �.� �X�]�9��  �;�o�"�f�
1J
��Ô���æ�ê�” �,�9�6�J ��6 :* �,�9�6�J ��12 �

ó�–�Ò�ù�Ô�•

 • Cisco CTL �"�\�����f�;.3�o�
�b
L�Ô���æ�ê�” �,�9�6�J ��17 :* �,�9�6�J ��21 �

ó�–�Ò�ù�Ô�•

�H�ç �"�\�����f�;�
�Ë�ü�á.3�o�Ô���•�'�”�Ë�å�Ê�ã�ý  2 �ß�é�.� �X�]�9��  �;�o�"�f�Ç��-Ð�â�Ô�•���J�]�$�o������
�*�Z�f�Ç-Ð�Þ�Ò�å�¿4¢���”�;�o�"�f�
�L�I�Ò�å�¿�â�Ê�Û�Ð�¿�•�b�o�"�,�9�o�*�Z�f�ù�Ú�ê�(�o�C�æ  USB 
�P�o�;�Ç  2 �ß�½���•�'�ê�” 2 �ß�é�.� �X�]�9��  �;�o�"�f�
�+�(�æ�L�I�Ò�å�¿�â�Ê�Û�Ð�¿�•

�,�9�6�J ��6 ���J�]�$�o�*�Z�f�Ç-Ð�Þ�Ò�Ú���”  û�÷  Cisco CTL �"�\�����f�;�
.3�o�Ò�á�¿���b�o�"�,�9�o�*�Z�f�ù�Ú������
�ê�(�o�C�â
ö!ª��(»�å  USB �P�o�;�æ�.� �X�]�9��  �;�o�"�f�
  1 �ß�L�I�Ò�á�” [OK] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��7 �L�I�Ò�Ú�.� �X�]�9��  �;�o�"�f�æ�ß�¿�á�é�±�Ž�Ç-+$��Ð���ù�Ô�• [Add] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��8 ���´�Ð���Ú.=�ÿ� ���f�;�]�Ç�M���f�æ-+$��Ð���ù�Ô�•

�,�9�6�J ��9 
•�é�.� �X�]�9��  �;�o�"�f9Ô-„�™�ý��(»9Õ�
.=�ÿ� �>5ì�]�,�;�æ1J
��Ô���æ�ê�” [Add Tokens] �
�"�]�6������
�"�Ò�ù�Ô�•

�,�9�6�J ��10 �(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�æ�L�I�Ò�Ú�;�o�"�f�
�������Ò�á�¿�å�¿�•�'�ê�”�������Ò�ù�Ô�•���J
�]�$�o�*�Z�f�Ç-Ð�Þ�Ò�Ú���”�4�é�;�o�"�f�
�L�I�Ò�á  [OK] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��11 2 !ß"á�é�.� �X�]�9��  �;�o�"�f�æ�ß�¿�á�é�±�Ž�Ç-+$��Ð���ù�Ô�• [Add] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��12 �Ô�ô�á�é�.� �X�]�9��  �;�o�"�f�æ�ß�¿�á�” �,�9�6�J ��9 :* �,�9�6�J ��11 �
'…��10�Ò�ù�Ô�•

�,�9�6�J ��13 .=�ÿ� ���f�;�]�Ç�M���f�æ-+$��Ð���ù�Ô�•

�,�9�6�J ��14 -+��4-29ÔP.4-169Õ �é.‘�ÿ�æ�å�Þ�á�”.3�o�]�ˆ�
�I
��Ò�ù�Ô�•

�,�9�6�J ��15 [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��16 -+��4-2 �é.‘�ÿ�æ�å�Þ�á.3�o�]�ˆ�
�I
��Ò�” [Next] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��17 �Ô�ô�á�é�.� �X�]�9��  �;�o�"�f�Å���î�(�o�C�
1J
��Ò�Ú���” [Finish] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��18 -+��4-2 �é.‘�ÿ�æ�å�Þ�á�.� �X�]�9 ��  �;�o�"�f�é�Y�o�)  �D�,�b�o�<�
�I
��Ò�” [OK]  �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��19 �"�\�����f�;�æ���Þ�á  CTL �H�����^�Ç
Þ�‘�Ð�����ã�”�&�(�o�C�é�����f�<���æ�”�(�o�C�”�H�����^  �`������
�$�o�*�Z�f�”�Å���î  CTL �H�����^�é�,�9�o�2�,�Ç-+$��Ð���ù�Ô�• [Finish] �
�"�]�6�"�Ò�ù�Ô�•
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r        
�,�9�6�J ��20 �,�2�f�<���`�f  �(�o�C�ù�Ú�ê�"�\�,�2�é�Ô�ô�á�é�:�C���,�
�]�.�6�;�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ�:�C��
���,�é�]�.�6�;�”�(�o�F�,�é�c/à
G�ù�Ú�ê�]�I�o�;�  9ÔP.1-129Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��21 Cisco Unified �(�o�F�,���F�]�9���â�” Cisco CallManager �(�o�F�,�Å���î  Cisco TFTP �(�o�F�,�
�c/à�� ���� ������

G�Ò�ù�Ô�•

�E�f�; �Î�����é�(�o�F�,�
�s-��Ô���Ô�ô�á�é  Cisco Unified Communications Manager �(�o�C�ã�"�\�,�2�]�é����������
�Ô�ô�á�é  TFTP �(�o�C�â�”�Î�����é�(�o�F�,�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J ��22 CTL �H�����^�

Þ�‘�Ò�Ú���” USB �P�o�;�Æ���.� �X�]�9��  �;�o�"�f�
�������Ò�ù�Ô�•�Ô�ô�á�é�.� �X������
�]�9��  �;�o�"�f�
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�,�9�6�J ��1 �¨�Â�é  CTL �H�����^�
.3�o�Ô���Ú�ü�æ�L�I�Ò�Ú�.� �X�]�9��  �;�o�"�f�
  1 �ß�I�»�Ò�ù�Ô�•

�,�9�6�J ��2 ���f�,�;�o�^�Ò�Ú�b�o�"�,�9�o�*�Z�f�ù�Ú�ê�(�o�C�é�:�,�"�;�6�J�æ�½��  [Cisco CTL Client] �����&�f�� ������
�
�3�I�^�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 -+��4-2 �é.‘�ÿ�æ�å�Þ�á  Cisco Unified Communications Manager �(�o�C�é.3�o�]�ˆ�
�I
��Ò�” [Next] �
 ����������������
�"�]�6�"�Ò�ù�Ô�•

�E�f�; �Î�é�����f�<���â�ê�” Cisco Unified Communications Manager �(�o�C�æ�ß�¿�á�•�Â�Ò�ù�Ô�•

�,�9�6�J ��4 CTL �H�����^�
�•�Â�Ô���æ�ê�” -+��4-2 �é.‘�ÿ�æ�½�����Á�æ  [Update CTL File] �
 �"�]�6�"�Ò�” [Next] �
�� ��������������
�"�]�6�"�Ò�ù�Ô�•

�H�ç �Ô�ô�á�é  CTL �H�����^�
�•�Â�Ô���æ�ê�”�Ô�â�æ  CTL �H�����^�æ�=�÷�Ô���.� �X�]�9��  �;�o�"�f�
9Ô 1 �ß9Õ������������
USB �P�o�;�æ�L�I�Ô����-Ð�Ç�½���ù�Ô�•�"�\�����f�;�â�ê�”�Î�é�;�o�"�f�

ö!ª�Ò�á  CTL �H�����^�é'Ñ������
�,�
��.=�Ò�ù�Ô�• Cisco CTL �"�\�����f�;�æ���Þ�á'Ñ�,�Ç��.=�Ð�����ù�â�”�Â�Ò�¿�;�o�"�f�ê1J
��â�È�ù����
�Ö���•�b�o�"�,�9�o�*�Z�f�ù�Ú�ê�(�o�C�æ  USB �P�o�;�Ç  2 �ß�½���•�'�ê�”
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�
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�.� �X�]�9��  �;�o�"�f�
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Cisco CTL �"�\�����f�;�é  [CTL Entries] �����f�<���æ-+$��Ð����	û1ñ�é  CTL ���f�;�]�ê�”�¿�ß�â�ý����������
�å4°�Ô���Î�ã�Ç�â�È�ù�Ô�•�"�\�����f�;�
4?�¿�á�” [CTL Entries] �����f�<���
-+$��Ô���J�`�f�J�;�æ�å����
�¿�”�å4°�Ô��5Ä"á�
�•.ž-+$��Ò�á�Æ��  [Delete Selected] �
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�"�\�,�2�é�.� �X�]�9��  �U�o�<�
.3�o�Ô���æ�ê�” Cisco CTL �"�\�����f�;�
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Cisco Unified Communications Manager � . �  �X � ] �9 � �  �U �o �< �ê� ” Cisco Unified Communications 
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[Cisco Unified Communications Manager Server]

[Hostname or IP Address] �¨�Ë�é�A�o�<�é�N�,�;�,�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô�•

[Port] �Î�é  Cisco Unified Communications Manager �(�o�C�â�s-��Ð���á�¿������������
Cisco CTL Provider �(�o�F�,�é  CTL �P�o�;!ß� �
�I
��Ò�ù�Ô�•�:�H������������
�^�;�é�P�o�;!ß� �ê  2444 �â�Ô�•

[Username and Password] �¨�Ë�é�A�o�<�â�,�o�D�o�Y�o�)�é%¤!�(*�­4¢�
�,�ß���J�]�$�o�*�Z�f
�Y�o�)�é�Y�o�)�,�ã�D�,�b�o�<�ã�+�Ó�ý�é�
�I
��Ò�ù�Ô�•

[Security Mode]

[Set Cisco Unified 
Communications Manager 
Cluster to Mixed Mode]

�Ù� ' �U�o�<�â�ê�”.z.=�ã�ú�â�g� 
{ �ã�ú�”�Å�� � î5V�. �  �X� � �é  Cisco 
Unified IP Phone �
 Cisco Unified Communications Manager �æ"“3s�Ô���Î��������������
�ã�Ç�â�È�ù�Ô�•�Î�é�U�o�<�â�ê�”.z.=�ã�ú�ù�Ú�ê�g� 
{�ã�ú�é�:�C���,�â
� . �  �X� �  �P�o� ; �Ç
ö!ª �Ð� � � � � Î �ã � 
  Cisco Unified Communications  
Manager �Ç�;.=�Ò�ù�Ô�•

9Ô�H9Õ �Ù�'�U�o�<�æ.3�o�Ô���ã�” Cisco Unified Communications Manager 
�æ���Þ�á)D
G"“3s�ê�u
2�æ�å���ù�Ô�•

[Set Cisco Unified 
Communications Manager 
Cluster to Non-Secure 
Mode]

5V�.� �X��  �U�o�<�æ.3�o�Ô���ã�”�Ô�ô�á�é�:�C���,�ê5V.z.=�ã�Ò�á"“3s��
�Ð���” Cisco Unified Communications Manager �ê���T�o�+.z.=�é�ú�(��������
�P�o�;�Ò�ù�Ô�•
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1¬�ï�Ô���ã�” Cisco CTL �"�\�����f�;�ê  CTL �H�����^�æ��������
�½���Ô�ô�á�é���f�;�]�é.=�ÿ� �
�å4°�Ò�ù�Ô�Ç�” CTL �H�����^�ê�•�È&ï��
�È�0�o�Ò�Ú�:���_�"�;�]�æ�=�÷�Ò�ù�Ô�•5�.d�Ï�ê'Ñ�,�å�Ò.3�o�H�����^
�
-Ð�Þ�Ò�”5V�.� �X���ã�Ò�á  Cisco Unified Communications Manager �æ����������
"“3s�Ð���ù�Ô�•

�E�f�; 5�.d�Ï�
�:�H���^�;�é5V�.� �X��  �U�o�<�æ�¯�Ô�æ�ê�”5�.d�Ï�Å����
�î�Ô�ô�á�é  Cisco Unified Communications Manager �(�o�C�Æ������������
CTL �H�����^�
�å4°�Ô����-Ð�Ç�½���ù�Ô�•

�Î�é�U�o�<�â�ê)D
G"“3s�
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[Update CTL File] CTL �H�����^�é
Þ�‘�ß�æ�Î�é�H�����^�
���•�Ô���æ�ê�”�Î�é���J�*�Z�f��
�
1¬�ï�Ô����-Ð�Ç�½���ù�Ô�•�Î�é���J�*�Z�f�
1¬�ï�Ô���ã�” Cisco Unified 
Communications Manager �é�.� �X�]�9��  �U�o�<�ê���•�Ð���ù�Ö���•

[CTL Entries]

[Add Tokens] .=�ÿ� �>5ì�]�,�;9Ô CTL9Õ�æ�.� �X�]�9��  �;�o�"�f�
1J
��Ô���æ�ê�”�Î��
�é�O�2�f�
�"�]�6�"�Ò�ù�Ô�•

�(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�æ�¨�Ë�æ�L�I�Ò�Ú�;�o�"�f�
�������Ò
�á�¿�å�¿�•�'�ê�”�������Ò�ù�Ô�•���J�]�$�o�*�Z�f�Ç-Ð�Þ�Ò�Ú���”�4�é
�;�o�"�f�
�L�I�Ò�á  [OK] �
�"�]�6�"�Ò�ù�Ô�•1J
��Ò�Ú�.� �X�]�9������
�;�o�"�f�æ�ß�¿�á�é�±�Ž�Ç-+$��Ð���Ú���” [Add] �
�"�]�6�"�Ò�ù�Ô�•�Ô��
�ô�á�é�.� �X�]�9��  �;�o�"�f�æ�ß�¿�á�”�Î�����é
Þ�:�
'…��10�Ò�ù�Ô�•

[Add TFTP Server] CTL �æ
•�§  TFTP �(�o�C�
1J
��Ô���æ�ê�”�Î�é�O�2�f�
�"�]�6�"�Ò�ù������
�Ô�•.3�o�é.f&¦�æ�ß�¿�á�ê�” [Alternate TFTP Server] �2�I�é.3�o�o�Ç-+������
$��Ð���Ú�ß�â  [Help] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•.3�o�
�I
��Ò�Ú���” [Next]  
�
�"�]�6�"�Ò�ù�Ô�•
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Cisco Unified Communications Manager �é�.� �X�]��������
�9��  �U�o�<�é#Õ.z

�"�\�,�2�é�.� �X�]�9��  �U�o�<�
#Õ.z�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

9Ô�H9Õ �"�\�,�2  �.� �X�]�9��  �U�o�<�ê�”�,�2�f�<���`�f  �(�o�C�ù�Ú�ê�"�\�,�2�é�.� �X�]�9���Ï(»�
.3�o�Ò������
�ù�Ô�•

[Add Firewall] CTL �æ ASA �H�����������o�^�
1J
��Ô���æ�ê�”�Î�é�O�2�f�
�"�]�6�"������
�Ò�ù�Ô�•.3�o�é.f&¦�æ�ß�¿�á�ê�” [Firewall] �2�I�é.3�o�o�Ç-+$��Ð���Ú�ß��
�â  [Help] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•.3�o�
�I
��Ò�Ú���” [Next] �
�"�]�6������
�"�Ò�ù�Ô�•

[Alternate TFTP Server]

[Hostname or IP Address] TFTP �(�o�C�é�N�,�;�,�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô�•


•�§  TFTP �(�o�C�æ�ê�”�Î�é�"�\�,�2�æ�=�÷�Ô��  Cisco TFTP �(�o�C�
����������
�0�o�Ò�ù�Ô�•
•�§  TFTP �(�o�C�é.3�o�æ  2 �ß�é!ã�å���"�\�,�2�

ö!ª�Ô��������
���•�'�ê�” 
��"�\�,�2�Ç
ö!ª�Ô���"�\�,�2  �.� �X�]�9��  �U�o�<�Ç�+�Ó�â����
�½���Î�ã�Ç��-Ð�â�Ô�•�Î���ê�” Cisco CTL �"�\�����f�;�

��Ç�é�"�\�,����
�2�æ���f�,�;�o�^�Ò�á.3�o�Ô����-Ð�Ç�½���Î�ã�
�ç�g�Ò�ù�Ô�•�Ð���æ�”
�+�Ó�C�o�+�Z�f�é  Cisco Unified Communications Manager �Ç
��Ç�é�"����������
�\�,�2�â
G
Þ�Ò�á�¿����-Ð�Ç�½���ù�Ô�•

TFTP �(�o�F�,  �D�\�T�o�2  FileLocation �]�é�D�,�Ç�”�"�\�,�2�]�é�Ô�ô��������
�á�é�(�o�C�â�+�Ó�â�½���Î�ã�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

.f&¦�æ�ß�¿�á�ê�” �ŸCisco CTL �"�\�����f�;�é.3�o�é�E�f�;�  9ÔP.4-39Õ�
�� ��

ó�–�Ò�á�Ê�Û�Ð�¿�•

[Port] 
y�Á�é�]�]�o�,�é  Cisco Unified Communications Manager�â�ê
�-Ð�â�Ô�•

[Username and Password] 
y�Á�é�]�]�o�,�é  Cisco Unified Communications Manager�â�ê
�-Ð�â�Ô�•

[Firewall]

[Hostname or IP Address] �H�����������o�^�é�N�,�;�,�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô�•

[Port] .3�o�â�È�ù�Ö���•� : �H�� �^�; �é�P�o�; �â�½��  2444 !ß�é  Cisco Unified    
Communications Manager �P�o�;�

ö!ª�Ò�ù�Ô�•

[Username and Password] .3�o�â�È�ù�Ö���• Cisco Unified Communications Manager �é���f�,�;�o�^��������
�(�æ.3�o�Ò�Ú%¤!�(*�,�ã�D�,�b�o�<�Ç�*�,�9�S�æ���Þ�á
ö!ª�Ð���ù�Ô�•

[Security Token]

[User Password] Cisco CTL �"�\�����f�;�
�Ë�ü�á.3�o�Ô���ã�È�ê�”�:�H���^�;  �D�,�b�o�< ������
�é  Cisco123 �
�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�á�I
��Ò�”.=�ÿ� �é$•�’3›�
���ç����
�Ò�á  CTL �H�����^�Ç'Ñ�,�ã�ú�â�½���Î�ã�
#Õ.z�Ò�ù�Ô�•

-+��4-2 CTL �"�\�����f�;�é.3�o�]�ˆ9Ô&ï�È9Õ

.3�o .‘�ÿ
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%Y 4 %(      Cisco CTL �"�\�����f�;�é.3�o���� ����������������
    Smart Card �(�o�F�,�é4?�Ž�Å���î)D
G�é.3�o

����� ��

   

���

������
 

    
�»5Å

�,�9�6�J ��1 Cisco Unified Communications Manager �é%¤!��M�o�+�â  [ �*�,�9�S (System)] > [���f�2�o�J�\���-�D�\�� ���� �
�T�o�2 (Enterprise Parameters)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��2 [Cluster Security Mode] �H���o�^�<�
-×�ß�Ì�ù�Ô�•�H���o�^�<�]�é�o�Ç  1 �ã-+$��Ð�����•�'�” Cisco Unified   
Communications Manager �ê�Ù�'�U�o�<�æ�\�Ò�Ê.3�o�Ð���á�¿�ù�Ô9Ô.f&¦�æ�ß�¿�á�ê�”�H���o�^�<�,�
�"����
�]�6�"�Ò�á�Ê�Û�Ð�¿9Õ �•

�E�f�; �Î�é�o�ê  Cisco Unified Communications Manager �é%¤!��M�o�+�â.3�o�Ô���Î�ã�Ç�â�È�ù�Ö���• ������ �
�Î�é�o�Ç-+$��Ð�����é�ê�” Cisco CTL �"�\�����f�;�é.3�o�ß�â�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.4-219Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Smart Card �(�o�F�,�é4?�Ž�Å���î)D
G�é.3�o
Cisco CTL �"�\�����f�;  ���f�,�;�o�^�æ�����” Smart Card �(�o�F�,�Ç�u
2�â�½���ã���´�Ð���Ú�•�'�ê�” ����
Cisco CTL �"�\�����f�;  �J�\�#���f�
���f�,�;�o�^�Ô���(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�â�” Smart  
Card �(�o�F�,�
�Ÿ)D
G� �Å���î�Ÿ4?�Ž� �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�E�f�; �(�o�F�,�Ç�Ÿ4?�Ž� �Å���î�Ÿ)D
G� �æ.3�o�Ð���á�¿�å�¿�•�'�ê�”�.� �X�]�9��  �;�o�"�f�
  CTL �H�����^������
�æ1J
��â�È�ù�Ö���• ��
��
���M�_�o�9���f�#  �*�,�9�S�é���6�J�#�_�o�<�”�(�o�F�,  �]�]�o�,�é1¡!ª�” Cisco Unified Communications
Manager �é���6�J�#�_�o�<�å�ä�
-��Þ�Ú���” Smart Card �(�o�F�,�Ç�Ÿ4?�Ž� �Å���î�Ÿ)D
G� �æ�å�Þ�á�¿��������
�Î�ã�
#Õ.z�Ò�ù�Ô�•

�(�o�F�,�
�Ÿ4?�Ž� �Å���î�Ÿ)D
G� �æ.3�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�Ú�(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�â�” [ �,�2�o�; ] > [ �J�̀ ��������
�#�\�S ] > [ %¤!��7�o�^ ] > [ �(�o�F�, ] �ù�Ú�ê  [ �,�2�o�; ] > [ �&�f�;�`�o�^  �D�@�^ ] > [ %¤!��7�o�^ ] > [ �(�o��������������������������
�F�, ] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��2 [ �(�o�F�, ] �����f�<���â�” Smart Card �(�o�F�,�
���"�]�6�"�Ò�” [ �J�`�D�9�� ] �
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��3 [ �J�`�D�9�� ] �����f�<���æ  [ �K)x ] �2�I�Ç-+$��Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

�,�9�6�J ��4 [ �,�2�o�;���6�J�é$³6� ] �<�`�6�J�3���f  �]�,�;  �O�6�"�,�Æ���” [ )D
G] �
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��5 [ 1¡!ª ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��6 [ �(�o�F�,�é A�� ] 5Ô�^�â�” [ 4?�Ž ] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��7 [OK] �
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��8 �(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�
�]�I�o�;�Ò�”�(�o�F�,�Ç
G
Þ�Ò�á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

1J
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    �.� �X�]�9��  �;�o�"�f  �D�,�b�o�<9Ô etoken 9Õ�é���•������������

�

�����

�

 

    
�.� �X�]�9��  �;�o�"�f  �D�,�b�o�<9Ô etoken 9Õ�é���•
�Î�é%¤!��D�,�b�o�<�ê�”.=�ÿ� �é$•�’3›�
���ç�Ò�” CTL �H�����^�Ç'Ñ�,�Ð�����Î�ã�
�;.=�Ò�ù�Ô�•�&�.��
� �X�]�9��  �;�o�"�f�æ�ê�”�:�H���^�;  �D�,�b�o�<�Ç
ƒ�û�Ò�á�¿�ù�Ô�•�.� �X�]�9��  �;�o�"�f  �D�,�b�o�������
�<�ê�¿�ß�â�ý���•�â�È�ù�Ô�• Cisco CTL �"�\�����f�;�æ�����D�,�b�o�<�é���•�
�Þ�ü���J�`�f�J�;�Ç-+����
$��Ð���Ú���”.3�o�
&ï-��Ô���è�æ�D�,�b�o�<�
���•�Ô����-Ð�Ç�½���ù�Ô�•

�D�,�b�o�<.3�o�é4P1j�±�Ž�
��.��Ô���æ�ê�” [Show Tips] �O�2�f�
�"�]�6�"�Ò�ù�Ô�•
×���Æ�é!�!±�â�D����
�,�b�o�<�
.3�o�â�È�å�¿�•�'�ê�”-+$��Ð�����E�f�;�
��.��Ò�á�Ê�Û�Ð�¿�•

�.� �X�]�9��  �;�o�"�f  �D�,�b�o�<�
���•�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Cisco CTL �"�\�����f�;�
  Windows �(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�æ���f�,�;�o�^�Ò�Ú�Î�ã�
#Õ.z��������
�Ò�ù�Ô�•

�,�9�6�J ��2 Cisco CTL �"�\�����f�;�
���f�,�;�o�^�Ò�Ú  Windows �(�o�C�ù�Ú�ê�b�o�"�,�9�o�*�Z�f�é  USB �P�o�����
�;�æ�.� �X�]�9��  �;�o�"�f�Ç�L�I�Ð���á�¿�å�Ì���ë�L�I�Ò�ù�Ô�•

�,�9�6�J ��3 [ �,�2�o�; ] > [ �J�`�#�\�S ] > [etoken] > [Etoken Properties] �é5Å�æ1¬�ï�Ò�ù�Ô�•�4�æ�” [etoken] �
���"���������
�]�6�"�Ò�” [Change etoken password] �
1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��4 [Current Password] �H���o�^�<�æ�”�¨�Ë�æ
Þ�‘�Ò�Ú�;�o�"�f  �D�,�b�o�<�
�I
��Ò�ù�Ô�•

�,�9�6�J ��5 �Â�Ò�¿�D�,�b�o�<�
�I
��Ò�ù�Ô�•

�,�9�6�J ��6 #Õ.z�é�Ú�ü�”�Â�Ò�¿�D�,�b�o�<�
�c�I
��Ò�ù�Ô�•

�,�9�6�J ��7 [OK] �
�"�]�6�"�Ò�ù�Ô�•
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Cisco Unified IP Phone 
��é  CTL �H�����^�é�å4°

�H�ç �.� �X���å�s6Î!c�º�â�Î�é
Þ�:�
�s-��Ô���Î�ã�
�Å
X�ü�Ò�ù�Ô�• $�æ�” Cisco Unified Communications 
Manager �(�o�C�Æ��  CTL �H�����^�
�å4°�Ô��
M�o�Ç�å�¿�•�'�æ�Å
X�ü�Ò�ù�Ô�•

�4�é A�+�Ç"’!¢�Ò�Ú�•�'�ê�” Cisco Unified IP Phone 
��é  CTL �H�����^�
�å4°�Ò�á�Ê�Û�Ð�¿�•

 • CTL �H�����^�æ'Ñ�,�Ò�Ú�.� �X�]�9��  �;�o�"�f�
�Ô�ô�á&—�,�Ò�Ú�•

 • CTL �H�����^�æ'Ñ�,�Ò�Ú�.� �X�]�9��  �;�o�"�f�Ç�s�h�Ò�Ú�•

 • 5�.d�Ï�
�.� �X��!c�º�Æ���,�;�_�o�+5Ô�^�å�ä�æ$–
G�Ô���•

 • 5�.d�Ï�
�”5V�.� �X��  �"�\�,�2�”�ù�Ú�ê!ã�å���<�T���f�é�Î�é�.� �X��  �"�\�,�2�ó�ã$–
G�Ô���•

 • 5�.d�Ï�
�”�Â#n�é�.� �X�]�9��  �P�]�*�o�
�,�ß5Ô�^�Æ���.� �X���å  Cisco Unified Communications
Manager �ó�ã$–
G�Ô���•

 • 
•�§  TFTP �(�o�C  ���<�_�,�
�” CTL �H�����^�]�æ�=�÷�Ò�å�¿�(�o�C�ó�ã���•�Ô���•

Cisco Unified IP Phone 
��é  CTL �H�����^�
�å4°�Ô���æ�ê�” -+ ��4-3 �é
Þ�:�
�s-��Ò�ù�Ô�•
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Cisco  CTL �"�\�����f�;�é�C�o�+�Z�f�é $�o

ö!ª�Ò�á�¿��  Cisco CTL �"�\�����f�;�é�C�o�+�Z�f�
 $�o�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 �4�é
Þ�:�é�¿�Õ���Æ�
�s-��Ò�ù�Ô�•

 • �:�,�"�;�6�J
��é  [Cisco CTL Client] �����&�f�
�3�I�^�"�]�6�"�Ò�ù�Ô�•

 • [ �,�2�o�; ] > [ �J�`�#�\�S ] > [Cisco CTL Client] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��2 Cisco CTL �"�\�����f�;  �����f�<���é�À
�4È�æ�½�������&�f�
�"�]�6�"�Ò�ù�Ô�•

�,�9�6�J ��3 [About Cisco CTL Client] �
1¬�ï�Ò�ù�Ô�•�"�\�����f�;�é�C�o�+�Z�f�Ç-+$��Ð���ù�Ô�•
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Cisco  CTL �"�\�����f�;�é#Õ.z�ã���f���f�,�;�o�^
Cisco CTL �"�\�����f�;�
���f���f�,�;�o�^�Ò�á�ý�” CTL �H�����^�ê�å4°�Ð���ù�Ö���•�+�}�æ�”�"�\����������
�f�;�
���f���f�,�;�o�^�Ò�á�ý�”�"�\�,�2  �.� �X�]�9��  �U�o�<�ã  CTL �H�����^�ê���•�Ð���ù�Ö���•��-Ð��������
�â�½���ë�” Cisco CTL �"�\�����f�;�
���f���f�,�;�o�^�Ò�”�"�\�����f�;�
�Î�é  Windows �b�o�"�,�9�o��������
�*�Z�f�ù�Ú�ê�(�o�C�æ���f�,�;�o�^�Ò�á�”�+�Ó  CTL �H�����^�
�•�È&ï�È
ö!ª�Ô���Î�ã�Ç�â�È�ù�Ô�•

Cisco CTL �"�\�����f�;�Ç���f�,�;�o�^�Ð���á�¿���Î�ã�
#Õ.z�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

-+��4-3 Cisco  Unified  IP Phone 
��é  CTL �H�����^�é�å4°

Cisco  Unified  IP Phone 
�U�:�^ 
Þ�:

Cisco Unified IP Phone 
7960G �Å���î  7940G

IP Phone 
��é  [ �.� �X�]�9��.3�o ] �T�>�X�o�â�” [CTL �H�����^ ]�” [ .�4° ]    
�ù�Ú�ê  **# �
�ü�Ò�á�” [ �å4° ] �
�ü�Ò�ù�Ô�•

Cisco Unified IP Phone 
7970G �Å���î�+%l�U�:�^

�4�é�Ç�:�é�ä�Ü���Æ�
�s-��Ò�ù�Ô�•

 • [ �.� �X�]�9��.3�o ] �T�>�X�o�é�`�6�"�
.�4°�Ò�ù�Ô9Ô �¡ Cisco Unified  
IP Phone Administration Guide for Cisco Unified Communications  
Manager�¢�

ó�–9Õ �• CTL ���J�*�Z�f�é
��æ�½��  [ �å4° ] �0�H�;� �o�
������
�ü�Ò�ù�Ô�•

 • [ .3�o ] �T�>�X�o�æ�½��  [ �å4° ] �0�H�;� �o�
�ü�Ò�ù�Ô�•

9Ô�H9Õ [ .3�o ] �T�>�X�o�æ�½��  [ �å4° ] �0�H�;� �o�
�ü�Ô�ã�” CTL �H������������
�^
•���é�±�Ž�ý�å4°�Ð���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified 
IP Phone Administration Guide for Cisco Unified Communication
Manager�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�,�9�6�J ��1 [ �,�2�o�; ] > [ �&�f�;�`�o�^  �D�@�^ ] �é5Å�æ1¬�ï�Ò�ù�Ô�•

�,�9�6�J ��2 �"�\�����f�;�Ç���f�,�;�o�^�Ð���á�¿���Î�ã�
#Õ.z�Ô���æ�ê�” [Cisco CTL Client] �
-×�ß�Ì�ù�Ô�•

�,�9�6�J ��3 �"�\�����f�;�
���f���f�,�;�o�^�Ô���æ�ê�” [ �å4° ] �
�"�]�6�"�Ò�ù�Ô�•

1J
��±�Ž

�Ÿ4P1j5Ä"á� 9ÔP.4-219Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•


ó((�±�Ž
4P1j5Ä"á

 • �Ÿ�*�,�9�S-Ð
™�  9ÔP.1-59Õ

 • �ŸCisco CTL �"�\�����f�;�é�N-Ð�  9ÔP.4-29Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o!ª�4���6�"�]�,�;�  9ÔP.4-49Õ

 • �ŸCisco CTL Provider �(�o�F�,�é���"�9���I
{�  9ÔP.4-59Õ

 • �ŸCisco CAPF �(�o�F�,�é���"�9���I
{�  9ÔP.4-69Õ

 • �ŸTLS �’&ï!ª�P�o�;�é.3�o�  9ÔP.4-69Õ

 • �ŸCisco CTL �"�\�����f�;�é���f�,�;�o�^�  9ÔP.4-89Õ

 • �ŸCisco CTL �"�\�����f�;�é���6�J�#�_�o�<�Å���î  Cisco CTL �H�����^�é$–-��  9ÔP.4-99Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-109Õ

 • �ŸCTL �H�����^�é�•�Â�  9ÔP.4-139Õ

 • �ŸCTL �H�����^  ���f�;�]�é�å4°�  9ÔP.4-159Õ

 • �ŸCisco Unified Communications Manager �.� �X�]�9��  �U�o�<�é�•�Â�  9ÔP.4-159Õ

 • �ŸCisco CTL �"�\�����f�;�é.3�o�]�ˆ�  9ÔP.4-159Õ

 • �ŸCisco Unified Communications Manager �é�.� �X�]�9��  �U�o�<�é#Õ.z�  9ÔP.4-179Õ

 • �ŸSmart Card �(�o�F�,�é4?�Ž�Å���î)D
G�é.3�o�  9ÔP.4-189Õ

 • �ŸCisco Unified IP Phone 
��é  CTL �H�����^�é�å4°�  9ÔP.4-199Õ

 • �ŸCisco CTL �"�\�����f�;�é�C�o�+�Z�f�é $�o�  9ÔP.4-209Õ

 • �ŸCisco CTL �"�\�����f�;�é#Õ.z�ã���f���f�,�;�o�^�  9ÔP.4-209Õ

 • �ŸCertificate Authority Proxy Function �é
ö!ª�Ç�:�  9ÔP.10-19Õ

�*�,�&�é4P1j�Q�>�X���^

�¡ Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager�¢

�¡ Troubleshooting Guide for Cisco Unified Communications Manager�¢
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.=�ÿ� �é.3�o

�Î�é%(�ê�”�4�é�]�ˆ�â�t�‘�Ð���á�¿�ù�Ô�•

 • �Ÿ.=�ÿ� �é.3�o�é�N-Ð�  9ÔP.5-19Õ

 • �Ÿ.=�ÿ� �é��&•�  9ÔP.5-19Õ

 • �Ÿ.=�ÿ� �é.3�o�é-+$��  9ÔP.5-29Õ

.=�ÿ� �é.3�o�é�N-Ð
[ .=�ÿ� �é.3�o (Certificate Configuration)] �����f�<���

ö!ª�Ò�á�”�*�,�9�S
��é.=�ÿ� �
-+$��Ò�ù�Ô�• [ .=����
�ÿ� �é.3�o (Certificate Configuration)] �����f�<���é�H���o�^�<�ê�” [ � �V�6�*�X�é�­
2�¼4F (Duration in  
Cache)] �
4°�¿�á�Ô�ô�á.’�ú�����¾!ª�â�Ô�•

.=�ÿ� �é��&•
.=�ÿ� �
��&•�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�»5Å

�,�9�6�J ��1 Cisco Unified Communications Manager �é%¤!��M�o�+�â  [ �*�,�9�S (System)] > [ �.� �X�]�9�� (Security)]   
> [ .=�ÿ�  (Certificate)] �é5Å�æ1¬�ï�Ò�ù�Ô�•

[ .=�ÿ� �é��&•�ã	û-é-+$� (Find and List Certificates)] �����f�<���Ç-+$��Ð���ù�Ô�•���"�9���I�å9Ô�è�é9Õ ������ ��
�"���]�o�é�_�&�o�<�ý�����f�<���æ-+$��Ð�����•�'�Ç�½���ù�Ô�•

�,�9�6�J ��2 �:�o�2�L�o�,�é�Ô�ô�á�é�_�&�o�<�
��&•�Ô���æ�ê�”�3�����`�#�O�6�"�,�Ç$è�â�½���Î�ã�
#Õ.z�Ò�á�” �,
�9�6�J ��3 �æ1t�ú�ù�Ô�•

�_�&�o�<�
�H���^�2�]�f�#�ù�Ú�ê��&•�Ô���æ�ê�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

 • �¨�Ë�é�<�`�6�J�3���f  �]�,�;  �O�6�"�,�Æ���”��&•�D�\�T�o�2�
1¬�ï�Ò�ù�Ô�•

 • 2 !ß"á�é�<�`�6�J�3���f  �]�,�;  �O�6�"�,�Æ���”��&•�D�2�o�f�
1¬�ï�Ò�ù�Ô�•

 • ��-Ð�æ���Ó�á�”1¡�¾�å��&•�9� �,�;�
�0�o�Ò�ù�Ô�•
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%Y 5 %(      .=�ÿ� �é.3�o���� ������������
    .=�ÿ� �é.3�o�é-+$�

 

9Ô�H9Õ ��&•�æ
™�
1J
��Ô���æ�ê�” [+]  �O�2�f�
�"�]�6�"�Ò�ù�Ô�•�æ
™�
1J
��Ô���ã�”�0�o�Ò�Ú�Ô�ô�á�é��
�æ
™�æ	û)L�Ô���_�&�o�<�Ç��&•�Ð���ù�Ô�•�æ
™�
�å4°�Ô���æ�ê�” [-]  �O�2�f�
�"�]�6�"�Ò�á�¨�ß��
�æ1J
��Ò�Ú�æ
™�
�å4°�Ô���Æ�” [ �H���^�2�é�"�]�� (Clear Filter)] �O�2�f�
�"�]�6�"�Ò�á1J
��Ò�� ��
�Ú�Ô�ô�á�é��&•�æ
™�
�å4°�Ò�ù�Ô�•

�,�9�6�J ��3 [ ��&• (Find)] �
�"�]�6�"�Ò�ù�Ô�•

	û)L�Ô���Ô�ô�á�é�_�&�o�<�Ç-+$��Ð���ù�Ô�• [ �M�o�+�½�Ú���é-��™ (Rows per Page)] �<�`�6�J�3���f  �]��������
�,�;  �O�6�"�,�Æ��!ã�å���o�
1¬�ï�Ô���ã�&�M�o�+�æ-+$��Ð����5Ä"á�™�
���•�â�È�ù�Ô�•

�,�9�6�J ��4 -+$��Ð���Ú�_�&�o�<  �]�,�;�Æ���”"á"›�é�_�&�o�<�é�]�f�"�
�"�]�6�"�Ò�ù�Ô�•

9Ô�H9Õ �]�,�;�é-×�´�Ò�æ
��0�È�ù�Ú�ê
��0�È�é#k
Á�Ç�½���•�'�ê�”�Ø�é#k
Á�
�"�]�6�"�Ò�á�”�0�o�;
5Å�(�
1R�æ�Ò�ù�Ô�•

�����f�<���æ1¬�ï�Ò�Ú5Ä"á�Ç-+$��Ð���ù�Ô�•

.=�ÿ� �é.3�o�é-+$�
[ .=�ÿ� �é%¤!� (Certificate Management)] �����f�<���é�H���o�^�<�ê�” [ � �V�6�*�X�é�­
2�¼4F (Duration in  
Cache)] �
4°�¿�á�Ô�ô�á.’�ú�����¾!ª�â�Ô�•

-+��5-1 VPN �J�`�H�����^�é.3�o�o ��

�H���o�^�< �o'õ

[ 
™�, (Subject Name)]9Ô.’�ú��
���¾!ª9Õ

.=�ÿ� �é
™�,�
-+$��Ò�ù�Ô�•

[ "’-�(*�, (Issuer Name)]9Ô.’�ú
�����¾!ª9Õ

.=�ÿ� �é"’-�(*�,�
-+$��Ò�ù�Ô�•

[ �*�]���^!ß� (Serial Number)]
9Ô.’�ú�����¾!ª9Õ

�*�]���^!ß� 9Ô MAC ���<�_�,9Õ�
-+$��Ò�ù�Ô�•

[IPv4���<�_�, (IPv4 Address)]
9Ô.’�ú�����¾!ª9Õ

IPv4 ���<�_�,�
-+$��Ò�ù�Ô�•

[IPv6���<�_�, (IPv6 Address)]
9Ô.’�ú�����¾!ª9Õ

IPv6 ���<�_�,�
-+$��Ò�ù�Ô�•

[ � �V�6�*�X�é�­
2�¼4F
(Duration in Cache)]

.=�ÿ� �
5�.d�Ï�é� �V�6�*�X�æ�;�=�Ô���¼4F�
�(4F
±
Ï�â�I
��Ò�ù
�Ô�•�o�æ�/�`�
�0�o�Ò�Ú�•�'�”.=�ÿ� �
� �V�6�*�X�Ò�å�¿�Î�ã�
$�
�Ò�ù�Ô�•�*�,�9�S�é�:�H���^�;�o�
���Ì�I�����æ�ê�”�I�\�f�"�é�ù
�ù�æ�Ò�ù�Ô�•

�¨�"�o9æ 720 �(4F

[ 1¬�ï�Ð���Ú�­4¢ (Selected Roles)].=�ÿ� �æ û�÷4P1j
ƒ�Ì�����á�¿���­4¢�
-+$��Ò�ù�Ô�•

[ 1¬�ï�Ð���Ú�(�o�F�, (Selected 
Services)]

.=�ÿ� �æ û�÷4P1j
ƒ�Ì�����á�¿���(�o�F�,�
-+$��Ò�ù�Ô�•
5-2
Cisco Unified Communications Manager �.� �X�]�9��  �����<



 

P A R T  2

Cisco Unified IP Phone �Å���î  Cisco 
�O���,�T�o�^  �P�o�;�é�.� �X�]�9��



 



 

Cisco Unified Co
C H A P T E R 6
  

     

  

       
5�.d�Ï�é�.� �X�]�9���é�N-Ð

�Î�é%(�ê�”�4�é�]�ˆ�â�t�‘�Ð���á�¿�ù�Ô�•

 • �Ÿ5�.d�Ï�é�.� �X�]�9���Ï(»�æ�ß�¿�á�  9ÔP.6-19Õ

 • �Ÿ�(�P�o�;�Ð����5�.d�Ï�é�U�:�^�  9ÔP.6-39Õ

 • �Ÿ5�.d�Ï�é�.� �X�]�9��.3�o�é#Õ.z�  9ÔP.6-39Õ

 • �Ÿ5�.d�Ï�é�.� �X�]�9��.3�o!ª�4���6�"�]�,�;�  9ÔP.6-39Õ

 • �Ÿ
ó((�±�Ž�  9ÔP.6-49Õ

5�.d�Ï�é�.� �X�]�9���Ï(»�æ�ß�¿�á
���f�,�;�o�^�(�ê�” Cisco Unified Communications Manager �ê5V�.� �X��  �U�o�<�â/à
G�Ò�ù�Ô�• Cisco   
Unified Communications Manager �é���f�,�;�o�^�ß�”5�.d�Ï�
/à
G�Ô���ã�”�:�C���,�ê�Ô�ô�á5V�.� �X��������
�ã�Ò�á  Cisco Unified Communications Manager �æ"“3s�Ð���ù�Ô�•

Cisco Unified Communications Manager 4.0(1) �ù�Ú�ê�Ø��
•4 �é�]�]�o�,�Æ�����6�J�#�_�o�<�Ò�Ú�ß�ê�” ����������
���6�J�#�_�o�<�è�æ�­
2�æ�Ò�Ú�:�C���,  �.� �X�]�9��  �U�o�<�â5�.d�Ï�Ç/à
G�Ò�ù�Ô�•�:�C���,�ê�Ô�ô�á�” ����
1¬�ï�Ð���Ú�.� �X�]�9��  �U�o�<�

ö!ª�Ò�á"“3s�Ð���ù�Ô�•

Cisco Unified Communications Manager �
���f�,�;�o�^�Ô���ã�” Cisco Unified Communications Manager  
�Å� � � î  TFTP �( �o�C�æ)D�Æ'Ñ� , .=�ÿ �   �Ç
Þ� ‘ �Ð� � �ù�Ô�•)D�Æ'Ñ� , .=�ÿ �   �â�ê �å�Ê�” Cisco Unified   
Communications Manager �é�(�o�<�D�o�9���é  CA 'Ñ�,
ƒ�È.=�ÿ� �

ö!ª�Ô���Î�ã�ý�â�È�ù�Ô�•.z.=�
.3��������
�o�Ò�Ú�ß�” Cisco Unified Communications Manager �ê� Î �é.=�ÿ�   � 
 
ö!ª �Ò�á�”� ( �P�o� ; �Ð� � �Ú  Cisco   
Unified IP Phone �
.z.=�Ò�ù�Ô�•.=�ÿ� �Ç  Cisco Unified Communications Manager �Å���î  TFTP �(�o�C�æ��������������������
�=�÷�Ò�á�¿���ë�” Cisco Unified Communications Manager �ê�Ø���Ù���é  Cisco Unified Communications
Manager �é���6�J�#�_�o�<�(�æ.=�ÿ� �
�c"’-��Ò�ù�Ö���•�Â�Ò�¿.=�ÿ� ���f�;�]�â�Â�Ò�¿  CTL �H�����^������
�

Þ�‘�Ô����-Ð�Ç�½���ù�Ô�•

�E�f�; �(�P�o�;�Ð���á�¿�å�¿�*�=�]���ù�Ú�ê�_�K�â�å�¿�*�=�]���æ�ß�¿�á�ê�” �Ÿ"ç
U
Þ!ª�Å���î�Ù4¢�  9ÔP.1-79Õ�


ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco Unified Communications Manager �ê.z.=�Å���î�g� 
{�é�,�9�o�2�,�
�:�C���,  �_�L�^�â&ý�,�Ò�ù����������
�Ô�•�&�o�^�æ4P�%�Ô���Ô�ô�á�é�:�C���,�Ç�.� �X���ã�Ò�á"“3s�Ð�����ã�”�&�o�^  �,�9�o�2�,�ê�.� �X���ã��
�Ò�á"“3s�Ð���ù�Ô�•�¿�Õ���Æ  1 �ß�é�:�C���,�Ç5V�.� �X���ã�Ò�á"“3s�Ð�����ã�”"’�>(*�ù�Ú�ê���>(*�é5�����
.d�Ï�Ç�.� �X���ã�Ò�á"“3s�Ð���á�ý�”�Ø�é�&�o�^�ê5V�.� �X���ã�Ò�á"“3s�Ð���ù�Ô�•

�Y�o�)�Ç  Cisco ���"�,�9�f�*�Z�f  �U�F�]�9���

ö!ª�Ô���•�'�” Cisco Unified Communications Manager �ê��������������
�:�C���,�é.z.=�Å���î�g� 
{�,�9�o�2�,�
�;�,�Ò�ù�Ô�•�ù�Ú�”�*�����<�\���f�Ç.3�o�Ð���á�¿���•�'�ý�”
Cisco Unified Communications Manager �ê�:�C���,�é.z.=�Å���î�g� 
{�,�9�o�2�,�
�;�,�Ò�ù�Ô�•
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�����

�

�E�f�; �g� 
{�Ð���Ú  Cisco Unified IP Phone �æ�»�Ò�á�*�����<�\���f�
.3�o�Ô���•�'�ê�”�Á'"�
�R�­�Ô���Ô�ô�á����������
�é�:�C���,�
�g� 
{!ª�æ.3�o�Ò�ù�Ô�•�ß�ù���”�g� 
{�
�(�P�o�;�Ô���.� �X�]�9��  �J�`�H�����^�
1¡!ª�Ò��
�á�”�Ô�ô�á�é�:�C���,�é�:�C���,  �.� �X�]�9��  �U�o�<�
�g� 
{�ã�ú�æ.3�o�Ò�ù�Ô�•

�>5ì�â�È���:�C���,
Cisco Unified Communications Manager �

ö!ª�Ô���ã�” Cisco Unified IP Phone �é5�.d�Ï�U�:�^�Ï�ã�æ�.����������������
� �X�]�9��  �����&�f�
�­
2�æ�â�È�ù�Ô�•�.� �X�]�9��  �����&�f�ê�”�&�o�^�Ç�.� �X���â�½���Æ�ä�Á�Æ�”�Å����
���î�’&ï�Ð�����:�C���,�Ç�>5ì�â�È���Æ�ä�Á�Æ�
$��Ò�ù�Ô�•

�>5ì�â�È���:�C���,�ã�ê�”�>5ì�â�È���’&ï�æ4P�Ô���*�,�&�é�.� �X�]�9���n�0�
�)�Ú�Ò�á�¿���”�*�,�&-~
�:�C���,�ù�Ú�ê�(�o�<�D�o�9��-~�:�C���,�â�Ô�•�Î�é�.� �X�]�9���n�0�æ�ê�”�*�#�=�]�f�#�g� 
{�ù�Ú�ê
�T�:�����g� 
{�”�J�\�6�;�H���o�S�é�.� �X�]�9���•
{�”�Å���î�;.=�Ç�=�ù���ù�Ô�Ç�”�Î���Û�Ì�â�ê�½��
�ù�Ö���•�:�C���,�Ç�>5ì�â�È���•�'�”�.� �X�]�9��  �����&�f�Ç-+$��Ð���”�(�P�o�;�»/N�é�:�C���,�â�.��
� �X��  �;�o�f�Ç�c!¢�Ð���ù�Ô�•�ù�Ú�”�Ø�é�:�C���,�â�”�.� �X��  �&�o�^�æ4P1j�Ô��
•�é�Ï(»�ù�Ú�ê���f����
�+�$�o�2�ý
ö!ª�â�È�ù�Ô�•

Cisco Unified Communications Manager �ê�”�:�C���,�
�*�,�9�S�æ1J
��Ò�Ú�ã�È�æ�”�Ø�é�:�C���,�Ç�>5ì��������
�â�È���Æ�ä�Á�Æ�
�Í�¿�Ò�ù�Ô�•�.� �X�]�9��  �����&�f�ê�±�Ž�­���
"á"›�ã�Ò�á-+$��Ð�����Û�Ì�å�é�â�”%¤��
!�(*�ê�Î�é�����&�f�
"å�’.3�o�â�È�ù�Ö���•

�ù�Ú�” Cisco Unified Communications Manager �ê�” Cisco Unified Communications Manager �é%¤!��M�o�+�� ���� �
�æ�����&�f�Å���î�T�6�.�o�+�
-+$��Ò�”�%�o�;�������Ç�>5ì�â�È���Æ�ä�Á�Æ�ý$��Ò�ù�Ô�•

�Î�Î�â�ê�” Cisco Unified IP Phone �Å���î  Cisco Unified Communications Manager �é%¤!��M�o�+�â�é�”�>�� ���� �
5ì�â�È���:�C���,�é�.� �X�]�9��  �����&�f�é
G
Þ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

Cisco Unified Communications Manager �é%¤!�

Cisco Unified Communications Manager �é%¤!��M�o�+�é�4�é�����f�<���æ�”�:�C���,�Ç�>5ì�â�È���Æ�ä�Á�� ���� �
�Æ�Ç$��Ð���ù�Ô�•

[ �%�o�;�������é.3�o (Gateway Configuration)]
�%�o�;������  �2���J�Ï�ã�æ�” [ �%�o�;�������é.3�o (Gateway Configuration)] �����f�<��9Ô [ �:�C���,�� ����
(Device)] > [ �%�o�;������ (Gateway)]9Õ�æ�”[ �:�C���,�ê�>5ì�ã�ú (Device is trusted)] �ù�Ú�ê  [ �:�C���,�ê�� ���� �
�>5ì�Ð���á�¿�å�¿ (Device is not trusted)] �Ç�»���Ô�������&�f�ã�ã�ý�æ-+$��Ð���ù�Ô�•

�:�C���,  �2���J�æ�n�à�¿�á�”�>5ì�â�È���:�C���,�Æ�ä�Á�Æ�Ç�*�,�9�S�æ���Þ�á�Í�¿�Ð���ù�Ô�•�Y�o�)�ê�” ��
�>5ì�â�È���:�C���,�Æ�ä�Á�Æ�
.3�o�â�È�ù�Ö���•

[ 5�.d�é.3�o (Phone Configuration)]
5�.d�Ï�é�:�C���,  �2���J�Ï�ã�æ�” [ 5�.d�é.3�o (Phone Configuration)] �����f�<��9Ô [ �:�C���, (Device)] >    
[ 5�.d (Phone)]9Õ�æ�”[ �:�C���,�ê�>5ì�ã�ú (Device is trusted)] �ù�Ú�ê  [ �:�C���,�ê�>5ì�Ð���á�¿�å�¿�� ���� �
(Device is not trusted)] �Ç�»���Ô�������&�f�ã�ã�ý�æ-+$��Ð���ù�Ô�•

�:�C���,  �2���J�æ�n�à�¿�á�”�>5ì�â�È���:�C���,�Æ�ä�Á�Æ�Ç�*�,�9�S�æ���Þ�á�Í�¿�Ð���ù�Ô�•�Y�o�)�ê�” ��
�>5ì�â�È���:�C���,�Æ�ä�Á�Æ�
.3�o�â�È�ù�Ö���•

Cisco Unified IP Phone

�Y�o�)�Ç�&�o�^�Ô���:�C���,�é�2���J�ê�”5�.d�Ï�æ-+$��Ð�����.� �X�]�9��  �����&�f�æ�Ç5À�Ò�ù�Ô�•�4�é��
3 �ß�é�n�0�
((�&�Ò�á�”�&�o�^�Ç�.� �X���â�½���Æ�ä�Á�Æ�Ç�Í�¿�Ð���ù�Ô�•
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 • �*�#�=�]�f�#�Ç�.� �X���â�½���Æ�ä�Á�Æ9Ô.z.=�Å���î�g� 
{�Ð���á�¿���Æ�ä�Á�Æ9Õ �•

 • �T�:�����Ç�.� �X���â�½���Æ�ä�Á�Æ�•

�(�P�o�;�»/N�é  Cisco Unified IP Phone �æ�`�6�"  �.� �X�]�9��  �����&�f�Ç-+$��Ð�����è�æ�”�Î����  3 �ß�é������������������
�n�0�Ç�Ô�ô�á�)�Ú�Ð���á�¿����-Ð�Ç�½���Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•�>5ì�â�È�å�¿�:�C���,�Ç�&�o�^�æ�=�ù
���á�¿���•�'�”�*�#�=�]�f�#�Å���î�T�:�����é�.� �X�]�9���æ4P�%�å�Ê�”�&�o�^�K
Õ�é�,�9�o�2�,�ê5V�.
� �X���æ�å���”5�.d�Ï�æ�`�6�"  �����&�f�ê-+$��Ð���ù�Ö���•�Ú�ã�Ã�ë�”�>5ì�â�È�å�¿�:�C���,�

³/��æ
���
�Ã���ã�”�Ø�é�&�o�^  �_�6�#�Û�Ì�â�å�Ê
³/��Ø�é�ý�é�ý5V�.� �X���â�½���ã-×�å�Ð���ù�Ô�•

�(�P�o�;�Ð����5�.d�Ï�é�U�:�^

ö!ª�Ò�á�¿��5�.d�Ï�â�(�P�o�;�Ð�����.� �X�]�9���Ï(»�é	û-é�æ�ß�¿�á�ê�”
y�Á�é�]�]�o�,�é  Cisco 
Unified Communications Manager �
�(�P�o�;�Ô��5�.d�Ï�é%¤!��Q�>�X���^�Å���î�Y�o�)  �Q�>�X���^�”�ù��������
�Ú�ê�”
ö!ª�Ò�á�¿���H���o�S������  �`�o�<�
�(�P�o�;�Ô���H���o�S�������é�Q�>�X���^�

ó�–�Ò�á�Ê�Û��
�Ð�¿�•

Cisco Unified Reporting �

ö!ª�Ò�á�” $�o�é�Ï(»�
�(�P�o�;�Ò�á�¿��5�.d�Ï�é�]�,�;�
-+$��Ô���Î�ã�ý�â������
�È�ù�Ô�• Cisco Unified Reporting �é
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco Unified Reporting Administration
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

5�.d�Ï�é�.� �X�]�9��.3�o�é#Õ.z
�.� �X�]�9���
�(�P�o�;�Ô��5�.d�Ï�æ�” $�o�é�.� �X�]�9��4P1j.3�o�
�t�‘�Ò�á-+$��Ô���Î�ã�Ç�â�È�ù
�Ô�•�Ú�ã�Ã�ë�”5�.d�Ï�æ���f�,�;�o�^�Ð���á�¿��.=�ÿ� �Ç�`�o���^�â�­
2�å.=�ÿ� 9Ô LSC9Õ�Æ-~1g�0�â��
�f�,�;�o�^�Ð����.=�ÿ� 9Ô MIC9Õ�Æ�
#Õ.z�â�È�ù�Ô�•�.� �X�]�9��  �T�>�X�o�Å���î�����&�f�é.f&¦�æ�ß�¿��
�á�ê�” 
ö!ª�Ò�á�¿��5�.d�Ï�U�:�^�Å���î
y�Á�é�C�o�+�Z�f�é  Cisco Unified Communications Manager �
�(����������
�P�o�;�Ô��  Cisco Unified IP Phone �é%¤!��Q�>�X���^�Å���î�Y�o�)  �Q�>�X���^�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco Unified Communications Manager �Ç�&�o�^�
.z.=�ã�ú�ù�Ú�ê�g� 
{�ã�ú�ã�Ò�á�½6��Ô���ã�”�&�o�^��������
�é A���
$��Ô�����&�f�Ç5�.d�Ï�æ-+$��Ð���ù�Ô�• Cisco Unified Communications Manager �Ç�ä�é���Á�å�ã��������
�È�æ�&�o�^�
.z.=�ã�ú�ù�Ú�ê�g� 
{�ã�ú�ã�Ò�á�½6��Ô���Æ�æ�ß�¿�á�ê�” �Ÿ�.� �X�]�9��  �����&�f�  9ÔP.1-69Õ��
�Å���î  �Ÿ"ç
U
Þ!ª�Å���î�Ù4¢�  9ÔP.1-79Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

5�.d�Ï�é�.� �X�]�9��.3�o!ª�4���6�"�]�,�;
�(�P�o�;�Ð����5�.d�Ï�é�.� �X�]�9���
.3�o�Ô��
Þ�:�
 -+��6-1 �â.‘�ÿ�Ò�ù�Ô�•

-+��6-1 5�.d�Ï�é�.� �X�]�9��.3�o!ª�4���6�"�]�,�; ��

.3�o�»5Å 4P1j�»5Å�Å���î4P1j5Ä"á

�,�9�6�J ��1 Cisco CTL �"�\�����f�;�
.3�o�Ò�” Cisco Unified Communications    
Manager �.� �X�]�9��  �U�o�<�
�Ù�'�U�o�<�æ�Ò�á�¿�å�¿�•�'�” .3����
�o�Ò�ù�Ô�•

�ŸCisco CTL �"�\�����f�;�é.3�o�  9ÔP.4-19Õ

�,�9�6�J ��2 5�.d�Ï�æ�”�`�o���^�â�­
2�å.=�ÿ� 9Ô LSC9Õ�ù�Ú�ê-~1g�0�â���f
�,�;�o�^�Ð����.=�ÿ� 9Ô MIC9Õ�Ç�=�ù���á�¿�å�¿�•�'�” Certificate
Authority Proxy Function9ÔCAPF9Õ�

ö!ª�Ò�á  LSC �
���f�,�;�o�� ������
�^�Ò�ù�Ô�•

�ŸCertificate Authority Proxy Function �é
ö!ª�Ç�� ������
�:�  9ÔP.10-19Õ
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 • �Ÿ"ç
U
Þ!ª�Å���î�Ù4¢�  9ÔP.1-79Õ

 • �Ÿ.z.=�”�›�'�H�”�Å���î.5���é�N-Ð�  9ÔP.1-179Õ

 • �Ÿ�g� 
{�é�N-Ð�  9ÔP.1-229Õ

 • �Ÿ.3�o!ª�4���6�"�]�,�;�é�N-Ð�  9ÔP.1-259Õ

 • �ŸCertificate Authority Proxy Function �é
ö!ª�Ç�:�  9ÔP.10-19Õ
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 • �Ÿ�g� 
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 • �Ÿ5�.d�Ï�é�.� �X�]�9���•
{�  9ÔP.13-19Õ

�*�,�&�é4P1j�Q�>�X���^

 • �¡ Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager�¢

 • �¡ Troubleshooting Guide for Cisco Unified Communications Managerr�¢

�,�9�6�J ��3 5�.d�Ï�é�.� �X�]�9��  �J�`�H�����^�
.3�o�Ò�ù�Ô�• �Ÿ5�.d�Ï � . �  �X�]�9��  �J�`�H�� � � �^�é.3�o�  ��
9ÔP.7-19Õ

�,�9�6�J ��4 5�.d�Ï�é�.� �X�]�9��  �J�`�H�����^�
5�.d�Ï�æ1¡!ª�Ò�ù�Ô�• �Ÿ5�.d�Ï � . �  �X�]�9��  �J�`�H�� � � �^�é1¡!ª�  ��
9ÔP.7-109Õ

�,�9�6�J ��5 SIP �
�s-��Ô��5�.d�Ï�Ç�3���+���,�;.z.=�
�(�P�o�;�Ô���•�'�” ��
[ ���f�<�Y�o�)�é.3�o (End User Configuration)] �����f�<���â�” �3������
���+���,�;�>!ª.=�ÿ� �
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 • �Ÿ[ ���f�<�Y�o�)�é.3�o (End User 
Configuration)] �����f�<���â�é�3���+��
�,�;�>!ª.=�ÿ� �é.3�o�  9ÔP.12-39Õ

 • �Ÿ���f�<  �Y�o�)�é�3���+���,�;�>!ª.=�ÿ� ��
�é.3�o�]�ˆ�  9ÔP.12-39Õ

�,�9�6�J ��6 �3���+���,�;�>!ª.=�ÿ� �
.3�o�Ò�Ú�ß�” [ 5�.d�é.3�o (Phone 
Configuration)] �����f�<���â�” [ �3���+���,�;�Y�o�) (Digest 
User)] �
1¬�ï�Ò�ù�Ô�•

�Ÿ[ 5�.d�é.3�o (Phone Configuration)] �����f�<�� ��
���â�é�3���+���,�;  �Y�o�)�é.3�o�  9ÔP.12-49Õ

�,�9�6�J ��7 Cisco Unified IP Phone 7960G �ù�Ú�ê  7940G9ÔSIP �é�ú9Õ�â�” [ ����������������
�f�<�Y�o�)�é.3�o (End User Configuration)] �����f�<���â.3�o�Ò������
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y�Á�é�C�o�+�Z�f�é
Cisco Unified Communications Manager �
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ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J ��8 5�.d�Ï.3�o�H�����^�
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{�Ò�ù�Ô9Ô5�.d�Ï�Ç�Î�é�Ï(»�
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�Ÿ�g� 
{�Ð���Ú5�.d�Ï.3�o�H�����^�é.3�o� 
9ÔP.11-19Õ
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