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Cisco CallManager Serviceability
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Cisco RIS Data Collector | |

10 Enable File Trace Log

File Name

txt

Cisco RIS Data Collector
C:\Program Files\Cisco\Trace\RIS\ris.txt

5-16
11 Enable Debug Output String
12 Update
Cisco RIS Data Collector 2 DLL RISX.dIl
ASTIsapi.dll DLL  Internet Information Services (IIS)
IS
IIS Microsoft

Windows

Cisco CallManager Serviceability
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W Cisco RIS Data Collector

N
1IS Cisco CallManager  Administration
Real-Time Monitoring Tool Web
IIS AST
IS
N
SetDefault
Apply to all Nodes
. P.5-58
. P.5-67
. P.5-69
. P.5-70
. P.5-71
J P.2-1
Cisco CallManager Serviceability
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Cisco Telephony Call Dispatcher ||

Cisco Telephony Call Dispatcher

Cisco Telephony Call Dispatcher

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Configuration
3 Servers

Current Server
4 Configured Services Cisco Telephony Call Dispatcher

Current Service

5 Trace On

6 Cisco CallManager
Apply to All Nodes

Cisco CallManager Serviceability
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M Cisco Telephony Call Dispatcher

7 Debug Trace Level

9 Cisco Telephony Call Dispatcher Trace Fields

10 Enable low level trace Enable high level trace
5-8 2
5-8 Telephony Call Dispatcher

Enable low level trace

Enable high level trace

11 Enable File Trace Log

File Name

txt

Cisco CallManager Serviceability
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Cisco Telephony Call Dispatcher ||

Cisco Telephony Call Dispatcher

C:\Program Files\Cisco\Trace\TCD\tcdsrv.txt

5-16
12 Enable Debug Output String
13 Update
N
SetDefault
Apply to all Nodes

. P.5-58

. P.5-67

. P.5-69

. P.5-70

. P.5-71

. P.2-1
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W Cisco TFTP

Cisco TFTP

Cisco TFTP

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Configuration
3 Servers

Current Servers

4 Configured Services Cisco TFTP

Current Service

5 Trace On

6 Cisco CallManager
Apply to All Nodes

Cisco CallManager Serviceability
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Cisco TFTP ||
7 Debug Trace Level
8 5-11
9 Cisco Tftp Trace Fields
5-9 3
5-9 TFTP
Enable Service System Trace
Enable Build File Trace
Enable Serve File Trace
10 Enable File Trace Log
File Name

Xt

Cisco CallManager Serviceability
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W Cisco TFTP

Cisco TFTP C:\Program
Files\Cisco\Trace\TFTP\ctftp.txt
5-16
11 Trace Analysis Enable XML Formatted Output
Trace Analysis
12 Enable Debug Output String
13 Update
Cisco TFTP
A
SetDefault
Apply to all Nodes
. P.5-58
. P.5-67
. P.5-69
. P.5-70
. P.5-71
. P.2-1
. P.6-1
. P.7-1

Bulk Trace Analysis P.24-1

r Cisco CallManager Serviceability
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Cisco WebDialer

Cisco WebDialer

Cisco WebDialer

Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability

Trace > Configuration

Servers

Current Servers

Configured Services Cisco WebDialser

Current Service

Trace On

Debug Trace Level

Cisco CallManager Serviceability
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W Cisco WebDialer

7 5-11
8 Cisco WebDialer Trace Fields
5-10

5-10 Cisco WebDialer

Enable WebDialer Servlet Trace Cisco WebDialer servlet

Enable Redirector Servlet Trace Redirector servlet

Enable File Trace Log

9
File Name
N,
txt
Cisco WebDialer
C:\Program Files\Cisco\Trace\Webdialer\webdialer.txt
5-16
10 Enable Debug Output String
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11 Update

Cisco WebDialer

S

SetDefault

Apply to all Nodes

i P.5-58

i P.5-67

. P.5-69
. P.5-70

i P.5-71

. P.2-1

. P.6-1

i P.7-1

Bulk Trace Analysis P.24-1

Cisco CallManager Serviceability
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5-11
5-11
Error
CPU
Special Error
State Transition Special
Significant State Transition
Entry/Exit Significant Entry Point
Exit Point
Cisco CallManager
Arbitrary Entry/Exit
N
Cisco CallManager Cisco IP Voice
Media Streaming Application
Detailed Arbitrary
S
Cisco CallManager Cisco IP Voice

Media Streaming Application

r Cisco CallManager Serviceability
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Device Name Based Trace Monitoring

Cisco CallManager  Cisco CTIManager

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability

2 Trace > Configuration

3 Servers
Current Server
4 Configured Services Cisco CallManager Cisco CTIManager
Current Service
5 Trace On

Cisco CallManager Serviceability
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M Device Name Based Trace Monitoring

6 Debug Trace Level

7
7 5-11
8 Cisco CallManager Cisco CallManager Trace Fields
Cisco CTIManager
Cisco CTIManager Trace Fields
Cisco CallManager Trace 5-1

9 Device Name Based Trace Monitoring

10 Select Devices

Device Selection for Tracing

Cisco CallManager Administration  System > Enterprise Parameters
Max Number of Device Level
Trace 12
Cisco CallManager

11 Find
12

¢ Phones

¢ Gateways

¢ CTI Route Point

¢ Cisco Voice Mail Port

* Conference Bridge

Cisco CallManager Serviceability
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Device Name Based Trace Monitoring

e  Music on Hold Server

e Media Termination Point

13 where

14

¢ Device Name

* Description

¢ Directory Number

e (Calling Search Space

e Device Pool

15 2

16

* begins with
* contains

* ends with

* isexactly

* is not empty

* isempty

17
ABC 123

18 Trace
19

e All

e Enabled

e Disabled

Cisco CallManager Serviceability
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M Device Name Based Trace Monitoring

20 Find

e Device Name
e ]P Address

¢ Description

e Status
* Trace
First Previous Next Last
21 Trace
22 Update
23 Close Device Selection for Tracing
Trace Configuration

24 Update
25 P54 Cisco CallManager P.5-15

Cisco CTIManager

* Cisco CallManager P.5-4

* Cisco CTIManager P.5-15

. P.6-1

. P.7-1
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SDL ||
Cisco CallManager  Cisco CTIManager SDL
1 Cisco CallManager Cisco CTIManager  Trace Configuration
SDL Configuration
SDL Trace Configuration
2 Trace On
3 Cisco CallManager SDL 5-12
Trace Filter Settings
Cisco CTIManager SDL
5-13 Trace Filter Settings

Cisco

5-12 Cisco CallManager SDL

Enable all Layer 1 traces. 1
Enable detailed Layer 1 traces. 1
Enable all Layer 2 traces. 2
Enable Layer 2 interface trace. 2

Cisco CallManager Serviceability
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N spL

5-12 Cisco CallManager SDL

Enable Layer 2 TCP trace. 2 Transmission Control Program (TCP)
Enable detailed dump Layer 2 trace. 2
Enable all Layer 3 traces. 3

Enable all call control traces.

Enable miscellaneous polls trace.

Enable miscellaneous trace

(database signals).

Enable message translation signals trace.

Enable UUIE output trace. user-to-user informational element (UUIE)

Enable gateway signals trace.

Enable CTI trace. CTI
Enable CDR trace. CDR
5-13 Cisco CTIManager SDL

Enable miscellaneous polls trace.

Enable miscellaneous trace

(database signals).

Enable CTI trace. CTI

4 Cisco CallManager SDL 5-14
Trace Characteristics
Cisco CTIManager SDL
5-15 Trace Characteristics

Cisco CallManager Serviceability
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5-14 Cisco CallManager SDL

Enable SDL link states trace. Intracluster Communication Protocol

Enable low-level SDL trace. SDL

Enable SDL link poll trace. ICCP

Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print Pretty Print
5-15 Cisco CTIManager SDL

Enable SDL link states trace. ICCP

Enable low-level SDL trace. SDL

Enable SDL link poll trace. ICCP

Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print Pretty

Print

Cisco CallManager Serviceability
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5 Trace Analysis Enable XML Formatted Output

Trace Analysis

Trace Directory
Path

SDL Trace Configuration
C:\Program Files\Cisco\Trace\SDL

5-16
6 SDL Update
SDL
>
SetDefault
Apply to all Nodes
7 SDL Configured Services
8
8 Cisco CallManager Cisco CTIManager  SDI Trace Configuration
SDI Configuration
. P.5-69
. P.5-70
. P.5-71
. P.6-1
. P.7-1
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||
SDI SDL
XML XML Trace
Analysis P.7-1
Microsoft Windows 2000 Microsoft
1 Microsoft Windows >

c:\Program Files\Cisco\Trace
3 OK
Trace folder CCM

CMI CMS CTI DBL RIS TCD TFTP
Cisco CallManager

CTIManager CTI

cti001.txt cti002.txt  cti003.txt

Cisco CallManager Serviceability
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P.5-69
P.5-70
P.5-71
P.6-1
P.7-1

r Cisco CallManager Serviceability

OL-6508-01-J |



||
5-16
5-16
Maximum number of files
Cisco
CallManager
ccm?299.txt
300
Maximum number of lines
10000
XML 2000
Maximum number of minutes
1440
1 Cisco
CallManager
1
7 1440 1
10000

Cisco CallManager Serviceability
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5-17 Trace On

5-17

Debug trace level

5-11
Trace fields Cisco CallManager
Device Name Based Trace Cisco CallManager Cisco
Monitoring CTIManager

P.5-59 Device
Name Based Trace Monitoring

Cisco CallManager Serviceability
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5-18

/

Trace Configuration

Enable file trace log

Cisco CallManager
Enable XML formatted output
XML Trace Analysis
XML
Cisco CallManager CTIManager
Cisco TFTP

Enable debug output string

Cisco CallManager Serviceability
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u 4
C: Trace
Trace
4

1 Trace
2 Cisco CallManager Administration

Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
3 Trace > Configuration
4 Trace Configuration Server

4

5 Configured Services
CTIManager

N

Ip

Cisco CallManager

Trace Configuration

r Cisco CallManager Serviceability
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SDL Configuration

SDL Configuration
Trace Output Settings Trace Directory Path
C: Trace
Update
4
Cisco CallManager CTIManager

Cisco CallManager Serviceability
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CHAPTER

Serviceability Trace Collection Tool

* Trace Collection Tool P.6-3
* Trace Collection Tool P.6-9
Cisco CallManager Serviceability Web
Cisco CallManager
3
[ ]
[ ]
[ ]
Cisco CallManager
Cisco TAC
Microsoft Windows 2000 CiscoWorks2000
Syslog system diagnostic interface (SDI) signal distribution layer (SDL)
Cisco CallManager Cisco CallManager
SDI SDL
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Cisco CallManager
Trace Collection Tool Trace Collection
Zip
S
Cisco TAC
Cisco CallManager
Trace Collection

Trace Collection Tool P.6-3 Trace Collection
Tool Cisco Trace Collection Tool

P.6-9 Trace Collection Tool
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Trace Collection Tool

Trace Collection Tool

Trace Collection Tool

A

Trace Collection Tool Visual Basic 6.0 Runtime Library DLL
Windows XP 98 2000
zip CPU

P.9-1 TroubleShootingTrace Setting
Cisco CallManager Serviceability System Guide Trace

1 Cisco CallManager Administration Cisco CallManager Serviceability
Application > Install Plugins

Install Plugins

Cisco CallManager Trace Collection Tool
6-1

6-1 Install Plugins  Trace Collection Tool
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6-2 InstallShield Wizard

6-2 InstallShield

It allSdie-hdl Whie s Rt

Preparing to Install..
Cmco Caltanage Tisce Colechon Tool Sefup s

pannanr e |ralallsFeeld Wi whech sl Gusie pou
Hwough the progeam sehup process. Flease wat

L ordfapumimng arcdowss lnstalles

2 Finish

3 6-3
> > Cisco CallManager Serviceability > Trace Collection Tool
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i sl e Do Tool

Trace Collection Tool
Trace Collection Tool

Cisco CallManager Trace Collection Tool 6-4
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Bl Trace Collection Tool

6-4 Cisco CallManager Trace Collection Tool

4 Cisco CallManager P
Server/Name IP Address

5 User Name Cisco CallManager

6 Password Cisco CallManager NT

Cisco CallManager Serviceability
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Trace Collection Tool | |

¢

Cisco CallMaanger

7 To Collect Traces

e Use IP Address (Convert DNS Names of CallManager Servers to IP Addresses)
¢ Use DNS Names (Convert IP Addreses of CallManager Servers to DNS Names)

2

Trace Collection Tool

Cisco CallManager Network Address
Translation NAT IP
8 HTTPS Secure Connection
9 Next
S
Secure Connection HTTPS

Error: Cannot
connect to server without secure channel.Please check the Secure Connection
check box and proceed.

Secure Connection HTTPS
Unable to

connect to <ipaddress> (Unable to establish security context for this session).

10 HTTPS
Yes

Cisco CallManager Serviceability
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M Trace Collection Tool

S

Trace Collection Tool Security Alert

Yes
P.1-5 Hypertext
Transfer Protocol over Secure Sockets Layer HTTPS

s

Netscape 4.79 _
HTTPS HTTPS

The
security library has encountered an improperly formatted DER-encoded message.
OK
HTTPS
Netscape 4.79
HTTPS

HTTPS Internet Explorer
Netscape 4.79
HTTPS Cisco CallManager

¢ Trace Collection Tool P.6-9

. P.5-1

Bulk Trace Analysis P.24-1

e Hypertext Transfer Protocol over Secure Sockets Layer HTTPS
P.1-5

Cisco CallManager Serviceability System Guide Trace
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m. 0L-6508-01-J |




Trace Collection Tool | |

Trace Collection Tool

Trace Collection Tool
Trace Collection Tool

¢ Select CallManager Services
* Select CallManager Applications

¢ Select System Traces

Select CallManager Services Cisco CallManager

Select CallManager Applications Cisco CallManager

Cisco CallManager
6-5

Cisco CallManager Serviceability
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M Trace Collection Tool

6-5 Select CallManager Applications
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Cisco CallManager
Select all Applications on all Servers
Cisco
CallManager
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Select System Traces
Cisco
CallManager 6-6

6-6 Select System Traces

Cinin Cal®anper Troce Collech s Tool
Helpy Wi
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1 Cisco CallManager Trace Collection Tool Select CallManager
Services Select CallManager Applications Select System Traces
zip
Next

N

<Back
Exit

6-7
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6-7 Collect Traces

™ Collect AN Avallalle Treces

rDnle Rege
™ Trsces lo o Dabe Flaspe
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2 Collect All Available Traces

3 Traces for a Date Range
Select Time Zone
From Time To Time

Cisco CallManager Serviceability
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M Trace Collection Tool

Daylight Savings

Select Time Zone

4 Cisco CallManager Show Server Time

Zones

Daylight Savings

Server 1

Cisco CallManager

Server 2 Server
2 Server 2

5 Zip File Location Browse zip

N

C:\
CiscoCallManagerTraceCollection.zip

zZip 1 zip

Cisco CallManager Serviceability
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6 zip

when Zipping

N

Trace Collection Tool | |

Create MultiVolume Zip File
MultiVolume File Size

Zip

100KB

7 Compression Factor

~

zZip

Zip
Trace Collection Tool 0 9

8 Collect Traces

zZip

Cisco CallManager

/0

9 Yes

6-8 Zip
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6-8 zip

iy i e

-
SN

zZip zZip
6-9

6-9 Zipping Details

(v Lty teace Colection Tocl ]
g et
[ File Locaion C\Ciool sl gl oeColscion 20

Flumabssin o Flic Sollctod i Jggarg 100
Flusbes o Flles Pipgesd 100
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Trace Collection Tool

zip
zip
zip
e Trace Collection Tool P.6-3
. P.5-1

Bulk Trace Analysis P.24-1

Cisco CallManager Serviceability System Guide

Cisco CallManager Serviceability

Trace
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Trace Collection Tool

1 Trace Collection Tool View > Certificate
Certificate
2 Certificate OK

Cisco CallManager Serviceability
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Cisco CallManager Serviceability ~ Trace Analysis

e SDI P.7-3
e SDL P.7-7
Cisco CallManager Serviceability Web
Cisco CallManager
3
[ ]
[ ]
[ ]
Cisco CallManager
Cisco TAC
Microsoft Windows 2000 CiscoWorks2000
Syslog system diagnostic interface (SDI) signal distribution layer (SDL)
Cisco CallManager Cisco CallManager
SDI SDL
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XML Trace Analysis
Trace Analysis
Cisco CallManager SDI SDL
1P
N
Cisco TAC

Cisco CallManager Trace Analysis

SDI

SDL
1P
SDL Cisco CallManager Cisco CTIManager Cisco
TFTP
SDI Cisco CallManager
SDI

SDI  SDL XML

7-2

Cisco CallManager Serviceability
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SDI

SDI SDI
SDI

SDI

¢ (Call Manager Host ALL

* Device Name ALL
Cisco CallManager Administration

¢ [P Address ALL 1P
e Trace Type ALL Alarm Trace
* Cluster

e Date and Time

e (allManager Node 1P
® Trace Type

e [P Address 1P

* Correlation Tag

e Application Name DN

¢ Information

® Device Name

SDI

Cisco CallManager Serviceability
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W sbDI

Trace Analysis Cisco CallManager
Trace Analysis
Bulk Trace Analysis

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Analysis

3 Call Manager Server

5 Available Services

7 SDI Trace

8 List Files

7-1

First Previous Next
Last

Cisco CallManager Serviceability
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10

11

12

13

14

15

16

17

18

19

SDI

SDI Trace Analysis

N

Select Defaults

Call Manager Host

Device Name

IP Address

1P

Trace Type

Fields to Display

Display Records

Cisco CallManager Serviceability
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. P.5-1
N P.6-1
¢ Bulk Trace Analysis P.24-1
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SDL SDL

SDL

SDL
¢ Call Manager Host ALL
* Device Name ALL
Cisco CallManager Administration

e [P Address ALL 1P
* Trace Type ALL Created ErrorSdl SdISig SdiSg-S SdiSig-Q Stopping

¢ Line Number

¢ Date and Time

e (allManager Node 1P
e Trace Type

¢ Signal

* Receiving Process

¢ Sending Process

¢ Receiving Process State

¢ Correlation Tag
e Application Name DN

e Information

Cisco CallManager Serviceability
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e Device Name

e [P Address 1P
SDL
Trace Analysis Cisco CallManager
Trace Analysis
Bulk Trace Analysis

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Analysis

3 Call Manager Server

5 Available Services

7 SDL Trace

8 List Files

Cisco CallManager Serviceability
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7-1
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SDL Trace Analysis
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10

11

12

13

14

15

16

17

18

19

20

21

Select Defaults

Call Manager Host

Device Name

IP Address

Trace Type

Signal Name

Fields to Display

Display Records

1P

7-2
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. P.5-1
. P.6-1
¢ Bulk Trace Analysis P.24-1
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Q.931

Cisco CallManager ISDN Cisco CallManager
Q.931 ISDN
3
Cisco IOS
Cisco CallManager SDI
Cisco IOS
XML
. P.8-2
d P.2-1
d P.5-1
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8 Q.931 I

SDI
10S
1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability
Cisco CallManager Serviceability
2 Trace > Q931 Translator
Q931 Translator
3 Q931 Cisco CallManager
4 XML XML
Text
5 Search For

6 List Files

7 Q931

Q931 Translation
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| 8 Q.931

||
ISDN No ISDN Messages
in the File
ISDN Q931 Translation
ISDN Message Text IOS Translation
ISDN Message Text
ISDN 10S Translation ISDN Message
Text ISDN
8 ISDN
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Clese il

-
21 Add
Action Configuration 12-36

12-36 Action Configuration

Adtion Cenligisration

Peame:
acAond
Cascrplion:
sl
Facipients:
Fecpierd | Enatie | agd
sl Gl —————
Dekte
I W
OH Cancel | b
=
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W Alert Alert Central

22

23

24

25

26

Name
Description
Add

Input 12-37

12-37 Input

-]
ﬁ?ﬂ Ciar emuilapans iy gk

[on ] [ conce

e

Enter email/epage address

OK

Action Configuration
Enable
12-38
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Alert Alert Central
12-38 Action Configuration
Actn Configueation ]
Pl
Aons
Dhas criphion:
=zl
Faciplants:
[ Fecpient | Enabie A
_1H|I ¥
Dkt
OH Cancel b
]
27 Delete
28 OK
Action List 12-39

Cisco CallManager Serviceability

[ oL-6508-01-J .m




12 Real-Time Monitoring |

W Alert Alert Central

12-39 Alert Action List

Acion List Akd
schon2
Diefault Edrl
Lasdurtie
Dessceigtion:
Clase A
ﬂ
29
Edit
Action Configuration
30 OK
31 Close

Alert Properties: Email Notification

32 Activate

A

Delete Close
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Alert Alert Central ||
e Alert Alert Central P.12-81
¢ Alert Central P.12-82
. P.12-95
. P.12-97
. P.12-98
* Cisco CallManager P.12-99
. P.12-101
. P.12-102
. P.12-104
. P.12-106
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring

Tool
Alert Central
~
Alert Central
1 Alert

2 Alert Central

RTMT  Cisco CallManager
Alert Central

3 Alert Status
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W Alert Alert Central
4 Remove Alert
~
RTMT RTMT
Alert > Remove Alert
Alert Central Alert Status
e Alert Alert Central P.12-81
¢ Alert Central P.12-82
. P.12-85
. P.12-97
J P.12-98
* Cisco CallManager P.12-99
. P.12-101
. P.12-102
. P.12-104
. P.12-106
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
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Alert Alert Central | |
Alert Central
1 Alert
2 Alert Central
RTMT  Cisco CallManager
Alert Central
3 Alert Status
4 Enable Alert
S
RTMT RTMT
Alert > Enable Alert
Alert Status Enabled Enabled
e Alert Alert Central P.12-81
e Alert Central P.12-82
. P.12-85
o P.12-95
. P.12-98
* Cisco CallManager P.12-99
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W Alert Alert Central
. P.12-101
. P.12-102
. P.12-104
. P.12-106
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
Alert Central
1 Alert

2 Alert Central

RTMT  Cisco CallManager
Alert Central

3 Alert Status

4 Disable Alert
~
RTMT RTMT
Alert > Disable Alert
Alert Status Disabled Disabled
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Alert Alert Central ||
e Alert Alert Central P.12-81
e Alert Central P.12-82
. P.12-85
J P.12-95
J P.12-97
* Cisco CallManager P.12-99
J P.12-101
J P.12-102
. P.12-104
J P.12-106
J P.12-108
®  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
Cisco CallManager
Cisco CallManager
Cisco CallManager
Alert Central
1 Alert

2 Alert Central

RTMT  Cisco CallManager
Alert Central
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W Alert Alert Central
3 RTMT Alert > Suspend cluster/node
Alerts
Suspend/Resume Alert 12-40

12-40 Suspend/Resume Alert

Sipspeeid Foesume Alert x|

& Clusies Wida [ suspsnd ol slarts
Par Sapmr Earvar [E:.r:nnnd-
EA-CMI-T
EA.CH2-B
s Comcel B
E
N
Cisco CallManager
4 Cluster Wide
suspend all alerts
5 Per Server
Suspend
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Alert Alert Central | |

N
— Alert > Suspend cluster/node Alerts
suspend
e Alert Alert Central P.12-81
¢ Alert Central P.12-82
. P.12-85
. P.12-95
. P.12-98
. P.12-101
. P.12-102
. P.12-104
. P.12-106
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
1 Alert

2 Alert Central

RTMT  Cisco CallManager
Alert Central
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W Alert Alert Central
3 Alert Status
4 Alert Clear Alert
5 Alert
Clear All Alerts
o Alert Alert Central P.12-81
e Alert Central P.12-82
. P.12-85
. P.12-95
. P.12-97
. P.12-98
* Cisco CallManager P.12-99
. P.12-102
. P.12-104
. P.12-106
1 Alert
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Alert Alert Central
2 Alert Central
RTMT  Cisco CallManager
Alert Central
3 Alert Status
4 Alert Detail
S
RTMT RTMT
Alert > Alert Events Detail
Alert Detail 12-41

12-41 Alert Detail

et Detod

154314 an DEQ AT on nada
GA-CHD-5. TETP Seres Fearthe sl rale
ma 240 beats perminule. Cument
aithaal rate 5 58 baats par minuta

]
;
;
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W Alert Alert Central
e Alert Alert Central P.12-81
¢ Alert Central P.12-82
. P.12-85
. P.12-95
. P.12-97
. P.12-98
* C(Cisco CallManager P.12-99
. P.12-101
. P.12-104
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
1 Alert

2 Alert Central

RTMT  Cisco CallManager
Alert Central

3 RTMT Alert > Config Email Server

Mail Server Configuration 12-42
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Alert Alert Central ||
12-42 Mail Server Configuration
I?i Configure Email i el slert;
Wail Server
Fort
15
(o [oma]
4 Mail Server
5 Port
6 OK
e Alert Alert Central P.12-81
e Alert Central P.12-82
. P.12-85
J P.12-95
J P.12-97
. P.12-98
* C(Cisco CallManager P.12-99
. P.12-101
. P.12-102
. P.12-104
. P.12-108
*  Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
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W Alert Alert Central

1 Alert
2 Alert Central

RTMT  Cisco CallManager
Alert Central

3 RTMT Alert > Config Alert Action

Alert Action 12-43

12-43 Alert Action

Acion List A
wchon2
Diefaull B
Lt
xcstiptioe
Ol A
3
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Cisco CallManager Serviceability

Alert Alert Central ||
4 P.12-85 21 32
Alert Alert Central P.12-81
Alert Central P.12-82
P.12-85
P.12-95
P.12-97
P.12-98
Cisco CallManager P.12-99
P.12-101
P.12-102
P.12-104
P.12-108
Cisco CallManager Serviceability System Guide 9  Real-Time Monitoring
Tool
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12-3
12-3
Over
Under
Frequency Once
1
Every
Every
1 99
Daily Task Daily Task
9:00 5:00
17:00:00 9:00
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||
12-3
Start time
At
Daily Task date
Stop time
At Daily
Task date
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QRT Viewer

Tools QRT Viewer
IP Phone Problem IP Phone
Problem

QRT Viewer Quality Report Tool (QRT) IP Phone

Problem QRT Cisco CallManager IP Phone

Cisco Extended Functions
QRT Quality Report Tool
Cisco CallManager Serviceability System Guide P.10-1 Quality Report Tool
QRT Cisco CallManager
Cisco Extended Functions
CiscoCallManager Serviceability System Guide P.3-1
Cisco CallManager Services QRT Viewer
IP Phone Problem

QRT Cisco Extended Functions NT Cisco Call Back
QRT Cisco Call Back
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Il IP Phone Problem

IP Phone Problem

QRT Viewer Cisco CallManager IP Phone Problem
N
Quality Report Tool (QRT) 1 1
A B

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Tools > QRT Viewer
IP Phone Problem Reporting

3 Problem Cisco CallManager

N

CEF Service Activation

4 Date: From: 2/2/2002

5 Date: To: 2/3/2002

Cisco CallManager Serviceability
m. 0L-6508-01-J |




| 13 QRT Viewer

IP Phone Problem | |
6 From Time:
3 45 0
7 To Time:
23 59 59
8 Get Logs
IP Phone Problem Reporting
13-1
13-1 IP Phone Problem Reporting
W o LalManeper Servecalsiity B e Problom Leporting _l"ﬁ.r-lﬂ.m

IP Phone Problem Reporting

Sedictinn Criterda
Extersion Mumbssr &l =
Davice [aL =]
Category [ALL B
Fields to Display
List ol Fhabkils Dol H
Calagany
Fsason Code
Source Device Mame
Siource Deica O =
T
Splpcted Fiplds

Ak

Dvspley Faoonss Wi CEW
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QRT Viewer |

Il IP Phone Problem

9 Extension Number

10 Device

11 Category

12 List of Fields

Selected Fields
~
13 Display Records 13-2
~
Excel
13-1 View CSV
CSV 13-2 Right
Click here to Save in CSV
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IP Phone Problem | |

13-2 IP Phone Problem

o L allHanager servicrahiity - OF thane Probleen Records - Betscape
IP Phone Problem
Brk: to Salact] richt Click | o & in €SV
-—-——

08/09/02 15:15:11 |, I 491 900 1490 15990 2450
e

2 CE,/05,/02 15:27:11 |=m5 P74 ﬁ: :;: 37370 3TATD =
h D8/05/02 15:308:12 | I -
* Lttt b |zu|:|5 CP-T940 367
g [WD02 100286 | CP-TS40 B3
O |9_n|:e CP-T580 431
T 08/00/02 16:09-27 .zl.'ua- CR-Taag (==
a 0E/0R02 16:05:48 Izm e 431
(4 02/09/02 16:13:50 0o CP=752] B35
gp D092 1e:le-zE |=,'mi — 431 _=||§

®  Cisco CallManager Serviceability System Guide P.10-1 Quality Report
Tool

®  Cisco CallManager Serviceability System Guide P.3-1 Cisco CallManager
Services

* Cisco CallManager
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Il IP Phone Problem
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CHAPTER

Serviceability Reports
Archive

Tools Serviceability Reports Archive Web

Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
Tools > Serviceability Reports Archive
Serviceability Reports Archive

RTMT Reports

RTMT
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PDF

PDF

¢ Real-Time Monitoring P.12-1

*  Cisco CallManager Serviceability System Guide
Tool

*  Cisco CallManager Serviceability System Guide
Archive

9

11

Real-Time Monitoring

Serviceability Reports
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CDR Analysis and Reporting

Cisco CallManager Serviceability = CDR Analysis and Reporting (CAR)

CAR iDivert

iDivert

CDR Analysis and Reporting CAR P.15-3
CDR Analysis and Reporting CAR P.15-5
CDR P.15-6

ID P.15-7
CDR Analysis and Reporting P.15-8
CAR P.15-11
CAR P.15-12
CAR P.15-13
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¢

CAR PDF CSV CAR
PDF 5000 CSvV
20,000

PDF CSv
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CDR Analysis and Reporting CAR ||

CDR Analysis and Reporting CAR

Cisco CallManager Release 3.2 CDR Analysis and Reporting CAR
Cisco CallManager
Cisco CallManager

v

Cisco CallManager
Administrative Reporting Tool (ART) CDR
Analysis and Reporting (CAR)
CAR Cisco CallManager
CAR
Plugins CAR

1 > > Cisco CallManager > CallManager Administration

Cisco CallManager Administration

2 Applications Cisco CallManager Serviceability

3 Cisco CallManager Serviceability Applications Install
Plugins

4 CDR Analysis and Reporting CAR

Cisco CallManager Serviceability
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M CDR Analysis and Reporting CAR

N,

CAR CDR Cisco CallManager
6 OK

N
CAR Cisco Tomcat Web
Cisco CallManager Cisco Tomcat

Cisco Tomcat
CAR / Cisco Tomcat
CAR /
* CDR Analysis and Reporting CAR P.15-5
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CDR Analysis and Reporting CAR ||

CDR Analysis and Reporting CAR

Control Panel ~ Add/Remove programs CAR
CAR

3 CDR Analysis and Reporting

* (DR Analysis and Reporting CAR P.15-3
®  Cisco CallManager Serviceability System Guide 10 Quality Report Tool

Cisco CallManager Serviceability
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Wl CDR

CDR

CAR

2

CDR CDR CDR
CAR CDR

disabled

CDREnabled CallDiagnosticsEnabled
CAR CDR

CDR

15-1 CDR

CDR 15-1

LocalCDRPath

Primary CDRUNCPath

CDRFormat

Database

PrimaryCDRDSN

CDR

CDREnabled

CallDiagnosticsEnabled

r Cisco CallManager Serviceability

OL-6508-01-J |



CDR Analysis and Reporting

ID ||
CAR CAR
Cisco CallManager Administration ID
CAR CAR
CAR 1D
N
admin CAR
CAR CAR
1D CAR
1
admin admin CAR
admin admin CAR
P.16-2
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Bl CDR Analysis and Reporting

CDR Analysis and Reporting

CAR  Serviceability
CAR
Cisco CallManager Administration
ID Cisco CallManager

CAR 3

CAR

e CAR

CAR
Serviceability Tools CAR

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability

2 Tools > CDR Analysis and Reporting

CAR

CAR

Cisco CallManager

r Cisco CallManager Serviceability
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CDR Analysis and Reporting ||
N
CAR Web
3 CAR P.15-11 CAR
. 1D P.15-7
. P.15-9
e CAR P.15-11
e CAR P.15-12
CAR
Serviceability CAR
P.15-8
1 Web http://<Server-ip/mame>/art/Logon.jsp
CDR Analysis and Reporting
2 CAR P.15-11 CAR

Cisco CallManager Serviceability
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Bl CDR Analysis and Reporting

. ID P.15-7
. P.15-8

e CAR P.15-11

¢ CAR P.15-12

Cisco CallManager Serviceability
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CAR ||
CAR
1 CAR User Name ID
2 Password
ID CAR Invalid
Logon.Either the User Name or Password entered is invalid.Click here to try again.
ID OK
CAR
. ID P.15-7
¢ CDR Analysis and Reporting P.15-8
¢ CAR P.15-12

Cisco CallManager Serviceability
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Wl CAR

CAR

CAR

1 CAR Logout

2 For security reasons, it is advisable to close the
browser window on Logout. Do you want to close the browser window?

OK
CAR OK
CAR Logon
. ID P.15-7
¢ CDR Analysis and Reporting P.15-8
e CAR P.15-11

Cisco CallManager Serviceability
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CAR | |

CAR

CAR
1 CAR Help > About CAR
2 Details
About
A

* CDR Analysis and Reporting version:X.X X
.
— Driver:sun.jdbc.odbc.JdbcOdbcDriver
— Server:<server name>
— Name:art

— Version:X.X(X) X

— Tomcat:X.X.X Apache X
— JRE:X.X.X_XX Sun Microsystems X
— StyleReport:X.X InetSoft Corp. X

Cisco CallManager Serviceability
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Wl CAR
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CAR

CAR
CAR CAR
. P.16-2
. P.16-13
* CAR Scheduler P.16-27
. P.16-28
. P.16-38
. P.16-41

Cisco CallManager Serviceability
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CAR CAR
Grant/Revoke CAR Admin Rights
CAR CAR
CAR
o P.16-2
J P.16-4
1 CAR
A
admin CAR
CAR CAR
1D CAR
1
admin admin CAR
admin admin CAR
Cisco CallManager Serviceability
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1 CAR System > System Parameters > Admin Rights

Grant/Revoke CAR Admin Rights

2 UserID CAR 1D
ID Search User(s)
P.18-28
3 Add
Cisco CallManager User ID CAR
4 Update CAR
. P.16-4

Cisco CallManager Serviceability
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1 CAR

System > System Parameters > Admin Rights

Grant/Revoke CAR Admin Rights

CAR Administrators CAR
ID

Remove
CAR Administrators

Remove All
CAR Administrators
CAR
Update
CAR
. P.16-2

r Cisco CallManager Serviceability
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CAR

1 System > System Parameters > Mail Parameters
Mail Parameters

2 Mail ID From
1D

3 Password

N

CAR ID
ID

4 Confirm Password 3

5 Mail Domain

6 Main Server Name
1P

[ oL-6508-01-J
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7 Update
e CAR P.16-28
¢ CDR P.16-31
. / P.17-13
CAR

North American numbering plan (NANP)

N
Cisco CallManager Administration NANP
NANP Cisco CallManager
1
Cisco CallManager
Cisco CallManager
international local long distance on net others
6
Condition No of Digits Pattern Call Type
= 6 ! Local
CAR

r Cisco CallManager Serviceability
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1 System > System Parameters > Dial Plan Configuration
Dial Plan Configuration

2 Toll Free Numbers

¢ Condition >  No of Digits

e No Of Digits
NA

e Pattern

- G G
P.16-10

— T CAR

-1 2 1234
5551234

- X 1 0 1 9
e (Call Type

Add Rows
Delete Rows

CAR CDR
CDR
CDR CAR

Cisco CallManager Serviceability
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|
5 Update
e CAR P.16-8

CAR

CAR North American numbering

plan (NANP)

16-1 NANP
16-1 CAR

Condition No of Digits Pattern Call Type

= 5 ! OnNet

= 7 ! Local

= 10 T! Others

= 10 G! Local

= 10 ! Long Distance

= 11 T! Others

= 11 XG! Local

= 11 ! Long Distance

> 3 011! International

16-1
1 5 12 5
on net
2 7 12 7
Local
Cisco CallManager Serviceability
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| |
3 10 T! 2
10 Others
4 10 G!
10 Local
5 10 12 10
Long Distance
6 11 T! 2
11 Others
7 11 XG!
1 11
Local
8 11 12 11
Long Distance
9 3 011
International
Others
CAR NANP

1 System > System Parameters > Dial Plan Configuration

Dial Plan Configuration

2 Restore Defaults

Cisco CallManager Serviceability
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. P.16-6

¢ CAR Scheduler P.16-27
CAR CAR

Cisco CallManager CAR
Cisco CallManager Administration
CAR
Cisco CallManager
CAR

CAR local long distance

CAR  Utilization
Number of Ports

2

CAR

1 System > System Parameters > Gateway Configuration

Gateway Configuration

Cisco CallManager Serviceability
m. 0L-6508-01-J |



| 16  CAR

Area Code
Area Code
Set Area Code
Max No of Ports
Max No of Ports 1 1000
N
CAR Cisco CallManager Administration
Cisco CallManager Administration
CAR
0
Update
CAR
. QoS P.19-9
. P.20-2
. P.20-7
. P.20-9
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CAR

1 System > System Parameters > System Preferences

System Preferences Parameter Name

2 16-2 Parameter Value

16-2

ERRORLOGFILESIZE 1 9999
KB 100
KB

SESSIONTIMEOUT CAR
60
86400 1 24
1800 30

COMPANY_NAME

Cisco CallManager Serviceability
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||
3 Update
CAR System Scheduler
. CDR
. CDR
[ ]
[ ]
[ ]
CDR
CDR
Cisco CallManager
N
CDR Cisco CallManager
Cisco
CallManager
Cisco CallManager Serviceability
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CDR

CDR 0 5

1 System > Scheduler > CDR Load
Daily CDR Load

2 Load CDR & CMR 16-3

16-3 Load CDR & CMR

Time CAR Cisco CallManager CDR CDR
Loading Interval
15 24
Duration CDR CDR
CDR CAR
CDR
15 CDR
15
3 Uninhibited Loading of CDR 16-4

Cisco CallManager Serviceability
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| 16  CAR

| |
16-4 Uninhibited Loading of CDR
From CDR
To CDR
CDR
CDR load CDR and
CMR
CDR
load CDR and CMR
duration
CDR From To 00:00
4 Update
CAR CDR
0 CAR Scheduler
e CAR Scheduler P.16-27
e CDR P.16-16
e CDR P.16-18
. CDR P.16-16

Cisco CallManager Serviceability
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|
CDR
CDR 0 5
1 System > Scheduler > CDR Load
Daily CDR Load
2 Restore Defaults
CDR 0 5
0 CAR Scheduler
¢ CDR P.16-14
* CAR Scheduler P.16-27
CDR
CDR 0 CDR
CDR
CDR
CDR Cisco CallManager
CDR
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CDR CDR
CDR CAR
Cisco CallManager CDR

CDR

1 System > Scheduler > CDR Load

Daily CDR Load

2 Disable Loader

3 Update
CDR CDR CAR
0 CAR Scheduler
e CDR P.16-14
. CDR P.16-16
e CDR P.16-18
e CAR Scheduler P.16-27

Cisco CallManager Serviceability
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CDR

CDR CDR 0
CDR
CDR

1 System > Scheduler > CDR Load
Daily CDR Load

2 Disable Loader

3 Update
0 CAR Scheduler
e CDR P.16-14
. CDR P.16-16
e CDR P.16-16
e CAR Scheduler P.16-27

Cisco CallManager Serviceability
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Daily Report Scheduler CAR

v

Cisco CallManager

Automatic Generation/Alert Option
P.17-13 /

1 System > Scheduler > Daily

Daily Scheduler

2 Time 24
0 0 1 11 1
11 12 23 0 11
3 Life 0 12
00

Cisco CallManager Serviceability
[ oL-6508-01- .m




16 CAR

4 Update
Automatic Generation/Alert Option Daily
0 CAR Scheduler

. P.16-20
. P.16-22
. / P.17-13
. P.16-25
. P.16-24
¢ CAR Scheduler P.16-27

Weekly Report Scheduler CAR

Y
Cisco CallManager
Automatic Generation/Alert Option
P.17-13 /

r Cisco CallManager Serviceability
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1 System > Scheduler > Weekly
Weekly Scheduler

2 Day of Week

3 Time 24
11 12 23 0 11

4 Life 00 12 00

5 Update

Automatic Generation/Alert Option Weekly

0 CAR Scheduler

. P.16-19

. P.16-22

. P.16-25

o / P.17-13
CAR Scheduler P.16-27
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Monthly Report Scheduler CAR

v

Cisco CallManager

Automatic Generation/Alert Option
P.17-13 /

1 System > Scheduler > Monthly

Monthly Scheduler

2 Monthly Bill Generation Day of Month
29 30 31
3 Monthly Bill Generation Time
24 0 0
1 11 1 11 12 23 0 11

4 Monthly Bill Generation Life 00

12 00

Cisco CallManager Serviceability
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||
5 Other Monthly Reports Day of Month
29 30 31
6 Other Monthly Reports Time
24 0 0
1 11 1 11 12 23 0 11
7  Other Monthly Reports Life 00 12
00
8 Update
Automatic Generation/Alert Option Monthly
0 CAR Scheduler
. P.16-19
. P.16-20
. P.16-25
. / P.17-13
¢ CAR Scheduler P.16-27

Cisco CallManager Serviceability
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Automatic Generation/Alert Option

P.17-13 /
1 System > Scheduler >
Daily
Daily Scheduler
1 2
2 Restore Defaults
3 System > Scheduler >
Weekly
Weekly Scheduler
2 4
4 Restore Defaults
5 System > Scheduler >
Monthly
Monthly Scheduler
1 2 2
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6 Restore Defaults

0 CAR Scheduler
. P.16-19
o P.16-20
. P.16-22
. P.16-25
. / P.17-13
* CAR Scheduler P.16-27
1 System > Scheduler > Daily
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13 CSV Report Format CSV  (comma
separated value) PDF Report
Format PDF (portable document format)

CSV CAR Microsoft Excel
PDF
Adobe Acrobat Reader CAR

14 View Report

CSv
PDF
15 Send Report
P.18-26
. P.A-23
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CDR

CDR
CDR

CDR
CAR

CDR P.21-2
CDR P.21-4
CDR P.21-8
P.21-10
CDR P.21-13
CDR P.21-17
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| CDR

CAR CDR CDR

CDR
0 5

P.16-13
CDR CAR
CDR
CAR
Cisco CallManager

1 CDR > Search > By User/Extension

CDR Search by User Extension

CDR
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CDR ||
2 CDR Extension
3 Add Extension
4 CDR First Name Last Name
5 Find User
6 Extension
7 Add Extension
Report Criteria
8 Report Criteria Remove Extension(s)
Remove All Extensions Report Criteria
9 CDR
10 OK
CDR-CMR Search Results
e CDR P.A-24
. P.A-25
e CDR CMR P.A-26
o CDR P.21-4

[ oL-6508-01-J

Cisco CallManager Serviceability [}




21 CDR I

| CDR
. CDR P.21-8
. P.21-10
. CDR P.21-13
. CDR P.21-17

CDR

CDR CAR

CDR
CAR
Cisco CallManager

1 CDR > Search > By Gateway

CDR Search by Gateway
2

Gateway Types
21-1
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List of Gateways

CDR | |

Y
15
Selected Gateways
Selected Gateways
CDR
OK
e CDR P.A-24
. P.A-25
e CDR CMR P.A-26
. CDR P.21-2
. CDR P.21-8
. P.21-10
. CDR P.21-13
. CDR P.21-17
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| CDR

CDR

CDR CAR

1 CDR > Search > By Cause for Call Termination

Cause for Call Termination

Ctrl
Shift

3 Selected Call Termination Causes

Selected Call Termination Causes

4 CDR
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CDR ||
5 OK
Call Termination Details
P.21-10
e CDR P.A-24
o P.A-25
e CDR CMR P.A-26
. CDR P.21-2
. CDR P.21-4
. P.18-26
. P.21-10
o CDR P.21-13
. CDR P.21-17
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P.21-8 CDR
Call Termination Details

1 Select CDRs CDR
CDR Select CDRs
21-3
21-3 Call Termination Details

| Call Termination Details

| R#jinnt Critera:
| W Wi bl LY, EOOID 300 200 003 o Tieigl Oo1 5, J00 (9gs I8
| Wil umsbyeer of Culls @ 103

| nl.m:ll-d unasgeed |

Tl By
Totnl & .30
Simtww Baudy
Swd Ao | Back | Y CDF |
Arn. Diwel 00wl Torl #8 fol msson for # el Bg sl Ee: @0 ral shess e et

F rahcatsi e daed B

5 RL L]

Cisco CallManager Serviceability
m. OL-6508-01-J |



| 21 CDR

| |
2 CDR View CDRs
CDR-CMR Search Results 21-4
21-4 CDR-CMR
Cause for Call Termination - CDOR-CMR Search Resalts
Ay Gefiirie
Fram Tima: Jol 17, 3000 163008  To Wiess: Cct 3, 3000 Ok 2956
| fmmgis |1 i EETTPRIN (400 I T AL T i [Has
Fy | 1] (1] el
Pl R T i i ep fER
e -] =] O O < O O ==
mEii: AEEd§
=] ] =] ] BedPapmr | me | T cebee
3 @
F ik e T E
Others View
CDR-CMR CDR

P.A-24 CDR

3 Send Report P.18-26

Cisco CallManager Serviceability
I oL-6508-01- .m



21 CDR I
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e CDR CMR P.A-26
i CDR P.21-2
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CDR CAR
CDR > Search > By Call Precedence Level
CDR Search by Precedence Levels
Select Precedence Levels
21-1
~
Select All
Clear All
From Date CDR
To Date CDR
OK
Call

Precedence Details
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21-5 Call Precedence Details
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| CDR
21-1
Flash Override 0
Flash 1
Immediate 2
Priority 3
Routine 4
10 Send Report
P.18-26
e CDR P.A-24
. P.A-25
e CDR CMR P.A-26
. P.18-26
e CDR P.21-2
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CDR

CDR

CDR CAR

CDR > Search > For Malicious Calls
CDR Search for Malicious calls
Select Extension(s) Extension
Add Extension

Selected Extension(s)

Search Extension(s) based on User(s)

Search Extension(s) based on User(s)
First Name
Last Name

Search

Select

Selected Extension(s)
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CDR

~

Remove

Extension(s)
Remove All Extensions

9 From Date CDR
10 To Date CDR
11 OK

CDR Search for Malicious calls - CDR-CMR Search Results
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CDR
12 CDR Others
13 CDR-CMR View
14 P.18-26
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e CDR CMR P.A-26
. P.18-26
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Export CDR/CMR records

CDR CMR
Cisco CallManager CDR Analysis and Reporting CDR Export
CDR/CMR CDR CMR
CDR CMR
CSV
CDR CMR

1 CDR Analysis and Reporting CDR > Export CDR/CMR

Export CDR/CMR records
2 From Date To Date CDR
CMR
3 Select records CDR CMR
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4 Export to File

N
Delete File CDR
CMR
CDR CMR
Export CDR/CMR records Result P.22-3 CDR
CMR

e CDR CMR P.22-3

e CDR P.21-1

*  Cisco CallManager Serviceability System Guide 14 CDR Analysis and

Reporting
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CDR CMR | |

CDR CMR

CDR CMR

P.22-1 Export CDR/CMR records

1 Export CDR/CMR record Results CDR Dump CMR
Dump

¢ Open CDR CMR
Web

* Open in a New Window CDR
CMR Web

e Save Target As... CDR
CMR

* Print Target CDR CMR
¢ Copy Shortcut Web
* Add to Favorites CDR CMR

Favorites

* Properties CDR CMR
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W CDR CMR
3 CDR CMR
Save
4 CDR CMR Delete
File Back Close
¢ Export CDR/CMR records P.22-1
e CDR P.21-1
*  Cisco CallManager Serviceability System Guide 14 CDR Analysis and
Reporting
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Microsoft Performance

Microsoft Performance Cisco CallManager
* Microsoft Performance P.23-2
. P.23-5
J P.23-7
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W Microsoft Performance

Microsoft Performance

Microsoft Performance Cisco CallManager
Cisco
CallManager Cisco CallManager
Performance Cisco CallManager
Performance
23-2
Performance Cisco
CallManager
1 > >
23-1
Cisco CallManager Serviceability
m. 0L-6508-01-J |




| 23 Microsoft Performance

Microsoft Performance | |

23-1 Windows 2000

2 Cisco CallManager 23-2
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W Microsoft Performance

23-2

4 Cisco CallManager

. P.23-5
. P.23-7
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Cisco CallManager
Cisco CallManager
Cisco CallManager
1 > > >
23-1
2 Cisco CallManager
Cisco CallManager
3
23-3 23-4 Cisco CallManager
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Bulk Trace Analysis

Cisco Bulk Trace Analysis Serviceability
1 2MB
XML
* Bulk Trace Analysis P.24-2
¢ Bulk Trace Analysis P.24-3
* Bulk Trace Analysis P.24-4

Bulk Trace Analysis XML

XML Trace
XML
. P.6-1
. P.5-1
. P.7-1
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M Bulk Trace Analysis

Bulk Trace Analysis

Bulk Trace Analysis Serviceability PC
Bulk Trace Analysis
1 Serviceability Application > Install Plugins

Serviceability Install Plugins
2 Bulk Trace Analysis
3 Save the program to disk

4  Bulk Trace Analysis

5 OK
¢ Bulk Trace Analysis P.24-3
* Bulk Trace Analysis P.24-4

Cisco CallManager Serviceability
m. 0L-6508-01-J |




| 24 Bulk Trace Analysis

Bulk Trace Analysis ||

Bulk Trace Analysis

Serviceability Bulk Trace
Analysis PC

Bulk Trace Analysis PC

1 PC Bulk Trace Analysis
TraceAnalysis_installation.exe

2 Next >

3 Finish

* Bulk Trace Analysis P.24-2
* Bulk Trace Analysis P.24-4
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M Bulk Trace Analysis

Bulk Trace Analysis

Bulk Trace Analysis 1 SDI XML SDL
XML
Bulk Trace Analysis

* Report Table
Bulk Trace Analysis Cisco CallManager
PC
P.24-2 Bulk Trace Analysis P.24-3 Bulk Trace
Analysis
PC
P.24-4
Bulk Trace Analysis
1 > > Cisco Bulk Trace Analysis Tool
Bulk Trace Analysis Tool 24-1
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Bulk Trace Analysis ||

3 File > Exit

241 Bulk Trace Analysis
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M Bulk Trace Analysis

. P.24-6
. P.24-9
J P.24-10
. P.24-11
. P.24-12
J P.24-13
. P.24-17
* Report Table P.24-18
Bulk Trace Analysis SDI XML SDL XML
¢ Bulk Trace Analysis File Open Control
XML
¢ Bulk Trace Analysis File Open
Cisco CallManager 1P
ID
¢ Cisco CallManager Serviceability Trace Collection
zip
‘ﬂl Bulk Trace Analysis XML
Trace Collection Zip
WinZip zip
Cisco CallManager
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1 Bulk Trace Analysis File > New Report

New File
2 SDI SDI SDL

SDL

3 Browse

Open
4
5 Open

New File Source File

6 Save Report As
OK

8 Save As

Control

10

Browse
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M Bulk Trace Analysis

9 Save
New File Save Report
As
10 OK
Report Table
Workplace Views Task Control and Status
24-1
11 File > Save
12 Save
¢ Bulk Trace Analysis P.24-2
® Bulk Trace Analysis P.24-3
* Bulk Trace Analysis P.24-4
. P.24-4
. P.24-9
. P.24-10
. P.24-11
. P.24-12
. P.24-13
. P.24-17
* Report Table P.24-18
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P.24-6
1 Bulk Trace Analysis File > Open Report
Open
2
3 Open
Report Table
Workplace Views Task Control and Status
* Bulk Trace Analysis P.24-2
* Bulk Trace Analysis P.24-3
* Bulk Trace Analysis P.24-4
. P.24-4
J P.24-6
J P.24-10
. P.24-11
. P.24-12
J P.24-13
. P.24-17
* Report Table P.24-18
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M Bulk Trace Analysis

Je

File > Print Preview

2 Bulk Trace Analysis File > Print

Print

Je

Landscape
3 OK
* Bulk Trace Analysis P.24-2
* Bulk Trace Analysis P.24-3
¢ Bulk Trace Analysis P.24-4
. P.24-4
. P.24-6
. P.24-9
. P.24-11
. P.24-12
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Bulk Trace Analysis

. P.24-13
. P.24-17
* Report Table P.24-18

1  Workplace Views

2 File > Save

* Bulk Trace Analysis P.24-2
¢ Bulk Trace Analysis P.24-3
* Bulk Trace Analysis P.24-4

. P.24-4

. P.24-6

. P.24-9

. P.24-10

. P.24-12

. P.24-13
. P.24-17

* Report Table P.24-18
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M Bulk Trace Analysis

1  Workplace Views

2 Edit > Find

Find
3 Alarm
4 24-1
24-1
Match case

Up Direction

Down Direction

5 Find Next
6 Find Next
7 Cancel
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Bulk Trace Analysis

* Bulk Trace Analysis P.24-2
* Bulk Trace Analysis P.24-3
¢ Bulk Trace Analysis P.24-4
. P.24-4
. P.24-6
. P.24-9
. P.24-10
. P.24-11
. P.24-13
. P.24-17
* Report Table P.24-18
1
Bulk Trace Analysis Trace Analysis
P.7-1

1P

Use Correlation Tag
IP Address=172.21.10.55 Trace type=Alarm
Bulk Trace Analysis 1P
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M Bulk Trace Analysis

. 1 TP Address=172.21.10.55, Trace type=Alarm, Ctag=3,65,100,1.1
. 2 TP Address=172.21.10.55, Trace type=Error, Ctag=3,65,100,1.1

. 3 P Address=172.21.10.56, Trace type=Alarm, Ctag=3,65,100,1.1
. 4 TP Address=172.21.10.57, Trace type=Trace, Ctag=3,65,100,1.3

Use Correlation Tag
1 2 3

Use Correlation Tag
IP Address=172.21.10.55 Trace type=Alarm
Bulk Trace Analysis Ip

1 IP Address=172.21.10.55, Trace type=Alarm, Ctag=3,65,100,1.1

2 IP Address=172.21.10.55, Trace type=Error, Ctag=3,65,100,1.1
. 3 IP Address=172.21.10.56, Trace type=Alarm, Ctag=3,65,100,1.1

4 IP Address=172.21.10.57, Trace type=Trace, Ctag=3,65,100,1.3

Use Correlation Tag
1

1  Workplace Views
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2 View > New View
Filter
3 CTag

P.24-13

4  Selection Criteria

24-2

Bulk Trace Analysis ||

New View

Use Correlation Tag

24-2

Use Correlation Tag

CallManager Host (CCM)

Source Device (SrcDev)

Source IP Address (SrcIP)

1P
1P

Trace Type

5 Time
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M Bulk Trace Analysis

Report Table

View 2 Workplace Views Task

}:I Windows

* Bulk Trace Analysis P.24-2

* Bulk Trace Analysis P.24-3

* Bulk Trace Analysis P.24-4

. P.24-4

. P.24-6

. P.24-9

. P.24-10

. P.24-11

. P.24-12

. P.24-17

* Report Table P.24-18
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Bulk Trace Analysis

—h

Workplace Views

3 View Information

* Bulk Trace Analysis pP.24-2

* Bulk Trace Analysis P.24-3
¢ Bulk Trace Analysis P.24-4

0 P.24-4

. P.24-6

. P.24-9

. P.24-10

o P.24-12

i P.24-13

* Report Table P.24-18
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M Bulk Trace Analysis

Report Table
Report Table
1 Workplace Views Report Table
2 Edit > Customize Header Customize header
Customize columns
3 Columns to be shown and order

4 <- Remove

5 Columns to be shown and order
6 Move Up Move Down
7 Columns not shown
8 Add->
9 OK
Report Table
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Bulk Trace Analysis

* Bulk Trace Analysis P.24-2
* Bulk Trace Analysis P.24-3
¢ Bulk Trace Analysis P.24-4

. P.24-4

. P.24-6

. P.24-9

. P.24-10

. P.24-11

. P.24-12

. P.24-13
. P.24-17
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CiscoWorks2000

Cisco CallManager CiscoWorks2000

e (CiscoWorks2000 P.25-2

. P.25-2
CiscoWorks2000 Cisco CallManager Cisco
NMS
CiscoWorks2000 Cisco CallManager
CiscoWorks2000

. 27

¢ Path Analysis 26 Path Analysis

¢ Cisco Discovery Protocol 28 Cisco Discovery Protocol

SNMP 31 SNMP
Web CiscoWorks2000

Resource Management Essentials ~ Campus Manager
Syslog
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W CiscoWorks2000

CiscoWorks2000

Web
CiscoWorks2000 Java  JavaScript
cookie
CSE
CiscoWorks2000 CiscoWorks2000 Cisco IP Telephony
Cisco CallManager

PathTool

PathTool

Syslog

Campus Manager 3.0 CiscoWorks2000
1
Cisco CallManager

PathTool
2 3
Cisco IP Telephony

Cisco Syslog Collector  Cisco Syslog Analyzer
CiscoWorks2000  Resource Management Essentials
Cisco CallManager Syslog
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Cisco Syslog Collector Cisco CallManager
Cisco Syslog Analyzer

Cisco
CallManager Cisco

SNMP

SNMP MIB

Cisco CallManager

SNMP CiscoWorks2000

Cisco Discovery Protocol

Cisco CallManager Cisco Discovery Protocol CDP
Cisco

CiscoWorks2000 CDP
Cisco CallManager
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Path Analysis

* Path Analysis P.26-2
. P.26-3
Cisco CallManager Path Analysis CiscoWorks2000

Common Management Foundation 1.1.1 Voice Manager
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M Path Analysis

Path Analysis

Path Analysis 2
Path Analysis
2 3
PathTool
Cisco IP Phone
CiscoWorks2000
Cisco CallManager CiscoWorks2000

Campus Manager

CiscoWorks2000 URL
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm
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| 26 Path Analysis

Voice over [P VoIP Call Detail Record
CDR; Cisco CallManager
disabled

Cisco CallManager Administration CDR

Service > Service Parameters
Cisco CallManager 1P
Next

Cisco CallManager

Parameter Value Cdr Enabled Flag
True

Update

Cisco CallManager
CDR

Cisco CallManager Serviceability

[ oL-6508-01-J



http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm

26 Path Analysis |

Cisco CallManager Serviceability
m. 0L-6508-01-J |




. P.27-2
¢ Syslog P.27-4
e SNMP P.27-7

Cisco Syslog Analysis
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Cisco Syslog
CiscoWorks2000 Resource Manager Essentials Cisco Syslog Analysis

Cisco Syslog Analyzer Cisco Syslog Analysis

1 Syslog Analyzer Collector
Cisco CallManager
2 Cisco IP Telephony
27-1 syslog Syslog Analyzer
Syslog Collector
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CiscoWorks2000
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T—EN—=2R < Syslog _%

Analyzer
Collector

\ Cisco CallManager
Remote | @

Syslog

Analyzer —3, g

Collector < 7IVr—vaz

EN S
FIVr—a D

34455

Cisco CallManager Serviceability
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27 |

W Syslog

Syslog

Cisco CallManager Syslog
CiscoWorks2000 Remote Syslog Analyzer Collector
RSAC

Resource Manager Essentials
CiscoWorks2000
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/index.htm

Remote Syslog Analyzer Collector CiscoWorks2000
Cisco CallManager Serviceability syslog
2

Syslog Analyzer Collector

Syslog

1 Cisco CallManager Administration Application >
Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Alarm > Configuration
3 Servers

Current Server

Cisco CallManager Serviceability
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Syslog ||

Configured Services

Current Service
Alarm Configuration

Enable Alarm for Syslog

Alarm Event Level

Syslog Server Name

Update

CiscoWorks2000

Syslog CiscoWorks2000

Cisco CallManager Administration Application >
Cisco CallManager Serviceability

Cisco CallManager Serviceability

Alarm > Configuration
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27 I

W Syslog

3 Servers

Current Server

4 Configured Services

Current Service

Alarm Configuration

5 Enable Alarm for Syslog

6 Alarm Event Level

8
7
8 Server Name CiscoWorks2000
9 Update

Cisco CallManager Serviceability
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SNMP

SNMP CiscoWorks2000
Cisco CallManager Microsoft Windows 2000 SNMP

CiscoWorks
SNMP
31 SNMP
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H SNwvP
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Cisco Discovery Protocol

Cisco Discovery Protocol CDP

* CDP Advertisement Support P.28-2
e CDP P.28-2
e CDP P.28-3
. CDP P.28-10
Cisco Discovery Protocol Cisco
CDP Cisco CallManager
CiscoWorks2000
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Il CDP Advertisement Support

CDP Advertisement Support

Cisco CallManager CDP Advertisement Support

CDP
CDP
Cisco CallManager
CDP Cisco CallManager
1P
CDP 10/100BaseT
Cisco Media Convergence Server Cisco CallManager Windows
2000 CDP ATM Windows NT

Windows 98  Windows NT 4.0

CDP

Cisco CallManager CDP CDP
CiscoWorks2000 Cisco CallManager
CDP MIB Cisco CallManager
CiscoWorks2000 Cisco CallManager
MIB
Cisco CallManager show CDP neigh neighbor
Cisco CallManager CDP
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CDP ||

CISCO-CDP-MIB CDP CiscoWorks2000

CDP Cisco CallManager
CDP

CDP
1P
CDP
CDP Cisco CallManager
28-1 Cisco CallManager

Windows 2000 CDP
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Cisco Discovery Protocol

W cop

28-1

[ Bcton gew || = = B@EF 2 L8R
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LFD ketworking Support: Environment
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' Communications Port (COMIL)
& Communicabions Port (00M2)
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W8 Cirect Paraliel
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dmboot
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Gerenic Packst Classfier
[PEEL deiver
ESecDD
- Legaty Ao Drivers
Legacy Wideo Caphures Devicss
Logical Disk Manager
Logtech PSIZ Port Mouse
Madis Control Derices
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aufurvadid
[Higtherboand resources
Hgtherboand resources
[Higtherboand resources

mOUntmge
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CDP

CDP

CDP

7 CDP Protocol Driver

10 OK

11 Cisco RIS
Cisco RIS

A

P.31-11

Cisco CallManager Serviceability
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28 Cisco Discovery Protocol |
W cop
e CDP P.28-3
e CDP P.28-6
e CDP P.28-7
e CDP 1P P.28-8
. CDP
P.28-9
CDP
CDP
1
2
3
4
5 >
6 >

7 CDP Protocol Driver

10

r Cisco CallManager Serviceability
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| 28 Cisco Discovery Protocol

CDP ||
11
12 Cisco RIS
e CDP P.28-3
e CDP P.28-5
e CDP P.28-7
e CDP 1P P.28-8
L CDP
P.28-9
CDP
CDP
1 >
2 \WINNT\System32\drivers
3 OK
4 cdp.sys
5 CDP
6 OK
Cisco CallManager Serviceability
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W cop

e CDP P.28-3
e CDP P.28-5

e CDP P.28-6

e CDP Ip P.28-8

. CDP
P.28-9

CDP IP

CDP
1P
CDP

CDP

1 CDP 1P CDP

e CDP P.28-3
e CDP P.28-5

e CDP P.28-6

e CDP P.28-7

i CDP
P.28-9

Cisco CallManager Serviceability
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CDP ||
CDP
Cisco CallManager
e CDP cdp.sys Windows 2000
\WINNT\System32\Drivers\cdp.sys
e CDP cdpintf.dll
Windows 2000 System32
\WINNT\System32\cdpintf.dll
e CDP Regedit
bin \Program
Files\Cisco\cdp2k10l.reg CDP
CDP
* cdp2klOl.reg CDP

Cisco CallManager Serviceability
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| CcDP

CDP
28-1 CDP
28-1 coP

60

180

CDP
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Cisco Secure Telnet

Telnet

e (Cisco Secure Telnet
e (Cisco Secure Telnet

e (Cisco Secure Telnet

Cisco Secure Telnet

Cisco Secure Telnet
Telnet

v

Cisco Secure

P.29-2
P.29-4
P.29-9
CSE
Cisco CallManager
Telnet
Cisco CallManager

Cisco CallManager Serviceability
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29 Cisco Secure Telnet |

W Cisco Secure Telnet

Cisco Secure Telnet

Cisco Secure Telnet

. P.29-2
e Telnet P.29-2
e Telnet P.29-3
Cisco Windows NT
Cisco Secure Telnet
A
ISP
Telnet
Telnet UNIX Windows NT
TCP/IP
Telnet Cisco Cisco CallManager

Cisco CallManager Serviceability
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| 29 Cisco Secure Telnet

Cisco Secure Telnet ||
Telnet
Telnet Cisco CallManager
Windows 2000 Cisco CallManager
Telnet tndconnect Cisco CallManager
Telnet Cisco
N,
Windows 2000 tndconnect TAC
Cisco CallManager
Windows 2000 Telnet
Cisco CallManager Serviceability
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Cisco Secure Telnet

W Cisco Secure Telnet

Cisco Secure Telnet

Cisco Secure Telnet 4

1. Telnet tndconnect
Cisco CallManager

2. relayapp

3. Windows 2000 Telnet

Microsoft
4. Telnet TAC
Cisco Secure Telnet
tndconnect
Cisco CallManager
tndconnect
relayapp
tndconnect
relayapp
Telnet
TCP
Telnet
tndconnect

Cisco CallManager

Windows 2000

CSE

Telnet

r Cisco CallManager Serviceability
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| 29 Cisco Secure Telnet

tndconnect

v

tndconnect

Cisco CallManager

Cisco Secure Telnet | |

C:\Program Files\Cisco

tndconnect -host relayservername -password cisco -file connect.log -port 80

-verbose -noecho

tndconnect

Ctrl+C

-host <relay hostname>
host

CSE

-password <any 4+ character string>
password
CSE

-file <logfile name>
Telnet
-file

-file

-port <optional port number>
port

Telnet

-verbose
verbose

Cisco CallManager Serviceability

DNS

tndconnect.log

Telnet 23

HTTP
-port 80
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29 Cisco Secure Telnet |

W Cisco Secure Telnet

-target <optional host name of Cisco CallManager system>
tndconnect  Cisco CallManager
Telnet

Cisco CallManager
localhost

-noecho

/?
tndconnect

tndconnect /?

Telnet

tndconnect CSE Cisco CallManager

v

Telnet
tndconnect

tndconnect

-host
-password tndconnect

CSE TCP/1IP
Telnet tndconnect

Cisco CallManager Serviceability
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| 29 Cisco Secure Telnet

Cisco Secure Telnet | |

-target tndconnect
Telnet

/

DNS  Cisco
hosts
1P
C:\WINNT\system32\drivers\etc\hosts

tndconnect CSE Cisco
CSE Cisco CallManager  IP

CSE

Cisco CallManager

Cisco Secure Telnet

tndconnect
30
Telnet

CSE
Telnet
TCP Telnet
Ctrl C tndconnect

Cisco CallManager  Telnet

Cisco CallManager Serviceability
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W Cisco Secure Telnet

Telnet
Cisco Secure Telnet Telnet
Cisco CallManager Windows 2000 Telnet
CSE
Telnet
Telnet tndconnect

Telnet

tndconnect Telnet

Telnet Cisco CallManager Windows 2000

Telnet
Telnet

Windows NT Telnet
Telnet FTP Windows 2000

Cisco CallManager Serviceability
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| 29 Cisco Secure Telnet

Cisco Secure Telnet | |
Cisco Secure Telnet
Cisco CallManager
Cisco Secure Telnet CSE
1  Windows 2000 Telnet UNIX Telnet
Windows 2000 tndadmn Telnet
~
Telnet
TAC 1D
2
Cisco DNS CSE
3 Telnet Windows 2000
Services
4 tndconnect Telnet Cisco
CSE

Cisco CallManager Serviceability
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W Cisco Secure Telnet

5 tndconnect
relayapp

Cisco TAC
tndconnect

TAC tndconnect
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show

show
¢ show P.30-2
* show P.30-3
show Cisco CallManager

Windows

[ oL-6508-01-J

Cisco CallManager Serviceability [}




30 show |

W show
show
show Cisco CallManager
show DOS
A
show \Temp
1 show.exe Telnet
Telnet
show.exe Program Files\Cisco\Bin
show

show [-f <filename>] [-c <column width>] [-w <console width>] [-v] [command

parameter)

Cisco CallManager Serviceability
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| 30 show

show

30-1 show

30-1 show

show

-f <filename>

-¢ <col width>

15

-w <con width>

80

-V

30-2 show

30-2 show

?

db

db tables

db t <tablename>

inst [apps | elem | all]

isdn [cluster | local | specific]

Ps

Cisco CallManager Serviceability
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30 show

W show

30-2 show

win

Windows win

show win Windows

CPU
Cisco CallManager

tech | (none) Windows

~

show tech
show
Example:
show -f output.txt -v -w480 db
show tech
show db t ProcessNode
Cisco CallManager Serviceability
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SNMP

SNMP
* SNMP P.31-2
* SNMP P.31-4
* Cisco CallManager SNMP
* Cisco CallManager P.31-8

¢ (Cisco CallManager SNMP

e (Cisco Real-Time Information Server

e CISCO-CCM-MIB P.31-14
. 12 Real-Time Monitoring
. 23 Microsoft Performance

Cisco CallManager Serviceability

Cisco CallManager

P.31-6

P.31-10
P.31-11
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31 SNMP I

H SNwvP

SNMP

SNMP

A

Windows 2000 SNMP
Cisco CallManager MIB
Cisco CallManager

2

SNMP Microsoft Windows 2000

4 SNMP Service

READ-ONLY READ-WRITE

Cisco CallManager Serviceability
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| 3t SNMP

SNMP ||
A
Cisco CallManager
READ-WRITE
9
10 SNMP NMS
SNMP
11
12 SNMP 1P
13
14 SNMP
¢ SNMP P31-4
¢ (Cisco CallManager SNMP P.31-6
* (Cisco CallManager SNMP P.31-10
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H sSNwP
SNMP
SNMP
~
SNMP Microsoft Windows 2000
1 > >
2
3

4 SNMP Service

10 1P
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SNMP ||
11
9 11
12 OK
e SNMP P.31-2
* (Cisco CallManager SNMP P.31-6
¢ Cisco CallManager SNMP P.31-10

Cisco CallManager Serviceability
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31 SNMP
M Cisco CallManager SNMP
Cisco CallManager SNMP
Cisco CallManager SNMP
N
SNMP
SNMP
1 > >
2
3
4 SNMP Service
5
N
Cisco CallManager SNMP
Cisco RIS
N
phoneTable  gatewayTable
Cisco CallManager
Cisco CallManager MIB
Real-Time Information Server RIS
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Cisco CallManager SNMP ||
e SNMP P.31-2
e SNMP P.31-4
¢ Cisco CallManager SNMP P.31-10
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31 SNMP I

M Cisco CallManager

Cisco CallManager

Cisco CallManager SNMP
Y
SNMP SNMP
P.31-6 Cisco CallManager SNMP
SNMP READ-WRITE
P.31-2 SNMP
CISCO-CCM-MIB
* ccmCallManagerFailed
¢ ccmPhoneFailed
* ccmPhoneStatusUpdate
* ccmGatewayFailed
* ccmMaliciousCall
¢ ccmMediaResourceListExhausted
¢ ccmQualityReportRequest
¢ ccmRouteListExhausted
¢ ccmGatewayLayer2Change
CISCO-CCM-MIB
ccmAlarmConfiglnfo ccmQualityReportAlarmConfigInfo
CISCO-CCM-MIB
CISCO-CCM-MIB
ftp://ftp.cisco.com/pub/mibs/supportlists1/callmanager/callmanager-supportlist.html
31-1 Cisco CallManager
N

CCMMIB ccmAlarmConfiglnfo
Cisco CallManager
CISCO-CCM-MIB

Cisco CallManager Serviceability
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| 3t SNMP

Cisco CallManager ||

31-1 Cisco CallManager

ccmCallManagerAlarmEnable True |ccmCallManagerFailed
ccmMediaResourceListExhausted

ccmRouteListExhausted

ccmGatewayAlarmEnable True |ccmGatewayFailed

ccmGatewayLayer2Change

ccmPhoneStatusUpdateStorePeriod 1800  |ccmPhoneStatusUpdate ccmPhoneStatusUpdateAl

Interval 30 3600
ccmPhoneStatusUpdateAlarmInterval |0 arminterva

ccmPhoneFailedStorePeriod 1800 |ccmPhoneFailed ccmPhoneFailedAlarmiInte
1 30 3600
ccmPhoneFailedAlarmInterval 0 va
ccmMaliciousCallAlarmEnable true ccmMaliciousCall
ccmQualityReportAlarmEnable true ccmQualityReport
S
Cisco
Extended Functions
Cisco CallManager
e SNMP P.31-4
¢ Cisco CallManager SNMP P.31-6
e CISCO-CCM-MIB P.31-14

Cisco CallManager Serviceability
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31 SNMP

M Cisco CallManager SNMP

Cisco CallManager SNMP

Cisco CallManager SNMP
SNMP
Cisco CallManager
1 > >
2
3

4 SNMP Service

5
SNMP Cisco CallManager SNMP
e SNMP P.31-2
e SNMP P.31-4
* Cisco CallManager SNMP P.31-6

Cisco CallManager Serviceability
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Cisco Real-Time Information Server

Cisco Real-Time Information Server

Cisco Real-Time Information Server RIS

Cisco CallManager RIS
Cisco CallManager
RIS
Cisco RIS
Cisco RIS
)
Cisco RIS
Cisco RIS
1 > >
2
3
4 Cisco RIS DC Service
5
Cisco RIS CISCO-CCM-MIB
Cisco CallManager

Cisco CallManager Serviceability
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W Cisco Real-Time Information Server

S
phoneTable  gatewayTable
Cisco CallManager
e (Cisco Real-Time Information Server P.31-11
e (Cisco RIS P.31-12
Cisco RIS
Cisco RIS
Cisco RIS CISCO-CCM-MIB
1 > >
2
3
4 Cisco RIS DC Service
5
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Cisco Real-Time Information Server

Cisco RIS Cisco CallManager SNMP
CCM MIB
Cisco CallManager
* (Cisco Real-Time Information Server P.31-11
* Cisco RIS P.31-12
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31 SNMP I

W cisco-CCM-MIB

CISCO-CCM-MIB

CISCO-CCM-MIB Cisco CallManager
Cisco RIS
Cisco CallManager
RIS Cisco CallManager
RIS
Cisco CallManager
RIS
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CAR

CAR

* Top N by Charge
¢ Top N by Number of Calls
¢ Cisco IP Phone

* QoS
* QoS
. QoS
. QoS

e Malicious Call Details

* Precedence Call Summary

e CDR

e Conference Call Detail

* Conference Bridge

Cisco CallManager Serviceability

APPENDIX

P.A-2
P.A-4

P.A-5

Top N by Duration
P.A-6
P.A-7
P.A-7
P.A-9
P.A-10
P.A-11
P.A-12
P.A-13
P.A-13
P.A-14
P.A-16
P.A-17
P.A-18
P.A-19
P.A-20
P.A-22
P.A-23
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A CAR

e CDR P.A-24

. P.A-25

e CDR CMR P.A-26

A-1
A-1
Call Classification
Internal Cisco CallManager Cisco CallManager
Local PSTN
1
Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN
On Net Cisco CallManager
Others
QOS Quality of Service CAR QoS
P.17-10 QoS P.19-9 QoS
Good QoS
Acceptable QoS
Fair QoS
Poor QoS
NA QoS
Cisco CallManager Serviceability
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| A CAR

A-1

Calls

Charge CAR Rating Engine CAR
P.17-2 Rating Engine

Cisco CallManager Serviceability
[ oL-6508-01- .m




A CAR I

A-2

A-2

Date and Orig.Time

Orig.

Dest.

Call Classification

Internal Cisco CallManager Cisco CallManager
Local PSTN
1
Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN
On Net Cisco CallManager
Others
QOS Quality of Service CAR QoS
P.17-10 QoS P.19-9 QoS
Good QoS
Acceptable QoS
Fair QoS
Poor QoS
NA QoS
Duration(s)
Charge CAR Rating Engine
CAR P.17-2
Rating Engine

Cisco CallManager Serviceability
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Top N by Charge Top N by Duration ||
Top N by Charge Top N by Duration
Top N by Charge Top N by Duration
A-3
A-3 Top N by Charge Top N by Duration
Users
Calls
Duration(s)
Charge CAR
Rating Engine CAR
P.17-2 Rating Engine

Cisco CallManager Serviceability
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W Top N by Number of Calls

Top N by Number of Calls

Top N by Number of Calls
A4

A-4 Top N by Number of Calls

Users

Calls

Duration(s)

Charge
CAR Rating Engine CAR

P.17-2 Rating
Engine

Calls Made
Calls Received
Total Calls

CTI Application User

CTI Application User A-5

A-5 CTI Application User

SI No.
User Name CTI Application User
User ID CTI Application User

Cisco CallManager Serviceability
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Cisco IP Phone ||
Cisco IP Phone
Cisco IP Phone A-6
A-6 Cisco IP Phone
Cisco IP Phone Services
Number of Subscribers
% Subscription
QoS
QoS A-7
A-7 QoS
Orig.Time 24
Term.Time 24
Duration(s)
Orig.
Dest.
Call Classification
Internal Cisco CallManager Cisco CallManager
Local PSTN
1
Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN

Cisco CallManager Serviceability
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H Qos
A-7 QoS

On Net Cisco CallManager

Incoming Cisco CallManager
Cisco CallManager

Tandem Cisco CallManager
Cisco CallManager
Cisco CallManager

Others

Orig.Codec

Dest.Codec

Orig.Device

Dest.Device

Orig.QoS

Dest.QoS

Cisco CallManager Serviceability
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QoS ||
QoS
QoS A-8
A-8 QoS

Orig.Time 24
Term.Time 24
Duration(s)
Orig.
Dest.
Call Classification
Internal Cisco CallManager Cisco CallManager
Local PSTN
Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN
On Net Cisco CallManager
Incoming Cisco CallManager

Cisco CallManager
Tandem Cisco CallManager

Cisco CallManager

Cisco CallManager
Others
Orig.Codec
Dest.Codec
Orig.Device

Dest.Device

Cisco CallManager Serviceability
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| QoS
A-8 QoS
Orig.QoS
Dest.QoS
QoS
QoS A9
A-9 QoS
Time 1
% of Calls 1

Cisco CallManager Serviceability
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QoS ||
QoS
QoS A-10
A-10 QoS
Time 1
% of Calls 1
Internal Cisco CallManager Cisco CallManager
Local PSTN
1

Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN
On Net Cisco CallManager
Incoming Cisco CallManager

Cisco CallManager
Tandem Cisco CallManager

Cisco CallManager

Cisco CallManager
Others
Total 1 1

Cisco CallManager Serviceability
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|
A-11
A-11
Time
No of Calls
Internal Cisco CallManager Cisco CallManager
Local PSTN
Long Distance Cisco CallManager PSTN
International Cisco CallManager PSTN
On Net Cisco CallManager
Incoming Cisco CallManager
Cisco CallManager
Tandem Cisco CallManager
Cisco CallManager
Cisco CallManager
Others
Total 1 1

r Cisco CallManager Serviceability
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Malicious Call Details | |

Malicious Call Details

Malicious Call Details

A-12 Malicious Call Details

Orig.Time

Term.Time

Duration
Orig. DN
Dest. DN

Orig.Device

Dest.Device

Call Class

Precedence Call Summary

Precedence Call Summary
Hour of Day Day of Week Day of
Month

A-13 Precedence Call Summary

Time

Precedence Level

No. of Call Legs

Percentage

Cisco CallManager Serviceability
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|
Cisco CallManager
A-14
A-14
Top 5 Users based on Charge 5
P.A-5 Top N by
Charge Top N by Duration
Top 5 Destinations based on Charge 5
P.A-5 Top N by
Charge Top N by Duration
Top 5 Calls based on Charge 5
P.A-5 Top N by Charge
Top N by Duration
Top 5 Users based on Duration 5
P.A-5 Top N by
Charge Top N by Duration
Top 5 Destinations based on Duration 5
P.A-5 Top N by
Charge Top N by Duration

Cisco CallManager Serviceability
m. 0L-6508-01-J |
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Top 5 Calls based on Duration

P.A-5 Top N by Charge
Top N by Duration
Traffic Summary Report-Hour of Day 1 1
P.A-12
Traffic Summary Report-Day of Week
P.A-12
Traffic Summary Report-Day of Month
P.A-12
Quality of Service Report-Summary
P.A-9 QoS
Gateway Summary Report QoS
P.A-10 QoS

Cisco CallManager Serviceability
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CAR

Wl CDR

CDR

CDR

A-15 CDR

Time

No of Error CDRs

CDR

CAR

No of Valid CDRs

CAR

CDR

% of Error CDRs

CDR
CDR

Error Description

CDR

% of Each Error

Error Description
CDR

r Cisco CallManager Serviceability
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A-16

A-16

Date

Orig.Time

Term.Time

Duration(s)

Dest Connect
Dest Disconnect

Orig

Dest

Final Destination

Orig.Codec

Dest.Codec

Orig.Device

Dest Device

Conference Bridge

Orig QoS QoS
Dest QoS QOS
Cisco CallManager Serviceability
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A-17
S
QoS
A-17
Call Classification
Quality of Service
P.17-10
QoS
Good QoS
Acceptable QoS
Fair QoS
Poor QoS
NA QoS
Calls
Duration(s)
Cisco CallManager Serviceability
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CSV
PDF
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