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Cisco Unified Communications Manager D EBL_R— CEFHME X2V T4 7u 7 7 A NVERET D
Bald, MOREBELTIEEN,

Bk 2 X ET 25 A . [BHEOHE (Phone Configuration) | 74 > R TEFX 2T 4 7
077 ANERBIRTAUNENDLDET, FAALZANEF2 YT 4 2R —FLTWARWES
. X7 e rEEALET,

HAERELOEEF 2T 7077 AU, HIRTHZEBEETH L L TEEEA,
BUET AA ZZEND B THONTWLEFR 2T 4 T 77 A VEHIRT 52 LIXTEEEA,

T CIZEFRICE DS TCONTWD 2 EX2 T 4 777 A VORELELTDHE, FHERL
CEREN %@71:!77/1’11/7‘z$lmé:f%zhfb\%ﬁ“f\fﬂ) SIS SET,

TNARZEDEToENTWDEX2 VT 4 77 A NVDOL4RTIEERTCEET, e 774
NABLOREZEH VY TOHNTWAEGEIL, il a7 v A VA BIOREEZZIT AN
F7,

Bkt X271 In7 7 A D CAPF RE GRIEE— FBLOEEY 1 X) 13, [EFFOK
& (Phone Configuration) ] 7 ¢ > R 71T % /R 4 E ¥, Manufacture-Installed Certificate (MIC;
FEILTA VA M=V ENDHFEAE) E20X Locally Significant Certificate (LSC; v — A VTH
Zh7RRERAE) ICRhE T HFEAEE/ED CAPF R EX ERXTHLELRH YV £9, [EiFORE
(Phone Configuration) ] ¥ 4> KU T, ZINHD7 4 — /L REEEEHFTXET,

— &X=2UT7 4 IrT7 7 AN T CAPF REXE EHT 5 & [EEHEOFKE (Phone Configuration) ]
74 R CHRENPEF INET,

— [@EFEOFE (Phone cOnﬁgurauon)] U4 Y FUTCAPFREZHEHL, ~HT57u77
ANVBRE2S->T28A . Cisco Unified Communications Manager (3—3 570 >7 7 1 /L %
FEEEME A Li?‘

— [EFOFE (Phone Conﬁguratlon)] 74 RUTCAPFREZEH L, —BTH7 w77
ANPBREDOD BN > 72854, Cisco Unified Communications Manager |3 L\ 7'12 7 7 A
Nz AR L CRERRICEH LT,

Cisco Unified Communications Manager 5.0 LA~ 7T v 77 L — RENZT A A ¥ X% =2 U T ¢
F— FERE L7=%A1E, Cisco Unified Communications Manager 23 €5 /L & 7' h 2 /L(2 3o
WTT BT 7 ANVEERL, TS AT n 7y A v EEH LET,

Manufacturer-Installed Certificate (MIC; &5 TA > 2 h—/ )L I BFEAE) 1L, LSC DA > A
M=V TORFERTZZ L Z2BED LET, > A2 TiL, Cisco Unified Communications Manager
& D TLS #EHORBFEMAIZ LSC ¥ A — b Lﬂ\i@“ MIC /v— bFEI IR 5 S 4D ATREE
N 2T TLS FBAEA £ 72132 DD B 72012 MIC 235 L 5 ICEFHEHET D
BEFKII CHHOEETITo T EI W, MIC 28 Eiéﬂf%}yx FIHEEZAVPRET,

Cisco Unified Communications Manager & ¢ TLS ##¢ T LCS % {# H 4 % 121 Cisco Unified IP
Phone &7 /L 7906G, 7911G, 7931G (SCCP D &), 7941G, 7941G-GE, 7942G, 7945G. 7961G,
7961G-GE. 7962G. 7965G. 797G. 7971G. 7971G-GE, B3 X W' 7975G # 7 v 77 L — R L.
Cisco Unified Communications Manager A 7 726 MIC /b— FEEAEZHIFR L TH#% O At
PEORE A MBS 5 Z & 280 LET, FEMcOV TR, P16 © [REFIE) 2#3H L TL<
ZEW,
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FIE

Cisco Unified Communications Manager D AN— T, [T AT L] > [BFX a2 VT4 w277 V]
> [BFEEX2UT7470 774 0] OIRITERLET,

[EBiftx=2V 7107077 A VO E —F%& R (Find and List Phone Security Profile) ] 7 ¢ & I
UNERENET, TI/T 477 ({HiD) 72V —DLa—Ry v 4 RUICRRINDLGEDH
D ij‘o

Fe B RXR=ZADTRTCDOLa— REBRETHIE, FATa TRy 7 ANETHDL L BHERL
T, AT w7 3ICERLET,

La—R&E7 4 Z ) 7 EREIHMET512E, ROFIEEZFITLET,

o FHID Ry T E T VRARNRy T ANL, MBNTA—FEERLET,
e 2FBHORuy Xy VAN Ry T ANL, RBANE —UERIRLET,
o WIS U CHEURMRRT ¥ A MEHEELET,

~

GE) MBERMEZENTZE, [+ A2 &2 ) v LET, &thaENTDE, FBELET
RTCOFEMI—FHT DL a— FPRBENET, FMHEEHIBRT T 1 RZ 270 v
7 L THREICBMULEZSEBEEZHIRT 20, [ZA4NFZO7 VT K2 %27 Y v 7 LGB
LT RCTOMBERELZHIBRLET,

(Rl #2 Vv 7 LET,

BT 5T _RTOLVa—RRFRENET, [(N=VHVoTH] Fry 720 UA N Ry
RIn6RIRDEEBRT L EHRN—VICE RSN HABRELEE TS T,

KrRTHLa—FoU X b, RTHLVa—F0Y 27270 v7 LET,

~

G VAMORHULICEREELEITHEORAPS L5813, ZORAIZZ Y v 7 LT, V—
MIEFF 282 LE 9,

U4 RUIBBRLZHEADNRFINET,

EENtER
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EBE#BEXL) T TOT7MILOHRTE

ATy 1

AFw T2

ATFvF3

ATv74

X2V T T A EB, B a3 5103 ROFIEEZFATLET,

FIE

Cisco Unified Communications Manager D AN— T, [T AT L] > [BFX a2 VT4 w277 V]
> [BEEX2VT7 4077 A 0] OIITERL £,

ROEEDONTNNEFIATLET,

s LW rTrANEBNTHIE, BTV Fvo FFEM 227 v27 L, A7 v
3SR ET,

o MFOEXa2 VT 4 TuTrANE A —9 520, PS40 TEifEEX=2YV T4 T Ty
ANDRFE ] OBV, @27 ve 7y A VEROITT, ab—35tX%=207 4 7n
T ANVDOREICERRENTWD [ — (Copy) ] R Z &7 Uy L, AT v 7 3L ET,

o HEOTO T FANEEHTHIZIE. PS40 [EFKEX2 T4 77 A LDKRE] O
PHNZEW, B2 T 0 e T s AN ERDT T, AT v 7 3ITERAET,

(FHEem] 2270 v 458, %\74~/I/]\0)772L/l/]\ RTEERLIZRET 4V FURFRS
nNFET, [ae—] 27V v r925L RELXZAE—LEREV A RUNRERINET,

SCCP EFEE DB A 135 5-1, SIP BEEHE DB A ITE 5-2 OFAICHEV, WURBREEZANLET,

BRFE]l #27YV vy 27 LET,

EMDFIE
X2 T4 TR T ANEER L%, PS-130 (Bt X2 T 0 7o 77 A LOWH] O
DRE)% \—T}:El/\\ EEAEE%% \—lﬁiﬁﬁ L/gz‘jAo

SIP R DB X2V 7 1 T 7 7 A N THA V=2 FBREEZRE LG AE [ Fa—
FOF%E (End User Configuration) ] W > RUTH A V=2 AN J LT U U X VERET HHERD
VET, TD%, [FBFEDORE (Phone Configuration)] 7 4> KU ®D [FXA Y= A h=—4 (Digest
User) ] REXMEH LT, 22—V 2 EHERICBEA T 2 LN H Y 97,

BntESR
FERRIZOWTIE, P5-16 @ TBEIEH | 22 L T 7EE0,
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N =ZE#ex1054 JOT77 M LOBRERE

EFEgtEX1 YT AT 7 ILOBRERNE
#5-1 T, SCCPEFHEX 2V T 4 707 7 A LVOREICODNTIHHLET,
#52C, SIPEFEEX 2V T4 TR T 7 A NVOREICOWTHALET,
BINLIZEFEHRY A 7B 8 Fa Rl R — s L TWARELTHRERINET,

o BEDELMIOWTIE, P53 D Bkt X2V T4 Y077 A LOREDL L N &
FRLTLE&E,

o BT AEHMB I OFIEIZOWTIL, P.5-16 0 [B#EIER ] 2B L T FEV,
& 5-1 Sccp EFE#txa) T FOT7F7ML

E EizLE
(4 A ] X2 VT T T A NVDLRIEADLET,

LT 7y A NVERTETDLE, ST HEMEY A TR IO R
rano [EFFEOFKE (Phone Conﬁguratlon) v Fvichs [7
NAREFX2YT 47277 A/ (Device Security Profile) ]| Fru >~
F UANRY 7 AZEDLAINBERRINET,

Evbh X2 VT 40 TR TrANBITTANA R ETNET R b
NEEDDHE, T Ty A NVERRELIIEFRT HEE DO
77 a7 7 A VORI B £7,

(A ] X2 VT T T A NVORAEADNLET,
(TR 2EF2VT 4 | Fay BT URARNRy 7 ANG, ROT T 3 v ONFRNEE
£— F (Device Security |#R L FE 7,

Mode) o DEERaT] WA A — DRIEUAOE* 2 ) 7 ¢ e
720N, TCP ##f¢ C Cisco Unified Communications Manager 73F!] T
&5,

o [FRFEEDA] : Cisco Unified Communications Manager |35 5k D #E A
P EFREA SRS 5, 7Y /7 HIC, NULL/SHA i H4 5%
TLS #&ki & Biand %,

o [K5E4k] : Cisco Unified Communications Manager X & FHHEDEES
P, B, BL O S Ez T2, 77U 7 HIC
AES128/SHA Z{EM3 % TLS 8 2flta L. T X TOHEGHE = —
VD AT 4T % SRTP CTHET 5,

[TFTP 51k (TFTP IDF v IRy 7 ANA DA, Cisco Unified Communications

Encrypted Config) ] Manager |XFEaEHED TFTP — "\ b X v — KT 5/ ET 71 /b

ERFEALLE T, BEMICOWTIEL, P26 O [FRET 7 A L ORF 51K

BLOPTI-1 O T EALSNToEBFFERE Y 7 A VORE] 28R LT

IEEW,
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EE#ex1YT4 JOJ7 L 0RERS B

% 5-1 sccp BEMEXa YT« TOTrALIL (HE)

BE B L
[mu uiE:E‘ N ZDT 4 —)b I\"Cﬁi\ %gﬁﬁﬁ%b) CAPF ?E%%%%(qu ﬁﬁﬂqj—é [ uﬁij:?
(Authentication Mode) ] XEBNTEET,
Fry 72y URAKNKRY 7 AL ROLT T a DT RhEE
WLET,

)

[BREER h U 7] : o —YEEEHEIZ CAPF ZREFCFA 2 AN L
T2 ET 0. = NVTEHEYRIEHEEAA VA M=V, T v T
L— R, Bk, 71Ny a—T 0 LET,

[Nul 2 bU 7] 2—FRHMATLHZ L7, v—h L THD
BRAEHEZEERZ A VA M=V, Ty 7 7L —F, B, £33 877
Ny a—T 4T LET,

IOFTvarTiitxa )T o 2 —UHEAL L?;Eﬁ/u L7z o
T, ZOF Ty a NIERERBAUREOSESICIET®RING S Z
EERMSHREL ET,

(BEfFDFEHE (LSC OS] : ik T4 v A h—/L S5 FEH
 (MIC) F7oidv— B THERAEAE (LSC) MEMICIFE
THHA. LSCEZA VA M=), T 7T L—1F, m%\itm
FFTINY a—F 4 LET, LSC BE E% fﬁ#é
MIC NEFFREICFLET D008 9 MMTBMR R < . #FEIX LSC 24
TIThhEd, MIC & LSC NEFFEICHFELET D54, ﬁuumc
ZA LU TITONET, BIEHEIC LSC N EERS . MIC N IFEET 5
WA, BEEEI MIC 20 L CTirbhEd,

ZOF TV a CEERT DA, uftﬁﬂiﬁ‘isaéﬁ%% ZHFET D &
EERLET, ZOF T v a rABRRLICGEICRERE N EAE
CFELRNE | BIFTRIGL £,

MIC & LSC (ZFEFIE CRFHIAAETE 2 b D0, a3 1
DOFEAFEZT 2 L T CAPF ;&utquELi‘é— BEEINLDT T

) Eaﬂiﬁ)rf%ﬁ)@ﬁﬁﬂﬂffgiéﬂﬁ BB NI OFE
Eﬂi%j[\bfmuuﬁﬁé EN utuuﬁ%hb%ﬁfﬁj—ézgﬁ)%
DET,

(BEFEDOEHE (MIC OF5E)] : LSC T 721 MIC N EFHHSICFE
THEE. LSCEA VA M=, Ty 77—, B, 721X
TNy a—F 47 LET, MIC 28 ﬁ%% WCIEET D5 A,
LSC NEFEHEICFET D008 9 0T BMR 72 < L FBEEII MIC 24 L
TIThNET, EBEFHEIC LSC 72T BMFEE L MIC MFELE LRV
A, REEELSC N LT ThbhEd,

DX Ty a v EERT SHENC, FEHENE Efr%% IFHETDHZ &
PR LET, ZOF T a v BRR USSR E N B A
WCHEE LW & BEIXRIR L £,

[(BiFtExX=2VT7T 47277 A /LOFKE (Phone Security Profile
Configuration) ] 7 4 > N7 TERE S 415 CAPF REIX, [
DOF%E (Phone Configuration)] 7 ¢ > K7 CTi%E &5 CAPF
NG A= LAREIZBER R B Y £ GEMIC OV T P53 D
B2 )70 TuT7 7 A VOREDOE M 2R L
TLEEW), [EFEDOFKE (Phone Configuration) ] 7 4 > K7
T CAPF REZTEHRT D HIEIZDWTIL, [Cisco Unified
Communications Manager 7 N3 =X h L—2 3 2> T Pl %
ZRLTIZS,
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N =ZE#ex1054 JOT77 M LOBRERE

% 5-1 sccp BEMEXa YT« TOTrALIL (HE)

BE B L
[F—H A X (KeySize, |CAPF THEHINDZDERETIE, Fry ¥y JA KRy 7 AN
vy )] DAEAZEOHEY A XE2TIR L E T, 7 7 4V FEEMEIX 1024 TF, Z

NUSNOFT g i, 512 £ 2048 3V £,

T4V NREME Y b RE T A XETINT D L, BaifkCHE
BRI E 2 e E— 2 AR T 57 DI & SIZREMA N £,
BAEREBENT TA AV T 4 THRETDHE, 727 arDFETHLE
FERE O REZFIH CE £, EEMET VICK o TR, #AEKDTET
W30 LD Z R H D 7,

~

GE) [EftX=V747077A/LDORE (Phone Security Profile
Configuration) ] 7 1 > R CEXE S41 5 CAPF XEIX, [EE
DO 7E (Phone Configuration) ] © ¢ > R Ci%E &35 CAPF
NT A= LIS D Y 9 GRS OV T P.5-3 O
B2 )70 TuT7 7 A VOREDOE M 2SR L
TLEEWY), [HEaEOFE (Phone Configuration) ] 7 4 > K
T CAPF REZTEFHRT D HIEITOWTIL, [Cisco Unified
Communications Manager 7 NI =X pL—23 2 01 Pl %
ZRLTLEEN,

% 5-2 SIP BEEREXL YT TOT7PANL

BE EL:
B2l X2 VT Te T ANVDOAFIEALET,
FHLWTm 7y A NVERFETDE, ZUTHEFES A TBLOT 1
rano [EiFEDOFFE (Phone Configuration) | V4 > Fvild s [F
NARAEFX 2 VT 7 a7 574/ (Device Security Profile) ]| Ku v 7
Fr VANRy 7 AZZDLARPERRSINET,
Evh X2 VUT4 TRTrANACT AL R ETAET B A
NaFwDHE T T ANERREITESNT 5596 O
G757 7 7 A AOBBICESL L E T,
(i B ] X2 VT TuTdrANVOHHAEASTILET,

[ A a8 RifE] (Nonce
Validity Time, 43) ]

T AMERE IR 2 BT AN LET, 7 7 4/ MEIE 600 (10
7)) T, ORI EET 5 & | Cisco Unified Communications Manager
T LWMEZ AR L £,

N

GE) JoAHEIT. FA VA NRREEYR— 95T X MMET,
H A2 A NRIRAT— RO MD5 ™ 3= OB &
ﬂi‘g—o
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| 5% EE#tXaUT« TOI7MIL0OETE

EE#ex1YT4 JOJ7 L 0RERS B

%z 5-2 SIPEE#EXLYTF, TOTFAIL (GEE)

BRE

A

[(FNRAL 2 EFX2) T 4
£ — K (Device Security
Mode) ]

Koy FHZ 7 UAR Ry Z ANS IROT T a DT ngi#
WLET,

M [;’E"Z“\"EJTJ :%gﬁ%(:/r)‘%/nunﬁu%@?i?l)T%%
720N, TCP $#¢ T Cisco Unified Communications Manager 3%/ 'C
x5,

o [FRREMDH] : Cisco Unified Communications Manager (3 & i DO S
PELFRAEZ T 2, v 7)Y 7 I, NULL/SHA %4 2
TLS #&fi & BHaA3 2,

» [IE54k] : Cisco Unified Communications Manager |35 Ak D%
P, B, B X OB Sz E®ET 2, 75V /7)5H
AES128/SHA #fiH4 2% TLS #&ft 2 fAta L. X T?D SRTP xfis
Ry 7 EOFTRTOETEH T —/VD AT 4T % SRTP Tk 5,

(5325 % 1 7 (Transport
Type) ]

[T 34 ZAEFX=2U T 1E— K (Device Security Mode) | 2% [FEEF =
71 ThLHGHEIE. Ruy XX VA RNKRy ZANBROA T 3
VOWTIMNEIRIRLET (RSN eWnWA 7 rarbdbyEdT),

o [TCP] : X7 v F&EEINTNEIZZIET 5 I121E. Transmission
Control Protocol Zi&IR L FEF, Z D7 w bz, 7 v bR K
Oy INBVWI ERRIELETR, X2V T o3 RELEE
A/o

o [UDP]: by MaE@E#HIZZIET 5121, User Datagram Protocol
%i@?ﬂbiﬂ“ Zo7u bayd, Ny b Rey X528
Y, EESNTIECZET DL EEMY EEAL, EXF2V T o
ii"afﬁibi’d‘ho

e [TCP+UDP]:TCP & UDP #fAAETHEHTIICIX, 24T
arEBRLETYT, T Taid, B2 ) T 0 2EREL
FH A,

(TR 2EF2 VT E— }\“ (Device Security Mode) ] 23 [FRFED A
720X (BEBE] ThHEE, TLS MRk y A 7L 720 £9, TLS I,

SIP EiEtk D 7 )V /7IEDT$\ 7‘/\/(Zmuuﬁ\ BILOv 74U~

ot (o be—FoAH) 2Rk Ed,

TaT7rANTTNRA A X2 T 4 T— RERETERWVEA. ik
BHATIFUDP IR £,

[57/1) TVI A }‘ Bic nﬁfc—‘fﬁ
Zh{t. (Enable Digest
Authentication) ]

ZDF v IRy I AEA T DH L, Cisco Unified Communications

Manager 1%, BEEHEN D DT _TO SIP WRTF v LoV EITVET,

5/(/:121 ]\uun i 7‘/\/(Zuun Al\é jsi()\{gﬁﬁl\i%*%ﬁtb
i’@‘/\/o \_hg@% %@"iﬁﬁﬁ‘é j: 'IZ%JJT/f T— K [uuuﬂz@

A] ETL [BESE] ZBIRL £

S,

GE) FAP A RREEOZEMIZOWTIE, P21 D [ A= X b
FRRE) BLONP.8-1 O [SIP EEEED X A ¥ = A MRIEDFRE
EHEBL TN,
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N =ZE#ex1054 JOT77 M LOBRERE

%z 5-2 SIPEEMEX)T TOT77MI (HE)

BE B L

[TETP 554k (TFTP COF v TRy T ARG DA Cisco Unified Communications
Encrypted Config) ] Manager IXEREREDS TFTP b — "\ b X U n— R TR ET 7 A )V

et LEYd, 20T 7 a i, VA alEFKEH T,

Je

ek

IOFTarEARHILT, AMF—FREL, XM V=
AN TVLTUoUy )V EEHERATY - RER#ET LI L%
BEIWDLET,

uiﬁﬂ_cw\fzi P126D [BRETZ7 7 A NLDREER{] BLOP.I-1D
FALENT-EBFTERET7 7 A NVDORE] R L TLTEE W,

[(REZ 7 A NVHNDHFA
¥ A MERFEAEZ R
A+ (Exclude Digest
Credentials in

Configuration File) ]

DT = IRy 7 ANAE DA, Cisco Unified Communications
Manager |XEFE#DY TFTP — "0 b X 7o m— KT HRET 7 1)L
NOXEA VAN 7 LTy VERIBRLET, ZOF7 v a U,
Cisco Unified IP Phone 7905G. 7912G. 7940G. I X T 7960G (SIP ™
&) HTY,

uiﬁﬂ_cw\fzi P126¢>r iE77r4zv@E %%tjiaitﬁp71<b
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EE#ex1YT4 JOJ7 L 0RERS B

%z 5-2 SIPEE#EXLYTF, TOTFAIL (GEE)

BE B L

[FAREE— K ZDT 4=V R TIE, BEFHE)Y CAPF ZFAERRMED A+ 23035

(Authentication Mode) ] REBIRTXET, 2047V g 0%, A aflBEFEREH T,
Fry 72y URAKNKRY 7 AL ROLT T a DT RhEE
WLET,

GE)

[BREER h U 7] : o —YEEEHEIZ CAPF ZREFCFA 2 AN L
T2 ET 0. = NVTEHEYRIEHEEAA VA M=V, T v T
L— R, FRIE NN a—FT 4 T LET,

[Nul 2 bU 7] 2—FRHMATLHZ L7, v—h L THD
REAEL A VAN Ty L —R FEE T TN a—
T4 LET,

IOFTvariitxa )T 0 2 —UHEAL Lit{“/\/ L7z o
T, ZOF Ty a ANILERHUEEEDSESICIET®RING 5 =
EERMSHREL E7,

(BEfFDOFEHE (LSC OS] : ik u T4 v A h—/L S5 FEH
 (MIC) F7oidv—H N THERAEAE (LSC) MEFHICIFIE
TAEEES. LISCEA VA=, Ty F 7L —FK, ¥iFxr57
Ny a—F 47 LET, LSC NEFMICTFEET 58554, MIC 2
B ICTFET D008 5 CBR e <. #FEIX LSC 24 L TiTH
NEJT, BIEHKIZ LSC BNIFEER T, MIC BIFET 2546, WRiET
MIC 4 L TfThbivEd,

ZOFT v a EBRRT LN, EAENREFEICFETH &
FHARLET, 2L 7Y a EERLUZEAICEREN B
WZHEE LW E BRI L £,

MIC & LSC (ZFEFIE CRFHIAAETE 2 b D0, il 1
DOOFERAFEZT 2 L T CAPF ;&utquELi‘a— BEEINLDT T

A=Y uﬁﬁﬂiﬂﬁ%ﬁmfiﬂaﬂgiént H B NI OFE
%ﬁ%j[\bfmuumj—éfﬂ/\ I, FALE— ]\%E%ﬁ?’é%%iﬂ%
DET,

(BEEDOEHE (MIC OF5E)] : LSC T 721 MIC N EFEHSICFE
THEE, LSCEA VA=, Ty 7T 7L —F, ¥7-F 57
w/;%74/7bi? MIC NEFEEICAFET D54, LSC M3

EEEHICAFAET 2008 5 CBR e <. FRGEIE MIC 241 L TfTH
hi?‘ﬁﬁ% LSC 721 MFEAE L MIC 2MFELE LR WR4 . 383
IZLSC ZJr L CiThivE 1,

DX Ty a v EEIRT SHENC, FEHENE Efr%% IFHETDHZ &
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