C1sco SYSTEMS

®

Cisco Unified Communications Operating
System

Release 5.1(1)

Text Part Number: OL-11065-01-J y



Information Packet

TCP UNIX UCB University of California, Berkeley
ucB All rights reserved.Copyright © 1981, Regents of the University of California.

CCVP, the Cisco Logo, and the Cisco Square Bridge logo are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a service mark
of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco Certified Internetwork
Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast,
EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, 10S, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness
Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networking Academy, Network Registrar, Packet, PIX, ProConnect, RateMUX, ScriptShare,
SlideCast, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its
affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners.The use of the word partner does not imply a partnership
relationship between Cisco and any other company.(0609R)

Cisco Unified Communications Operating System
Copyright © 2006 Cisco Systems, Inc.
All rights reserved.



vii

vii
vii
viii
ix
X
xii
Cisco.com xii
Product Documentation DVD xii
Xii
xiii
Xiv
xiv
Product Alerts Field Notices XV
Xvi
Cisco Technical Support & Documentation Web Xvi
Japan TAC Web xvii
xvii
xvii
xviii
CHAPTER 1 1-1
1-1
1-2
1-2
1-2
1-3
1-3
1-4
1-4
1-4

Cisco Unified Communications Operating System
| oL-11065-01-J .“



Hl Contents

CHAPTER 2 Cisco Unified Communications
2-1
Cisco Unified Communications
2-2
2-3
CHAPTER 3 3-1
3-2
3-3
3-3
3-4
3-5
3-6
cHAPTER 4 4-1
IP 4-1
41
4-2
Cisco Unified CallManager IP
NTP 4-3
SMTP 4-4
4-4
CHAPTER 5 5-1
5-1
5-2
5-3
CHAPTER 6 6-1
Internet Explorer
6-2
6-2
CTL 6-3
6-4
6-4
6-4
6-6
CA 6-6

6-1

6-5

4-2

W Cisco Unified Communications Operating System

OL-11065-01-J |



CHAPTER [

CHAPTER 8

APPENDIX A

IPSEC
IPSec
IPSec

Cisco Unified Communication

TFTP

8-1
Ping 8-1

A-1
CLI
CLI A-3

CLl
Cisco IPT Platform

File

Show

Set

Unset

Delete

Utility

Run

Cisco Unified Communications Operating System

6-7
CA
6-8
7-1
7-2
7-4
7-6
7-7
7-7
7-8
7-8
8-2
A-1
A-2
A-3
A-3
A-4
CLlI
A-5
A-11
A-23
A-31
A-32
A-33
A-44

Contents

6-7

6-9

7-2

7-9
7-10

[ oL-11065-01-J



Hl Contents

INDEX

Cisco Unified Communications Operating System
“. OL-11065-01-J |



Cisco Unified Communications Operating System Cisco Unified
Communications Operating System GUI
CLI

Cisco Unified Communications Operating System Cisco Unified
CallManager

Cisco Unified Communications Operating System
I oL-11065-01-J .“



1 Cisco Unified Communications Operating System
2 Cisco Unified Communications Cisco Unified Communications Operating System
3
4 IP NTP
5
6 IPSec
7
TFTP

8 ping

A

W Cisco Unified Communications Operating System

OL-11065-01-J



Cisco IP
e  Cisco Unified CallManager Cisco Unified CallManager
Cisco Unified CallManager Cisco Unified CallManager
Voice over IP
Cisco Unified CallManager Cisco Unified CallManager

Cisco Unified CallManager

Cisco Unified CallManager

Cisco Music On Hold Cisco Unified CallManager Extension Mobility
Cisco Unified CallManager

Cisco Unified CallManager Serviceability Cisco Unified CallManager
Serviceability

Cisco Unified CallManager

e Disaster Recovery System
Cisco Unified CallManager

e  Cisco Unified CallManager

Cisco Unified CallManager Cisco Unified IP Phone SRST
Cisco MGCP

[ oL-11065-01-J

Cisco Unified Communications Operating System ]



[]
{xlylz} 1

[xlylz] 1

screen screen

screen screen

screen screen

A A Ctrl D
Ctrl D

Cisco Unified Communications Operating System
n. oL-11065-01-J |



Cisco Unified Communications Operating System

[ oL-11065-01-J



Cisco.com
Cisco.com
URL
http://www.cisco.com/techsupport
Web URL
http://www.cisco.com
Web URL

http://www.cisco.com/public/countries_languages.shtml

URL
Product Documentation DVD
Product Documentation DVD
DVD
DVD URL
HTML PDF

http://www.cisco.com/univercd/home/home.htm

Product Documentation DVD
Cisco.com

http://www.cisco.com/jp

Web

DVD 1
Product Documentation

Store  Cisco Marketplace Product Documentation DVD  Product Number DOC-DOCDVD=

DOC-DOCDVD=SUB URL

http://www.cisco.com/go/marketplace/docstore

Cisco Marketplace Cisco.com
Documentation Store

http://www.cisco.com/go/marketplace/docstore

ID URL

http://tools.cisco.com/RPF/register/register.do

Product
URL

W Cisco Unified Communications Operating System

OL-11065-01-J


http://www.cisco.com/techsupport
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com/go/marketplace/docstore
http://www.cisco.com/go/marketplace/docstore
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/jp

PDF
CD-ROM
URL

http://www2.hipri.com/cisco/

URL

http://www?2.hipri.com/cisco/

Web

Cisco Unified Communications Operating System
I oL-11065-01-J lm


http://www2.hipri.com/cisco/
http://www2.hipri.com/cisco/

Security Vulnerability Policy
URL

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

URL
http://www.cisco.com/go/psirt
Product
Security Incident Response Team Really Simple Syndication PSIRT RSS
PSIRT RSS URL
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
PSIRT
. security-alert@cisco.com
. psirt@cisco.com
PSIRT
e 1877 228-7302
e 1408 525-6532
PGP Pretty Good Privacy GnuPG
PSIRT PGP 2.x 9.x

PSIRT
Security Vulnerability Policy Contact Summary
URL
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
PGP ID
PGP PSIRT

Cisco Unified Communications Operating System
m. oL-11065-01-J |


http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

Product Alerts Field Notices W

Product Alerts Field Notices
Cisco Product Alerts Cisco Field Notices
Cisco.com Cisco Product Alerts Cisco
Field Notices
Cisco.com
Cisco.com http://tools.cisco.com/RPF/register/register.do

http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do?local=en

Cisco Unified Communications Operating System
I oL-11065-01-J l“


http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do?local=en

Cisco Technical Support 24 Cisco.com  Cisco
Technical Support & Documentation Web
Cisco Technical

Assistance Center TAC

Cisco Technical Support & Documentation Web

Cisco Technical Support & Documentation Web

Web 24 URL
http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web Cisco.com
ID ID

URL

http://tools.cisco.com/RPF/register/register.do

A
Web Cisco Product Identification
Cisco Technical Support & Documentation Web
Tools & Resources All Tools (A-Z)
Cisco Product Identification Tool
3 ID
show
Cisco.com
Web Ctrl F5
Web

Cisco.com  Web
Cisco.com Search Advanced Search
Technical Support & Documentation

Cisco.com Web
Cisco.com Web Contacts & Feedback

Cisco Unified Communications Operating System
m. oL-11065-01-J |


http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do

Japan TAC Web

Japan TAC Web

Japan TAC Web

http://www.cisco.com/jp/go/tac

Japan TAC Web

URL

http://www.cisco.com/jp/register

TAC Service Request Tool
S3

http://www.cisco.com/techsupport/servicerequest

S1 S2

Cisco TAC S1
S1 S2

Cisco TAC URL

http://www.cisco.com/techsupport/contacts

24

Cisco Unified Communications Operating System

http://www.cisco.com/tac
URL

Japan TAC Web
Cisco.com

S3 sS4
sS4

TAC Service Request Tool URL

S2

[ oL-11065-01-J


http://www.cisco.com/techsupport/servicerequest
http://www.cisco.com/techsupport/contacts
http://www.cisco.com/tac
http://www.cisco.com/jp/go/tac
http://www.cisco.com/jp/register

Cisco Online Subscription Center
Web
URL

http://www.cisco.com/offer/subscribe
Cisco Product Quick Reference Guide

2
Cisco Product Quick Reference Guide
URL

http://www.cisco.com/go/guide

Cisco Marketplace
URL

http://www.cisco.com/go/marketplace/

Cisco Press

Cisco Press

URL Cisco Press
http://www.ciscopress.com

Internet Protocol Journal

Internet Protocol Journal

URL

http://www.cisco.com/ipj

URL
http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection Web

URL

http://www.cisco.com/discuss/networking

What's New in Cisco Documentation

URL
Cisco Documentation

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm

URL
http://www.cisco.com/en/US/learning/index.html

What's New in

W Cisco Unified Communications Operating System

OL-11065-01-J


http://www.cisco.com/offer/subscribe
http://www.cisco.com/go/guide
http://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco.com/ipj
http://www.cisco.com/en/US/products/index.html
http://www.cisco.com/discuss/networking
http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm
http://www.cisco.com/en/US/learning/index.html

Cisco Unified CallManager 5.1(1) Cisco Unified Communications

Cisco Unified Communications
Cisco Unified Communications

o IP
. ping
e NTP

Cisco Unified Communications Operating System
I oL-11065-01-J .-I-



Cisco Unified CallManager Cisco Unified CallManager Serviceability Cisco
Unified Communications

e Microsoft Internet Explorer 6.0

* Netscape Navigator 7.1

Mozilla Firefox

3
. IP Dynamic
Host Configuration Protocol DHCP
e NTP NTP IP NTP
e SMTP SMTP
4

Cisco Unified Communications Operating System
m. OL-11065-01-J |



Secure
Internet Protocol IPSec

. CTL CSR

e |PSEC IPSEC IPSEC

Cisco Unified Communications Operating System
| oL-11065-01-J .m



Cisco Unified CallManager TFTP

N

Cisco Unified CallManager 5.1(1)

Cisco Unified CallManager
Windows Cisco Unified CallManager 5.1(1)

e Ping

Cisco Unified Communications Operating System
m. OL-11065-01-J |



CHAPTER

Cisco Unified Communications

Cisco Unified Communications

Cisco Unified Communications Operating System

[ oL-11065-01-J



2 Cisco Unified Communications

Hl Cisco Unified Communications

Cisco Unified Communications

Cisco Unified Communications

1 Cisco Unified CallManager

2  Cisco Unified CallManager Cisco
Unified OS

Cisco Unified Communications

N

URL Cisco Unified Communications

http://server-name/iptplatform.

Cisco Unified Communications

Cisco Unified Communications Operating System
m. OL-11065-01-J |



| 2 Cisco Unified Communications

CD
DVD
1
. pwrecovery
. pwreset
Welcome to admin password reset
2
3 CD DVD
4
CD DVD
5 CD DVD
6
Y
admin
CLI set password
7
8

Cisco Unified Communications Operating System

[ oL-11065-01-J



2 Cisco Unified Communications |

Cisco Unified Communications Operating System
m. OL-11065-01-J |



Cisco Unified Communications Operating System
I oL-11065-01-J .m



1 Cisco Unified Communications >

(Cluster Nodes)

2 (Cluster Nodes) 3-1

3-1

(Hostname)

IP (IP Address) IP

(Alias)

(Type of Node)

Cisco Unified Communications Operating System
m. OL-11065-01-J |



||
1 Cisco Unified Communications >
(Hardware Status)
2 (Hardware Status) 3-2
3-2
ID
(Hardware platform type)
CPU (The CPU type)
(Memory) MB
(Detailed Report)
Cisco Unified CallManager Real-Time Monitoring Tool RTMT
RTMT Cisco

Unified CallManager Serviceability

Cisco Unified Communications Operating System
| oL-11065-01-J .m



0 1 Bond 0

1 Cisco Unified Communications >

(Network Settings)

2 (Network Settings) 3-3

Status 0 1
DHCP 0 DHCP

MAC Address
Speed

Duplex

IP Address 0 1
NFT IP

IP Mask 0 1 NFT

Link Detected
Auto Negotiation
MTU

Queue Length

Receive Statistics

Transmit Statistics
Primary DNS IP
Secondary DNS IP

Domain

Gateway 0 IP

Cisco Unified Communications Operating System
m. OL-11065-01-J |



1

Cisco Unified Communications

(Software Packages)

(Software Packages)

3-4

(Partition
Versions)

(Active Version Installed Software Options)

(Inactive Version Installed Software Options)

Cisco Unified Communications Operating System

[ oL-11065-01-J



1 Cisco Unified Communications >

(System Status)

2 (System Status) 3-5
3-5
Host Name Cisco Unified Communications
Cisco MCS
Date
Time Zone
Locale
Product Ver

Platform Ver

Uptime

CPU Idle CPU

Memory
KB

Disk/active

Disk/inactive

Disk/logging

Cisco Unified Communications Operating System
m. OL-11065-01-J |



1P NTP

IP IP
IP
IP Dynamic Host Configuration Protocol DHCP
IP
IP
EthO Ethl EthO
MTU 1500
IP
1 Cisco Unified Communications > IP >
(Ethernet Settings)
2
(Ethernet Settings) 4-1

s

DHCP

Cisco Unified Communications Operating System
I oL-11065-01-J .m



4-1

DHCP

DHCP

(Port Settings) IP

(IP Address) IP

(Mask)

(Gateway) IP

(IP Address)

1 Cisco Unified Communications

(Publisher Settings)

Cisco Unified CallManager

Cisco Unified CallManager

IP
Cisco Unified CallManager

http://server-name/iptplatform

server-name

l_ Cisco Unified Communications Operating System

OL-11065-01-J |



NTP ||
2
3 > |P
4 IP
5
NTP 9 1 9
A
1 Cisco Unified Communications > NTP
NTP (NTP Server Settings)
2 NTP
NTP
NTP IP
NTP IP IP
S
NTP NTP
3 NTP (NTP Server Settings)
> NTP
S
NTP

Cisco Unified Communications Operating System

[ oL-11065-01-J



W swmTP
SMTP SMTP SMTP
SMTP
SMTP
1 Cisco Unified Communications > SMTP
SMTP (SMTP Settings)
2 SMTP IP
3
S
NTP
P.4-3 NTP
1 Cisco Unified Communications >
2
3

Cisco Unified Communications Operating System
m. OL-11065-01-J |



1 Cisco Unified Communications >

(Switch Software Version)

Cisco Unified Communications Operating System
I oL-11065-01-J .m



1 Cisco Unified Communications >

(Restart Current Version)

Cisco Unified Communications Operating System
m. OL-11065-01-J |



1 Cisco Unified Communications

(Shutdown System)

Cisco Unified Communications Operating System

[ oL-11065-01-J



Cisco Unified Communications Operating System
m. OL-11065-01-J |



IPSec

. CTL

IPSEC

IPSec
IPSec

Internet Explorer

1

Internet Explorer

Internet Explorer

OK

Cisco Unified Communications Operating System

[ oL-11065-01-J



. CTL
o CTL

. CSR

Cisco Unified
Communications
1 > >
Select Certificates or Trust Store
2 (Own Certificates)
(Trust Certificates)
Display Certificates or Trust Units
3
Display Certificates or Trust Store
4
Details of a Certificate
5 Details of Certificate

Cisco Unified Communications Operating System
m. OL-11065-01-J |



CTL
CTL  Cisco Unified Communications PC
1 > > /ICTL
/CTL/CSR (Select Certificate/CTL/CSR Download)
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e FQDN
(Source Address Type) . 1P P
e FQDN
/ (Tunnel/Transport)
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cm-locale-language-country-version.cop

cm-locale-combinednetworklocale-version.cop

7-1

7-1

LOCALE File not found:
<language>_<country>_user_locale.csv, the Csv
user locale has not been added to the database.

LOCALE File not found:
<country>_network_locale.csv, the network Csv
locale has not been added to the database.

LOCALE CallManager CSV file installer |installdb Cisco Unified CallManager
installdb is not present or not executable
Csv

Cisco Unified CallManager

Cisco Unified
CallManager

Cisco Unified CallManager
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LOCALE Could not create
Jusr/local/cm/application_locale/cmservices/ip Java
ma/com/cisco/ipma/client/locales/maDialogs_
<lI>_<CC>.properties.Checksum. {usr/local/thirdparty/java/j2sdk/jre/bin/java
LOCALE Could not create Java . .

L .. |lusr/local/cm/jar/cmutil.jar
Jusr/local/cm/application_locale/cmservices/ip Java com.cisco.cem.util Zioper
ma/com/cisco/ipma/client/locales/maMessage ' ‘ccm.tul.2Ipp
s_<II>_<CC>.properties.Checksum.

LOCALE Could not create Cisco Unified CallManager Assistant
Jusr/local/cm/application_locale/cmservices/ip Cisco Unified CallManager

ma/com/cisco/ipma/client/locales/maGlobalUl | Assistant
_<II>_<CC>.properties.Checksum.

LOCALE Could not create
Jusr/local/cm/application_locale/cmservices/ip
ma/LocaleMasterVersion.txt.Checksum.

LOCALE Could not find
Jusr/local/cm/application_locale/cmservices/ip
ma/LocaleMasterVersion.txt in order to update
Unified CM Assistant locale information.

LOCALE Addition of <RPM-file-name> to
the Cisco Unified CallManager database has
failed!

Cisco Unified Communication

Cisco Unified CallManager
URL Cisco IP Telephony Locale Installer for Cisco CallManager 5.1

http://www.cisco.com/cgi-bin/tablebuild.pl/callmgr-locale-51
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W TFTP
TFTP
tftp tftp
2 Cisco TFTP
2 Cisco TFTP
TFTP

1 Cisco Unified Communications

> TFTP
TFTP (TFTP Server File Upload)
2
3 tftp
tftp (Subdirectory of the tftp directory where file will be

uploaded)

4
(Status)

5 Cisco TFTP

A

Cisco TFTP 1
Cisco Unified CallManager Serviceability
N
TFTP CLI file list tftp
TFTP file get tftp TFTP

A
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ping

Ping

ping

ping

1 Cisco Unified Communications

PING
PING(Ping remote)
2 ping IP
3 ping
4
5 ping ping
> ping ping ping
Ping
6 IPSec
7 PING
PING(Ping remote) ping
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1.

2.

4.

5.

6.
1 Cisco Unified Communications >

(Remote Support)

2
3

S

6
4
8-1

5
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8-1

(Decode Version)

(Account Name)

(Expires)

(Pass Phrase)
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Cisco IPT Platform
Cisco IPT GUI
CLI Cisco IPT
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W cu

CLI

Cisco IPT Platform CLI

Cisco IPT Web
SSH Cisco IPT Platform

Cisco IPT Platform CLI

IP
. IP
. ID
[ ]
Cisco IPT Platform
CLI
1
. SSH Cisco IPT Platform SSH
ssh adminname@hostname
adminname ID hostname
ssh admin@ipt-1
[ ]
ipt-1 login:
ipt-1
ID
2
CLI ID
admin:

CLI

Cisco Unified Communications Operating System
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CLI

CLI
Tab
o Tab se
Tab set
o Tab
set Tab set
*
. Tab
2

[ ]
CLI
help command
command 1
CLI
command?
command 2
set ? Tab

[ oL-11065-01-J
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admin:help file list activelog

activelog help:
This will list active logging files

options are:

page - pause output

detail - show detailed listing
reverse - reverse sort order
date - sort by date

size - sort by size

file-spec can contain '*' as wildcards

Example:
admin:file list activelog platform detail
02 Dec,2004 12:00:59 <dir> drf
02 Dec,2004 12:00:59 <dir> log
16 Nov,2004 21:45:43 8,557 enGui.log
27 Oct,2004 11:54:33 47,916 startup.log
dir count = 2, file count = 2
2

admin:file list activelog?

Syntax:

file list activelog file-spec [options]

file-spec mandatory file to view

options optional page|detail |reverse| [date|size]

CLI

CLI quit ssh

Cisco Unified Communications Operating System
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Cisco IPT Platform  CLI

Cisco IPT Platform CLI

Cisco Unified Communications Operating System Cisco Unified CallManager
CLI
File
CLI  File
A-1 file
file check [detection-size-kb] {usr

detection-size-kb

100 KB

S

Cisco Unified Communications Operating System
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A-1 file

file delete activelog directory/filename [detail] [noconfirm]

install directory/filename [detail] [noconfirm]

tftp directory/filename [detail]

e activelog

e inactivelog

e install

o tftp TFTP

filename *

Pl

inactivelog directory/filename [detail] [noconfirm]

file delete install install.log

TFTP
e (detail
e noconfirm
file dump activelog directory/filename [detail] [hex] 1 1

inactivelog directory/filename [detail] [hex]
install directory/filename [detail] [hex]

tftp directory/filename [detail] [hex]

e activelog

e inactivelog

e install

o tftp TFTP

filename 1

e (etail

file _cdrindex.idx

file dump activelog
cm/cdr/_cdrIndex.idx

1 TFTP

l_ Cisco Unified Communications Operating System
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A-1 file
file get activelog directory/filename [reltime] [abstime] [match] [recurs] |SFTP
inactivelog directory/filename [reltime] [abstime] [match]
[recurs] 0
install directory/filename [reltime] [abstime] [match] [recurs]
tftp directory/filename [reltime] [abstime] [match] [recurs] 1 activelog

hh:mm:MM/DD/YY hh:mm:MM/DD/YY

activelog
inactivelog
install

tftp TFTP

abstime

reltime

match

<string value>

recurs

SFTP

plat

file get activelog platform match
plat

2
file get activelog platform/log

abstime 18:00:9/27/200
18:00:9/28/2005

Cisco Unified Communications Operating System
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A-1 file

file list activelog directory [page] [detail] [reverse] [date | size]

e activelog

e inactivelog

e install

o tftp TFTP

inactivelog directory [page] [detail] [reverse] [date | size]
install directory [page] [detail] [reverse] [date | size]

tftp directory [page] [detail] [reverse] [date | size]

e (etail /
e date
* size

® reverse

* page 1 1

1 TFTP

file list activelog platform/log
page detail

2 CDR

file list activelog
cm/cdr_repository

3 CDR

file list activelog
cm/cdr_repository/processed/20050812
size

l_ Cisco Unified Communications Operating System
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Cisco IPT Platform  CLI

file search

activelog directory/filename reg-exp [abstime hh:mm:ss
mm/dd/yyyy hh:mm:ss mm/dd/yyyy] [ignorecase] [reltime
{days|hours|minutes} timevalue]

inactivelog directory/filename reg-exp [abstime hh:mm:ss
mm/dd/yyyy hh:mm:ss mm/dd/yyyy] [ignorecase] [reltime
{days|hours|minutes} timevalue]

install directory/filename reg-exp [abstime hh:mm:ss mm/dd/yyyy
hh:mm:ss mm/dd/yyyy] [ignorecase] [reltime
{days|hours|minutes} timevalue]

tftp directory/filename reg-exp [abstime hh:mm:ss mm/dd/yyyy
hh:mm:ss mm/dd/yyyy] [ignorecase] [reltime
{days|hours|minutes} timevalue]

e activelog
e inactivelog
e install
o tftp TFTP
* reg-exp
)
*
e abstime

e days|hours|minutes

e ignorecase

e reltime
* hh:mm:ss mm/dd/yyyy oo I
e timevalue

{days|hours|minutes}

file search activelog
platform/log/platform.log Err[a-z]
ignorecase

Cisco Unified Communications Operating System
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A-1

file

file tail

activelog directory/filename [detail] [hex] [lines]
inactivelog directory/filename [detail] [hex] [lines]
install directory/filename [detail] [hex] [lines]

tftp directory/filename [detail] [hex] [lines]

e activelog

e inactivelog

e install

o tftp TFTP

Pl

e (etail /
e hex 16

e lines

1 TFTP

CLI

file tail activelog
platform/log/cl1i00001.1log

file view

activelog directory/filename
inactivelog directory/filename
install directory/filename

tftp directory/filename

e activelog

e inactivelog

e install

e tftp TFTP

1

file view install install.log

2 CDR

file view activelog
/cm/cdr_repository/processed/2005801
2/{filename}

l_ Cisco Unified Communications Operating System
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CLI

Show
CLI  Show
A-2 Show
show account
4
show cert own filename
trust filename
. 1
list {own | trust}
e filename
e Own show cert list own
e trust
e Jist
show firewall list [detail] [page] [file filename]
. 1
e detail
* page 1 1
¢ file filename
~
file platform/cli/filename.txt
show hardware
[ ]
[ ]
e BIOS
e BIOS
[ ]
e RAID
0

Cisco Unified Communications Operating System
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A-2 Show
show ipsec policy IPSec
association policy
information policy association
status
IPSec
. show ipsec policy
e policy IPSec
e association
e information
e status IPsec
e policy IPSec
e association
show logins number
number
20
show myself

l_ Cisco Unified Communications Operating System

OL-11065-01-J |



A-2 Show

Cisco IPT Platform

CLI

show network

eth0 [detail]
failover [detail] [page]

route [detail]

status [detail] [listen] [process] [all] [nodns] [search stext]

ip_conntrack
max_ip_conntrack

all [detail]

e ethO 0

e failover

* route

e status

e ip_conntrack ip_conntrack

e max_ip_conntrack  max_ip_conntrack

e all

e detail
* page 1 1
e listen

e process
ID

o all

e nodns DNS
e search stext stext

ethO
DHCP DNS

show network status

Cisco Unified Communications Operating System
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A-2 Show

show open files [all] [process processID] [regexp reg_exp]

ports [all] [regexp reg_exp]

o files

e ports

e all

® process

e processiD
*  regexp

* reg_exp

show packages active name [page]

inactive name [page]

name

page 1 1

show perf counterhelp class-name counter-name

e class-name

* counter-name

N

perfmon

show perf list categories

perfmon

l_ Cisco Unified Communications Operating System
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A-2 Show

show perf list classes [cat category] [detail] perfmon

e (etail

e cat category perfmon

show perf list counterss class-name [detail] perfmon perfmon

class-name perfmon

S

detail

show perf list instances class-name [detail] perfmon perfmon

class-name perfmon

~

detail

show perf query class class-name [,class-name ...] perfmon

class-name perfmon

1 5

N

Cisco Unified Communications Operating System
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A-2 Show
show perf query counter class-name counter-name [,counter-name...]
0
e class-name perfmon
e counter-name
1 5
A
show perf query instance class-name instance-name [,instance-name...]
¢ class-name perfmon §
e instance-name perfmon perfmon
1 5 0
N
show perf query path path-spec [,path-spec...] perfmon
path-spec 0
. perfmon
path-spec  class-name(instance-name)\counter-name
° perfmon show perf query path “Cisco
path-spec  class-name\counter-name Phones (phone-0) \CallsAttempted”,
“Cisco Unified CallManager\TlChanne
lsActive”
1 5
S
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A-2 Show
show process load [cont] [clear] [noidle] [num xx] [thread] [cpu]
[memory] [time] [specified] [page]
list [page] [short] [detail] [thread] [fd] [cont] [clear] [process 1
id id] [argument id id] [owner name name]
1 1

load CPU

e Jist

e cont
e clear

e noidle

*  num xx
=10 all=

e thread

e cpu CPU

* memory

e short

e time

e page 1 1

e detail

e process id id

® argument name name

e thread
e fd

show process list detail page

show registry

system component [name] [page]

e system

e component

® name

N

page 1 1

cm dbl/sdi

show registry cm dbl/sdi

Cisco Unified Communications Operating System
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CLI

A-2 Show
show risdb list [file filename] RIS
query tablel table2 table3 ...[file filename]
e list Realtime Information Service (RIS)
RIS
e query RIS
show risdb list
file filename
A
file platform/cli/filename.txt
show smtp SMTP
show stats io [kilo] [detail] [page] [file filename] 10
e kilo
e detail
kilo
e file filename
Y
file platform/cli/filename.txt
show status
e CPU

l_ Cisco Unified Communications Operating System
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A-2 Show
show tech all [page] [file filename] show tech
1
e page 1 1
e file filename
)
file platform/cli/filename.txt
show tech ccm_service
Cisco Unified CallManager
0
show tech database Csv
1
show tech dbinuse
1
show tech dbschema Csv
1
show tech devdefaults
1
show tech gateway
show tech locales
1

Cisco Unified Communications Operating System
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CLI

A-2 Show
show tech network [page] [file filename]
e page 1 1
e file filename
Y
file platform/cli/filename.txt
show tech notify
show tech params all
show tech params enterprise
show tech params service
show tech procedures
show tech routepatterns
show tech routeplan

OL-11065-01-J |
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CLI

A-2 Show
show tech runtime [page] [file filename]
1
page 1 1
file filename
N
file platform/cli/filename.txt
show tech systables sysmaster
1
show tech system [page] [file filename]
1
page 1 1
file filename
)
file platform/cli/filename.txt
show tech table table_name [page] [csv]
1
table_name
page 1 1
csv
show tech triggers
1
show tech version [page]
1

Page 1 1

Cisco Unified Communications Operating System
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A-2 Show

show timezone

config

list [page]

e config

o |ist

page

show trace

[task_name]

task_name

~

cdp

show trace cdps

show version

active

inactive

show web-security

Web

show workingdir

activelog inactivelog install TFTP
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Set
CLI  Set
A-3 Set
set account name
0
name
N
set cert regen unit-name
. 1
unit-name
set commandcount |{enable | disable} CLI
CLlI
0
set ipsec policy {ALL | policy-name} IPSec
association policy-name {ALL | association-name}
1
e policy-name  IPSec
* association-name IPSec
set logging {enable | disable}
0

Cisco Unified Communications Operating System

[ oL-11065-01-J



Hl Cisco IPT Platform

CLI

A-3 Set
set network dhcp eth0 {enable | disable} 0
DHCP
e ethO 0 1
1
IP
set network dns {primary | secondary} ip-address DNS
IP
. 1
ip-address DNS
IP
set network dns options [timeout seconds] [attempts number] [rotate] DNS
0

e timeout DNS
e attempts DNS

* rotate DNS

e seconds DNS

e number

l_ Cisco Unified Communications Operating System
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CLI

A-3 Set
set network domain domain-name
domain-name
set network failover {enable | disable}

e enable

e (disable

set network

gateway ip-address

ip-address IP

Cisco Unified Communications Operating System
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CLI

A-3 Set
set network ip eth0 ip-address ip-mask 0 IP
e ethO
e ip-address IP
e ip-mask IP
set network mtu mtu_max MTU

mtu_max MTU

A

set network

max_ip_conntrack ip_conntrack_max

ip_conntrack_max  ip_conntrack_max

ip_conntrack_max

l_ Cisco Unified Communications Operating System
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CLI

set network

e ethO

* auto

e speed
Mbps

nic eth0 [auto en | dis] [speed 10 | 100] [duplex half | full]

e duplex

10 Mbps 100

NIC 1

NIC

set network

PiAN

pmtud [enable | disable]

e enable Path MTU Discovery PMTUD; MTU

e disable  Path MTU Discovery

Path MTU Discovery

set network

eth0

status ethO {up | down}

down

up

Cisco Unified Communications Operating System
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A-3 Set

CLI

set password

{admin | security}

2

N

set smtp

hostname

hostname  SMTP

SMTP

set timezone

timezone

~

set timezone Pac

l_ Cisco Unified Communications Operating System
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A-3 Set

set trace enable Error thame

enable Special thame

enable State_Transition thame
enable Significant tname
enable Entry_exit thame
enable Arbitrary tname
enable Detailed thame

disable tname

* tname

e enable Error

e enable Special

e enable State_Transition

* enable Significant

e enable Entry_exit entry_exit

e enable Arbitrary

e enable Detailed

e (disable

set web-security orgunit orgname locality state country
Web

e orgunit
e orgname
e |ocality
e state

e country

Cisco Unified Communications Operating System
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A-3 Set

set workingdir activelog directory
inactivelog directory

install directory
0 TFTP

tftp directory 1

e activelog

e inactivelog

e install

o tftp  TFTP

e directory

Cisco Unified Communications Operating System
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CLI

Unset
CLI  Unset
A-4 Unset
unset ipsec policy {ALL | policy-name} IPSec
association policy-name {ALL | association-name}
1

e policy-name  IPSec

e association-name IPSec
unset network |dns options [timeout] [attempts] [rotate] DNS

e timeout DNS

e attempts

* rotate

DNS

Cisco Unified Communications Operating System
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Delete
CLI  Delete
A-5 Delete

delete account |account-name
account-name

delete dns ip-address DNS IP
ip-address DNS IP

delete ipsec policy {ALL | policy-name} IPSec
association policy name {ALL | association-name}
e policy-name  IPSec
e association-name  IPSec

l_ Cisco Unified Communications Operating System
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A-5 Delete
delete process  |process-id [force | terminate | crash]
1

® process-id ID

e force

e terminate

e crash

)

force force
terminate
delete smtp SMTP
1
Utility
CLI  Utility
A-6 Utility
utils core list
utils core analyze core file name
CPU
core file name Ixt
utils csa disable Cisco Security Agent (CSA)
CSA 1

Cisco Unified Communications Operating System
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A-6 Utility
utils csa enable Cisco Security Agent (CSA)
CSA
1
CSA
utils csa status Cisco Security Agent (CSA)
CSA
0
utils dbreplication |status
utils dbreplication |stop
utils dbreplication |repair
utils dbreplication |reset
utils disaster_ backup tape tapeid
recovery tar
1

tapeid ID

l_ Cisco Unified Communications Operating System
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A-6 Utility

utils disaster_

backup network path servername username

recovery tar
e path 1
* servername
IP
* username
Y
utils disaster_ cancel_bakckup
recovery
1

utils disaster_

configure_features features

recovery
utils disaster_recovery show_registration
features 1
()
1
utils disaster_ restore tape server tarfilename tapeid
recovery tar
1

* server
¢ tarfilename

e tapeid

Cisco Unified Communications Operating System
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A-6 Utility

CLI

utils disaster_
recovery

restore network restore_server tarfilename path
servername username

* restore_server

e tarfilename

e path

® servername

® username

N

tar

utils disaster_
recovery

show_backupfiles network path servername username

e path

® servername

® username

N

utils disaster_
recovery

show_bakcupfiles tape tapeid

tapeid ID
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A-6 Utility
utils disaster_ show_registration hostname
recovery
1
hostname
utils disaster_ show_tapeid ID
recover
y 1
utils disaster_ status operation
recovery
) 1
operation backup restore
utils iothrottle enable 1/0
1/0
utils iothrottle disable 1/0
utils iothrottle status 1/0

Cisco Unified Communications Operating System
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A

6 Utility

CLI

utils netdump client start ip-address-of-netdump-server netdump
client status
. netdump
client stop
netdump
0
e clientstart netdump
e client status netdump
e clientstop  netdump
e ip-address-of-netdump-server
netdump IP
utils netdump server add-client ip-address-of-netdump-client netdump
server delete-client ip-address-of-netdump-client
. . netdump
server list-clients
netdump
server start
server status netdump netdump
crash/ IP
server stop
netdump

e server add-client  netdump

e server delete-client netdump

e server list-clients netdump

* server start netdump

e server status  netdump

e serverstop  netdump

* ip-address-of-netdump-client
IP

netdump

Cisco Unified Communications Operating
System netdump

Cisco Unified Communications
Operating System
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6 Utility

Cisco IPT Platform  CLI | |

utils network

arp list [host host][page][numeric]

arp set {host} {address}

arp delete host

e arp list

e arp set

e arp delete

e host
e address
MAC
page 1
numeric

MAC
XXXXKXXKXX XX XX

ARP;

Address Resolution Protocol

Cisco Unified Communications Operating System
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A-6 Utility

capture eth0 [page] [numeric] [file fname] [count num]

utils network
[size bytes] [src addr] [dest addr] [port num]

eth0

* page 1

o page file

* numeric

e file fname

N

O ile platform/cli/fname.cap

count num

A

1000
10,000

* size bytes

N

o 128
ALL

e srcaddr
IPV4

e dest addr
IPV4

e port num

OL-11065-01-J |
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A-6 Utility
utils network host hostname [server server-name] [page] [detail] [srv]
0
hostname IP
server-name
page 1 1
detail
srv. DNS SRV
utils network ping destination [count] ping
0
destination  ping IP
count ping
4
utils network tracert destination IP
— 0
destination
IP
utils ntp {status | config} NTP
0

Cisco Unified Communications Operating System
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A-6 Utility
utils remote_ status
account
enable
disable
. S
create username life
® username
o life
1
~
1
1 utils remote_account status
utils Cisco Unified
reset_ui_administr Communications
ator_password
utils service list [page]
0
page 1 1
utils service start service-name
stop service-name
1

restart service-name

service-name

e System NTP

e System SSH

e Service Manager

e ACisco DB

e Cisco Tomcat

e Cisco Database Layer Monitor

e Cisco Unified CallManager Serviceability
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A-6 Utility
utils sftp handshake SFTP SSH
utils snmp test syslog syslog
SNMP
SNMP
0
utils soap realtimeservice test remote-ip remote-https-user
remote-https-password
0
* remote-ip IP
e remote-https-user SOAP API
e remote-https-password SOAP API
utils system {restart | shutdown | switch-version}
Y
1

utils system shutdown
5

Cisco Unified Communications Operating System
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Run
CLI  Run
A-7
run sql sgl_statement SQL
1
sgl_statement SQL
SQL

run sgl select name from device
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A-1
A-3
Delete A-32
File A-5
Run A-44
Set A-23
Show A-11
Unset A-31
Utility A-33
A-5
A-3
A-3
A-2
A-4
CTL
6-5
6-2
6-3
D
Delete A-32
F
File A-5

Internet Explorer

IPSec

6-10

Cisco Unified Communications Operating System

6-1

6-9

6-11

6-9

NTP 4-3

ping 8-1

Run A-44

Set A-23
Show A-11
SMTP 4-4

TFTP 7-10

Unset A-31
Utility A-33

41
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7-6

-7

3-5

7-8

1-1

5-2

3-5

2-3

1-3

1-2,3-1
1-3
1-2,3-1, 4-1

3-3

1-1
1-2

2-1,2-2

3-2
3-2

1-4

1.4 CLI

ping 1-4,8-1
8-1
1-4
8-2
8-2

1-3
5-1

1-3
7-9

4-4

5-1

3-6
3-6
5-3

6-5
6-2

6-4
6-6

6-2
6-8

CTL

W Cisco Unified Communications Operating System

OL-11065-01-J |



3-6
3-6
3-4
3-4
3-3
3-3
IE 6-1
6-1
1-3
1-3
P 41
NTP 4-3
SMTP 44
4-1
4-2
4-1
4-4
4-2
1-2
1-4
71
7-2
7-2
3-5
35

1-2,3-1

1-2,3-1

7-4
7-2

7-6
34
3-4
3-2
3-2
5-2
3-3
3-3
2-3
4-2
1-2
1-2
7-8
/
1-3
1-3
1-2
1-2
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8-3
8-2
3-3
2-1
2-2
7-8

7-7
7-8
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