APPENDIX / \

Cisco VXC Manager
HTTPS

Cisco VXC Manager HTTPS
Windows Server Windows Server 2008
Microsoft
>
ThreadX Cisco VXC 2111/2211
Cisco VXC Manager
HTTP HTTPS
HTTP HTTPS 1S Cisco VXC Manager
1 Rapport HTTP Server [Rapport HTTP Server]
[Add Virtual Directory]
2 C:/inetpub/ftproot
4 MIME

* .ini- text/plain
» .cer- application/x-x509-ca-cert
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HTTPS
Cisco VXC Manager

Active Directory

1 Active Directory 11S Manager [Start] > [Run] > [inetmgr]
[Server Manager] > [Roles] > [Web Server(11S)] > [Internet Information Server]

2 [Server] > [Server Certificates]
Create Certificate ?| x
| Distinguished Name Properties
8
Specify the required information For the certificate. Statefprovince and Cityjflocality must be specified
as official names and they cannot contain abbreviations.
Common name: I|
Organization: I
Organizational unit: I
City/flocality |
State/province: |
Country/region: |U5 L]
Previous fext Finish Cancel g
a
3 [Next]
4 [Specify Online Certification Authority] [Select]
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Create Certificate

Online Certification Authority

8’

X

Specify the certification authority within vour domain that will sign the certificate. & friendly name is
required and should be easy to remember.

Specify Online Certification Authority:

| | Select... I

Example: CertificatefuthorityMame\Serveriame

Friendly name:

l

Previous Mext | Firish | Careal

Create Certificate

i | online Certification Authority

K E3

Spedify the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember,

Specify Online Certification Authority:

Irtpvxi-RTP AHI-LYMNC 1-CA \rtp-vaiHyncl. ripvxi,. com Select... |

Example; CertificateAuthorityMame\ServerMame

Friendly name:

Irh:duxid\txm.rtpvxi.com|

Previous Mext | Finish I Cancel

284852

284853

6  [Friendly name]
something.domain.com

7  [Finish]
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Cisco VXC Manager

Cisco VXC Manager

~

Cisco VXC Manager

E Internet Information Services (IIS) Manager

@@ | €5 » StartPage

File View Help

Microsoft

e,le

Irninistr ator

IVXCM49

2 [Server Certificates]

E Internet Information Services (115) Manager

localhost

Connection tasks

Connect ko localhost
Connect to a server...
Connect ko asite...

Connect to an application...

@@ B
Fie

View Help

qjl VXCM49 Home
v

- ggco - %Shuw Al | Groupby: Area

Filter:
FTP
) 8 ' 1Y
FTF) G0
P FTP

F
Authentication Authorizati...

Browsing
s
Authentication Default Directory
Document Browsing
5 B -
P v = f
JE <= # 2l
MIME Types Modules Output
Caching
Management

FTP Direckory  FTP Firewall
Support

Ervor Pages Failed Request

Request
Filtering

-
FTP IPv4
Address a...

Tracing Rules

gt
Server
Certificates

(ETe)

FTP Logging FTP Messages FTP Request

- iy
&J Yo
Handler HTTP Redirect
Mappings
QN] iy
‘WebDAY Worker
Authori... Processes

@= £)
FTP)
FTP 550
Filtering Settings

ISAPI and CGI
Restrictions

HTTP
Respo...

FTP User
Isolation

Logging

284855

284854
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3 [Create Domain Certificate]

4
Create Certificate x
Il Distinguished Name Properties
8

Specify the required information For the certificate. Statefprovince and Cityjflocality must be specified

as official names and they cannot contain abbreviations.

Common name: I|

Organization: I

Organizational unit: I

City/locality I

State/province: |

Country/region: |US Ll

Previous | fext I Finish Cancel

5 [Next]

Cisco Virtualization Experience Client Manager 4.9
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6  [Specify Online Certification Authority] [Select]

Create Certificate

| Online Certification Authority
1
B

Specify the certification authority within vour domain that will sign the certificate. & friendly name is
required and should be easy to remember.

Specify Online Certification Authority:

| | Select... I

Example: CertificatefuthorityMame\Serveriame

Friendly name:

l

284852

Previous Mext | Finish | Cancel

Create Certificate

/|| online Certification Authority

Spedfy the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember.

Specify Online Certification Authority:

Irtpvxi-RTP VI YMNC 1-CA \rtp-widHync 1. ripvad. com Select... |

Example: CertificateAuthorityMame\ServerMame

Friendly name:

Irmduxiduxm.rmuxi.coﬂ

Previous Mext | Einish I Cancel |

284853

8  [Friendly name]
something.domain.com

9  [Finish]
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Cisco VXC Manager

1 Cisco VXC Manager [Server Certificates]
[View]

[Details] [Copy To File]

Certificate Export Wizard  [Next]

[No, do not export the private key] [Next]
[DER encoded binary X.509 (.CER)] [Next]

o 00 b~ WN

[View Certificate]

[Details] [Copy To File]

Certificate Export Wizard  [Next]

[No, do not export the private key] [Next]
[DER encoded binary X.509 (.CER)] [Next]

N o 0o~ WON R

443

Cisco VXC Manager
RSP RSP

Clsco VXC 6215

Cisco VXC 6215 RSP Certs_Package.rsp

~/Certs_Package/wIx/wlix.ini
~/Certs_Package/wlx/certs/<rootauthoritycert>
~/Certs_Package/wlx/certs/<vxcmcert>
~/Certs_Package.rsp
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<rootauthoritycert> <vxcmcert>  Cisco VXC Manager

wix.ini
ImportCerts=yes
Certs=rootca_new.cer;vxcm_new.cer

Certs=rootca_new.cer;vxcm_new.cer wix.ini
Cisco VirtualizationClient 6215 INI Files Reference Guide

RSP

[Version]
Number=Certs_Package
0S=SLX

Category=Other Packages
[Script]

RP= "<regroot>"

Cisco VXC Manager
Administration Guide for Cisco Virtliaation Experience Client Manager

Cisco VXC 2112/2212

Cisco VXC 2112/2212 wlix wlix.ini Wwnos
wnos.ini RSP Certs_Package.rsp

~/Certs_Package/wnos/wnos.ini
~/Certs_Package/wnos/certs/<rootauthoritycert>
~/Certs_Package/wnos/certs/<vxcmcert>
~/Certs_Package.rsp

<rootauthoritycert> <vxcmcert>  Cisco VXC Manager

wnos.ini

signon=0

Privilege=high

AddCertificate=<CA certificate file name>

AddCertificate=<CA certificate file name>

wnos.ini Cisco Virtual Experience Client 2112/2212 INI Files
Reference Guide for WTOS

RSP

[Version]

Number=CADeployment
Description=CA Certificate Deployment
OS=BL

Category=Images

ImageSize=

[Script]

Cisco VXC Manager
Administration Guide for Cisco Virtliaation Experience Client Manager
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1S HTTPS

IS HTTPS

1 [Rapport HTTP Server]

[Action] [Edit Bindings]
[Edit Site Bindings] [https] [IP addresses]  [All unassigned] VXCM
4 HTTP
HTTP 443
443 P.A-7

1 Cisco VXC Manager [Configuration Manager] > [Software Repositories]

3 [HTTPS]

4 HTTPS [Location] Cisco VXC Manager
P.A-4 Cisco VXC Manager  [Friendly name]
IP Cisco VXC Manager

Cisco Virtualization Experience Client Manager 4.9
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