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7% Cisco Unified IP Phone TOETIVER. RT—2 R, BLUHEHORT |

| ETFIVIEREE

T IUIESRIE

® 71

[T V1EH (Model Information) |
]

[T /VIEE (Model Information)
Information) | &N L E7,

[T & (Model Information) ]

E E

ETIRBROKE

[Tk S R

Wiz, £ 7- 1 iCiEishi=47va vrngEnsd,
HERRT DI

RERY CEMLC [T AER (Model

X, [T (Exit) ] Y7 R¥—%MLET,

AT ay

A

EEHE

E7NEF S (Model
Number)

B DT T LE T,

FoREH (BEART)

MAC 7 KL &
(MAC Address)

EahI% D Media Access Control (MAC; #
FA4T T RAHE) TRV A,

FRHMH (BEART)

n—R 77 AL

TEaitk L CEMET A, HIfRRZA X F—b

FoHEM BEART)

(Load File) HHDOr— K ID,

E#he— K ID Bahk L TEET S, ATRFIC A VA b—b | RARER BREAT)

(Boot Load ID) HHOr— R ID,

T NEE BREEDO V) T E FoREM FRIEA)

(Serial Number)

MIC Manufacturing Installed Certificate (MIC; % |FEFEH D MIC O FRFIEDFEIZ OV T, [Cisco
WEIETA VA M=V END55EHE) (X = |Unified Communications Manager Security Guide) ®
U7 4 BREICEER &N D) DEEE#IC A A |[Using the Certificate Authority Proxy Function] %%
F—=AENTWENEIMERLET, LT ZEwn,

LSC Locally Significant Certificate (LSC; m—% |EiE# D LSC OFHFIEDFMIZ OV TiE, [Cisco

VTHNRREAE) (%= U7 ¢ HGEICfE
HEND) NWEFEEIZA VA b= EhTWn
LMNEIPERLET,

Unified Communications Manager Security Guidel ®
[Using the Certificate Authority Proxy Function] % %
LTIZEwn,

a— Ll e k=
JL (Call Control
Protocol)

BRI 5 2 — AT A b =2 AR
LET,

[XFZF77 v bariz AW Cisco Unified IP
Phone ®ffEf ] (P.2-12) &ML T Z& W,

ART—RBRA A=a1—

[AT—H% A (Status) | A== —%FRTHITE, BERX LV EW LT[ AT —HF X (Status) | 23RN
L9, [AT— &x(&m@]f%;—%%Tﬁé X, [#T (Bxit) 1Y 7 FE—EWLET,

[AFT—Z A (Status) | A==2—I2iF, WOA T a DbV ET, chboA7Fa a2 MHLT,
e & T OBRIEICET 2 ME R TEET,

¢ AT —HA Ay —V  [AT—HF A A v¥— (Status Messages) | Hifz &R L ET, ZOMH
EIZIE, BEERVAT A Ay E—VORIRFRENET, FMICONTIE, AT =42 Ay
T—UHimE] (P7-3) 22RLTIEEN,

e Xvw MNU—ZHE  [* v bU—27#E (Network Statistics) | Ea 2 #£ R~ LET, Z OEHIZIT,
A—HFXy b FT T4 v 7 OFHDBFRRINET, FEHICONTIE, TRy MU — 7 i)
(P.7-10) 2ZM L TL7ZE W,
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| 7% Cisco Unified IP Phone TOETIER, RT—8 R, HLUHIDRTR

25—42 A=2— N

o Tr—AhUxTDNR=Vgr  [Tr—LbUxT DN — 3 (Firmware Versions) | Wi %3~ L

£, ZOBIHEICIE,
I,

EFEECEITHTO 7 7 — A0 = 7T A EHRBETRINE T, FEHIZON
[Ty =27 N—Uz ] (P7-13) 22 L TL7EE0,

o JEIEEV 2 —/: [JEBREY 2 —/L (Expansion Modules) | iz r LET, Z OMEHEICIE,
Cisco Unified IP Phone Expansion Module (FEFE#ICHERE S LTV L 5HE) ICBHET 2 1E @A TR S

NES, FEMCOWTIE,

AT—R2 R AyE—BEE

[AT—# A A vE&— (Status Messages) | B (21%, BEEENER LIZRFORAT —F A A vtE—
10 fFFRENET, ZOBEMICIE, BFEEOEHNET LTORWEAELED T, WO THT
JRATEET, £ 72 TE, BREINDAT—H A A vE—IIZOVWTHHALET, ZOEIZIHE,

TT—=~OMUTGES RSN TOETS,

Vs,

[AFT—& R X vE— (Status Messages) | Hifx R 7~T 2I21E. WOFNEELFETLET,

FIg

ATF9T 1 BRERFVEMHLET,
ARFvT 2 [AT—HFA (Status) ] ZBIRLET,
RFYFT 3 [AT—H A AvE— (Status Messages) | ZEIR L ET,

BIEDOAT—F A Ay —U%HIBRT H120%, [Z7V7 (Clear) 1| V7 b¥—%MLET,

MEREY 22— OAT—2 @ik (P7-14) #ZRLTIEa0,

[AT—# A A v&— (Status Messages) | B Z /& T3 5121, [T (Exit) ] Y7 ¥ —%#L

ij—o

*® 7-2 Cisco Unified IP Phone DA T—48 R Avyt—

Aytw—

g!l‘:

AR

SiEA & RO A&

BOOTP H— "\ =
NTWET (BootP
server used)

G (%. Dynamic Host Configuration
Protocol (DHCP; # A4+ v 27 KA b
a7 4 FXal—gy Fa kan)
H— 3026 Tlid7e <, Bootstrap
Protocol (BootP; 77— hA T w7 7
g han) =5 IP T R A%
BLELRE,

2l, ZIUIHRDIERA vE—TTT,
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% 7% Cisco Unified IP Phone THOETIVIER. RT—42 X, BLUHEHDOER

WM x7—4x A=a-—

® 72

Cisco Unified IP Phone DX T—42 R Avt—¥ ()

Ay—o

B8

BiBA & MU H K

CFG 7 7 A VIR REDNY
¥+ A (CFG file not
found)

BMTDHLARDT 7 AN NERET 7 A
JUMH . Trivial File Transfer Protocol
(TFTP) — AR ETROMNY FHAT
L7,

Bt H O E 7 7 A Vi, EEEHEA Cisco

Unified Communications Manager 7 — % X — A ;8
mEnic e EIFERSNET, YT 2 EHEN
Cisco Unified Communications Manager 7 — 4 ~X—
ZZEMENTWRWEA, TFTP $—/3Tix lcre
77 ANBRONY FHA (CFG File Not Found)] &
WO RENAERR S IVE T,

o TEEEHED Cisco Unified Communications
Manager IZB#H STV EH A,

EaifE O BEIRER A A L2 WIGAa 1L, B
% F#)C Cisco Unified Communications
Manager (ZIBINT 2 MLER H Y £, FHMICZD
WTiE, ICisco Unified CM D& BRIC L 2% BRI
oy (P2-11) ML T EEN,

e DHCP zfl L T\ % 35E1%. DHCP #—/378
IELWTFTP =2 EL TWD Z & 2R
LET,

o 2AEFT 4y IPT RLAZMBHALTWAEE
X, TFTP % — O EZ MR L ET, TFTP
PF—ROEFN D B TOFEMIZONTIE, TRy b
T—7 OFEA=2—] (P4-6) ML TTE
S\,

CFG TFTP ¥4 X =F—
(CFG TFTP Size Error)

BFEWDO T 7 AV AT KK LT,
WEZT7ANVNRETEET,

B DO EIRBEAT A 7 V2 FATLET,

Fzv b TT—
(Checksum Error)

Aournan—REnNkE/ 7 vo=7 77
ANDHEHE L TVOET,

§€§E$%%@77“—A'717’0)%ﬁ[/1/\: ]:O“—%HX’/T%L\
TFTPPath 7 4 L' 7 bV ICEX T, ZDT 4 L7
N7y A NEa—3F5D%. TEFTP +— 10
YT RUaT BT LTS EETICLTLZE
W, TREDY T N =T OEITRICT A N E 2
E— b L, 77 A BRI D S B Y £,

CTL & ITL 2’14 > A b—
LENE L (CTL and
ITL installed)

TEan 1 Certificate Trust List (CTL)
7 7 A V¥ L O Identity Trust List
(ITL; GEAEEEY A N) 77 A AR A
VA= ENTWET,

2l, ZAUIHARDIEHRA Yy E—TTY, CTL 7 7
ANEITL 77 A DEL LY, BEICA VA F—
ILENTWEREA,

CTL 7 7 A )V OFEMIZ DWW TIL, [Cisco Unified
Communications Manager Security Guidel % %ML
TSN,

CTL "1 A h—L &
F* L7= (CTL installed)

BRI CTL 7 7 A VA A b—)L
ERTVET,

l, ZIUTHZRDIERA vy E®—TTT, CTL 7 7
AMTBEIZA AP ENTWHWEREA,

CTL 7 7 A VDFERIC DWW CIL, [Cisco Unified
Communications Manager Security Guidel %ML
TLIEEN,
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| 7% Cisco Unified IP Phone TOETIER, RT—8 R, HLUHIDRTR

25—42 A=2— N

*®7-2 Cisco Unified IP Phone DX T—42 R Avt—¥ ()

Ay—o

B8

BiBA & MU H K

DHCP # A A7 7 b
(DHCP timeout)

DHCP #— PR ELEEATL,

o Xy MNT—IREV—IREEIZR->TWND 1 Xy
rNT—27ou—RKPRELTHE, 20T —iX
BB L E T,

e DHCP ¥— "L B L ORIz Ry MU — 7 8t
MR Ry NI — TV EREHER L T,

. DHCP Y— R F T LTS DHCP #—
REZ R LT EEn,

o TT Wi AXT 4w IPT FLADEY
BCERFLTLLIEESWN, A¥ T v 7 IPT K
L ADE Y Y TOFEMIZOWTIE, T3y hU—
JDOREA=a—] (P4-6) ZBL TS,

EA YN 7T Offfr=
7 — (Dialplan Parsing
Error)

(Session Initiation
Protocol (SIP; v =
VBAMRT v han) EE
e H.)

TR dialplan XML 7 7 A /L % 15

Wit cE FEATL,

TFTP T4 v v v — K& iz dialplan XML 7 7 A )L
RN DD £,

M5 (Disabled)

802.1X FRAEN EHHE THNIZ /> T
I/ A 50

BaifE D [%E (Settings) |>[EFX=V 7 4 &E
(Security Configuration) ]>[802.1x #FE (802.1X
Authentication) ] 47 v 3 &L T, 802.1x %
BN TEET, FEMIIOVWTIE, 1802.1X FBFER
LR T—HX | (P4-48) =ML TS,

DNS # 4 A7 7 k (DNS
timeout)

Domain Name System (DNS; KA1
K—L VAT L) P=ARRELEY
ATLT,

e Xy NU—INEV—RIEIZR-TWNDS : Ry
NoO—Zou—FKREbT5L, 20T —1F
BEhICRR L ET,

e DNS V—RLEFFEE ORI Yy N U— 7 Bt
B Ry MU — 7 H AR L T E S0,

e DNSH—ANHF 7 LTW5 :DNS — D%
EERHRLTLIEEN,

DNS RBAR A + (DNS
unknown host)

DNS 7% TFTP #— 3% 7213 Cisco
Unified Communications Manager O 4
A& R CTE EHATL,

e TFTP % —/ 3% 7213 Cisco
Unified Communications Manager ® 7~ A ~ 4
25, DNS TIELSKRESNTWDZ & &R L
i‘d—o

o RAPMATITZL,
ij‘o

IP 7 FLADMEHE#HT L

IPAEHELTWET
(Duplicate IP)

i A
BIDOT SA ZAREH L TVWET,

BB THENTZIP T L A%,

o EIFRICAZT 4 v 7 IPT RLARDLGE
i, BELEZIP 7 RLAEEID YTTWARND
EO iR LET, Mz onTiE T2y b
U= DOREA=2—] (P4-6) zZRL T
S,

. DHCP ZEHA L TWHHEIL, DHCP — 1D
R R L ET
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[ oL-18913-01-J

* for Cisco Unified Communications Manager 8.0 (SCCP £&U' SIP) i



7% Cisco Unified IP Phone TOETIVER. RT—2 R, BLUHEHORT |

WM x7—4x A=a-—

*®7-2 Cisco Unified IP Phone DRATF—4 R A vt— (&)
Ay—o EL il &R/ E
CTL BEXWITL 774V |CTL BEXONITL 7 7 A L ZHIBRF T, |72 L, ZHITHERIERA v E—TUTT,

ZHIBRY (Erasing CTL
and ITL files)

CTL 7 7 A WV E 2L ITL 7 7 A L OFERIC DN T
&, [Cisco Unified Communications Manager
Security Guidell 2L T 7230,

0=V OEHTT —
(Error update locale)

1 >FE- ko a—H ) B— g
77 A, TFTPPath 7 4+ L7 FU T
Homnbihot=h, £-ITETL
oo B —VITERINFEFATL,

[Cisco Unified Communications AL —7 ¢ > 7 v
A7 LOEL (Cisco Unified Operating System
Administration) ] =T, IRD 7 7 A /L5 TFTP
File Management D% 77 4 L7 MU IZHBHZ L &
EED‘LA L/ jz‘j—o

© Xy hU—=7 nr— LV ERUCARMOYTT 4 L
7 MR HD T 7 AV
— tones.xml

o a—F ur— L ERLARIOVTF LT R
WIiZHD 77 AV

— glyphs.xml
— dictionary.xml
— kate.xml
K (Failed) AT 802. lx F T rvarER [FREORBUL. —RINICROWTRNNIFEE T,
FELIB, BIRCRLE LI, o AT - AL — I AR A E S
TR

° “EE%% u&"ﬁéﬂfb‘éi@ﬁ%% L3 [ uJ‘.E‘}j_*_‘/\
ICRRE STV D IEMEN - L2

o EFHGEIET — A TRIES LTV

77 A NDFR

REEDN B L
¥ L7z (File auth error)

BN BAFE T 7 ANVDV T =F %
ERGEL LD & Lz Xlc=T —23 884
LEL7, 20X vyE—000F, RBL
727 7 A NVDARINEENTVET,

o TFANDBHHELTWET, 77 AN EEHE
DFETET 7 A/ ThiL, Cisco Unified CM @
EHEAMEH LT, EiEHE Cisco
Unified Communications Manager 7 — # ~X— X
MHHIERL £7, &IZ, Cisco Unified CM D%
A LT, \Eii A HF O Cisco
Unified Communications Manager 7 — & ~X— X

B L ET,

e CTL 7 7 A VICHIER® Y £, T2, 774
WEBFRE LY —R"OF—RNIELLH Y T8 A,
ZOBRAE. CTL 7 947 b&EFTLTCTL
TrANET v T T— LET, ZOT 7 AN
WY 22 TRTP —"0E#ish s Z &%
MR LT &,

T AINNEOND FH
A (File not found)

HIEIL, RET 7 A NVICHERESRE
FHOoOr— R 77 A%, TFTP —N
TRO2TTNEFATLE,

[Cisco Unified Communications AL —7 ¢ > 7 v
27 LOEEL (Cisco Unified Operating System
Administration) | X—Y T, EiEgOr—F 77 A
VIR TETP —NITFFEL, RET 7 A VDT b
UNIELWZ L &R L TIZSN,
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| 7% Cisco Unified IP Phone TOETIER, RT—8 R, HLUHIDRTR

25—42 A=2— N

*®7-2 Cisco Unified IP Phone DRATF—4 R A vt— (&)

Ay—o EL il &R/ E

IP 7 NURAMNERSIVE |[BEENIP 7 RUREMET 2L 510 | EIEROEBERBEAYA 7V EEITTD 73> Ele
L7 (IP address BESNTWET, DHCP 7 KV A% Uty hTBHFET, EIFKITTA

released)

RIWVIREED FF 2220 9, FEMIZ OV T,
T —7 OFRE A=
S,

B
22— (P4-6) LT

ITL A v A F—L &N
* L7z (ITL installed)

BEMICITL 7 7 A NVBA A F—)b
EnTnET,

l, ZHIUTHZRDIERA v E—TT, ITL 7 7
AMTBEIZA A P—=LENTWHWEEA,

ITL 7 7 A4 VOFEMIZ W T, [Cisco Unified
Communications Manager Security Guidel %2 L
TLEEN,

FRRED v — NIz ik
(Load Auth Failed)

FERGTR 73X
AT LIz,

PET AN AT — RTXFEH

WOEHZHR LTI 7EI0,

. Ebwn~v3/@ RET 7 A INDFDOY—N
WCHEETDH I &,

e Xyuru—KRLTWhu—RK 77 AR, BFE
FRIFARELT SN TRV &,

o EEMEOO—F XA TITHBEMRHDHZ L, T2

&KiIEVDwF RTE T 7 A /L% REL %l
DEBEFRIILEST D EIXTEEEA,

o—RIDANELLHY F
A (Load ID incorrect)

V7 2T T4 —KID OXF
A T INEE S TWET,

%ﬁ%:JDéTEﬂtn—ﬁﬂD%%%bT<ﬁé
V' (Cisco Unified Communications Manager T, [T
/XA A (Device) |>[7E7E (Phone) | DNEIZEIR L
F9), B—FIDPELLANINTND Z & &
WLTLTEEN,

ER &z HC or— K
(Load rejected HC)

ﬁ?/D—PéﬂKTfjﬁ Tarlc
. BIEEON— R T =T & OREEMEN
39) U FHA,

HHNR—=a DY T NI 2T I DEBEEIZA A
= LEoE L. ZNRZDOH LWVETEDO N—F
7= T REEICH G LT RWEAICAE L E T,

%?ﬁ%ﬂ% oY Ton/erm—RFID 2R LT
S\ (Cisco Unified Communications Manager T,
[ 734 A (Device) ]>[77E (Phone) | DJHIZ 5
RLUEY), EiEKIcE RSN 51— R ID 2FAY
LTL7EE W, BRFEOBREOHEBITIEIZ OV T,
[Ty —bo=7 N—=Va @] (P7-13) 2R

LTL &,
o— R —"REZH T3 [[e— R % —3 (Load Server) 1 47 [@— K #—,3 (Load Server) ] i%E»NMLhTI,
(Load Server is invalid) |3 3 »Ic#EE &7z TFTP — 130 o— RN Y—NF, EFEEET TS — R 570

IP7 RUAEIZATINEGTHD 2
LERLET,

D77 =LY =T OWFHLETH L TFTP H— 3D 1P
T RV AR 3ARTEIEE L ET,

[m— K ¥ —/% (Load Server) | ®»x=> bV ZfE78 L
TL & (Cisco Unified CM OEH T, [T /34 A
(Device) ]>[#d6 (Phone) ] DIEIZEIR L £9),

Cisco Unified IP Phone 7 KRS =X rL—3 Y A4 F
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7% Cisco Unified IP Phone TOETIVER. RT—2 R, BLUHEHORT |

WM x7—4x A=a-—

® 72

Cisco Unified IP Phone DX T—42 R Avt—¥ ()

Ay—o

B8

BiBA & MU H K

T 74NN —ERHY
FH¥ A (No default
router)

DHCP F7/23 A% T 4 v 7 DETET,
FTT AN = EPREEEINTWEYE
ATLT,

o BIMMIZAZT 4 v I IPT RLARDDGAIT
77&»% =B WEEINTNDNE ) %a‘:
o Lij—o uf“ﬂﬂ _/)l/‘fli\ rZ\/ }\]7 7D

REA=a—] (P4-38) 2L TLIEEE,

e DHCP Z#fEH L CWaHAE1E, DHCP H—T
T AN = EREEISNTOERA,
DHCP 'H'“—/\@ E%ﬁﬁwu LT< f_él/\

DNS —XRIP BH Y F
A (No DNS server IP)

DHCP £713A ¥ T 4 v 7 1P OFEE T,
DNS S — O FHIFEE S TWVBH 0,
T RUVARBESNTWETATLE,

o BIHMBIIAZT 47 IP T RLARH DHGHE
t}: DNS #r—=BRE SN TNDENE S L i
For LiTo ni‘ﬂfﬂ LO(/\VCM: rZ‘/ ]\17 70)
EA=2—]) (P4-6) ZZHL T &V,

e DHCP #fEH L CWaHA1L, DHCP ¥— 3T
DNS —NEE SN TWEH A, DHCP H—
NOBREEMRLTIEIN,

fEREY A N A A h—
LrERLTWEEA (No
Trust List installed)

FEHEEEY A~ (CTL) 77 A V72
1% Identity Trust List (ITL) 2SEFEHIC
A A =L ENTHERA,

CTL 7 7 A /') Cisco Unified Communications
Manager Ta&E I 4L TE 59, Cisco Unified
Communications Manager 237 7 4/ b TEF =2 U
TAEVR— M LAWNWEXIIRELET,

CTL 7 7 A )V E 72X ITL 7 7 A L DOFEMIZ DN T
%, [Cisco Unified Communications Manager
Security Guidell 2L T 7230,

TurI Iy 27—
(Programming Error)

WO T 07T I JICRIRLE
L7z,

DT —EERT DI EEE O BT A A
INEFTLET, %ﬂf%if_ﬁﬂ%ﬁ>%§<iBA
YAaADT 7 =7 PR— R :J‘oF‘ﬂl/\/\tL<7iéb‘o

%% - MD5 (Successful -
MD5)

B 802.1x T 7 v a v E
Fr. RFEICERBI L E LT,

E*}{'&% X 802 1 X uluu :E‘ZIJJ l/i L/f:O

TFTP 7 /7 R T —
(TFTP access error)

TFTP #— "0, FELRWT 4 L7 b
UZEELTWET,

e DHCP ZfEH L TWaH4E1E, DHCP H— 30
TE LW TFTP ‘H_’_‘/\ffj: ELTD‘% &%ﬁ%wu
LET,

o ZRXZT 4y 7 IPT RLAZBHLTWDLES
X, TFTP — O Ex MR L EJ, TFTP
P—NOFN Y Y TOFEMZONTIEL, [y B
J—7 OREA=a—] (P4-6) 2L T
X,

TFTP =< — (TFTP EEHE2 TFTP — N2 X » TERE &N |Cisco TAC 12K LT 72 &0,
error) oo — a— RFER#LEEA,
TFTP 7 7 A AR E-2H  |ERE&ENZmu— R 7740 (bin) . |BEEFEEICE VYT NZo—FID 2R LT

D ¥+ A (TFTP file not
found)

TFTPPath 7« L7 F U TROMD £4
ATLT,

S\ (Cisco Unified Communications Manager T,

[7 /34 A (Device) ]>[%E7f (Phone) ] DJEIZEE

RLUET), TFTPPath 7 4 L7 R U2, ZDOu—F

ID DARIBNZ bin 7 7 ANVBH D Z & EBMERL
TLIEEW,

> for Cisco Unified Communications Manager 8.0 (SCCP & U SIP)
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| 7% Cisco Unified IP Phone TOETIER, RT—8 R, HLUHIDRTR

25—42 A=2— N

*®7-2 Cisco Unified IP Phone DRATF—4 R A vt— (&)

Ay—o EL il &R/ E

TFTP # A4 A7 7 b TFTP —\NIGELFHATLE, o Ry NT—INRETP—REIZ/R->TND : Ry
(TFTP timeout) No—Zou—FREbT5L, ZO=T—1%

BB g L9,
o TFTP — L EIFH L OMIcx v U — 7 B
MRV Ry N — 7R EMHER L T EEW,
. TFTP P —RXRHX T LTS TFTP H—
REXFMERL T IZZ W,
ZA LT (Timed H7U B Mt 802. Ix L?y*f‘& g |FRERIZ—MRBIIC. AA v F T 802.1x MBE STV

Ollt) /%ﬁ%‘i Lfdﬁ\ FREIZ A — T g fib‘%ﬁﬂ:&%ATW]\LiTo

= A PFELRNTEDIZHA LT 7k

LE L,
fEHE) A FOEFICEK |CTL 77 A VBIRITL 77 A VOHE | BFEIZICTL 7 7 A VBLXRITL 7 7 A V& A R
L% L7z (Trust List TR L E LT, = LTWETH, HHILWCTL 77 A LB LW
update failed) ITL 7 7 A VOEFITERBLUE Lz,

KBOEHE L TRBEBZBNET,
® Z/ rDU— ylgﬁl:xo
e TFTP H— 1R F 7 LTz,

o CTL 77 ANDELIEHENIFH L VEFR 2
)?4 h—2v, BXO, ITL 7 7 A LV DEL
IfEA &5 TFTP GEBAENEA SN2, &
ﬁ%®ﬁf®(ﬂL77%»%iUﬂL774w
IZIEEHTE 220,

o WNEBHY R EEEEREE,

fERRE LTRBBZBNET,

o Xy MNU— VA MERT D,

o TFTP ¥ —ANT7 277 47T, IEFIZHEREL TV
LHME I DEERT D,

e TVS #— 3 Cisco Unified Communications
Manager THAR— h STV LHEEIX, TVS 28
TIT 47T, EFICHEELTHENE I 1 E
TR 5,

e XaVUT 4 =T UBIOTETP —1"NF
& 5 EiRiRT 5,

o EROMPRNTRTCRIRLEZSGAEIZ. TET
CTL7 7 ANVEBEIWYITL 7 7 A V&ZHIBEL, &
kA E 'y N5,

EHEY A MR EHFESNE |CTL 77 A4, F0E, ITL 77 A4, | L, ZHITHEARLERA v —VTT,

L7 (Trust List updated) |& 2\WMZZE DM TR EH SN E LTz, {BHE7 7 A L DM ST IE. [Cisco Unified

Communications Manager Security Guidel % 2 L
TLIEZEY,
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7% Cisco Unified IP Phone TOETIVER. RT—2 R, BLUHEHORT |

WM x7—4x A=a-—

*®7-2 Cisco Unified IP Phone DX T—42 R Avt—¥ ()

rAyt—Y HIL:] SR BT E

BEY A MR A A= |CTL 77 ANVETIIITL 7 7 A V38 {887 7 A /LA Cisco Unified Communications
MERTHEEA (No FEHRICA VA =L ENRTWER A, Manager T E SN TWEH A, Cisco Unified
Trust List installed) Communications Manager 17 7 # /L b Tl ¥ =
U7 &R —FLEFA,

B 7 7 A VOFEMZ W, [Cisco Unified
Communications Manager Security Guidel %%/ L

TLIZE W,
Ne—Ugy 55— Bior— K 77 A VAPELLS ®  |Eilor—F 77 A VR ENRARTE RO L DI
(Version error) D FH A, LTL &,
EREEDOT NA ALK |BRET 7 A VDL 72 l, ZHhUL, BEHEOBRTE T 7 A VDL RIERT
Jt % XmlDefault [ A v E—TT,

(XmlDefault
corresponding to the

phone device name)

v b7 —YEHEE
[y U —2 % (Network Statistics) | BImIZIZ, EaEEB LRy NV =7 DR T 4 —< R
BT oM BERINET, & 7-3 1%, :@@ﬁ i‘%%éﬂé‘%i&%ﬁbf“i@‘o
[y MU —2 % (Network Statistics) ] HifiZ &7 3 2I121%, ROFIEEZFATLET,

FIR

ATYvT 1 RERFEMLET,
ARFvT 2 [AT—HFA (Status) | ZBIRLET,
AF9FT 3 [y bU—7#E (Network Statistics) ] Z#3IN L E 7,

Rx Frames, Tx Frames, # & O Rx Broadcasts D&t E#HR%Z 01V &y 5212, [Z V7T
(Clear) 1V 7 b¥—%WLET,

[ry T —27#E (Network Statistics) | B &% 7345121, [T (Exit) | V7 b¥—%#LET,

& 7-3 Iy RI—O8E A v 2—UIER

HE L

Rx Frames EIEETZE SNy FO#K,

Tx Frames BN DL IRE SN v o,

Rx Broadcasts EIHHETZEINEZTo— Ry 2 s X7y D,
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25—42 A=2— N

® 73 v FI—O#Et A vE— TR (BF)
HE A
RONFT I ONE A EREEA U &y b UI2RE,

Initialized
TCP-timeout
CM-closed-TCP
TCP-Bad-ACK
CM-reset-TCP
CM-aborted-TCP
CM-NAKed
KeepaliveTO
Failback
Phone-Keypad
Phone-Re-IP
Reset-Reset
Reset-Restart
Phone-Reg-Rej
Load Rejected HC
CM-ICMP-Unreach
Phone-Abort

Rt R EAE N R IS E) ST S DOREIFR,

Port 1 PCHR—FrDVYU 7 ORE L HEfE, 7= & 21X, Auto 100 Mb
Full-Duplex L, PCHR—FNRV 7 T v RETHY ., &
T H., 100 Mbps A BB x I v —v g Lt L EEK
LET,

Port 2 Fy NU—27 R—1+D VU 7 OIREE & ke,
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WM x7—4x A=a-—

* 7-3 2y FT—=O#E A vE—DFRER (BEE)

HE B

1Pv4 DHCP O A7 —# RZT HEHR ZIZiE, RORAT—F A
NHoEJ,
« CDP BOUND
« CDP INIT

« DHCP BOUND

 DHCP DISABLED
 DHCP INIT

e DHCP INVALID

 DHCP REBINDING

e DHCP REBOOT

« DHCP RENEWING
 DHCP REQUESTING

* DHCP RESYNC

e DHCP UNRECOGNIZED

e DHCP WAITING COLDBOOT TIMEOUT
e SET DHCP COLDBOOT
 SET DHCP DISABLED
 DISABLED DUPLICATE IP
 SET DHCP FAST
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RTF—HR A=a—

& 73 v FI—O#Et A vE— TR (BF)
HE A
IPv6 DHCPv6 D AT —Z ZIZHT L 1E®H ZhiZid, ROAT—4

ANH Y FT,

DHCP6 BOUND;

DHCP6 DISABLED

DHCP6 RENEW

DHCP6 REBIND

DHCP6 INIT

DHCP6 SOLICIT

DHCP6 REQUEST

DHCP6 RELEASING

DHCP6 RELEASED

DHCP6 DISABLING

DHCP6 DECLINING

DHCP6 DECLINED

DHCP6 INFOREQ

DHCP6 INFOREQ DONE

DHCP6 INVALID

DHCP6 DECLINED DUPLICATE IP
DHCP6 WAITING COLDBOOT TIMEOUT
DHCP6 TIMEOUT USING RESTORED VAL
DHCP6 TIMEOUT.CANNOT RESTORE
STACK TURNED OFF

TJ7—LDOTT7 /N\—Y 3 VEEA

[Z77—LU =7 /"= 3 (Firmware Versions) | HfiiZix, EFETIHEL WL 77— 0 =T

NV s BT B EAR T SNET, £ T-4 11, ~OWEICERSNANHEERLTLEF
[Z77—LU =7 =23 (Firmware Versions) | i ##& <7 2213, RO FIEEZFETLET,

Fg
ATF9T 1 BRERFVEMHLET,
ATFyFT 2 [AF—HZ (Status) | IR L4,
ATy F 3

[77—LU =7 /"= a3 (Firmware Versions) ] Z#R L £,

[Z77 =20 =7 /"= a3 (Firmware Versions) ] Bl #& 79 212X, [# 7 (Exit) ] V7 h%—

2L ET,
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7% Cisco Unified IP Phone TOETIVER. RT—2 R, BLUHEHORT |

WM x7—4x A=a-—

= 74 TJr—ALHTT N— 3 UER

HE B L

og—RK 77 AL EAE L TEMET S —F 77 AL,

77V r—vary u—RID |EiEE ETENET S JAR 7 7 AL,

JVM 72— K ID Eaifk - CHEIYET 5 Java Virtual Machine (JVM) 7 7
AV,

OS e—FKID BEE L CEMET A AL —F 1Y VAT LD D,

EH e — K ID Eaiik ECEET S, HATRFICA Y A = FEHOr— R
@ 1D,

WREE 2 —1 1 VREY 22—V THEITHOR— R T7 A VERLET

W aRHEE /- 13 Skinny Cli

AR 0 — L 2 é‘gg @;ﬁ%ﬁg ;L TSbk\lgng% /g\l)lfnt Control Protocol (SCCP)

DSP = — K ID fi#i F§ &3 Cv % Digital Signal Processor (DSP; 7 ¥ # /v
TN TuakyW) VIR =2TONR—=TVarERLET,

VEEES A —ILOARAT—4 AE@

[JEEEY 2 — VD AT —4 A (Expansion Module Status) | B iix, EEEHICHERE Sz
Cisco Unified IP Phone Expansion Module (2B 3 2 A E RSN FE T,

£ 7501, BERSNIGEE Y 2 — MK LT, ZOEEICRRINDERERLCOET, KLEIC
JIGLT, ZOEREFERALTHREES a— VD NI TN a—TFT 4 VT RTHZENTEET, [ILE

TV a2—/LDAT—H A (Expansion Module Status) | HifilZd 5 [A] 12 < aHE, 1 FH OIEE
FV 2= /VOMETT, [B) ICHE< MEHEHRIEZ. 2 FH OILRE ¥ 2 — L OFLE T,

[#EEEY =2 — /D AT —4 A (Expansion Module Status) | Wi % £~ 512i%, ROFNEEZFETL
£7.

FIR

AT9T 1 BRERFCZMHLET,
AFwFT 2 [AT—HFA (Status) ] ZFIRLET,
AFvF 3  [#EEEY 2 —v (Expansion Module) | &R L 9,

[#E3EE Y = —/v (Expansion Module) | Mz #& T3 2121, [#7T (Bxit) ]| Y7 ¥ —%fLET,

=& 75 YRIEE S 1 —ILOHiET

HE H7L)

YN AN = JERE Y 2 — VLV EBIRO AT — & X

RX Discarded Bytes |— 5 —d7=-®IZHEE S NIZ 31 ML

RX Length Err REURESOEDICHESNTZ N7 v b

RX Checksum Err N2 TF = v 7 AEROT-DICHEIES T 37 v MM

RX Invalid Message | X vt —YNELYThHo7-, 3 R— FENRWZDIIHES LA
7y MK
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25—42 A=2— N

& 75 WEES 1 —IILOFE (BF)

EHE HL]

TX Retransmit WRE Y 2 — VICHEE SNy b

TX Buffer Full PWBRE Y 2=V MNHLWA v =T 2 Z TN T2 - O S 7=
v MK

O—)LDKETEIm

WO FIECTEEED [ 2 — 1 OREd (Call Statistics) [ BEICT Z78A LT, Ao, #HitEH, B
FOFFBEA N v 7 BRRTEET,
o I [N ARF UETIECL 2EHT L a - FRER TR TEET,

o a—Lt% [ a—/LfEEL (Call Statistics) ] BifiZ RN L T, mEDI— VHICRYAENTZa—
NMEBRER TR TEET,

~

GE) a—1VOMEHERIZ. Web 77 0 FZ2HEHLTA MY —LDHFF Web =77 A LT
YE—RMRRTHILHLTEET, 20 Web X—II21E, EBIFEHETIET 7 BATE 220, B8
® Real-Time Control Protocol (RTCP) #dtb&ENE I, VE—F E=F U 7 OFEMIZD
WX, [Cisco Unified IP Phone YV E—hk £=% VU 7| (P8-1) #BZMML T Z X\,

1 oDa—LPEEDRA A AN —LE2ELIENTEETN, T—XEREBEORA A XY —A
WCOWTHETERETEET, RARA AR =L LT, 2200 RRA Y MEO 7y b AR —4
TY, T RRA VPO~ 5 8, a—LAR3EEERT TH-TH, RA A AU —AZ
EIELET, a—ADNFHEENLE., FTLLWARA R 2y b 2 MY —A0BASH, HFrLna—iLro
F—H THIDT — 2N EEEENET,

REBEDORAA A RNY —AOFEMERT [ 2—/LOfEE (Call Statistics) | Hijfi & &2 2121%, ROTF
g% F4T L E T,

FIg

ATvT 1 BRERZEMLET,
ARFwvT 2 [AT—HF A (Status) ] ZBIRLET,
AFyF 3 [a—L0O#E (Call Statistics) ] 2L £,

Cisco Unified IP Phone 7 FS=X kL—¥ 3> H4 F for Cisco Unified Communications Manager 8.0 (SCCP # & U SIP)
| oL-18913-01-J .m



% 7% Cisco Unified IP Phone THOETIVIER. RT—42 X, BLUHEHDOER

B

RTF—HR A=a—

[ 22—/ ofii (Call Statistics) | B ICERSNAHEAICOWTIE, # 7-6 THASATHLET,

® 7-6

a— L O#EEtDIEE

HE

SiBA

Z{Ea2—5 v 7 (Revr Codec)

ZEENTERARA AN —LDEAT (a—=F v 76D
Real-Time Transport Protocol (RTP; U 7 /L% A Afgik~7 1 | =
Ny ANV —=Iv 7 F—F 1+4), G729, G728/iLBC, G711
u-law, G711 A-law, F7zi3 Linl6k,

#EfEa—7 v 7 (Sender
Codec)

EEENEZRA A AN —=2bDEAT (2—F v 715D RTP A
M) =7 F—F14), G729. G.728/iLBC. G.711 u-law.
G.711 A-law, F 7213 Linl6k,

Z{EH% A4 X (Revr Size)

ZERA A AR =5 RTP A NY) =07 F—F 1 4) NOR
A ARy OV AKX (I UREA,

®fEH% A4 X (Sender Size)

REERA A A RY—ANORA 2 Ry hOWA R (U FPEAT),

Z{534 v b (Revr Packets)

RA A AR Y —ADBRBURICZIE SN RTP A 2 X7y b
DI,

GE) === PMERBICARDZZERNHDDOT, ZoiTa—LoR
WEUBCZIE SN RTP RA 2 Xy F O ELT L —

HLEE A,

#EE%7 > b (Sender
Packets)

RA A A DY = LOBRBELIEIZES Shic RTP R A A /37y b
D,

GE) = ADERBICRAZZLERHEDOT, ZOKITa—NLOH
WRUBRICIEE ENTZRTP ARA XA Ry v eI LY —

BLEE A,

E¥Yy £ (Avg Jitter)

ZAERA A A NY — AOBRBLUBRICBIE I RS %) RTP
Nry b Vo (Fy NI—F B@EET D EEITNNTy MIEAE
THHEAF I v 7 7pRIE),

KT v & (Max litter)

ZAERA R A DY —LOBMBLUERICBE S NIRRT v F,

Z{5HI (Revr Discarded)

ZERA A A DY = LNOMFES L2 RTP 37 v b O% (REA
Ty b BIER E),
GE) EEEFETIE. Cisco Gateways I Lo CTHERIN D = v
T —h JARX Ty b (XA —F ZA719) B
SNdE, ZORTEZBENRY ET,

ZA g I v b (Revr Lost
Packets)

R LTz RTP N7 v b GEERFIZHEK),

EEMEA M) v

MOS LQK

5 (BR) ~1 (FR) @5 BMdH 5 Listening Quality (LQK; U A
=Y 7 §W&) @ Mean Opinion Score (MOS; ‘FH 4 =41 22
7) OAERBELY THHAIT T, ZORIATE, AA R A
MU —ADETO 8B TO T L— 2 BREPFEREE T, O
BEA N MIESHTOET, FEICO VT, [a—LoFH
BoE=4Y 7] (P9-15) ML T EE,

(G¥) MOSLQK #A=7 i, Cisco Unified IP Phone 23MEH 3%
=T I DY A TITHESOTET D REEERD D £,

¥ MOS LQK (Avg MOS
LQK)

RAAZARNY — LR THE L MOS LQK O ¥ A a7,
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| 7% Cisco Unified IP Phone TOETIER, RT—8 R, HLUHIDRTR

® 7-6

25—42 A=2— N

a—LO#FEDEE (BEE)

HE

B8

Fe/h MOS LQK. (Min MOS
LQK)

KA Z AU — LHFEA LT B BIZE Sz MOS LQK D/ %
a7,

F: K MOS LQK (Max MOS
LQK)

RAA AR —L0HEL THHEBIE I MOS LQK O~_—2
TAVEIIRKRADT,

WDOa—FT v 7k, 7L —LBRORVEFHOFEMLE T T, IROKK
MOSLQK 2=a7%~—2 L%,

e G711l AT 145
e G722 DA=AT 4.5
e G728/iLBC DA =7 : 3.9
e G729 A/ABDA=7T 38

MOS LQK 03— =
(MOS LQK Version)

MOS LQK A a7 OFFRICHEMN T2 A aBOT LY XA
N— g

BHE7 L— AR

(Cumulative Conceal Ratio)

RAA AR —2OBBLIERIZZE LA AEY—F 7L —20¥K
X > THREF 7 L — 2 BEMABRE L-H,

EUr 7 L— A4H53% (Interval
Conceal Ratio)

TIT 4 TIRAE—=FDEATO I HRTOAL—F 7 L—LHIC
%357 L— LK DO IFE, Voice Activity Detection (VAD; ¥
BT 77487 i) 2ALTW5EaE, 777477
E—F 2 3PHBEBT DTV EVHEBILEIZR D2 ERnD
VET,

BR7 L—AaiE%kER (Max
Conceal Ratio)

RA A ZBRY—LNRHBELTHLRROERY L— AR,

7 L— AERIEAE

(Conceal Secs)

RAA AR —2OBRMBLIEIC, WEA NV N (7L —24E%)
BRAE LT (BRI 7 L— A HERAEREEET),

VRS 72 7 L — LRI AT B

(Severely Conceal Secs)

RA A AR —LOBRIELIEIZ, 5% 2B A DMEAS X~ (7
L—Ai85) AEA LT

PEFE (Latency) !

Xy PU—ZEEO RS (I YA, EEEEORE
2T, RTCP 2ZfEH VA —h 70y 7 2%EFE L L SITEHlS
nET,

*v hU—2 Fu bhan
(Network Protocol)

HEOX Y hT—27 Fa bhajl,

1 RTP Control Protocol BN TH LHIGE. ZDT7 4 — /L ROT —ZIFARESNET A, LEBR->T, ZOHAIT0 &

RRENET,

TAM F—=2OER

Cisco Unified IP Phone 1X [ A b—r] YR —bLFET, 7AF h—=2ICE-o T, KFEEL~L
TARNEEBIZ, a—NVDOZa—%  NT TNV a—T T TEET,

TAN b—=rEBFEHTDIIEROEA B LIETT,
o F—r VXL —EEHUT S,

o TAbM F—rEEKRT D,

=0 VR —F AT DT ROFIEZETLET,
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s

RTF—HR A=a—

ATy 1

FIg

WA T Y VRSN TWDH Z L 2R LET,

FFL A BEETERL Ao TWAEAIE., By 2 SALROT A 2y B PBEA =2 —ICFRS
NEFT, A7 aroay I NHEREI, BETEHL9IR>oTVAEAE, ZNHD A =2 —I2iX
2o 2 SRS HEROT A 2 O BRRSHET,

FE (Settings) | A=a—TAFvarzuy s Eiiin vy 7k 5i12id, BiFEOF— vy T
g AL ET, TOREEZITIZEICEY, ATV arRuy s Ehbh, vy 2 MERShET
(BERTORIEIZE Y EB L0 0 £3),

~

GE)  [RE (Settings) | A== —DRAT— FRREINTWDIIGE, **# & AJith. SIP EEEHKIC
[WNAT—R&EATLTLZEW (Enter password) | £V 5 Fe 7 ERRREINET,

—

EEREDSTZL, A Tvarvidny s LET,

A7y 2

ATFvFT 3

P AL CA T v a v Er y JMBRLIZERI, B ERL A varEry 7 LARNT
KTEEW, BEHIIZ 0k ) RlgialEL sxgrx LRI 5720, BEFEN) vy hahEd,
TarEny VR LEZICERR v 7 3T585F, 2R 8D 10 B TG, **4 25
oL T EEN,

FT T oI LT, AT REUE2ERIL, [ 2—OFE (Call Statistics) | Hifi & FEOH L £,
F720E [RE (Settings) 1> [ A7 —# A (Status) |>[ 2— /LDt (Call Statistics) | ## LT[ =2 —
NO#ER (Call Statistics) | HiE#FFOH LET, [ h—> (Tone) | V7 bF—%EL T,

[ h—> (Tone) ] V7 ¥ —NHRARINTWSHHE, Cisco Unified IP Phone 28 Cisco Unified
Communications Manager IZBEKENTWHRY | V7 b¥—3GDOFEETT,

TA N b= AEROFNAICHERA F T,

[ h—Y (Tone) 1 V7 hF—NERRINTWRWEAE, [ 2—/LDktit (Call Statitiscs) | EEA#T L.
[%E (Setting) | A==2—%BtELET, BIFHOF— /Xy FCT**3 2L, [ F—> (Tone) ] V7~
X—EEMLET F=3E2MTEL [ b= (Tone) | V7 b¥—DA L /A7 EGI0EZET),

~
GE) *g3 Al EC 2K HEB LTHT L, 4 OHEEGETH LD, BRETEFENY
Ty hENTLENVET,

FT Ty LT, ~VT REUE2EWL, [ 23— O%EF (Call Statistics) | i & FEOUH L £,
F70X [RE (Settings) 1>[ A7 —# A (Status) 1> [ =—/LD#EdF (Call Statistics) | LT[ =—
O (Call Statistics) ] M ZFFHLET, [ h—r (Tone) 1Y 7 FHF—NERINIZ & &
RBLET,

[ h—> (Tone) ] V7 ¥ —NHRARINTWSHHE, Cisco Unified IP Phone 28 Cisco Unified
Communications Manager IZBEKENTWHRY . V7 b —3GDOFEETT,

b= VxR —Z 2 AT DI, ROFIHZETLET,
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25—42 A=2— N

FIg

GE)  Ta—OWERICE, £ ANV EHDLANAR T 7 TOAB I A v RICRES L 2
LERERLET, 24Uk, F— U= A M (Cisco Unified Communications Manager for MGCP @) &
721%, H.323 &% SIP @ 10S CLI OB Ik E S ET,

AFwT 1 o—ERELET,

ATYT 2 I DRSNS, S~V RY % 2 BT, X [%E (Settings) | > [ AT — X A
(Status) > [ =—/LDFEFt (Call Statistics) | ## L £ 7,

[ @—/vD#ist (Call Statistics) | Hifi& [ h—2 (Tone) | V7 ¥ —NFERINET,
AFvF 3 [bh—r (Tone) | V7 Fx—%MLET,

EahtlL, 1004 Hz ® b—2 % 15dBm THEM L ET, *v NT—ZHEHRENRIG THIIEX, F—1%,
WEEOSEE T THIAET, Ry PV =2V E#RBARRLREAIE. b— 2 EkT 2 BRI DE
DT A—ZZITHY £,

ATyvT 4 F—rEELETDHICE, BEEEKTLET,
BFEBLOTZa—0DT A b=V DOFROMBRICONTIE, RO=2T7 VESZRLTIEEN,

http://www.cisco.com/en/US/docs/ios/solutions_docs/voip_solutions/EA_ISD.html
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