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[ZL&HIZ

_DEAH AL TIE, Cisco TelePresence Video Communication Server(VCS)/\—23> X8.7 £ & U Cisco Unified
Communications Manager (Unified CM) /A—23> 8.6.x & 9.x M SIP FSU BB TIUVA—T—93 B L3R ET
BHEDHARSAERLET,

BALFUT
HAHLETIE, B3 D Unified CM TETIZEBES LUVETH VATLERITLTULET , O EIL, Unified CM %, BEfEET=
[FFHLVWETAREBL R T LLEHINTZ VCS Control [ZHiE L. BRIHARPE TAIRERN 1 DOHERYEI—V LA THE
ITBETEALILGREZROTVET,

BEOBEVATLI. BE(TOALERBSEHEALTI—LAZEELTVET ., COREAETH S XTAICHREN N
E. TR TDIURRA U MNIBHEES TT IV ERATESSIITHYFET,

SIPtrunk domain =vea domain
10.1.2.22 1044 8214

Cigco Unified Communicatons Manager WCSE Control

3uxx dial plan 4y dlal plan
i EDSGEEm W f 8

ZDF A TIE. Unified CM (TSN TLVBIURRA U RE 3xxx DRIRE S THEAISH ., VCS Control [ZEfEsnTLVS
IURRAUME dxxx DRIGBE S THEHISNTT ERFEED ., JUBEHETIVIL TSSO YR TEEIEITEREL TS
W ZDHBEIX. BHDMS VR Id—LIIN—T4V T DHRENDBETT),

Unified CM & & U VCS Control [, SIP ;529N LT IP R2ybT—Y LK THEAEIZEHRINET . VCS Control KA (&
vcs.domain TY, Unified CM IS {ESNDT—ILIE. KAV ERRDHY VCS RALLETRT KSIZERESINTLVET , Unified CM
M5 VCS ITEIET Sa—ILIE, FALUERSHS <FQDN of VCS>:5060(TCP M54 ) Ef-=1% <FQDN of VCS>:5061(TLS Mi5
B)DEIIHESNTULETS,

VCS Control A3/3—23> X7 LIBEOI—RZETLTEY. ROF T3y F—RNAURA—ILEN TSI EFRNIRELTLET,

= FSA=HILa—
= JERSA—H)L a—IL
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HETOERDER

ZDI=aTITIE ROIA—)ILEFKETESHELSIZ, Unified CM & VCS Control Dl AEHRTET A EEHRALETS,

7))

VCS 2SN F-ETA TURRAVMS, RL VCS TSN -thDE T4 TURRAUbADI—IL

Unified CM [Z#EfSit= IP N\ REYRERZMBO T /AAZAMS, FL Unified CM (TS =D IP /\UREYhE
FIETFINARADa—IL

VCS 2SN F-ETH T RRAU MM S, Unified CM [T ST IP NV REYREEIFMD T /NS ZADI—IL
Unified CM TS IP N\UREYRERIFD T /A M5, VCS IZHEHFIN-ETH TURRAUbADI—IL

BRETOLRTR, ChoDEERBEICOVWTEBICERBALET . TOH ., RECEICRETE, RICBITTHRITAMTE
ij_o

BRI ST NLa—TA T NEEICEST=0. CORETIEIFEF27 TCP HEREFEALET . RIT.TLS TOEFTRE
TH 2T —OEHENL S HHEITOVNTEHRBALET,

AT LERTE DHITRE M

CDI=a7ILEFEALT VCS Control & Unified CM AMEEERENAHESIZERET HANIC, ROZEEZHEEL TS,

Unified CM IZEAXBRENETFNTEY . DEKELLUTIREZFATHAHZ L,

- [ RTFL(System)] > [H—/\(Server) ]

- [ RF L (System)] > [Cisco Unified CM]

- [ AT L (System)] > [Cisco Unified CM %" JL—7 (Cisco Unified CM Group)]
— [ AT L (System)] > [BREES JL—T (Date/Time Group)]

- [V RFL(System)] > [FLEVR 5 IL—F (Presence Group)]

- [V AFL(System)] > [J—T 3 1E#R (Region Information) ]

- [YRFL(System)] > [T/34 R F—)L (Device Pool)]

— [ RF L (System)] > [DHCP]

- [¥ARTFT L (System)] > [A4—<3> (Location) ]

- [ AT L (System)] > [#3EO4— 3> (Physical location)]

- [ AT L (System)] > [T22—T 54X /135 A—4 (Enterprise parameters) ]
- [ RTFL(System)] >[5/t X (Licensing)]

VCS Control IZ IP 7RL X DNS, NTP {FBAFREINTHEY . EEDT=HIZ Web 1 A—Tz/ RENLTT VR TE
%Z&([VCS Basic Configuration (Single VCS Control) Deployment GuidelZ&BLTLEEWY),


http://www.cisco.com/en/US/products/ps11337/products_installation_and_configuration_guides_list.html
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VCS Control [Z& SNz RRAMEDaI—ILDOEZE

VCS Control D% E

VCS Control IZ&8FEIN =T /\A AB T, a—ILERKETELLSITRETBICIE. ROFIBIZHWVET,

= VCS Control @ SIP KASVEHRELET . COHRTEIL. SIP DEEZIZHETT,
s KA VEESFRVNEEBSICHERICFAVIERNBMENZ LSSV R TH—LEERLET . THIZKY. SIP XU
H.323 TURRA VIS DFEBSFHRALBEDOH K THS number@domain I1Z4HYET,
VCS Control @ SIP KAS2 DERE

SIP TV RRA M. 4_digit_number@vcs.domain .M AOR (Address Of Record) T VCS [Z&$k3ShF 3, VCS ATh
LOEFEZITANDLSIZ, SIP RASEHREFEALTVCS 2R/ ETILELNHYFET,

1. [E&E (Configuration)] > [FA(> (Domains)] IZFEEILET .
2. [HHRNew)] &2V ILFET,
3. KFAAS2 4% (ves.domain #&E) % [FAAL 4 (Domain name)] ICAALET,
4. [FA>D1ERL(Create domain)] #5'JvoLET,
Domains Yiou are here: Configuration + Damaing * New
Configuration

& WEE . domam

Craate domain | Cancel |

U RATA—LDVERK

CHDBALFIATIER, —FHARBES 4xxx ZHEALT, VCS [ZEFIN-MDITURRAUMIF (VI TERESIZTE0
ELRHYET, Unified CM TURRA ML 3xxx DESEFALTEAVILTEET, ZOFAVIL ETILIE H.323 [T&->TH
IR—FTEFTN(TURRAUED 4 HTDBES E.164 TA)TREEHFT S58).SIP TEBSDHATOF AV ILIEHR—FE
NFERB A BS (FALUHBFIENTOEVNED)H SIP TURRAUEDNSA AV ILSNDIGE . TDIVRRA VDR A VA E
BRI InEhET,

SIP &V H.323 DEAAVILDEESHZRDII=H. COBALFIATIE, Aa—ILDIL—T42 T (282 URI 74—LEFRALE
9 (dialed_digits@domain M 74+—.,),VCS NaA—ILEREZETSL. BEBSFRODESIHYET,

s =T AT T RODHEDIVERAUNERET S 4 HOBRRESEEH.

= RAMUNEFNDGEEETNLENEELRHYET (SIP TURRAUNA—ILERIETIEEDAEENTT),
LIz o T B EEE I EEC—ELEERICERINDGLSITTHOIC MU RTH— LB ETT , ZO7—XTIE BHEIC

IGCTR AL (ves.domain) ZBMLET , chERIRTBIZIE. ROLSHBERKRBEZFEALET, ([~e1*) # \1@ves.domain
ICEBLET (FAUEEFTENT A VILERICIET@IHAELD T, @ves.domain ZEMLET).,

HMIZDULNTIE. [VCS Administrator Guide] @ {1 $% M Regular Expression Reference IDIEF# S BT 5h . £f-ILIRegular
Expression (IERKRIE) IEWLVSHBEMI—R b TRELTZE,


http://www.cisco.com/en/US/products/ps11337/prod_maintenance_guides_list.html
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FOURITFH—A—2 3 F BT HFIEIL. RDEBYTT,

1. [E%5E (Configuration)] > [ 4L TS5 (Dial plan)] > [F5> X T4—L (Transforms)] [ZFEILET
2. [H#E(New)]ZE2UvILET,
3. T4—IFRERDIIIZHRELET,

754 7") 71 (Priority) 2

£28A (Description) FEZIETR AU DR ESN TGRSR A/ £ B0
NZ—2 347 (Pattern type) Regex

18— 35| (Pattern string) (el

/35— B4k (Pattern behavior) Z# (Replace)

X=ZE5| D& (Replace string) \1@vcs.domain

R iE (State) [%E %) (Enabled)]

4. [FSURTA—LDER (Create transform)] 29Uy oLET,

Create transform Yiou are here: Contiquration * Dial plan + Transiomms ¢ Create tranziorm

Configuration

Proriy . 1
Dezcription Add domain where none exists I
Pattern lvpe Regex -
Pattern string = (") ]
Palfern Behiavion Replace -
a0 tring Vifves. doman I
State Erabled - 1

Creae iranstorm | Cancel |

Unified CM D&

VCS IZO—hIILEFEINF-TURRA VM Ta—ILEIL—T 425 3 51=8I1Z, Unified CM T VCS DR EFTOLEIIHYE
A,
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VCS Control ~AODIURRA DB
IVRRAVEDERTE
H.323 DIBE. TVRRAVMERD ESIZHELET,

= H.323 ID(4000@vcs.domain, 4001@vcs.domain % &)
= H.3233—)L wyb7 VT = F—bF—i3—
s F—rEXx—/)—IPPFLRX =VCS D IP 7RL X

SIP DIFE. TVRRAVFERDLIIZHETELET,

= SIP 7KL X (URI) (4000@vcs.domain, 4001@vcs.domain %&)
= H—/NFRLAR(FOFL PELR)=VCS D IP 7RL R

ZERDHER
HRERT—ARXIL.VCS T [RTF—H X (Status)] > [Z 47 (Registrations) ] [CREEIL CHERTEET,
FI4ILRTIE. VCS [ZEE LT SIP KA AD H.323 BiRE SIP BRETRTRFANET . RO BRERRMICHTE
FITEBRTHET, BEEHIBETEEI, SFMIC DL TIX. TVCS Administrator Guidel®TVCS Configuration 158 L T
Vit AN

TAR3O—)L
LODIDTARR a—ILERIELET,

BEERBREIL VCS T [RF—4 A (Status)] > [a—JL(Calls)] > [BEE (History) ] ICRBIL TRERTZET,


mailto:4000@vcs.domain
mailto:4001@vcs.domain
mailto:4000@vcs.domain
mailto:4001@vcs.domain
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Unified CM [Z& & Sh=TURRAMEOa—ILDOEFEHIE
VCS Control M FE

Unified CM [CA—AIL B SN =TV R RA VM TaA—ILEIIL—T 429 F51=HIZ. VCS T Unified CM DB EZITILE(T
HYELA,

Unified CM D&

BEMTI—ILERIETEDLSIC Unified CM ELROBEEFHRTET HICIE, SIP TOT7A/IILDEKTE. Unified CM TOEFED
BE. BEEADEEBESDRE. BENDRENO—RETVVET, ChIERDFIETEITLET,

= VCS A® SIP JO77/VERELET (/N\—2ar 9x ZERALTLVSIHEA. SIP FO77/LIET TITHESA T
F9),

» ETHA a—LIC#EY YAy Evk L—EFERALT)—PaVEERE

= BET/NARAD SIP TAT7AIVERTE

= BET/N\MRZEEM: Unified CM THHR—FSNBZIUFRAUEDYRMIFHLWEET/N\AREEBMLET,

= TNARADBEESERE COBEOFUHLENRIEEESERELET.

= Unified CM Do EEIRGTHBEIURRAUMEEELET,

VCS A®D SIP 70771 ILDERTE

E#HLLV/A—Ta (2T Cisco VCS FDIZHE SIP FaJ7 A/ IL I HELTULS 8. ZOFIEIE Unified CM /3—23> 9.x
LIBEIZIEEZELEE A,

1. Unified CM T. [T/31 X (Device)] > [T/31 XD % 5E (Device Settings)] > [SIP 7A77 A JL(SIP Profile)] [CFE&IL
9,
2. [#8# SIP FO 774 JL(Standard SIP Profile)] [ZxL T [aE—(Copy)] 0w oLET,

Fired S1P Profile mhiare Wi - Bbging wih - Fred Chici Fillises o | | o

Cmmcription Copy
Stangard SIF Frofike Defauk S0P Profie 4]

3. ROESINZTA—IRERELEFT WD T4—ILRIETIHILMEDEFIZLET)

Z 71 (Name) Standard SIP Profile For Cisco VCS
FI4ILk MTP FL 74 =— ARV RA4O—FK H#AF (Default MTP 101

Telephony Event Payload Type)

7V r—aviz&BUF 1Lk (Redirect by Application) FryvoRyHIREAVIZT S

SIP 23R TELIE8iR A( 2% {# A (Use Fully Qualified Domain in SIP,

FrvIRYOREAUIZT B
Requests)

BFCP #E A3 3L T—Yar £ F % (Allow Presentation FyIRyHIR%EA (29 % (Unified CM
Sharing using BFCP) 8.6.1 LA[%)

A2 I D3R A LT ME (Timer Invite Expires) 180
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4.

LR 2O EERERRO R E(E (Timer Register Delta) 5
L RANDAA LT ME (Timer Register Expires) 3600
24— T1(Timer T1) 500

24— T2(Timer T2)

TIAIEDEEIZT S GEE 4000 F=(%

5000)
AL +DEERITE (Retry INVITE) 6
A2 1A D ERITIE (Retry non-INVITE) 10
B3R AT 47 7R—F (Start Media Port) 16384
# T AT 147 R"—F(Stop Media Port) 32766

a—JL EvS 77 URI(Call Pickup URI)

X-cisco-serviceuri-pickup

a—JL By 7y 4 IL—TF 8l URI(Call Pickup Group Other URI)

X-cisco-serviceuri-opickup

a—JL EvH 7y~ 45 IL—7F URI(Call Pickup Group URI)

X-cisco-serviceuri-gpickup

S=—p =— ¥ —E X URI(Meet Me Service URI)

X-cisco-serviceuri-meetme

X—T 7S5A4T D54 LT IME (Timer Keep Alive Expires) 120

Y ITRH554TDEA LTI Ml (Timer Subscribe Expires) 120
YIRI547 DEEREREOFE(E (Timer Subscribe Delta) 5
RKXYUF ALYk (Maximum Redirections) 70
7790 & A D F 21— (Off Hook To First Digit Timer) 15000

O—)LEE3% URI(Call Forward URI)

X-cisco-serviceuri-cfwdall

$a#E4 17 )L URI(Abbreviated Dial URI)

X-cisco-serviceuri-abbrdial

BEEREFRINSVIANEBIL—T125$ 5E% (Reroute Incoming
Request to new Trunk based on)

7L (Never)

[R7F(Save)] #2019 LET,

10
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ET4 a—Liz@E gty ay Evk L—rEERLT)—2a %% E
J—2avIZETA a—LIZEYEtysay Evk L—MNERESN TSI EERDFIETHERLED,
1. [¥RTFL(System)] > [(J— 3 1E#R (Region Information)] > [V —23> (Region) ] IZBELET .

2. )—=2avERRLES (T4 (Default) ] V—23073E),

3. [ETHa—ILomgEKtyiar Evk L—k(Maximum Session Bit Rate for Video Calls)] T AT AIZEL- LR
ELFET (6000 kbps #&) .

4. [R7E(Save)] &7y LT. [BREZFEA (Apply Config)] #9UvILET,
BET/NAMRABR®D SIP 7A774ILDHRTE

TR ITRTCDEZET /NI RIZEASNS SIP TO77/IVEERLET,

1. Unified CM T. [T/3/ X (Device)] > [T/ 1 RD%E (Device Settings)] > [SIP 7AT74JL(SIP Profile)] [CF&&IL
EX N

2. [+Z# SIP 70774 /L (Standard SIP Profile)] IZxfL T [aE—(Copy) 1 #9'JvILET,
3. ROT4—IFEERELET  MOTRTDI«—IEETIAHILMEDEFIZLET,

£ 81 (Name) BET/NARAADIZE SIP TRI7AIL

SIP B3R TSEL B A% (Use Fully FIyIRYIREFVIZT D
Qualified Domain in SIP Requests)

BFCP #3935 LE T—av#EEHT | BFCP(Ta7I)L ETH/TILELT—av OB RRELISA
(Allow Presentation Sharing using BFCP) &, FovIRVIREAVICLET,

4. [R7%F(Save)]&#VUvILET,
BEET/NAMADEM

1. [T/34 X (Device)] > [EEE (Phone)] DIEIZFEEILET .
2. [H#EMN(Add New)] #5UvoLET,

3. [BET/N\IRAENDIZEH SIP FOT74 /L (Standard SIP Profile - for phone devices)] ® [SIP Z7O774JL (SIP
Profile)] ZERLFE T,

4. DHECISLT DI —ILEERELET,

5. [&#F(Save)]&#HUvoL. [OK]EH0vILET,

6. [REZEMA (Apply Config)] ZoUvsL., [OK] #9)vHILET,
F-1E, BIOEZFHNT TIZRESNTLDES ., [R—/8—aEF—(Super Copy)] Z:Z4RL. HILLVEZE# D MAC 7RLRAEA
AL, FREAZFEE ($FI25RBAD MAC PRLREAEBIE) T5H2LT. BEBOREEZIE—LET .,

TINARDEFEE S DRTE

1. [T/314X(Device)] > [E:E (Phone)] DIBICFEEILET

2. BETET/NAREEERLET,

3. EfALERERIRLET .

4. PDELFEFBSERTELET (COHITIE Ixx BEEFEA)

1
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Unified CM MR EXEFT AEEI VR RAULDERTE
Cisco Phones

1. [E&% (settings) ]| RAVEHLET,

2. [RybT—HDE%FE (Network Configuration)] £ 3>%:&RL. [TFTP H—/X(TFTP Server)] A% Unified CM O IP
FRLRATHALEHERELET . RESHATUOELEE X, ROBHEEEITLET.

a. [ERTE (settings)] Ra % 2 AL, BREA=21—ICRYET,
b. [AYY#ER (Unlock)] Z2RL . BUE/NRT—RFEAALET,
[RybT—5DEKE (Network Configuration)] €4S a3 EIRLET,

[fX# TFTP(Alternate TFTP)] = [IFLN(YES) ] IZERELET

e. [TFTP H—/\(TFTP Server)] = <IP address of Unified CM> [ZERXELZET .
f.  [EFa(Accept) | &:&IRLET,

g. [BR7F(Save)] £BIRLET,

g 9

EEEHEIL. B4R 1 A Unified CM THEESNBEB S THDHILETRT LIITHYET (3001 %),
TE6 Y7+ 7% MY % EX60/EX90
BET A0 I I DEMEANLET,

= Cisco UCM ® [FAEY3=2%" £—F (Provisioning Mode)] Z:&iRLET .
= [TOECI=UY IRx—T DT RL A (Address of the provisioning manager) ] Z# A HLET,

SHT, Unified CM ISB&REN =AUy TI—LERIET ST EnTEET .
BERDHERR

Unified CM SN TL B EFEED BHFAT—2 R (&, [T/31 X (Device)] > [EEE (Phone) ] R—C TRRCEFET,

wlonln Clsco Upified CH Admini=tration [/ o Undtied CM Adminstration =8 Go |
it Far Cisce Unified Commvenic atisns 5olutisss [ ] g e BT b eyt Lo o i

Gt = Col Bouting = WeilsReooumes « Yowemsl v Cevie v Apploabin v LEerMwapE el v Bubl SERATREN v HED

T ETYINT el Longet 0 Dewice ot < G

o At (7] Seectas [T7] Canrst S Cuirin Selectun Q‘dmmm
O E BEPDOEi - sdpoE] SEPD (A SRSl _Bheve_at_Rumoombe_ilii LB CHE BIF A pistered pith 104,222 iDddjnge [y 1. &

BRINEFEOES (FEAEX 300D EZAVILL, TR A—LEMEMIRIELES

12
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Unified CM [ZEFENT-TURKRAUMMIO—I)LT 512D VCS IZEHFEIN

IV RRACDERNE
Unified CM D&

Unified CM &SN =T /A RBTI—LERETEDLIITTBITIE. RD 3 BBEICH 1T THRELET .

= SIP SV X aTa TOTFAILERTE
= SIP S TINAREHRTE
= USRAEADEEEMEAVBERTE

SIP 529 X2 T4 TOT774ILERTE

1. [YRTFL(System)] > [F 2T+ (Security)] > [SIP 5> Exa1)F« FOT74JL(SIP Trunk Security Profile)]

ZERLET,

2. (=232 9.x KYRN[#FIFEM(AdD New)] EH)voL., FILWLWTA I 7S ILICARTEFITET
3. (9.x KB)[Et¥a 7% SIP 524 BT 74 )L (Non Secure SIP Trunk Profile) ] Z:&RLET .

4. T4—IFERDEIIEHELET .

[4 %1 (Name)]

[EtF27 SIP FS> 7O 774 )L (Non Secure SIP Trunk
Profile)]

[F131 Xt 21YF1E—F (Device Security

[3Et%27 (Non Secure)]

Mode)]

[%{S#57% %447 (Incoming Transport Type)] | [TCP+UDP]
[$1585:% %17 (Outgoing Transport Type)] | [TCP]
[#&{E7KR—F (Incoming Port) ] [5060]

[Unsolicited NOTIFY M5 7] (Accept
unsolicited notification)]

FIvIRVIREFUIZTS

[Replaces Nvy5 —®DEFA] (Accept replaces
header)]

FvORYHIREFUIZTS

5. [#&7%F(Save)]&9UvoILET,

SIP b0 TINAREHRTE

1. Unified CM T. [T/3/ X (Device)] > [F52% (Trunk) ] IZFEILET .

2. [##REM(Add New)]1 ZVUYILET,

3. [F52% B4 (Trunk Type)] IZXL T [SIP k529 (SIP Trunk) ] Z2IRLET
- [F/34 R FOka)L (Device Protocol)] IZ [SIP] MRRENZET .
- [FZ29 H—ER 247 (Trunk Service Type)] DIEEEROHLNIZEE X, [HL (T F4/LE) (None (Default))] %

BEIRLET S

13
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4.
5.

6.

[~ (Next) ] &HUvILET,

[F 734 R1E#R (Device Information)] 74— ILRIZRD KSIZH/RELET .

T 131 X4 (Device Name)

WE(ZIEL T, VCS_system % E

[7/342F—)L (Device Pool)]

([ AT L (System)] > [T/31 R F—JL (Device Pool)] TEHREL=EEY)

3— /LM% ¥ (Call Classification)

OnNet

04— 3> (Location)

([ AT L (System)] > [A4—3 3> (Location)] TEREL=EHY)

’7ybk X9 FF¥ E—F(Packet
Capture Mode)

7L (None)

AF4T B—IR—Lay IRLU B
%8 (Media Termination Point
Required)

Unified CM [ZE SN TWSIEEDE TAEEEA. VCS IZ&FIN-T VKRR
AVMEDETETA a—ILERIEFIBIETHER. COFvIRvIRESF
JITLET,

BEETINAADHH Unified CM [ZEEFSNTWDIBE. COF VIRV IRE
AUIZLET,

SRTP %&F 7] (SRTP Allowed)

COFIVIRVIREFVIZLET , HERITDWTIE, [Secure RTP
between CUCM and VCS or Expressway Configuration Example
ZSRLTEE,

[ RTOF 4T 1775 Unified CM
/—K %47 (Run on All Active
Unified CM Nodes)]

FIvIRYIREF 2T B

[2—L L—T 1> % &R (Call Routing
ig—o

Information)] > [E{E3— /L (Inbound Calls)] 74— ILRIZRD ESI1ZERFEL

AELHF (Significant digits) FRTAI)
[#E#&fIEE ID KR (Connected [F74J)Lk (Default)]
Line ID Presentation)]

[#E#: % 2 DT (Connected Name [F74I/Lk (Default)]

Presentation)]

[a—> Y —FRAR—Z (Calling

([3—JL L—F«>% (Call Routing)] > [a>kA—ILDHS X (Class of

Search Space)] Control)] > [3—Y >4 H—F X~R—X(Calling Search Space)] THRE
Lt=&8Y)
L7494 X DN(Prefix DN) <ZEH>

Diversion ANy4—EEDIUS (LI
421379 F (Redirecting Diversion
Header Delivery - Inbound)

- | FvoRYOREAUIZT S

14



http://www.cisco.com/c/en/us/support/docs/unified-communications/telepresence-video-communication-server-vcs/118877-config-vcs-00.html
http://www.cisco.com/c/en/us/support/docs/unified-communications/telepresence-video-communication-server-vcs/118877-config-vcs-00.html
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7.

9.
10.
11.

[3—L JL—T 4124 1E#R (Call Routing Information)] > [#{§3—JL (Outbound Calls)] 74— JLRIZRD KSIZE&FEL

£
SEFEE DE#R (Calling Party Selection) 15 7t (Originator)
[5&0FEE4R ID D3R (Calling Line ID Presentation)] [7 74Uk (Default)]
[30F3#& & D F= R (Calling Name Presentation) ] [F 74 Lk (Default)]
$¢{&% ID DN(Caller ID DN) <EH>
${E#& 4% (Caller Name) <ZEH>

[SIP &%k (SIP Information)] Z4—JLRIZRD KSIZERELE T,

EHETELR(L SRV
(Destination address is
an SRV)

BHRETRURIZSHLTRAM VDB ESNTLNSEE ., COF VIRV IRELVIZLE
¥, F595HZET.DNS H—/3[E DNS SRV La—FZ#EALT. KA1 % VCS DY5
ARIZBRELET

IP 7RLAA [FE5E 7 KL R (Destination address)] EL T EESNTWVRIH AKX, 2D
FryIR Y REAUIZLIRNTLESLY,

&£ 7L X (Destination
address)

<FQDN of VCS / VCS cluster>, ZE71=IZ. <IP address of VCS> # A T&EJ, SRV
La—F#FEALTHELT . ERDETEIEE T IVENHIEEIL. EI&#H)vILT
[584£ 7 FL X (Destination address)] 17&:&ML%ET,

VCS FSURIT+—LDHARBIL. TUnified CM HMEHE T HR AL 1EERE VCS SIP KA
VIZEBTE-ODITURTA—LDER (21 R—=D) THREINDHZE. CSTAR
LE=ZRLRADOBRICIECTELRYES,

&% R— (Destination
port)

5060(SRV La—FZERAYHEHEE L. EONKRTSNET)

TLEVR -
(Presence Group)

BEILEOR JIN—TF (FIE [V AT L(System)] > [TLEVR F)L—TF
(Presence Group)] THRESNI=TLELR FIL—TDOLThh)

[SIP FS2H9EF2YT470
74 IL(SIP Trunk
Security Profile)]

[EtFa7 SIP 524970774 )L (Non Secure SIP Trunk Profile) ]

[SIP Z7O274JL(SIP
Profile)]

Cisco VCS FAMIZ# SIP F7A774 )L

DTMF L5+ AR
(DTMF Signaling Method)

RFC 2833

ERIERYYTH

(Normalization Script)

ves-interop (S RTREAIG &)

[R7F(Save)] #0UvILET,

[Vtvhk(Reset)] #51)voLET,
[Vtvk(Reset)] #9019 LET,
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Unified CM ~® Cisco VCS SIP b5 VB AL AF

DSABDFTEEIEERS A BERTE

<address>@domain FX D 7L AANDI—/LEZIETESLSIZ, Unified CM [Z [V5RADTELIEERK A > 4 (Cluster
Fully Qualified Domain Name)] &% E 3 2L ELHYET . (SN Unified CM 255 RFETHBICIRLETHY . ThIC
&£>T VCS AEED Unified CM /—F[Za—LEZIETERLSITHYED),

1. [YRTL(System)] > [T2B—T54 X 7185 4—% (Enterprise parameters)] ICIBEIL. [VSRAFZLED R ALV RTE
(Clusterwide Domain Configuration)] 23 %L ET,

2. [U5REDTEEER AL % (Cluster Fully Qualified Domain Name)] %. vcs.domain LEDETH RykT—4 &M
CRASUIZERELET,

ZDINTGA=RIZ, ZDIZARED 1 DFELIFERDELEBEHEAS L (FQDN) EEERLE T, 28D FQDN [FRAR—X
TRYBBHELRHYET , KA DD /85A—4D FQDN &—FH9 5 URL 2ELER (=& X . SIPa—)L) [E. =
DYIZRAIFEEZD SRR EIN=TNNAABDINIZFOMAICH T EZERELTRHINET,

3. [RE(Save)]&0YUvILET,

Clusterwide Domain Configuration

Crganization Tap Level Domain

Clugter Fully Qualified Domain Name [P T—

VVCS Control ME&E
VCS Control MZFEITRD 3 BREETITWET,

= Unified CM ZET R A/\— V-V ZRE
= BEHYV—UITO—LVEL—TATTRRIRRIL—IVERTE
= number@<IP address of cucm> % number@vcs.domain [CZE#TEESU R T+ —LEERTE

Unified CM D RA /83— J—2 DYERK

1. [E%% (Configuration)] > [V —> (Zones)] > [V — (Zones)] ~EILE T,
2. [FHFENew)]1 &9y ILET,
3. ROKSINZTA—IRERELET HOTRTOIT—ILRIETIAIMEDEEIZLET),

£ #il(Name) CUCM A /53—
447 (Type) F+7v—(Neighbor)
7"y 7# (Hop count) 15

H.323 £—F (H.323 Mode) | A7 (Off) (H.323 [& VCS & Unified CM [ TIEHR—tShFEEA)

SIP E—F (SIP mode) 7> (0n)
SIP ;R—K~(SIP port) 5060(TCP Mi5E&)FE1=X 5061(TLS DIHE) (SIP FSU U THRESNFzAR—FE—E
LTWBRENHYET)

FS52 XR—k (Transport) | TCP &1=I& TLS, X a7 HERE LB AT AT AR ELIE S (L, [TLS] Z5&IRL
ij-o
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Unified CM ~® Cisco VCS SIP bS5 VB AHAF

authentication trust
mode)

TOXREADOBREHT | £Z Deny)
(Accept proxied

registrations)

ATATHESEE—F (Media | 52/ (Auto)
encryption mode)

SIP ZFHEEE—F (SIP 77 (Off)

E7 1 7RFL X (Peer 1
address)

Unified CM @ IP 7KL X, E7=I& Unified CM @ FQDN,

REMIZTLS #ixzERT55E. Unified CM [CK>TIRIRENSIEHAELZIET S
F=OITEREINSERITH S, BEIL. Unified CM @O FQDN Z_CTHEETAME
BAHYFET,

J—> 7a774 I (Zone
profile) ([E#5% &
(Advanced)] 29<3>)

L. ZD LSIZ Unified CM D/N—2av &Y ERYET,

- 8.6.1 XYL EIM/\— 3> TlE, [Cisco Unified Communications Manager] Z:#iR
Lij—o

- 8.6.1 £=1% 8.6.2 TIZ. [Cisco Unified Communications Manager(8.6.1 LIf&)
(Cisco Unified Communications Manager (8.6.1 or later))] Z:&RLET,

- 9.x LIETI& [ARH L (Custom)] #BIRL. ROFIEEETLET,

[a—L o5+ L—F9E E—F(Call signaling routed mode)] # [#
(Always)] [ZERELET,

FTRTOMDT—ILEET IAHILMEDFEEIZLET,

Unified CM 8.6.1 LIf&EHY BFCP(Ta7 )L ETH/TLELT—2avOHE) ITHET
HHZEITEEL TS,

CZTl&. Unified CM &ME{EIZ TCP 2T SIP #E A3 5&5I12 VCS R ELET . TLS #FEAT BHIZIL, SHBAIC
HE->TTCP MBEETZTLTHM S, ITLS ZEFLT= Unified CM ~A®M VCS Dk (25 R—I)ESHBL TS,

4. [V—>D1ER(Create zone)] &9 vILET,
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Unified CM ~® Cisco VCS SIP S 9B AH AR

Edit zone
Type Heighbor
Hop count *D u
(Hazn |
Made v
1ES |
Wode £
Port R Y ¥
Transport [Tee v ] (@)
Accept pravied regisirations iy
Media encryption maode | Auto Y|P
ICE support [of v| @
| Authentication }
Austhentic ation polcy | Do not check credentials ¥ | | i)
SIP authentic ation trust mode i)
| Location |
Peer 1 address (105015722 | (g
Peer 2 address | | &
Peer 3 address | | @
Peer 4 address | | &
Feer 5 address | | &
Peer 6 address | | @
| Advanced |
Zone profie | Custom v (D
Monlior paer staius U
Call signaling routed mode i

18



Unified CM ~® Cisco VCS SIP 5298 ALAF

Unified CM R /N\— V= AO—)LEIL—TA42 7§50 DERERIL—ILDIER

BRFIL—ILT, ZOFA/3— Unified CM &> THREINDLSICEBEBESH LU URI OFEENEESNET , RM/\—~DE
{ERTIZ. URI bV RIA— LT BI=HITFERATEIELETEET,

CDEABITIX, TVCS Control IZEFINITURRAUMNEOOa—ILDEIE (5B R—D) THRESNIZFSURTA—LIZED
T EA4VILXEF LT URI 2= number@vcs.domain [ZHYET,

1. [E%5E (Configuration)] > [# 17 JL 75> (Dial plan)] > [#%JL—JL (Search rules)] [ EILET,

2. [#HENew)]Z2UvILET,

3. O—JL# Unified CM IZIL—TA2 T F5E52. RDEKSITT4—ILFERELET,

JL—JL4 (Rule name)

CUCM ~DJL—k

£ BH (Description) 51 :Send 3xxx@vcs.domain calls to CUCM
FS5474 V)T« (Priority) 100

ZokajL(Protocol) FE (Any)

Y—ZX (Source) EE (Any)

YOTAMEIBIIShZBENHD
(Request must be
authenticated)

AR — > TC DR EEEET B

E—F (Mode)

TIAYFRPD/NZ—> vwF(Alias pattern match)

13— B4 (Pattern type)

Regex

NZ—2 X F 5| (Pattern string)

(3\d{3})@vcs.domain(.*)

13— B (Pattern behavior)

FELL (Leave)

([F5R2DFTELIEEE A2 4 (Cluster Fully Qualified Domain Name)] T>
B—TSA R 185A—HIZ&Y, @domain K D7 KL RZ Unified CM TE{E
LET)

EEICT—835HE(0n =1L (Stop)
successful match)

g% 5/ —> (Target zone) CUCM #+7v—
K K8 (State) [& % (Enabled)]

4. [BFIL—ILDOER (Create search rule)] 22 vILET,

M= DL TIL, TVCS Administrator Guide] DT Zones and Neighbors IDIEZ S B L TLELY,
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Unified CM ~® Cisco VCS SIP b5 VB AL AF

number@<IP address of cucm> % number@vcs.domain IZZE#3 550 R T4+ —LDERL

Unified CM H\5 VCS [Za—/LAEEESN S E, O—IL/\yY TRL A number@<IP address of cucm> ELTRENET,
VCS IZ&8FFADIVRRA U bNa—ILEIRTIHE (L. VCS BAEDI— /L% Unified CM IZIL—T 425 R\wHTERITNIER
YFEF A, ZD=DICIE. TELRADRAMUE S D IP TELRZHIRL. ETH4 FAVEEMTIHENHYET (FHI=LY . BX
FOBFIL—ILA Unified CM [Ca—LEIL—TAVT TEET) MU RTH—A—LaV BN ERRE:

1. [E&%E (Configuration)] > [# 14+ JL 5> (Dial plan)] > [F5> A F4+—L (Transforms) ] (CFEILET,

2. [#FHFENew)]1&#9UvILET,

3. T4—IRERDELSIZERELET,

FS54 A1) T4 (Priority) 3

£ 88 (Description) FEZIETREAL~AD CUCM IP]

1853—> 347 (Pattern type) Regex

188—23CF 3 (Pattern string) | (.*)@<ip address of Unified CM>((:];).*)?
Unified CM 25X 2DFERAFIZ, regex (ERERR) £, FHTHTXTO/—FD

IP 7RLRIZHIETBHERHYFET (LA E, (@
(10\.1\.2\.22|10\.1\.2\.23) ((:];).*)? &) o

13— B)4E (Pattern behavior) | Z# (Replace)

XFFDEH (Replace string) | \1@vcs.domain\2

R iE (State) [%E %) (Enabled)]

4. [FSURTA—LDER (Create transform)] 25Uy o LET,

Create transform iou are hare: Confieeration * Dl olan * Trarsiorms » Crasfe (ransiomm

Condiguin sthon
3
CUCH P fo dioman i
Regex &
e i & | [ "B nddress of CUCKE([ L) "7
== bebawiar Replace b 1
1@es domair

Enabled W

Create fransionm | Cancel |

TAMO—)L

WEL Unified CM RIRES (3xxx) [Z VCS TURRA VMDA AL BT ET, VCS Control [ZE RSN TLVDSIURKRAY
kHviS ., Unified CM [ZZE SN TWBIVRRAUMITFAN 3—IILERIELET,
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Unified CM ~® Cisco VCS SIP 5298 ALAF

VCS [Z&fFINT=TURRAMZa—ILT 5= D Unified CM IZ&ExSh
T RRALDEIE

VCS Control M FE
Unified CM MBI AR ASIEFEHRE VCS SIP RKAAUIZEBRT B-ODN SR ITA—LDIERL

ZDFZURTF+—LIE, Unified CM M552{ELT- URI & VCS OO—AIL V= THEASNIHBER (RA/\— V-2 TRESHh
BB ICEHLETS,

Unified CM M5ZELT- URI DR AASUE DL, FNBEED SIP FSUUBREICEYVELZYZET (TSIP S50 FINARADEHRE |
(13 R=D))ESBHBL TSN, #0186, Zhld VCS O IP address:port, EFf=I& VCS h VCS Y5 RX4®D FQDN [ZHYET,

ZDBITIE, 4xxx@vcs-name.ves.domain:<port> O T Unified CM M52{ELT- URI EEBEL. TheEx
4xxx@vcs.domain IZE#LEYT,

1. [E&5E (Configuration)] > [# 1L TS5 (Dial plan)] > [F5> X T4—.L (Transforms)] [ZFEEILET
2. [#FHRNew)]1ZVUvILET,
3. J4—LAFRERDELSIZHRELET,

§iBA (Description) Unified CM AR T R AL 1EHRE VCS SIP FASUIZEE

754 741) 71 (Priority) S5HEDBENTSAATAEHRELET (COMSURITF—LDTSAF )T,
A—AILBELIUVRAN— V= DRRISEASNDITRTDOIS D AT —LDFT
THHIBENHYET),

1\32—> 347 (Pattern type) Regex

RB—2 35| (Pattern string) | 1 (4\d{3})@vcs-name.vcs.domain(:.*)?

1N\a—28){E (Pattern behavior) | & (Replace)

XFFDEH: (Replace string) | #1:\1@vcs.domain

K K8 (State) [E%1 (Enabled)]

4. [FSURTAH—LDER (Create transform)] 22y ILET,
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Unified CM ~® Cisco VCS SIP b5 VB AL AF

Create transform

Configuration

Cormver Unified CM supplied domasn

Rigay =

Al G cs-namay

Replace -
1i@Cs daman

Enakied =

Creaie transionm I Cancel |

Unified CM D E&5E

Wiou ang here: s ¢ Creale ranaform

nfarmalion 1o e YOS 5P domain :

S o 57

Cisco Baam L VCS OESICERZTMNTHEXEFH

Unified CM [ZTL 7407 REMBL HEDTL T4V I RIZEINTA—IE SIP FSUOIZV—TA2 T HEIIRETEE
T o dxxx ELTH AV ILENT=a—)L%E VCS [TL—T 125 F %L Unified CM £E&ELET .

1. Unified CM T.[3—JL JL—F 1> % (Call Routing)] > [JL—k//\ >k (Route/Hunt)] > [JL—k 734—> (Route

Pattern) ] IZBEILET .
2. [#7F8M(Add New)] &9V voLET,

3. Axxx IZEAVIILEN-a— L E(BIEBEEZLEEHETIZ)VCS FSuITIL—T405 33 E3(2I—bk 12— %R TEL

ij—o

133 —> 58 % (Pattern Definitions)

JL—k/332—2 (Route Pattern)

4XXX

JL—bk 13—F 133> (Route Partition)

([ RTF L (System)] > [T/31 R F—JL (Device Pool)] THELI=&
&Y)

£iiBA (Description)

WEIZHELD (FEZIF 4 xxx ™5 VCS SIP S ADIL—T124)

[F*—k9zq1IL—F) R
(Gateway/Route List)]

VCS Control I2a—)VEIL—TA2 T T B=OITBERNSY

[a—I/LD % # (Call Classification)]

OnNet

[SE8845 1 L b—> DR (Provide
Outside Dial Tone)]

Iz

[BF{ERIFS R T+—+*— 3> (Called Party Transformations)]

[B 2 04l (Discard Digits) ]

< %L >(< None >)
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Unified CM ~® Cisco VCS SIP 5298 ALAF

~ Pattern Definttion

Route Pattern™ A

Route Partition LABCHS b
Description Rioubs 4 xx 16 W55 S Hunk

Numbering Plan

Route Filker
MLF# Precedence™ | Dpfault hd
Gateway/Route List™ | vC3_gysten w | (Edit)
foute dption & Route this pattern

: Block this pattern Mo Error w*
Call Classification™ Onlet ¥

Dnlluw Device Overnide Dmede Cutside Dial Tone Ll Allow Overlap Sending DI.In;znt Pricrity

Clrequire Forced Autharization Cade
Authorization Level* o

DHequlr: Client Matt=r Cods

rCalling Party Transfarmations

r‘USﬁ Calling Party's External Phons Numbar Mask
Calling Party Transform Mask:
Prefiz Dgits (Cutgoing Calle)
Calling Line 10 Presentation™ | Default -

Calling Mame Pressntation® | pefault il

rConnected Party Transformations

Connected Line 10 Presentation® [ Default -

Connected Name Presentation™ Diefault L
rCalled Party Transformations

Discard Digits = Mone = w

Cisco BEEM D VCS FASUADE A )L DFFA

RAA> ves.domain 2RI 224 E ., 1E#HR%E VCS SIP FSU IR IET A EAH S E%E Unified CM [2{EZ5 SIP JL—F
INB—UEBRTELET, COREF. KASUHH D SIP URI EHR—rFTBZIURRA UL DF AV IILEHFTL. BED T T
UG5t B VCS ADYIN—R IREESI-TB:=HIZHETT,

1. Unified CM T [3—JL JL—F«>% (Call Routing)] > [SIP JL—k /34— (SIP Route Pattern)] IZ#ELET .

2. [#REMm(Add New)] #H2UvHLET,

3. J4—IFRERDESIIZERELET,

NE—2DfELNS (Pattern Usage)

FXAL> Jb—F 122 (Domain Routing)

IPv4 /32— (IPv4 Pattern)

I—ILDRA (F=&Z (X ves.domain)

Jb—k 713—F7 133> (Route
Partition)

TI#4ILME [< &L > (< None >)[(F1¥)L TS HIBRICIHECTERE)

SIP 5% (SIP Trunk)

VCS Control [2a—)L&IN—TA42TFH1=DITBERNSY

4. [R#F(Save)] &Iy ILET,
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Unified CM ~® Cisco VCS SIP b5 VB AL AF

rPattern Definition

Fattern Usage Domain Routing

1Pwd Fatbern® w5 doman

1PwvE Pattern

Dascrphon WS system domain

Foute Partition LABCHE -

SIP Trunky/Route List™ WCS_sysism - {Edit}

Edock Pattern

~Calling Party Tr i ti

Use Calling Party's Extarnal Phone Mask
Calling Party Trarafarmaticn Magk

Prefix Digits [Outgoing Calls)
Calling Line I Presergstion™ Defauit -

Calling Line Name Presentation®  Dafault -

rConnecled Parly Translarmations
Cannectad Line [ Presentation® Default -
Connect=d Line Name Fressntaton®  Default -

:szwe Dcletecum- i.ﬂddﬂ:w:

Unified CM [ZZ SN TLBIURRA2 A nnnn@vcs.domain 124 1 JLF B &, Unified CM (&,

nnnn@<FQDN of VCS>:5060 (TCP) &1=I& nnnn@<FQDN of VCS>:5061 (TLS) &L T, #Ma—/L% VCS I2IL—TFT125 L
F9(SIP k520D [585FL X (Destination Address)] EL TRIMNFBRESNEMZE>T, KHOYIZKALU M VCS D IP 7RL
RIZIEBIELHYFET),

ZIT. dxxx@vcs.domain ELTEEFINTLVS VCS DIURKRAU ML T, Unified CM MoI—LERIETHIENT
=FET,

TAMO—)L

Unified CM [ZE RSN TSI URRA RS VCS Control ITEBRIN TSIV RRA UM, 7R I—ILEFHELET,
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Unified CM ~® Cisco VCS SIP 5298 ALAF

TLS Z{#EFALT- Unified CM ~A®M VCS Mk

COFIETIE. VCS & Unified CM T TCP M E#MEMEAL TL\S. BBITDREFHL AT LERY LIFT.TCP DKHY
(2 TLS ZEAT2LSITEKREER T ZHRITOVTHALES . COTAERICIE. ROEENBETT,

= Unified CM & VCS B {E(EiIRAE =R

= Unified CM @935 Xal) T4 T—FZ 1 [CRECREE—F)

= Unified CM T SIP k529 ¥ 2T« TOT7AILEETE

= TLS #{#MAT 5&5IC Unified CM k5> %% VCS IZE#H

= TLS #EAT5L5IZ VCS DA /38— Y —1% Unified CM [ZEHT

Unified CM & VCS B D{EFEEEBAE 7R

Unified CM & VCS &0 TLS tHEEHREZHENL T 2=ODEHIL. LTDEBYTT,

= VCS & Unified CM OB ICE Y —/\FIAEAO—FSN TV ARENHYFET (VCS DT I+ /LEDHY—/\FIAE
EAMGY—/ERAEICEERADIDELHYET).

= VCS [& Unified CM Q4 —/\FIBBEF{EFE T HDHEHNHYFET (Unified CM H—/\FEBAED )L— CA % VCS [ZA—

FIORENHYET )
= Unified CM [, VCS D4 —/\GIRAZZEH I SR ENHYEY (VCS 4—/\GEBAZ D /L—b CA % Unified CM [2A—
FIERENHYET )

SIBAEZE M O—F ., BRUVEREEE (CA) A SEIBAEZEET 57-6IZ VCS T CSR #4£ /T 25D EEMICDLNTIL, [VCS
Certificate Creation and Use Deployment Guidel%#5 L TEELY,

EVTRRMESNIBRETIE AR OET//—FIZERIIC CA SEBAZ LY —/\SERAZZ AV R =L DRENHYET
ERBRRECTACERMAZEHALGVNIEZERGERLET,
VCS [ZH—/\iEBAE LEREIBASEZ0N—F
VCS H—/\fIBAE
VCS Tl&. Y—/\FEAZE (& 1 D23 TT . TIAIATIE. COY—/GEAZE—BMGRIIRIC L > TEAINIIRAETY,
COAELERTELRA/MNERML-AIAEICEE A LEHELES,
H—/EIAEET7YTO—FTBICF. ROFIEEETLES .
1. [*g;j]z—;—;x(Maintenance)] > [F 2T «5EBAE (Security certificates)] > [¥—/\ZEBAZE (Server certificate) ] [Z

2. [HFREIBAZED 7y O0—F (Upload new certificate) ] £ 3> ® [ (Browse) ] h2 % {HFHL T. server
certificate PEM 77/ JL&&RL. 7vTA—FLET,

3. NEURTLEFEALTCIAEZERER(CSR)ZERTBIHEIE. Y—/\FIAEFESLT 5O EMALT- server
private key PEM J7 4 )L4: 7y A—R§2ENHYET (LLATIZ VCS #ERALTIDHY—/\EEBIZE D CSR Z1EmKL
TW=BEE BEX— I7MULABBMICERSh, RESLED),

— server private key PEM 774 J)LD/NRT—KRI(FFE LT TEELY,
- IAZELERDETRE. —\BEF—2T7YIO-FTEFEA,
4. [H—/\SEBRET—42D 7 v 70—k (Upload server certificate data)] #%2'J v LEY,
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Unified CM ~® Cisco VCS SIP b5 VB AL AF

¥ :Unified CM /3A—<3> 8.5(1) LIRTZEALTEY. VCS & Unified CM fEITO TLS EDRELICRIBENHIESIL. RD
X509 ¥R F—EM%E CSR ITIEMT A LEBEHLET,

= serverAuth (1.3.6.1.5.5.7.3.1): TLS Web H—/\523

= clientAuth (1.3.6.1.5.5.7.3.2) : TLS Web 4547525

= jpsecEndSystem (1.3.6.1.5.5.7.3.5) :IP #¥al)F74 TR L RT L
VCS M{ERETES CA BIAE
[{E#ETZ% CA SEBAZE (Trusted CA certificate)] R— ([A2FF > X (Maintenance)] > [+ 1) T 15EBAZ (Security
certificates)] > [{S38C&% CA FEBAZE (Trusted CA certificate)]) T, Z®M VCS ANEEET SRILE (CA) DIIAZE DY RMNEE
BTEFET,VCS ~0D TLS EHE CIHBAZ DKM BEDIZE (L. VCS ITTRIIIAENZDIVRADIEFRETES CAIZEST
ZBRAINTWARENHY. 52, )L—F CANDELHEEF— (F/H CADBFELTVWIRELHYET,
Unified CM H—/\SEBAZ®D)L—k CA % VCS DIEFETES CASIRAZEDYRMIA—FTE2RENRHYET,
1 DULED CAIBAZEFSLHLWVI7MILETYTO—KT B2, [BE (Browse) ] THEY PEM 774 /LES ML, [CA T
BAZ M BN (Append CA certificate)] #2 v LET ., COFIBICEK> T, CA SEBAZEDEEEDY RAMIHLWEBREZEBMLE
T HEDRTESLIVY IOV NOBRGFOMHEELR BT HIHE L. FEICTUROEREZHIBRTILELHYET,

Z M Unified CM EBIET ST RTD VCS T, ZOTOERE#EYRLET,
Unified CM [ZH—/\SEBAZE L{EHEEIFAE A0 —F
Unified CM MiEBAZEEE (L. [Cisco Unified OS & (Cisco Unified OS Administration)] 7 )4 — 3> TEITLET,

TARTOREFOEREL. [£F21) 71 (Security)] > [FEBAE EHE (Certificate Management)] T—RRRSNEY , Y —/\iL
BHEDZ1T & certs. (E88TES CA SIBAZ DA/ trust-certs TY

Unified CM H—/\fIBAE

T I4ILRTIE, Unified CM B B &4 Y —/\S[BAZE CallManager.pem NA U RAh—)LENFET, COIHAELFEETESHEE
AR LERSNIIHAECESRASIEFHELET .

Unified CM {EETZ% CA SIHAE
(FFO—FLTULVELMES)VCS DIIBAEEHITLI-H4BEDIL—k CA SIBAZEZ0—K T 3IZ[E, ROFIEEEITLET,

1. [SEBRZ/FIBAEZEF—> D7 v7O—K (Upload Certificate/Certificate chain)] 22w LEY,

2. [CallManager-trust] @ [EEBAE 4 (Certificate Name)] Z:&RLET,

3. [BE(Browse)] &#%7)voL.VCS MAEZHKITLI-HEDIL— CASIAELETI7MILERRLET,
4, [Z74ILDF7vFO—K (Upload File)] #9JwoLET,

VCS L@IET BT AR TH Unified CM H—/N\T, ZOTAEREEVIRLET . Thid, BE. CallManager ¥—EXEE{TLT
WBTARTH/—KTT,
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Unified CM ~® Cisco VCS SIP 5298 ALAF

HDS5ARR X274 E—FEREEE—FIZERTE

TX2T7 TNAREFELF2T TS REMAZERTED LS9 BIZIE. Cisco Unified Communications Manager D95 X4
EFRAET—FIZTDIRELAHYET, hiZkY. VCS & Cisco Unified Communications Manager DN~ T7+—DE
SIEA T HEIZAYET , VCS & Unified CM BIDARR b T4 —ES{EDOERHEHRIZDULTIE., [Secure RTP between
CUCM and VCS or Expressway Configuration Example]Z& Z&<f=&0y,

/N—232 10.0 TlE, CLI #FALTISREAD X1 T4 E—FELEETEET, FREYRTD/N—230 Tl 458 %2
T4 E—FEZEEFBIZIE. Cisco CTL V547U TSV AL EFERTIRELBYET . t¥aUT0 E—FEEFTHLCTL
T7AILDEFEINS =8, ZE%IZ Cisco CallManager & Cisco TFTP H—ERXZHBEHTIVEAHYET,

TOERDOBEFUTOESYTTN, BELD/A—2a> D[ Cisco Unified Communications Manager Security Guide]
(T'Cisco Unified Communications Manager (CallManager) Maintain and Operate Guides JX—Y TAFAIRE) S LT
Jir={ AW

1. N—FIz7DEFaUT4 b—=0272E  Unified CM NT)yiy /—RADT 7 REERBLET (CTL Y5472+ T
SUAVERRALTVSIER),

2. (10.0 &YHi)Unified CM M Cisco CTL 95472k T35 A0 F 90 0—RLTAV AR—ILLET,

3. BEAEFEAR—TIVIZTBICIE. CTL Y5A4T b T35 AVEETLET, 10.0 LIETIL, CLI T utils ctl set-
cluster mixed-mode Z{HFFHTEET,

Ciseo CTL Chent ol

CISCO

Cluzter Security Mode l

(¥ Set Cizco Unified CallM anager Cluster to Mixed Mode

" Update CTL File

Help Cancel M et

4. CTLI77ANEEHLFET (FS5 12 F =% utils ctl update CTLFile Z{FF),
5. Cisco CallManager & Cisco TFTP #—E XZB#281LF 9 (Cisco Unified Serviceability #{ERALT),
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Unified CM T SIP k529 ¥al)74 TAI7AIVERTE

Unified CM T, XD FIEZETLET,

1.
2.

5.

[Cisco Unified CM M & (Cisco Unified CM Administration)] Z:&iRL . [#8&1(Go)] #/)voL TRy (o LET,
[ ZAF L (System)] > [E¥ 2T« (Security)] > [SIP k524 %254 FOT7AJL(SIP Trunk Security Profile) ]

EERRLFET,

(#7380 (Add New)] #91voLET,

T4—ILRERDESIZHRELET,

[4#1(Name)] CNDBESILSh=TOI7MILTHIILETT B,

#BH (Description) WEIZRLTHRATIRMEAALET,

[F 122X )T4E—F BEEE (Encrypted),

(Device Security Mode)]

[Z &% 517 (Incoming TLS

Transport Type)]

[3{S#5:% 417 (Outgoing TLS

Transport Type)]

[FAL X RRIZA$E AIDFEFICLET,

(Enable Digest

Authentication)]

X.509 DY TxHL4 (X.509| VCS WEHEDIIBAEICANT Y IO E I I IMDREBLEIRELE
Subject Name) T, VCS VSRADIGEIX. TRTOETDIHREZIZEFNTLBEFTHAIDY R

FTRTEENTWNDIEEREELET . EHD X509 EEIEBETBICIE. AR—R A
U, tEIany, FEEA0VTEREFNDOLRIZRIVET,

[&{&R—b (Incoming Port)]

5061

[Unsolicited NOTIFY @ &Fal
(Accept unsolicited
notification)]

FvORYHIREFVIZT D

[Replaces NyF—DEFa]
(Accept replaces header)]

FvORYIREFVIZT D

TOMDINTA—5

ZFOMTRTDONGA—EEZFTDFFIZLET .

[R7F(Save)] #0199 LET,
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TLS ZfE A9 % &3 Unified CM k52 9% VCS [CE#h

Unified CM T, XD FIEEZETLET,
1. [F/31 R (Device)] > [FZ2 (Trunk)] IZEBEILET,
2. [#FEFind)] ZFAL.FIOFIET VCS ~DFSUYRICEELET NI RBEEIRLET,
3. ROI4—ILREZRELET,

[SIP 15%R (SIP Information)] 433>

[#E#EsER—bF 5061 (DNS SRV ZHALALMES . DFEY SRV La—KFMRELLEEINTNAIEAERTE
(Destination Port)] | 51%4&),

Unified CM M/3—232(2&> Tl TLS SRV Ly o7y T2 £ TEANIEITEELTWES
LY, SHIZDULVTIE, TUnified CM AY SRV kS MD5EEEFR T HEO TLS —/LDT
F—1(36 R—=)EFSHBL TS,

[SIP M52 9t%al) | LETERELLNVY TOT77/ L ERIRLET,
T47BI774)L(SIP
Trunk Security
Profile)]

ZFDDINTA—2(E, BIOFIBTHRELI=FFICLET,
4. [R#F(Save)]&VUvILET,
5. [Utvk(Reset)] &Y voLET,

TLS A9 5&512 VCS DARA /38— J—2% Unified CM [ZEFT

TCP #4rL T Unified CM &B{EFTH, VCS (& Unified CM YV —U D7 974 T THAHELR—I T HDTEEL TS, R
DEREL.TLS BHEDEEEEMNITHHITBHETT,

VCS TROFIgEETLET,

1. [E%5E (Configuration)] > [V —> (Zones)] > [/ —> (Zones)] [C#EIL . Unified CM ~ADY —2%&IRLET,
2. ROI4—IKREBRTELET,

[SIP] Y>3

~"—k(Port) 5061
FS5> ZRR—k(Transport) TLS
TLS #REEE—F (TLS verify mode) 7> (n)

SIP #2EE{S#ETE—F (Authentication trust mode) | 7 ~>(Off)

ZFD/DINTA—R(X, BIOFIBTHRELI=EFFICLET,
3. [®7%E(Save)] &VUvoLET,
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TLS G IMERIRETH S EDHEER

TLS MEHICEELTLBILERRT BIZIE. VCS Y— LR—FDRF—ERBT 71T ThHBIEEFTyILT, TR
a—)LEREINRELET.
1. ROEKIIZNVCS Y= DBTIT4TTHIIEEMHERLET
a. RODIEIZFBEILET , [EXE (Configuration)] > [ —> (Zones)] > [V —> (Zones)] ,
b. Y—2® [SIP RT7—42X(SIP status)] ZHERELET .
V=TI T4TTHWNEE . BE. Unified CM TS 0% ybEIEBREEL T,
2. VCS IZEHINTWSIURRAU DG Unified CM BEEICT A a—ILERIELET,
3. Unified CM M5 VCS IZBHINTVSIURFRAUMITAS a—LERELET,

VCS DARykT—9
Z® Unified CM 239 % VCS KA/ A\—DERIZ VCS DRy T—ohHIIEE . ROVWThNETLET,

= Unified CM [ER=v kD —0 T &ELIIL—T125 E—FR) EDITRTH VCS DIIAEZEBEITIHLELHYET,
EJFEN

* Unified CM @ VCS RA/N— V=V T FI VT ETBICIN—TAV T TEBRENHYET , RRICIE. COFIETIE
Unified CM AD7—k x4 ELTID VCS #/ELFET . ChFHEINDF T30 T, Cisco Unified
Communications Manager & Cisco Unified Communications Manager (8.6.1 LIE)DJ—> FTOJ7 ALK, o5+
oG ETBIZIN—T1oT T BEIITHERBRESNTLEDT, CA6DTAT7MILOVT A EERT HIEEIL. BN
DEEFLEHYEE A,

Unified CM IZ& kSN =T R R4 EADIEES{La—IL
Unified CM [Z&8FEN =IO RRA VML TSIP %27 FAI77M4IL 12 FRAL T BEILSh=AT47HELUa—/L T
I—aVvE BT ALSICHRESNIBENHYET ., COESETOT7AINET IHILNTHERATELRLE AL, [V AT A
(System)] > [t¥F 2T« (Security)] > [EEEt ¥ 2T+ (Phone Security)] TTAI7MILE BT IHENHYET,

Cisco CTL 547U bDERASLIVEFLTHBEIEDT=HD Unified CM DERTEIZDLNTIE. [Securing Cisco TelePresence
ProductslZz&RBLTIZELY,
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Unified CM Ayt— H A XHIE D FER

ETZARA®D SIP Ayt—21F EFI—ILAD SIP AvtE—T KYIERIZKEL 52, Cisco TelePresence H—/\HETH Ry
b —OTCERAESNDEZICIEEICKERYFET,

Unified CM T [SIP KB EAvtE— D41 X (SIP Max Incoming Message Size)] % 11000 [ZRESN TSI EE. R
DFIETHERLET .

1.
2
3
4,
5

6.

il
]

[ AT L (System)] > [f—E R /35A—%(Service Parameters) ] [ICEEILET
ZETHY—N\EERLET,

H#—E R&LT [Cisco CallManager (747 +7) (Cisco CallManager(Active))] #2#IiRLET
[FH#BE%E (Advanced)] 29w ILET,

[95ABTAK IR5A—B (T /314X - SIP) (Clusterwide Parameters(Device - SIP))] T. RD&3(ZT74—ILFEHREL
i‘?_o

SIP {KEIEAvt— ¥4 X (SIP Max Incoming Message Size) 11000

(R (Save)] &0y ILET,

Cizco Unified CM Administration

FarCisce rhied fommunicstions Solutisns ' ¥ 11 -

aﬂ-ll Calfiodng +  MedsFascucel ¢+ Advinoec Femuds + Owvoe ¢ Appikcelon - Uner Manegeneni =

Service Paraseter Copfigeration

i sandirieon = fEp s

w s
m an
S Targ - e TiErrg
11000 L1033
100
Sared 51F Phucet TTL in S0E * Faia - Falia
Brbeeaft Py Bl §ogiration Tavds * T ]
Mirsasr U0 [virvian Tiner * L
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8% 1: ST a—FTa25
VCS Control ®@O—AJL a—)L D EL:REE
[# R FEFE (Search history)] THEAIN TSNSV R TA—LEHERT S

H323 @ SETUP/ARQ /LRQ M. E=[Z SIP @ INVITE/OPTIONS MoBAEIN-EEDRRIZ. BEBEIVNINRES
nEJ,

1. [RT—RZX(Status)] > [#RZEFEFE (Search history)] ICBEILET
YY) —IZ BREXTBFIVRBEI—IDIATRE, BEIA)TABNBRHIN=NESHNREINET,

2. BEIIREORITEERLET,
BREODRITOREEEIZ. RONBHLRTINET,
» EEO—LOFM
= BEEFRJ—HhA—H R — Ff=F CPL [CE-THEASNBFS VR TH—L
s RIZEALTHRESND, FSURTH—LSN-BERSEEE—BTIBEIBEZTDYS—>
- Y=V ERAINDAREELRHDINT R TA—L
- BROMof=mhREO2MSHELHADRTF—ER
- BohohpokBE. VU OREBGEICRTINGLDEAHEDIS— a—F
— OA—)LEZITANARELGY —U N R OMBET, FIEV—VDEENTRTHITEINEIETRYIREINS
(EBIERRDBS. V- bDREMNMESFER H.323 ICKUIETINTIEE . F-1& SIP ERADIGEH 2xx
THWMEE . BEDAT—42ZX M Mot found JIZHERZEAHYET)
BRRIZRDELSITRENDES

= f&t:False(Found: False)
= HH:480 —FFMICFEHATEE A (Reason: 480 Temporarily Not Available)

VCS DYV —2 YoOMNELLEYRTyTEINTWVENWAIEEEAHYET . IV RS54 D xcommand DefaultLinksAdd 31T
LT.VCS OT7AIb V—UIZhBR) U IERTEL. SLICERFEADMD T —2 D) OB HERLET .

£ H.323 a—LIZDE BREEBREIZ 2 DOIVNINH B EITEELTLESLY,

= B&#IX ARQ DIUM)THY., TVRRAVENE DM ot=MEINERLET,
= 2FBIE. ZEBICO—LVEL—T4T T BT ITDIURNITT,

ARQ BRERFVVELRFI D IFBIBIRER T VO IOBNFEELAGD., FEV O IFEHEA TS TEEVNGS ., DB
TYTRRENKRBLTHRBBT D ENHYFET.

£ SIP 3—JLIZIEZ.BE SIPINVITE D 1 DOBREBEOADHYET,
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[{&EEFEFE (Call History)] TO—ILDEHZEERT S

1. [RF—%ARA(Status)] > [a—JL(Calls)] > [BFE (History) ] IZ#ELET .

YR —TIE EETI—ILDIAI)TREREI—ILDIA)T R, BERME, SLUTORILERLET (TRTOHRE
BREZEHAET),

2. RICEHETZ2—LHTHELUBEET S 3—/ILOaAVR—RUMEERLET,
CHFFEI—IEREI—IL LYTDERE LY — W—Ta2 T TV =2 —T4 T ERLET,

IS5— DR

Web 7594 T [RF—4A(Status)] > [A4 (Logs)] > [A R+ O% (Event Log)] IZHEIL. 7OERTERARU OF%HE
ALEY,

O—J)LOL—X
VCS T® SIP/H.323 LRILDA—ILE N —RXTF B

1. [A>TFF > A (Maintenance)] > [2#7 (Diagnostics)] > [2#r0 4 (Diagnostics logging) ] IZFEILET .
2. FTFL3 T [AF S HIC tepdump FERER (Take tcpdump while logging)] Z#IRLET .

3. [#HOJ %A%k (Start new log)1 29y ILET,

4. (EB)T—HhH— TXRMEAALT. [¥—h—%EM(Add marker)] 2y ILET,

- BEOTITIETADRITINDAEINZ, Y—H—HEEZERALT. QY J7MLIZOAVE THERMEEBINTEET .
X, Foo0—RESnf=28HnY 774\ CEET 5 1Ha F% CHANTIDIZRIBET,

- PHOJOETPIC. BBEEFI—H—ZBMTEET.

- Y¥—Hh— THXRHEpEBUG MARKER |24 E—#IZOJ ITBMSNET,
5. ZHOJ TN —RTEVRTLOMEEZBRLES .
6. [A45 MiE1k (Stop Logging)] 4y LET,

7. [B5 DA O—FK (Download log)] %4y LT, A—AJL I74IL SRTLIZBWOY 7—hA T2 R ELES .. 7—
HATERETAISIICERSNFEFT (EEOREBIX, TT59HICK->TELYFES),

Cisco TelePresence Server [Z&5a— /LD KB

Cisco TelePresence Server MM SIP Ayt—Ih, 5,000 /3 +E#Z TS ETEEENRHYE T (ZDH A X(Z. Unified CM
D [SIP BXBIEAYE— B4 X (SIP Max Incoming Message Size)] TRESNZTI4+ILMETY),

[SIP ZERBEEAYE— B4 X (SIP Max Incoming Message Size)] ##&1LE T, IUnified CM Avt— H 4 XHIEDHE
131 R=)EFSBLTIZELY,

In-Call MRIEE
Unified CM QETAEBEMND VCS [Za—ILAEREEINAEEIZ, a—ILNEESND
Unified CM & VCS 1D SIP FSUOTDATAT Z3—3%x—230 RAVMMTP) DFERAMNEREINTLVEWLE S T, Unified

CM @ SIP 59T DTMF L5+ AR D [MEIEELL (No preference)] ISERESN TL 5L, Unified CM [EAT AT
#Ri%7R4 >k (Media Transfer Point) DERZEH&# 578 . a—ILHKRBLET,

CNERRIRT BIZIE. Unified CM M5 VCS ~D SIP k54T, Unified CM @ DTMF 5+ 5 AR A RFC 2833 2R 7E
SNTWAIEZHERELET,

34



Unified CM ~® Cisco VCS SIP 5298 ALAF

Multiway [2&% Unified CM ZURRA UMD EEBEADSMBKKT S
FYRT =N TYTEN TSI EERERLET, [45% 5:Multiway XU Unified CM | (45 R—2) QERBRIZHEWLET,
Unified CM oD E TA RE HVELY

Unified CM )—2 3> (CETA a—)LIZBLi=tyiay Evk L—ARESK TSI EEFHELET . [ETA4 a—)LADE
Pistviay Evb L—rEERLT)—2avEREI(11 R—=2) OFHBIZHEVET,

RTMT Z{£ AL 7= Unified CM TORL—XDERF

RTMT [FY AT LDIREEDEEFR S, Unified CM BSD T STDRREAT DIREEITSH=OIZHERTESY—ILTT, Windows
& Linux OFEADN—2avBAEESNTLVET , Unified CM [FL— AR R EIEE T ALIITHEBEINADESAHYET,

FL—REHZIZT B2 D Unified CM DEETE

1. Cisco Unified CM (A5 A2 LET,
2. [FEH—> 3> (Navigation)] KOy T4 ™2 T, [Cisco Unified Serviceability] Z:24RL . [#881(Go)] 4 voLET,

3. [FL—RDEBEDFSTILY 2—T 124 (Troubleshooting Trace Settings)] X—< ([FL—X (Trace)] > [FL—RD &
EDLST IV a—T 124 (Troubleshooting Trace Settings) ) IZf#88ILET .

4. [TRTOY—EZRDHER (Check All Services)] FxvIRwIREFVIZLET .
5. [R%E(Save)] &Yy ILET,

RTMT (Real Time Monitoring Tool) DA > Ak—JL

1. Linux Ff=I% Windows PC #{#RL T Unified CM [CRJ A/ LET,
2. [7FUr—i 3 (Application)] > [F54 1> (Plugins)] ICFBEILE T,

3. [ZATHAES L HT(Name begins with <blank>)] & [A 2V AR—ILERIL TS5 1> 447 (Plugin Type equals
Installation)] ZA AL, [#% (Find)] ##RLET,

4. WEIZIELT [Cisco Unified CM Real-Time Monitoring Tool - Linux] E7=(% [Cisco Unified CM Real-Time
Monitoring Tool - Windows] @I rJ[ZR9A—LLET,

[#9>0—K (Download)] U2 9%&5)vILETS,

Aovn—kEntn, Foo0—RENFAVR—IL T7MILVERTLET,
AVR=IL V4 F—FDIERIZEVET,

SETLEL.[5ET (Done) ] &V v IL T AV R R TLET,

® N o o

RTMT O E1T
1. RTMT #ETLET, (F=£& &, Windows Tl&. [R2—F] > [All Programs] > [Cisco] > [CallManager Serviceability] >
[Real-Time Monitoring Tool] IZHYZET )

2. [B5 4> (Login)] 94RO T [fRAKIP 7KL X (Host IP Address) ]. [1—# 4 (User Name)]. LY [/3RT—FK
(Password)] #AALET,

3. [OKl&VUYILET,
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RTMT Z{ERALI-FL—RADERF

-
.

[FL—R & O% 25U (Trace & Log Central)] Z:EZRLET,

[V7IL B4 L FL—X (Real Time Trace)] 4T IOy HLET,

[U7IL B4 L T—H% KR (View Real Time Data)] 2% T ILYUvoLET,
hL—RZERET % Unified CM AV REVADETENTINS/—FEEIRLET
[R~(Next) ] &0 vILFET,

ROIELZBRRLET

— [#& (Products)] = [UCM]

- [¥—E X (Services)] = [Cisco CallManager]

— [FL—R Z7AIL B4 F (Trace File Type)] = [sdi]

7. [T (Finish)] &2 vILEY,

@ @ M W N

G¥)

s OJOFYUA—FICIEBERNAINBIGEELHYET,
= sdi(System Diagnostic Interface) kL—XIZ[ET75—L, T5—1FHR. SIP R2v0 FL—RBERNEENET,

O— )LD kLB

Unified CM T SRV b2 UMDEEZERT HED TLS a—)L T5—

Unified CM M5®a—)LIE TLS bS50 £F 2T+« TAT7AILE LY SRV bSUIDRBELZFERTHIGEITKKTEHIEN
HYFET (I _sips._tcpIDNS T®H SRV La—FK OBRENBHETT),

ZOREIMEIESNTLVS Unified CM /A—2 3> O &FIEHRICDULVTIE., Cisco Bug Search Tool Mlbug CSCue37440 %
SHLTHEEL,

1 DUE®D VCS E7IXT Z2HEAH DB EIE. SRV La—REFALLZWI LT, COMEERBETETT, KHYIZ.SIP +
529 T.DNS A-La—FFEEIEZRET1499 IP PRLRZEFERAL T, & VCS D [FEE£T7RL X (Destination Address) ] Z{& 7 1Z
BELET, =L, chbDF7RLARIE, VCS A Unified CM M5Z{ELT= URI ORAUEDIZEET D TEEL TS,
CORITEFELT.VCS TEULBINS VR ITA—LERET H2HENHYFET (TUnified CM AR T SR AL EEHRZE VCS SIP
RAMDIZERT BI=ODIVRTH—LDIERK] (21 R—=D)ESRLTIZEW),

EEiEENf-a0—ILDKRK

Unified CM D TURRA VDR TOA—FDEFILZBEEL, D TR RAVIABESIEE Y R—FLTLVEWNES,
Unified CM [ZB8ZSN TWAIVRRA ke VCS [ZEEFSN TS (F1E VCS BEATTRAFVbEhd) TURRA 2 ED
I—JLIZRELET . (Unified CM [ZIZFEREBIEAD T —IL\vOZERTIHB DO AKX HYET (X-cisco-srtp-fallback) , I8
E.ZOARIEL VCS THR—FSNTULEEA),
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8% 2: BRI DA 23— —F U HEREE K UHIR
PEaE
HARI—ILEFRIETH SIP BLV H.323 TURKRAU+

= SIP &Y H.323 TURRAVRE, VCS #H T, Unified CM [ZEBFEINTWBIURRAURMNIO—LERIETEET,
= Unified CM [ZBEINTWBIURRAURE.VCS £D SIP £&U H.323 TURRAUMIO—LERIETEET,

HIREIE

Cisco TelePresence Conductor

VCS M TelePresence Conductor &EHT K3 ITHERSN TLVSIHE . Unified CM M5 SIP FSU9F ML THRIEShS0—
JLIE. TelePresence Conductor [C&>THIlfHISN A REBEZFBLIZVKEICSMT LM TEET, Unified CM IZ Cisco
TelePresence System (CTS) )—X TURRAUEMEHFINTIVSIEA. VCS I TelePresence Conductor /3wy —
Ny A—H IT—U U MIEREN, 2% TelePresence Server ThAMENET, CTS MHDIES{La—)LIE, SIP &Y
LAVDEHEHICEEINET ., OV FUADIES. Unified CM H 5 TelePresence Conductor IZE#E, SIP M5V 9% R T
BTEEWRLET , SEMIZDULVTIX. [Optimized Conferencing for Cisco Unified Communications Manager Solution
Guidel#5 BB L TZaLY,

E20 EES 1k

E20 A’ [FES{EE—F (Encryption Mode)] = [NA+ T7+—(Best Effort)] M54 . Unified CM A SDa—)LIE, E20 ALS
ZELEESZITHESNET, [IES1EE—KR (Encryption Mode)] = [# 7 (Off)] IZRELEY .

L6.0 A—r%&3%1T9 5 T150

L6.0 3—K#%#ZE4TLTLVA T150 M5 Unified CM 8.0 LLEITIZ SIP a— LA FESN =B A . Unified CM X, I—ILADRKEIC
LT T150 B 1EBITEESINS UPDATE AvtE—UFWEBLEVD T, IGENHDHEI—ILIFBIEITEESNE T,

xConfiguration Conference H239 A Off [ZEREINTULVSI5E . BFCP [LiR#tEh 3", Unified CM (& T150 5D
UPDATE ZMEEL ., 3—LIFBEMIZH-TETLET,

H.323 MXP & 9971
VCS [Z& SN TLVS MXP Y, Unified CM [Z& 8TV 9971 fFZ2Da—IILRIZEFENTEY . F0O MXP O—/LA

H.323 THBEE . MXP LOETHI(E. VGA(TIL 44 XEE) THL, CIFUNSWVER) IZHYET , (MXP F9.0 KU 9971
N—32 9.0.2 TRLND)

MXP a—JLA SIP DiFE. 7L YA XEEIARLNET,
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{18% 3:VCS U5 RAAD Unified CM Dk

Unified CM /\—23> 8.5 LIFETI&, VCS E7 D U5 R4 & Unified CM #5395 7=80I2. RD 2 DD FET. Unified CM
I2VCS V5R4 E7DT7RLRAERBTEEY,

= VCS ADIFUIIZVCS 5 RAMT=6HD DNS SRV 7L REIEET S
= VCS ADFIUYIZVCS ETDYRNEIEET D

Unified CM @ 8.5 KYHLHTTIE. VCS ~DRZUU1E. VCS T5X2M DNS SRV PRLRZIEE T DMENHYELT =,

VCS 95 RX4M DNS SRV ZRLRZEIEET 51=8D VCS ~DrS I DEKXTE

Unified CM A& 3 % DNS H—/\Z. VCS E7DHS5X42M DNS SRV La—KFABEET A E5MHELET . DNS SRV L
O—FTlE. RETZICELTSAA)T1ERL DT A MEDRESN TLWIRELAHYET,

1. Unified CM T. [T/3/ X (Device)] > [F52% (Trunk) ] IZFEILET .

2. VDAIERELENSUOEERLET .

3. TARHO—ILL. [SIP {&#R (SIP Information)] €433 D I74—ILEERD LSIZHELET .

E# %7 FL X (Destination address) <DNS SRV name of VCS cluster>
B 7 FLRIE SRV (Destination address is an SRV) ZDFIIRVIREAUIZLET,

4. [R#F(Save)]&VJvILET,

5. [Utvbk(Reset)] #5JvoLET,

6. [Jtyb(Reset)] #0UvILET,

7. VCS T.I9FARZEM SIP FASVELTEHRESN TSI EEHEZELET ([ERE (Configuration)] > [FA/> (Domains)]) .

#| Destination Addrass is an SRV
Destmation Addrass Destination Addrans [Fvd Dimstination Part
1% OE-NETE e SO o + -

MTF Preferred Orignating Codec *

BLF Presence Group® Standard Fresence group
SIP Trurk Seoarity Frofile® Man Securs SIF Trunk Frofils
Rarouting Calling Search Space R

Chst-CF-Coalog Refer Caling Sesrch Space < mome =

4 04 4 4 4 4 A

SUBSCRIBE Calling Search Space <« Hore >
S0P Profie™ Standard SIF Profie
OTMF Signaling Mathad* RFC 2033
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VCS E7DYALEEET 516D VCS ~DLZ D

=1 —

ax JE

1. Unified CM T, [T/\1 X (Device)] > [F5>% (Trunk)] IZF8EILE T,

2. VDRAIERELIENSUOEERLET,
3. FT~X&ZO—)LL.[SIP {5# (SIP Information)] D 74— ILRIZRD ESIZEHRELET
CEMODFEETRFLADIUNERTT BICIE [+]1 VUV ILET),
&L 7 EL XL SRV (Destination address is | COFTyIRyIZRADRA D ZH->TWAIEEHERLET,
an SRV)
5L TFL R 1(Destination address 1), 8&U [ VCSEF7 1 @ IP 7RLRXE7=IL DNS £
£ R—k 1(Destination port 1) T (TCP F1E TLS) IZRSLC T 5060 E1=1% 5061
SE5E 7L R 2(Destination address 2) . $&U | VCSE7 2 @ IP PRL R FEFz(& DNS £
5 SeR—k 2(Destination port 2) 8 (TCP F1=1X TLS) IZISL T 5060 F1=1& 5061
5E5E 7KL X 3(Destination address 3) . 8&U | VCSE7 3 WHEHEE. FD IP PRLAZET-[X DNS £
&5 R—k 3(Destination port 3) $4: (TCP E£1=1% TLS) 25 LT 5060 %7=1& 5061
.ERKTHETFL R 6(Destination address 6) | ... FETSHBE.VCSET 6 £TD IP PRLRAFEIz[E DNS £ T
EAGEAPNGN BUERLET
R sER—b 6(Destination port 6)
4. [R¥FE(Save)]&VUvHILZET,
5. [Utvhk(Reset)]&#9)vILET,
6. [Jtvk(Reset)] &4 voLET,

SIF Informati

o lam
Dastination Address s an SRY
Drestimation Address
L

Drestinatoen &Address TPuA

Drestinatios Port
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{1#% 4:Unified CM /—F D OS5 AZ~D VVCS D

VCS # Unified CM /—F D Y5 AR89 5158 (. VCS A& Unified CM /—RFADa—LEIL—TFT 4T TEDLELNH
UEd,

I BREICISCTRD 2 BEDAETEITTEFY .

1. Unified CM /—FZB%s—23> E7 7FLRELTYRMEL,.VCS DE—DORA/N— Y —VEFERTSH, COF T3y
[&.VCS X7.0 LI TOAERTEET,

2. DNS SRV LO—F&VCSDNS V—2%ERT 5,

=L, EL5MA T30 TH, VCS M5 Unified CM ADa—)LDOA—FK(& Unified CM /—F&ETEFINDEIITHYET,
ATLav 1 BE—DRA1N—J—2DFER
Unified CM DEEE
95 A2 TlE. Unified CM (& (number@<ip address of Unified CM> Tl&%:<) number@domain [2IL—F 25 Ehba—)L
EZTANDRBENHYET, CNIZK>T.VCS [, FAUEAMNI—ILDEELR/—FD IP FRLRE—HEL TSI EEHERR
TEBREMNLGEY, FED Unified CM /—RIZa—LEZIETEET,
(952 2D FTTEIEERR A1 % (Cluster Fully Qualified Domain Name)([25 X2 &k DK A4/ % 5E (Clusterwide Domain

Configuration)] 293> ® [V AT L (System)] > [T A—T 54 X 185 A—4 (Enterprise parameters)]) (2. ETF4 vk
—9ERCR ALY (ves.domain HE) DR ESN TS EEHERLET,

VCS Control D FE
RDFIET.VCS DEBRTEERA/IN— Y —VICEHHTIDENHYET,

1. [E%%E (Configuration)] > [V —>(Zones)] IZBEILET
2. Unified CM QAR /N— J—UF8IRLET .
3. J4—IURERD&SIZEHELET.

E7 1 7KL A (Peer 1 address) | Unified CM /—K 1 @ IP 7KL X, E71=I& Unified CM /—F 1 DR ASY

E7 2 7EL X (Peer 2 address) | Unified CM /—K 2 @ IP PRLAE=[ZF ALY

E7 3 7KL A (Peer 3 address) | Unified CM /—K 3 @ IP PRLRAEF (IR ALY, F1=IL Unified CM /—K 3 A
BRESNTLVEWNMESIEZER

.. KTE7 6 7RL A (Peer 6 | ...5xXT Unified CM /—F 6 £TD IP PRLRF=IER AL THEYIR T H,
address)E T Unified CM /—FABESA TOVEWNMEA(X. TADFEFET S
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AFa> 2:DNS Y- DFEH
Unified CM MDE%TE
[95 25 DFTEBEHR A2 4 (Cluster Fully Qualified Domain Name) J([95 X4 &AM K A4/ 5% 7E (Clusterwide Domain
Configuration)] 23> ® [V AT L (System)] > [TV B —TFS54 X /85 A—4% (Enterprise parameters)]) [, ET4 vk
J—9ERUER ALY (ves.domain HE) DR ESN TSI EEHERLET,
DNS H—/\%E
Unified CM 5 X4 ® DNS SRV La—F#ERAL T, (VCS AfERT S)DNS H—/N\EHELET .
= TLS % (& Unified CM /—FI[Z 1 DOLa—F) M _sips._tcp.fgdn_of_cucm_clusterrecords. E7=(&
= TCP #£#: (% Unified CM /—FIZ 1 DML 3—K) D _sip._tcp.fqdn_of_cucm_clusterrecords,
VVCS Control DEEE
VCS DERE L. KD 3 BREICH T TITIRELHYET,
= Unified CM DNS ¥V —>%{ERk

* DNSVY—#FERTILSIIREIL—ILERE
= LY Unified CM QR /83— J—U % Bl

Unified CM DNS YV —> D 1ERL

1. [E%7E (Configuration)] > [/ —> (Zones)] > [V —> (Zones)] ~#&ILE T,
2. [#HENew)]1#=9UvILET,
3. T4—IFERDISICHELET,

4 Hii (Name) CUCM 95R% xA/\—DNS J—>
247 (Type) DNS

w7 % (Hop count) 15

H.323 £—F(H.323 Mode) #2 (Off)

H.323 7%+ X (& Unified CM EDBEIZITBREHYEEHA

SIP £E—F (SIP mode) 7> (©n)

TLS #&EEE—K (TLS verify mode) 77 (Off)

ATATHESEE—F (Media E&f(Auto)
encryption mode)

F7ELALa—F£E& %5 (Include 77 (Off)
address record)
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J—> 7774 JL(Zone profile) WHE|IZIEL T, [Cisco Unified Communications Manager] &7-(% [Cisco
Unified Communications Manager(8.6.1 LIf&) (Cisco Unified
Communications Manager(8.6.1 or later))] Z:&RLFET,

4. [V—2D1ER(Create zone)] #9voLET,

Create zone You are here: Configuration » Jores v Joress » Crasbe zone
Configur ation
NI & CUICH Chester Meighbor DS Jong !
T * | DS L I
Hogy con k|15
H.F23
Klods [ F 1
SIP
\oo on 8| |1
TLS warily moca o = I
Medha encryplian mooe ALto L
Advanced
nchucle address record ol = 1
Lone profie oy Uinified Communications Mansagper w I
Cramte Zone Cancal

BERIL—ILOFREE
Z® Unified CM DNS YV —2 & RAV AT BESIZ. BBEIL—IILEZEERELET,

1. [E&%E (Configuration)] > [# 4+ JL F5> (Dial plan)] > [#&Z& JL—JL (Search rules) ] [CFEILE T,
2. BEFE®DIUnified CM ADIIL—T42 T 1T IL—ILERIRLET,

3. LETHERLT- [CUCM 95R% $#473— DNS YJ/—> (CUCM Cluster Neighbor DNS Zone)] #ERY 5 &512. [EEE %
Yy —> (Target zone)] #E#HLET,

4. [R%E(Save)]&V)vHILET,
T Unified CM RA /73— YV —2 D HIBR
RAEREADRA/3— J—2TUnified CM A /3\— 1ZHIBRLET,

1. [E&%E (Configuration)] > [V —> (Zones)] > [V —> (Zones) ] ~#ELE T,
2. TCUCM RAN—1J =2 DEIZHBF I RYIREFVICLET,
3. [HIB& (Delete)] 0w HILET,
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{14% 5:Multiway & Unified CM
Unified CM [ZZ£FEN TWBIURRA UMD Multiwvay £EBIZSIMTESRLSIZT I LLTEHEZELES .

1. Unified CM ~® VCS Y —> T, [a—IL 5 F124 JL—FvK £—F (Call Signaling Routed Mode)] A [#F

(Always)] IZSREEINT=V—Y TOT7AILAERESh TN,

2. Unified CM [Z, Multiway TA) 7R EALYDA—ILE VCS NIL—T 425 FBI—k 18— hih B,
3. Unified CM Tl&.VCS ~®D SIP FSUAMERT S SIP A7 T [FTVr—avI2&BE 4L 4+ (Redirect by

Application)] ANEIRESNTLVS,

VCS DEEFE

Unified CM ~® VCS YV —21&, [a—IL 5515 )L—TvK £—F (Call Signaling Routed Mode) ] A% [& 8 (Always)]
IZBRESNFY—Y TAT7AIVEFERTIDENHYET . CNEETTBICE. V=2 TATFAILHRBEIZIEL T, [Cisco
Unified Communications Manager] E7=1& [Cisco Unified Communications Manager(8.6.1 LLB%) (Cisco Unified

Communications Manager (8.6.1 or later))] [

Unified CM D& 5E

1. Unified CM [CETH FAS>Da—)L%E VCS NIL—T 42T FBI—k IRE—URHBHEEHEZELET , [Unified CM
[TEHFINF=TURRAUMIO—ILT B1=8D VCS IZEFINF-TURRAULDENEI(13 R—2) DFIEIZHE>TL

12ELY,

2. VCS ~®M SIP FSUHPMERT S SIP FOT7A LT, [FFV5—avIc&BU 5 1L (Redirect by Application)] A%

AN TWBIEERERELET,

a. [T/31 X (Device)] > [T/ 1 ADEXTE (Device Settings)] > [SIP 7O 774 L (SIP Profile) | IZBEILEY .
b. [7FUr—LavIz&kd)& 4L+ (Redirect by Application)] FxvoRyHIREAVIZLET,

—zn
—axX

EEN TSI LERERLET .

c. [BEZ:#EM (Apply Config)] 0w L. [OK] &0y ILET,

rSIP Profile Information
Rama o

DCiggcraplion

Dafault MTP Telaphany Event Paylosd Type®
Resource Prionty Namespacs List

Early Offer for G.Clear Calls®

Usar-Agent snd Server headsr information®

SDF Session-level Bandwidth Modifier for Early Offer and Re-invites *

I ' Rediract by &pplication

Dizable Early Madia an 180

DuAgong T.38 TNYITE incdude aisdis mhing

Enable AMNAT

Require SOP Inactive Exchange for Mid-Call Media Change
Use Fully Qualfied Domain Name in SIP Reguests

¥| fllow Pres=ntstion Sharing using BFCR

M T, Multiway T RAFTEET,

Standard SIP Profile

Defaul SIP Profile

101

< Hihe =

Digabled

TIAS and AS

Send Unified CM Yersion Infarmation as User-Agen
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8% 6:1EMN1HR
IP 7RLRADF AL

Unified CM X IP ZRLRIZF AV IIL 7 I MEG TEEFE AN, VCS TIXAEETT , Unified CM [ZZEFINTLNBIURKRA U+
M5 IP PRLAADE AV LIEGE Y R—LF BI21%. FLyPR—RNDEE /Dial IP Addresses from Endpoints Registered
to CUCM with VCS/Expressway /D FIBIHES L HEHLET,

SIP URI TEHATZSXF

ROXFRYE SIP URI TEFRISNET , SFMIZDULVTIL, RFC 3261 TSEBTEEY,
-z A-Z.0-9 - _ I g E et ) &N = S

ZOMDXFNBEGIHE (L. BWEDXFD ASCI EZRT 2 #1D 16 EROFN%IZFERALTT IR —T 1T HLELNH
YEY,

=&z 14, Talice smith@example.com % alice%20smithexample.com]&LTIVa—KR T AREAHYET (CHBE.
(%201 FEEXFERLET ),
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TZaTFILDEEHERE

RORIT, CORZATIVDEEBEDENERLET

B{F ERBA

2015 % 11 A | #HILWLWTFoTL—rE# A, N—2a B ESEE#H, X8.7 AIZHEHT,

2015 § 7 A X8.6 I3 2NREEH,

2015 % 4 A X8.5.2 IZB T ANEBEZEH . FHILLYV IP PRLARD S AV )LIEHKICEAT 25EE~ADY Y,

2014 £ 12 B | X85 IZETHNBEEH. IP FRLADZ AV ILEREIEIE,

2014 £ 6 A X8.2 BIZEH1T.

20134 12 A | X8.1 IZEAT2HNEEEH, HLL Cisco Unified Communications Manager (8.6.1 L&) J—> FTO774
ILDYR—FEREH, Chiz&Y . HREL TOT7AILBRTREIZHESTE=8 . Unified CM YV —> Z7O77/4IL®D
INSA—AE KV BFCP OFNEIZET 2152 EHIR,

2013 £ 3 A BAY I TS5 DHIEE R, Unified CM IS AL BHMRAVZ DR EEHE T ERTDIEIZHE, ¥
SRARNZDAHMBEELENSIZETIEREL, TLS #HERFIEEFF 1AV AT E, Unified CM DNS SRV JLvS
TYIICEBT BN T I a—T4o T DERREEM,

2012 £ 9 A ES{bEhf= SRTCP DFEAICDLNT, {18k 7 BLUFEk 8 #WE, |E. V=27 /ILDARIECM 8.x &
XU 9X DH,

2012 £ 8 H VCS X7.2 IZBd ARNEEEH,

2012 % 3 A VCS X7.1 B89 2B EEH,

2011 E 10 B | 3—IL S5 FYLS —T125 T—K® Multiway D=8 DB EIZETEZHI TV ADEL,

2011 &£ 8 A VCS X7.0 8L BFCP [T 2R EZEH . VCS M5 Unified CM /—K 95X~ ERHIZEET 544
HUZADEH,

2011 % 6 A VCS X6 DE#,

2011 £ 3 A Unified CM H5 VCS E7 95X 2D #E#HIZEL T, Unified CM /X\—3> 8.5 FIZ{18% 5 #F#H, {18k
12 T SIP URI THRISN B XFFI%EEM,

2010 &£ 10 A | ¥5R4{EEh iz Unified CM (2B 5B ZEEM, Unified CM 3—JL/\y% URI [TIRENZ2— /L DILEE(
BT A RARFEM, O—ILEEDUNED =D DELH,

2010 & 7 B Cisco Unified Communications Manager #5883 5&3(2Y=a27 /L ZAbLEZEHIDI=a27 /LD
FEEERZIEM Unified CM v8 TEREIN-A—H /U3 — T/ RERBT 51012, £BHNLEEHZ
WA,

2010 £ 6 A TLS Z{@ERALT= VCS H5 Unified CM ~DIEFRIZDULNT, 4% 10 2B,
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B+ A

2010 £ 4 A VCS X5.1 AIZE#. ZFDOMD ST IV a—T10 0 E#REEM,

2010 & 1 B R,

D RAOAMDEIEEHR

COIX=aTIIIZRBE SN TN EHSIVHRICETHERIE, FPELLICEEINSCENHBYFET . COT=aTILIZERES
NTWBRE, [FHR. BLUHRBREZEEL, TRTERTHIEZEATVWETH, BRMUTHNERTHNTOHN., —VIORIEDETE
BHHEVNVLDELET, SOV AT ILICREBINTORREOFERE. ITRTA—HFRIOEFEICHYET,

SNEHBDYILILT SAEVABIVBERI L. ESIZHFFShizlInformation PacketlIZEBEH SN TLVET , Hfdash T
WELMBEEIZIX, RIBIEICTEREELY,

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

CCICRBEINTVDMDOVNEHRIECHEST . FHOTRTORZATILELIVYIF 7 (F BELEHTIRKOFFE]

ELTR#SNET Y RABIV OB L. EMRMEDRELE. FEBHNOERDORIE. BITERERELLGVILIZETS
fRELE. HAHLIEGERR, A, BEMETICE>TRAETHRIAZIILHLET S, BRENFFLFRREN-—VDRIEDEE
EADLLBVEDELET,

WHVEBREBEEICBLNTH, SRABLUVFOHRBE L. COTaTIILOFERFIZFERTELENILICE>TERET BHEDIEL
BTF—ADEEEIILHET S, BN IREN. BRMN. HANTFHLEEICDOVT, HLP A AEEEAS RaF =T F DA
FIZHSENTWTEH, ZLICHTEEEE—UIEDLLENEDELET,

CORZaTITHEALTLS IP PTRLAB IV BEES L. REOTRLABLVEHEESETI LOTESHYF A, ¥=27
IVAROH, ARV A, 2y T—0 MRAOVE BLUZOMORIT, SHADAEBHELTERINTOET  RADHIZE
BROTRFLRABLUVBEESAEASN T ELTH, ENEERIBEDTIIEL BRO—BZLHHDTT,

N—F IE=BLVVT+ aE—DEREDRKIREALGENER A ZRIIRET U FIURESRL TS,

DRI EFEE 200 BFICH T RERBRLTVET . BT 7+ ADERT. BEES . FAX FBIXZ1LO Web B4+
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