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EENEYD
VAT LNEREw T OEE, (1 3—)
VAT LB DT 40— R, (23—=)

CLIZH L7 AT L@ 7 ~DT7 7, (42—)

AT LERRA YT DREEE
VAT LEREe 713, LT OREZRIEL £,
Y= ANEDOHY 7 T =T A VA M=V E R ISR L ET,
CFTRTDY T =T TovF 7 L—FK (RaFFoar 77A0BIORyF) ORI,
KR, EIEF v oL Ao SICEEELET,
CEITENTTRTODRS DRy 7 7 v 7B XOE LA e ZIZiiek L7,
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VATLBEATDT4—ILK

*CLIF/ZIZGUIICE > THRITENANRN—V g O B2 OO LET T 7250 L
*7,

CCLIEZIIGUIIC L » TRAITENSHEFB v v hE U UVOFFOH L A2 4 Cua 72508k
Liﬁ—o

VAT ADTRTOT—hruiliEELET, V— NI, gE#s o NV ERiFEv e v b
Aoy o ) LEELRWES, FENCkD ) T— 1, BEOBFEA, £ —30
Ry 7 OfERLELTELET,

CHHAA VA M= D ERIIHEEENERFTREICR S TOHLD VAT AEREZIND - H—
Ty ANEERLET,

CUVARN—IL T HNKTITFELET, filea~2y REFEHLTCLINS, TV TAEA
LR Y —L (RTMT) o u il 7 7B ATEET,

DATLEROAYDI4—ILK

rZCE, g RS —V gy D= A A=V EOERE G T — AR v X =K
AENFET, LIRS zZRLET,

Product Name - Cisco Intercompany Media Engine
Product Version - 8.0.0.30671-1
Kernel Image - 2.6.9-78.EL

HYAT LR 7 = b YR, P07 4=V RBAEENRET
* timestamp
» userid
* action
* description

* start/result

VAT LERER 7 74—V RIZiE, UTFOEREENET,
* timestamp : Y— S B — V7R A AT & REZIS mn/dd/yyyy hhimn:ss DIEN TR SNET,
tuserid : 7/ varEEH LI —F O —PAERRLET,
*action : LAF DT 7 v a Ol 2R R LET,
o f A F—)b
°T I L—FR

°Ciscodr > ar A A=)
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° VAT AFIEHE)
e A A7

°©7—h

°DRS N\ 77 v

° DRS 18T

sz7uEEn 07— E I}

° description : LLFD A vE—YDOWTIn1 22FR-LET,

°Version : ZEARA VA =N T I arBIOT v 7L — KT 7y a s ilBldbER

VC\‘—g«o

° Cisco Option file name : Cisco 7'V a > A VA b=V T 7 v a VT LFRRTT,

° Timestamp : DRS X 27 7 v 7 7273 a VBLODRSEILT 7 ¥ a NI THFRRT

j«O

° Active version to inactive version : /S—a L DOV B Z T 7 2 a T AERTT,

° Activeversion : Y AT LAFEREIT 7V ar, Yy NEULUT I ary, BEXOT— K
T vailETARRTT .

° BHAA
e E N E N

°cFy L

1l

°result : L FOREREFRRLF T,

UTIZ, Y AT Mg 7 OfZ27R- L ET,

ATLERERRDY

Media Engine

Product Name - Cisco Intercompany

Product Version - 8.0.0.30671-1

Kernel Image - 2.6.9-78.EL

08/28/2009 10:40:34 | root: Install 8.0.0.30671-1 Start
08/28/2009 10:58:03 | root: Boot 8.0.0.30671-1 Start
08/28/2009 11:02:47 | root: Install 8.0.0.30671-1 Success
08/28/2009 11:02:47 | root: Boot 8.0.0.30671-1 Start
08/28/2009 13:33:48 | root: Cisco Option Install
ciscoime.proxy commands.cop Start

08/28/2009 13:34:18 | root: Cisco Option Install
ciscoime.proxy commands.cop Success

09/07/2009 23:44:43 | root: Upgrade 8.0.0.30600-103 Start
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09/07/2009 23:56:48

09/07/2009
Start
09/07/2009
Success
09/07/2009
09/08/2009
09/17/2009
09/17/2009
09/17/2009
Start
09/17/2009
Success
09/17/2009
09/17/2009
09/17/2009
Start
09/17/2009
Success
09/17/2009
09/17/2009
09/17/2009
09/17/2009
09/17/2009

23:57:

23357 3

23
00
12
12

123533

12:53:

12
12

13:29:

13

13:
13:

14

14:

14

:57
:00
:40
:52

353
:56

:30:

122

8.0.0.30600-9003
09/17/2009 14:34:33
8.0.0.30600-9003
09/17/2009 14:34:33
09/17/2009 14:37:03

30:
33:

333
:33:

| root:
06 | root:
52 | root:
:52 | root:
:36 | root:
:38 | root:
:54 | root:
11 | root:
55 | root:
:55 | root:
:27 | root:
47 | root:
34 | root:
34 | root:
06 | root:
:20 | root:
30 | root:
48 | root:
Start
| root:
Success
| root:
| root:
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Upgrade 8.0.0.30600-103 Success
Switch Version 8.0.0.30671-1 to 8.0.0.30600-103

Switch Version 8.0.0.30671-1 to 8.0.0.30600-103

Restart 8.0.0.30600-103 Start
Boot 8.0.0.30600-103 Start
Upgrade 8.0.0.96000-2 Start
Upgrade 8.0.0.96000-2 Success
Switch Version 8.0.0.30600-103 to 8.0.0.96000-2

Switch Version 8.0.0.30600-103 to 8.0.0.96000-2

Restart 8.0.0.96000-2 Start
Boot 8.0.0.96000-2 Start
Switch Version 8.0.0.96000-2 to 8.0.0.30600-103

Switch Version 8.0.0.96000-2 to 8.0.0.30600-103

Restart 8.0.0.30600-103 Start
Boot 8.0.0.30600-103 Start
Upgrade 8.0.0.30600-9003 Start
Upgrade 8.0.0.30600-9003 Success
Switch Version 8.0.0.30600-103 to

Switch Version 8.0.0.30600-103 to

Restart 8.0.0.30600-9003 Start
Boot 8.0.0.30600-9003 Start

CUZFERALERATLEBEOIADT IR

CLIZEHA L T AT LABRa 72T 78 A TEET,

FIE

VAT LB LT 7 AT AIZiE, D250 CLIfile 2w ROWTNLEFERLET,

¢ file view install system-history.log

e file get install system-history.log

CLIfile =~ > ROFEMIZOWTIE,

[ Cisco Intercompany Media Engine Command Line Interface

Reference Guidell %2 L T 7230,

EENEY D

RTMT ] L= AT Mg 7~ 7 78 %, (5 2—)
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RIMT 2 L= 27 LBERS~077+2 [

RIMT 2R L R TLEEQIADT IR

RTMT 2] L T AT L n 727 7 B A TE£T,
FE
[Trace & Log Central] % 7 /5 [ > A b —/b i 7 DI (Collect Install Logs)] 227 V v 7 LE7,

RTMT O A OFEMINZ DWW TIE,  [Cisco Unified Real-Time Monitoring Tool Administration Guide ]
ML T TZ3N,

BErEY Y
CLIA#EH L2 AT ABIER 7 ~DT 72 A, (45—)

ExOox>y

PLF @ Cisco Intercompany Media Engine 3 A7 & 22 VAR — 32 MIERA X FE2ARLET,
CUTNEALNE=HY T V)
* Cisco Unified Communications AXL—7 4 7 AT A
CAVR U RIA U A U E =T = AR

CUE— RN Y R—rTHTL AL (T 7 =00 PR—F F—AIZL>TEITENS CLI
a<2 K)

LTI, BEA R FNOFZRLET,

10:39:28.787| UserID:Administrator ClientAddress:10.194.109.32 Severity:6

EventType: CLICommand ResourceAccessed: GenericCLI EventStatus: Success

CompulsoryEvent: No AuditCategory: AdministrativeEvent ComponentID: CLI

AuditDetails: CLI Command-> utils ime license file install IME20091020095547801 node32.lic

App ID:Command Line Cluster ID: Node ID: node32

BEAA N MBI 2@ GEk SN oA e 71X, Ll —T7 ¢ g NIEZIAENET, Log
Partition Monitor (LPM) ZfliH LT, hL—RX 77 A L LAk, LEISLTCINLOERR S
DWHEZFEHRLET, 774/ b TiE, LPM ITERE R 72 HE L ET2, Ef = —¥Id Cisco

Intercompany Media Engine 2~ R4 A ¥ —T7 A A (CLI) O ZOREELEHETEE

o LPMIE, HlA—T 4 2 a DT 4 AVEHEN LSVEZEBA L XIZT 7 —FE2EEL
F9. L, ZOTT7—MIUF, BEr S ELIE ML =R T ANDELLDDITT 4 AT
DN IR o TenZ R THERITEENTOER A,

Cisco AuditEvent Service £, B ¥ 7 2R — ML TWET, BT 7PN I LTV
WA CLI (utils service stop Cisco Audit Event Service 35 &2 OF utils service start Cisco Audit Event

Service) AL TCZ DOV —EAZELBLOBBELET,
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B =zosoEs

TRCOEEr 7L, VTS A LEEMY —/L D Trace & Log Central T, FoR, B L OHIER
SN FET, RTMT @ [Trace & Log Central] CE;&A 1 7\27 7 A L £, [ AT L(System)]>[V
T IV A I b L—A(Real Time trace)] > [#4 2 7 (Audit Logs)] > [/ — K(Nodes)] & 8 L £,
J—FREBN L%, BlU 2 RURERINTZL, [V AT A(System)] > [CiscoB5 A & 7(Cisco
Audit Logs)] ZZIR L £,
MENEY Y

w7 OfEH, (6 "—)

BEAnX 70ty T v, (9—Y)

BEEOJDIESE

DT OBEOERA 2 78 RIMT IZE RSN ET,
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B =zosoms

RTMT @ AuditApp 7 + VHICEKRENDLT 7V r—ya UEEAw 7%, Cisco Unified
Communications Manager D& 2, Cisco Unified — 27 'V 7 1, CLI, BLWY 7%
AL ET=H Y7 Y —)v (RTMT) OBRELEIZONTOFHREZEM L ET

TI7HNRNTIE, 77V —var a ZiEARTT A, Cllsetauditlog status =~ > R &
HALCEREe X V2o caxEd, Ehar/PNEhicis ., Bha s 77 A VI3
HCEsne< 720 £,

Cisco Unified Communications Manager Tl&, %/ SN2 KT 7 A )V WA XZET HE T,
Vo077V r—varBEiEn s 7y A VMEHENET, RR7 7 AV A XETD
L DT AN LIN, BT TV r—vavBEER S 7y A ABMERSILET,
VAT ATRT Ty ANDu—T—3 a3 UIMEESNTWASEA. Cisco Unified
Communications Manager TIEXE SNV TWOED T 7 A VB RFSNET, vF 7 AN
¥ NO—#RIE, RTMT Syslog Viewer # ] L THRRTXE T,

LU F @ Cisco Unified Y —E AT E U T 4 DA X2 ME, o IS nE+,

*[P—E AT E U T 1 (Serviceability)] 7 4 > RUNLDOHF—ERADT 7T ¢ Tk, ET
77 4 74k, Bith, FoE L,

*SNMP & EDEH,

RIMT (X, BEEA NV N T T —LTUTOANRY baw ZIZisELET,
* 77— MRIE,
* 77— bRk,
*ETA—IVRGE,
* =R T T AT —HADEE,
* 77— MBI,
*TT—hT 7T a DB,
*T7—bhDIIT,
* 77— hOHME,
77—k T a Ol
* 77— FDOHIBR,

)

GE) EEa 71X, a~vr ROETRTFTEIN TV WSS TH, CLI 2+
Y REERICRZICRELET, L xid. ROBMEL, F— R A b
T = NTOAHFTINTWVET,

admin:set ime dht global storagequota 1

tieoa<ry RO —_"TEITEIND E, 2—FF TZDa<wr
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FREE DY NN |

ROFATIZT — F A R T v T — N TOLFFAI SN TWET (This
command is only allowed to be run on a bootstrap
server)] EWI A =TT FT0, BEAw JIICLI=~
> K% status=Success T 7 |Zitdk L £,

FAR—F 42T LRFL AT
RTMT @D vos 7 # NV EZIZRKREIND AR —T 4 V7 VAT LAEEa 7L, AL —TF 4
VI VAT AL ST NI A—ENBA R M ERGLET, T 740 FTIE, AZTIE
HYFFA, utilsauditd CLI 2> RIZ L > T, ZDOA Xy MNIATAAT—X ZADHZ)
b, Bk, £ 503 Thh £,

CLI CEENEGMELEINSE T, RTMT D vos 7 4+ LA I3FRENEH A

DE—FYR—+rTF7HO  EMEORT

RTMT @D vos 7 4 VX IZFRENDHVE—F VR — s Tho v VEMeoOERe 71, 7
J=HN P R— N F—LICEo TRITEND CLIa~ > FEfekLEd, 2—WFiZzon
THBRETCEEYA, 20 liL, 77=)VHPHR—FrF—LIZLoTYE—F PHKR—Fh
THhHOY NBEREEDOHR, ERINET,

ExXnx oty b7y

ATv T

ATy T2

ATvT3

R DFIZ, Cisco Intercompany Media Engine #—/3TC SNMP = — W Z#{EF 5 7= DIC M Blea~
RERLUET,

FIE

< Rutils auditd status %%ﬁt LT, j_/\ol/‘—?/f N4 “/X?A%EH 7%7ﬁ§j]’ﬂﬁ L/i'@‘o
status X enable F 721X disable T4, RIMT 2L AT LDEERa 7 77 A VBB TEET,
o< K set auditlog status %33??[/(\ %ED af‘:/7ffﬁ7;j”|ﬁbiﬁ—o

status /X7 A —# (enable £7=(% disable) Z AN THLHIKRDDZ T 7 " RFREINET,

RIMT 26V AT A0z 7 77 A VA TEBTE £ 4,

a2< 2 K set auditlog purging & FAT LT, X?’—ﬁxa)(ﬁf%gﬁﬁbiﬁ—o
status /X7 A —# (enable £7=(% disable) Z AN THLHIKRDDZ T 7 " RFEREINET,

Log Partition Monitor (LPM) (%, [{HZ£® A 2h{t(Enable Purging)] 47> 2  ZfiEid L, &0 7%
HBETHNEIDE#NLET, HEPADREE, WENN—T 1 a 07 4 A7 EHEN K
FKEEEZB 2D, LPMIZRTMT NOTXRCOEEn 7 77y A Vv EEELET, 277 L,

Ty IRy 7 RA%F 712352 LT, MELENITEET, HERBEDRIGE, T4 A7 N
W lXWZ b E T, BEn Z7OBIIEMLET, ZOT 7 v aid, VAT ACEENEET
LR D AHEMER SV £, ZOWELT v a i, 77T 47 —T v ailbr
Ho IR UCCTHEAEETY, T 7T 4T —T 4 v a BB I RNLLIGEIE. T4 A
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ATy TH

ATvT6

ATy 71

ATvT8
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netdump 1—5 4 ') T 1

JERAENREAKEEEZBZ- X2, TNHOEEr ZIIHEESNE T, RTMT O [Trace &
Log Central] > [B5 £ = 7 (Audit Logs)] =N LT, BER /T 7 EATEET,

it

2 K set auditlogrotation #EfTLC, B B—F7— a3y AT —FAEHRELET,
status /37 A —# (enable 721X disable) Z# AJJT DL IRHLH T v T IRFRREINET,

GE) 0y u—7— g UINEREE . BE e X[ T 7 A VDK (Maximum No. of Files)]

FROE A AL L E T,
VX?AH\_®i7/a/%mﬁWU By JyANEa—T—2a T H0ENRLD

M FETAIHE T 7 A NVEER LT 2 MERH D0 E#HAILET, 77 A ORI, 5000
A THETEE®A, [m—T —3 3 »OFE(Enable Rotation)] 47" = ISGRIRGE
TFANDRREIGET D&, VAT ATRbEWVEER Y 77 A Vb EESZBLET,

2~ K set auditlog maxfilesize #FEITLTC, 77 A NVDORKEEZFZRELFET,
size X7 A =4 (1~10) AT HEIRDL v T IRERINET,

BT EZOL T 7 ANVDERREEANTILET, [7 7 A VO i K (Maximum No. of Files)] &% E D
ATMEIE, [m7 v—F—3a U THIERES D 7 7 A L D% (No. of Files Deleted on Log Rotation)]
RENCANTHEEY B RESRDLIICL TSN,

27> R set auditlog maxnumfiles #EfTL T, K77 AV A XERELET,
filecount /X7 A —% (1 ~10000) ZANTHLIRDL T 7 "RFRRINET,

< K set auditlog remotesyslogseverity & FAT LT, a7 JE— b Syleg BERE LN

NERELET,

severity /N7 A —X HZ AT HEIRDDH T a7 MRERENET, severity 1L, [BA

(Emergency)] . [7 77— M(Alert)] . [EZE(Critical)] . = —(Error)] . [#%(Waring)| .
li@%0(Notice)] . [1H¥#(Informational)] . 721 73y 7 (Debug)] OWTHTT,

<2 K set auditlog remotesyslogserver & ST LT, Ut—F1 Syslog P %F H/]iﬂl_/i'ﬂ—
servername /X7 A —X AT DHXIRDDH T v T MRFIREIET, servername X, U E—
I Syslog " —SDHRRAR A M4 TT,

netdump 1—5 1 ') T «

Cisco Unified Communications Manager 27 7 2 # TlX, netdump —/ & LTh72< &b 200D /) —
REBREL, &HO /) — Retgkf/ — ROBITr Ty a X 7a 2B ETEL LI
THOMENDHY £,

ERE 7 TFAZCIEOY =N 1 BOTTA~Y (&HID) /— L 2B0#Ek/ — )
N DL%E. D /) — REHKE/ — K #1 Z netdump — E L CHETEET, KD/ —
RZt%fe / — R#1 Onetdump 7 747 FE LTHREL, BReDTXTD ) — REfifD /) — R
D netdump 7 74 T FE L TRHETEET, Hijﬁﬂ@/‘— RWR7 T vva Liche, &0/ —
RiE netdump %Mt/ — R #1LIZEELET, %L/ — FOWTNNRT T v = LTEGEA,

? 7 — Fid netdump Z i A0 / — FIZEE L £,
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N

netdump ¥—\0Dtv +t7v7

Cisco Unified Communications Manager #/— /3% netdump #h—/ & L CTERET 5DV 12, MO
netdump —ZMHT 22 L TEET, SN netdump Y —/SOFRE DFEMIZ OV \“ij:\ TAC
WZBRWEDLELTZES N,

G¥)

T A =@X, Cisco Unified Communications Manager % A & A k—/L L7242(Z netdump == —7 ¢ U
TAERELTC, NI TINVa—T 4 TIENLTHI EHBEIO LET, netdump +—7 1
VT 4 OREEETZAT> TR ATE, Cisco Unified Communications Manager % 78— b xf
BOTTIAT LAV —=ANLT v 77 b— RTHAIIT> T EN,

netdump DYV — "B LT T4 7 b &FFET HIZ1E, Cisco Unified Communications 4~ L —7
VI VAT ATHEAARESR v RIS A v Z—T A A (CLD ZEHALET,
EErEY D

netdump — Ot b7 v, (11 ~_X—)

netdump 7 7 A7 FOEy T v, (11 =)

netdump ¥—/N 77 AL, (12 3—7)

netdump A7 —H ADE=H, (123—)

netdump —/\Dty rF7 v T

&

ATy T2
ATvT3

ATv74

netdump ¥— & LT/ — FEARET HI21E, ROFIMEZHEHN L 3,

FIE

netdump — L L CEHETDH/— R ET, CLIty a2l LET,

FEAIZ WL, [ Command Line Interface Reference Guide for Cisco Unifed Communications Solutions ]

LR TLTEEN,

utils netdump server start 2<%y RZEFTLET,

netdump Y— XD AT —HF Z %K /RT HIZIL, utils netdump server status 2 REFEITL F

R

netdump 7 7 A4 7 bDE Yy b T v, (11 5—=) OFBIZHES T, netdump 7 7 A 7 > b & &%
ELET,

netdump 7 SA 7 bDEY FT YT

netdump 7 7 A7 FE LT/ — RERETDHITIE, ROFIEZEHL £,
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B netdump —/\ 77 A )L

ATy T

ATy T2
ATvT3

ATvT4

FIE

netdump 7 7 A4 7 hE LTHET S/ —FET, CLIty v a &L ET,

SRR OWTIX, [ Command Line Interface Reference Guide for Cisco Unifed Communications Solutions ]

ZZRLTLLTEEN,

utils netdump client start ip-address-of-netdump-server =~ K% 3297 Liﬁ_o

utils netdump server add-client ip-address-of-netdump-client I ¥ 2/ }‘%f%ﬁi Lij—o

netdump 7 7 A7 hE LTRET AL/ — NI LT, Z0a~vr ReiRLIEITLET,
GE) ELWIPT FLARAAN SN TSR L TS ZEW, CLIZIP T FL A ZHMGEEL

FHA,
netdump TJIA4 Tk @X?_&X%?%%ﬁ‘é 21, utils netdump client status I < k’gf%
ITLET,

netdump H—/N 77 A JL

netdump 4 — 1057 T v v afFRELZRTHITIE, VITAFA LE=X Y T Y —)LE X
YU RIA A =T =4 A (CLD ZHHLET, VTAIALE=FY) 7Y —L2fli[]
L Cnetdump & 7 & INEET 5 1TIL, [Trace & Log Central] T [~ 7 A /L DU£E(Collect Files)] 47> =
VEBRRLET, VAT LY —VER/T Y r—3 a3 o OEIR(Select System Services/Applications)]
%7 C, [Netdump™ 7’ (Netdump logs)] T = v 7 Ry 7 ZAZ®RIRLET, VT AFALE=HY
7= NEHEALTOT 7 A NVPREIZOWTEFELIE, [ Cisco Unified Real Time Monitoring Tool
Administration Guidel %2 L T30,

CLI #fH L Cnetdump 2 7 ZWET DX, 7T vaT 4L 27 MUDT 7 A% LT file
CLLa~vY REMFEHLEST, a0 7 7 A4 V4I1%, netdump 7 747 RO IP 7 KL AThEE
0. RRBIZZ 7 ANVOERBPMTEET, file 2~ 2 ROFEMIZOWTIL,  [Command Line Interface
Reference Guide for Cisco Unifed Communications Solutionsl] % 2 L T 72 &\,

netdump X 7—X ANDE=4H

VT NHALNFE=HY T — LD SyslogSearchStringFound 7 7 — h &% & L T, netdump A7 —
ARA%E=FTEET, UTOFIHEAMEHL T, @Y 7— MR ELET,
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ATy T
ATy T2
ATvT3

ATy T4
ATy TH

ATv 6
ATy 17

netdump X 7 —2 ADE=4 [ ]

FIE

VITNEALNET=FY T I—=NDT A v JEENT ¥ b, [V —/W(Tools)] > [Alert Central]
IR E 7,
SyslogStringMatchFound 77 — N %2457 U w7 L, [7 77— M7 0/37 1 OF%E(Set Alert/Properties)]
IR ET,
[R~Next)] Z3m7 Vv 7 LET,
[SysLog” 7 — b (SysLog Alert)] 7 4 > R 7T, EMAAD)) RF %227V v o7 LET,
[FRZZ 355 DB MN(Add Search String)] A 7 12 778 v 7 ANE /RS2 5, netdump: failed & A )
L. [BMAdD]) 227 Vw7 LET,

GE) KLFUNLFRB IO N R L TNDZ EEERLTLES

AN

[K~Next)] 7 Vv 7 LET,
[ A —/ Vi AI(Email Notification)] 7 & RO C, @bl N H—T 77— 77 a &R L T,
EEDA—WEROEF A=V TFANEAT L, [f’fi(Save)] 2 Y v 7 LET,
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[ | netdump X T —2 ADE=%
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