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TIUY VAL LY FEFEELTWET, ZOEIEE LW
EEHELEL F 9,

GE)  CiscoUCS "=V ar 14T v 77 L —FR+5&, &
XaT T TUF~OTTIFDOY XA VT NET 7 4V
FTIEREELRLS Y T, HTTP 7 7 U PN L OR%ED
HTTPS 77 U~V XA L7 M4 5IZ1%, CiscoUCS Manager
T [Redirect HTTP to HTTPS] %A *—7 M L £ 7,
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F 7 4L hTlE, HTTPS IZAR— K TA R—T TR > TWET,
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SMASH CLP O —ERIHELBYERT 7 A LTA R—T IR
show 2~ R E, 7a halto—HoY 7y 2 R—FLZE
T, INET A =TT B LIITEERA,

Z D =)V —¥ AL, Distributed Management Task Force (Z & > T
ERSNIARAED 1 >TT,

SNMP FI7 4R TlE, 2OV —ERET 4 =T MR TWET, A
F—=TNDOEE. T7F/VEDOR—KE161 T, a3a2=T &b
< LB 1 DODSNMP F 7 v 7 ERETIVLENHY £9°,

VAT AIZSNMP =R E DR EN G ENDLGEICTE T oY —
A A F—T VI LET,

SSH IOV —ERE, B R TAF—T MR FET, ZHET 4 &—
TNMZTET, TT7HNVIDOR— 2EFTLZ L TEXERA,

Z O —¥ A& Cisco UCS Manager CLI ~D 7 7 & A 242t L £,

Telnet T AN ETIE, 2OV —ERET 4 =T Mo TVET,
Z OH—E A Cisco UCS Manager CLI ~D 7 7 £ A Z4gfit L £,
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AU RFERETOVa Y =)
Z 5w 71 |UCS-A# scope system . VAT A E— RERGLET,
25w 72 |UCS-A /system # scope services . =R E— RFZHBLET,
R 73 | UCS-A /system/services # scope Web v a v OFIfRE— REBIE L
web-session-limits . o
R T 7 4 | UCS-A /system/services/web-session-limits | k> Web & v 3 a ViR 2R ETX F
# set {maximum-event-interval [per-user | -4~
| total} number .
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Maximum | & o —H|ZFFAT X5
Sessions Per | yTTp 335 - {X HTTPS D [F
User LS EPLI SN -&

1 ~256 DIEH A AT LE
ﬁ—o

Maximum |3 25 ANOTTD
Sessions o— I ZEFA] & D HTTP
1 L OHTTPS O[FFRE&
VENGGE SN 8

1~ 256 DS H NS LE
7,

[Maximum |2 501 <3 N AR

Event IR, Ul 25 oo2—4

Interval Gn | g g5 2 i 72 &2

seeonddl | s g x4 TOA

v NETEEE A B L E
9, KEF MR FE S D
&L ULty va kT
LET,

120 ~ 3600 DF¥c % A S
Lij—o

R T 75 | UCS-A /system/services/web-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer v FLET,

141

1
WIZ, IRA X MHBZRET D HEEZRLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope web-session-limits

UCS-A /system/services/web-session-limits # set maximum-event-interval 300
UCS-A /system/services/web-session-limits # commit buffer
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Web v < 3 UHIBEDRTR

FIE

Web v avhiRoz® [

ARV RFERETIVa Y

E:)
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UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # scope services

P—E X T— REBBELET,

ATvT3

/system/services # show web-session-limits

WebtviaOREXZRRLET,

il

ROBITIZ, Web v a rDOliREF RS2 HiEERLET,

UCS-A# scope system
UCS-A /system # scope services

UCS-A /system/services # show web-session-limits

Web Sessions:
Maximum logins for single user Maximum Sessions Maximum Event Interval (sec)

32 256 600
UCS-A /system/services #
S -~ o
Yty da  HIRODEKRE
FIE
AU RFEREET7TI Y3y =[]
Z 5w 71 |UCS-A# scope system . VAT A E— REBELET,
25w 72 |UCS-A /system # scope services . PR E— FEHBLET,

X T v 73| UCS-A /system/services # scope
shell-session-limits

R T 7 4 | UCS-A /system/services/shell-session-limits | Yk D =/ & v I 3 VIR AR ETX

# set {per-user |total} % = £7,

Z2X:1) BLL]

Maximum Sessions | . —° = L | #FA]

Per User INDEEEY =L
Ty va Ok
%,
1 ~ 32 D& A
NLET,
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ARV KRFERIETI Va3 B#

&HI & EA

Maximum Sessions | 3z 5 AN D3
TOZ—HIZFFA
INDIREEEY = v
Ty a DK
ﬁc

1~ 32 DESE & A
NLET,

R T v 75 | UCS-A /system/services/shell-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer . Iy FLET,

1
WIZ, Ry a U BERET L0 2R LET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope shell-session-limits

UCS-A /system/services/shell-session-limits # set maximum-sessions 20
UCS-A /system/services/shell-session-limits # commit buffer

Viewing Shell Session Limits

FIE
ARV RFERFTIaY =)
Z 5w 71 |UCS-A# scope system VAT L E— REBsLET,
25w 72 |UCS-A /system # scope services PR E— FEHBLET,
R 5w 7 3 |/system/services # show shell-session-limits | * /L & v > o v O#EEFRLUET,

1
WOBITIE, vty arORllREFRRTDHEEZRLET,

UCS-A# scope system
UCS-A /system # scope services
UCS-A /system/services # show shell-session-limits
Shell Sessions:
Maximum logins for single user Maximum Sessions

32 32
UCS-A /system/services #
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HTTP @
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U
X

E

CIM XML (D% .

WIZ, CIMXMLZHZZ L, &~"— FEE% 598812 E L.

F ol R LET,

UCS-A# scope system

=JL ==
axX A
FIE
ARV RFERETI a3 Y BHY
27w 71 |UCS-A# scope system AT N E— R LET,
A 5w 72 |UCS-A /system # scope services VAT A Y—ER ET— REFALE
—é—o
R T 7 3 | UCS-A /system/services # enable cimxml |CIM XILM 4 —E 22 H M LET,
2w 7 4 | UCS-A /system/services # set cimxml port | CIM XML #5k5 D 7K— k2457 L £,
port-num
R w 75 |UCS-A /system/services # commit-buffer | =5 %7 50 23 A5 ADO/EIZ2
Iy hLET,
1

oo varEaly

UCS-A /system # scope services
UCS-A /system/services # enable cimxml
UCS-A /system/services* # set cimxml port 5988
UCS-A /system/services* # commit-buffer
UCS-A /system/services #
FIR
ARV KRFERRETI a3 Y B#Y
Z 5w 71 |UCS-A# scope system VAT A E— RERGLET,
R w 72| UCS-A /system # scope services VAT A Y —E R FT— REBBLE
T
Z 7w 3 | UCS-A /system/services # enable http HTTP Y —E 22/ LET,
AT 7 4| UCS-A /system/services # set http port | HTTP #%f5t Tl SN DR — M &4EE L
port-num F7,
X 75 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ=2

Ty hLET,
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451
WOBENE, HTTP #8502 L, R"—+EFE 80IIHREL., T ¥ rvarvzay
FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http

UCS-A /system/services* # set http port 80

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

HTTP O 3% E &R

FIE
AR RFERFTIVa Y B &
25w 7 1|UCS-A# scope system VAT AN E— RERBLET,
R 5w 72| UCS-A /system # scope services VAT AP —ER T NERBLE
R

T v 73| UCS-A /system/services # disable http HTTP 4 — b2 &F Mz LET,

X 7 4 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ2
Ty hLET

1
WIZ, HTTP 285 L, Mo ¥ s vavaaly M olaRmLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable http
UCS-A /system/services* # commit-buffer
UCS-A /system/services #
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t¥a7nazazsr—vavg—tz |}

X aFHEaIaz=yr—3 Y —ERX

HTTPS D% E
A

FE

¢l

HTTPS CHEAT AR —r&x— UV U TOEELEZED, HTTPS DR TEE5E T L1,

T W

IvarERFEERITaI v b T ETIE, BEOTRTOHTTP BEXOHTTPS v v =
NIELERLHALLNET,

FIE

ARV RFERERTIVa Y

E:)

&M

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # scope services

VAT Y —ERET—FEhhLE
ﬁ—o

ATvT3

UCS-A /system/services # enable https

HTTPS —E R &ZHMMILET,

ATvT4

(f£#&) UCS-A /system/services # set
https port port-num

HTTPS £ CEH S5 R — F & HE
Li‘g‘o

ATy TH

(f£&) UCS-A /system/services # set
https keyring keyring-name

HTTPS |2k L TIERL L 7% — U 7D
LuiEiEE LET,

ATvT6

({EE) UCS-A /system/services # set
https cipher-suite-mode cipher-suite-mode

CiscoUCS F A A > THEM S M55 A
A—=hrEF2V T4 DL,
cipher-suite-mode \Z1%, LLF DWW
DHF—U—REFETEET,

* high-strength
* medium-strength

* low-strength

s custom : L— W EZEDREFAA — b
RO LFHNEEETEET,

ATy T17

(f£#) UCS-A /system/services # set
https cipher-suite cipher-suite-spec-string

cipher-suite-mode 7 custom |ZF%E I
TWDHHA, 2D CiscoUCS KA A >
T O T AL — X2 T 4D
HAR N LIV EEELET,
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ARV KRFERIETI Va3 B#

cipher-suite-spec-string Fx KX 256 L7 % T
fEFCE £33, OpenSSL K5 A A —
MIARIZHEILT 2 0E R H Y £3, kA
PrE&E, AN— AN T CTE E
Ao | URERF) | + (7T Z55)

- A7) L BEO: (AaRY) | FE
Az DV TIE,
http:/httpdapache.argidocs’2.0fimodimod . ssthtimifssloiphersuite
EHBLTIEIN, .

7= & Z1%. Cisco UCS Manager 237 7 #
Ju k& LT 5 R AR O SCF
RO K D170 5,

AT 'AH: 'BERS: TOFFOHRA-H - MEIM-EP:eUL

Gx) cipher-suite-mode |3 custom L1
MMCRESNTNDLHEE, 2
DAT v a TEEH S E
R

ATy 78| (fLE) UCS-A /system/services # set | UCSM 237F A9 % SSL 7' b 21/l % 35
https ssl-protocol RTEE9, fHIX [Default (Allow all
except SSLv2 and SSLv3)] & [Only
TLSV1.2] T9, [Only TLSv1.2] &5
HE,RNWAA—=T 3 O TLS 7’1 b=
NEMH LT Web 7 747 2 RinbD
Pl S NEE A,

X 79 | UCS-A /system/services # commit-buffer | N5 V%7 9% 25 ADFREIT=2
Iy hLET,

1

WROBITIX, HTTPS AN L, AN— hESZ 443 |TRE L, F— U 74 % kiing7984
WCREL, WAL — b DEFx=2U T 1 LoUL% highlZF%E L, WebH— 3% TLSv1.2
AR L OR 22 T2 KO ICREL, Mo rvarzaly FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable https

UCS-A /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # set https keyring kring7984
UCS-A /system/services* # set https cipher-suite-mode high
UCS-A /system/services* # set https ssl-protocol tlsl-2
UCS-A /system/services* # commit-buffer

UCS-A /system/services #
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HTTPS M &% 7E fiZ Fx

AEAE. ¥—

1R BRI

METT TN

HTTP 7> HTTPS ~D U XA L7 g B L £,

FIE
ARV RFERETIVa Y =)

Z 5w 71 |UCS-A# scope system VAT L E— REBtELET,

25w 72 |UCS-A /system # scope services VAT A YP—ER ET— REFALE
R

ZTFw 73| UCS-A /system/services # disable https | HTTPS — & X 2512 LE 9,

R w 7 4 | UCS-A /system/services # commit-buffer | N5 47> 5 %L 2T ADOZEICT
Ty FLET

!l

WIZ, HTTPS #M4hic L, b v HFrvavikaly bTaplarLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable https
UCS-A /system/services* # commit-buffer
UCS-A /system/services #

Vo0, S RMRLAU B

HTTPSIX. XX —A 7T AT 7 F v (PKI) #HEHL T TF7A4 7 DT Z 7 L Cisco
UCS Manager 72 XD 2 DD T 3 AT = 7 72815 Z et L E 7,

EEX—&X—1y

& PKI 7734 A%, WNEEx— Y > ZIZFERFRD Rivest-Shamir-Adleman (RSA) B & — D2
7T (UID2FTTAX—=h, LI 120337V v7) ZRELET, WTOF—TH SIS
NTeAyE=1F, ) —FHOF—THEBLTEET, Bk A v =% KET 55
f. EEFIZEFEOLMF—CHEL, ZEFITMAOWEF—ZHHL TAyE—V%
Wb LET, #MEHZ, MEAOWEF—THMDOA vy -0k (( [Bh] L HETN
7)) LTARIF—OHEELZMN T2 TEET, ZEEVPRYTLIAMIT—2FEHL
TAYE—=VE2EFICETETE 2581E, BEEVSISTIMEF—ZALTNDHZ &N
FEHENE T, X —DREIFIEIETHY, BEOESIESI2EY b ~2048 Y N T
T, BE., BOF—3ENF—L 0 H XL TY, Cisco UCS Manager ClIi#IIC 1024 £
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FOF— T EGZLT 7N hOX— Y U RREShET, £LT, BNox—V 7%
BT £

7T AGHPERSNIZY . GEHENBIRUINIC R -7 LIEBE, 7740 bOF—U 7
AEAE 2 FENCHAENRT 2 LERH Y £,

Z OFEIX. UCS Manager CLI DA T T& £,

FEEAE

X o T REEEEFT AL, ET200T A ARZENENOT VX VGEHEL L F
T sEAEIL. TS AD IDIZET 5 BAEAERE L BTN AOARFT—525FL 7 7
AT, WL SHBIEZ K h T 2HI0, FAS RIMEOF— <7 LMEOHT
BAAAELZERTEET, VE— b 2—VRHOBAEHELZIRT DT 3, REHiT D
ﬁA\J—%17A4mﬁm%?$ REET A Z EMTET, 22—V D07 7 U FITRMIR
BT 2B E AR R LET, 7 7 4/L N TlE, Cisco UCS Manager (2137 7 4 /L hDF— U
‘/7“75}%@&&5‘%%~%é\@%ﬂ%&ﬂ\&0)QE%%EE%%ﬁé\ihiﬁ“o

UCSM5, M4, BEXUOIM3Y— D CIMC OB 24 KVM it HEL . o —T R4k L7
Uy ZEHAEICETECXET, 2770, SAU— ROHR#E I X509 FEBERES 5 — 3
R—FENFEHA, KVMIFHEDOIER (18 X—) Z D7 uv AT 5 2EMITE R A2 #1it
L/i—a—o

-3

ZEAA#ET, Base64d = 2— R X.509 (CER) 74—~ N ThHIHILENRH Y 7,

SR kALY b

Cisco UCS Manager |25 ) 72 iBGEZ et T 572012, 731 ADID %73 53T 5 Y —
A (DFEYV, FTARFA ) oY — =T 4GEAZELZREL, A VA RN— L TEFE
T =R N—=F fGEHEIL, BT T AR AL b Ob— MEGER (CA) . HI# CA,
FEN—FCAZORBD N TA N F=—rDO—#L/ed T AN T U I—DWT D)
WZEoTELSNET, HLWGEHELZ G 5I2IE, Cisco UCS Manager TrEFHEZ R % 4=
L, FT7A RN RA L MIEREZEEFETLHILENDD £7°,

EFETSH L CAEZERA T ESFAAZDIEM

RTV v 7 3BFER (CA) ZEH L CGEHEOARK & B4 2175 b0, ME O CA Z3EH
Lf@ﬁ@ﬁ%i WCBEATHENTEET, EAELEX— @«7%%%#6 %, 2048 &
k@D RSAHEL x.509 PEM GEBEZ AR T 2 M ERNH Y £, 2Dk ¥ 3T, Linux TE
TSI T D OpenSSL AEFAEY — %2 L C CA Z1E%T 5 2~ R L UGEAEZ £
T 5wy RIZOWTEHA L E 9, OpenSSL OFEMIZ-DVNTIX, http://www.openssl.org & &
LTL7Z&EW,

GE)

Inboa~< Rk, OpenSSL /Ny 7 — Y ZHEH LTV % Linux +—/NXTAH LET,
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| ucsManageraz1=4—2 3> 4—ER

1R BHHIIZ

FAAEA D P — 3T

A L U |

SEHEY— ROV T b 2T Ry =V ERELTA VA =L L ET,

FIE
ARV FFEREET7TIVa Y ]3]
R 71 |openssl genrsa-out CA_keyfilename keysize | = a2~ > N, CA TfEFH X715 RSA
Bl R — % ek LS,
# openssl genrsa -out cert.private 2048/ fEE SN/ 7 7 A NA 1T, FBESINT-
FA XD RSA F—NEHFENTNET,
AT = 2 | openssl req -new -x509 -days numdays -key | = pa< > N3, FEESN-F—%2
CA_keyfilename -out CA_certfilename LT. CA®DHCELIEHE LT IC/E
Bl - RLET, FETELEE S IR
# openssl req -new -x509 -days 365 -key| L:f‘ﬁ Y ij‘o DAV Fbi‘ :L_-]jﬁ:
cert.private -out cert.pem SEEOBEIEHRARD B a7 vy
FKRLET,
RERAES—NIX, 77T 4772 CAT
j—o
ATy T3 ({EE) opensslx509 -req-days numdays | Z D=2~ > Fix, CAZNCSR 7 7 A V%
-in CSR_filename -CA CA_certfilename FRH LT — _FFHEAS AT 5 L9512
-set_serial 04 -CAkey CA_keyfilename -out | $=-= | <-4~
server_certfilename -extfile openssl.conf )
| Y— NEEREE, BT 7 A VCEER
Bl TVET,
# openssl x509 -req -days 365 -in
csr.txt -CA cert.pem -set serial 04
-CAkey cert.private -out myserver05.crt
-extfile openssl.conf
!l

ZOBNE. CADIERTE, B L OHBUCIER &7z CARNEAL T 5 I — NGEEO 4
FEERLET, TGO a2 Rid, OpenSSL #5847 L TV 5 Linux %—/3TA

jj L/jzj—o

# /usr/bin/openssl genrsa -out cert.private 2048 Generating RSA private key,

2048 bit long modulus

e+t

++++++ e is 65537 (0x10001) #

/usr/bin/openssl req -new -x509 -days 365 -key cert.private -out cert.pem You
are about to be asked to enter information that will be incorporated into your

certificate request.

What you are about to

enter is what is called a

Distinguished Name or a DN. There are quite a few fields but you can leave some

blank For some fields there will be a default value,

field will

Province Name
[Newbury] :San Jose Organization Name
Incorporated Organizational Unit Name

be left blank.
(full name)

Country Name

(eg,
(eg,

company)
section)

If you enter '.', the
(2 letter code) [GB]:US State or
[Berkshire] :California Locality Name (eg, city)

[My Company Ltd]:Example
[]:Unit A Common Name (eg,
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your name or your server's hostname)

UCS Manager 13 2=4#—> 3> H—EZ |

[] :example.com Email Address

[]:admin@example.com # /usr/bin/openssl x509 -req -days 365 -in csr.txt -CA
cert.pem -set_serial 01 -CAkey cert.private -out server.crt -extfile openssl.conf
Signature ok subject=/C=US/ST=California/L=San Jose/O=Example Inc./0OU=Unit

A/CN=example.com/emailAddress=john@example.com Getting CA Private Key #

X— )T DIER

Cisco UCS Manager (%, T 7 4/V h ¥— U7 %E&0, RKSEDOF— VT EPR—FL

=75

FIE

AV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create keyring
keyring-name

F— V7 a2 L. AniateE LE
j‘o

ATvT3

UCS-A /security/keyring # set modulus
{mod1024 | mod1536 | mod2048 | mod512}

SSL¥—0 bty hEERELET,

ATv74

UCS-A /security/keyring # commit-buffer

N rvarvEaIy FLET,

1

WOHNL, 1024 By hDOF— YA ADF— U o T E2/ERLET,

UCS-A# scope security

UCS-A
UCs-A
UCs-A
UCs-A

RDBERY

/security # create keyring kr220
/security/keyring* # set modulus modl1024
/security/keyring* # commit-buffer
/security/keyring #

ZOx— U7 OFEHEEREER LT,

TIAHILE FT— )T DBER

J T AZBNERTINTZY, FEAESHIRYIICR 2720 LTEEEE, T 74V 0% — U 7
AFAEA PRI CHAR T A LERH Y £,

FIE

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

. UCS Manager 122 =-4~—3 3> H—EX

X2V T4 BE— REBLET,



| ucsManageraz1=4—2 3> 4—ER

g#AA T avitEnr— 1y vooanEERons

AU RFERETOVa Y

B8

ATy T2

UCS-A /security # scope keyring default

FIFNNF—V T TCHF—Y T ®
Fa2VT 4 T—REBBLEST,

ATvT3

UCS-A /security/keyring # set regenerate
yes

TN F— VT EHERLE
R

ATV

UCS-A /security/keyring # commit-buffer

N YrvarEaly PLET,

1

W2, T74N bk x— U T almeERT L0225~ LET,

UCS-A# scope security

UCS-A /security # scope keyring default
UCS-A /security/keyring* # set regenerate yes
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

O

EXFT TV

FIE

IUHFEDF—VTD

REAZEER DB

ARV RFERFTIVaY

=)

&

UCS-A# scope security

X2 UTF 0 B— RERBLET,

ATvT2

UCS-A /security # scope keyring
keyring-name

F— Vo7 Dar7 4 ¥l — gy
T— FERHEBLET,

ATvT3

UCS-A /security/keyring # create certreq
{ip [ipv4-addr | ipv6-v6] |subject-name
name}

FRE ST IPvA £7213 IPv6 7 KL%
E = IR/ N Sl A
DA RTZ R U CRERIEER 2 ERk L £
9, AEHEERO 2T — K& AT 5
EolkRdbnET,

ATvT4

UCS-A /security/keyring/certreq #
commit-buffer

N YrvarEaly bLET,

ATvTh

UCS-A /security/keyring # show certreq

A —=LTHrI7 AN T U h—FTITR
AERICIRE FTREZRREEFEE R A FR L E
—é—o

UCSManager 1221 =4~ —3 3> H—EX .



il

HHMA Ta v REDX— Y VT DIARAEERDIER

UCS Manager 13 2=4#—> 3> H—EZ |

WOHITlE, AL 7Y a A EDF—Y 72O TIPVE T KL A TIFHETE R %
TERR L CERLET,

UCS-A# scope security

UCS-A /security # scope keyring kr220
UCS-A /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring # show certreq

Certificate request subject name:
Certificate request ip address:

sjc04
192.168.200.123

Certificate request e-mail name:
Certificate request country name:

State,
Locality

Request:

province or county
(eg,
Organization name
Organization Unit name

(full name) :
city):
(eg, company):

(eg, section):

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
O0re/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCS-A /security/keyring #

AT avftEDF— ) VT DEAZEERDIER

FIE

ARV RFERRTO Y

=)

&M

UCS-A# scope security

X2 U7 0 E— FZBBLET,

ATy T2

UCS-A /security # scope keyring
keyring-name

F—V o Dar74F¥al— g
T— REBHBELET,

ATvT3

UCS-A /security/keyring # create certreq

AEAE SR 2B L £7,

ATvT4

UCS-A /security/keyring/certreq* # set
country country name

SN FEL TV D EOE =2 — F&fE
/\':.E_‘I_/i‘a‘o

ATy Th

UCS-A /security/keyring/certreq* # set dns
DNS Name

FORICBEE T STz RAAL o Rr— 4
P— (DNS) 7 FLA&$aELE
TO

. UCS Manager 122 =-4~—3 3> H—EX
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#A T avz0x—yvroianEERokn

ARV FFEREETIVa Yy E]:g]
RXFw 76 |UCS-A /security/keyring/certreq* # set SEBAEE SR CBIES T DN EF A —
e-mail E-mail name VT FUVAERRELET,
ATy F71 |UCS-A/security/keyring/certreq* # setip | Cisco UCS R A A @ IPv4 E 721X IPv6
certificate request ip-address | ipv6 7 RLAEEELET,
certificate request ipv6-address
AT w78 |UCS-A /security/keyring/certreq™ # set T TV T A F—aRXT NAD
fi-a-ip certificate request FI A ip-address | | [py4 % 7-13 IPv6 7 R L A& & LE
fi-a-ipv6 certificate request FI A +
ipv6-address °
X T w79 | UCS-A /security/keyring/certreq* # set Ty TV 7 A B —aRx7 NBD
fi-b-ip certificate request FI B ip-address | | [py4 £ /-1 IPv6 7 R L A& $5E L £
fi-b-ipv6 certificate request FI B +
ipv6-address °
AT w710 |UCS-A /security/keyring/certreq* # set SERAE A BER LTV A2t AR TF
locality locality name (eg, city) ETAHEFIIT 258 LE4,
AT v 711 | UCS-A /security/keyring/certreq™ # set | FEBEZ TR L TV DA EE L £
org-name organization name 9,
AT w712 |UCS-A /security/keyring/certreq™ # set Mg = FEIBELET,
org-unit-name organizational unit name
X T v 713 | UCS-A /security/keyring/certreq™ # set SFRAEESRICE+T AT Y g DR
password certificate request password U— REEELET,
R w 714 | UCS-A /security/keyring/certreq* # set SERAE A Bk LTV A2t ARE T
state state, province or county ETAMEIIITHESEEE LE
j—O
R Fw 715 | UCS-A /security/keyring/certreq* # set Ty TV I A Z—axd NDEE
subject-name certificate request name B R AL LA EIETELET,
25w 716 |UCS-A /security/keyring/certreq* # N rvarvEaly hLET,
commit-buffer
R w711 |UCS-A /security/keyring # show certreq | 2 v°— 1L CKF A N T o —F 71338
AIEJRZ 255 FTRE /R R EER 2 RR L
£7,
!l
WOBITIL, FEMA TV a o fMfEDF— Y o TIZONTIPVET R LA TREFFE R %
fER L TFRRLE T

UCS-A# scope security
UCS-A /security # scope keyring kr220

UCSManager 1221 =4~ —3 3> H—EX .
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UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
UCS-A
Certificate
Certificate
Certificate
Certificate
Certificate
Certificate
Certificate
Certificate
Certificate
State,

/security/keyring # create
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*

request
request
request
request
request
request
request
request
request
province or county

ip address:

e-mail name:

FI A ip address:
FI B ip address:

ipvé address:

FI A ipv6 address:
FI B ipv6 address:
country name:
(full name) :

UCS Manager 13 2=4#—> 3> H—EZ |

certreq

set ip 192.168.200.123

set fi-a-ip 192.168.200.124
set fi-b-ip 192.168.200.125
set subject-name sjc04

set country US

set dns bgl-samc-15A

set e-mail test@cisco.com
set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york
commit-buffer

HH o H o H I H I

/security/keyring/certreq # show certreq
subject name:
192.168.200.123

sjc04

192.168.200.124
192.168.200.125
test@cisco.com

Us
New York

Locality name (eg, city): new york city
Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wWQQMA6CBNNhbWMwNICECSE1X AN
BgkghkiGOwOBAQQFAAOBRGQCsxNOQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCS-A /security/keyring/certreq #

RDBERY

SEAEESROT F A & BEGIN B L OEND T2 EHTat —L, 77 A VIR ELE

T, F— VT OREHELZRET L7720, IEHEEREZEL 77 ANVE N TARNT U —

FIITRRERICEE L ET,

%%I‘_y%gﬁﬁg Li‘a—o

KVM SFBRZE D 1ERK

ZOFREEMFEH LT, KVMAEAERZER TS T, ZOBEICLY,

B

. UCS Manager 122 =-4~—3 3> H—EX
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FIE

OB |

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope server chassis-id /

blade-id

BEY— DYy =y $—N Bk
BES L E T,

ATvT2

UCS-A /chassis/server # scope cime

vy —¥ =/ N CIMC E— F& G L
£

ATvT3

UCS-A /chassis/server/cimc # create
kvm-certificate

KVM FEBEZER L 97,

ATv74

UCS-A /chassis/server/cimc/kvm-certificate*
# set certificate

BEIN=2—VAERD T Y v 7 FEH
EARELET,

ATy Th

UCS-A /chassis/server/cimc/kvm-certificate®
# set key

KIS D 2 — WA OB *— 2 50E L
\i—g—()

G¥) R U— FREINTZ X509
FEAEOME F—X YR —

SNTWEF A,

ATvT6

UCS-A /chassis/server/cimc/kvm-certificate*
# commit-buffer

N W I a ey AT AOREILD
Ty hLET,
ZOEEICEIY, CIMCHY 7—hFLZE
KR

1

Wiz, KVMGFFAEZER L, FTIv¥Fravrdasy hEallERLET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # create kvm-certificate

UCS-A /chassis/server/cimc/kvm-certificate* # set certificate

Enter lines

one at a time.

Prompt Certificate:

>

Enter ENDOFBUF to finish.

Press ~C to abort.

UCS-A /chassis/server/cimc/kvm-certificate* # set key

Enter lines
Prompt Key:
>

UCS-A /chassis/server/cimc/kvm-certificate*

one at a time.

UCS-A /chassis/server/cimc/kvm-certificate #

UCSManager 1221 =4~ —3 3> H—EX

Enter ENDOFBUF to finish.

Press ~C to abort.

# commit-buffer




B «wmaEszosuy

KVWMEEBRED Y U7

ZOEEIZXY, CIMCNY T —F LET,

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

=)

&M

UCS-A# scope server chassis-id /

blade-id

HES— Oy =y YT %
MtELET

ATvT2

UCS-A /chassis/server # scope cime

Uy —3 P—/3CIMC T— R&BfA L
iﬁ‘o

ATvT3

UCS-A /chassis/server/cimc # clear
kvm-certificate

KVM iEHEZ 27 V7 LET,

ATV

UCS-A /chassis/server/cimc* #
commit-buffer

NI Yoy a kv AT AOREIC
I

ZOEEIZEY, CIMCSY 7 — b L E
j‘o

il

wIZ, KVMGEREZ 7 U7 L, FIv¥ oo avaasy bEaHlE R LET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # clear kvm-certificate

Warning: When committed, this operation will result in CIMC reboot.

UCS-A /chassis/server/cimc*

# commit-buffer

UCS-A /chassis/server/cimc #

FSR kRS FDIER

FIE

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create trustpoint name

FZ A b ARA 2 hEfERR L, £ D4R
AHRELET,

ATvT3

UCS-A /security/trustpoint # set certchain
[certchain)]

. UCS Manager 122 =-4~—3 3> H—EX
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tsa b aa v rotes [l

aAvYRFERET7IOIY BRI

EEZBTAITIAMRALA L FDOY R B
FFREAEAS AT L Lo ITRkRO BN
*4., ASJRNEDORDITIC, ENDOFBUF
EATILTHKTLET,

BR FEAAEIL, Base64 = a— K
X.509 (CER) 74—~ T
HHWLERDHY ET,

R T w 7 4 | UCS-A /security/trustpoint # commit-buffer | =5 %7 50223 v N LET,

1
ROBNE, BT AR RA L FERER L, BT A b AL MIGEAEZ R L 37,

UCS-A# scope security

UCS-A /security # create trustpoint tPointl0

UCS-A /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi042z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVYVYVVYVVYV

\%
1
1
1
1
|

=

2

o

Q

2

H

H

s

:

H

|2
1
1
1
1
1

> ENDOFBUF
UCS-A /security/trustpoint* # commit-buffer
UCS-A /security/trustpoint #

RDBERY
AN T U —E TR NLF— U O VEEHEAZ G L, F— U I A A= L
3

UCSManager 1221 =4~ —3 3> H—EX .
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X— )OI ADEHEDA ViRk— b+

1R BRI

UCS Manager 13 2=4#—> 3> H—EZ |

e X — U U VEHAEDIAEF = — L EEFN N T A N ARA U MNERTELET,
e TR T U A—FITRGEREN L — U U JEEHELZ RIS L E9,

=3[
ARV FFEREET7TIVa Y B#
R T 71| UCS-A# scope security X2 VT 0 T REHBLET,
AT 2 | UCS-A /security # scope keyring SFHELSZZ TR A — Y v Car 7 g4
keyring-name X2l —varET—FEHBLET,
R Fw 7 3 | UCS-A /security/keyring # set trustpoint | 3— U o JSHEORETO T &2 |
name T —FETITRRERIICR L F T A B
WA FEREELET,
AT 7 4 | UCS-A /security/keyring # set cert X— U U UEFHEZ AL TCT vy T a—
RTD72bDF AT/ &E@ELET,
Turs7RT, FTANTUA—FT
ITRERER D B2 T o T2 REED 7 % A
FEAED AT E S, AEHEOHZOITIC
ENDOFBUF & AJJ LT, GEHEDOAT)
E T LET,
BE  GEWEIL, Baseod T = — R
X.509 (CER) 7#+—<> KT
HOEVENRDHY £,
R T 75 |UCS-A /security/keyring # commit-buffer | 5% 7> 302233 v N LET,
£l
WIZ, PTFRAMRA L bEFEEL, EAEZX— U U702, U AR— M50l L%
ﬁ‘o

UCS-A# scope security
UCS-A /security # scope keyring kr220

UCS-A /security/keyring # set trustpoint tPointl0

UCS-A /security/keyring* # set cert
Enter lines one at a time.
Keyring certificate:

Enter ENDOFBUF to finish.

Press ~C to abort.

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
> BXMMU2FulEpvc2UsIENBMRUWEWYDVQQOKEwxXFeGFtcGx1lIEluYy4xEzARBgNVBAST

. UCS Manager 122 =-4~—3 3> H—EX
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x—yovouk [

C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3cha4d=

VV V V VYV VVYV

\2

> ENDOFBUF
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

RDERY
X— U T EHHLTHITPS Y—E 22 & ELET,

F—1) T DA

FIE

Iv Y RERET YAy Be
27 71 |UCS-A# scope security ko) F g B REFIHLET,

R Fw 72 |UCS-A /security # delete keyring name | &4 #iftxox%x— Vo 7 5HIBRLET,

X T 73| UCS-A /security # commit-buffer Foo¥rvarvEaIy FLET,

1
ROBITIZ, F— V7 Z2HIBRLET,

UCS-A# scope security

UCS-A /security # delete keyring keylO
UCS-A /security* # commit-buffer
UCS-A /security #

SR kRS DI

1R B
FFANKRA L IRF—= VU TICEoTHEAHAEIN TN E AR LT ZEN,

FIE

OTY RERET YAy i
27w 71| UCS-A# scope security BT B RAHELET,

UCSManager 1221 =4~ —3 3> H—EX .
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /security # delete trustpoint name

FRELIZFT AN RA L FaHIBRL %
RS

ATvT3

UCS-A /security # commit-buffer

N YrvarEaIy FLET,

151
I,

FT AR RA L FEHIRT D62 R L ET,

UCS-A# scope security

UCS-A /security # delete trustpoint tPointl0
UCS-A /security* # commit-buffer

UCS-A /security #

HTTPS ~O HTTP U B A4 LU 3 > DERE

1R BHHIIZ

HTTP & HTTPS Oi 5= A4hZ LE 4,

FIE

AV RFEEETIVa Y

=)

&M

UCS-A# scope system

VAT N ET— REBBLET,

ATvT2

UCS-A /system # scope services

VAT AP —ERE—FEBMLE
j‘o

ATvT3

UCS-A /system/services # enable
http-redirect

HTTP Y ¥ A L7 F $—E2ZHEIZL
i—é—o

A F—T VDA, HTTP#EHE TRIT X
N HHEEITT X TR%EDO HTTPS 7 R L
AV A VT NENET,

DX T g 0E, D CiscoUCS R A
A U ~DHTTP 7 7 & A % F2E AR
WZLET,

ATvT4

UCS-A /system/services # commit-buffer

KNI a BV AT AOREIC D
Ty hLET,

. UCS Manager 122 =-4~—3 3> H—EX
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v ro—veEor—tz [

il

Wiz, HTTP 75 HTTPS ~D UV ZA L a v ZHEMCL, hTI oo va %o
Ty T BHIERLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http-redirect

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

2y FI—VBEDY—EX

SNMP HERE DB

SNMP 7 L— AT — 27133 DO THER S E T,

*SNMP~%—T% : SNMPAZEH L TRy NU—T TNAL ADT 7T 4 BT ¢ ZHlE L.
T BV TTAUAT A

eSNMPT=—Y = b : CiscoUCSHDY 7 b T =7 3 iR—%> hTY, CiscoUCSDT —
2 EMEE L, MBS U TSNMP v 2 — Y %I LAR— b LET, CiscoUCS IZiF=— =
YREMIBOaLZ Y aryingENET, SNMP2—Y 20 & A X —7 /LI LT R—
Vyblbz—UxzV MEDOY L—a vy T EMEMT SITIE, CiscoUCS Manager C SNMP
A X —T ML THRELET,

» Managed Information Base (MIB) : SNMP =— > = hOEFHMRA TV =7 NOES,
CiscoUCS U U — A 1.4(1) ARETI, 20 LARTDO Y YV —A XY REDOMIB %R — K LT
l/\i-é‘o

Cisco UCS IZ. SNMPvl. SNMPv2c. B LNSNMPv3 Z# VAR — K LET, SNMPvl BLW
SNMPv2c iZEB LY, 2 a=F7 4 _X—ABADOEXF=2 T 2HEHLET, SNMP (ZKD
EIOlCEESNLTVET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http:/tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http://tools.ietf.org/html/rfc3415)
« RFC 3416 (http:/tools.ietf.org/html/rfc3416)

« RFC 3417 (http:/tools.ietf.org/html/rfc3417)
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- IRET
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
« RFC 3584 (http:/tools.ietf.org/html/rfc3584)
SNMP & 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =Y M LEHEAERTXAZLTT, ZNHD
BHITIE, ERZSNMP~ 32—V v O EETL2HELIH Y THA, @HIEL, REHR—VFE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
bé‘o

Cisco UCS Manager &, b7 v 7 E73A v 7+ —25 & LTSNMP @I Z R L EF, SNMP
YAR=UXIE T T RAERRICHERRIGE 2 k{5 E T, Cisco UCS Manager (3 k7 v 7723245 &
NI E D MEMRTERND, N7 v TOREMNEEA V74— 80 K< 20 7, A
V74— LEREZET HSNMP Y R — Y v E, SNMPISE 7w b7 —4 2=y k (PDU)

TA v —VDOZ(E %M L F 9, CiscoUCS Manager 73 PDU #%{5 L7 WA, 4 7 +—
LEREZFETEET,

SNMP %21 714 LNILE L VHER

SNMPvl, SNMPv2c, BLXUSNMPVIIZFNZENH DX T T LERLET, X
V74 T /UTERINZEX 20T 40 LNV EHAED ST, SNMP A v t— Y DML
WCHEASNAEFX2 VT 4 A=A ERELET,

X2 U7 4 LoULE, SNMP R 7 v FICBHET 5N TVWD A v =V 2 RIRT D720
PRERAIRE L E T, HEROLZE -S> T, AvE—UNMERBETROGEELLEL TS
M FIEA = UPRFRAEESN DD BPRESNET, P R—FENnd X207 40 LUL
I, BHEINTWAEXF 2T 4 ETFMICE>TRARY ET, SNMPEF 2 U F ¢ LULT,
WOKEBRD 1 DLl E&HAR— ML ET,

* [noAuthNoPriv] : #GiE7Z L, BE5{k7e L

s [authNoPriv] : F8iEH 0 . BF {72 L

* [authPriv] : 387EH Y . KE{LdH
SNMPV3 Tld, %2 V7 1 7L EXa VT4 LNLVOBEPRESATHET, EF=
V74 T ML, 2—FBIP2—RET L2 — LV E2RETIRMESFATT, EX=2VT7T 4
L biX, X2 T 4 ETVNTHASNLS2EX 2V T DLV TT, EX2 T o

ETFNEEX2 VT 4 LULOEAELEIZ LY SNMP /Ry MLUFIRIZERA S 2% =
V7 4 A=A ED 97,

SNMPt X1 T4 ETILELRILDYR—FENTWAEASHE

WDOFEIZ, Ex=2 T4 T NLELLOMAGDLDEERLET,
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I UCS Manager O

Saz4—YarvH¥—EX

snmpv3 £ 2 ) 7 <1 I}

R1:SNMP X)) T4 ETLELUEF2UT1 LRI
T |[LANL EH s |ER
)7 1t
vl NOAuthNoPriv| = X 2 =7 ¢ 2 MY | K3t |[232=FT 4 ANV TOREEHEH LT
:/7\\ }I_.‘L; uADuﬂE LiTo
v2¢  |noAuthNoPriv| =S o=F ¢ 2 hU |kxt |23a2=F 4 A FNY 7 OREHFEHLT
N4 Jix FRREL E9,
v3 noAuthNoPriv | = — 44, Fkf | 2=V LZOMEEEH L CEIEL £ 7,
IL\
v3 authNoPriv  |HMAC-MD5 % 7-1% |FExt |Hash-Based Message Authentication Code
HMAC-SHA I (HMAC) A=Y ATz A RS
(MD5) 7v=U R ¥ 721X HMAC Secure
Hash Algorithm (SHA) 7 /v 3 U X AIZH:
/)I/\Tpm uﬂz Lij—
v3 authPriv HMAC-MD5 $£7-(% |[DES |HMAC-MD5 7 /L= U XA FE /2%

HMAC-SHA

HMAC-SHA 7 /L2 X LZFES VTR
Li% T — KB (DES) D56 v
riEE L, BXOWE T o v 7 EH
(CBC) DES (DES-56) FEHE|ZFE-S\ =38
uE%TKF{A Li‘?“o

SNMPv3 2 1) 7 1 t&E

SNMPv3iZ, Ry NT—ZRHADT L—LALDIE
AANDEXR2T 77 AZFEHLET, SNMPv3 L, EHEEIER X O

CEFETTHED

RN uLT:&H %{b%;ﬁﬂﬁé\bﬁé NP N S T G TN

S{L.SNMP #* v & —

2, RESINTWDE2—HFDHLEARLET, SNMPV3 22— =2 & o

U7 4 5L (USM) IZSNMP A v E—I L~ EXa UTF 4 28R L. ROV —E 2%

L ET,

cAvE—UVORESMNE Ay E—UNRRERFETERELITMEI LT RN D
S = ANERRSEZVELIHHABL TER SN TRV

L. T—
L ERRFELET,

A B—VDORETORIE : AvE—VFEBEDID 2R TEDZEHBIELET,
c Avb—UOMERB IO S RER2—Y, =0T 47 4, It A% L THER

ZRAARRIZLIEZVBER LWL DI

Cisco UCS T SNMP H7~—

Cisco UCS &, SNMP

LE7,

WX L TELF O AR — b 22k L £,
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UCS Manager 13 2=4#—> 3> H—EZ |
B ciscoucs <o snmp 41—

MIB DY 7R—
Cisco UCS 1Z, MIB ~O# AV HEMT7T 72 A 2 KR— ML ET,

Cisco UCS T FTREZRFFE D MIB 38 L U E D AFEIZHOWTIE, B VU =X H—F
http://www.cisco.com/en/US/docs/unified _computing/ucs/sw/mib/b-series/b UCS MIBRef.html %, C
U — XX hitp://www.cisco.com/en/US/docs/unified_computing/ucs/sw/mib/c-series/b UCS_Standalone
C-Series MIBRefhtml 2 L TS 7230y,

SNMPv3 1 —H M0 oL
Cisco UCS 1. SNMPv3 . —H|ZR DT 1 b Lz PR — bk LET,
« HMAC-MD5-96 (MD5)

« HMAC-SHA-96 (SHA)

Cisco UCS Manager SNMPv3 738U SALERIEYE (FIPS) E— FO&A. U U — X 3.2(3) LABED
U U —ZXTEMDSFBAER YR — b EnuERA, L2 -> T, MDS Bk O DOEFED 721X
FLSAERENTZIZHD SNMPV3 2 —HF RN HD Y V—ATHAINDL LgnE, RO
TF— A vb—UNRRINET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: MD5 auth is not supported

ZOEH pa—VEREET I, BEEY A 7% SHAIZEFE LET,

SNMPv3 .—H®D AES 754 /\o— FO k3L

CiscoUCS IZ. SNMPv3 A v t— UK EL DT Z7 A4 "y — 7 1m hand1-o& LT Advanced
Encryption Standard (AES) Z{fiH L. RFC 3826 |[ZH#EHLL TWVET,

TITANY—/RAT— R (privA 7' ay) TiE, SNMPEFx =V 7 ¢ iEE{k)iLE L CTDES
F7-12 128 B v b AES Z#IRTE £9°, AES-128 DR EZ AL T, SNMPv3 t—HH D
TTA N = RAT— REE&HDH L, CiscoUCS Manager [XF D7 T A /N — /XA T — REff
FAILTI128 Y b AES F—%4 LE 9T, AES 774 N — XA YU — Ridfg/NT 8 LFT
To NMATZVL—X% 7 V7 THXANCHRETHHE. K64 LFERETEET,

Cisco UCS Manager U U — & 3.2(3) LAED U U — A TiX, AES H/5{b72 LD SNMPv3 == —H %
FR=FENTWETA, LEBR-T, AESH S LA L T WEEF £ 72 13RI Bk &
AVIZSNMPV3 = —HE, 2o D U YV —ATIEHERINT, KOLI T T =X vb—UnE
IRENET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: AES is not enabled

IOXI R —YEEMT DI, aes-12805 5L E B L ET,
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| ucsManageraz1=4—2 3> 4—ER
SNMP 0>« *—J Lk £ U SNMP F0/57 o I

SNMP O A4 *—JILILE LU SNMP 7 O/XF 1 DEKRTE

CiscoUCS FAA U MBDSNMP X v —JI2iE, VAT LTRSS 77TV v 4 H—
a xRy MEAMFEREINET,

FIE
ARV FFEREETIVa Y =LY
X T v 71| UCS-A# scope monitoring FT=HX )T E— REBBLET,
X Fw 72 | UCS-A /monitoring # enable snmp SNMP Z &Nz LE5,
AT 73 | UCS-A /monitoring # set snmp community | snmp = I = =7 1 £— RZ Bt L £
R
X 7 4 | UCS-A /monitoring # Enter a snmp SNMP a3 a=F 4 &EELET, X
community: community-name J—RELCaa=T 4 L45HHLE
T, A 2=T 41X, R&K32FO
FHFTHRETEET,

R v 75 | UCS-A /monitoring # set snmp syscontact | SNMP #1243 D> 25 LA DEK I IS E
system-contact-name LEd, VAT Lodfgdes (BT A—
VT RLARR, AL EEEE R L)

1F, K255 XTFOFHTTHETE %

R
Z 5w 76 | UCS-A /monitoring # set snmp syslocation | SNMP=— = > (F—3) MEITX
system-location-name NWARA NOBEFEEELET, VAT
Awlr—a AR &R 512 CF0
ST TIRE TR T
R Fw 77 | UCS-A /monitoring # commit-buffer oo 7 aml AT ADOREIZ
Iy FLET

1

WIZ. SNMP Z 4202 L, SnmpCommSystem2 & V9 £ FiD SNMP = 2 = =T &%
JE L, contactperson & 9 ARID T AT AHHE LA FE L, systemlocation &\ 9 44 Rl
O r—a VEREL, MUY varEaly hTAEIERLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # set snmp community

UCS-A /monitoring* # Enter a snmp community: SnmpCommSystem2
UCS-A /monitoring* # set snmp syscontact contactpersonl
UCS-A /monitoring* # set snmp syslocation systemlocation
UCS-A /monitoring* # commit-buffer

UCS-A /monitoring #

UCSManager 1221 =4~ —3 3> H—EX .



B swe 5006

RDBERY

SNMP 7 v 7B L O —H 2Bk L £,

SNMP + 5 v TD1ERK

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFFERERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 = RFEBBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZhZLET,

ATvT3

UCS-A /monitoring # create snmp-trap
{hostname | ip-addr | ip6-addr}

JBELERA N, IPVAT RL A, F
771X IPv6 7 KL A TSNMP k7 v 7 7~
A NEAERCLE T,

WA AT IPVA T R L ADEEEN B
AA BT H LB TEET,

ATv74

UCS-A /monitoring/snmp-trap # set
community community-name

SNMP +Z v FIZEHAT5H5SNMP 2 X =
=T A A ERELET,

ATy TH

UCS-A /monitoring/snmp-trap # set port
port-num

SNMP k7 v AT 2R — b &fEE
| =

ATvT6

UCS-A /monitoring/snmp-trap # set version
{vl|v2¢c|V3}

rZ v FIZEHT D SNMP D/ 3— 3
VEETNAERELET,

ATy T17

(f£&) UCS-A /monitoring/snmp-trap #
set notification type {traps | informs}

EETHEN T TDEAT, ZITER
INADEITERD ELY TT,

e N— 3 T v2e F721T v3 BER
L7234 traps,

o N—U 5 NIV BIBIRT A
informs,

GE) RN—=TVar:lLTv2ek%
BRLIEGEICOHRA
T A — LA EETE
*9,

ATvT8

(ff:#) UCS-A /monitoring/snmp-trap #
set v3 privilege {auth | noauth | priv}
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snvp -5 Fomk ]

ARV RFEEETIIa Y BRI
* noauth : FREE7e L., BEE{k7a L

e priv : WAEH VD . BEE{EH Y

R w 79 | UCS-A /monitoring/snmp-trap # oo I a3l AT ADRTEIZ
commit-buffer Ty FLET,

1

WOBNL, SNMP ZHZ L, 1Pv4T RLZAZMHALTSNMP b7 v 7 &L, b
Z v 7R — b 2T SnmpCommSystem2 2 X = =7 4 AT AL IBEL., N—T =
ENVIIWCERE L, B A 7% traps IZERE L, V3MERZ privICREL, N7 B
Yarxaly hLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-trap 192.168.100.112

UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem2
UCS-A /monitoring/snmp-trap* set port 2

UCS-A /monitoring/snmp-trap* set version v3

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv

UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

WOFNE, SNMP Z A0 L, IPv6 7 RLAZfH L TSNMP ~ 7 v 7F&{Ef L, b
7w DR — bk 2 CSnmpCommSystem3 2 X = =7 4 ZfEHT 5 L H>EL., X—T =
VENVIIWCERE L, B A 7% traps ITERE L, VI3HMERZ privICREL., FT B
varvEaly hLET,

UCS-A# scope monitoring
UCS-A /monitoring # enable snmp
UCS-A /monitoring* # create snmp-trap 2001::1
UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem3
UCS-A /monitoring/snmp-trap* # set port 2
UCS-A /monitoring/snmp-trap* # set version v3
#
#
#

HH= o H

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv
UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

SNMP k5 v JDHIR

FIE

ARV RFERRTIVa Y =)
X w 7 1|UCS-A# scope monitoring T=H YT T— REBBLET,
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /monitoring # delete snmp-trap
{hostname | ip-addr}

FBELEARAMELIZIIP T RLAD
FEE L/ SNMP k7 w7 R A - Z&HIkR
LET,

ATvT3

UCS-A /monitoring # commit-buffer

NV v a BV AT ADORTEICD
Ty hLET,

1

Wiz, IP7 KL 2 192.168.100.112 TSNMP F 7 v 7% HIFR L. T o¥Fr g awa
v bTBHIERLET,

UCS-A# scope monitoring
UCS-A /monitoring # delete snmp-trap 192.168.100.112
UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

SNMPv3 1 —H DERL

FIE

ARV RFFEERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 E—FEHBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZZLET,

ATvT3

UCS-A /monitoring # create snmp-user
user-name

FEE Sz SNMPV3 = — & ERk L F
K

SNMP == —H# 4%, =m—H/L 2 —F4
CRICIZIETEE A, B—0L 22—
P4 L —F L7V SNMP = —H 4 &%
RLET,

ATv74

UCS-A /monitoring/snmp-user # set aes-128
{no | yes}

AES-128 B B Dfif F 2 B 20 & 7= 13 M%)
W LET,

ATy TH

UCS-A /monitoring/snmp-user # set auth
{mdS | sha}

MD5 F 721X DHAFRREDOFEHZFEE L £
KR

ATvT6

UCS-A /monitoring/snmp-user # set
password

2= AT = FEZFRELET, set
password =~ R&ZAJjT5&, /<X
U— ROANT) EREREAET 70 v 7 s
KRINET,
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ARV RFERIETY Va3 B#Y
R w 77 | UCS-A /monitoring/snmp-user # set 2—W T AN — RAT— REEE
priv-password LE9, setpriv-password 2~ K%

ANITHE, TTANR—IRRAT—F
DA LR EALT T a7 FIRFEIRE
nET,

X T 7 8 | UCS-A /monitoring/snmp-user # oo Iy a2 A7 AOREIZ
commit-buffer Ty hLET,

1

WOBE, SNMP Z 4202 L, snmp-userl4 &\ 9 4 Ei1D SNMPv3 = —H & /ERk L .
AES-128 W55 b A I L, MDS GRAEDEHZIEE L, "AT—=RBLXOT 7 AN
V= SAU—REREL, FTrFrvavEaIy FLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-user snmp-userl4
UCS-A /monitoring/snmp-user* # set aes-128 no
UCS-A /monitoring/snmp-user* # set auth md5
UCS-A /monitoring/snmp-user* # set password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # commit-buffer
UCS-A /monitoring/snmp-user #

SNMPv3 21— DAl

FIE
OV RERETIVa Y B#Y
X T v 71| UCS-A# scope monitoring F=HXY) T T—FREBHBLET,
R Fw 72 | UCS-A /monitoring # delete snmp-user FE L7~ SNMPv3 = —HZHIR LE9,
user-name
X T 7 3| UCS-A /monitoring # commit-buffer oW amL AT LADOREIZ
Iy hLET,
!l
WIZ, snmpuserld &\ A FTDO SNMPV3 = —HZHIBRL, FToHFrvarvzaly
FELElIZRLET,
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UCS-A# scope monitoring

UCS-A /monitoring # delete snmp-user snmp-userl4

UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

Telnet D14 *—J )Lt

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERFTIVaY

=)

ATy 1

UCS-A# scope system

VAT b EF— REBBLET,

ATvT2

UCS-A /system # scope services

VAT ALY —ER - BB LE
ﬁ—o

ATvT3

UCS-A /services # enable telnet-server

Telnet ' —E A EZH L ET,

ATV

UCS-A /services # commit-buffer

oUWV a BV AT ADREIZD
v hLET,

1

WIZ, Telnet /ML, "o ravrdaly NTa02RLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /services # enable telnet-server
UCS-A /services* # commit-buffer

UCS-A /services #

CIMCWeb H—E XD A =*—J )Lt
CIMC Web #—E R ZHFENTT HITIT :
cadmin R THE 7 A T HMERH Y £F,
* CIMC Web h—E R X, 77 4/L b TIXHEROT, BT L0ERHY £,

FIE

ARV RFERETIVa Y

B8

&

UCS-A# scope system /

VAT A EFT— RERBLET,

ATy T2

UCS-A /system #scope services/

VAT ADY—E R FT— REBBLE
ﬁﬂo
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cime web 4—E 2ot [

AU RFERETOVa Y

B8

ATvT3

UCS-A/system/services #enable
cimcwebsve/

CIMC Web —E 2 ZHNZ LET,

ATy T4

UCS-A/system/services *# commit-buffer/| N5 %73 9 0% 27 ADOHEIZ=2

Sy hLET,

il

KIZ, CIMC Web F—E 2&2HNZ L., v VF o a2 ET 02 RLET,

UCS-A# scope system
UCS-A/system # scope services

UCS-A/system/services

UCS-A/system/services *# commit-buffer
UCS-A/system/services # commit-buffer
UCS-A/system/services # show cimcwebsvc
Name: cimcwebservice

Admin State: Enabled

CIMC Web H-— E X DEZN1L

CIMC Web ¥ —E A& HHZT 51T :
cadmin HEFR TR 74 VT 2R H Y £7,
* CIMC Web h—E 22 AT L BN H Y 97,

N

# enable cimcwebsvc

GE)

CIMC Web —E R IF 7 /L b THEZhE oo TET,

Fl&

ARV RFERRETIVa Y ]3]

AT v 71| UCS-A# scope system / VAT N E— RERFBLET,

R w 72 | UCS-A /system #scope services/ VAT ADY—E R ET— REBBLE

B

AT v 7 3| UCS-A/system/services #disable CIMC Web —E R &N LET,
cimcwebsve/

R T 7 4 | UCS-A/system/services *# commit-buffer/| =5 %7 > 3 L 23 A5 ADOH/EIZ2

K
v hLET,
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il

UCS Manager 13 2=4#—> 3> H—EZ |

KIZ, CIMC Web h—bE R &ML, vV r7va a2 EFETHHE2RLET,

UCS-A# scope system
UCS-A/system # scope services

UCS-A/system/services
UCS-A/system/services
UCS-A/system/services
UCS-A/system/services

Name:

Admin State:

# disable cimcwebsvc
*# commit-buffer

# commit-buffer

# show cimcwebsvc

cimcwebservice

Disabled

BEY—EXDTF14t—TILiE

FIE

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope system

VAT A FT— RERBLET,

ATy T2

UCS-A /system # scope services

VAT LY —E R T—FERMLE
R

ATvT3

UCS-A /system/services # disable
service-name

BELLEY—EREEHcLET, 22
T service-name 5| EITIR DT IULD
F—U— KTI,
e cimxml : CIM XML ¥ — E R % H7%))
WZLET,

« http : HTTP ¥ — & 2 2 842 L %
TO

« https : HTTPS " — B A & 52 L
£

* telnet-server : Telnet ¥ — b R %
Nz LET,

ATv74

UCS-A /system/services # commit-buffer

KUY T g BV AT AOREICa
Ty hLFET,

1

Iz, CIM XML Z 52 L.

UCS-A# scope system
UCS-A# scope services
UCS-A /system/services # disable cimxml

. UCS Manager 122 =-4~—3 3> H—EX
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UCS-A /system/services* # commit-buffer
UCS-A /system/services #

UCSManager 1221 =4~ —3 3> H—EX .
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. UCS Manager 122 =-4~—3 3> H—EX
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