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18

VAT LE, PR—FINTVWD U E— FEFE—EXDOWTNNCRET 25 E1E. €D
P—E2AHDO T v A ZEAER L T, Cisco UCS Manager NE DY AT A EBETEDH LI
TOMNENDY £, 22— PG ET 2IERFHITRDO LBV TT,

U%_l"uanE-'j- tZU):L ﬁ‘?jjrbjl“

a—W 7 H > MM, Cisco UCS Manager (22— /U E LT 0, U E— FEREY— T
ETHIENTEET,

UE— FBRE—ER2RZN L TR A L TWNDH—FDO—Kyt v 3 »E, Cisco UCS
Manager GUI & Cisco UCS Manager CLITHR /R C& £,

U t— l"un., nIE-'j- tZO):L -U= D_}[/

UE— FRFEV—A"Ta—H T h 7 FEERT 556 1%. == — ) Cisco UCS Manager TfE
T DD E R =V EZNLDT AT MIEDDLZ L, BXORZERL DB — /LD H]
% Cisco UCS Manager T SN D4RTE —EEIEDLZ ENMETT, r— LK —itk-
TE, 2= 7o TERWVWGEHA I MR LM B SR WGEand v £7,

JE—FRETONSAZTDI—TFEHE
RADIUS # £ U TACACS+ f#i% Tld, = — 7% Cisco UCS Manager ~D 1 7' A NZHEHT 5%

JE— FEIET 131 X2 CiscoUCS D2 —WRIMEE2RETHIHLENHY £, 22—
B, SFax—PFicEv Y Cconi-e—rtar—AngEFncnET,

\)

GE) ZOFIRIX, LDAP Vv —7 v B T ERMFEHLCa—ntasr—La2EH) Y T5LDAPRE
TIEMSEH D FHA,

2—WRn A 3% L Cisco UCS Manager 13k & F4T L £,
1. U:E‘—‘ ]\IJLIJ “'j‘ ]:X F’nﬂ%é}i’)ﬁ”iﬁ”o
2. a—VERIELET,

3. 2—FREITHIEAIT. To—FEY YT R TWbIr—Linlr— idF v
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yE—rEETO A Fo1—vEE [

WDFEL, CiscoUCS THR—F L TWB Y E— FEREE a4 X O —HBHEMZ i L

7~H DT,

FR1:E—FRETONAFICE D1V EEDLE

PEETONA | ARELEME | AX—TDHLE B ID E
5
LDAP IN—TF =y | FTar, ROWTNNLE |2 a0 LDAP OFEIETIL,
v EAR | FET T AL OEIRTEE 9, |Unicode Z A 7 DEMENNEET
EROES -umpx%~v%%%ﬁ'h
T—TF < 3. AT EEED | CiscoAVPair 7 A Z L@k 1E
v A KEHORMEZRET |KT2%E6, BEID & LT
R R 5, 1.3.6.1.4.1.9.287247.1 ZfF/H L
«LDAP Zx—~ &R L =7
. CiscoAVPair 72 & | 7O OIDBIROES v =
—BEDOLBITCHAZ LG | VRS IVTOVET,
MEEERRT 5,
RADIUS & FFa v, WOWTNNE | A2 L5 RADIUS O34

FATTH LI BIRTE £,

« RADIUS % ¥ —~ % LR
B9, B A TR
DORMEHEMEEEHT
50

* RADIUS A ¥ —~ % L3k

L C. cisco-avpair 72 & D
—BEDARITHAAZ L&
PEZARRT D,

DR —1ID L 009 Th Y .
JBIEDO~N L #— 1D X 001 T
ﬁ‘o

RORENIE, cisco-avpair JEPE
VR T DA I D —1
m—lu =V EfRET D)
EAERLTWET,
shell:roles="admin, aaa"
shell:locales="L1,abc", %ﬁﬁ
DIEZ XY 121, K810 3
ELThr= I ZERLE
R
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yE— B |

BT AN | HRSLEME | RF— OHIE BAEID 2t
4
TACACS+ W WZHTT, A¥—~<%PLE | cisco-av-pair 44 1%, TACACS+

L. cisco-av-pair & W\ A HID | 7 a8 XD JFEM ID & #2{kd
WAL DBMEEAER T 208 | 5 3CFFTT,

B&H DT WORECHIE, cisco-av-pair J&
PEZAERLT D & &I D —
Po—enr—LaffEd
55k R L TOET,

cisco-av-pair=shell:roles="admin
aaa" shell:locales*"L1l abc",
cisco-av-pair JEMERE L TT A #
Y27 (%) 2fl+oL, B
—VinA T v a vl LTRE
I, RLERAITm 7 7 A V%
AT Mo AT FoNg R
TRREDKIGZB S Z L TE
£9, BHEOEZXY)5I12E,
XEIY 5L L TAR— A% Aff

HLET,

LDAP 1 —HEHE D+ > Z/L 0ID
F A A A CiscoAVPair @MDY > 7L OID 1. kD LY TT,

CN=CiscoAVPair,CN=Schema,

CN=Configuration, CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

1DAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema, CN=Schema,CN=Configuration, CN=X

Two-Factor Authentication

Cisco UCS Manager Tix, VE—h 2—HoOua /A N _EBRFLEZHEH LT, 7H7 > bD
R7ALDEF2 VT 4 LV EEDTNET, ZHEERIEOR A Tk, NRAT—F
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war Foqxes0—7 [

T4 =)V RTa—HYE, b=, RRATU— R KOMHLEDLENRNVLETY, PIN, fFAE, 7=
X h—7 v EETEET,

THERGETIE, WEET SV =y a v EHEHLET, o7V r—vaid h—2r oh—
R LT, nr gy Fawxadhica—FHOU 24 L =7 24K L, RAT—F
Z AAA P —NIRFLE T, XA —EHAEOBMEZ TG 2 RN F—27 o P —NITEES
FVET, Cisco UCS Manager 1%, F—7 > — "B AAA T —NEHEINTND Z L EIEE
FTHDT, AAA Y — NZHERAIELELET, AT — K& b—27 i3, AAA P —RZLEH-T
FEFICHEES N E T, 2=V, AAA P — A" TRESNTVWEIDOLFEUIEFT, h—27 &

WNAT = REANNT HUERHY £7,

TEEFFEIL, RADIUS F 7713 TACACS+ 7B A X F N —F 58 EREE N A A 2 Bt
T, ZNHDO RAAL U CLBRRILEZADNCT L EICL > THR—FERET, “HERGE
TIXIPM 2 AR — M LTELT, F-IEL /L A0 LDAP, local, F7-1E none |2 EINT
WAL EIE R — SR EHA,

Web vy a OEHFELIUWeb 2y a DR A LT AR

[Web Session Refresh Period] 14, Cisco UCS Manager GUI ® Web & » o =1 L2k 2 B R
B RF A S D e KIFREI G, [Web Session Timeout] 1%, % O FHE K% /> 5 Cisco UCS
Manager GUI @ Web & v & 2 Y I33ET 7 7 4 71272 % F TORKBIBREHE T,

[Web Session Refresh Period] Z 60 ) L W £< | ;x KT 172800 W E TR THL, h—2r &
RAY— REMRD IR UERS L OHANTALERDDE Y > a Y F4 BT 7 MAEECE X
5@%5&%”5 Z & Z’)\;T% i—g‘o :7‘:7 * v }\'fﬁ&i\ :g$§§§Eﬁ§ﬁ§w@%é\{i 7200 $¢‘ :g?‘%
REENA R TRV AL 600 BT

[Web Session Timeout Period] (2% 300 7> 5 172800 DRI DOEEFEE T £4, T 7 + /v MEIL,
CESERRAED AR O%E1EL 8000 B, ELFEFEFEN AR TR WA T 7200 T,

LDAP JO/NA X T IIL—T

A NESHI-LDAP 5 )L—T

LDAP J V—T %D T N—T DAL N—L L TEMNL, JNV—T%2RXANTHI LT, 7
N—T ANR—=DT Y NG LTV T U r—yay N7 40 v ZHITE 9, Cisco
UCS Manager V) U — 2 2.1(2) LI TliX, LDAP /v —7 ~ v 7 TEZRINTWDHBID I N—7
WCEEND IR A NENTZLDAP /N —T7 2B TE £,

G

HA N ZH7z LDAP O FE YR — 1~ id Microsoft Active Directory $-—/3Zxt L COAH AR — k
ShFET, FR— N TWBE =T 3 1T Microsoft Windows 2003 SP3., Microsoft Windows
2008 R2. 3 J T Microsoft Windows 2012 T3,
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7 7 4V R TiX, LDAP V' V—T %[O 7N —TNIZR A b5 & X — PR A S 4L

F9, 72& z2E, Group 2 D A /N—& LT Group_1 Z1ERT 28A . Group 1 D= —H|%

Group 2 D A 3= LR CHERRDN G- 2 HIVE T, EDOFER, Group 1 DA N"—ThHa—H

AT H & XL, LDAP 7/ /V—7 < v 7 T Group 2 DA% EIR L EJ, Group 1 & Group 2
R ITHR T D MEILH Y £ A,

Cisco UCS Manager D7 )V —"7" <> I TH T TN —T % EIERT DL EN 2L 20 F7,

LDAP 5 )L— 7 JL—JL

LDAP /' V—7 L=l k» T, 22—V o—Bllar—1L%z)xt—h 2—F2H Y 3T
% & % |T Cisco UCS 28 LDAP 7 /L— 7% {FEHT 2508 9 k£ v £4,

LDAP JO/NA 2D TAIINT 4 DETE

ZDHRAYTHEET H 7 B/37 41, Cisco UCS Manager CEFR SN Z DX A T OFTXTD
TS R DT 7 4V MRETT, x0T m AL ZZZnbD 5 bnFiinn 7 ms
T A DEENEGENTWDEE, Cisco UCS TEDORRENEM S, 77 4 /b MR EIL R S
nEJ,

Active Directory 2 LDAP ¥—/3& LT L TWA5A1E. Active Directory —/37C Cisco

UCSIZNRA V RTB2—F ThH o baERLET, ZOT v ML, #IRONIZR S
W RAT— RERELET,

FIE
ARV RFEREET7TI V3 Y =[]

Z 5w 71| UCS-A# scope security X270 T FEHBLET,

Z 5w 72 |UCS-A /security # scope ldap &= UT7 4 LDAP £— REBH L F

ﬁ—o

R 5w 73 |UCS-A /security/Idap # set attribute BEIhEE%E S L a— T —#
attribute N=ARRzREL£7,

AT 7 4 | UCS-A /security/ldap # set basedn BESNE#LZ ST L a— Nior—
distinguished-name B R— 2B ERELET,

R T w 75 |UCS-A /security/ldap # set filter filter |{8ES3N/T-7 4NV ZEEL a— NIZ
T AR AR RE L ET,

ATwT6| (EE) UCS-A /security/ldap # set VAT DI NE XY L REEE LTCHR
timeout seconds 4 BENC, LDAP Y — 6 DISE %
el MR EZ R E L ET,

AT 7| UCS-A /security/ldap # commit-buffer NI W7 a2l AT AOHEIZA
Iy hLET,

B =21
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apr 7o/31 £tk [

il

W ORFNIE, LDAP J&ME% CiscoAvPair |12, ~<— AFkBI4 %
IDC=cisco-ucsm-aaa3,DC=qalab,DC=com] 2, 7 1 /V# % sAMAccountName=$userid.,
ZA LT U MNHRE SHICREL, hFrFr7varzaly hLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # set attribute CiscoAvPair

UCS-A /security/ldap* # set basedn "DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap* # set filter sAMAccountName=$userid

UCS-A /security/ldap* # set timeout 5

UCS-A /security/ldap* # commit-buffer

UCS-A /security/ldap #

G¥)

2—H 17 A %, LDAP =—H ® userdn 7% 255 LT 4B A2 5D LR L £,

RDERY
LDAP 7' u/ A ZaAER L £,

LDAP 7 O/\A # DYERL

Cisco UCS Manager {3 K 16 @ LDAP 7' v /NA X & ¥R — K LET,

1R BHHEIIZ

Active Directory % LDAP #—/ & LT LTV B35A1E. Active Directory —/3C Cisco
UCSIZNA T 22—F Ty FafERLET, 207 h vy MTiE, HREIIIZR S
RVNRAT— RERELET,

« LDAP #—/3T, ROWTNUDDOREZEITVET,

«LDAP /' NV—7%FE LET, LDAP /)L —F0i%, 2—F D — b ar— L IEHR
NEENTHET,

* Cisco UCS Manager D= —H% 1 —/L & a/r— Wi A RFFT 2B Coa—F AR E L
9, TORMICOVWTLDAP AXF—< &2 LR T A0 E I NEBINTEET, A% —
~ ZPER L2 W EE1E, BEfFO LDAP @M% L T CiscoUCS =—# m—/L b nm
T—IVERFFLET, AX—<EHEET 58513, CiscoAVPair B2 ED N A& L
B AERRL L £,

A LDAP O FETIE. Unicode % A 7 D JBIENRS LB T,

CiscoAVPair 77 A % AEMEZERT 256, BMEID & LT 1.3.6.1.4.1.9.287247.1 % fif
ALES

¢« JITAHAFRETIHH., WHFEDT7 77V v X —axy MIXTDHEEHR— DIPv4
FEIPV6 7T RLAZEBMLET, ZORETIE. 1 2BO7 77V v 4 HF—
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aRxT NCHEENEEL, VAT LAP2OHO7 77U v I A F—axy N7 z—
NFA—=R"—=LTh, VE—bra—WE5&EHEn /(o TEH I EMRIAESNET,
0y A CERITTRT, INHDIPT FLANLEFESNET, Cisco UCS Manager
THHA SN DA IPvE £721XIPv6 7 R LA D TIEH Y £H A,

e % = 7 l{E & AT %101, Cisco UCS Manager T LDAP 4— S0 /L— RRIER (CA)
DFEHEL ETe b T A b BA v b EERLET,

cLDAP 7 uNRA FHEE LY BINEITHIRLEZ T3 0ENDLBE1E. FAAL v
WREL IV LB — R IER L, Ta g FIIEREZMAT-%. FAAL VBGEL VL%
LDAP IZERTULENH Y £9°,

* Active Directory /31 > Rl 4 DR M2 EFR T DBRICRORICH DR CT 2T 25

B ST LLFD 16 EEIEDOHIZ Ny 7 2T v 2 () ZEHLT, FHEXTFET R
TFT7 X FTESMADULERD Y £,

IR F FiEA 16 E (B
, VNG 0x2C
+ VAY.S ik 0x2B
" )i 0x22
\ Ny T AT a 0x5C
< FEMT Ty k 0x3C
> fifa7 7 v b 0x3E
; TIawr 0x3B
LF AT 0x0A
CR iR 0x0D
= s 0x3D
/ A5 A 0x2F

https://msdn.microsoft.com/en-us/library/aa366101 {ZHFEE LT = X 7 — 7" 35 & 16 HEHUEIZE
TR DHBEZOWTOFHARDH Y 7,

FIE

ARV RFEEETO3 Y B#Y
ZFwF1 |UCS-A# scope security X2 VT 4 = REBLET,

B =21
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ARV FFEREETIVa Yy

E:)

ATv T2

UCS-A /security # scope ldap

%2 VU7 1 LDAP £— FZBHMBLF
KR

ATvT3

UCS-A /security/ldap # create server
server-name

LDAP Hh—/3 A A H o 22 AERL L,
t¥ =2 U7 4 LDAP #—/ N E— K&
L ET, SSL WA OEA,
server-name (%, BE IP 7 RV AFE
IZ FQDN & 729 | LDAP #—/ 3%
X =2 U7 4 iEHEN O Common Name
(CN) & EMEIZ—EH L TV DRENH
VET, IPT FLABEESNTND
a2 BRE . DNS #— 3 Cisco UCS
Manager CiXET D2 LENH Y 7,

ATvT4

(fI:E) UCS-A /security/Idap/server #
set attribute attr-name

a—HFa—lar—LOMEERET
% LDAP @k, Zo7Fa T ¢d, &
W2, ARTEEOT THRESNET,
VAT A, 22— La—KT, ZD
EEL L —BT A EERBELET,

LDAP A% —~< &Lk L7eWiGE ., BE
1FDO R4 LDAP J& M % Cisco UCS
n—lals—LlRETEET, &
HUNE, JEBYEID
[1.3.6.1.4.1.9.287247.1] %¥fF
>, CiscoAVPair &\ 5 ZHiDEHs U
T— NREFY—E RIHERTX £1,

7 7 4 v b O JEMEH LDAP @ [General]
AT TRESNTWRWEAIX, 20
ERLETT,

ATy Th

(fI:E) UCS-A /security/Idap/server #
set basedn basedn-name

JE—ha—Fnas/f L, VAT
IARFOA—FLZLIZESINT2—FD
DN OHfGERA D & X2, —30
IR % Bth3 5 LDAP BEE N OFEE D
W4, N—ADNOE S, k255
L5y B CN=username D E S 27 L 7|
WIERSICRETHZ M TEET,

Z ZC. username /X, LDAP F&GF%
F LT Cisco UCS Manager ~7 7 & A
LEoELTWDUE—Fa2—HDik
BNZAEH S VET,
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ARV FFEREETIVa Yy

S

57 # /v b D~_—Z DN 7% LDAP
[General] # 7 TRRIE S AL TV RWIGE
X, ZOEBRLETT,

ATvT6

(f£&) UCS-A /security/ldap/server #
set binddn binddn-name

NR—=ZADN DT RCHDAT V=7 MZ
K95 i B HERR & MR SR MERR & 7

D, LDAP T — X _X—RX T hHo v hD
k4 (DN) o

PR—FENDA N T ORKET
255 3% (ASCII) T,

ATy T17

(fI=&) UCS-A /security/ldap/server #
set filter filter-value

LDAP %1%, EF LT 4 NH E—
Bt 22—V LICRESHET,

T 7 IV NDT 4L F 7 LDAP D
[General] % 7 TRRE SN TNRWIGE
. ZOMEBRMETT,

ATvT8

WiZ8: UCS-A /security/ldap/server # set
password

[Bind DN] 7 4 —/L K TH57E L 72 LDAP
T—HR—=RA T AT NOI/RAT —
K, HEHE ASCI XLFH# AN TEET,
L, 1§ (BrvariE®) .
r2) (BEWIFF) . =1 (%5) 1Tk
xFET,

INAT— REFRET HITIE, set
password 2~ REZ AL TH5
Enter L, Va7 CTHx—fEi%x
ADLET,

ATvT9

(f£&) UCS-A /security/ldap/server #
set order order-num

Cisco UCS T —H—DFIEICZ D
a A X EMH T BIER,

ATv 710

(f:E) UCS-A /security/Idap/server #
set port port-num

Cisco UCS 7 LDAP & —# X— R L i#
BT 270N AR— b, HEHE
R— FFEE1E 389 T,

ATvIN

B =21

UCS-A /security/ldap/server # setssl {yes
no}

LDAP %— N LEET 5 & 2 DRk
DFERZAEREZITECLES, 2
Ta Ak EBY TY,
e yes @ SALNRLELTY, Biofbz
X — hTERWGAT, B
IR L £7,
HHZLTWBEHEIZ, A— %
636 ICAETRT, 389 DFEFIZLT
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ARV FFEREETIVa Yy

E:)

< 72&\Wy, CiscoUCS i, SSL A
OFR—F636 CTTLSE Y 3%
FAm— N LUET, P
RS b S eV RREC 389 TR
HmEIET,

*no : M SR T4, FRALNE
27UV 7 TR AL LTHEESH
iﬁ—o

LDAP Ti% STARTTLS 2MEH S F
T, ZHUTEY, R—F389 ZfEH L
T-BE SALBIE A A REIC /2 0 9,

ATvT12

UCS-A /security/ldap/server # set timeout
timeout-num

LDAP 5 — & ~_— Z~D & b n
BA LT T NTDHETORE,

1~ 60 PO A ANTITHh, 0 (B
) % AJ) L TLDAP ® [General] THs
ELTEZA LT Y MEZEH L ET,
T 74NV NI 30T,

ATy 713

UCS-A /security/ldap/server # set vendor
{ms-ad | openldap)

LDAP — "D % A h &37= LDAP 7
N— T RRFRERE DM 2 A3 £ 7o 13
MZLET, A7 a ko LB
<9,
ems-ad : XA N ZI7ZLDAP 7 /L —
THRFIL, oA T a s TY
A—bhanET, X ¥ —% ms-ad
(Microsoft Active Directory) (Z7%
7E L. Ildap-group-rule % BN L
T recursive [IZFET 5 &, Cisco
UCS Manager |31 A k S 4172 LDAP
IN—TaRRTEET,

* openldap : R A k ZiL72 LDAP 7
N—TRFEL., ZOF T a T
PR—FENEHAL, XF—%
openldap \ZF%7E L. Ildap-group-rule
AT LT recursive [Zi%ET D
& . CiscoUCS Manager (31 A h &
M7= LDAP 7'V — 7 %k L £
ho TOFT v a s EIEIRT S
L BIN—T BRI N—T T
T TR ESNTWTSH, Cisco

vE—+2i Wl
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ARV RFERETI Y S

UCS Manager C LDAP 7/ /L —~
~ v 7L LT LDAP V7 7/ L—
TERERTHLENRH Y 77,

(G¥)  Cisco UCS Manager % |H/X—
TarnblU—2212)I
Ty T L—=RTDH L&,
LDAP 7' 0 /3o DA —
JEMEIX openldap (2T 7 4 /L
N TEAE &1, LDAP GGEDS
IEHFICHEEE Lt £,

AT 714 | UCS-A /security/ldap/server # NI v a bV AT AOREIC
commit-buffer 23y FLET,
1l

WOFITIZ, 10.193.169.246 &\ 95 ZRTD LDAP H—/8 A o A & o 2% VERL L. binddn,
NAT— R EF, AR—bF, SSL, " Z—@tE#REL, hTrHFrvariEaly
]\ Li—é‘o

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 10.193.169.246

UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

H= H o H

WOBHTIL, 12:31:71:1231:45b1:0011:011:900 & W5 L FTD LDAP H—3 o L A X L A
ZYERE L. binddn, /SA T — R, JIEF, m— k., SSL, XU ¥ —@BMHEHREL, FT
Yrarvkzaly bLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server* # set order 1

UCS-A /security/ldap/server* # set port 389

UCS-A /security/ldap/server* # set ssl yes

528
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UCS-A
UCs-A
UCs-A
UCs-A

RDBERY

LoAP 70,34 50> AP ' L—F L—LozE [

/security/ldap/server* # set timeout 45
/security/ldap/server* # set vendor ms-ad
/security/ldap/server* # commit-buffer
/security/ldap/server #

H—OLDAP T — ¥ X—ANERT D REDOLG A, WL —E AL L TLDAP Zi®&K L £,

#ED LDAP 7 — & X— ARG T 5 FIEDOLEI1X, LDAP 7V u M X JV—T % E L E

‘j—o

LDAP ZO/NAf XD LDAP ¥ )L—T JL—ILDERE

FIE

ARV RFERFTIVaY

=)

&

UCS-A# scope security

X2 UTF 0 B— RERBLET,

ATy T2

UCS-A /security # scope ldap

X215 ¢ LDAP E— FZPB L F
ﬁ—o

ATvT3

UCS-A /security/ldap # scope server
Idap-provider

X2 U7 4 LDAP 7 (4 X E— K
ZRRBLE T,

ATv74

UCS-A /security/ldap/server # scope
Idap-group-rule

LDAP 7L —7 Jb—)L F— R&EBAIG L
i‘j‘o

ATy Th

UCS-A /security/ldap/server/ldap-group-rule
# set authorization {enable | disable}

a—Y o—rtalr—Lazl)E—F
Z—PIZEID YT H L X, Cisco UCS
S LDAP 7 V—TH BT D0 EIRE
LET,

« disable : Cisco UCS i & @™ LDAP 7
N—TIHT 7 8A LEREA,

« enable : Cisco UCS I% Z @ Cisco UCS
KAA Y NIy BT Sz
LDAP 7' a/3A X J)—T % iR
LET, VE—F 2—FREO0
% & Cisco UCS [EB4i#9 % LDAP
I N—F < FTZED LDAP 7
N—TIZH L TERSIN TS —
P r—nbalr—LaEnYCE
T

veE—+2E Il



B waesoss s 0AP S —T L—LoEE

yE— B |

ARV RFERETIVa Y

B8

(G¥) n—/LEalr—LDE YT
FREINET, =2 —FNRHE
BoOIN—T1CEEND, £
721X LDAP B THE SNz
o—Lena s —L3 S

£ . CiscoUCSHZE D2 —HIZ
L, TENHDOITN—TR
HoONWTRNIyy BT E
nNr-t+_Xcon—rbolr—
BRI Y TET,

ATvT6

# set member-of-attribute attr-name

UCS-A /security/ldap/server/ldap-group-rule

Cisco UCS 73 LDAP 5 —# X— 2D 7
N—"T A NR—= THPRETDHDI
9 2 J@ i,

YR—FEINBEA R U TDEXIT63

XFCY, T 74N hOLTFHNIL
[memberOf| T,

ATy T17

# set traversal
recursive}

{non-recursive |

UCS-A /security/ldap/server/ldap-group-rule

MEEIZHE U C Cisco UCS 23 7 —7" A
YNDBIN—T DRELERT D0 E
IDHEELE T, ZZICFERINAMEIX
RDOLFBYTT,

« non-recursive : Cisco UCS [T —
NETHIN—TE TR LE
R

s recursive : Cisco UCS IZ—H¥ @
T AT N —T T RTERE L
F9,

ATvT8

UCS-A /security/ldap/server/ldap-group-rule
# set use-primary-group {yes | no}

TIA=Y TN—Th A NR—= T
DIRFED 72812 Cisco UCS KA A > N
DLDAP /' V—7 ~v 7L LTREL
F 9, Cisco UCS Manager % B2 L
T, 2—HFDT T4~ IT—T A
N—y Ty on— R L THEIET %
ZEMNTEET,

ATvT9

UCS-A /security/ldap/server/ldap-group-rule
# commit-buffer

oUWV I a B AT ADREIZD
Iy hLET,

| PR



| ve—r2

il

apr 7034 #oilk [

WOBNE, HERRZFZNTT D LDAP 7/ /b —7 — /L ZRE L, JBIMED A > /3% memberOf
I\ZF%E L. traversal % non-recursive (CRE L, M7 ¥ 7 v arw2aIy FLET,

UCS-A# scope security

UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

/security # scope ldap

/security/ldap # scope server ldapprovider
/security/ldap/server # scope ldap-group-rule
/security/ldap/server/ldap-group-rule # set authorization enable

/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule #

LDAP ' O/\1 & DHEI

FIE

#
#
#
#

set member-of-attribute memberOf
set traversal non-recursive

set use-primary-group yes
commit-buffer

ARV KRFERRETY Va3 Y

=)

ZFw 71 |UCS-A# scope security

X2 UT 4 B— REHBLET,

Ry 72 | UCS-A /security # scope ldap

tX%=2UF ¢ LDAP E— FZBAA L F
KR

X T 7 3| UCS-A /security/ldap # delete server

serv-name

RELLEY—ZHIBRLET,

ATV

UCS-A /security/ldap # commit-buffer

oUW o a B AT ADREIZD
Sy hLET,

1

WIZ, Idapl & WS ARTOLDAPH—NZHIBEL, N7 HFrvarvzaly NI 54
o LET,

UCS-A# scope security

UCS-A
UCS-A
UCs-A
UCS-A

/security # scope ldap
/security/ldap # delete server ldapl
/security/ldap* # commit-buffer
/security/ldap #

LDAP F)L—T < wELY

LDAP /N —F = B 52T 5 &, LDAPZ—H 47V hou—LEi-idar—iL
BEMEERTHMLENRL Y £3, LDAP T —F RXR—ZA~DT 7 & 2% #IE+%5 LDAP 7

DR |



yE— B |

B wrs—T<yi06m

N—T R L TWABHHRIC e 7 A T B85, UCSM (X7 V—7 A o3 —y & #
LCr—Lalr—% LDAP = —H(2E| Y {4 T E1,

Z—H725 Cisco UCS Manager (IC02 74 > 35 &, LDAP JV—T <o 7T hbLFED—F D —
lar— BT AERPEE S NE T, a—LEa s — L OSERR Y —HNDOIERE —
HIuX, 77 eRAERMTESET, VU —RA =T 3 U2 LT, Cisco UCS Manager C
(TR 28 M, 128 i, F£721% 160 fHD LDAP 7' V—7F ~ v 7P R~ L THET,

G¥)

Cisco UCS Manager U U — A 3.1 (1) TiZi K 128 fHD LDAP /' /v —7 <~ 7, U U —231(2)
LI TIEi K 160 1D LDAP 7V —7 <= v Fi3 R — F S ET,

Cisco UCS Manager T — D /LZHER L7-r—/L L ar— /L DEFRMN, LDAPT 4 L7 FU D
IS U CHBMICERSND Z L1 £ A, LDAPT 4 L7 Y NODLDAP 7L —7
EHIREIZAAIETE T & X0, TOEENRKB IS XK 9 Cisco UCS Manager & AT
HILENH D FT,

LDAP /' V—7F <= L. (ko —)L & alr— ) LOMLEEDLEDOWNTNNEETir L HICRET
xFET,

o I — )LD

o« I — )LD

s I—/L b alr— LD
=& 2I1E, BEDOSFIOY— NEHE 7V — T FK T LDAP Vv — T N5 L LET, LDAP
TN—T <o IZid, =T a7 7 A N — g PO —F e— L RnEGEN TS

ZEHHET, FEOHITOY— NEHE~DT 72 A EHIRT D200, vl —/VICREE
DY A MERETDHI LN TEET,

GE)

Cisco UCS Manager (Z1%, T IHEAFRERZ Da—F o —ARNEENTHWETH, vr—
MIBFENTOWERE A, LDAP VBN X I N—Tealr— N I~v vy B 73510, DAX
Lol —)VEAERT DMERH Y £,

LDAP 5 )L— T < v TDERK

1a s BRI
« LDAP % — 3T LDAP 7 L — 7 ZERR L £,
« LDAP #— 3T LDAP 7 L — 7 DG4 2R E L E7,
« Cisco UCS Manager T 7 —/LZ{EK LET ((EE) .
« Cisco UCS Manager TH A% L o —/LZ2{EK L £4 ((EE) .

B =21
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oap 51— vy T0kH |

FIE
ARV FFEREET7TIVa Y =LY
R 7w 71| UCS-A# scope security X2 U7 4 E— FERBLES,
AT 72 |UCS-A /security # scope ldap %=V T7 4 LDAP £— R&B#A L £
j‘o
R 7 3 | UCS-A /security/ldap # create ldap-group | {57 7= DN JH®D LDAP Z /L —7 <= v
group-dn TEAER LT,
7' )V—"7" DN D K743 240 T,
G¥) ZDawy NIRRT E AN
T 25 EE. RS OH
(CZ AT =7 3F\ (N7
ATy va 2 i) 258
ERdH0 ET,
R T w 7 4 | UCS-A /security/ldap/ldap-group # create |{5@& X7~ a4 — /L2 LDAP 7' /v —7
locale locale-name Aev b LET,
R 75 | UCS-A /security/ldap/ldap-group # create |$5F Xju7- 2 —/LIZ LDAP 7/ /v — 7%
role role-name <o LUET,
Z T w6 | UCS-A /security/ldap/Idap-group # N H T a2 AT AOREIC
commit-buffer Iy FLET,
!l

KIZ, DNIZLDAP /' V—7 %~y 7 L, 147 —/L% pacific I[Zi%E
admin (ZFEL, TP 7 varazas

UCS-A# scope security

UCS-A /security # scope ldap
UCS-A /security/ldap # create ldap-group cn=security,cn=users,dc=lab,dc=com
UCS-A /security/ldap/ldap-group* # create locale pacific

UCS-A /security/ldap/ldap-group* # create role admin

UCS-A /security/ldap/ldap-group* # commit-buffer
UCS-A /security/ldap/ldap-group #

RDEZRY

LDAP /v —7 )— L& RELET,

L, B—/L'%

v MO0l RLET,

IJ:E_ |“uuu .
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LDAP J)L—T < 7

FIE

D EIFx

yE— B |

ARV RFERETIVa Y

E:)

&

UCS-A# scope security

X2 UT 4 T RERBLET,

ATvT2

UCS-A /security # scope ldap

¥ =2V ¢ LDAP — FZHIELE
—é—o

ATvT3

UCS-A /security/ldap # delete 1dap-group
group-dn

8 E L7 DN HHO LDAP /v —7 < >
TEHIBRLE T,

ATvT4

UCS-A /security/ldap # commit-buffer

cNooY Ty a BV AT ADOREICD
Sy bPLET,

il

WIZ, LDAP ZJVv—7 <= v 7 &HEIEL, hT ooy arvaaly bTa0aRr0E

‘j—o

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A

/security # scope ldap
/security/ldap # delete ldap-group cn=security,cn=users,dc=lab,dc=com
/security/ldap* # commit-buffer
/security/ldap #

RADIUS ' O/\A &

RADIUS 7' O/\A Z D

TO/T 1 DEETE

ZDHAY THEET D7 7/37T 11, Cisco UCS Manager TIEFHRINIZZ DX A T DT XTD

TS, TR DT 7 4V b
T A DRENEGEENTWBEE. Cisco UCS TED

NET,

FIE

En
X

RETT, fHrxDT XL FIZZ 60D HbEWNFnnnrmR

ENER SV, 77 40 MR E LR X

ARV KRFERERETY Va3 Y

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope radius

¥ =2 U5 1 RADIUS =— RZBAtE L
ij‘o

B et
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ranius 731 2o [

AU RFERETOVa Y

B8

ATv 73| ({EE) UCS-A /security/radius # set P—RE YL LTTHEMT DRI
retries  retry-num RADIUS %—/3 & O1afE % 53479 5[]
BarELET,
AT TA4| (fEE) UCS-A /security/radius # set VAT AN NE Xy L REE LT
timeout seconds FN9HEZ, RADIUS H— 3005 DIRE
ZfpORFHMEZRE L ET,
R w 75 |UCS-A /security/radius # commit-buffer | N5 %7 30 %2 A7 ADH/EIZ2
Iy hLET,
15l

OB, RADIUS Y T4 % 4IZREL, X1 L7 v MNElEE 30 DI

VY varvkEaly hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # set retries 4
UCS-A /security/radius* # set timeout 30
UCS-A /security/radius* # commit-buffer
UCS-A /security/radius #

RDBRY

RADIUS 7' 1 A Z &AL ET,

RADIUS 7 O/\A # DYERK

Cisco UCS Manager [ K 16 @ RADIUS 7' 0/ NA X &R — L%,

4R8O HREIIC

RADIUS % —/ 3T, ROBEEITVET,
* CiscoUCS Manager D= —H o —/ L & o — UIERERFFT 2 B Ca2—F 2R EL £,

Z DM

EL. b7

DWW TRADIUS A X —< ZILiETHMME I DEEIRTEET, A —~ &Lk

L7Z2WGAI1E, BEF O RADIUS @it % 1% L T Cisco UCS = —¥ m—/ L b 1 r— )L % {%

FFLET, AX—~ZILEKTH5EIT

EE

T A2 X % RADIUS DFEEED R 2 —
j—O

R OREHL

ID X009 THY ., BIEORH—

. cisco-avpair B2 EDOH A X LEMEEER L E

ID /X 001 T

. cisco-avpair BIEEIER T A BEAIERO2—Y n—L Lt nr— L AT

j—éﬁ(fffﬂ—“ LTU\ij_o shell:roles="admin,aaa" shell:locales="L1,abc", %’Eiﬁ@ﬂ_ﬁf&
XEI512i%, KW LThyr~ 1) Z2HLET,

vE—+2i Wl
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«JTAH

yE— B |

RETIZ. MFOT7 77V w7 A F—axy MIXTHEHER— IO IPv4 £
721 ZIPve 7 RV AZBMLET, ZOKETIE,

12BO7 77 Vs A Z—axy

FCEENEAEL, VAT AN 2B 777V w7 L H—axy MIT =—)LA—
N=LTh, VE—ha—WFERI&HER A U TELTEBNRIESNET, v A U H
KIFFTT, ZHHEDOIP T RUANGEESLET, Cisco UCS Manager |2 & - THEH &
NTWAHIRIEIP 7 RLATIESH Y FH A,

FIE

AU RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 VT 4 = FEBLET,

ATvT2

UCS-A /security # scope radius

%2 U7 ¢ RADIUS £— RZBA#GE L
i‘a‘o

ATvT3

UCS-A /security/radius # create server
server-name

RADIUS Y—/ 3 A A X v R ZVERL L.
% =2 U7 ¢ RADIUS — N E— %
BRIEL £,

ATvT4

(f&) UCS-A /security/radius/server #
set authport authport-num

RADIUS —/ Nt O@EICHEHT 2R —
rNEFRELET,

ATvT5

UCS-A /security/radius/server # set key

RADIUS Hh— " F—ZRELET, F—
EAEFRET HITIL, setkey 2~ N%&
A LTS Enter 2L, a7
M Cx—fHEZASILET,

ATvT6

(f£#E) UCS-A /security/radius/server #
set order order-num

ZDOY—A\REITEINDIEFERETELE
j‘o

ATy T17

(f£#) UCS-A /security/radius/server #
set retries retry-num

P—REH T L CHmMmT BRI
RADIUS %—/3 L OffE & B 77 5 [F]
BaEHELET,

ATvT8

(f&) UCS-A /security/radius/server #
set timeout seconds

VAT AP —R"E X T L RREE LT
FN3BHENZ, RADIUS H— 305 D&
T ORI 2R E LE T,

B>k  RADIUS 71 3A X "3
RE A RINT DA, KD
EWAA LT MEAZRET
HZ L HMERELET,

ATvT9

UCS-A /security/radius/server #
commit-buffer

NPTy a BV AT ADOREICS
Ty hLET,

B =21
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rapwws 731 2ok ]

il

ROHNE., radiusserv? EWIZLHTDOT—N A U A X U ALBVERKR L, FREEAR— b % 5858
IR E L. F—% radiuskey321 [ZF%E L, EFZ 2 1% E L, BT E 4 B
EL, AT U RE30ICHEL, _BRERBEEZADICL, b rvarviza
v hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # create server radiusserv?
UCS-A /security/radius/server* # set authport 5858
UCS-A /security/radius/server* # set key

Enter the key: radiuskey321
Confirm the key: radiuskey321
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#
RDRARY

H—@ORADIUS 7 — & X— AR T 5 EZEDL A, RADIUSZ 774~ UGRAEh—E A& L
TR L E9,

#4LD RADIUS 7 — & RX— AN R T 5 LZEHEDOLA 1L, RADIUS 7' B A X T )—T %3 0E
L%,

RADIUS 7 O/\1 7 D HEI&

Flig
ARV RFERERTOVa Y B#Y
AT 71| UCS-A# scope security X2 VT 0 T FEBEBLET,
Z 7w 72 |UCS-A /security # scope RADIUS %% 2 U7 1 RADIUS &— RZ AL
£7.

AT 7 3| UCS-A /security/radius # delete server BELEY—NZHIELET,

serv-name

R 7 4 |UCS-A /security/radius # commit-buffer | N5 %7 3 0% A5 ADH/EIZ2
Ty hLET,

1

WOHNL, radiusl £ V5 RADIUS — "% HIBRL, FFo¥r7varvwaaly bLE
7,

DR |
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UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # delete server radiusl
UCS-A /security/radius* # commit-buffer

UCS-A /security/radius #

TACACS+ 7 O/N( &

TACACS+ 7A/NA ZDTA/INT 14 DEKRTE

ZDOHXAY TERET D7 187 (X, Cisco UCS Manager CEFHZSNIZZ DX A T DT RTD
TN FEEREDT 7 4V MRETT, x0T r AL ZZZnb0 ) bnFiinn 7 ms
T A DRENEENTWAYA . Cisco UCS TEDRKENMEH I, 7 7 4/ FaEILEMH X
WET,

FIE
AR RFERFTIVa Y El:y
25w 71| UCS-A# scope security X2 VT4 = FZBERLET,
Z 5w 72| UCS-A /security # scope tacacs ¥ = U7 ¢ TACACS+E— R&B#A L
ES

AT T3 (f£E) UCS-A /security/tacacs # set VAT AP EH T RREE LCHR
timeout seconds T BRI, TACACS+H — 305 Dits
B ERfFORMMREZHRE L E T,

X w 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 9% 25 ADF/EIT=2
Ty hLET,

il

WOHNL. TACACS+ XA LT v MEllEZ 45 FICREL., T oY 7 vavkaasy
FLET,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # set timeout 45
UCS-A /security/tacacs* # commit-buffer
UCS-A /security/tacacs #

RDZERY
TACACS+ 7' 3 B 2B L £,

B E—+&
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TACACS+ 7 O/\A4 FDYERKL

Cisco UCS Manager |3 K 16 O TACACS+ 7' A X %R — s LET,

1R BRI

TACACS+ ¥ —/3T, IROFEEZITVET,
« cisco-av-pair JEVEZ{ERC L £ 9, BEAFO TACACS+ BIEITEH TE £H A,

cisco-av-pair 44 13,

TacAcs+ 7o/3( 2oter i

TACACS+ 7' "A X O @EME ID #1235 05519,

WORESHIIE, cisco-av-pair JBMEAZ1ER T 5 & &I D 2—Y n—L b uar— L EfEE
j‘éﬁfféﬂi\‘ Lfb‘ﬁf‘d—o cisco-av-pair=shell:roles="admin aaa" shell:locales*"L1l
abc", cisco-av-pair BUEMELTT AZ U A7 (%) 2T LE, nr—nAp3A7art
LTHRESN, RURBAIT w7 7 A VAT 20> 2 a3 731 2 CRFED KM &P <
ZENTEET, HEOEEZXYISIE, KW XTFLE LTAR—R2 A LET,

« JTARFETIE, WGTOT7 77V s 40X —axy NMIkTHEER— O IPvd F
X IPv6e 7 RLAZBMLET, ZOXRETIE, 1 DHOZ7 77 Vv s f X —axy
FNCEENBEL, VATLAR2OHO7 77V w7 AU F—axy MNIT =—)bAE—
NR=LTH, VE—ba2—PIF| &I/ o TEHEMEEENE T, vl B
RKITTRT, ZNHDIP T RLANGLHEE I ET, Cisco UCS Manager (2 L - TEH S
NTOWABEAEIP 7 FLATIEH Y £H A,

FIE

ARV KRFERERETI Va3 Y

=)

ATy T

UCS-A# scope security

X2 VT 4 BE— REHBLET,

ATy T2

UCS-A /security # scope tacacs

¥ =V T ¢ TACACS+E— FZBHIE L
ij—o

ATvT3

UCS-A /security/tacacs # create server
server-name

TACACS+ Vr—N A A K o A B AERR
L. %=1 7 ¢ TACACS+HV— N F—
REZBIAE L E9

ATV

() UCS-A /security/tacacs/server #
set key

TACACS+ $r— N F—%FHE L ET,
X —HEZRET HITIX, setkey 2~
K2 AJILTHhS Enter 2L, 71
TR THR—EEATILET,

ATvTh

(f£#E) UCS-A /security/tacacs/server #
set order order-num

ZDOY—A\REITEINDIEFERTELE
bé‘o

ATvT6

(f£&) UCS-A /security/tacacs/server #
set timeoutseconds

VAT AR —NE X REEE LT
M BREMNZ. TACACS+ Y — 5 D
B ORFHREIR 23R E L E T,

vE—+2i Wl
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yE— B |

AU RFERET7TIV3 Y B
EY b TACACS+ /3o |2 "8
ﬂ%wuﬂE%fﬁng7T75 6i\ <L
DNEWHA LT T MEZRE
THZLEWLELET,
R 77 | UCS-A /security/tacacs/server # set port | TACACS+ H— L O@EIFEHT S

port-num

R—bhZfRELET,

ATvT8

UCS-A /security/tacacs/server #
commit-buffer

MooV Ty a BV AT ADOREICD

Ty hLET,

il

ROFNL, tacacsserve80 & W9 HHTDOY—/S o L A Z U Z5AFRC L, F—% tacacskey321

ICRE L TEDF— & Ess L

VY varvEaIy hLET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create server tacacsserv680
UCS-A /security/tacacs/server* # set key
Enter the key: tacacskey321

Confirm the key: tacacskey321

UCS-A
UCs-A
UCS-A
UCs-A

RDBERY

/security/tacacs/server* # set order 4
/security/tacacs/server* # set port 5859
/security/tacacs/server* # commit-buffer
/security/tacacs/server #

CIEFEAICEREL., AR — R A2 S589ICREL, T

H—0 TACACS+ 7 — ¥ RX—ANRT 2 FIEDOL A, TACACS+ %27 T4 < VHiEh—E X
ELUTERLET,

HBED TACACS+ 7 — F X—ANEART 5 DL 1X. TACACS+ 7' r/\A X T )—T %%

ELET,

TACACS+ 7 O/3N4 Z DHIG

FIE

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope tacacs

¥ =T ¢ TACACS E— R&EBHIEL
T,

. IJ:E_ F;ﬂu
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TILFRREEV R T LD XE .

AU RFERETOVa Y =)
R w 7 3 | UCS-A /security/tacacs # delete server BELEV—_"ZHIERLET,
serv-name

X 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 9% 25 ADFREIZ2
Ty hLET

1

WOFHNL, tacacsl &9 TACACS — "ZHIERL, hFov¥rvarvaaly hLE
7,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # delete server TACACS1
UCS-A /security/tacacs* # commit-buffer

UCS-A /security/tacacs #

TILFBA AT LDETE

~ )lla" n:L.\nIE-lj-_

IOEEED FIEIZ LY | Cisco UCS NWEEOFEY — A ZHHIT DL HIBRETH LN TE
ESc N

cTunA L TN—T

e WFER A A v
TN, F T N—T LFREE R A A > % Cisco UCS Manager CHEK L 7= . #3C ues:auth-domain
\ user-name % i3 % &, Cisco UCS Manager CLI #ffi > CL AT AlZn 7/ A C& £,

U E— MEIE—ERXATHEHEDOEIE R A A VXA T 4 TEGENRREIN TV DEHAIEL. kD
WU OAESCHI 2 L C SSH, Telnet £7-1% Putty TR 27 A > LE T,

GE)

SSH 11 7' A o CIERILF L/ LFRRFI S E T,

Linux %R 7> 5 (3L F O SSH 2 L £77,
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11

IJ:E_ |“uuu .
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ssh -1 ucs-example\\jsmith 2001::1

» ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1
ucs-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

Linux YA 2> S 1Z LT D Telnet 2 L £ 9,
* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin
Putty 7 7 A4 72 "nb
* ucs-auth-domain\username T2 7' A > LE 7,

Login as: ucs-example\jsmith

A\

GE) T 74V FOFRAEN B — VIR E &L, 22 Y — Vil LDAP
IR ESIN TV DAL, ues-local\admin (admin (Z 2 —7%
VT AT M) BERLTCPutty 7 747 "inb 777Uy
JAVE—aARXy MIrn A TEET,

:7)L€qunE:/;(7_lAODE

JAanNA X JI)IL—7
TaNRAE TA—T1L, FEIET v AP CiscoUCS T 78 AT 57 ua Xl XDty T
T, TR E TN —THNOTRXTOT a A ZR, 2—FOFRGEIZ CiscoUCS 7' 1 /31 Z 3
T DIRICT 7 EASNE T, RESNTZTXTOY—"REHTE2WEE, £03E80E
REEZR Y6, Cisco UCS Manager |, B —Hh /L 2—HF4 L RAT— N&H L CHEMIC e —
HNFBAEST RN 7 +— Xy 7 LET,

Cisco UCS Manager Clt, K 16 D7 0 A X T)—TEERTE, ZV—7 T LIRS
DDTANA B d I LN TEET,

. IJ:E_ F;ﬂu
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LDAP 7O/ N4 & T I)IL—TDIERL

LDAP 7u A X TN —T5VET5H &, BED LDAP 7 — 2 RX— A& L T TX £

B

1R BHHIIZ

1 oL E®D LDAP Y u g X E{ER LE T,

FIE

LDAP FO/34 & JIL—TDIERL .

2]

ARV RFERRTOVa Y

E:)

ATy T

UCS-A# scope security

X2 VT4 = FZRRLET,

ATvT2

UCS-A /security # scope ldap

¥ 2 U7 ¢ LDAP — FZHIELFE
—é‘o

ATvT3

UCS-A /security/ldap # create
auth-server-group
auth-server-group-name

LDAP 7' u /A & T —TZER L,
ALY — N ZL—7 D LDAP X =2V
T4 B— FEBLET,

ATvT4

UCS-A /security/ldap/auth-server-group #
create server-ref [ldap-provider-name

FBE &N 7= LDAP 7' 11 /31 X % LDAP
TN K F—ABEmL, =
BIGRAEY— R J L —T DLDAP & =
V74— FERBLET,

ATvTh

UCS-A
/security/ldap/auth-server-group/server-ref
# set order order-num

CiscoUCS N Z D7 uaf XEha—P oD
PREICAE T DIEF 25 E L £,

BEN72EIZIE no-value & 0 ~ 16 NEF
. EANSWIEEEREREN & &
RLUFET, NEFEZ no-value IZFEET 5 2
LlE. ZOV—R"BHROBIEE KFEIC
TLHDELFELTY,

ATvT6

UCS-A
/security/ldap/auth-server-group/server-ref
# commit-buffer

oUW T a B AT ADREIZD
v hLET,

1

WOHENL, 1dapgroup &9 £ EIID LDAP 7w/ NA X T )—T%ER L, 7a (4
7 N—"71Z 1dapl 3 X W dap2 &9 2 FREDOFHERE SN 7w A X aBMmL, |7

Fre e L

N ¥rvarEaly bLET,

UCS-A# scope security
UCS-A /security # scope ldap
UCS-A /security/ldap # create auth-server-group ldapgroup
UCS-A /security/ldap/auth-server-group* # create server-ref ldapl

veE—+2E Il
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UCS-A /security/ldap/auth-server-group/server-ref* # set order 1
UCS-A /security/ldap/auth-server-group/server-ref* # up

UCS-A /security/ldap/auth-server-group* # create server-ref ldap2
UCS-A /security/ldap/auth-server-group/server-ref* # set order 2
UCS-A /security/ldap/auth-server-group/server-ref* # commit-buffer
UCS-A /security/ldap/auth-server-group/server-ref #

RDEZRY

FARE B A A B BRET D,

LDAP 7 O/\4 & 5 )L—TDHIkR

1R BRI

FERERX RIENS T NNA L 7¢/]/\——70%ﬁ”|3%[/ij—o

FIE

3fj7ﬂ‘/V NBGFEY— B X &3 ﬂal/ﬂiif

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 E—REBLET

ATy T2

UCS-A /security # scope ldap

X% =25 ¢ LDAP E— FZBAA L F
ﬁ—o

ATvT3

UCS-A /security/ldap # delete
auth-server-group
auth-server-group-name

LDAP 7 u A & J)—TZHIR L %
KR

ATv74

UCS-A /security/ldap # commit-buffer

cNoZ oW r o a BV AT AOREICLD
Ty hPLET,

1

WIZ, 1dapgroup & N9 £ RBID LDAP F A 2 F—FZHIRL, FToHF 7 a
YAy bYLEERLET,

UCS-A# scope security

UCS-A /security # scope ldap
UCS-A /security/ldap # delete auth-server-group ldapgroup
UCS-A /security/ldap* # commit-buffer
UCS-A /security/ldap #

RADIUS T O/\1 & JIL—TDYERK

RADIUS 7' u /A X T —T%ERT 5 &, 5D RADIUS 7 — % X— X &2 [l L CFRIET

EES

. IJ:E_ |“uuu
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1R BHHIIZ

1 LA E® RADIUS 7' v 34 Z 2 {ERK L1,

Rapwws 70/34 % S L—F otk [

FIE
ARV FFEREET7TIVa Y ]3]
27w 71| UCS-A# scope security BT E— REBLET,
R 5y 72 |UCS-A /security # scope radius %= U7 1 RADIUS E— R&BHAA L
i ‘a‘o
R Fw 7 3 | UCS-A /security/radius # create RADIUS 71 /3o & 71— %VER% L.
auth-server-group FRREY— X 2 L—7 0D RADIUS & ¥ =
auth-server-group-name UF ¢ B RAEBEELES,
X v 7 4 | UCS-A /security/RADIUS/auth-server-group | }57& & 417~ RADIUS 1 /N4 & %
# create server-ref radius-provider-name | R ADIUS 7' 11 /34 & 7 7L—F | TiBM L.
Y= "BRERFE— N T —T D
RADIUS = U 7 1 F— F&BAaL
£7.
ATy 75| UCS-A CiscoUCS N Z D7 A X a—HFD
/security/radius/auth-server-group/server-ref | sz |~ 1 4~ 2 EF 245 E L £,
# set order order-num
BZN72MEIZ I no-value & 0 ~ 16 N & E
o, EANSWIEEERERSN & &
R LET, NIEFZ no-value (IZHEET 5 Z
L. 2OV —"SHROBIE & K&
FTHDEFELTT,
AT v 76 |UCS-A NPT a Y AT AOREICT
/security/radius/auth-server-group/server-ref| = o, | | -4,
# commit-buffer
!l

WOHNL, radiusgroup &9 A4 RTD RADIUS 7' 8o X 7V —T %R L, 7 a o
X 7 N—"7 T radius] & radius2 &\ 9 2 FIHOFEFEE S 7w A X 2Bl
EFzEREL, T rvarzaly hLET,

UCS-A# scope security

UCS-A /security # scope radius
UCS-A /security/radius # create auth-server-group radiusgroup

UCS-A /security/radius/auth-server-group* # create server-ref radiusl
UCS-A /security/radius/auth-server-group/server-ref* # set order 1
UCS-A /security/radius/auth-server-group/server-ref* # up

UCS-A /security/radius/auth-server-group* # create server-ref radius2
UCS-A /security/radius/auth-server-group/server-ref* # set order 2
UCS-A /security/radius/auth-server-group/server-ref* # commit-buffer
UCS-A /security/radius/auth-server-group/server-ref #

DR |
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RDBERY

yE— B |

FORE RAA P HRIET D0 T 7 4N Pk —E A2 EIR L £7,

RADIUS 7 O/\A4 & F)L— T DHEIKk

FRERR EN O T AN Z T =T ZHIR LT,

FIE

ARV KRFERERETI 3y

=)

ATy T

UCS-A# scope security

X2 UT 4 B— REHBLET,

ATy T2

UCS-A /security # scope radius

t %= UF ¢ RADIUS =— RABifE L
F7,

ATvT3

UCS-A /security/radius # delete
auth-server-group
auth-server-group-name

RADIUS ' A X 7 N—7%HIFL
i‘a‘o

ATvT4

UCS-A /security/radius # commit-buffer

N oW I a ey AT AOREICD
v hLET,

151
OB,

radiusgroup & V9 RADIUS 7' 1 /3o & J)L—T ZHIER L,

EaIy PLET,

UCS-A# scope security

UCS-A
UCs-A
UCS-A
UCs-A

/security # scope radius
/security/radius # delete auth-server-group radiusgroup
/security/radius* # commit-buffer
/security/radius #

TACACS 7O/\A & J)L—TDIERL

TACACS+ 7' a A X TN—T%AEkT 5 &, #BED TACACS+ 7 — X X— A&l L Cia

TEET,

48 HHEIIZ

TACACS 731 ZHEVER L ET,

FIE

N A

ARV KRFERERETY VY

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,

B =21
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Tacacs 7o/34 % s —Totks [

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # scope tacacs

t ¥ =2 U5 ¢ TACACS E— RFZBHE L
F7,

ATvT3

UCS-A /security/tacacs # create
auth-server-group
auth-server-group-name

TACACS 7' _A & 7 N—"T % NER
L. #fE—"IN—T DX T«
TACACS E— F& B L £ 7,

ATvT4

UCS-A /security/tacacs/auth-server-group #
create server-ref tacacs-provider-name

FEE L7z TACACS '3 A X %
TACACS 7F'm /A & 7 —71ZEM
L. $—"BREIBIEH—N S )L—F
= U7 ¢ TACACS £— FZ Bt L &
7

ATy TH

UCS-A
/security/tacacs/auth-server-group/server-ref | =u
# set order order-num

ClscoUCS MZDTNA B e2—FD
WAL AT DA EREE L E7,

BHRN72MEIZIE no-value & 0~ 16 V& £
A ED NS WIZ EEREREm N L&
~LET, NEF% no-value IZHRET 5 Z
L, 2OV —"ZROBIE & K&
TLHDERELTY,

ATvT6

UCS-A
/security/tacacs/auth-server-group/server-ref
# commit-buffer

NP I g BV AT LAOREICD
Ty hLET,

151
W OFN

NEFF % 53¢

L., hIvr¥rvavraas

"I tacacs] & tacacs2 & Y9 2 FlEEE D FEHIRR
v b LET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create auth-server-group tacacsgroup

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacsl
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 1
UCS-A /security/tacacs/auth-server-group/server-ref* # up

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacs2
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 2
UCS-A /security/tacacs/auth-server-group/server-ref* # commit-buffer
UCS-A /security/tacacs/auth-server-group/server-ref #

RDBERY

PRE R A AV &F ﬁ?ﬁ‘%ﬁﬁ‘

. tacacsgroup &9 A RID TACACS 'R ANA X T —TZ2AEK L, 7' rA
AFTN—"

REINTTm A X EBINL,

T 7 AN FREREY —E A BRI £7,

IJ:E_ |“uuu .
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B rrcacs 7005 T —Fomin

TACACS 7 O/\1 & ' )L— T DHEIkR

E 3 P

FORERRTEMN B T aNA L TN—T 2 IR L £,

FIE
ARV FFEREET7TIVa Y ]3]
27w 71| UCS-A# scope security t¥a T E— FEBIELET,
Z 5w 72 | UCS-A /security # scope tacacs tF% =2 U7 ¢ TACACS E— & Biis L
i —a‘o
AT w 73| UCS-A /security/tacacs # delete TACACS u /A & ) —7FEHIE L
auth-server-group £4,
auth-server-group-name
R 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 g% 25 ADFEIZ2
Ty hLET,

1

WOBHNE, tacacsgroup & VD TACACS 7'/ NA X J—T %KL, T ¥ 73
yZ=aly bLET,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # delete auth-server-group tacacsgroup

UCS-A /security/tacacs* # commit-buffer
UCS-A /security/tacacs #

Cisco UCS Manager T, BHHOFFET AT LAZIEHT DT OICGGE R A A V2 L TV E
To BWAER AL NI v 7 A VIRICHEEB L ORETEET, ZNaiThRWEE . CiscoUCS
Manager (37 7 4/ b OFBGEY —E AR EEZHFEH L E 7,

R 8 MHDFEFE R A A ZAETE £, FFGE R A A &, Cisco UCS Manager N 7 123
A TN—T EEUCEEM T DR TWES, e, F T—TafRE L&, Cisco
UCS Manager CIEFEIN DT X CTOY—ZMHH L ET,

EEAHIE r: )l /r —’,(Z)14£fﬂz

FIE

AR RFERFTIVa Y =)
Z 5w 71| UCS-A# scope security X2 UT 4 = FEBLET,

B =21
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nun]._t I“)‘ 4 /0)1’!555?. .

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # create auth-domain
domain-name

FRlE R A A B L, R8RE R A A~
T RFERMmLET,

G¥) UE— MBREZ 1 b L&l
ﬁﬁj«é /XT-A@%EI . PSRE
RAA BT 2—T L D—E
LRI, m— TR
ST —HAITK L T323X
FORIREH S VET,
CiscoUCS Tix 7 +—~ v M
W5 SUFRRAIND T2
RAA v b a—FH DA
327 X FHEBZ DA ITIER
uEﬁ)%E&biﬁ—o

ATvT3

({E&) UCS-A /security/auth-domain #
set refresh-period seconds

Web 7 Z A 7 > k3 Cisco UCS Manager
(RS D BRI, W%ﬁ/VaV%T
7T 4 TIRRBITHERF T 27201, 794
7 > M Cisco UCS Manager {Z 587 223k
BEETOMNERDY £T, 204
varvEFEALT, TORALD2—
PUFF AT 2 BB ER IR 0 S R IRE 2

ERRELET,

Z OFRFHHIRAZ#E % 5 &, Cisco UCS
Manager [Z Webt > 2 a »&IET 7T 4
TTHHERRLETRH, Byar%
FHE T T2 LT LET AL

60 ~ 172800 DI ZIEELE T, T
72‘/1/]\1ﬁ . CBEEGENAR TR

i600$/\ CHEBRFEINADOBE
i7mo@fﬁg

GE) [Web Session Refresh Period] {Z
X ET DT, [Web Session
Timeout] (2R E ?‘ DR HA
THLLENDH Y £9, [Web
Session Refresh Period] (Z [Web
Session Timeout] & [F] Ui % 5%
ELRNTLEEN,

ATvT4

(&) UCS-A /security/auth-domain #
set session-timeout seconds

Fcth D FTEREEN S Cisco UCS
Manager 2 Web & v a v &IET 7 T 1
7L L TCRAATE ToRKBERFE, =

vE—+2i Wl
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B e+
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ARV RFERETIVa Y

B8

DOIRFHIR % 8 2 72834, Cisco UCS
Manager (% H#1Ji1C Web &~ 3 %
KTLET,

300 ~ 172800 DEEH A fFE L £3, 7
7 v MR, ZEFREFFER AN TR
a3 7200 B, EERFFENF RO
A1 8000 4T,

(G¥)  RADIUS %721% TACACS+
VBT LT BRI R
ETHHEEE, VE— b 2—
P OBEECFRERET D L E A
PNEH, By avDEH
FEsloteydarns4
LT MR AT L%
BREt LT 7E &0,

ATy Th

(f£&) UCS-A /security/auth-domain #
create default-auth

WAL KA A DT 7 40 bBik & VERL L
E3g

ATvT6

(fE&) UCS-A
/security/auth-domain/default-auth # set
auth-server-group auth-serv-group-name

WIER AL DTN E TN—T %
RELET,

ATy T1

UCS-A /security/auth-domain/default-auth
# set realm {ldap | local | radius | tacacs}

FRERAAL DUV LAEFRELET,

ATvT8

(fEE) UCS-A
/security/auth-domain/default-auth # set
use-2-factor yes

LIV AD EHRBIHCERE AR E L
i—a‘o

GE)  THEFEIEGEIX. RADIUS B &
R TACACS+ L)L AZD I8

MEhE7,

ATvT9

UCS-A /security/auth-domain/default-auth
# commit-buffer

cNooY a2 AT ADOREICD
Ty hLET,

1

WOFITIE, Web DEHIRIA 3600 7 (1 Rffll) BEL Oy v a0 A LT 7 M
123 14400 #> (4 ¢fE]) @ domainl & MEEAVAREAE K A A 2B L £77, IKIZ,
radiusl T /A X &M HT 5 L 512 domainl ZFRE L. VLA ¥ A 7% radius IZ5%
EL, “HEFEHIEEANCL, N varEaly FLET,

UCS-A# scope security

UCS-A /security # create auth-domain domainl

£3 5
i A



| vE—r52s

UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCS-A

7o54<

\/ _)l/nu_,\nIE-U-

1R BRI

Foal o —

E X DER

EX

Fs1=uriiv—cz |}

/security/auth-domain* # set refresh-period 3600
/security/auth-domain* # set session-timeout 14400
/security/auth-domain* # create default-auth
/security/auth-domain/auth-domain* # set auth-server-group radiusl
/security/auth-domain/auth-domain* # set realm radius
/security/auth-domain/auth-domain* # set user-2-factor yes
/security/auth-domain/auth-domain* # commit-buffer
/security/auth-domain/auth-domain #

,/;(jrjAﬁf/}4}- quuﬁif“‘ki;Kﬂ)ﬁ§;ﬁ2§j$7:b\zsi5/\ i %Eg)wuﬂE%%_‘k:;K iﬁ?rZS?ftl/f
A FHEAERR L E T, CiscoUCS %l U7- n— W RRREDO R EHERT 25413, BT m 31
HEAERT HEITH Y £H A,

FIE

ARV KRFERERETY VY

=)

ATy T

UCS-A# scope security

X270 BE— RERBLET,

ATy T2

UCS-A /security # scope console-auth

:'//P_‘/l/utou‘_E“Eﬂ?j— ) T/r £ — ]\2&.‘)
FAtAE L £7

ATvT3

UCS-A /security/console-auth # set realm
auth-type

a2V — VAR FRE L E T, auth-type
BT ONT D F— T — R TT,

*ldap : LDAP FBREZFEE L £,

elocal : T — W NVRGEEFRELET,

snone : 2 — /)L 2—HFF AT —
FEigERPIce /Ao TxET,

e radius : RADIUS §8iE&#FEE L &
KR

e tacacs : TACACS+ B2 EE L F
KR

ATv74

(f£#) UCS-A /security/console-auth #
set auth-server-group
auth-serv-group-name

ST ST a g Z T v—7 (fF
ET558) .

IJ:E_ |“uuu .
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ARV RFERETIVa Y

B8

ATy TH

(f£&) UCS-A /security/default-auth #
set use-2-factor yes

LV 0D ZBEFERRRC R T N iR E L
£

(51) 4%:7ﬁ‘ﬂun i RADIUS is c]:
N TACACS+ LV A2 D A
RSV 1% 35 0
AT 76 | UCS-A /security/console-auth # N W o a il AT ADREIZD

commit-buffer

Ty hLET,

il
ROBITI

T, FEFL /L A% TACACSH IZERE L., 2V Y — ik a A & 77—

Z provider IZRRE L, “HHERIEEL AL, b TP rvarwzaiy PLET,

UCS-A# scope security

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

;5£‘i:7 ;j-‘}l/ r~ DHJ\HIE-fj-

FIE

/security # scope console-auth
/security/console-auth # set realm tacacs
/security/console-auth # set auth-server-group providerl
/security/console-auth* # set use-2-factor yes
/security/console-auth* # commit-buffer
/security/console-auth #

E X DEIR

ARV KRFERRETY VY

=)

ATy T

UCS-A# scope security

X274 B— RERBLET,

ATv T2

UCS-A /security # scope default-auth

TNV ERiEEX 2V T 4 E— K%
BAsE L E 9,

ATvT3

. IJ:E_ F;ﬂu

UCS-A /security/default-auth # set realm
auth-type

T 7 4V NBREEIEE LE T, auth-type

FROF—T — ROWTANTT,
*ldap : LDAP RGEZ45E L £,

“‘j7/VmuﬂE%f#§ﬁ§L/SiﬁA

¢ local :

O—h)L 22— W TRR T —
EEFica /4 TEET,

° none :

R&+E

« radius : RADIUS RFF2 T L%

—;AO
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T 74 REEY — E R DR .

AU RFERETOVa Y

B8

« tacacs : TACACS+ #BiEa 48 E L F
7,

ATv74

() UCS-A /security/default-auth #
set auth-server-group
auth-serv-group-name

BlEAHTF SN a M X T v—7 (5
ET2558) .

ATy T5

(f£#&) UCS-A /security/default-auth #
set refresh-period seconds

Web 7 7 A 7 > ;7 Cisco UCS Manager
BT AR, Webty a7
7T 4 TREBITHERT T D720z, 794
7 > M Cisco UCS Manager (2 58T 22K
EEETHAIMNERDY T, 04T
arEHEHALT, ZORAAL D2 —
PUFF AT 2 SR R IR 0 S R RE 2
ERELET,

Z ORsEHIRZ B2 5 & Cisco UCS
Manager [XWebt v a v &IET 7 T 1
TTHHERRLETN, Byark
LT T2 LT LER A,

60 ~ 172800 DI ZIEELE T, T
7 4V MEIE, ZEEFGESAN TR
Bal36e00, “EEFIENAROEE
1% 7200 BV C9,

ATvT6

(f&) UCS-A /security/default-auth #
set session-timeout seconds

Heth DB HT TR EED & Cisco UCS
Manager 78 Web & v > a » &IET 7T 4
7 L L TR E TORKERRERH, =
OR§RHI PR 2 # 2 72334 . Cisco UCS
Manager |Z HEIMIZ Web &> g v %
®TLET,

300 ~ 172800 DEH A FRE LT, 7
7 v MR, CEFREFGED AN TR
Brel3 7200 B, “HERFFENF RO
A1 8000 ¢,

GE) RADIUS ¥ 7~=1% TACACS+ L
JVBITHRT L TC R A AR
ETDHHAF, VE— b 22—
W ONBEEZ FRRRE T D LN
NES, By avOEH
B L0ty arnsA
LT MG EZBCT Z L&
B LT a0,

vE—+2i Wl
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B /=—t+21-voo—nmkys—

AU RFERET7TIV3 Y B#
ATy 1| ({EE) UCS-A /security/default-auth # | L /LA " BEFEFRFEICERGE AR E L
set use-2-factor yes 7,

(51) 4%:7ﬁ‘ﬂun i RADIUS is c]:
X TACACS+ L L AT D A

Manx7d,
X v 7 8 | UCS-A /security/default-auth # FNooYPF I arr i AT ADREIZ
commit-buffer Ty hLET,

il

WOFITIX, T 7+ /v b DOFGE%E RADIUS [ZF%E L. 77¢wh®w£7mA4&7
J—"7"% providerl IZEXE L, _HEFEEZ AL, BHHEREE 7200%> (2 FFRE]) |
REL, By varod A a7 v MNikEE 28800 F (8 RffH) ICRE L, —EHRAGE
EAHOICLET, LT, bIr¥rvarEaly bLET,

UCS-A# scope security

UCS-A /security # scope default-auth

UCS-A /security/default-auth # set realm radius

UCS-A /security/default-auth* # set auth-server-group providerl
UCS-A /security/default-auth* # set use-2-factor yes

UCS-A /security/default-auth* # set refresh-period 7200

UCS-A /security/default-auth* # set session-timeout 28800
UCS-A /security/default-auth* # commit-buffer

UCS-A /security/default-auth #

JE—F1—HFOO—)LRY S —

;-

— |~'3:|

7 7 4V F TlL, Cisco UCS Manager T —H I — /LR E STV e WGE1E, LDAP,
RADIUS, 721X TACACS 7’1 b a /L ZfEH L TVU E— k #— 375 Cisco UCS Manager |2 1
TA LTSI RTO—VITHEARY AT 7 v AN ESET, ¥F2UT 1 ko
B 225, Cisco UCS Manager THEN. S L7z —H m— /W8T H2—F~D7T 7 &2 %
BT 200N EELWGERH D £7,
JE—h 2—=FOor—L R r—iF, WOFETRETEET,
assign-default-role
a—H 1 — LS T, Cisco UCS Manager ~D2—H% 7 7 v ZZHIR L FH A, TOD
fthd> = —H 17— L7 Cisco UCS Manager TEFR SV TWRWRD | FEAH HHT 7 & A
MRS _RTOa—WIfH5ESNET,
ZHUET 7 a0 FOEETTY,
no-login
a—H 1 — LZHSUW T, Cisco UCS Manager ~D 22— 7 7 v 2 &R L £3, UE—
FRERES AT DMZa—HF m— A BED G THOATWRWES, 778 A EEShET,
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UCS-A# scope security

X2 UT 4 T RERBLET,

ATvT2

UCS-A /security # set remote-user
default-role {assign-default-role |
no-login}

a—H o — L2 E-3U T Cisco UCS
Manager ~D7 7 B ARFHIR SN B0 E
IMERELET,

ATvT3

UCS-A /security # commit-buffer

NI a ey AT AOREICLD
v hLET,

1

kOFEITIE, VE—Fa—Voo— LR —%2FREL, TP rvarrEaly

FLET,

UCS-A# scope security
UCS-A /security # set remote-user default-role assign-default-role
UCS-A /security* # commit-buffer
UCS-A /security #
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