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UCS-A# scope security
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UCS-A /security # scope password-profile
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/security # scope password-profile
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UCS-A# scope security

X2 VT 0 BE— REHBLET,

ATy T2

UCS-A /security # scope password-profile

NAT—=R7Fa7ZyA X274
E— RERBLET,

ATvT3
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/security # scope password-profile
/security/password-profile # set change-during-interval disable
/security/password-profile* # set no-change-interval 72
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UCS-A # scope security
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UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # scope local-user
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RTEFEHA, ZOHERIE,
RTO2—H 11— LZHE 0 Y
THNET,

P Y A
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A—LR—Z 7t Z0HE |

¥R

Bl

FIAILFOO—)LE|Y KT

server-equipment

PN N R TR

Y ST I =A R L—4

server-maintenance

Y= AT F A

Y= BER T FI=A L —%

server-policy

Y= KU —

Y ST I =A R L—4

server-security

PR X YT g

PN X2 VT4 T RI=
A ML —H

service-profile-compute

H—r X a7y A )LDEHE

P SEHHT FI=A hL—s

service-profile-config

bR T T 7 A ILRE

=R Tr Ty LT FI=
A ML—X

service-profile-config-policy

H—bER a7y A ILEER
U —

Y= TFaor7rA )L T FI=
A ML —X

service-profile-ext-access

L/l 2w B g (1 W s
RALVNTI7ER

=N TuT7rA LT FI=
A RNL—#

service-profile-network

U i Sy =Bl @ - SN
U—7

Fy hT—2 7 FI=AhL—
4

service-profile-network-policy

P—R2 Tur7r ()L Xy b
U—7 R —

Xy hU—=27 T FI=AhL—
S

service-profile-qos

P—E R 7177 A/ QoS

Fy RT—2 7 RI=A hL—
5

service-profile-qos-policy

P—bE & 7774l QoS K
—

Fv hU—2 7 FI=A FL—
4

service-profile-security

=R FarrfL X
V74

PN X2 VT4 T RI=
A RL—H

service-profile-security-policy

Y—bER T T, X
V74 AR —

=" tXa2UT7 4 T RI=
A RNL—X

service-profile-server

Y=t X a7y AL P—N
(g

=TTy AT RI=
A ML —X

service-profile-server-oper

Yf—bEX a7y AL 3
v a—<

=TT AT FI=
ZRL—&

service-profile-server-policy

HY—r 2 Farzyr AL TS—L
AU —

PR EFalF g 7 RI=
Z R L—#
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a—g o—rots ||

HER B2l FIAINLFOO—ILEIY HT
service-profile-storage H—t X a7y AL AR AML—=TFT RI=AFL—H
L=

service-profile-storage-policy |H#—v 2 w7574 )L X |k ARL—Y T RI=ARL—#

L=V R v—
aA—4H O—)LODERK
F&E
ARV RFERIETY V3 B#Y
AT w 71| UCS-A# scope security X2 UT 4 F—FEBLET,
Z 5w 72 | UCS-A /security # create role name =P e— L EERL, X2V T o
n—/LE— RERmLET,
Z 5w 73 |UCS-A /security/role # add privilege 1—/UZ 1 DL EOMERZ B L £7,
privilege-name
GE)  BED privilege-name %R L
av U RIA4 IR ELT
0 — VB O RERR & B 04
HZEH, BHED add 2~
K& LR L r—/icE
BOMEREZEBMT 5L 6T
TETL
X Fw 7 4 | UCS-A /security/role # commit-buffer rNooYPF 7 a2l AT ADREIZ
Iy FLET,
£l

W DHFIIL, service-profile-security-admin 7 — /L &2 {ERK L, 2 — /Ll —ERX 7 a7 7 A
NEFXF2VTABIOY =X TanT7 740 X2 T 0 RY —HERZBIL,
N HrvarvEaly hLET,

UCS-A# scope security

UCS-A /security # create role ls-security-admin

UCS-A /security/role* # add privilege service-profile-security
service-profile-security-policy

UCS-A /security/role* # commit-buffer

UCS-A /security/role #
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A—LR—Z 7t Z0HE |
B =5 o-r~oERoEm

A—H O— )L~ADIERDEN

FE
AU RFERET7TIVa Y B#
Z 5w 71| UCS-A# scope security X2 VT 0 T FERBLET,
R T 72 | UCS-A /security # scope role name BELLe—icx3+oex=V 74
0—/L E— K& L E7,
25w 73| UCS-A /security/role # add privilege a— o — )LOBEIEOHERIZ 1 DL E
privilege-name DOHERRZ B L £,
GE)  BED privilege-name %R L
av U RI7A4 HEELT
0 — WO HERR %3803
52 Lb. HEO add
privilege =~ RA&HEH LT
[ U m— /WIZ B OMERR % B
mTszebTEES,
R T+ 7 4 | UCS-A /security/role # commit-buffer oW T a VAT ADOREIZA
v hLET,
451

WOHITIL, service-profile-security-admin 7 — /LI — 3 & 2 U 7 ¢ HER & H—)
N —HERZBEIL, FF oY rvarEkaly MO HFEERLET,

UCS-A# scope security

UCS-A /security # scope role service-profile-security-admin

UCS-A /security/role # add privilege server-security server-policy

UCS-A /security/role* # commit-buffer
UCS-A /security/role #

31— O— )LDERDE

FIE

YU RERET I Y B
25w 71| UCS-A# scope security TFa VT4 T FEBEALET
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a—on—niasoiERoss ]

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # scope role name

ELE-a— T 58x2 T4
P—/LE— FZBMmLET,

ATvT3

UCS-A /security/role # set privilege
privilege-name

2 —H v — L OBFOMHERZ & iz
3

GE) RUavr R 40 TEED
privilege-name ZfGET H Z &
T, BEFEOHERR 2 EE DR
ICEHLCE E9, MHERRA (&
L7-%. add privilege =~ >~
RZ2fEH L CR U e —/IcHE
[RAaBEIMTEET,

ATvT4

UCS-A /security/role # commit-buffer

NV g BV AT ADOREICD
Ty hLET,

1

W OFEIT,

=7,

service-profile-security-admin 2 — VDO EEF OB — N X =2 U 7 4
BILOV—A"RY —HERICEEH X, NI vavwzaly Mo HEERL

UCS-A# scope security

UCS-A
UCS-A
UCs-A
UCS-A

31— O—)Lh o DERD AR

FIE

/security # scope role service-profile-security-admin
/security/role # set privilege server-security server-policy
/security/role* # commit-buffer
/security/role #

AU RFEREET7TIVa Y

=)

ATy T

UCS-A# scope security

X2 VT 4 B— RERBLET,

ATy T2

UCS-A /security # scope role name

BELIe—IcT 55X T 1
n—/L E— R&ZBBLET,

ATvT3

UCS-A /security/role # remove privilege
privilege-name

BEED—Y o — LHERRN D 1 DLl 1
DOEMRZHIBRL £,
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A—LR—Z 7t Z0HE |
B =—vo—rour

ARV RFEREET7TOVa Y BHY

G¥) RULavy R 4 THEED
privilege-name Z18ET H Z &
T, BHEOHERZ v —1L) D
HIBRCT&E £9, E/id, B
@ remove privilege =~
AT LZE T, ALr—
IO HERZHIBRTE £,

R Fw 7 4 | UCS-A /security/role # commit-buffer oo I a3l AT ADORTEIZ
Iy hLET,

1

KIZ., service-profile-security-admin 2 —/L xS H— R X 2 U T 4R E VP — K Y
U—HERREHIBRL, FT Vv arvEaIy NTAMERLET,

UCS-A# scope security

UCS-A /security # scope role service-profile-security-admin

UCS-A /security/role # remove privilege server-security server-policy
UCS-A /security/role* # commit-buffer

UCS-A /security/role #

A—H O—)LDEIRE

FIE
AR NFERERTOIVa Y BeY
AT 71| UCS-A# scope security X274 T—FaBmLES,
R w 72 | UCS-A /security # delete role name a—HY o— L ZHIRLE,
Z 5w 73 |UCS-A /security # commit-buffer NPT v a BV AT LORIEIC A
Ty FLET,
1
WIZ., service-profile-security-admin 27— /L ZHIfR L, FT ¥ 7 arwzal vy 15
Bz R L ET,

UCS-A# scope security

UCS-A /security # delete role service-profile-security-admin
UCS-A /security* # commit-buffer

UCS-A /security #
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A45—)L

nr—n [

aA—HY a5 —)L

a—HiE, 1O EOrr— B ST ERTEET, Frr— LT, 2a—FRT7 2
CATEL 1O LEOMEE (FALSY) 2ERLET, 727 ALBE, 0/ —LTHEESH
FEMOBITRESET, 2L, BiE E o< FERV RS —LEHARTT, 0L
ealr—E, BEMOT AT AN Y ) —A~OEHIBOT 7 AR LU E T,

1 ©® CiscoUCS RAA 21X, KA HOZ—Y ar— N a2EH5 LN TEET, 481H
HOo—W o— LRHFaSNEBICRESHIZ2—Y o —Lid, EENFAE L TEDICR
D EJ,

admin F 7213 aaa DR Z R o2 — WL, fBfE 2 omo—Foa r— gy cprz &
NTEFET, MEkOF Y B TEL, ZhEITo2—Forr— LV NOMEOAIZHIRIVET,
lxiE, vl V=T U TR LD E ENTOW RV, Forr— L EED Y
ToNa—WE, oa—Ficer D=7 ) o TR EE Y B THZ L TEET,

G¥)

WOMERRD 1 DL ExFfoa—Florr— L Z2E D Y THZ LI TEEREA,
¢ aaa
» admin
* fault

* operations

A IMEERICERTE ET, Py T LoULOMBHCEI D Y ChN 2 —PIE, AEIICZED
TIZHDTRXRTOMBRICT 7B ATEET, e, = v=7 UV THERN, Y7 b=
T V=T T N R 2T m =T ) U TCRE R S VWA E L ET,
VI =T 22T VTR E G r— L TliE, EOHMMANOY AT A Y Y —
ANCDBT 7 ATEET, L, 2o =T7 U 7 Misairasr—1Tik, Y7 7=
T =T VTN R 2T =T ) SO DY ) — AT 7' A
TEET,

O45—)LDOYERL

FIE

OT Y RERET YV i
25w 71| UCS-A# scope security B a T E— RAHEELET
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A—LR—Z 7t Z0HE |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /security # create locale
locale-name

gl —nVEERL, X2V 7 vl —
VE— RERBLET,

ATvT3

UCS-A /security/locale # create org-ref
org-ref-name orgdn orgdn
org-root/org-ref-name

a o —/VCHEE S (M R) LE
T org-ref-name 51 BUTHAFES R OF
W S D4 HIT, orgdn-name 513X
TR STV DR OFE4 T,

ATv74

UCS-A /security/locale # commit-buffer

cFoY Ty g EVART AORKEICT
Ty hLET,

1

WOHIL., western 77— VBB L, D0 r— VB E SR L, &I
finance-ref E WO LRI ZHEL, I r7vara2aIy PLET,

UCS-A# scope security

UCS-A
UCs-A
UCs-A
UCS-A

/security # create locale western
/security/locale* # create org-ref finance-ref orgdn org-root/org-finance
/security/locale* # commit-buffer
/security/locale #

O7—IL~OBBOEY HT

FIE

ARV RFERERTIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E—FEBBLES,

ATy T2

UCS-A# scope locale [ocale-name

X274 uhr—LET— RNERBL
F7,

ATvT3

UCS-A /security/locale # create org-ref
org-ref-name orgdn org-root/org-ref-name

a o —/VCHfEE S (M R) LE
T org-ref-name 51 BUTHARES O
WA SID4HITT, orgdn-name 513
IR STV DRk OFE4 T,

ATv74

UCS-A /security/locale # commit-buffer

N UH T a BV AT ADOREICT
Ty hLET,

1

WORNL, western B 77— LIZ A | Z D8 — /LT marketing #2800 (BH) L,
Z MU marketing-ref E WO ARIEfREL., NI P rvarE2aIy FLET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| e—R—2 75 t20H
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UCS-A# scope security

UCS-A /security # scope locale western

UCS-A /security/locale* # create org-ref marketing-ref orgdn org-root/org-marketing
UCS-A /security/locale* # commit-buffer

UCS-A /security/locale #

O —)Lhy o DFE O I FR

FIE
AU RFERET7TIVa Y BeY

Z 5w 71 |UCS-A# scope security X2 VT4 T— FEBBLET,

Z 5w 72 | UCS-A /security # scope locale X VT4 ur—E— RERIBL
locale-name F1,

X T 7 3| UCS-A /security/locale # delete org-ref oA — L SRR A EIRE L E T,
org-ref-name

GV I gkl AT ADOHREICT

X T v 7 4 | UCS-A /security/locale # commit-buffer N
Iy hLET,

151
WIZ, western 1 77 —/L )5 finance #lfk 2 HIBR L., FTF oY arvmdal v bT5
FlERLET,

UCS-A# scope security

UCS-A /security # scope locale western

UCS-A /security/locale # delete org-ref finance-ref
UCS-A /security/locale* # commit-buffer

UCS-A /security/locale #

04— )LD HIB&

Flg
aAv U RFERET7TIV3 Y B
27w 71| UCS-A# scope security Eka T T NEHSLET,
AT 72| UCS-A /security # delete locale oA — L AHIBRELET,
locale-name
R w 73| UCS-A /security # commit-buffer NPT vark AT AOREIZA
v hLET,
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B o rzamsnta—sravor

51
WOHNE, western 27— VEHIBRL, FToY I varEaIy FLET,

UCS-A# scope security

UCS-A /security # delete locale western
UCS-A /security* # commit-buffer

UCS-A /security #

0— jj)l/nnunIEé;h'T’:L -lj_ Tjer
A—HY Thor FOERK

Dipl &b, ROZ—VEAERT 2 Z L 2R L £,
e =N TFTRI=ZAFL—F THU b
Xy U= T RI=ARL—X ThUr b

AL =Y T RI=AFL—#

theb BHEIIZ
VAT AMIRDOWT NN DGEIL, BU T XA EFTLET,

* U:E‘ ]\nmnE'}j‘*‘EX . :L***j‘i)‘){— }\mun "j‘*‘/\iiﬁﬁ:'@“%ﬁlk\ j%i@iﬁ@]f(ﬁlj*‘
ENERZFF S TS Z MR LET,

cHIHED= LT T MERE 1 O O A — L BER LE T, v —N 1 O 0
G TARTO—PFF— MER S, T XTOMBO 7 —/v EHERNEID Y THhE
j—O

« SSH Z83F : SSH ¥ —Z W5 L £7,

FIE
ARV RFERRETIVa Y B8

25w F1 |UCS-A# scope security X2 VT4 BT FEHBLET,

AT w2 |UCS-A /security # create local-user BELzo—h )V a—FDa—FTh
local-user-name 7 MNEERL, EXFa2 T 0 u—h

NVoa—H E— FERMBLET,

25w 3 |UCS-A /security/local-user # set a—AN =T HT NERHCT

account-status {active| inactive} B, T HINEEELET,
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| B—WR—Z2 75 t2D%

a—47n9o roks |

ARV FFEREETIVa Yy

E:)

a—h)Na—YTho DT T
NAT—=HANIKET 7T 4 TITHRE S
nics, 2—iIEFEo s v v
A NEHAL TV AT ACaX S
TEEH A,

R w74 |UCS-A /security/local-user # set password | = —H% 7 7 o KD/ A T — RERFE
password LT
ATvTh (f£&) UCS-A /security/local-user# set | = — W DL R HE L 7,
firstname first-name
ATy 76 ({E&) UCS-A /security/local-user# set| = —V O ZE L £7,
lastname last-name
AT T1 (fI-&) UCS-A /security/local-user # set | —4 7 % 7 > h BHARYIIIZ 72 5 H
expiration month day-of-month  year| 1% 55 L %3, month BI%iE. B O
P DERAND 3 LFTT,
GB) =¥ Thvr MIEMIR
ERE L%, THAZMIRZ
WCHERETHZ LITTE
FHA, L, EOTHY
v N OFEIHIREIIIZ2 D H
MaFRHLTRETDHZ LI
T
ATvT8 ({I:&) UCS-A /security/local-user # set| =—H D A —/L T KL AEZFE L
email email-addr *1,
ATv79 (ff=&) UCS-A /security/local-user # set | = — W DOEEFR S EHHE L T,
phone phone-num
ATw7F10 | ({EE) UCS-A /security/local-user# set| /SA U — KL A 7 7 & A SSH & —
sshkey  ssh-key EIRELET,
AT w711 |UCS-A security/local-user # NovW¥rvavizaly NLET,
commit-buffer
!l

WOBE, kikipopo & W I ZRIOZ—F T "EERL, 22—V T h U b afa
T L., 0012345 IZ/RAV—REZHRTEL., TV rvarzaly hLET,

UCS-A# scope security

UCS-A /security # create local-user kikipopo
UCS-A /security/local-user* # set account-status active
UCS-A /security/local-user* # set password
Enter a password:
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B o risssnta—v~o 27— rBEF v OEME

Confirm the password:
UCS-A /security/local-user* # commit-buffer
UCS-A /security/local-user #

WOBNX, lincey E W AFIOZ—F THo v MEERL, 2—F T NEER
WL, RAT—=KRL AT 72 AH® OpenSSH ¥ —%2i%EL, hT7 ¥ 7 varvza
Ty bLET,

UCS-A# scope security

UCS-A /security # create local-user lincey

UCS-A /security/local-user* # set account-status active

UCS-A /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUO9VQ2CMWBI9/S1£30k1CHInV31gdXMzO0WU15iPw851kdQqap+NFuNmHcb4K
1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s10blVOIEWCKEL/h51rdbN118y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2L.OgyH7Ei1MI8="

UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

WL, jforlenz LW AHTID—HF THh oo MEER L, 2—F TH U M eh
ML, WRAT—RLATZ7E2AHAOEX 2T SSHXF—ZFREL., NFoHFr g
a3y bLET,

UCS-A# scope security

UCS-A /security # create local-user jforlenz

UCS-A /security/local-user* # set account-status active

UCS-A /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "~C to abort.
User's SSH key:

> —--- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51sloblVO
>IEwcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpDM8HPh2LOgyH7Ei1MI8=

> —---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

A— b»w&émtl—ﬁawﬂxv—Pﬁﬁ%:vb@ﬁ%m

SR T — R OREReRE I 2%, admin F 7213 aaa RS LE T, HHITR->TW
% Y54, Cisco UCS Manager C i\ 9@7'7726/\"% U—RDHA RTA &l SRV NAT — R
ZIERNTE EH A,
FIE
ARV RFERERTI VA Y =LY
27w 71| UCS-A# scope security Tka T B NEHALET,
R T 72| UCS-A /security # AT — ROBREREEBZAINTT 20
enforce-strong-password {yes | no} MR T B A s E LET,
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A TFhY kO Web £y aiiRoBRE [

15l
WIZ, NRAT— RBEF = v 7 EHICT D057 LET,
UCS-A# scope security

UCS-A /security # set enforce-strong-password yes
UCS-A /security #

A—H T7HAO DO Web vy 3 UHIRDETE

FIg
ARV RFERRETI a3 Y B
X w 71| UCS-A# scope system VAT N E— REBEELET,
AT w 72| UCS-A /system # scope services VAFAY—ER T— REEBLE
j‘o
X v 7 3 | UCS-A /system/services # scope VAT A P—E A Web v a UHER
web-session-limits T RABMELET,

R 7 4 | UCS-A /system/services/web-session-limits | & - — |2 A9~ A [FF HTTP 35 L O
# set peruser num-of-logins-per-user HTTPS ¥ v o v D kAR EL
B

1 ~256 DEHE AN LET, T 74V
M TR ICHESNET,

AT 75 | UCS-A /system/services/web-session-limits | =5 %7 3 g L 2 AT LD/ EIZ=2
# commit-buffer Iy hLET,

1

Wiz, Ka—Y T H 7y MIFHFAT 5 HITP B L OHTTPS & v ¥ a v D RE%E 60
WCREL, hF v rvavadaly M 250%2RLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope web-session-limits

UCS-A /system/services/web-session-limits* # set peruser 60

UCS-A /system/services/web-session-limits* # commit-buffer
UCS-A /system/services/web-session-limits #

A—HY A FAOBO—LDE|Y KT

A=Y 11— LB L OHROEFITREIDO 22— 1 7 A CRHIAZNTR Y £3, 2—FRn s
AL TNLEXIC2—FT AT M LTl LWe— L &2E D 4 T ) BEFEO v —/L &
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B =—+57r9 r~ons—romysc

A—LR—Z 7t Z0HE |

BRL72V T2, 727747kt yva U TIRLETO r— LROMERS 5| E e & S v E

B

FIE

ARV RFERFTIaY

=)

ATy T

UCS-A# scope security

X2 UT 4 E—REBRBLET,

ATy T2

UCS-A /security # scope local-user
local-user-name

BELFa—hL a—F THhH I MT
T AH5EF2 VT4 m—hL a—H
T— FEBBLET,

ATvT3

UCS-A /security/local-user # create role
role-name

BEL-a— a2 a—% T hor MNZ
DM TET,

GE) createrole =~ N, 12
Da—H T Hh o MTEED
T —L&EI) Y CTHIDIlE

HIRIATE £,

ATvT4

UCS-A security/local-user # commit-buffer

NI varEaly FLET,

1

WOHITIE, v—H)v 2—H% T 417 |k kikipopo |Z operations = —/L &%V 4T,k
T rvarEaly FLET,

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A

/security # scope local-user kikipopo
/security/local-user # create role operations
/security/local-user* # commit-buffer
/security/local-user #

A—Y F7HO kAQOO—ILDEIY LT

)

G¥)

admin ¥721% aaa B — V&2 FFo2— Iz — L EZE Y B TRNTL 0,

FIE

ARV RFERFTIaY

B8

ATy T

UCS-A# scope security

X2V T4 E— REBLET
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A—HTH

a4 7avvrponn—Lodk |

ARV RFEREET7TOVa Y Be
R w 72 | UCS-A /security # scope local-user lBELi-u—hLa—F T7ThHhur MNZ
local-user-name HTHEF2VF 4 a—H L 2—HF

E— FERBLET,

ZFw 73 | UCS-A /security/local-user # create locale | {55 7= — L& 2 —H 7 hH 7 b
locale-name WZHEID BTET,

GE) createlocale =~ KiZ, 1>
Da—HF T HU L MEED
m =L EE) M THDIC
BHRIATITEET,

R T 7 4 | UCS-A security/local-user # commit-buffer | =5 > %7 > 5 %=23I v NLET,

1

WOFITIL, B—Hh/L 22— 77 bkikipopo (CPHESEER 77— &2 EID 4T, b
Fo¥rsvarzaly bLET,

UCS-A# scope security

UCS-A /security # scope local-user kikipopo

UCS-A /security/local-user # create locale western

UCS-A /security/local-user* # commit-buffer
UCS-A /security/local-user #

> bH o Ba—)LDOHIER

2—F B— VB LOMHROEF IREIOZ—F a7 VRHCHENZR Y £F, 2—FRe s
AL TR EEIZa—FTHor ML TH LW e — 25 ) BTy BEFor — /L%l
L0258, 77747ty a r TIRLRTO B — LoMERDS S & i s E
j‘o

FIE
ARV RFERFTIVaY =)
Z 5w 71| UCS-A# scope security X2 VT4 = FERLET,
Z T 2 | UCS-A /security # scope local-user BELla—h a—F 7 h oo
local-user-name HTHEXF2F 0 a—HL 2—H

F—FzfmL£7,

R w 73 | UCS-A /security/local-user # deleterole |}5E L 7-n—1%da2—F 7HoL hhm
role-name HHIBEL £,
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B =5 7»9rp0nr—ror

A—LR—Z 7t Z0HE |

ARV RFERETIVa Y

B8

G¥) deleterole =~ > KiZ, %
a—Y T hHU L ERD
o —/LEHIERT 5 72 DI

AT TEET,

ATv74

UCS-A security/local-user # commit-buffer

N ¥rvarEaly bLET,

il

AT, kikipopo &\ NH m—H b 2—W T 7 D operations B —/LAHIER L, b
FoYrvarvEaly N AEIERLET,

UCS-A# scope security

UCs-A
UCS-A
UCS-A
UCS-A

/security # scope local-user kikipopo
/security/local-user # delete role operations
/security/local-user* # commit-buffer
/security/local-user #

A—H 7AYoy —ILDHEIER

FIE

AT RFERIEFT7IIY

=)

ATy T

UCS-A# scope security

X2 U7 4 E—FERBLES,

ATvT2

UCS-A /security # scope local-user
local-user-name

BELFe—hLa—BF F7h o MND
Rt HEXa T4 m—F L 2
T— RERHBELET,

ATvT3

UCS-A /security/local-user # delete locale
locale-name

BELE-ar—LEa—F 7h 7k
MHHIRL 9,

Gx) deletelocale =~ Kix, &2
22— T HTL RS ERD
v — L EHIRT 5708

HIEIATITE £,

ATvT4

UCS-A security/local-user # commit-buffer

N varEaly bLET,

1

WIZ, kikipopo &9 B— AL 22— T H 7 R western 27— /L EHIFR L,

TV variyaly T AHERLET,

]\
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1—47hv roamtEamnt [

UCS-A# scope security

UCS-A /security # scope local-user kikipopo

UCS-A /security/local-user # delete locale western
UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

A—HY T7hor bOFEMEER-IETESLE

a—)a—F T hH T NEENEIIESCT BI121E, admin F720F aaa HERDS M E T,

theb BEIIZ
oO—h) a—Y T hor MEER L £,

FIE

Ov Y RERET VA H#
27 71 |UCS-A# scope security ko) F o B REFHLET,

Z 5w 72 | UCS-A /security # scope local-user O—AnNa—F X740 T— K%
FAtE L £7

AT 7 3| UCS-A /security/local-user # set g—h)a—¥F 7T hr NEECT
account-status {active | inactive} L, ERNCT B AT LET,

admin > —YV 7 H U MIFIZT 7T 4
TICRESNET, BRI TEERA,

GE) THIY N AT —FA&IET
T4 TICHEELTH, T—
HAR—ANHaA 7 fFa
L—ya ViFHIBRE N EH
Moo

!l
RIZ, accounting E\H) B —H )L 2—HF T hH 7 NEGINIT HHERLET,
UCS-A# scope security

UCS-A /security # scope local-user accounting
UCS-A /security/local-user # set account-status active
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A—LR—Z 7t Z0HE |
B =+57ryroumn

A—HY TF7hor OHIE

FIE
ARV RFEREET7TIVa Y BHY
27w 71| UCS-A# scope security B¥a U4 E— REBISLET,
AT 72| UCS-A /security # delete local-user og—h) a—HF T hyr NEHIBRLE
local-user-name +,
Z 5w 73 | UCS-A /security # commit-buffer NZUY T a kAT AOREICA
v hLET,
i
WIZ, foo LI A=Y THT L FEHIRL, FFo¥Frvarzaly b o0&
~LET,

UCS-A# scope security

UCS-A /security # delete local-user foo
UCS-A /security* # commit-buffer

UCS-A /security #

CUAhALDI—Y yiarnr=42)2T

F&E
ARV FFEREET7OVa Y B#
27w T 1|UCS-A# scope security Txa T T REMALET,
AT w 72| UCS-A /security # show user-session VAF NI T AL L TNATRTO
{local | remote} [detail] a—HD¥ v g NEREPERLUET,
Ty aVIDOBOT ALY X7 (*)
X, BEOr Ay By v arEmRL
ij‘o
£l

WIZ, VAT AZa AL L TWBETRTCOu—hra—FDl) R NaFR T 560%
RLET, TRAZ Y71, EOvy>arBNBREOu /A Byl arThdNg
RLUFET,

UCS-A# scope security
UCS-A /security # show user-session local
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wrsnri—Ftwyrarvor=suvy |

Session Id User Host Login Time

pts 25 1 31264* steve 192.168.100.111 2009-05-09T14:06:59
ttySO_1 3532 jeff console 2009-05-02T15:11:08
web 25277 A faye 192.168.100.112 2009-05-15T22:11:25

WIZ, VAT AT A L TNWATRTOu—H)L 22— FOEEMERE TR 54
ZRLET,

UCS-A# scope security
UCS-A /security # show user-session local detail
Session Id pts_25 1 31264:

Fabric Id: A

Term: pts/25

User: steve

Host: 64.101.53.93

Pid: 31264

Login Time: 2009-05-09T14:06:59

Session Id ttySO_1 3532:
Fabric Id: A
Term: ttySO

User: jeff
Host: console
pid: 3532

Login Time: 2009-05-02T15:11:08

Session Id web 25277 A:
Fabric Id: A
Term: web_ 25277
User: faye
Host: 192.168.100.112
Pid: 3518
Login Time: 2009-05-15T22:11:25
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B wrsor—vevravor=gusy
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i

') E— MEREE

FEE—E R (39 R—2)

o UE— MBRET 0 NA ZIZBT 2R FHES L OHERFIE (40 X—)
e VE— FBRET A X O2—FEME (40 X—)

» Two-Factor Authentication (42 ~=—3°)

s LDAP 7 XA XL T —T (43 X—)

« RADIUS 7'/ 31 & (56 ~—1)

* TACACS+ 7' /3A & (60 ~_—)

o« VILFEREEL AT LDOFETE (63 2—)

o VILFFRIE AT LDORTE (64 ~_—)

« TTAVRBIEY—E R (73 X—Y)

SREEH—E X
CiscoUCS T, =—H u /A VEFHFET DH72DDRD 2 DD JiEEZ Y HR— M L TWET,

e 02— BV 2—YFEEE : 17— H LD CiscoUCS Manager (ZfF(ET D 2—V 7 h 7 k& ff
]\/\i—g—o

c VE— b 2 —WHI : kD71 FaLOWNTRNEHHLET,
* LDAP
* RADIUS
* TACACS+
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yE— R |
B =20 (AT e EEES S URESE

JE—FREET AN FICET IR FEL L UHE
18

VAT LE, PR—FINTVWD U E— FEFE—EXDOWTNNCRET 25 E1E. €D
P—E2AHDO T v A ZEAER L T, Cisco UCS Manager NE DY AT A EBETEDH LI
TOMNENDY £, 22— PG ET 2IERFHITRDO LBV TT,

U%_l"uanE-'j- tZU):L ﬁ‘?jjrbjl“

a—W 7 H > MM, Cisco UCS Manager (22— /U E LT 0, U E— FEREY— T
ETHIENTEET,

UE— FBRE—ER2RZN L TR A L TWNDH—FDO—Kyt v 3 »E, Cisco UCS
Manager GUI & Cisco UCS Manager CLITHR /R C& £,

U t— l"un., nIE-'j- tZO):L -U= D_}[/

UE— FRFEV—A"Ta—H T h 7 FEERT 556 1%. == — ) Cisco UCS Manager TfE
T DD E R =V EZNLDT AT MIEDDLZ L, BXORZERL DB — /LD H]
% Cisco UCS Manager T SN D4RTE —EEIEDLZ ENMETT, r— LK —itk-
TE, 2= 7o TERWVWGEHA I MR LM B SR WGEand v £7,

JE—FRETONSAZTDI—TFEHE
RADIUS # £ U TACACS+ f#i% Tld, = — 7% Cisco UCS Manager ~D 1 7' A NZHEHT 5%

JE— FEIET 131 X2 CiscoUCS D2 —WRIMEE2RETHIHLENHY £, 22—
B, SFax—PFicEv Y Cconi-e—rtar—AngEFncnET,

\)

GE) ZOFIRIX, LDAP Vv —7 v B T ERMFEHLCa—ntasr—La2EH) Y T5LDAPRE
TIEMSEH D FHA,

2—WRn A 3% L Cisco UCS Manager 13k & F4T L £,
1. U:E‘—‘ ]\IJLIJ “'j‘ ]:X F’nﬂ%é}i’)ﬁ”iﬁ”o
2. a—VERIELET,

3. 2—FREITHIEAIT. To—FEY YT R TWbIr—Linlr— idF v
7 LET,
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| vE—r52s
yE— 7oA s01—vElE ]

WDFIZ, CiscoUCS THR—F L TWA Y E— FRIETF A4 X DO —WF B4 s L

7~H DT,

RIVE—FRETONS FICE D1 EEDLLE

FATTH LI BIRTE £,

« RADIUS % ¥ —~ % LR
B9, B A TR

PEETONA | ARELEME | AX—TDHLE B ID EH
5
LDAP IN—TF =y | FTar, ROWTNNLE |2 a0 LDAP OFEIETIL,
v EAR | FET T AL OEIRTEE 9, |Unicode Z A 7 DEMENNEET
EROES « LDAP % ¥ —~ ZILiEY EE
T—TF < 3. AT EEED | CiscoAVPair 7 A Z L@k 1E
v A KEHORMEZRET |KT2%E6, BEID & LT
R R 5, 1.3.6.1.4.1.9.287247.1 ZfF/H L
«LDAP Zx—~ &R L =7
. CiscoAVPair 72 & | 7O OIDBIROES v =
—BEDOLBITCHAZ LG | VRS IVTOVET,
MEEERRT 5,
RADIUS i FFa v, WOWETNIE | % 212X D RADIUS D5

DR —1ID L 009 Th Y .
JBIEDO~N L #— 1D X 001 T
ﬁ‘o

DOARBEHBEMEZERT | IROESHNL, cisco-avpair JE M
Do VR T DA I D —1
—w&m&—w%# T D)

* RADIUS A % —~ % JLik WAL TIET

L C. cisco-avpair 72 & D
—EDAHITH AL LR
PEZARRT D,

shell:roles="admin, aaa"
shell:locales="L1,abc", %ﬁﬁ
DIEZ XTI 51213, XY 3
cLThnr~ I Z2fHLE
ED
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. Two-Factor Authentication

yE— B |

BT AN | HRSLEME | RF— OHIE BAEID 2t
4
TACACS+ W WZHTT, A¥—~<%PLE | cisco-av-pair 44 1%, TACACS+

L. cisco-av-pair & W\ A HID | 7 a8 XD JFEM ID & #2{kd
WAL DBMEEAER T 208 | 5 3CFFTT,

B&H DT WORECHIE, cisco-av-pair J&
PEZAERLT D & &I D —
Po—enr—LaffEd
55k R L TOET,
cisco-av-pair=shell:roles="admin
aaa" shell:locales*"L1l abc",
cisco-av-pair JEMERE L TT A #
Y27 (%) 2fl+oL, B
—VinA T v a vl LTRE
I, RLERAITm 7 7 A V%
AT Mo AT FoNg R
TRREDKIGZB S Z L TE
£9, BHEOEZXY)5I12E,
XEIY 5L L TAR— A% Aff
MLET,

LDAP 1 —HEHE D+ > Z/L 0ID
F A A A CiscoAVPair @MDY > 7L OID 1. kD LY TT,

CN=CiscoAVPair,CN=Schema,

CN=Configuration, CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

1DAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema, CN=Schema,CN=Configuration, CN=X

Two-Factor Authentication

Cisco UCS Manager Tix, VE—h 2—HoOua /A N _EBRFLEZHEH LT, 7H7 > bD
R7ALDEF2 VT 4 LV EEDTNET, ZHEERIEOR A Tk, NRAT—F

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| ve—r2

war Foqxes0—7 [

T4 =)V RTa—HYE, b=, RRATU— R KOMHLEDLENRNVLETY, PIN, fFAE, 7=
X h—7 v EETEET,

THERGETIE, WEET SV =y a v EHEHLET, o7V r—vaid h—2r oh—
R LT, nr gy Fawxadhica—FHOU 24 L =7 24K L, RAT—F
Z AAA P —NIRFLE T, XA —EHAEOBMEZ TG 2 RN F—27 o P —NITEES
FVET, Cisco UCS Manager 1%, F—7 > — "B AAA T —NEHEINTND Z L EIEE
FTHDT, AAA Y — NZHERAIELELET, AT — K& b—27 i3, AAA P —RZLEH-T
FEFICHEES N E T, 2=V, AAA P — A" TRESNTVWEIDOLFEUIEFT, h—27 &

WNAT = REANNT HUERHY £7,

TEEFFEIL, RADIUS F 7713 TACACS+ 7B A X F N —F 58 EREE N A A 2 Bt
T, ZNHDO RAAL U CLBRRILEZADNCT L EICL > THR—FERET, “HERGE
TIXIPM 2 AR — M LTELT, F-IEL /L A0 LDAP, local, F7-1E none |2 EINT
WAL EIE R — SR EHA,

Web vy a OEHFELIUWeb 2y a DR A LT AR

[Web Session Refresh Period] 14, Cisco UCS Manager GUI ® Web & » o =1 L2k 2 B R
B RF A S D e KIFREI G, [Web Session Timeout] 1%, % O FHE K% /> 5 Cisco UCS
Manager GUI @ Web & v & 2 Y I33ET 7 7 4 71272 % F TORKBIBREHE T,

[Web Session Refresh Period] Z 60 ) L W £< | ;x KT 172800 W E TR THL, h—2r &
RAY— REMRD IR UERS L OHANTALERDDE Y > a Y F4 BT 7 MAEECE X
5@%5&%”5 Z & Z’)\;T% i—g‘o :7‘:7 * v }\'fﬁ&i\ :g$§§§Eﬁ§ﬁ§w@%é\{i 7200 $¢‘ :g?‘%
REENA R TRV AL 600 BT

[Web Session Timeout Period] (2% 300 7> 5 172800 DRI DOEEFEE T £4, T 7 + /v MEIL,
CESERRAED AR O%E1EL 8000 B, ELFEFEFEN AR TR WA T 7200 T,

LDAP JO/NA X T IIL—T

A NESHI-LDAP 5 )L—T

LDAP J V—T %D T N—T DAL N—L L TEMNL, JNV—T%2RXANTHI LT, 7
N—T ANR—=DT Y NG LTV T U r—yay N7 40 v ZHITE 9, Cisco
UCS Manager V) U — 2 2.1(2) LI TliX, LDAP /v —7 ~ v 7 TEZRINTWDHBID I N—7
WCEEND IR A NENTZLDAP /N —T7 2B TE £,

G

HA N ZH7z LDAP O FE YR — 1~ id Microsoft Active Directory $-—/3Zxt L COAH AR — k
ShFET, FR— N TWBE =T 3 1T Microsoft Windows 2003 SP3., Microsoft Windows
2008 R2. 3 J T Microsoft Windows 2012 T3,
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B wres—s0—n

yE— R |

7 7 4V R TiX, LDAP V' V—T %[O 7N —TNIZR A b5 & X — PR A S 4L

F9, 72& z2E, Group 2 D A /N—& LT Group_1 Z1ERT 28A . Group 1 D= —H|%

Group 2 D A 3= LR CHERRDN G- 2 HIVE T, EDOFER, Group 1 DA N"—ThHa—H

AT H & XL, LDAP 7/ /V—7 < v 7 T Group 2 DA% EIR L EJ, Group 1 & Group 2
R ITHR T D MEILH Y £ A,

Cisco UCS Manager D7 )V —"7" <> I TH T TN —T % EIERT DL EN 2L 20 F7,

LDAP 5 )L— 7 JL—JL

LDAP /' V—7 L=l k» T, 22—V o—Bllar—1L%z)xt—h 2—F2H Y 3T
% & % |T Cisco UCS 28 LDAP 7 /L— 7% {FEHT 2508 9 k£ v £4,

LDAP JO/NA 2D TAIINT 4 DETE

ZDHRAYTHEET H 7 B/37 41, Cisco UCS Manager CEFR SN Z DX A T OFTXTD
TS R DT 7 4V MRETT, x0T m AL ZZZnbD 5 bnFiinn 7 ms
T A DEENEGENTWDEE, Cisco UCS TEDORRENEM S, 77 4 /b MR EIL R S
nEJ,

Active Directory 2 LDAP ¥—/3& LT L TWA5A1E. Active Directory —/37C Cisco

UCSIZNRA V RTB2—F ThH o baERLET, ZOT v ML, #IRONIZR S
W RAT— RERELET,

FIE
ARV RFEREET7TI V3 Y =[]

Z 5w 71| UCS-A# scope security X270 T FEHBLET,

Z 5w 72 |UCS-A /security # scope ldap &= UT7 4 LDAP £— REBH L F

ﬁ—o

R 5w 73 |UCS-A /security/Idap # set attribute BEIhEE%E S L a— T —#
attribute N=ARRzREL£7,

AT 7 4 | UCS-A /security/ldap # set basedn BESNE#LZ ST L a— Nior—
distinguished-name B R— 2B ERELET,

R T w 75 |UCS-A /security/ldap # set filter filter |{8ES3N/T-7 4NV ZEEL a— NIZ
TN 2P ERE L ET,

ATwT6| (EE) UCS-A /security/ldap # set VAT DI NE XY L REEE LTCHR
timeout seconds I BENC, LDAP Y — 6 DISE %
el MR EZ R E L ET,

AT 7| UCS-A /security/ldap # commit-buffer NIy a2 A7 AOFREIZ
Iy hLET,
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| ve—r2

)

apr 7o/31 £tk [

il

W ORFNIE, LDAP J&ME% CiscoAvPair |12, ~<— AFkBI4 %
IDC=cisco-ucsm-aaa3,DC=qalab,DC=com] 2, 7 1 /V# % sAMAccountName=$userid.,
ZA LT U MNHRE SHICREL, hFrFr7varzaly hLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # set attribute CiscoAvPair

UCS-A /security/ldap* # set basedn "DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap* # set filter sAMAccountName=$userid

UCS-A /security/ldap* # set timeout 5

UCS-A /security/ldap* # commit-buffer

UCS-A /security/ldap #

G¥)

2—H 17 A %, LDAP =—H ® userdn 7% 255 LT 4B A2 5D LR L £,

RDERY
LDAP 7' u/ A ZaAER L £,

LDAP 7 O/\A # DYERL

Cisco UCS Manager {3 K 16 @ LDAP 7' v /NA X & ¥R — K LET,

1R BHHEIIZ

Active Directory % LDAP #—/ & LT LTV B35A1E. Active Directory —/3C Cisco
UCSIZNA T 22—F Ty FafERLET, 207 h vy MTiE, HREIIIZR S
RVNRAT— RERELET,

« LDAP #—/3T, ROWTNUDDOREZEITVET,

«LDAP /' NV—7%FE LET, LDAP /)L —F0i%, 2—F D — b ar— L IEHR
NEENTHET,

* Cisco UCS Manager D= —H% 1 —/L & a/r— Wi A RFFT 2B Coa—F AR E L
9, TORMICOVWTLDAP AXF—< &2 LR T A0 E I NEBINTEET, A% —
~ ZPER L2 W EE1E, BEfFO LDAP @M% L T CiscoUCS =—# m—/L b nm
T—IVERFFLET, AX—<EHEET 58513, CiscoAVPair B2 ED N A& L
B AERRL L £,

A LDAP O FETIE. Unicode % A 7 D JBIENRS LB T,

CiscoAVPair 77 A % AEMEZERT 256, BMEID & LT 1.3.6.1.4.1.9.287247.1 % fif
ALES

¢« JITAHAFRETIHH., WHFEDT7 77V v X —axy MIXTDHEEHR— DIPv4
FEIPV6 7T RLAZEBMLET, ZORETIE. 1 2BO7 77V v 4 HF—
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yE— B |

aRxT NCHEENEEL, VAT LAP2OHO7 77U v I A F—axy N7 z—
NFA—=R"—=LTh, VE—bra—WE5&EHEn /(o TEH I EMRIAESNET,
0y A CERITTRT, INHDIPT FLANLEFESNET, Cisco UCS Manager
THHA SN DA IPvE £721XIPv6 7 R LA D TIEH Y £H A,

e % = 7 l{E & AT %101, Cisco UCS Manager T LDAP 4— S0 /L— RRIER (CA)
DFEHEL ETe b T A b BA v b EERLET,

cLDAP 7 uNRA FHEE LY BINEITHIRLEZ T3 0ENDLBE1E. FAAL v
WREL IV LB — R IER L, Ta g FIIEREZMAT-%. FAAL VBGEL VL%
LDAP IZERTULENH Y £9°,

* Active Directory /31 > Rl 4 DR M2 EFR T DBRICRORICH DR CT 2T 25

B ST LLFD 16 EEIEDOHIZ Ny 7 2T v 2 () ZEHLT, FHEXTFET R
TFT7 X FTESMADULERD Y £,

IR F FiEA 16 E (B
, VNG 0x2C
+ VAY.S ik 0x2B
" )i 0x22
\ Ny T AT a 0x5C
< FEMT Ty k 0x3C
> fifa7 7 v b 0x3E
; TIawr 0x3B
LF AT 0x0A
CR iR 0x0D
= s 0x3D
/ A5 A 0x2F

https://msdn.microsoft.com/en-us/library/aa366101 {ZHFEE LT = X 7 — 7" 35 & 16 HEHUEIZE
TR DHBEZOWTOFHARDH Y 7,

FIE

ARV RFEEETO3 Y B#Y
ZFwF1 |UCS-A# scope security X2 VT 4 = REBLET,
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| vE—r52s

apr 7o/31 £tk [

ARV FFEREETIVa Yy

E:)

ATv T2

UCS-A /security # scope ldap

%2 VU7 1 LDAP £— FZBHMBLF
KR

ATvT3

UCS-A /security/ldap # create server
server-name

LDAP Hh—/3 A A H o 22 AERL L,
t¥ =2 U7 4 LDAP #—/ N E— K&
L ET, SSL WA OEA,
server-name (%, BE IP 7 RV AFE
IZ FQDN & 729 | LDAP #—/ 3%
X =2 U7 4 iEHEN O Common Name
(CN) & EMEIZ—EH L TV DRENH
VET, IPT FLABEESNTND
a2 BRE . DNS #— 3 Cisco UCS
Manager CiXET D2 LENH Y 7,

ATvT4

(fI:E) UCS-A /security/Idap/server #
set attribute attr-name

a—HFa—lar—LOMEERET
% LDAP @k, Zo7Fa T ¢d, &
W2, ARTEEOT THRESNET,
VAT A, 22— La—KT, ZD
EEL L —BT A EERBELET,

LDAP A% —~< &Lk L7eWiGE ., BE
1FDO R4 LDAP J& M % Cisco UCS
n—lals—LlRETEET, &
HUNE, JEBYEID
[1.3.6.1.4.1.9.287247.1] %¥fF
>, CiscoAVPair &\ 5 ZHiDEHs U
T— NREFY—E RIHERTX £1,

7 7 4 v b O JEMEH LDAP @ [General]
AT TRESNTWRWEAIX, 20
ERLETT,

ATy Th

(fI:E) UCS-A /security/Idap/server #
set basedn basedn-name

JE—ha—Fnas/f L, VAT
IARFOA—FLZLIZESINT2—FD
DN OHfGERA D & X2, —30
IR % Bth3 5 LDAP BEE N OFEE D
W4, N—ADNOE S, k255
L5y B CN=username D E S 27 L 7|
WIERSICRETHZ M TEET,

Z ZC. username /X, LDAP F&GF%
F LT Cisco UCS Manager ~7 7 & A
LEoELTWDUE—Fa2—HDik
BNZAEH S VET,
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ARV FFEREETIVa Yy

S

57 # /v b D~_—Z DN 7% LDAP
[General] # 7 TRRIE S AL TV RWIGE
X, ZOEBRLETT,

ATvT6

(f£&) UCS-A /security/ldap/server #
set binddn binddn-name

NR—=ZADN DT RCHDAT V=7 MZ
K95 i B HERR & MR SR MERR & 7

D, LDAP T — X _X—RX T hHo v hD
k4 (DN) o

PR—FENDA N T ORKET
255 3% (ASCII) T,

ATy T17

(fI=&) UCS-A /security/ldap/server #
set filter filter-value

LDAP %1%, EF LT 4 NH E—
Bt 22—V LICRESHET,

T 7 IV NDT 4L F 7 LDAP D
[General] % 7 TRRE SN TNRWIGE
. ZOMEBRMETT,

ATvT8

WiZ8: UCS-A /security/ldap/server # set
password

[Bind DN] 7 4 —/L K TH57E L 72 LDAP
T—HR—=RA T AT NOI/RAT —
K, HEHE ASCI XLFH# AN TEET,
L, 1§ (BrvariE®) .
r2) (BEWIFF) . =1 (%5) 1Tk
xFET,

INAT— REFRET HITIE, set
password 2~ REZ AL TH5
Enter L, Va7 CTHx—fEi%x
ADLET,

ATvT9

(f£&) UCS-A /security/ldap/server #
set order order-num

Cisco UCS T —H—DFIEICZ D
a A X EMH T BIER,

ATv 710

(f:E) UCS-A /security/Idap/server #
set port port-num

Cisco UCS 7 LDAP & —# X— R L i#
BT 270N AR— b, HEHE
R— FFEE1E 389 T,

ATvIN

UCS-A /security/ldap/server # setssl {yes
no}

LDAP %— N LEET 5 & 2 DRk
DFERZAEREZITECLES, 2
Ta Ak EBY TY,
e yes @ SALNRLELTY, Biofbz
X — hTERWGAT, B
IR L £7,
HHZLTWBEHEIZ, A— %
636 ICAETRT, 389 DFEFIZLT
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ARV FFEREETIVa Yy

E:)

< 72&\Wy, CiscoUCS i, SSL A
OFR—F636 CTTLSE Y 3%
FAm— N LUET, P
RS b S eV RREC 389 TR
HmEIET,

*no : M SR T4, FRALNE
27UV 7 TR AL LTHEESH
iﬁ—o

LDAP Ti% STARTTLS 2MEH S F
T, ZHUTEY, R—F389 ZfEH L
T-BE SALBIE A A REIC /2 0 9,

ATvT12

UCS-A /security/ldap/server # set timeout
timeout-num

LDAP 5 — & ~_— Z~D & b n
BA LT T NTDHETORE,

1~ 60 PO A ANTITHh, 0 (B
) % AJ) L TLDAP ® [General] THs
ELTEZA LT Y MEZEH L ET,
T 74NV NI 30T,

ATy 713

UCS-A /security/ldap/server # set vendor
{ms-ad | openldap)

LDAP — "D % A h &37= LDAP 7
N— T RRFRERE DM 2 A3 £ 7o 13
MZLET, A7 a ko LB
<9,
ems-ad : XA N ZI7ZLDAP 7 /L —
THRFIL, oA T a s TY
A—bhanET, X ¥ —% ms-ad
(Microsoft Active Directory) (Z7%
7E L. Ildap-group-rule % BN L
T recursive [IZFET 5 &, Cisco
UCS Manager |31 A k S 4172 LDAP
IN—TaRRTEET,

* openldap : R A k ZiL72 LDAP 7
N—TRFEL., ZOF T a T
PR—FENEHAL, XF—%
openldap \ZF%7E L. Ildap-group-rule
AT LT recursive [Zi%ET D
& . CiscoUCS Manager (31 A h &
M7= LDAP 7'V — 7 %k L £
ho TOFT v a s EIEIRT S
L BIN—T BRI N—T T
T TR ESNTWTSH, Cisco
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UCS Manager C LDAP 7/ /L —~
~ v 7L LT LDAP V7 7/ L—
TERERTHLENRH Y 77,

(G¥)  Cisco UCS Manager % |H/X—
TarnblU—2212)I
Ty T L—=RTDH L&,
LDAP 7' 0 /3o DA —
JEMEIX openldap (2T 7 4 /L
N TEAE &1, LDAP GGEDS
IEHFICHEEE Lt £,

AT 714 | UCS-A /security/ldap/server # NI v a bV AT AOREIC
commit-buffer 23y FLET,
1l

WOFITIZ, 10.193.169.246 &\ 95 ZRTD LDAP H—/8 A o A & o 2% VERL L. binddn,
NAT— R EF, AR—bF, SSL, " Z—@tE#REL, hTrHFrvariEaly
]\ Li—é‘o

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 10.193.169.246

UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

H= H o H

WOBHTIL, 12:31:71:1231:45b1:0011:011:900 & W5 L FTD LDAP H—3 o L A X L A
ZYERE L. binddn, /SA T — R, JIEF, m— k., SSL, XU ¥ —@BMHEHREL, FT
Yrarvkzaly bLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server* # set order 1

UCS-A /security/ldap/server* # set port 389

UCS-A /security/ldap/server* # set ssl yes
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UCS-A /security/ldap/server* # set timeout 45
UCS-A /security/ldap/server* # set vendor ms-ad
UCS-A /security/ldap/server* # commit-buffer
UCS-A /security/ldap/server #

RDRARY
H—OLDAP T — ¥ X—ANERT D REDOLG A, WL —E AL L TLDAP Zi®&K L £,

#ED LDAP 7 — & X— ARG T 5 FIEDOLEI1X, LDAP 7V u M X JV—T % E L E
7,

LDAP O/ A D LDAP 5 )L— T L—ILDEE

FIE
ARV RFEREET7TIVa Y B#Y

Z 7w 71 |UCS-A# scope security X2V T4 TR LET,

Z 5w 72 | UCS-A /security # scope ldap ¥ =2V T 4 LDAP £— RZPIH L F

ﬁ—o

Z 5w 7 3 | UCS-A /security/ldap # scope server %2 U7 4 LDAP 7u (X T— K
Idap-provider ZBMR L E T,

Z T 7 4 | UCS-A /security/ldap/server # scope LDAP 'L — 7 Jb—)L B— RZBAlE L
ldap-group-rule I

R Fw 7 5 | UCS-A /security/ldap/server/ldap-group-rule | = — % m— L b 0 »#— L% U F— |k

# set authorization {enable | disable} 2—PICEI) YT AH L X, Cisco UCS
3 LDAP 7 )V — 7 ik § % AR E
L/ \i ‘g_O

« disable : Cisco UCS i & @™ LDAP 7
N—TIHT 7 8A LEREA,

« enable : Cisco UCS I% Z @ Cisco UCS
KAA Y NIy BT Sz
LDAP 7' a/3A X J)—T % iR
LET, VE—F 2—FREO0
% & Cisco UCS [EB4i#9 % LDAP
I N—F < FTZED LDAP 7
N—TIZH L TERSIN TS —
P r—nbalr—LaEnYCE
T
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(G¥) n—/LEalr—LDE YT
FREINET, =2 —FNRHE
BoOIN—T1CEEND, £
721X LDAP B THE SNz
o—Lena s —L3 S

£ . CiscoUCSHZE D2 —HIZ
L, TENHDOITN—TR
HoONWTRNIyy BT E
nNr-t+_Xcon—rbolr—
BRI Y TET,

ATvT6

# set member-of-attribute attr-name

UCS-A /security/ldap/server/ldap-group-rule

Cisco UCS 73 LDAP 5 —# X— 2D 7
=T XA N—=2 s T HRETDHDIT
9 2 J@ i,

YR—FEINBEA R U TDEXIT63

WEFETY, T 7 4 N OIFEAE
[memberOf| T,

ATy T17

# set traversal
recursive}

{non-recursive |

UCS-A /security/ldap/server/ldap-group-rule

MEEIZHE U C Cisco UCS 23 7 —7" A
YNDBIN—T DRELERT D0 E
IDHEELE T, ZZICFERINAMEIX
RDOLFBYTT,

« non-recursive : Cisco UCS [T —
NETHIN—TE TR LE
R

s recursive : Cisco UCS IZ—H¥ @
T AT N —T T RTERE L
F9,

ATvT8

UCS-A /security/ldap/server/ldap-group-rule
# set use-primary-group {yes | no}

TIA=Y TN—Th A NR—= T
DIRFED 72812 Cisco UCS KA A > N
DLDAP /' V—7 ~v 7L LTREL
F 9, Cisco UCS Manager % B2 L
T, 2—HFDT T4~ IT—T A
N—y Ty on— R L THEIET %
ZEMNTEET,

ATvT9

UCS-A /security/ldap/server/ldap-group-rule
# commit-buffer

oUWV I a B AT ADREIZD
Iy hLET,
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apr 7034 #oilk [

WOBNE, HERRZFZNTT D LDAP 7/ /b —7 — /L ZRE L, JBIMED A > /3% memberOf
I\ZF%E L. traversal % non-recursive (CRE L, M7 ¥ 7 v arw2aIy FLET,

UCS-A# scope security

UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

/security # scope ldap

/security/ldap # scope server ldapprovider
/security/ldap/server # scope ldap-group-rule
/security/ldap/server/ldap-group-rule # set authorization enable

/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule*
/security/ldap/server/ldap-group-rule #

LDAP ' O/\1 & DHEI

FIE

#
#
#
#

set member-of-attribute memberOf
set traversal non-recursive

set use-primary-group yes
commit-buffer

ARV KRFERRETY Va3 Y

=)

ZFw 71 |UCS-A# scope security

X2 UT 4 B— REHBLET,

Ry 72 | UCS-A /security # scope ldap

tX%=2UF ¢ LDAP E— FZBAA L F
KR

X T 7 3| UCS-A /security/ldap # delete server

serv-name

RELLEY—ZHIBRLET,

ATV

UCS-A /security/ldap # commit-buffer

oUW o a B AT ADREIZD
Sy hLET,

1

WIZ, Idapl & WS ARTOLDAPH—NZHIBEL, N7 HFrvarvzaly NI 54
o LET,

UCS-A# scope security

UCS-A
UCS-A
UCs-A
UCS-A

/security # scope ldap
/security/ldap # delete server ldapl
/security/ldap* # commit-buffer
/security/ldap #

LDAP F)L—T < wELY

LDAP /N —F = B 52T 5 &, LDAPZ—H 47V hou—LEi-idar—iL
BEMEERTHMLENRL Y £3, LDAP T —F RXR—ZA~DT 7 & 2% #IE+%5 LDAP 7
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N—T R L TWABHHRIC e 7 A T B85, UCSM (X7 V—7 A o3 —y & #
LCr—Lalr—% LDAP = —H(2E| Y {4 T E1,

Z—H725 Cisco UCS Manager (IC02 74 > 35 &, LDAP JV—T <o 7T hbLFED—F D —
lar— BT AERPEE S NE T, a—LEa s — L OSERR Y —HNDOIERE —
HIuX, 77 eRAERMTESET, VU —RA =T 3 U2 LT, Cisco UCS Manager C
(TR 28 M, 128 i, F£721% 160 fHD LDAP 7' V—7F ~ v 7P R~ L THET,

G¥)

Cisco UCS Manager U U — A 3.1 (1) TiZi K 128 fHD LDAP /' /v —7 <~ 7, U U —231(2)
LI TIEi K 160 1D LDAP 7V —7 <= v Fi3 R — F S ET,

Cisco UCS Manager T — D /LZHER L7-r—/L L ar— /L DEFRMN, LDAPT 4 L7 FU D
IS U CHBMICERSND Z L1 £ A, LDAPT 4 L7 Y NODLDAP 7L —7
EHIREIZAAIETE T & X0, TOEENRKB IS XK 9 Cisco UCS Manager & AT
HILENH D FT,

LDAP /' V—7F <= L. (ko —)L & alr— ) LOMLEEDLEDOWNTNNEETir L HICRET
xFET,

o I — )LD

o« I — )LD

s I—/L b alr— LD
=& 2I1E, BEDOSFIOY— NEHE 7V — T FK T LDAP Vv — T N5 L LET, LDAP
TN—T <o IZid, =T a7 7 A N — g PO —F e— L RnEGEN TS

ZEHHET, FEOHITOY— NEHE~DT 72 A EHIRT D200, vl —/VICREE
DY A MERETDHI LN TEET,

GE)

Cisco UCS Manager (Z1%, T IHEAFRERZ Da—F o —ARNEENTHWETH, vr—
MIBFENTOWERE A, LDAP VBN X I N—Tealr— N I~v vy B 73510, DAX
Lol —)VEAERT DMERH Y £,

LDAP 5 )L— T < v TDERK

1a s BRI
« LDAP % — 3T LDAP 7 L — 7 ZERR L £,
« LDAP #— 3T LDAP 7 L — 7 DG4 2R E L E7,
« Cisco UCS Manager T 7 —/LZ{EK LET ((EE) .
« Cisco UCS Manager TH A% L o —/LZ2{EK L £4 ((EE) .
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ARV RFERFTIVaY ]3]
AT 71| UCS-A# scope security ¥ UT 4 T— REBBLET,
ZF v 72 |UCS-A /security # scope ldap ¥ =V 7 4 LDAP E— RZ[AL E
R

R 7 3 | UCS-A /security/ldap # create ldap-group | {57 7= DN JH®D LDAP Z /L —7 <= v
group-dn TERAERR L ET,

7 N—7" DN D KILFH1E 240 T,

GE) ZOa<wy NITEEITE A
T D56, Rk ORHT
IR —T7 3P\ (R
AT v a2fll) 2T 540

ERHY ET,
R T 7 4 | UCS-A /security/ldap/ldap-group # create | {57 X317~ =2 #—/L|{Z LDAP 7 /L —7
locale locale-name Evo BT LET,
R v 75 | UCS-A /security/ldap/ldap-group # create | {57 X317~ 2 —/L|Z LDAP 7/ — 7%
role role-name <y L LET,
AT 7 6 | UCS-A /security/ldap/ldap-group # N Y T v a BV AT AOREIC2
commit-buffer Iy hLET,

1

KIZ, DNIZLDAP / V—7 %~y 7 L, B —/L% pacific IZiXEL, 2 —/L%
admin (ZREL., T Y7 vavimzaly vTAEEZRLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # create ldap-group cn=security,cn=users,dc=lab,dc=com
UCS-A /security/ldap/ldap-group* # create locale pacific

UCS-A /security/ldap/ldap-group* # create role admin

UCS-A /security/ldap/ldap-group* # commit-buffer

UCS-A /security/ldap/ldap-group #

RDRERY
LDAP /v —7 )— L& RELET,
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LDAP J)L—T < 7

FIE
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ARV RFERETIVa Y

E:)

&

UCS-A# scope security

X2 UT 4 T RERBLET,

ATvT2

UCS-A /security # scope ldap

¥ =2V ¢ LDAP — FZHIELE
—é—o

ATvT3

UCS-A /security/ldap # delete 1dap-group
group-dn

8 E L7 DN HHO LDAP /v —7 < >
TEHIBRLE T,

ATvT4

UCS-A /security/ldap # commit-buffer

cNooY Ty a BV AT ADOREICD
Sy bPLET,

il

WIZ, LDAP ZJVv—7 <= v 7 &HEIEL, hT ooy arvaaly bTa0aRr0E

‘j—o

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A

/security # scope ldap
/security/ldap # delete ldap-group cn=security,cn=users,dc=lab,dc=com
/security/ldap* # commit-buffer
/security/ldap #

RADIUS ' O/\A &

RADIUS 7' O/\A Z D

TO/T 1 DEETE

ZDHAY THEET D7 7/37T 11, Cisco UCS Manager TIEFHRINIZZ DX A T DT XTD

TS, TR DT 7 4V b
T A DRENEGEENTWBEE. Cisco UCS TED

NET,

FIE

En
X

RETT, fHrxDT XL FIZZ 60D HbEWNFnnnrmR

ENER SV, 77 40 MR E LR X

ARV KRFERERETY Va3 Y

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope radius

¥ =2 U5 1 RADIUS =— RZBAtE L
ij‘o
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AU RFERETOVa Y

B8

ATv 73| ({EE) UCS-A /security/radius # set P—RE YL LTTHEMT DRI
retries  retry-num RADIUS %—/3 & O1afE % 53479 5[]
BarELET,
AT TA4| (fEE) UCS-A /security/radius # set VAT AN NE Xy L REE LT
timeout seconds FN9HEZ, RADIUS H— 3005 DIRE
ZfpORFHMEZRE L ET,
R w 75 |UCS-A /security/radius # commit-buffer | N5 %7 30 %2 A7 ADH/EIZ2
Iy hLET,
15l

OB, RADIUS Y T4 % 4IZREL, X1 L7 v MNElEE 30 DI

VY varvkEaly hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # set retries 4
UCS-A /security/radius* # set timeout 30
UCS-A /security/radius* # commit-buffer
UCS-A /security/radius #

RDBRY

RADIUS 7' 1 A Z &AL ET,

RADIUS 7 O/\A # DYERK

Cisco UCS Manager [ K 16 @ RADIUS 7' 0/ NA X &R — L%,

4R8O HREIIC

RADIUS % —/ 3T, ROBEEITVET,
* CiscoUCS Manager D= —H o —/ L & o — UIERERFFT 2 B Ca2—F 2R EL £,

Z DM

EL. b7

DWW TRADIUS A X —< ZILiETHMME I DEEIRTEET, A —~ &Lk

L7Z2WGAI1E, BEF O RADIUS @it % 1% L T Cisco UCS = —¥ m—/ L b 1 r— )L % {%

FFLET, AX—~ZILEKTH5EIT

EE

T A2 X % RADIUS DFEEED R 2 —
j—O

R OREHL

ID X009 THY ., BIEORH—

. cisco-avpair B2 EDOH A X LEMEEER L E

ID /X 001 T

. cisco-avpair BIEEIER T A BEAIERO2—Y n—L Lt nr— L AT

fﬁf)jﬂﬁ%/? LTU\ij_o shell:roles="admin,aaa" shell:locales="L1,abc", %’Eiﬁ@ﬂ_ﬁf&
XEI512i%, KW LThyr~ 1) Z2HLET,
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RETIZ. MFOT7 77V w7 A F—axy MIXTHEHER— IO IPv4 £
721 ZIPve 7 RV AZBMLET, ZOKETIE,

12BO7 77 Vs A Z—axy

FCEENEAEL, VAT AN 2B 777V w7 L H—axy MIT =—)LA—
N=LTh, VE—ha—WFERI&HER A U TELTEBNRIESNET, v A U H
KIFFTT, ZHHEDOIP T RUANGEESLET, Cisco UCS Manager |2 & - THEH &
NTWAHIRIEIP 7 RLATIESH Y FH A,

FIE

AU RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 VT 4 = FEBLET,

ATvT2

UCS-A /security # scope radius

%2 U7 ¢ RADIUS £— RZBA#GE L
i‘a‘o

ATvT3

UCS-A /security/radius # create server
server-name

RADIUS Y—/ 3 A A X v R ZVERL L.
% =2 U7 ¢ RADIUS — N E— %
BRIEL £,

ATvT4

(f&) UCS-A /security/radius/server #
set authport authport-num

RADIUS —/ Nt O@EICHEHT 2R —
rNEFRELET,

ATvT5

UCS-A /security/radius/server # set key

RADIUS Hh— " F—ZRELET, F—
EAEFRET HITIL, setkey 2~ N%&
A LTS Enter 2L, a7
M Cx—fHEZASILET,

ATvT6

(f£#E) UCS-A /security/radius/server #
set order order-num

ZDOY—A\REITEINDIEFERETELE
j‘o

ATy T17

(f£#) UCS-A /security/radius/server #
set retries retry-num

P—REH T L CHmMmT BRI
RADIUS %—/3 L OffE & B 77 5 [F]
BaEHELET,

ATvT8

(f&) UCS-A /security/radius/server #
set timeout seconds

VAT AP —R"E X T L RREE LT
FN3BHENZ, RADIUS H— 305 D&
T ORI 2R E LE T,

B>k  RADIUS 71 3A X "3
RE A RINT DA, KD
EWAA LT MEAZRET
HZ L HMERELET,

ATvT9

UCS-A /security/radius/server #
commit-buffer

NPTy a BV AT ADOREICS
Ty hLET,
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rapwws 731 2ok ]

il

ROHNE., radiusserv? EWIZLHTDOT—N A U A X U ALBVERKR L, FREEAR— b % 5858
IR E L. F—% radiuskey321 [ZF%E L, EFZ 2 1% E L, BT E 4 B
EL, AT U RE30ICHEL, _BRERBEEZADICL, b rvarviza
v hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # create server radiusserv?
UCS-A /security/radius/server* # set authport 5858
UCS-A /security/radius/server* # set key

Enter the key: radiuskey321
Confirm the key: radiuskey321
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#
RDRARY

H—@ORADIUS 7 — & X— AR T 5 EZEDL A, RADIUSZ 774~ UGRAEh—E A& L
TR L E9,

#4LD RADIUS 7 — & RX— AN R T 5 LZEHEDOLA 1L, RADIUS 7' B A X T )—T %3 0E
L%,

RADIUS 7 O/\1 7 D HEI&

FIE
ARV KRFERETY a3 Y B#J
AT w F1|UCS-A# scope security X2 V70 T— REBLET,
AT 72 |UCS-A /security # scope RADIUS % =2 U7 ¢ RADIUS £— R&BHAA L
ES

AT 7 3| UCS-A /security/radius # delete server BELEY—NZHIELET,

serv-name

R 7 4 |UCS-A /security/radius # commit-buffer | N5 %7 3 0% A5 ADH/EIZ2
Ty hLET,

1

WOHNL, radiusl £ V5 RADIUS — "% HIBRL, FFo¥r7varvwaaly bLE
7,
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UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # delete server radiusl
UCS-A /security/radius* # commit-buffer

UCS-A /security/radius #

TACACS+ 7 O/N( &

TACACS+ 7A/NA ZDTA/INT 14 DEKRTE

ZDOHXAY TERET D7 187 (X, Cisco UCS Manager CEFHZSNIZZ DX A T DT RTD
TN FEEREDT 7 4V MRETT, x0T r AL ZZZnb0 ) bnFiinn 7 ms
T A DRENEENTWAYA . Cisco UCS TEDRKENMEH I, 7 7 4/ FaEILEMH X
WET,

FIE
AR RFERFTIVa Y El:y
25w 71| UCS-A# scope security X2 VT4 = FZBERLET,
Z 5w 72| UCS-A /security # scope tacacs ¥ = U7 ¢ TACACS+E— R&B#A L
ES

AT T3 (f£E) UCS-A /security/tacacs # set VAT AP R E LT L RREE LT
timeout seconds T BRI, TACACS+H — 305 Dits
B ERfFORMMREZHRE L E T,

X w 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 9% 25 ADF/EIT=2
Ty hLET,

il

WOHNL. TACACS+ XA LT v MEllEZ 45 FICREL., T oY 7 vavkaasy
FLET,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # set timeout 45
UCS-A /security/tacacs* # commit-buffer
UCS-A /security/tacacs #

RDZERY
TACACS+ 7' 3 B 2B L £,
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TACACS+ 7 O/\A4 FDYERKL

Cisco UCS Manager |3 K 16 O TACACS+ 7' A X %R — s LET,

1R BRI

TACACS+ ¥ —/3T, IROFEEZITVET,
« cisco-av-pair JEVEZ{ERC L £ 9, BEAFO TACACS+ BIEITEH TE £H A,

cisco-av-pair 44 13,

TacAcs+ 7o/3( 2oter i

TACACS+ 7' "A X O @EME ID #1235 05519,

WORESHIIE, cisco-av-pair JBMEAZ1ER T 5 & &I D 2—Y n—L b uar— L EfEE
j‘éﬁfféﬂi\‘ Lfb‘ﬁf‘d—o cisco-av-pair=shell:roles="admin aaa" shell:locales*"L1l
abc", cisco-av-pair BUEMELTT AZ U A7 (%) 2T LE, nr—nAp3A7art
LTHRESN, RURBAIT w7 7 A VAT 20> 2 a3 731 2 CRFED KM &P <
ZENTEET, HEOEEZXYISIE, KW XTFLE LTAR—R2 A LET,

« JTARFETIE, WGTOT7 77V s 40X —axy NMIkTHEER— O IPvd F
X IPv6e 7 RLAZBMLET, ZOXRETIE, 1 DHOZ7 77 Vv s f X —axy
FNCEENBEL, VATLAR2OHO7 77V w7 AU F—axy MNIT =—)bAE—
NR=LTH, VE—ba2—PIF| &I/ o TEHEMEEENE T, vl B
RKITTRT, ZNHDIP T RLANGLHEE I ET, Cisco UCS Manager (2 L - TEH S
NTOWABEAEIP 7 FLATIEH Y £H A,

FIE

ARV KRFERERETI Va3 Y

=)

ATy T

UCS-A# scope security

X2 VT 4 BE— REHBLET,

ATy T2

UCS-A /security # scope tacacs

¥ =V T ¢ TACACS+E— FZBHIE L
ij—o

ATvT3

UCS-A /security/tacacs # create server
server-name

TACACS+ Vr—N A A K o A B AERR
L. %=1 7 ¢ TACACS+HV— N F—
REZBIAE L E9

ATV

() UCS-A /security/tacacs/server #
set key

TACACS+ $r— N F—%FHE L ET,
X —HEZRET HITIX, setkey 2~
K2 AJILTHhS Enter 2L, 71
TR THR—EEATILET,

ATvTh

(f£#E) UCS-A /security/tacacs/server #
set order order-num

ZDOY—A\REITEINDIEFERTELE
bé‘o

ATvT6

(f£&) UCS-A /security/tacacs/server #
set timeoutseconds

VAT AR —NE X REEE LT
M BREMNZ. TACACS+ Y — 5 D
B ORFHREIR 23R E L E T,
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yE— B |

AU RFERET7TIV3 Y B
EY b TACACS+ /3o |2 "8
ﬂ%wuﬂE%fﬁng7T75 6i\ <L
DNEWHA LT T MEZRE
THZLEWLELET,
R 77 | UCS-A /security/tacacs/server # set port | TACACS+ H— L O@EIFEHT S

port-num

R—bhZfRELET,

ATvT8

UCS-A /security/tacacs/server #
commit-buffer

MooV Ty a BV AT ADOREICD

Ty hLET,

il

OB, tacacsserve80 & W9 HHTDY—/S o L AL U Z5AFRC L, F—% tacacskey321

ICRE L TEDF— & Ess L

VY varvEaIy hLET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create server tacacsserv680
UCS-A /security/tacacs/server* # set key
Enter the key: tacacskey321

Confirm the key: tacacskey321

UCS-A
UCs-A
UCS-A
UCs-A

RDBERY

/security/tacacs/server* # set order 4
/security/tacacs/server* # set port 5859
/security/tacacs/server* # commit-buffer
/security/tacacs/server #

CIEFEAICEREL., AR — R A2 S589ICREL, T

H—0 TACACS+ 7 — ¥ RX—ANRT 2 FIEDOL A, TACACS+ %27 T4 < VHiEh—E X
ELUTERLET,

HBED TACACS+ 7 — F X—ANEART 5 DL 1X. TACACS+ 7' r/\A X T )—T %%

ELET,

TACACS+ 7 O/3N4 Z DHIG

FIE

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope tacacs

¥ =T ¢ TACACS E— R&EBHIEL
T,
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TILFRREEV R T LD XE .

AU RFERETOVa Y =)
R w 7 3 | UCS-A /security/tacacs # delete server BELEV—_"ZHIERLET,
serv-name

X 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 9% 25 ADFREIZ2
Ty hLET

il

WOFHNL, tacacsl &9 TACACS — "ZHIERL, hFov¥rvarvaaly hLE
7,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # delete server TACACS1
UCS-A /security/tacacs* # commit-buffer

UCS-A /security/tacacs #

TILFBA AT LDETE

~ )lla" n:L.\nIE-lj-_

IOEEED FIEIZ LY | Cisco UCS NWEEOFEY — A ZHHIT DL HIBRETH LN TE
ESc N

cTunA L TN—T

e WFER A A v
TN, F T N—T LFREE R A A > % Cisco UCS Manager CHEK L 7= . #3C ues:auth-domain
\ user-name % i3 % &, Cisco UCS Manager CLI #ffi > CL AT AlZn 7/ A C& £,

U E— MEIE—ERXATHEHEDOEIE R A A VXA T 4 TEGENRREIN TV DEHAIEL. kD
WU OAESCHI 2 L C SSH, Telnet £7-1% Putty TR 27 A > LE T,

GE)

SSH 11 7' A o CIERILF L/ LFRRFI S E T,

Linux %R 7> 5 (3L F O SSH 2 L £77,
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
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ssh -1 ucs-example\\jsmith 2001::1

» ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1
ucs-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

Linux YA 2> S 1Z LT D Telnet 2 L £ 9,
* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin
Putty 7 7 A4 72 "nb
* ucs-auth-domain\username T2 7' A > LE 7,

Login as: ucs-example\jsmith

A\

GE) T 74V FOFRAEN B — VIR E &L, 22 Y — Vil LDAP
IR ESIN TV DAL, ues-local\admin (admin (Z 2 —7%
VT AT M) BERLTCPutty 7 747 "inb 777Uy
JAVE—aARXy MIrn A TEET,

:7)L€qunE:/;(7_lAODE

JAanNA X JI)IL—7
TaNRAE TA—T1L, FEIET v AP CiscoUCS T 78 AT 57 ua Xl XDty T
T, TR E TN —THNOTRXTOT a A ZR, 2—FOFRGEIZ CiscoUCS 7' 1 /31 Z 3
T DIRICT 7 EASNE T, RESNTZTXTOY—"REHTE2WEE, £03E80E
REEZR Y6, Cisco UCS Manager |, B —Hh /L 2—HF4 L RAT— N&H L CHEMIC e —
HNFBAEST RN 7 +— Xy 7 LET,

Cisco UCS Manager Clt, K 16 D7 0 A X T)—TEERTE, ZV—7 T LIRS
DDTANA B d I LN TEET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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LDAP 7O/ N4 & T I)IL—TDIERL

LDAP 7u A X TN —T5VET5H &, BED LDAP 7 — 2 RX— A& L T TX £

B

1R BHHIIZ

1 oL E®D LDAP Y u g X E{ER LE T,

FIE

LDAP FO/34 & JIL—TDIERL .

2]

ARV RFERRTOVa Y

E:)

ATy T

UCS-A# scope security

X2 VT4 = FZRRLET,

ATvT2

UCS-A /security # scope ldap

¥ 2 U7 ¢ LDAP — FZHIELFE
—é‘o

ATvT3

UCS-A /security/ldap # create
auth-server-group
auth-server-group-name

LDAP 7' u /A & T —TZER L,
ALY — N ZL—7 D LDAP X =2V
T4 B— FEBLET,

ATvT4

UCS-A /security/ldap/auth-server-group #
create server-ref [ldap-provider-name

FBE &N 7= LDAP 7' 11 /31 X % LDAP
TN K F—ABEmL, =
BIGRAEY— R J L —T DLDAP & =
V74— FERBLET,

ATvTh

UCS-A
/security/ldap/auth-server-group/server-ref
# set order order-num

CiscoUCS N Z D7 uaf XEha—P oD
PREICAE T DIEF 25 E L £,

BEN72EIZIE no-value & 0 ~ 16 NEF
. EANSWIEEEREREN & &
RLUFET, NEFEZ no-value IZFEET 5 2
LlE. ZOV—R"BHROBIEE KFEIC
TLHDELFELTY,

ATvT6

UCS-A
/security/ldap/auth-server-group/server-ref
# commit-buffer

oUW T a B AT ADREIZD
v hLET,

1

WOHENL, 1dapgroup &9 £ EIID LDAP 7w/ NA X T )—T%ER L, 7a (4
7 N—"71Z 1dapl 3 X W dap2 &9 2 FREDOFHERE SN 7w A X aBMmL, |7

Fre e L

N ¥rvarEaly bLET,

UCS-A# scope security
UCS-A /security # scope ldap
UCS-A /security/ldap # create auth-server-group ldapgroup
UCS-A /security/ldap/auth-server-group* # create server-ref ldapl
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UCS-A /security/ldap/auth-server-group/server-ref* # set order 1
UCS-A /security/ldap/auth-server-group/server-ref* # up

UCS-A /security/ldap/auth-server-group* # create server-ref ldap2
UCS-A /security/ldap/auth-server-group/server-ref* # set order 2
UCS-A /security/ldap/auth-server-group/server-ref* # commit-buffer
UCS-A /security/ldap/auth-server-group/server-ref #

RDEZRY

FARE B A A B BRET D,

LDAP 7 O/\4 & 5 )L—TDHIkR

1R BRI

FERERX RIENS T NNA L 7¢/]/\——70%ﬁ”|3%[/ij—o

FIE

3fj7ﬂ‘/V NBGFEY— B X &3 ﬂal/ﬂiif

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 E—REBLET

ATy T2

UCS-A /security # scope ldap

X% =25 ¢ LDAP E— FZBAA L F
ﬁ—o

ATvT3

UCS-A /security/ldap # delete
auth-server-group
auth-server-group-name

LDAP 7 u A & J)—TZHIR L %
KR

ATv74

UCS-A /security/ldap # commit-buffer

cNoZ oW r o a BV AT AOREICLD
Ty hPLET,

1

WIZ, 1dapgroup & N9 £ RBID LDAP F A 2 F—FZHIRL, FToHF 7 a
YAy bYLEERLET,

UCS-A# scope security

UCS-A /security # scope ldap
UCS-A /security/ldap # delete auth-server-group ldapgroup
UCS-A /security/ldap* # commit-buffer
UCS-A /security/ldap #

RADIUS T O/\1 & JIL—TDYERK

RADIUS 7' u /A X T —T%ERT 5 &, 5D RADIUS 7 — % X— X &2 [l L CFRIET

EES
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1R BHHIIZ

1 LA E® RADIUS 7' v 34 Z 2 {ERK L1,

Rapwws 70/34 % S L—F otk [

FIE
ARV FFEREET7TIVa Y ]3]
27w 71| UCS-A# scope security BT E— REBLET,
R 5y 72 |UCS-A /security # scope radius %= U7 1 RADIUS E— R&BHAA L
i ‘a‘o
R Fw 7 3 | UCS-A /security/radius # create RADIUS 71 /3o & 71— %VER% L.
auth-server-group FRREY— X 2 L—7 0D RADIUS & ¥ =
auth-server-group-name UF ¢ B RAEBEELES,
X v 7 4 | UCS-A /security/RADIUS/auth-server-group | }57& & 417~ RADIUS 1 /N4 & %
# create server-ref radius-provider-name | R ADIUS 7' 11 /34 & 7 7L—F | TiBM L.
Y= "BRERFE— N T —T D
RADIUS = U 7 1 F— F&BAaL
£7.
ATy 75| UCS-A CiscoUCS N Z D7 A X a—HFD
/security/radius/auth-server-group/server-ref | sz |~ 1 4~ 2 EF 245 E L £,
# set order order-num
BZN72MEIZ I no-value & 0 ~ 16 N & E
o, EANSWIEEERERSN & &
R LET, NIEFZ no-value (IZHEET 5 Z
L. 2OV —"SHROBIE & K&
FTHDEFELTT,
AT v 76 |UCS-A NPT a Y AT AOREICT
/security/radius/auth-server-group/server-ref| = o, | | -4,
# commit-buffer
!l

WOHNL, radiusgroup &9 A4 RTD RADIUS 7' 8o X 7V —T %R L, 7 a o
X 7 N—"7 T radius] & radius2 &\ 9 2 FIHOFEFEE S 7w A X 2Bl
EFzEREL, T rvarzaly hLET,

UCS-A# scope security

UCS-A /security # scope radius
UCS-A /security/radius # create auth-server-group radiusgroup

UCS-A /security/radius/auth-server-group* # create server-ref radiusl
UCS-A /security/radius/auth-server-group/server-ref* # set order 1
UCS-A /security/radius/auth-server-group/server-ref* # up

UCS-A /security/radius/auth-server-group* # create server-ref radius2
UCS-A /security/radius/auth-server-group/server-ref* # set order 2
UCS-A /security/radius/auth-server-group/server-ref* # commit-buffer
UCS-A /security/radius/auth-server-group/server-ref #
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RDBERY

yE— B |

FORE RAA P HRIET D0 T 7 4N Pk —E A2 EIR L £7,

R

RADIUS 7 O/\A4 & F)L— T DHEIKk

FRERR EN O T AN Z T =T ZHIR LT,

FIE

ARV KRFERERETI 3y

=)

ATy T

UCS-A# scope security

X2 UT 4 B— REHBLET,

ATy T2

UCS-A /security # scope radius

t %= UF ¢ RADIUS =— RABifE L
F7,

ATvT3

UCS-A /security/radius # delete
auth-server-group
auth-server-group-name

RADIUS ' A X 7 N—7%HIFL
i‘a‘o

ATvT4

UCS-A /security/radius # commit-buffer

N oW I a ey AT AOREICD
v hLET,

1

WORFNE, radiusgroup & VN9 RADIUS 7' /3 A & 7 )L—TF%HIBR L.,

EaIy PLET,

UCS-A# scope security

UCS-A
UCs-A
UCS-A
UCs-A

/security # scope radius
/security/radius # delete auth-server-group radiusgroup
/security/radius* # commit-buffer
/security/radius #

TACACS 7O/\A & J)L—TDIERL

TACACS+ 7' a A X TN—T%AEkT 5 &, #BED TACACS+ 7 — X X— A&l L Cia

TEET,

48 HHEIIZ

TACACS 731 ZHEVER L ET,

FIE

N A

ARV KRFERERETY VY

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,
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Tacacs 7o/34 % s —Totks [

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # scope tacacs

t ¥ =2 U5 ¢ TACACS E— RFZBHE L
F7,

ATvT3

UCS-A /security/tacacs # create
auth-server-group
auth-server-group-name

TACACS 7' _A & 7 N—"T % NER
L. #fE—"IN—T DX T«
TACACS E— F& B L £ 7,

ATvT4

UCS-A /security/tacacs/auth-server-group #
create server-ref tacacs-provider-name

FEE L7z TACACS '3 A X %
TACACS 7F'm /A & 7 —71ZEM
L. $—"BREIBIEH—N S )L—F
= U7 ¢ TACACS £— FZ Bt L &
7

ATy TH

UCS-A
/security/tacacs/auth-server-group/server-ref | =u
# set order order-num

ClscoUCS MZDTNA B e2—FD
WAL AT DA EREE L E7,

BHRN72MEIZIE no-value & 0~ 16 V& £
A ED NS WIZ EEREREm N L&
~LET, NEF% no-value IZHRET 5 Z
L, 2OV —"ZROBIE & K&
TLHDERELTY,

ATvT6

UCS-A
/security/tacacs/auth-server-group/server-ref
# commit-buffer

NP I g BV AT LAOREICD
Ty hLET,

151
W OFN

NEFF % 53¢

L., hIvr¥rvavraas

"I tacacs] & tacacs2 & Y9 2 FlEEE D FEHIRR
v b LET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create auth-server-group tacacsgroup

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacsl
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 1
UCS-A /security/tacacs/auth-server-group/server-ref* # up

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacs2
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 2
UCS-A /security/tacacs/auth-server-group/server-ref* # commit-buffer
UCS-A /security/tacacs/auth-server-group/server-ref #

RDBERY

PRE R A AV &F ﬁ?ﬁ‘%ﬁﬁ‘

. tacacsgroup &9 A RID TACACS 'R ANA X T —TZ2AEK L, 7' rA
AFTN—"

REINTTm A X EBINL,

T 7 AN FREREY —E A BRI £7,
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B rrcacs 7005 T —Fomin

TACACS 7 O/\1 & ' )L— T DHEIkR

E 3 P

IJALM:E }EEZ))%7OD/§/]) & 7/1/_707%%[9%[/&?‘0

FIE
ARV FFEREET7TIVa Y ]3]
27w 71| UCS-A# scope security t¥a T E— FEBIELET,
Z 5w 72 | UCS-A /security # scope tacacs tF% =2 U7 ¢ TACACS E— & Biis L
i —a‘o
AT w 73| UCS-A /security/tacacs # delete TACACS u /A & ) —7FEHIE L
auth-server-group £4,
auth-server-group-name
R 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 g% 25 ADFEIZ2
Ty hLET,

1

WOBHNE, tacacsgroup & VD TACACS 7'/ NA X J—T %KL, T ¥ 73
yZ=aly bLET,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # delete auth-server-group tacacsgroup

UCS-A /security/tacacs* # commit-buffer
UCS-A /security/tacacs #

Cisco UCS Manager T, BHHOFFET AT LAZIEHT DT OICGGE R A A V2 L TV E
To BWAER AL NI v 7 A VIRICHEEB L ORETEET, ZNaiThRWEE . CiscoUCS
Manager (37 7 4/ b OFBGEY —E AR EEZHFEH L E 7,

R 8 MHDFEFE R A A ZAETE £, FFGE R A A &, Cisco UCS Manager N 7 123
A TN—T EEUCEEM T DR TWES, e, F T—TafRE L&, Cisco
UCS Manager CIEFEIN DT X CTOY—ZMHH L ET,

EEAHIE r: )l /r —’,(Z)14£fﬂz

FIE

AR RFERFTIVa Y =)
Z 5w 71| UCS-A# scope security X2 UT 4 = FEBLET,
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nun]._t I“)‘ 4 /0)1’!555?. .

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # create auth-domain
domain-name

FREE R A A /%«EEJZL
E—RFZBRABLET,

G¥) VE— Bt v haaff
T2 27 504, BEE
KA A & F 2 —F 4 O—H
LRI ENL, m— VIR
ST —HAITK L T323X
FORIREH S VET,
CiscoUCS Tl 7 #—~ v M
W25 CTFERFRASIND T2
RAA % & a—FHDAEF
327 X FHEBZ DA ITIER
uEﬁ)%E& L/iﬁ—o

utqu]\f/])/

ATvT3

({E&) UCS-A /security/auth-domain #
set refresh-period seconds

Web 7 Z A 7 > k3 Cisco UCS Manager
(RS D BRI, W%ﬁ/VaV%T
7T 4 TIRRBITHERF T 27201, 794
7 > M Cisco UCS Manager {Z 587 223k
BEETOMNERDY £T, 204
varvEFEALT, TORALD2—
PUFF AT 2 BB ER IR 0 S R IRE 2
ERRELET,

Z OFRFHHIRAZ#E % 5 &, Cisco UCS
Manager [Z Webt > 2 a »&IET 7T 4
TTHHERRLETRH, Byar%
FHE T T2 LT LET AL

60 ~ 172800 DI ZIEELE T, T
7 4V MEIZ, CEERFGESA TR
O IL600F), EHEGIEN AR OLE
1% 7200 F»C9,

GE) [Web Session Refresh Period] {Z
X ET DT, [Web Session
Timeout] (2R E ?‘ DR HA
THLLENDH Y £9, [Web
Session Refresh Period] (Z [Web
Session Timeout] & [F] Ui % 5%
ELRNTLEEN,

ATvT4

(&) UCS-A /security/auth-domain #
set session-timeout seconds

% D BT EREFD 6 Cisco UCS
Manager 28 Web & > > a3 V& 3ET 7 7 4

7 & LTRART E TORKRREIHR, =
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yE— B |

ARV RFERETIVa Y

B8

DOIRFHIR % 8 2 72834, Cisco UCS
Manager (% H#1Ji1C Web &~ 3 %
KTLET,

300 ~ 172800 DEEH A fFE L £3, 7
7 v MR, ZEFREFFER AN TR
a3 7200 B, EERFFENF RO
A1 8000 4T,

(G¥)  RADIUS %721% TACACS+
VBT LT BRI R
ETHHEEE, VE— b 2—
P OBEECFRERET D L E A
PNEH, By avDEH
FEsloteydarns4
LT MR AT L%
BREt LT 7E &0,

ATy Th

(f£&) UCS-A /security/auth-domain #
create default-auth

WAL KA A DT 7 40 bBik & VERL L
E3g

ATvT6

(fE&) UCS-A
/security/auth-domain/default-auth # set
auth-server-group auth-serv-group-name

RIER AL DT B F TN—T %
RELET,

ATy T1

UCS-A /security/auth-domain/default-auth
# set realm {ldap | local | radius | tacacs}

FRERAAL DUV LAEFRELET,

ATvT8

(fEE) UCS-A
/security/auth-domain/default-auth # set
use-2-factor yes

LV LD " BISERRREISRERE T A RE L
ij‘o

GE)  THEFEIEGEIX. RADIUS B &
R TACACS+ L)L AZD I8

MEhE7,

ATvT9

UCS-A /security/auth-domain/default-auth
# commit-buffer

cNooY a2 AT ADOREICD
Ty hLET,

1

WOFITIE, Web DEHIRIA 3600 7 (1 Rffll) BEL Oy v a0 A LT 7 M
123 14400 #> (4 ¢fE]) @ domainl & MEEAVAREAE K A A 2B L £77, IKIZ,
radiusl T /A X &M HT 5 L 512 domainl ZFRE L. VLA ¥ A 7% radius IZ5%
EL, “HEFEHIEEANCL, N varEaly FLET,

UCS-A# scope security

UCS-A /security # create auth-domain domainl
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UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCS-A

7o54<

\/ _)l/nu_,\nIE-U-

1R BRI

Foal o —

E X DER

EX

Fs1=uriiv—cz |}

/security/auth-domain* # set refresh-period 3600
/security/auth-domain* # set session-timeout 14400
/security/auth-domain* # create default-auth
/security/auth-domain/auth-domain* # set auth-server-group radiusl
/security/auth-domain/auth-domain* # set realm radius
/security/auth-domain/auth-domain* # set user-2-factor yes
/security/auth-domain/auth-domain* # commit-buffer
/security/auth-domain/auth-domain #

,/;(jrjAﬁf/}4}- quuﬁif“‘ki;Kﬂ)ﬁ§;ﬁ2§j$7:b\zsi5/\ i %Eg)wuﬂE%%_‘k:;K iﬁ?rZS?ftl/f
A FHEAERR L E T, CiscoUCS %l U7- n— W RRREDO R EHERT 25413, BT m 31
HEAERT HEITH Y £H A,

FIE

ARV KRFERERETY VY

=)

ATy T

UCS-A# scope security

X270 BE— RERBLET,

ATy T2

UCS-A /security # scope console-auth

:'//P_‘/l/utou‘_E“Eﬂ?j— ) T/r £ — ]\2&.‘)
FAtAE L £7

ATvT3

UCS-A /security/console-auth # set realm
auth-type

a2V — VAR FRE L E T, auth-type
BT ONT D F— T — R TT,

*ldap : LDAP FBREZFEE L £,

elocal : T — W NVRGEEFRELET,

snone : 2 — /)L 2—HFF AT —
FEigERPIce /Ao TxET,

e radius : RADIUS §8iE&#FEE L &
KR

e tacacs : TACACS+ B2 EE L F
KR

ATv74

(f£#) UCS-A /security/console-auth #
set auth-server-group
auth-serv-group-name

ST ST a g Z T v—7 (fF
ET558) .
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ARV RFERETIVa Y

B8

ATy TH

(f£&) UCS-A /security/default-auth #
set use-2-factor yes

LV 0D ZBEFERRRC R T N iR E L
£

(51) 4%:7ﬁ‘ﬂun i RADIUS is c]:
N TACACS+ LV A2 D A
RSV 1% 35 0
AT 76 | UCS-A /security/console-auth # N W o a il AT ADREIZD

commit-buffer

Ty hLET,

il
ROBITI

T, FEFL /L A% TACACSH IZERE L., 2V Y — ik a A & 77—

Z provider IZRRE L, “HHERIEEL AL, b TP rvarwzaiy PLET,

UCS-A# scope security

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

;5£‘i:7 ;j-‘}l/ r~ DHJ\HIE-fj-

FIE

/security # scope console-auth
/security/console-auth # set realm tacacs
/security/console-auth # set auth-server-group providerl
/security/console-auth* # set use-2-factor yes
/security/console-auth* # commit-buffer
/security/console-auth #

E X DEIR

ARV KRFERRETY VY

=)

ATy T

UCS-A# scope security

X274 B— RERBLET,

ATv T2

UCS-A /security # scope default-auth

TNV ERiEEX 2V T 4 E— K%
BAsE L E 9,

ATvT3

UCS-A /security/default-auth # set realm
auth-type

T 7 4V NBREEIEE LE T, auth-type

FROF—T — ROWTANTT,
*ldap : LDAP RGEZ45E L £,

“‘j7/VmuﬂE%f#§ﬁ§L/SiﬁA

¢ local :

O—h)L 22— W TRR T —
EEFica /4 TEET,

° none :

R&+E

« radius : RADIUS RFF2 T L%

—;AO
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T 74 REEY — E R DR .

AU RFERETOVa Y

B8

« tacacs : TACACS+ #BiEa 48 E L F
7,

ATv74

() UCS-A /security/default-auth #
set auth-server-group
auth-serv-group-name

BlEAHTF SN a M X T v—7 (5
ET2558) .

ATy T5

(f£#&) UCS-A /security/default-auth #
set refresh-period seconds

Web 7 7 A 7 > ;7 Cisco UCS Manager
BT AR, Webty a7
7T 4 TREBITHERT T D720z, 794
7 > M Cisco UCS Manager (2 58T 22K
EEETHAIMNERDY T, 04T
arEHEHALT, ZORAAL D2 —
PUFF AT 2 SR R IR 0 S R RE 2
ERELET,

Z ORsEHIRZ B2 5 & Cisco UCS
Manager [XWebt v a v &IET 7 T 1
TTHHERRLETN, Byark
LT T2 LT LER A,

60 ~ 172800 DI ZIEELE T, T
7 4V MEIE, ZEEFGESAN TR
Bal36e00, “EEFIENAROEE
1% 7200 BV C9,

ATvT6

(f&) UCS-A /security/default-auth #
set session-timeout seconds

Heth DB HT TR EED & Cisco UCS
Manager 78 Web & v > a » &IET 7T 4
7 L L TR E TORKERRERH, =
OR§RHI PR 2 # 2 72334 . Cisco UCS
Manager |Z HEIMIZ Web &> g v %
®TLET,

300 ~ 172800 DEH A FRE LT, 7
7 v MR, CEFREFGED AN TR
Brel3 7200 B, “HERFFENF RO
A1 8000 ¢,

GE) RADIUS ¥ 7~=1% TACACS+ L
JVBITHRT L TC R A AR
ETDHHAF, VE— b 22—
W ONBEEZ FRRRE T D LN
NES, By avOEH
B L0ty arnsA
LT MG EZBCT Z L&
B LT a0,
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B /=—t+21-voo—nmkys—

AU RFERET7TIV3 Y B#
ATy 1| ({EE) UCS-A /security/default-auth # | L /LA " BEFEFRFEICERGE AR E L
set use-2-factor yes 7,

(51) 4%:7ﬁ‘ﬂun i RADIUS is c]:
X TACACS+ L L AT D A

Manx7d,
X v 7 8 | UCS-A /security/default-auth # FNooYPF I arr i AT ADREIZ
commit-buffer Ty hLET,

il

WOFITIX, T 7+ /v b DOFGE%E RADIUS [ZF%E L. 77¢wh®w£7mA4&7
J—"7"% providerl IZEXE L, _HEFEEZ AL, BHHEREE 7200%> (2 FFRE]) |
REL, By varod A a7 v MNikEE 28800 F (8 RffH) ICRE L, —EHRAGE
EAHOICLET, LT, bIr¥rvarEaly bLET,

UCS-A# scope security

UCS-A /security # scope default-auth

UCS-A /security/default-auth # set realm radius

UCS-A /security/default-auth* # set auth-server-group providerl
UCS-A /security/default-auth* # set use-2-factor yes

UCS-A /security/default-auth* # set refresh-period 7200

UCS-A /security/default-auth* # set session-timeout 28800
UCS-A /security/default-auth* # commit-buffer

UCS-A /security/default-auth #

JE—F1—HFOO—)LRY S —

7 7 4V F TlL, Cisco UCS Manager T —H I — /LR E STV e WGE1E, LDAP,
RADIUS, 721X TACACS 7’1 b a /L ZfEH L TVU E— k #— 375 Cisco UCS Manager |2 1
TA L L TWETRTO—FICHAIY EHT 7B AR EENET, EX=2U7 4 EO
B 225, Cisco UCS Manager THEN. S L7z —H m— /W8T H2—F~D7T 7 &2 %
RT2DONEELWGAERH Y £7°,
JE—h a—For—L KY —iF, KOFETRETEET,
assign-default-role
a—H 1 — LS T, Cisco UCS Manager ~D2—H% 7 7 v ZZHIR L FH A, TOD
fthd> = —H 17— L7 Cisco UCS Manager TEFR SV TWRWRD | FEAH HHT 7 & A
MRS _RTOa—WIfH5ESNET,
ZHIET 7 A0 FOBETT,

no-login

a—H 1 — LZHSUW T, Cisco UCS Manager ~D 22— 7 7 v 2 &R L £3, UE—
FRIAEY AT DZa—F m—ARE D B THATWRWES, 77 BRI EGShET,
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| vE—rEE:
yE—ra—von—nKys—onzz |

JE—F1—HDO—)L R —DEE

FIE
ARV RFERFTIVaY E:)

27w 71| UCS-A# scope security E¥a )T T NEHSLET,

R Fw 72 |UCS-A /security # set remote-user 2—H 1 — /L2 E-SU T Cisco UCS
default-role {assign-default-role | Manager ~D 7 7 & AR IR 415 7 &
no-login; > MEHELET,

25w 3| UCS-A /security # commit-buffer NIy a vy AT ADOREIZD

Iy FLET,
1
KOBITIE, VE—ba—Vor— LRI —2REL, b Friarzaly
FLETS

UCS-A# scope security
UCS-A /security # set remote-user default-role assign-default-role

UCS-A /security* # commit-buffer
UCS-A /security #
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Call Home

B,
=% =R

Call Home #EEZ BN E = (TEINICT 7
A
« Call Home (79 ~=—%)

« Call Home O %L (81 ~=—3)
+ Call Home O #EZ{l, (81 ~_—)

CallHome Tl, EER VAT A RY —Zxt L TET A —A_X—2AOEMBRE SN ET,
RNy hoUL =B AR XML RN— 2D BB SV T 7Y r—a v E O BED -0
W2, SFESFERAvE—Y Tar—~y FBHABRESINTWET, ZOHEZMEHLT, x> b
J—7 YR —h 2 V=TIZHR Ty bARATEELZY, 2y hNT—7 AR —T gk
H—|ZBFA—NEEEFE LD TEFE T, F72, Cisco Smart Call Home ¥—E A Z#FH L C
TAC D7 —AZAERTEET,

Call Home H§RETIX, ZWiE#RB LOREDOEE & A X MIETLERPEENDLT 7 — 1
A=V EEETEET,
CallHome #%RE Tl%., #HEDZE#E (CallHome%i7' a7 7 A L EREFOET) 127 77— & E
FETEET, HFT0T7 74N, REVRERA vy E—Y T —~vy hearvsoy 754
UNEENET, CiscoTAC~T 7— MEEETHDD5ET a7 7 A VINEFNIER S
TWETH, MAOE T 7 7 A NVEERTHILEHLTETET,
Ay —T%FET D X DI Call Home Z5%7ET % &, Cisco UCS Manager (3 CLI Db 72
show 2~ REZEITL, T0a<r ROH & A vEe— Il LET,
Cisco UCS T, CallHome A vt —IUNKRD 7 4+ —~» N CRUEENE T,

o1 FREF 2T THREEZDHT S, Ry hULRHIRIL AR — M2l L7z g —F 7% 2 K
Tx—~v K,
MR EFSICEADNEZ DN A v = TR A, 22— oIcEm L7
W TFHFAN T A —7v b,
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Call Home #BE £ BN E - IEEMIT 54:% |
. Call Home

« Extensible Markup Language (XML) & Adaptive Messaging Language (AML) XML schema
definition (XSD) %M+ 2, a3 a2 —F THAMY AIRE/R XML 7 4+—~ v~ I, AML
XSD X Cisco.com @ Web ¥+ R TR EINTWET, XML 74—~ v FTiL, ¥Aad
TAC & DBIERATREIC 22 D £,

CallHome & A —/L 77— & b U T —F 5 A[REMEN B HFEFEIZ OV TOMEEIL. [ Cisco
UCS Faults and Error Messages Reference] #ZMR 1L T 7230,

WODKIT, Call Home X TE SN~ AT LT Cisco UCSIEEN MY H— X% A X2 |k
DN ERLET,

1LEFERERDA AN FORN

UCE Faul iz Triggered

Iz thiz fault
dizgbled by a
callhoms

policy ?

Is thiz
fauli call home
enabled?

Is UGS faull

== thiz call

home profile
“Level

Send the completed
call home email for
this prafile

k alert group
meaningful for
thiz fauli?

Thiz i really a table as opposedio a fest. ]
For same Call Home Alert fypes thers will "<
zimply notbe any conesponding applicable |
data tobe collecied, |

L

Collect thiz alert group call home
information

Format the information accord ing
1o the profile format

Append the information 1o the
email meszage

1aEaeT

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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| call Home #se & AN 1= (ZEBICT HH 3%

Call Home M FH X1t

FIE

call Home &L

ARV KRFERERETY V3 Y

=)

ATy T

UCS-A# scope monitoring

FE=F VT FT— REBLETS,

ATy T2

UCS-A /monitoring # scope callhome

=%V 7 CallHome & — K& BHt5 L
F9,

ATvT3

UCS-A /monitoring/callhome # enable

Call Home # B LE 7,

ATvT4

UCS-A /monitoring/callhome #
commit-buffer

KUY a BV AT ADOREIC D
v hLET,

1

Iz, Call Home ZHZhZ L.

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # enable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

RDBERY

cNZoHrvarvEaly hTA0ERLET,

Call Home FEREDFERIC DWW TIX,  [Cisco UCS System Monitoring Guide) %2 L TL 720,

Call Home ) £E31

FIE

E

AT RFERIEFT7TII Y

=)

ATy T

UCS-A# scope monitoring

E=Z V7 E— RERBLETS,

ATvT2

UCS-A /monitoring # scope callhome

F=# 1Y 7 CallHome E— R&Z BB L
F7,

ATvT3

UCS-A /monitoring/callhome # disable

Call Home # A% LE T,

ATvT4

UCS-A /monitoring/callhome #
commit-buffer

NPTy a BV AT ADOREICS
Sy hLET,
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Call Home ¥ E BN F 1= (ZEMIZT 5% |
B contome omsit

451
&Iz, CallHome ZENZ L, FTF oV o7 arvwaly v 502 RLET,

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # disable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

RDZRY
Call Home FERE DFERIZ DUWNTIX, [ Cisco UCS System Monitoring Guidel % Z ML T 72 &0,
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=% =R

UCSManager 1S 2 =4 —> 3 % —EX

ZOFEF, WO THMEINTHET,
cEEH—E R (83 2—)
cHEtFaThRaIa=r—var PR (85—
et FaTHhaIa=b—T g P—ER (91 =)

e Xy FU—ZE#EDOY—E R (107 2—)

-~ — »

BIEY—EX
DIFICEFETABEY—E XL, —FX—F 1 77U —3 9L CiscoUCS DA v & —
T A ARBEE L THERATEET,

Cisco UCS Manager CiX, IOV —E R L TIPVE B LI OIPV6 7 RL A 7 7 A& PR —
FLTWET,

* CIM XML
« HTTP
* HTTPS
* SNMP
* SSH
* Telnet
Cisco UCS Manager Tlx., Web 7 J UM 5 [Cisco UCS KVM Direct] f B~ X—~DT v kA

TNRURIPVAT RLRA T 78 AZYR—FLTWET, ZOT7 7 X &2# 4451213, ko
P —EREHDNTELERDH D F7°,

« CIMC Web H— 12
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B z=v-—c=x

UCS Manager 13 2=4#—> 3> H—EZ |

BEY—ER

Bl

CIM XML

Common Information Model (CIMXML) ¥ —bE X (L7 7 # /L k TliiE
HTHY, HLAMYEAE— R TOLFHTEES, T741 D
AR— h X 5988 T,

CIM XML /%, Distributed Management Task Force (2 & > CTEFE S L7
CIM [ Z T 5 72 O DIEHER—ZA DT 1 ha2)LTT,

CIMC Web H—1" %

OV —ERF, T HN N TERY F9,

OV —EREANITH L, 2—PFIFEEF—ANCH VY THEND
M FEEY—ER e T s A NEN L —NCEEMT ST
7 RA TN ROEGEIPT RLAD 1% L CEH:H—/3CIMC
T 7 BATEET,

G¥)  CIMC Web —E R IRIKTHEIZEhcT o520
LDATHE T, fERID CIMCIP 7 R L 2 Z% L KVM & A
VI KT BAERETEEE A,

HTTP

57 /)b~ TiL, HTTP XA — b 80 THZNI /2> TWET,

Cisco UCS Manager GUI X HTTP & 721X HTTPS ® 7 Z 7 # THEITT
TET, HITP # B R LGS, 3T XTOTFT—ZIF27 V7 TF A |
T R TRBSNET,

T2V vy g rOREMOBEBEICLY, HTTPS A% L.
HTTP %45 Z &L 2 HELE L £,

7/ b Tlt, Cisco UCS TIE[RI%® HTTPS IZV XA L7 bT 5
TIUY VAL LY FEFEELTWET, ZOEIEE LW
EEHELEL F 9,

GE)  CiscoUCS "=V ar 14T v 77 L —FR+5&, &
X2 T RTTIUF~DT T IOV XA LT MNEIT 7 4V
FTIEREELRLS Y T, HTTP 7 7 U PN L OR%ED
HTTPS 77 U~V XA L7 M4 5IZ1%, CiscoUCS Manager
T [Redirect HTTP to HTTPS] Z A0 L £,

HTTPS

F 7 4Lk TlX, HTTPS IZAR— K THINZ 2> TWET,

HTTPS #3425 L. + X_XRTCTOTFT—XZF a7 —%2/ LT
e bt — F TR ENET,

T vy aryOREMEOFERIZEIY, HTTPS 720 2 L.
HTTP i@ EIX T DM XA L7 bTHZ L #HR LT,
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| ucsManageraz1=4—2 3> 4—ER

ftxaysasazs—vary—£x [

Bl

ZOW—ERLFHHI HHT 7' AR L THEDICARY . show =
<~V R, e baro—Eoy Ty hEYR—=FLET, Zh
PN THZ LIETEER AL

Z D =)V —¥ AL, Distributed Management Task Force (Z & > T
ERSNIARAED 1 >TT,

T 7V F T, 2O —ERTEIT /o TWET, BRIOHA.
T4V EDOR—RNE161 TT, aIa=T4&0Rltb 120D
SNMP T v 7 5B ETHLENHY 7,

VAT AIZSNMP =R E DR EN G ENDLGEICTE T oY —
A EHIM LET,

O —ER L, R—FR2THENNZRY £T, ZTEHICTET,
TNV NOR— P EEFETHILEHLTEETA,

Z O —¥ A& Cisco UCS Manager CLI ~D 7 7 & A 242t L £,

BEY—EX
SMASH CLP
SNMP

SSH

Telnet

T 74V R TE, 2O — BRI R TOET,
Z OH—E A Cisco UCS Manager CLI ~D 7 7 £ A Z4gfit L £,

FtFar7THazIa=r—3 P —EX

Web zv < 3 UHIBDERTE

FIE

ARV RFERFTIVaY =)

X w71 |UCS-A# scope system .

VAT A EFT— RERBLET,

AT 72 |UCS-A /system # scope services .

P—E X T— REBBELET,

R 73 | UCS-A /system/services # scope
web-session-limits . o

Web & v a VORIRE— REBtE L

R T 7 4 | UCS-A /system/services/web-session-limits | k> Web & v 3 a ViR 2R ETX F

# set {maximum-event-interval [per-user | -4~
| total} number .
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UCS Manager 1S 2=~ —L 3> H—ER |
B we oo atiRo

&
iy

ARV RFERFTIVaY =)
Bl BL)]

[Maximum | & o — |2 X5
Sessions Per | yTTp 335 - {X HTTPS D [F
User] it v o a v iR,

1 ~256 DIEH A AT LE
ﬁ—o

[Maximum |3 25 ANDFT T D
Sessions] o— I ZEFA] & D HTTP
1 L OHTTPS O[FFRE&
VENGGE SN 8

1~ 256 DS H NS LE
7,

[Maximum |2 501 <3 N AR

Event IR, Ul 25 oo2—4

Interval Gn | g g5 2 i 72 &2

seeonddl | s g x4 TOA

v NETEEE A B L E
9, KEF MR FE S D
&L ULty va kT
LET,

120 ~ 3600 DF¥c % A S
Lij—o

R T 75 | UCS-A /system/services/web-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer v FLET,

141

1
WIZ, IRA X MHBZRET D HEEZRLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope web-session-limits

UCS-A /system/services/web-session-limits # set maximum-event-interval 300
UCS-A /system/services/web-session-limits # commit buffer

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| ucsManageraz1=4—2 3> 4—ER
Web v avhiRoz® [

Web v < 3 UHIBEDRTR

FIE
ARV RFERFTIVaY E:)
Z 5w 71 |UCS-A# scope system VAT A E— RERBLET,
R 5w 72| UCS-A /system # scope services =R T FERIBLET,
R T w 7 3 |/system/services # show web-session-limits | Web =~ > g L OB EE TR LET,

il
ROBITIZ, Web v a rDOliREF RS2 HiEERLET,

UCS-A# scope system
UCS-A /system # scope services
UCS-A /system/services # show web-session-limits
Web Sessions:
Maximum logins for single user Maximum Sessions Maximum Event Interval (sec)

32 256 600
UCS-A /system/services #

I )ltyvi g UHIRNERTE

FIE

AU RFEREET7TI Y3y =[]
Z 7w 71 |UCS-A# scope system . VAT ' RERBLET,
25w 72 |UCS-A /system # scope services . PR E— FEHBLET,

X T v 73| UCS-A /system/services # scope
shell-session-limits

25w 7 4 | UCS-A /system/services/shell-session-limits | Yk D3 = /L & v 3 9 L HIR &2 R E Tx
# set {per-user |total}number. F9,

& Bl

[Maximum Sessions | 4 —.— 4|2 ZF 7] X

Per User] NAEEY =V
Ty va rORK
%,
1~ 32 DFHE A
HLET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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. Viewing Shell Session Limits

vV RERIETIVaY B

28 & EA

[Maximum AT DNOF AR

Sessions] THO—WF|FH
INBFRIEFY =L
tvva ik
ﬁo
1 ~ 32 D& A
HLES,

R T v 75 | UCS-A /system/services/shell-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer . Iy FLET,

1
WIZ, Ry a U BERET L0 2R LET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope shell-session-limits

UCS-A /system/services/shell-session-limits # set maximum-sessions 20
UCS-A /system/services/shell-session-limits # commit buffer

Viewing Shell Session Limits

FIE
ARV RFERFTIaY =)
Z 5w 71 |UCS-A# scope system VAT L E— REBsLET,
25w 72 |UCS-A /system # scope services PR E— FEHBLET,
R 5w 7 3 |/system/services # show shell-session-limits | * /L & v > o v O#EEFRLUET,

1
WOBITIE, vty arORllREFRRTDHEEZRLET,

UCS-A# scope system
UCS-A /system # scope services
UCS-A /system/services # show shell-session-limits
Shell Sessions:
Maximum logins for single user Maximum Sessions

32 32
UCS-A /system/services #

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
88
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CIM XML @

HTTP @

=

U
X

E

CIM XML (D% .

WIZ, CIMXMLZHZZ L, &~"— FEE% 598812 E L.

F ol R LET,

UCS-A# scope system

=JL ==
axX A
FIE
ARV RFERETI a3 Y BHY
27w 71 |UCS-A# scope system AT N E— R LET,
A 5w 72 |UCS-A /system # scope services VAT A Y—ER ET— REFALE
—é—o
R T 7 3 | UCS-A /system/services # enable cimxml |CIM XILM 4 —E 22 H M LET,
2w 7 4 | UCS-A /system/services # set cimxml port | CIM XML #5k5 D 7K— k2457 L £,
port-num
R w 75 |UCS-A /system/services # commit-buffer | =5 %7 50 23 A5 ADO/EIZ2
Iy hLET,
1

oo varEaly

UCS-A /system # scope services
UCS-A /system/services # enable cimxml
UCS-A /system/services* # set cimxml port 5988
UCS-A /system/services* # commit-buffer
UCS-A /system/services #
FIR
ARV KRFERRETI a3 Y B#Y
Z 5w 71 |UCS-A# scope system VAT A E— RERGLET,
R w 72| UCS-A /system # scope services VAT A Y —E R FT— REBBLE
T
Z 7w 3 | UCS-A /system/services # enable http HTTP Y —E 22/ LET,
AT 7 4| UCS-A /system/services # set http port | HTTP #%f5t Tl SN DR — M &4EE L
port-num F7,
X 75 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ=2

Ty hLET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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B v omerk

451
WOBENE, HTTP #8502 L, R"—+EFE 80IIHREL., T ¥ rvarvzay
FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http

UCS-A /system/services* # set http port 80

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

HTTP O 3% E &R

FIE
AR RFERFTIVa Y B &
25w 7 1|UCS-A# scope system VAT AN E— RERBLET,
R 5w 72| UCS-A /system # scope services VAT AP —ER T NERBLE
R

T v 73| UCS-A /system/services # disable http HTTP 4 — b2 &F Mz LET,

X 7 4 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ2
Ty hLET

1
WIZ, HTTP 285 L, Mo ¥ s vavaaly M olaRmLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable http
UCS-A /system/services* # commit-buffer
UCS-A /system/services #

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| ucsManageraz1=4—2 3> 4—ER

t¥a7nazazsr—vavg—tz |}

X aFHEaIaz=yr—3 Y —ERX

HTTPS D% E
A

FE

¢l

HTTPS CHEAT AR —r&x— UV U TOEELEZED, HTTPS DR TEE5E T L1,

T W

IvarERFEERITaI v b T ETIE, BEOTRTOHTTP BEXOHTTPS v v =
NIELERLHALLNET,

FIE

ARV RFERERTIVa Y

E:)

&M

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # scope services

VAT Y —ERET—FEhhLE
ﬁ—o

ATvT3

UCS-A /system/services # enable https

HTTPS —E R &ZHMMILET,

ATvT4

(f£#&) UCS-A /system/services # set
https port port-num

HTTPS £ CEH S5 R — F & HE
Li‘g‘o

ATy TH

(f£&) UCS-A /system/services # set
https keyring keyring-name

HTTPS |2k L TIERL L 7% — U 7D
LuiEiEE LET,

ATvT6

({EE) UCS-A /system/services # set
https cipher-suite-mode cipher-suite-mode

CiscoUCS R A A > TR S 4L DR A
A—=hrEF2V T4 DL,
cipher-suite-mode \Z1%, LLF DWW
DHF—U—REFETEET,

* high-strength
* medium-strength

* low-strength

s custom : L— W EZEDREFAA — b
RO LFHNEEETEET,

ATy T17

(f£#) UCS-A /system/services # set
https cipher-suite cipher-suite-spec-string

cipher-suite-mode 7 custom |ZF%E I
TWDHHA, 2D CiscoUCS KA A >
T O T AL — X2 T 4D
HAR N LIV EEELET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV KRFERIETI Va3 B#

cipher-suite-spec-string Fx KX 256 L7 % T
fEFCE £33, OpenSSL K5 A A —
MIARIZHEILT 2 0E R H Y £3, kA
PrE&E, AN— AN T CTE E
Ao | URERF) | + (7T Z55)
- A7) L BEO: (AaRY) | FE
Az DV TIE,
http:/httpdapache.argidocs’2.0fimodimod . ssthtimifssloiphersuite
EHBLTIEIN, .

7= & Z1%. Cisco UCS Manager 237 7 #
Ju k& LT 5 R AR O SCF

RO X D720 F9,
AL VH: BN TORROHFRS-HIG- MOITM-EP-HUL

Gx) cipher-suite-mode |3 custom L1
MMCRESNTNDLHEE, 2
DAT v a TEEH S E
R

ATy 78| (fLE) UCS-A /system/services # set | UCSM 237F A9 % SSL 7' b 21/l % 35
https ssl-protocol RTEE9, fHIX [Default (Allow all
except SSLv2 and SSLv3)] & [Only
TLSV1.2] T9, [Only TLSv1.2] &5
HE,RNWAA—=T 3 O TLS 7’1 b=
NEMH LT Web 7 747 2 RinbD
Pl S NEE A,

X 79 | UCS-A /system/services # commit-buffer | N5 V%7 9% 25 ADFREIT=2
Iy hLET,

1

WROBITIX, HTTPS AN L, AN— hESZ 443 |TRE L, F— U 74 % kiing7984
WCREL, WAL — b DEFx=2U T 1 LoUL% highlZF%E L, WebH— 3% TLSv1.2
AR L OR 22 T2 KO ICREL, Mo rvarzaly FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable https

UCS-A /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # set https keyring kring7984
UCS-A /system/services* # set https cipher-suite-mode high
UCS-A /system/services* # set https ssl-protocol tlsl-2
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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| ucsManageraz1=4—2 3> 4—ER

HTTPS M &% 7E fiZ Fx

AEAE. ¥—

1R BRI

METT TN

HTTP 7> HTTPS ~D U XA L7 g B L £,

FIE
ARV RFERETIVa Y =)

Z 5w 71 |UCS-A# scope system VAT L E— REBtELET,

25w 72 |UCS-A /system # scope services VAT A YP—ER ET— REFALE
R

ZTFw 73| UCS-A /system/services # disable https | HTTPS — & X 2512 LE 9,

R w 7 4 | UCS-A /system/services # commit-buffer | N5 47> 5 %L 2T ADOZEICT
Ty FLET

!l

WIZ, HTTPS #M4hic L, b v HFrvavikaly bTaplarLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable https
UCS-A /system/services* # commit-buffer
UCS-A /system/services #

Vo0, S RMRLAU B

HTTPSIX. XX —A 7T AT 7 F v (PKI) #HEHL T TF7A4 7 DT Z 7 L Cisco
UCS Manager 72 XD 2 DD T 3 AT = 7 72815 Z et L E 7,

EEX—&X—1y

& PKI 7734 A%, WNEEx— Y > ZIZFERFRD Rivest-Shamir-Adleman (RSA) B & — D2
7T (UID2FTTAX—=h, LI 120337V v7) ZRELET, WTOF—TH SIS
NTeAyE=1F, ) —FHOF—THEBLTEET, Bk A v =% KET 55
f. EEFIZEFEOLMF—CHEL, ZEFITMAOWEF—ZHHL TAyE—V%
Wb LET, #MEHZ, MEAOWEF—THMDOA vy -0k (( [Bh] L HETN
7)) LTARIF—OHEELZMN T2 TEET, ZEEVPRYTLIAMIT—2FEHL
TAYE—=VE2EFICETETE 2581E, BEEVSISTIMEF—ZALTNDHZ &N
FEHENE T, X —DREIFIEIETHY, BEOESIESI2EY b ~2048 Y N T
T, BE., BOF—3ENF—L 0 H XL TY, Cisco UCS Manager ClIi#IIC 1024 £

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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B cacznuaasansanzormn

FOF— T EGZLT 7N hOX— Y U RREShET, £LT, BNox—V 7%
BT £

7T AGHPERSNIZY . GEHENBIRUINIC R -7 LIEBE, 7740 bOF—U 7
AEAE 2 FENCHAENRT 2 LERH Y £,

Z OFEIX. UCS Manager CLI DA T T& £,

FEEAE

X2 T RIBEEHEMTHICIE, FT2200T7 A ARENZNOT VX NGEAEZ LWL E
T sEAEIL. TS AD IDIZET 5 BAEAERE L BTN AOARFT—525FL 7 7
ANVTYT, B LENZEEEIR— 57010, T30 AIHEOF—XT7 LHAEOAD
BAAAELZERTEET, VE— b 2—VRHOBAEHELZIRT DT 3, REHiT D
ﬁA\J—%17A4xauD%#$ IHRET 22 ENTET . 2—F D7 7 U HFITRMITR
BT 285 2R R LET, 7 740 FTiX, Cisco UCS Manager |[Z1X7 7 /L hDF¥— U
‘/7“75}%@&&5‘% X —Z B UHAALO B CBAGEHEN G ENET,
UCS M5 —/30 CIMC @ B %4 KVM GEH & Z | 2 —VVER L7 3T U » 7 GEREICA
BTExET, 72720, AT — K CHE#E SN X509 5 EME X —I13V R — hShEH A,
KVM FEFAZEOER (100 ~—) Zo 7 vv 2T 2 3EMERE2 R L £,

-3

SFEEHEIL, Base64 = 21— K X.509 (CER) 74—~y N THAVENHY £7°,

SR kALY b

Cisco UCS Manager (258 /) 72 GRRE A 2 LT 5 72DI2, T34 ADID 5T 2 FHTE 5 Y —
A (DFEYV, FTARFAL ) oY — =7 4FEAZELZREL, A VA N—LTEFE
T V= R—F fFEHEE, BITE T A AL b Ob— FRRER (CA) . HH CA,
FFL—F CAICORBD T AN F2—rD—HLRD T AN T U H—DWFTHD)
ko TELSNET, HLWGEHELZ G T 5I2I1E, Cisco UCS Manager TrRIEFHE 2R % 4
L. FT7 AR RS MIERZFETDLENRD D 77,

EFETSH L CAEZERA T SFAHAZDIEMK

RTV w7 3BFER (CA) ZEH L CEHEO AR & B4 217501, ME O CA Z3#EH
LT@E@E%E WCEBEATHIENTEET, iEAELE X — @mT%é%#é %, 2048 &
k@ RSA#E L x.509 PEM GEEA LT D L ERH Y £9, ZD& 7 2 2 TlE, Linux THE
TS T D OpenSSL GEFAEY — N2 L C CA Z1E%T 5 2~ R L UGEAEZ £
T 5wy RIZOWTCEHA L E 9, OpenSSL OFEMIZ-DVNTIX, http://www.openssl.org & 2R
LTL7ZEW,

GE)

hbda<y Rid, OpenSSL /Xw 77—V & LT % Linux —/XTAH LET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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| ucsManageraz1=4—2 3> 4—ER

1R BHHIIZ

FAAEA D P — 3T

A L U |

SEHEY— ROV T b 2T Ry =V ERELTA VA =L L ET,

FIE
ARV FFEREET7TIVa Y ]3]
R 71 |openssl genrsa-out CA_keyfilename keysize | = a2~ > N, CA TfEFH X715 RSA
Bl R — % ek LS,
# openssl genrsa -out cert.private 2048/ fEE SN/ 7 7 A NA 1T, FBESINT-
FA XD RSA F—NEHFENTNET,
AT = 2 | openssl req -new -x509 -days numdays -key | = pa< > N3, FEESN-F—%2
CA_keyfilename -out CA_certfilename LT. CA®DHCELIEHE LT IC/E
Bl - RLET, FETELEE S IR
# openssl req -new -x509 -days 365 -key| L:f‘ﬁ Y ij‘o DAV Fbi‘ :L_-]jﬁ:
cert.private -out cert.pem SEEOBEIEHRARD B a7 vy
FKRLET,
RERAES—NIX, 77T 4772 CAT
j—o
ATy T3 ({EE) opensslx509 -req-days numdays | Z D=2~ > Fix, CAZNCSR 7 7 A V%
-in CSR_filename -CA CA_certfilename FRH LT — _FFHEAS AT 5 L9512
-set_serial 04 -CAkey CA_keyfilename -out | $=-= | <-4~
server_certfilename -extfile openssl.conf )
| Y— NEEREE, BT 7 A VCEER
Bl TVET,
# openssl x509 -req -days 365 -in
csr.txt -CA cert.pem -set serial 04
-CAkey cert.private -out myserver05.crt
-extfile openssl.conf
!l

ZOBNE. CADIERTE, B L OHBUCIER &7z CARNEAL T 5 I — NGEEO 4
FEERLET, TGO a2 Rid, OpenSSL #5847 L TV 5 Linux %—/3TA

jj L/jzj—o

# /usr/bin/openssl genrsa -out cert.private 2048 Generating RSA private key,

2048 bit long modulus

e+t

++++++ e is 65537 (0x10001) #

/usr/bin/openssl req -new -x509 -days 365 -key cert.private -out cert.pem You
are about to be asked to enter information that will be incorporated into your

certificate request.

What you are about to

enter is what is called a

Distinguished Name or a DN. There are quite a few fields but you can leave some

blank For some fields there will be a default value,

field will

Province Name
[Newbury] :San Jose Organization Name
Incorporated Organizational Unit Name

be left blank.
(full name)

Country Name

(eg,
(eg,

company)
section)

If you enter '.', the
(2 letter code) [GB]:US State or
[Berkshire] :California Locality Name (eg, city)

[My Company Ltd]:Example
[]:Unit A Common Name (eg,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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your name or your server's hostname)

UCS Manager 13 2=4#—> 3> H—EZ |

[] :example.com Email Address

[]:admin@example.com # /usr/bin/openssl x509 -req -days 365 -in csr.txt -CA
cert.pem -set_serial 01 -CAkey cert.private -out server.crt -extfile openssl.conf
Signature ok subject=/C=US/ST=California/L=San Jose/O=Example Inc./0OU=Unit

A/CN=example.com/emailAddress=john@example.com Getting CA Private Key #

X— )T DIER

Cisco UCS Manager (%, T 7 4/V h ¥— U7 %E&0, RKSEDOF— VT EPR—FL

=75

FIE

AV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create keyring
keyring-name

F— V7 a2 L. AniateE LE
j‘o

ATvT3

UCS-A /security/keyring # set modulus
{mod1024 | mod1536 | mod2048 | mod512}

SSL¥—0 bty hEERELET,

ATv74

UCS-A /security/keyring # commit-buffer

N rvarvEaIy FLET,

1

WOHNL, 1024 By hDOF— YA ADF— U o T E2/ERLET,

UCS-A# scope security

UCS-A
UCs-A
UCs-A
UCs-A

RDBERY

/security # create keyring kr220
/security/keyring* # set modulus modl1024
/security/keyring* # commit-buffer
/security/keyring #

ZOx— U7 OFEHEEREER LT,

TIAHILE FT— )T DBER

J T AZBNERTINTZY, FEAESHIRYIICR 2720 LTEEEE, T 74V 0% — U 7
AFAEA PRI CHAR T A LERH Y £,

FIE

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

X2V T4 BE— REBLET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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g#AA T avitEnr— 1y vooanEERons

AU RFERETOVa Y

B8

ATy T2

UCS-A /security # scope keyring default

FIFNNF—V T TCHF—Y T ®
Fa2VT 4 T—REBBLEST,

ATvT3

UCS-A /security/keyring # set regenerate
yes

TN F— VT EHERLE
R

ATV

UCS-A /security/keyring # commit-buffer

N YrvarEaly PLET,

1

W2, T74N bk x— U T almeERT L0225~ LET,

UCS-A# scope security

UCS-A /security # scope keyring default
UCS-A /security/keyring* # set regenerate yes
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

O

EXFT TV

FIE

IUHFEDF—VTD

REAZEER DB

ARV RFERFTIVaY

=)

&

UCS-A# scope security

X2 UTF 0 B— RERBLET,

ATvT2

UCS-A /security # scope keyring
keyring-name

F— Vo7 Dar7 4 ¥l — gy
T— FERHEBLET,

ATvT3

UCS-A /security/keyring # create certreq
{ip [ipv4-addr | ipv6-v6] |subject-name
name}

FRE ST IPvA £7213 IPv6 7 KL%
E = IR/ N Sl A
DA RTZ R U CRERIEER 2 ERk L £
9, AEHEERO 2T — K& AT 5
EolkRdbnET,

ATvT4

UCS-A /security/keyring/certreq #
commit-buffer

N YrvarEaly bLET,

ATvTh

UCS-A /security/keyring # show certreq

A —=LTHrI7 AN T U h—FTITR
AERICIRE FTREZRREEFEE R A FR L E
—é—o
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UCS Manager 13 2=4#—> 3> H—EZ |

WOHITlE, AL 7Y a A EDF—Y 72O TIPVE T KL A TIFHETE R %
TERR L CERLET,

UCS-A# scope security

UCS-A /security # scope keyring kr220
UCS-A /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring # show certreq

Certificate request subject name:
Certificate request ip address:

sjc04
192.168.200.123

Certificate request e-mail name:
Certificate request country name:

State,
Locality

Request:

province or county
(eg,
Organization name
Organization Unit name

(full name) :
city):
(eg, company):

(eg, section):

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
O0re/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCS-A /security/keyring #

AT avftEDF— ) VT DEAZEERDIER

FIE

ARV RFERRTO Y

=)

&M

UCS-A# scope security

X2 U7 0 E— FZBBLET,

ATy T2

UCS-A /security # scope keyring
keyring-name

F—V o Dar74F¥al— g
T— REBHBELET,

ATvT3

UCS-A /security/keyring # create certreq

AEAE SR 2B L £7,

ATvT4

UCS-A /security/keyring/certreq* # set
country country name

SN FEL TV D EOE =2 — F&fE
/\':.E_‘I_/i‘a‘o

ATy Th

UCS-A /security/keyring/certreq* # set dns
DNS Name

FORICBEE T STz RAAL o Rr— 4
P— (DNS) 7 FLA&$aELE
TO
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#A T avz0x—yvroianEERokn

ARV FFEREETIVa Yy E]:g]
RXFw 76 |UCS-A /security/keyring/certreq* # set SEBAEE SR CBIES T DN EF A —
e-mail E-mail name VT FUVAERRELET,
ATy F71 |UCS-A/security/keyring/certreq* # setip | Cisco UCS R A A @ IPv4 E 721X IPv6
certificate request ip-address | ipv6 7 RLAEEELET,
certificate request ipv6-address
AT w78 |UCS-A /security/keyring/certreq™ # set T TV T A F—aRXT NAD
fi-a-ip certificate request FI A ip-address | | [py4 % 7-13 IPv6 7 R L A& & LE
fi-a-ipv6 certificate request FI A +
ipv6-address °
X T w79 | UCS-A /security/keyring/certreq* # set Ty TV 7 A B —aRx7 NBD
fi-b-ip certificate request FI B ip-address | | [py4 £ /-1 IPv6 7 R L A& $5E L £
fi-b-ipv6 certificate request FI B +
ipv6-address °
AT w710 |UCS-A /security/keyring/certreq* # set SERAE A BER LTV A2t AR TF
locality locality name (eg, city) ETAHEFIIT 258 LE4,
AT v 711 | UCS-A /security/keyring/certreq™ # set | FEBEZ TR L TV DA EE L £
org-name organization name 9,
AT w712 |UCS-A /security/keyring/certreq™ # set Mg = FEIBELET,
org-unit-name organizational unit name
X T v 713 | UCS-A /security/keyring/certreq™ # set SFRAEESRICE+T AT Y g DR
password certificate request password U— REEELET,
R w 714 | UCS-A /security/keyring/certreq* # set SERAE A Bk LTV A2t ARE T
state state, province or county ETAMEIIITHESEEE LE
j—O
R Fw 715 | UCS-A /security/keyring/certreq* # set Ty TV I A Z—axd NDEE
subject-name certificate request name B R AL LA EIETELET,
25w 716 |UCS-A /security/keyring/certreq* # N rvarvEaly hLET,
commit-buffer
R w711 |UCS-A /security/keyring # show certreq | 2 v°— 1L CKF A N T o —F 71338
AIEJRZ 255 FTRE /R R EER 2 RR L
£7,
!l
WOBITIL, FEMA TV a o fMfEDF— Y o TIZONTIPVET R LA TREFFE R %
fER L TFRRLE T

UCS-A# scope security
UCS-A /security # scope keyring kr220
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UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCs-A

UCS Manager 13 2=4#—> 3> H—EZ |

/security/keyring # create certreq
/security/keyring/certregq* # set ip 192.168.200.123
/security/keyring/certreq* # set fi-a-ip 192.168.200.124
/security/keyring/certreg* # set fi-b-ip 192.168.200.125
/security/keyring/certreqg* # set subject-name sjc04
/security/keyring/certregq* # set country US
/security/keyring/certreq* # set dns bgl-samc-15A
/security/keyring/certreg* # set e-mail test@cisco.com
/security/keyring/certreq* # set locality new york city
/security/keyring/certreg* # set org-name "Cisco Systems"
/security/keyring/certregq* # set org-unit-name Testing
/security/keyring/certreqg* # set state new york
/security/keyring/certreq* # commit-buffer

/security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request FI A ip address: 192.168.200.124
Certificate request FI B ip address: 192.168.200.125
Certificate request e-mail name: test@cisco.com
Certificate request ipv6 address:

Certificate request FI A ipvé address:

Certificate request FI B ipvé address:

Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wWQQMA6CBNNhbWMwNICECSE1X AN
BgkghkiGOwOBAQQFAAOBRGQCsxNOQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCs-A

/security/keyring/certreq #

RDBERY

SEAEESROT F A & BEGIN B L OEND T2 EHTat —L, 77 A VIR ELE

T, F— VT OREHELZRET L7720, IEHEEREZEL 77 ANVE N TARNT U —
FIITREERICEE L ET,

FIZARRA L FEAERL, FTARNT U A—nbZTR->72 8T 2 FOFEHAZEDOFEH

%%I‘_y%gﬁﬁg Li‘a—o

KVM

B

AEBAE DERL

ZOFREEMFEH LT, KVMAEAERZER TS T, ZOBEICLY,

CIMC 8V 7— kL%
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FIE

OB |

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope server chassis-id /

blade-id

BEY— DYy =y $—N Bk
BES L E T,

ATvT2

UCS-A /chassis/server # scope cime

vy —¥ =/ N CIMC E— F& G L
£

ATvT3

UCS-A /chassis/server/cimc # create
kvm-certificate

KVM FEBEZER L 97,

ATv74

UCS-A /chassis/server/cimc/kvm-certificate*
# set certificate

BEIN=2—VAERD T Y v 7 FEH
EARELET,

ATy Th

UCS-A /chassis/server/cimc/kvm-certificate®
# set key

KIS D 2 — WA OB *— 2 50E L
\i—g—()

G¥) R U— FREINTZ X509
FEAEOME F—X YR —

SNTWEF A,

ATvT6

UCS-A /chassis/server/cimc/kvm-certificate*
# commit-buffer

N W I a ey AT AOREILD
Ty hLET,
ZOEEICEIY, CIMCHY 7—hFLZE
KR

1

Wiz, KVMGFFAEZER L, FTIv¥Fravrdasy hEallERLET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # create kvm-certificate

UCS-A /chassis/server/cimc/kvm-certificate* # set certificate

Enter lines

one at a time.

Prompt Certificate:

>

Enter ENDOFBUF to finish.

Press ~C to abort.

UCS-A /chassis/server/cimc/kvm-certificate* # set key

Enter lines
Prompt Key:
>

UCS-A /chassis/server/cimc/kvm-certificate*

one at a time.

UCS-A /chassis/server/cimc/kvm-certificate #

Enter ENDOFBUF to finish.

Press ~C to abort.

# commit-buffer
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KVWMEEBRED Y U7

ZOEEIZXY, CIMCNY T —F LET,

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

=)

&M

UCS-A# scope server chassis-id /

blade-id

HES— Oy =y YT %
MtELET

ATvT2

UCS-A /chassis/server # scope cime

Uy —3 P—/3CIMC T— R&BfA L
iﬁ‘o

ATvT3

UCS-A /chassis/server/cimc # clear
kvm-certificate

KVM iEHEZ 27 V7 LET,

ATV

UCS-A /chassis/server/cimc* #
commit-buffer

NI Yoy a kv AT AOREIC
I

ZOEEIZEY, CIMCSY 7 — b L E
j‘o

il

wIZ, KVMGEREZ 7 U7 L, FIv¥ oo avaasy bEaHlE R LET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # clear kvm-certificate

Warning: When committed, this operation will result in CIMC reboot.

UCS-A /chassis/server/cimc*

# commit-buffer

UCS-A /chassis/server/cimc #

FSR kRS FDIER

FIE

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create trustpoint name

FZ A b ARA 2 hEfERR L, £ D4R
AHRELET,

ATvT3

UCS-A /security/trustpoint # set certchain
[certchain)]

ZORT AN RA L N OFEAERNE A
BELET,

2wy RCREM B AT L5

A, b— FGER (CA) ~DFBFE/ XA
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| ucsManageraz1=4—2 3> 4—ER
tsa b aa v rotes [l

aAvYRFERET7IOIY BRI

EEZBTAITIAMRALA L FDOY R B
FFREAEAS AT L Lo ITRkRO BN
*4., ASJRNEDORDITIC, ENDOFBUF
EATILTHKTLET,

BR FEAAEIL, Base64 = a— K
X.509 (CER) 74—~ T
HHWLERDHY ET,

R T w 7 4 | UCS-A /security/trustpoint # commit-buffer | =5 %7 50223 v N LET,

1
ROBNE, BT AR RA L FERER L, BT A b AL MIGEAEZ R L 37,

UCS-A# scope security

UCS-A /security # create trustpoint tPointl0

UCS-A /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi042z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVYVYVVYVVYV

\%
1
1
1
1
|

=

2

o

Q

2

H

H

s

:

H

|2
1
1
1
1
1

> ENDOFBUF
UCS-A /security/trustpoint* # commit-buffer
UCS-A /security/trustpoint #

RDBERY
AN T U —E TR NLF— U O VEEHEAZ G L, F— U I A A= L
3
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X— )OI ADEHEDA ViRk— b+

UCS Manager 13 2=4#—> 3> H—EZ |

15H B HIIC
c X — VTR EOMAET = — 2 E G T AN KAV FERELET,
c NIRRT UA—FRITFEERN X — VU U VRERE A RS L ET,
FIE
ARV FFEREET7TIVa Y B#
27w 71| UCS-A# scope security TXa U4 B REHHLET,
AT 2 | UCS-A /security # scope keyring SFHELSZZ TR A — Y v Car 7 g4
keyring-name Xl —raryE—REHKBELET,
R Fw 7 3 | UCS-A /security/keyring # set trustpoint | 3— U o JSHEORETO T &2 |
name T A —FETITEEERICK L F T A R
A MERELET,
25w 7 4 | UCS-A /security/keyring # set cert XV UREAANILCT vy I r—
RTB7200X A4 T a7 & EE LET,
Tnr7RC, AT A%
ERRRE R BT I T REE O 7 F A
~2RE D AT £, REBE D& OITIC
ENDOFBUF & AJj LT, GEMEDAT)
E T LET,
BE  GEWEIL, Baseod T = — R
X.509 (CER) 74—~ hT
HHUENRDHY £T,
R T 75 |UCS-A /security/keyring # commit-buffer | 5% 7> 302233 v N LET,
!l
RIZ, NTAMRA U MEfREL, GEAFEELF— U 71T, U AR— T 5012 R L&
ﬁ‘o

UCS-A# scope security
UCS-A /security # scope keyring kr220

UCS-A /security/keyring # set trustpoint tPointl0

UCS-A /security/keyring* # set cert

Enter lines one at a time.

Keyring certificate:

Enter ENDOFBUF to finish.

Press ~C to abort.

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
> BXMMU2FulEpvc2UsIENBMRUWEWYDVQQOKEwxXFeGFtcGx1lIEluYy4xEzARBgNVBAST

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F



| ucsManageraz1=4—2 3> 4—ER
x—yovouk [

C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3cha4d=

VV V V VYV VVYV

\2

> ENDOFBUF
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

RDERY
X— U T EHHLTHITPS Y—E 22 & ELET,

F—1) T DA

FIE

Iv Y RERET YAy Be
27 71 |UCS-A# scope security ko) F g B REFIHLET,

R Fw 72 |UCS-A /security # delete keyring name | &4 #iftxox%x— Vo 7 5HIBRLET,

X T 73| UCS-A /security # commit-buffer Foo¥rvarvEaIy FLET,

1
ROBITIZ, F— V7 Z2HIBRLET,

UCS-A# scope security

UCS-A /security # delete keyring keylO
UCS-A /security* # commit-buffer
UCS-A /security #

SR kRS DI

1R B
FFANKRA L IRF—= VU TICEoTHEAHAEIN TN E AR LT ZEN,

FIE

OTY RERET YAy i
27w 71| UCS-A# scope security BT B RAHELET,
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /security # delete trustpoint name

FRELIZFT AN RA L FaHIBRL %
RS

ATvT3

UCS-A /security # commit-buffer

N YrvarEaIy FLET,

151
I,

FT AR RA L FEHIRT D62 R L ET,

UCS-A# scope security

UCS-A /security # delete trustpoint tPointl0
UCS-A /security* # commit-buffer

UCS-A /security #

HTTPS ~O HTTP U B A4 LU 3 > DERE

1R BHHIIZ

HTTP & HTTPS Oi 5= A4hZ LE 4,

FIE

AV RFEEETIVa Y

=)

&M

UCS-A# scope system

VAT N ET— REBBLET,

ATvT2

UCS-A /system # scope services

VAT AP —ERE—FEBMLE
j‘o

ATvT3

UCS-A /system/services # enable
http-redirect

HTTP Y ¥ A L7 F $—E2ZHEIZL
\i—éqo
FHRhoOB4E, HTTPRR B CifTEn 5@
2139 _TCHE%D HTTPS 7 KL ATV
HA LY FENFET,

ZDOF TS a . T D CiscoUCS R A
A2 ~OHTTP 7 7 & A & EEA
Mz LE,

ATvT4

UCS-A /system/services # commit-buffer

KNI a BV AT AOREIC D
Ty hLET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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v ro—veEor—tz [

il

Wiz, HTTP 75 HTTPS ~D UV ZA L a v ZHEMCL, hTI oo va %o
Ty T BHIERLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http-redirect

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

2y FI—VBEDY—EX

SNMP HERE DB

SNMP 7 L— AT — 27133 DO THER S E T,

*SNMP~%—T% : SNMPAZEH L TRy NU—T TNAL ADT 7T 4 BT ¢ ZHlE L.
Fo B Y TFTARVRAT A,

*SNMP =—Y x> bk : CiscoUCSNDY 7 b =T 2R —F>2 b, CiscoUCS DT —#
HERF L. MBS U TSNMP v %2 — Y v IZLAR— h LE 7, CiscoUCS IZITm—Y =
FEMIBOaLZ Y arNEgERET, SNMP2—2 =0 2L TR —V v &
=Yz MDY b= iy FERAEMT SIZIE, Cisco UCS Manager T SNMP 4
ML TRELET,

» Managed Information Base (MIB) : SNMP =— > = hOEFHMRA TV =7 NOES,
CiscoUCS U U — A 1.4(1) ARETI, 20 LARTDO Y YV —A XY REDOMIB %R — K LT
l/ A i -é‘o

Cisco UCS IZ. SNMPvl. SNMPv2c. B LNSNMPv3 Z# VAR — K LET, SNMPvl BLW
SNMPv2c iZEB LY, 2 a=F7 4 _X—ABADOEXF=2 T 2HEHLET, SNMP (ZKD
EIOlCEESNLTVET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http:/tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http://tools.ietf.org/html/rfc3415)
« RFC 3416 (http:/tools.ietf.org/html/rfc3416)

« RFC 3417 (http:/tools.ietf.org/html/rfc3417)
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UCS Manager 13 2=4#—> 3> H—EZ |

- IRET
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
« RFC 3584 (http:/tools.ietf.org/html/rfc3584)
SNMP & 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =Y M LEHEAERTXAZLTT, ZNHD
BHITIE, ERZSNMP~ 32—V v O EETL2HELIH Y THA, @HIEL, REHR—VFE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
bé‘o

Cisco UCS Manager &, b7 v 7 E73A v 7+ —25 & LTSNMP @I Z R L EF, SNMP
YAR=UXIE T T RAERRICHERRIGE 2 k{5 E T, Cisco UCS Manager (3 k7 v 7723245 &
NI E D MEMRTERND, N7 v TOREMNEEA V74— 80 K< 20 7, A
V74— LEREZET HSNMP Y R — Y v E, SNMPISE 7w b7 —4 2=y k (PDU)

TA v —VDOZ(E %M L F 9, CiscoUCS Manager 73 PDU #%{5 L7 WA, 4 7 +—
LEREZFETEET,

SNMP %21 714 LNILE L VHER

SNMPvl, SNMPv2c, BLXUSNMPVIIZFNZENH DX T T LERLET, X
V74 T /UTERINZEX 20T 40 LNV EHAED ST, SNMP A v t— Y DML
WCHEASNAEFX2 VT 4 A=A ERELET,

X2 U7 4 LoULE, SNMP R 7 v FICBHET 5N TVWD A v =V 2 RIRT D720
MR ZRE L E T, HEROLZE-> T, AvE—UNMERBETROGEELLEL TS
M FIEA = UPRFRAEESN DD BPRESNET, P R—FENnd X207 40 LUL
I, BHEINTWAEXF 2T 4 ETFMICE>TRARY ET, SNMPEF 2 U F ¢ LULT,
WOKEBRD 1 DLl E&HAR— ML ET,

» noAuthNoPriv : i8aE7e L. B5{k72 L

« authNoPriv : FiEH V. {7 L

e authPriv : FRFEH VD . BFE5{kH Y
SNMPV3 Clt, EX=2 U7 4 ETNMEEXF2 YT 4 LVOMERREENTWET, BF=
V74 2T ML, 22— PRIV —RET 50—V 2RETIHEIMSTATT, BT+
Lblid, X207 0 ETANTHA SN X2V T DLV T, BX2 VT4

ETFNEEX2 VT 4 LULOEAELEIZ LY SNMP /Ry MLUFIRIZERA S 2% =
V7 4 A=A ED 97,

SNMPt X1 T4 ETILELRILDYR—FENTWAEASHE

WDOFEIZ, Ex=2 T4 T NLELLOMAGDLDEERLET,
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I UCS Manager O

Saz4—YarvH¥—EX

snmpv3 £ 2 ) 7 <1 I}

RA:SNMP2X21) T4 ETLELUEF2UT1 LRI
T |[LANL EH s |ER
)7 1t
vl NOAuthNoPriv| = X 2 =7 ¢ 2 MY | K3t |[232=FT 4 ANV TOREEHEH LT
:/7\\ }I_.‘L; uADuﬂE LiTo
v2¢  |noAuthNoPriv| =S o=F ¢ 2 hU |kxt |23a2=F 4 A FNY 7 OREHFEHLT
N4 Jix FRREL E9,
v3 noAuthNoPriv | = — 44, Fkf | 2=V LZOMEEEH L CEIEL £ 7,
IL\
v3 authNoPriv  |HMAC-MD5 % 7-1% |FExt |Hash-Based Message Authentication Code
HMAC-SHA I (HMAC) A=Y ATz A RS
(MD5) 7v=U R ¥ 721X HMAC Secure
Hash Algorithm (SHA) 7 /v 3 U X AIZH:
/)I/\Tpm uﬂz Lij—
v3 authPriv HMAC-MD5 $£7-(% |[DES |HMAC-MD5 7 /L= U XA FE /2%

HMAC-SHA

HMAC-SHA 7 /L2 X LZFES VTR
Li% T — KB (DES) D56 v
riEE L, BXOWE T o v 7 EH
(CBC) DES (DES-56) FEHE|ZFE-S\ =38
uE%TKF{A Li‘?“o

SNMPv3 2 1) 7 1 t&E

SNMPv3iZ, Ry NT—ZRHADT L—LALDIE
AANDEXR2T 77 AZFEHLET, SNMPv3 L, EHEEIER X O
2, BESNTWA2—TFDLEAKRBLET, SNMPV3 2 —H R_X—Z2 %2

CEFETTHED

RN uLT:&H %{b%;ﬁﬂﬁé\bﬁé NP N S T G TN

S{L.SNMP #* v & —

U7 4 5L (USM) IZSNMP A v E—I L~ EXa UTF 4 28R L. ROV —E 2%

L ET,

A= VORERM Ay B VPR RERTETERE LIRS T e D
RSB IVELHEZBEATT—% V=7 U ANERISLTHRND

&, EE

& %{%uﬁbiff

A B—VDORETORIE : AvE—VFEBEDID 2R TEDZEHBIELET,
c Avb—UOMERB IO S RER2—Y, =0T 47 4, It A% L THER

ZRAARRIZLIEZVBER LWL DI

Cisco UCS T SNMP H7~—

Cisco UCS &, SNMP

LE7,

WX L TELF O AR — b 22k L £,
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UCS Manager 13 2=4#—> 3> H—EZ |
B ciscoucs <o snmp 41—

MIB DY 7R—
Cisco UCS 1Z, MIB ~O# AV HEMT7T 72 A 2 KR— ML ET,

Cisco UCS T FTREZRFFE D MIB 38 L U E D AFEIZHOWTIE, B VU =X H—F
http://www.cisco.com/en/US/docs/unified _computing/ucs/sw/mib/b-series/b UCS MIBRef.html %, C
U — XX hitp://www.cisco.com/en/US/docs/unified_computing/ucs/sw/mib/c-series/b UCS_Standalone
C-Series MIBRefhtml 2 L TS 7230y,

SNMPv3 1 —H M0 oL
Cisco UCS 1. SNMPv3 . —H|ZR DT 1 b Lz PR — bk LET,
« HMAC-MD5-96 (MD5)

« HMAC-SHA-96 (SHA)

Cisco UCS Manager U U —2 323) BLULAED U U — ATl SNMPv3 73 H 1 AL BT v
(FIPS) E— ROHFAE, MDS idika AR — L TCWEHA, LENn-T, BEFED, £720305
L <AERK & 4172 MD5 #BFED SNMPV3 = —H X, Zh ooV V=X TIEEHAINT, ko=
TF— A vb—UNRRINET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: MD5 auth is not supported

ZOX I —VEEMT DI, RFEX A 7% [SHA] IZAE LET,

SNMPv3 .—H®D AES 754 /\o— FO k3L

CiscoUCS IZ. SNMPv3 A v t— UK EL DT Z7 A4 "y — 7 1m hand1-o& LT Advanced
Encryption Standard (AES) Z{fiH L. RFC 3826 |[ZH#EHLL TWVET,

TITANY—/RAT— R (privA 7' ay) TiE, SNMPEFx =V 7 ¢ iEE{k)iLE L CTDES
F7-12 128 B v b AES Z#IRTE £9°, AES-128 DR EZ AL T, SNMPv3 t—HH D
TTA N = RAT— REE&HDH L, CiscoUCS Manager [XF D7 T A /N — /XA T — REff
FAILTI128 Y b AES F—%4 LE 9T, AES 774 N — XA YU — Ridfg/NT 8 LFT
To NMATZVL—X% 7 V7 THXANCHRETHHE. K64 LFERETEET,

Cisco UCS ManagerV U — & 3.2(3) B L OLIBED Y U — A TliX, SNMPv3 =— AES K5 5(k72
LTIV AR—bSnEREAL, LTEEB->T, BEFEDO, F72038 LB SN, AESHES{E S
TWZRWSNMPY3 = —HE, ZhHD ) UV —ATHEHINT, ROZT— X vE—URE
IRENET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: AES is not enabled

DX I —WEEMHT S, [AES-128] B 5L EHIC L E T,
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| ucsManageraz1=4—2 3> 4—ER

SNMP D& H & U SNMP 70,57« o ]

SNMP OEZNMEB KU SNMP 7 O/8F 1« DRTE

CiscoUCS FAA U MBDSNMP X v —JI2iE, VAT LTRSS 77TV v 4 H—
a xRy MEAMFEREINET,

FIE
ARV FFEREETIVa Y =LY
X T v 71| UCS-A# scope monitoring FT=HX )T E— REBBLET,
X Fw 72 | UCS-A /monitoring # enable snmp SNMP Z &Nz LE5,
AT 73 | UCS-A /monitoring # set snmp community | snmp = I = =7 1 £— RZ Bt L £
R
X 7 4 | UCS-A /monitoring # Enter a snmp SNMP a3 a=F 4 &EELET, X
community: community-name J—RELCaa=T 4 L45HHLE
T, A 2=T 41X, R&K32FO
FHFTHRETEET,

R v 75 | UCS-A /monitoring # set snmp syscontact | SNMP #1243 D> 25 LA DEK I IS E
system-contact-name LEd, VAT Lodfgdes (BT A—
VT RLARR, AL EEEE R L)

1F, K255 XTFOFHTTHETE %

R
Z 5w 76 | UCS-A /monitoring # set snmp syslocation | SNMP=— = > (F—3) MEITX
system-location-name NWARA NOBEFEEELET, VAT
Awlr—a AR &R 512 CF0
ST TIRE TR T
R Fw 77 | UCS-A /monitoring # commit-buffer oo 7 aml AT ADOREIZ
Iy FLET

1

WIZ. SNMP Z 4202 L, SnmpCommSystem2 & V9 £ FiD SNMP = 2 = =T &%
JE L, contactperson & 9 ARID T AT AHHE LA FE L, systemlocation &\ 9 44 Rl
O r—a VEREL, MUY varEaly hTAEIERLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # set snmp community

UCS-A /monitoring* # Enter a snmp community: SnmpCommSystem2
UCS-A /monitoring* # set snmp syscontact contactpersonl
UCS-A /monitoring* # set snmp syslocation systemlocation
UCS-A /monitoring* # commit-buffer

UCS-A /monitoring #

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .



B swe 5006

RDBERY

SNMP 7 v 7B L O —H 2Bk L £,

SNMP + 5 v TD1ERK

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFFERERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 = RFEBBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZhZLET,

ATvT3

UCS-A /monitoring # create snmp-trap
{hostname | ip-addr | ip6-addr}

JBELERA N, IPVAT RL A, F
771X IPv6 7 KL A TSNMP k7 v 7 7~
A NEAERCLE T,

WA AT IPVA T R L ADEEEN B
AA BT H LB TEET,

ATv74

UCS-A /monitoring/snmp-trap # set
community community-name

SNMP +Z v FIZEHAT5H5SNMP 2 X =
=T A A ERELET,

ATy TH

UCS-A /monitoring/snmp-trap # set port
port-num

SNMP k7 v AT 2R — b &fEE
| =

ATvT6

UCS-A /monitoring/snmp-trap # set version
{vl|v2¢c|V3}

rZ v FIZEHT D SNMP D/ 3— 3
VEETNAERELET,

ATy T17

(f£&) UCS-A /monitoring/snmp-trap #
set notification type {traps | informs}

EETHEN T TDEAT, ZITER
INADEITERD ELY TT,

e N— 3 T v2e F721T v3 BER
L7234 traps,

e RN— g TV BIRINT DA
informs,

GE) RN—=TVar:lLTv2ek%
BRLIEGEICOHRA
T A — LA EETE
*9,

ATvT8

(ff:#) UCS-A /monitoring/snmp-trap #
set v3 privilege {auth | noauth | priv}

N=Va V3 ZBRLTZSGE, b
Z v BT B LT HERR,

ZIWIERRSNDHEITRD LB Y TT,

«auth : F8FEH V| KL L

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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snvp -5 Fomk ]

ARV RFEEETIIa Y BRI
* noauth : FREE7e L., BEE{k7a L

e priv : WAEH VD . BEE{EH Y

R w 79 | UCS-A /monitoring/snmp-trap # oo I a3l AT ADRTEIZ
commit-buffer Ty FLET,

1

WOBNL, SNMP ZHZ L, 1Pv4T RLZAZMHALTSNMP b7 v 7 &L, b
Z v 7R — b 2T SnmpCommSystem2 2 X = =7 4 AT AL IBEL., N—T =
ENVIIWCERE L, B A 7% traps IZERE L, V3MERZ privICREL, N7 B
Yarxaly hLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-trap 192.168.100.112

UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem2
UCS-A /monitoring/snmp-trap* set port 2

UCS-A /monitoring/snmp-trap* set version v3

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv

UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

WOFNE, SNMP Z A0 L, IPv6 7 RLAZfH L TSNMP ~ 7 v 7F&{Ef L, b
7w DR — bk 2 CSnmpCommSystem3 2 X = =7 4 ZfEHT 5 L H>EL., X—T =
VENVIIWCERE L, B A 7% traps ITERE L, VI3HMERZ privICREL., FT B
varvEaly hLET,

UCS-A# scope monitoring
UCS-A /monitoring # enable snmp
UCS-A /monitoring* # create snmp-trap 2001::1
UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem3
UCS-A /monitoring/snmp-trap* # set port 2
UCS-A /monitoring/snmp-trap* # set version v3
#
#
#

HH= o H

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv
UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

SNMP k5 v JDHIR

FIE

ARV RFERRTIVa Y =)
X w 7 1|UCS-A# scope monitoring T=H YT T— REBBLET,
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /monitoring # delete snmp-trap
{hostname | ip-addr}

FBELEARAMELIZIIP T RLAD
FEE L/ SNMP k7 w7 R A - Z&HIkR
LET,

ATvT3

UCS-A /monitoring # commit-buffer

NV v a BV AT ADORTEICD
Ty hLET,

1

Wiz, IP7 KL 2 192.168.100.112 TSNMP F 7 v 7% HIFR L. T o¥Fr g awa
v bTBHIERLET,

UCS-A# scope monitoring
UCS-A /monitoring # delete snmp-trap 192.168.100.112
UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

SNMPv3 1 —H DERL

FIE

ARV RFFEERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 E—FEHBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZZLET,

ATvT3

UCS-A /monitoring # create snmp-user
user-name

FEE Sz SNMPV3 = — & ERk L F
K

SNMP == —H# 4%, =m—H/L 2 —F4
CRICIZIETEE A, B—0L 22—
P4 L —F L7V SNMP = —H 4 &%
RLET,

ATv74

UCS-A /monitoring/snmp-user # set aes-128
{no | yes}

AES-128 B B Dfif F 2 B 20 & 7= 13 M%)
W LET,

ATy TH

UCS-A /monitoring/snmp-user # set auth
{mdS | sha}

MD5 F 721X DHAFRREDOFEHZFEE L £
KR

ATvT6

UCS-A /monitoring/snmp-user # set
password

2= AT = FEZFRELET, set
password =~ R&ZAJjT5&, /<X
U— ROANT) EREREAET 70 v 7 s
KRINET,
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snwps 12— osi ]

ARV RFERIETY Va3 B#Y
R w 77 | UCS-A /monitoring/snmp-user # set 2—W T AN — RAT— REEE
priv-password LE9, setpriv-password 2~ K%

ANITHE, TTANR—IRRAT—F
DA LR EALT T a7 FIRFEIRE
nET,

X T 7 8 | UCS-A /monitoring/snmp-user # oo Iy a2 A7 AOREIZ
commit-buffer Ty hLET,

1

WOBE, SNMP Z 4202 L, snmp-userl4 &\ 9 4 Ei1D SNMPv3 = —H & /ERk L .
AES-128 W55 b A I L, MDS GRAEDEHZIEE L, "AT—=RBLXOT 7 AN
V= SAU—REREL, FTrFrvavEaIy FLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-user snmp-userl4
UCS-A /monitoring/snmp-user* # set aes-128 no
UCS-A /monitoring/snmp-user* # set auth md5
UCS-A /monitoring/snmp-user* # set password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # commit-buffer
UCS-A /monitoring/snmp-user #

SNMPv3 21— DAl

FIE
OV RERETIVa Y B#Y
X T v 71| UCS-A# scope monitoring F=HXY) T T—FREBHBLET,
R Fw 72 | UCS-A /monitoring # delete snmp-user FE L7~ SNMPv3 = —HZHIR LE9,
user-name
X T 7 3| UCS-A /monitoring # commit-buffer oW amL AT LADOREIZ
Iy hLET,
!l
WIZ, snmpuserld &\ A FTDO SNMPV3 = —HZHIBRL, FToHFrvarvzaly
FELElIZRLET,
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UCS-A# scope monitoring

UCS-A /monitoring # delete snmp-user snmp-userl4

UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

Telnet D E 31k

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERFTIVaY

=)

ATy 1

UCS-A# scope system

VAT b EF— REBBLET,

ATvT2

UCS-A /system # scope services

VAT ALY —ER - BB LE
ﬁ—o

ATvT3

UCS-A /services # enable telnet-server

Telnet ' —E A EZH L ET,

ATV

UCS-A /services # commit-buffer

oUWV a BV AT ADREIZD
v hLET,

1

WIZ, Telnet /ML, "o ravrdaly NTa02RLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /services # enable telnet-server
UCS-A /services* # commit-buffer

UCS-A /services #

CIMC Web —E X DAL
CIMC Web #—E R ZHFENTT HITIT :
cadmin R THE 7 A T HMERH Y £F,
* CIMC Web h—E R X, 77 4/L b TIXHEROT, BT L0ERHY £,

FIE

ARV RFERETIVa Y

B8

&

UCS-A# scope system /

VAT A EFT— RERBLET,

ATy T2

UCS-A /system #scope services/

VAT ADY—E R FT— REBBLE
ﬁﬂo
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cime web 4—E 2ot [

AU RFERETOVa Y

B8

ATvT3

UCS-A/system/services #enable
cimcwebsve/

CIMC Web —E 2 ZHNZ LET,

ATy T4

UCS-A/system/services *# commit-buffer/

N oW I a sy AT AOREILD
v hLET,

il

KIZ, CIMC Web F—E 2&2HNZ L., v VF o a2 ET 02 RLET,

UCS-A# scope system
UCS-A/system # scope services
UCS-A/system/services # enable cimcwebsvc
UCS-A/system/services *# commit-buffer
UCS-A/system/services # commit-buffer
UCS-A/system/services # show cimcwebsvc
Name: cimcwebservice

Admin State: Enabled

CIMC Web H-— E X DEZN1L
CIMC Web ¥ —E A& HHZT 51T :
cadmin HEFR TR 74 VT 2R H Y £7,
* CIMC Web h—E 22 AT L BN H Y 97,

N

GE)

CIMC Web —E R IF 7 /L b THEZhE oo TET,

Fl&

ARV RFERRETIVa Y ]3]

AT v 71| UCS-A# scope system / VAT N E— RERFBLET,

R w 72 | UCS-A /system #scope services/ VAT ADY—E R ET— REBBLE

B

AT v 7 3| UCS-A/system/services #disable CIMC Web —E R &N LET,
cimcwebsve/

R T 7 4 | UCS-A/system/services *# commit-buffer/| =5 %7 > 3 L 23 A5 ADOH/EIZ2

K
v hLET,
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B z=v—crommie

il

UCS Manager 13 2=4#—> 3> H—EZ |

KIZ, CIMC Web h—bE R &ML, vV r7va a2 EFETHHE2RLET,

UCS-A# scope system
UCS-A/system # scope services

UCS-A/system/services
UCS-A/system/services
UCS-A/system/services
UCS-A/system/services

Name:

Admin State:

# disable cimcwebsvc
*# commit-buffer

# commit-buffer

# show cimcwebsvc

cimcwebservice

Disabled

BIEH—EXDEMIL

FIE

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope system

VAT A FT— RERBLET,

ATy T2

UCS-A /system # scope services

VAT LY —E R T—FERMLE
R

ATvT3

UCS-A /system/services # disable
service-name

BELLEY—EREEHcLET, 22
T service-name 5| EITIR DT IULD
F—U— KTI,
e cimxml : CIM XML ¥ — E R % H7%))
WZLET,

« http : HTTP ¥ — & 2 2 842 L %
TO

« https : HTTPS " — B A & 52 L
£

* telnet-server : Telnet ¥ — b R %
Nz LET,

ATv74

UCS-A /system/services # commit-buffer

KUY T g BV AT AOREICa
Ty hLFET,

1

Iz, CIM XML Z 52 L.

UCS-A# scope system
UCS-A# scope services
UCS-A /system/services # disable cimxml

oY vareEaly bTOBERLET,
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aEr—czomnit |

UCS-A /system/services* # commit-buffer
UCS-A /system/services #
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CMCtv a3 EE

11l

«CIMC vy a B (121 X—2)

CMCtv 3 B

Cisco UCS Manager Cl&, KVM, vMedia, 383X USoL v a V2R RBILPKE T TEET,
BHENERZF > —WT, FEO—H D KVM., vMedia, BLWNSoL & v g ZHkT
& £7, .Cisco Integrated Management Controller (CIMC) (Z XV | & v = UFE#D CiscoUCS
Manager |ZH2flt 4L E F°, Cisco UCS Manager |3 CIMC 6 A X2 ETSET 5L, 0k
var T AEEHRL, TRTOa—FIHEREFRLET,

T g UERIZROER TR SN ET,
s KR By a VEBRM LU —Y DOLHI,
ey arID: By va AEEMNTONZID, T L — KDy g ID OBAIX

[unique identifier] _[chassis id] _[Bladeid] T9, 7 v 7 O v =3 > ID ORI [unique
identifier] 0 [Rack id] T,

et gy AT KVM. vMedia, F7-1% SoL,
o DR L~V AR /[EEIAKR, FARYER, 7135,

cBHRIE T T A T ERTIET I T 4T, B, By a VBT T 4 T OGERIET Y
TATTT, Byvari&Tavy RRBITEINERE Yy v a UK T LT RWEE,
IXET 7T 4 7 L7200 F9, ZORIIE, —30 FSM NBIOEECTEI TR TH 55
A, FE CIMC ~DER N KON T-HAEICEELET,

CBETLT FLAR iy va o Ba—2DIP 7 KL A,

=R TFuT ANy a VIZEEMN TN X T 7140, CIMCE v
varyOY—ER a7 A NVORBMEIZ, By a BN —ER Ta Ty AR
HEXNZIP T FLATRL &R RENET,

o =Ny va VZEEEM T D — RO 4,
e A UG v a USBRA S LT H R,
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CMC £y avgn |
B o a—ssvppntamcty s s voss

« BOREEFTREZ - & > 23 UEHRDY CIMC T & 0 B8 S Av7z Sofé IRl

HLky g e, 22— 2 KVM, vMedia, F721XSOLICHRiT 5 & X ZBMEhE
9, Pnuos vMedia ¥ v ¥ 3 »id, =—H4%  vmediausr  EfEAH L7z — NRHERCE v U3
VT WIIERIRENET,

CIMC & v ¥ 3 > 7 —# % Cisco UCS Manager GUI @ [CIMC Sessions] % 7 CfliH T £,

=PI Lo THRTINTCIMCE v a ik, #@UIRGEE & blca ZICidk S BEA T
7

A\

GE)  ZoOHA FICE#HEINTWD GUIBXOCLI # 27 2379 5121, 2.1(2a) LL_ED CIMC A
A=Y NR=Va RN T — R =Dt v g VEEYR— MIKETYT, 15011 U Lo
HODOCIMC A A— R—=T g oy, Ty 7 B—NHETT,

A—A)Il 2—HFIZkKYEFEIMEZCIMCEY S 3 U DRT

R 2—=FICL VAN TRTOCIMC £y v a v, ERFFFED R — /L 2—F(T
EOBPNIZCIMC & v v a v ERRTHICIE, 2O AT ERITLET,

\}

GE) HEOY—XRFHZY—ERXR a7y 37 a3 O CIMCEy Y arOFRRIICLIICH
DERA, ZHIE. GUI THHETT,

FIE

AR EFERERETIVa Y =)

X T v 71| UCS-A # scope security X2 UF s a7 4 Xal— g3y
T FEIBLET,

Z T w 2 | UCS-A /security # show cime-sessions local | 7 — 5 )L = —4 |2 L W B 7=4_C
DCIMCEy v arE2RRLET,

R v 7 3 | UCS-A /security # show cime-sessions local | 472 Do — L =2 —H 2 L Y B L=
user-name FTRTOCIMC Yy v ara&KnrLE
R

151

WIZ, UTEFRRTHHEZRLET,
e —H ) a—HFIZLVBEINIZTRTOCIMC By g v
HEEOR— DN =PI VBN CIMC By Vg v
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JE— bk 1—FIzLYBANECOMCEy L avorE

cHEOT— )L 22— L VBN CIMC & v g O

All sessions opened by local users:
UCS-A # scope security
UCS-A /security # show cimc-sessions local

Session ID Type User Source Addr Admin State
421 1 Kvm admin 10.106.22.117 Active
4 15 Kvm admin 10.106.22.117 Active
515 Vmedia admin 10.106.22.117 Active

Session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin
Session ID Type User Source Addr Admin State

42 11 Kvm admin 10.106.22.117 Active

Details of session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin detail
Session ID 42 1 1

Type: Kvm

User: admin

Source Addr: 10.106.22.117

Login Time: 2013-06-28T06:09:53.000

Last Updated Time: 2013-06-28T06:21:52.000

Admin State: Active

Priv: RW

Server: sys/chassis-1/blade-1

Service Profile:

JE—F 2—HFIZKYRMNTIZCIMC Y 3 >DERTR

VE—h 2—PFICLVEIPNTZTRTOCIMC By gy, FREEEDY £— F 2—HFC
KVBIPNIZCIMCEy v a v aRRTHITNE, ZOXRTEFITLET,

FIE

AR EFERERTI V3 Y =)

X T v 71| UCS-A # scope security X2 UTF s a7 4 Xal— g3y
T FEEIBLET,

AT 72| UCS-A /security # show cimc-sessions JEe— |k 2—HF 2L EINTEZT T

remote DCIMC Y ara2RRLET,
ZFw 3 | UCS-A /security # show cimc-sessions BEDYT—h a—WFIck N~
remote user-name TRTCOCIMC By varaERLE
R
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B riz—ycsusprn-ome £y s 3 oER

1

I, T a2£r-dT 502" LET,
e UE—F 2—PFIZLVBEAINTZTRTOCIMC £y g v
cFEED Y E— b =PI VB CIMC £y v a v
cFFED Y E— F =PI VAN CIMC & v > a o OFE

All sessions opened by remote users:

UCS-A # scope security
UCS-A /security # show cimc-sessions remote

Session ID Type User Source Addr Admin State
43 11 Kvm administrator 10.106.22.117 Active
6 1 5 Kvm test-remote 10.106.22.117 Active
715 Vmedia test-remote 10.106.22.117 Active

Session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator

Session ID Type User Source Addr Admin State

43 11 Kvm administrator 10.106.22.117 Active

Details of session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator detail
Session ID 43 1 1

Type: Kvm

User: administrator

Source Addr: 10.106.22.117

Login Time: 2013-06-28T06:09:53.000

Last Updated Time: 2013-06-28T06:21:52.000

Admin State: Active

Priv: RW

Server: sys/chassis-1/blade-1

Service Profile:

IPMI 2 —HIZ &K YREMINE=CMC v 3 >DERT

IPMI = — I X VBN CIMC B v a v 2FrT 5101, WOFIEX5ET LET,

FIE

ARV RFERETIVa Y ]3]
ZFw F1|UCS-A# scope org org-name Jb— MEREE— FZBA L £ 7,

AT 72 | UCS-A /org # scope ipmi-access-profile |IPMI 7 7t &x a7 7 A 4% AL
profile-name E

R T v 73 | UCS-A /org/ipmi-access-profile # scope |IPMI =— V4 &2 AN LET,
ipmi-user user-name

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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g—rpometyarnsu7 [

AU RFERETOVa Y =)
R 7 4 | UCS-A /org/ipmi-access-profile/ipmi-user # | 5 & X j17- IPMI =——H 2 L v B 7=
show cimc-sessions F_RTHOCIMC v gL aFErLE
D
1

WOFTIE, IPMIZ—FIZ LD BEANPNTZT X TOCIMC v a v aRKorT 5 HEY
RLET,

UCS-A # scope org Finance

UCS-A /org* # scope ipmi-access-profile ReadOnly

UCS-A /org/ipmi-access-profile* # scope ipmi-user alice

UCS-A /org/ipmi-access-profile/ipmi-user # show cimc-sessions

Admin State

Source Addr

10.106.22.117 Active

HY—/\DCIMC Yy 3Dy )7

ZOEAT T, =R EICHEINTETRTCOCIMC By a v 27 VT 45 5EE2 R LE
T, Byvvar A 7la—PHIHSNT, =D CIMC Yy arvz2r7 V7452
HLTEET,

FIE

ARV RFERFTIaY

B8

ATy T

UCS-A # scope security

X2 T 4 a7 4 FXFal—ay
E— NEBBLET,

ATvT2

UCS-A /security # terminate cimc-sessions
server chassis-id/blade-id

T —LDOEBEDT L — K —RD
CIMCty>arzs7 U7 LET,

ATvT3

UCS-A /security # terminate cimc-sessions
server Rack-server-id

BEDT 7 —D CIMC v =
VEIZIVTLET,

ATvT4

UCS-A /security # terminate cimc-sessions
server server-id type session-type

F—RORFEDH A FDCIMCE v =
vEIZITLET,

ATy Th

UCS-A /security # terminate cimc-sessions
server server-id user-name user-name

P — RO EDZ—TFDCIMCE v 3
YEIVTLET,
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il

CMC £y avgn |

EAOFITIZ, —"OFT_RTOCIMC > arz27 ) T7+T55E2~UET, 2
FHOHTIZ, Y—NOEEDOXATOCIMC Yy a a7 ) 7+5HE2ZRLE
T, 3FZBHDOBITIE, V=" EDZ—TDCIMC vy arar ) 745 5E%

TLET,

UCS-A /security # scope security
UCS-A /security # terminate cimc-sessions server 2/1

This will close KVM sessions.

Are you sure?

UCS-A /security

UCS-A # scope security

UCS-A /security # terminate cimc-sessions server 2/1
This will close KVM sessions.

Are you sure?

UCS-A # scope security

UCS-A /security # terminate cimc-sessions server 2/1
This will close KVM sessions.

o —_—

2 e e By |

Are you sure?

H—nOCMCty>a>DI)7

(yes/no)

(yes/no)

(yes/no)

1yes

type kvm
1yes

user-name test-user
:yes

ZOERAT TR, =R EICHINTZTRTOCIMC Yy a a7 VT T3 5EZ R LE
T, Bvivar XA T LAY RHIESNT, —"DCIMC Y a2 707352 L

HTEET,

FIE

AU RFERETIVa Y

=)

&

UCS-A # scope security

¥XaUF 4 ar I F¥al—ay
£ — ]\‘%Eﬂﬁébjﬁj«o

ATvT2

UCS-A /security # terminate cimc-sessions
server chassis-id [ cartridge-id | server-id

T —3 FOBEDEY 2T —N
H—hr) v PDOCIMCEY 3%
7 Lij‘o

ATvT3

UCS-A /security # terminate cimc-sessions
server chassis-id | cartridge-id | server-id
type session-type

P—NORFEDZ A TDCIMCE v a
Y7 VT LET,

ATvT4

UCS-A /security # terminate cimc-sessions
server chassis-id | cartridge-id | server-id
user-name user-name

P — ROEGFEOL—FDCIMCE v 3
EIJIVTLET,

1

BHIOHEITIZ, —_"DT_RTOCIMC Y ar® 27 V7355 EE2RLET, 2
FBHOHITIZ, Y—SOEBEDEZATOCIMC Yy ard2 7 V7 T55EYRLE
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T, 3BHOHTIX, =" EDL—FDOCIMC v ara s V745 5ER
ZT—\‘L/SEj—O

UCS-A /security # scope security

UCS-A /security # terminate cimc-sessions server 1/2/1
This will close cimc sessions. Are you sure? (yes/no):yes
UCS-A /security

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 1/2/1 type kvm
This will close KVM sessions. Are you sure? (yes/no):yes

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 1/2/1 user-name test-user
This will close cimc sessions. Are you sure? (yes/no):yes

O—A)l A—HF(ZXYREAMETITARTOCMC Y a>DI )T

ZDOHAZ T, m—=A) a—FTRVHAPNIcEy a2 VT T2 EEZRLET,

FIE

ARV RFERFTIVaY =)

X w 71| UCS-A # scope security tXa2VF s a7 4 X2l — gy
E— NEBABLET,

R 72 | UCS-A /security # terminate cimc-sessions | = — )L == —H|2 L W B 7=4 T
local-user user-name DCIMCEyvarzE7UT7LET,

Z 5w 73 |UCS-A /security # terminate cime-sessions | 1 — 77 /L = —H#|= L V) B 7= B2 D
local-user user-name type {kvm |vmedia |4 ., 3 5o % ¢ 73T CIMC+t v
sol | all} varvEJUTLET,

1

OB TIE, a— 2—PFZLVHPNZCIMC Yy a7 U745 5EER
L/\i‘g—o

UCS-A /security# scope security

UCS-A /security# terminate cimc-sessions local-user testuser
This will close cimc sessions. Are you sure? (yes/no):yes
UCS-A /security#

JE—F I—HFIZEYBEAINETRTOCMCE Y 3>DT )T

COXRAT TR, VE—F 2—PIZLVEAINIZCIMC Yy a a7 VT T 55ERRL
i‘é‘o
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FIE

CMC £y avgn |

ARV RFEEETIVa Y

=)

ATy T

UCS-A # scope security

tF2YTF 4 AT 4 Fal =gy
T REBALET,

ATvT2

UCS-A /security # terminate cimc-sessions
remote-user user-name

VEe—h 22—z LY LN T
DCIMCEY>arvzEr7 U7 LET,

ATvT3

UCS-A /security # terminate cimc-sessions
remote-user user-name type {kvm | vimedia
sol | all}

UE— |k a—FIZXYBEHPNIRED
Tyvar XA TOTRTOCIMCE v
arEs7 VT LET,

1

W DOHTIL,

This will close cimc sessions.

VE—h 22—V LB NEZT_XRTOCIMC Yy Y a w27 V7945
FEERLET,

UCS-A /security# scope security
UCS-A /security# terminate cimc-sessions remote-user testuser

Are you sure?

UCS-A /security#

(yes/no) :yes

O—A)L A—FIZKYFMIMEFHEDCMC YL 32Dy )7

ZDHAYTIE, v—h/b a—PFIZEXVBEINIZEEDCIMC Yy v a &2 VT35 HE

ZRLET,

FIE

AR NFERERTOIVa Y

=)

ATy T

UCS-A # scope security

X2V T a7 4 Fal—va
E— FZBBLET,

ATy T2

UCS-A /security # scope local-user
user-name

=N a—% E— N L E7,

ATvT3

UCS-A /security/local user # terminate
cimc-session session-id

BIRL/ZCIMCEYy v ar&227 U7 LE
‘é‘o

ATv74

UCS-A /security/local user* #
commit-buffer

N rvarwzaly hLET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| emc v aoER
YE— b 1Yk YBhnrgEoomc vy arnsy7 Il

¢l

ROFITIE, v—hN 2a—FZRYBEPEREDOCIMCE Yy a 227 U7 L, b
FoVrvarEgaly N LAHEERLET,

UCS-A /security# scope security

UCS-A /security# scope local-user admin

UCS-A /security/local user # terminate cimc-session 6_1 2

UCS-A /security/local user*# commit-buffer
UCS-A /security/local user#

JE—F A—HIZKYRMEEFEDCIMCEY S 3 >DIUT

ZOHATTE, VE—bF 2—PIZEVBEINTZHEDCIMCE Yy v a &2 0 VT35 HE

ZRLET,
FIE
AR EFERERTI V3 Y By
Z 5w 71 |UCS-A # scope security X2 VT 4 ar7 4 Xal—gr

F—FzfnLE7,

AT 72| UCS-A /security # scope remote -user VEe—h a—HF E— 2B LET,

user-name

X v 7 3 | UCS-A /security/remote user # terminate | L7~ CIMCEv I ar %227 V7 L%
cime-session session-id 5+,

AT 7 4 | UCS-A /security/remote user® # KooYW rvarvEbaIy hLET,
commit-buffer

451
WoOFITIE, VE— b a—FICLVBEINTZHREEOCIMCEy v a w227 U7 L, b
TV rvarEaly bR EERLET,

UCS-A /security# scope security

UCS-A /security# scope remote-user admin

UCS-A /security/remote user # terminate cimc-session 6_1_3
UCS-A /security/remote user*# commit-buffer

UCS-A /security/remote user#

IPMI 2 —HIZ&K UMM CIMC Y>3 >DI )7

IPMI 2 —HIZ L VBN CIMC Yy > a a7 U 7351213, ROFIEEZZET LET,
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UCS-A # scope org org-name

N— MEREE— FZBR L5,

ATvT2

UCS-A /org # scope ipmi-access-profile
profile-name

IPMI 7 7t A a7y A NG5 AT L
i‘a‘o

ATvT3

UCS-A /org/ipmi-access-profile # scope
ipmi-user user-name

IPMI +—H% &2 AN LET,

ATV

UCS-A /org/ipmi-access-profile/ipmi-user #
terminate cimc-sessions session-id

IPMI = —HZ X 0 BADSL 7= 5 E D CIMC
tyvalsEBEKTLET,

ATy TH

UCS-A /org/ipmi-access-profile/ipmi-user *
commit-buffer

EErzaly bLET,

il

WOFITIL, IPMI 22— X VP NTZHEDOCIMCEy v a a7 VT L, BHE%E
a3y MDA FEERLET,

UCS-A
UCs-A
UCS-A
UCS-A
UCs-A

# scope org Finance
/org*
/org/ipmi-access-profile* # scope ipmi-user alice
/org/ipmi-access-profile/ipmi-user # terminate cimc-sessions 5 1 2
/org/ipmi-access-profile/ipmi-user* # commit-buffer

# scope ipmi-access-profile ReadOnly
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EEIP7 FLADETE

CEPIP T L2 (131 ~—)

e BV 2T = ROEFEHIP T KL RADOFEE (132 2—)

e —ER TR T A NELFTY—ERA T T AN TS — N TOEHRIPT FLAD
FE (135 =)

cEBHIP 7 —VORE (137 X—2)

« VAT LHLDOEE (141 R—)

« VT AZDEBRY TRy NOZEHE (141 ~—)

VT AZDEBRT VT 4y 7 ADEH (142 ~—)

EEIP7FLR

Cisco UCS RAA & NOZY— 3Tk, 1 DL EOEFEBIP 7 KL A28, Cisco Integrated
Management Controller (CIMC) (ZHID ¥ THINTWD 2, E72iTV— NZBEMT bic ) —
AT 77 A MMIEID L THNTWDLENRSH Y £9°, Cisco UCS Manager 1%, CIMC TH&
Wi g DA T 7 R A INGEDIP T RVAZEMLES, ZOHET 7 B XE, ROWVWTH
MDY —EAZREHATEET,

e KVM =V —)L
* Serial over LAN

« IPMI 7/ —/b

P—XD CIMC IZT7 7 B AT HEOIMEAINAEHIP 7 NLVRIZIE, 7Y AT R
(O0B) 7 RLA (£2D7 RLAMNL R F7 7 4 v 7 BWERR—MIBATTZ 77V w7 A 52—
a7 MEBETS) | FRIEACNRCRT RLA (T RLANS NG 74w IR T7 77
Vol 77V RmR—M AT 77 Vv f ¥ —axy "ai@id3) 2ATEE
T, K6 ODDIPT RLA 22/X7 7 hA7 /XK (O0OB) 7 KLVA, L4 o0FA R0 K
T RLURA) BY—"OCIMCIZT 78 AT HEIICHETEET,

PITOEMMIP 7 FLAEZRETXET,
o P NITHEBEEIV LB TENDAZT v 7 O0BIPv4A 7 R L&
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EEIP7 FLADEE |

B =v-59—osmryrLRORE

« 7' —/3L ext-mgmt 7 —/L B —NZEID M THiLSH OOBIPv4 7 R LA
o = NIZBHEANT T ORI —ER T e T s A AN EIGT DA N RIPvE 7 R LA

FHIP B RVIAEN, YR T T A ANEITY— R T a T AT
TL— NMIEDHETOHNDA N RIPv4 7T KL A

s P NIZEHBEEIDV B TOENDIAAT 4 v 7 AN RIPv6 7 K&
s = RICEHEMT N — R a7 s A NDPERETHA N RIPv6 7 KL A

P — D% CIMC B L OV —NCEHES T bR —E R a7y A W, BEOEHIP T
RULRBEIN YU THZ ENTEET, TOHEIT. TNENERRDIPT FLAEZEHT D0
ENH Y ET,

P—ER T 7y A VICHEEMTONTEEEIP T FLAL, 2O —ERA a7y ALl
BIZBHILET, =2 7077 A LEZHOH—NICBITT D E EICKVM £720X SoL & v
va N7 VT 4 7 7eA . Cisco UCS Manager (XDt v v a V&I T LETH, BIT
SETHICITE Yy a v Z2HBALEEA, BHIP 7 FLAX, —E X 7077 AV EE
TIIERT L EXIIHELET,

GE)

IP7 RL AN CiscoUCS FAA > DY —NEFTH—EX Tr 77 A /W TIZHD L TH
NTWLGE, P—"E@F Y- XA TuT7 7 A MIAZT 4y 7 IPT FLAZEDHTS
ZLIEITEERA, TOXORRELAITT D &, Cisco UCS Manager [ £ IP 7 K L A3 4TI
P CHL LESEL, REXELGLET,

ARP ZRIZ, A N RIPT RLAREESNTZZET— "S5 — U= A IPT KL RIZHE
BWEEINET, UL, BIEO 77y 7 Vv A v Z—ax s bR LA NN R R
T4y HOEGEREIEL TV O ZHER L, BIEL TWRWEARIFMO 7> 7 ) v o7 A
Z—aXxy MIXLTT == A= N"—%HIGT 5720 TT, A\ FRHIZERE TR
T 2= VAR E, = ROT—F T T 4 v I INDEEICMN L TWET,

EOATY—I\DEEIPT FLADETE

EDASHYH—NTREITAYIIPFZRLREZFERTA-ODETE

FIE
ARV RFEREET7TIVa Y BHY
R w 71| UCS-A# scope server chassis-id | BELEY—2"OY— N F— N2
cartridge-id | server-id LET,

R T F 2 | UCS-A /chassis/cartridge/server # scope |+ —/X CIMC &— FIZAY F9,
cime
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ED1TH—NTRET 497 P67 FLREEAT 5008 [

ARV RFEREET7TOVa Y Be

R 7 3 | UCS-A /chassis/cartridge/server/cimc # BEINEY—R"ORET v 7 EH
create ext-static-ip IP7 FLRAEERLET,

AT v 74| UCS-A P—NIZED L TONDALT 4 vV

/chassis/cartridge/server/cimc/ext-static-ip # | [py4 7 | L % % #67 L £,
set addr ip-addr

25w F5|UCS-A IP7 RVARERT DT 740 7—

/chassis/cartridge/server/cime/ext-static-ip# | | v - ¢ Z#57E LU £,
set default-gw  ip-addr

AT v 76|UCS-A IP7 RLADHT Ry b~ A7 Z48E

/chassis/cartridge/server/cime/ext-static-ip # | |_ & -4~
set subnet ip-addr

27w F7|UCS-A cFoW g B AT ADOREICT

/chassis/cartridge/server/cime/ext-static-ip# | < o, | | -4,
commit-buffer

il

ROBITIE, ¥ =V 1 H—bY vV 1OV —N1IZAZT 4y VERIPT KL A%
BEL, AT 4wV IPVAT RLA, T4V KN F— T xA, TRy hvRY
ERELT, hFuv¥FrvarvEzaly FLET,

UCS-A# scope server 1/1/1

UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCS-A

/chassis/cartridge/server # scope cimc

/chassis/cartridge/server/cimc # create ext-static-ip
/chassis/cartridge/server/cimc/ext-static-ip* # set addr 192.168.10.10
/chassis/cartridge/server/cimc/ext-static-ip* # set default-gw 192.168.10.1
/chassis/cartridge/server/cimc/ext-static-ip* # set subnet 255.255.255.0
/chassis/cartridge/server/cimc/ext-static-ip* # commit-buffer
/chassis/cartridge/server/cimc/ext-static-ip #

EDATHY—NTRETAYVIPV6T7 FLRAZHERAT H-ODHKRTE

FIE
ARV RFERRETY a3 Y B

AT v 71| UCS-A# scope server chassis-id / EE LY — "D — N = — LG
cartridge-id | server-id LT,

R F v 7 2 | UCS-A /chassis/cartridge/server # scope | -4— /3 CIMC E— NIZA Y £9°,

cimc

A Fw 7 3| UCS-A /chassis/cartridge/server/cimc # BEINEY—NORETF v 7 EH

create ext-static-ip6 IPv6 7 KL 2 & e L £,
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EEIP7 FLADEE |

ARV RFERETIVa Y

B8

ATvT4

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set addr ipv6-addr

P—NIZEID LB THENDALT (v
IPv6 7 KL ZAZRELET,

ATvT5

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set default-gw ip6-addr

IPv6 7 RLVABNERTBHT 74V K F—
oA ZBBEELET,

ATvT6

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set prefix ip6-addr

IPv6 7 RLADR Yy NU—T7 T L7 4 v
7 AutEE LET,

ATy T17

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# commit-buffer

coovY Iy a BV AT ADOREICS
Sy bPLET,

1

KOFITIE, =1 H—F ) v 1DOV—=R1IWIZAXT 4 v 7EBIPV6 7 KL A
EREL, AZT AT IPV6T RLA, FT73 NN F— T=A, Fv b T—2 7
L7 4w AERELT, bTvrHrvarzaly bLEd,

UCS-A# scope server 1/1/1

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCS-A

B—NTEEIP T-ILEFERTH-HD

/chassis/cartridge/server # scope cimc
/chassis/cartridge/server/cimc # create ext-static-ip6
/chassis/cartridge/server/cimc/ext-static-ip* # set addr 2001:888::10
/chassis/cartridge/server/cimc/ext-static-ip* # set default-gw 2001:888::100
/chassis/cartridge/server/cimc/ext-static-ip* # set prefix 64
/chassis/cartridge/server/cimc/ext-static-ip* # commit-buffer
/chassis/cartridge/server/cimc/ext-static-ip #

=JL ==

ax &

AAT 4w PERHIPT FLAZHIBRT 2 L, HBEV—2EHIP 77— WZELET,

FIE

aAv Y RFERIEFT7II Y

=)

ATy T

UCS-A# scope server chassis-id /

cartridge-id | server-id

L\i‘g—(}

ATvT2

UCS-A /chassis/cartridge/server # scope
cime

H— X CIMC E— RIZAY 9,

ATvT3

UCS-A /chassis/cartridge/server/cimc #
delete {ext-static-ip | ext-static-ip6}

N A ST > 7 IPv4d ET21XIPv6 7 K
LAZHIBBEL, BRLIP 7 — iz —
FRLET,
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$—EX FOTFANELEH—ER TOT7 AL FoTL—rTnEEIPT FLZOEE [

ARV REEET7IVa Y B
R 7 4 | UCS-A /chassis/cartridge/server/cimc/ # oo I a I AT ADORTEIZ
commit-buffer Ty hLET,

il

WOFITIE, Y=Y 1= )P 1OV —NRN1DAFT 4 v 7EHIPT FL X%
BIFRL T, Fov¥rvarvdgaIy FLET,

UCS-A# scope server 1/1/1

UCS-A /chassis/cartridge/server # scope cimc

UCS-A /chassis/cartridge/server/cimc # delete ext-static-ip
UCS-A /chassis/cartridge/server/cimc* # commit-buffer

UCS-A /chassis/cartridge/server/cimc/ #

WOBTIE, %= 1= )P 1O —=NR1DARXT ¢ v 7EBRIPv6 7 KL A
ZHIBRLTC, FoY I varEaIy M LET,

UCS-A# scope server 1/1/1

UCS-A /chassis/cartridge/server # scope cimc

UCS-A /chassis/cartridge/server/cimc # delete ext-static-ip6
UCS-A /chassis/cartridge/server/cimc* # commit-buffer

UCS-A /chassis/cartridge/server/cimc/ #

H—EX JAOJ7AMILEIFY—EX A7 7A4I)L T
IJL—FTOEBEIP7FLADHTE

FIE
ARV RFERETOVa Y =)

AT v F1|UCS-A# scope org  org-name fRE L7k ofikE — N 2B L %

R
Jb— bR — R BRRAT 2 I1TIE,
org-name |2/ & AJJLE T,

X T v 72| UCS-A Jorg # scope service-profile EELEY—EXTHEYN—E X 7
profile-name T AN E— RRERBLET,

R 3 | UCS-A /org/service-profile # set BWHIPV4 £7-1XIPv6 7 RL A& —E
ext-mgmt-ip-state {none | ext-pooled-ip | z 17 7 4 L|ZEY YT 5 FIEAEE
| . y LT
ext-pooled-ip6 | ext-static-ip | ext-static-ip6}

ROAT > a v EMHLTERIP T B
VAR v—2RETEET,
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EEIPT FLADE

B v 270070053 Y—EXTOI7ALFLTL— FTOBEIP 7 FLRDRE

ARV RFERETIVa Y

B8

enone : —E R 77 7 A /LT IP
T RLRAFE DS THENRERA,

spooled : F—ER T 77 A NITE
H IPv4 £ 721X IPv6 7 — L5 [P
7 RUARED B THNET,

e static : —E R a7 7 A I)VITER
TEFRHDALT 4 v 7 IPv4 £720%
IPv6 7 RLANEID ¥ToHNET,

G HY—vRrTarzrANLT
7 L— F TR
ext-management-ip-state %
static (ZRRET D Z L1 Y
R—hFENTEBLT, &
ETDHETT =03 EL
£7

X T 7 4 | UCS-A /org/service-profile #
commit-buffer

NV Ty a BV AT ADORTEICD
Ty hLET,

1

KIZ, accounting E\WNH P —ER a7 7 A LOEFEIP T KL R R Y 2 —% staticIPv4
WCREL, FFrrvavaaly M 250%2RLET,

UCS-A# scope org /
UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # set ext-mgmt-ip-state ext-static-ip

UCS-A /org/service-profile* # commit-buffer
UCS-A /org/service-profile #

RDEZRY

BHIP 7 N A% static [IZRTT DB AXT A7 IPT RLAZFEHRATH L H2h—N

ERELET,
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| gEIP7 FLRADEE

EEIP T—ILDRE .

EIEIP J—ILDERTE

EEIP 7—)L

T 7 4V FOEBIP 7 —/L T 5 IP Pool ext-mgmt X, M5 IPv4 IS5 L OVIPv6 7 KL ADHEF
Y 9, Cisco UCS Manager %, H—/30 CIMC THUid 59087 7 & AD =iz, &HLIP
TP T RLVADEK T v 7 & FRLTHET,

7 7 4V K TlX, IP Pool ext-mgmt Z i L CCIMC 77 "D Y REHIP 7 KL AZRIE L
F9, AT 4T IPT FLARZOT—=AnEHh—NZEHD Y TConTLEIE, ZDIP
T NVEERTEEEA, AET 47 IPT RLADS CIMC DT 7 hX7 v REFLIP 7 R
VAZRETDHHEAX. T 74V FOEHIP 77— IP 7 RLAZHIBRTE £77,

TOMETNRURIPVAT RLVA =)L, BEOA N RIPv4 F721XIPv6 7 KL A F—)1
WEERNCERETEXET, IPMEIPV6 T KL A T a vy 2 OMiEETef v 0 K P — L3 E
TExEJ,

P — RCIMCIZIPVA T RLADHZEEGTIP 77—V A R RIPve AR Y — & LTCEID {T
SN0, IPV6 T RLADREGLIP =B A N RIPvA R ) — L LTED S THR
720 SNRNE DI, ENENNIPVE £7201XIPVv6 7 KL ADHEFFOM@BIOA N KT K
VA= VERETHEAHRLES,

BFEEIP S—VDIP T RLAEFERAT LI I — X e rrfreh—vX IunrrA
NT T L—hERETCEET, BHIP /L 2EATIL OV —R"a2RETHZ LT TE
FHA,

BHEIP = VRO TXTOIPT FL AL, BIUIPWUY 732y MCEENDE, 777V w7
A —axl7 hOIPT RVALFELIPV6 *v T —27 F L7 4 v 7 ARFHF LTV DN
ERHY ET,

G¥)

P—=RELFY—ERA Ta T 7 A NDRAET 47 IPT FLAELTHDETHATWD IP
T RUVRIZ, BEIP M EENTWHTIR D 8 A,

EEIPT—ILDIPT7FLRA 7JAYYDETE

P—=RNEBFY—ERXA T a7 7 A NVDAZT 4y 7 IPT FLALELTHDETHATWD IP
T RULRIE, BEIP I EENLTHTIRY £H A,
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EEIP7 FLADEE |

AU RFEEETIa Y

E[:)

ATy T

UCS-A# scope org /

JL— MERRE— REZBB L ET

ATvT2

UCS-A /org # scope ip-pool ext-mgmt

WP 7 —L B— FEBLET,

G¥)  BEIP S—LOfERR (£7-
IZHIBR) ITTEERA, BEF
DT 7Nk T—IIAD
(Ra—T%FRETDH) Z&
TR AIEE T,

ATvT3

(f£&) UCS-A /org/ip-pool # set descr
description

BHIP Y — VI ETALET, =
OFNTEFRIP S — L DT XTOT R
LA 7y ZIZEmHEnET,

GE) BT A=A BRERSUTE,
FlRITAFRNEENTND
Sty ORI S RET
FB0ERHY 3, 5IH
%X, show =~ RO
BT 4 — L RIZIXERE N
FHA,

ATv74

UCS-A /org/ip-pool # set assignmentorder
{default | sequential}

RONTNPTIRY F9,
+ default : Cisco UCS Manager |37 —
VDT U H KD R L E7,
* sequential : Cisco UCS Manager %
T =B b /IS WO RTEEZR
ID Z IR L £,

ATvT5

UCS-A /org/ip-pool # create block
first-ip-addr last-ip-addr gateway-ip-addr
subnet-mask

IP7 RLVAR Twmyr () Z1EK
L. M F— Ty r T— K%
G LET, 7 FLRAHPHORY & &
HBDOIPT RVA, =+ U=A 1P 7T
FLA, BEOY TRy h~RA7 &g
ELET,

GE) IP7F—iZiE, BEo 1 7
Oy EEDHIENTEE
T, BEOT T v 7 EVERT
HIi%, Rk P 7 —r T
K> 585D create block =

~Y REANLET,
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gEIP T—LoP7 LR 7avsngE [

ARV FFEREETIVa Yy

E:)

RTw 76 |UCS-A /org/ip-pool/block # set 754~V DNS &th %Y DNS D
primary-dns ip-addrress [secondary-dns | [p 7 KL 2 Z2$5F L £,
ip-address
AT w771 |UCS-A /org/ip-pool/ ipvé-block # N H T v a BV AT AOREID
commit-buffer 23w FLET,
X5 w78 |UCS-A /org/ip-pool/block # exit IPvd7 0y 7 a7 4 X2l —3 g
£t— ]\\‘ % %’ﬁgT I/ i ﬁ‘o
ZF w79 |UCS-A /org/ip-pool # create ipv6-block |IPv6 7 KL 2D 7 1 v (&) %1E
first-ip6-addr last-ip6-addr L. $HEEIP 7— /L IPv6 711w 7
gateway-ip6-addr prefix T REBEELET. 7R L RO
B L BAEDIPV6 7 RV A, 7 — |
7 xAIPv6 7 FL A, BIOFR Y b
D=0 FV7 4y AEEET DM
N ET,
GE)  IPv6 F—MIid, B 1P
TRy I EEDLIENTE
FT. HEOIPV6e T r vy
EAERCT 1T, AARRIP 7 —
IV E— R B create
ipv6-block =~ > R& AJjL
i j‘o
R w710 |UCS-A /org/ip-pool/ipv6-block # set 774~V DNS &tEHLXY DNS D
primary-dns ip6-address secondary-dns | [pyg 7 KL 2 Z#5E L £,
ip6-address
AT 711 | UCS-A Jorg/ip-pool/ipv6-block # N H T v a vy AT AOREIC
commit-buffer a3y FLET,
!l

WOBITIZ, EHIP 7—LDIPv4 7 LA Tay 7 2@ EL, 7944V BLU0E
HHVIPVET RLRZREL, IPv6 7 u v 7 21K L, 7I9A4~VBIOEI &
UIPv6 7 RLAZFEEL, hTv¥rvaridaly bLET,
UCS-A# scope org /
UCS-A /org # scope ip-pool ext-mgmt-ip

UCS-A /org/ip-pool* # set descr "This is a management ip pool example."
UCS-A /org/ip-pool* # create block 192.168.100.1 192.168.100.200 192.168.100.10

255.255.255.0
/org/ip-pool/block* # set primary-dns 192.168.100.1 secondary-dns 192.168.100.20
/org/ip-pool/block* commit-buffer
/org/ip-pool/block exit

UCs-A
UCs-A
UCS-A

UCS-A /org/ip-pool* # create ipvé6-block 2001:888::10 2001:888::100 2001:888::1 64

UCs-A

/org/ip-pool/ipv6- block* set primary-dns 2001:888::11 secondary-dns 2001:888::12
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UCS-A /org/ip-pool/ipv6- block* commit-buffer

UCS-A /org/ip-pool/ipv6- block #UCS-A /org/ip-pool/block* # commit-buffer

UCS-A /org/ip-pool/block #

WOBITIE, BHIP F—LDIPv6 7 LA Tu v 7 &REL, FIo¥Friavk
a3y bELBIERLET,

UCS-A# scope org /

UCS-A /org #scope ip-pool ext-mgmt-ip

UCS-A /org/ip-pool* # set descr "This is a management IPv6 pool example."

UCS-A /org/ip-pool* # create ipv6-block 2001:888::10 2001:888::100 2001:888::1 64

UCS-A /org/ip-pool/ipvé-block* # commit-buffer
UCS-A /org/ip-pool/ipv6-block* #

RDBERY

1oUEFEDY—E 2 FurdrAVERT—ERX a7 AL T L — R EREL, B
IP 77—/ 6 CIMCIP 7 RLZZHALET,

EEIP T—IHASDIPT7FLAR TAvYY DHEIK

FIE

ARV RFFERERTI VA Y E:9)

AT 71| UCS-A# scope org org-name fRE L7k ok e — 2B L &
o Jb— MHEREE— FZBGT 21213,
org-name (2 | Z ANTJLET,

AT v 72| UCS-A Jorg # scope ip-pool ext-mgmt FBHIP S— L AEASLET,

R 73 |UCS-A /org/ip-pool # delete IPv4 £7-13IPv6 7 FL 2ADIEE S i-
{ip-blocklipv6-block} vy 7 (#HE) ZHIRLET,

{first-ip-addr|first-ip6-addr} {last-ip-addr |
last-ip6-addr}

X T 7 4| UCS-A /org/ip-pool # commit-buffer FNooYF 7 arr i AT ADREIZ
Iy hLET,

!l

W, BEIP 77— AN HIP T FLRA Tay 7 ZHRL, Mo rvarvaaly

FELEIZRLET,

UCS-A# scope org /

UCS-A /org # scope ip-pool ext-mgmt

UCS-A /org/ip-pool # delete block 192.168.100.1 192.168.100.200
UCS-A /org/ip-pool* # commit-buffer

UCS-A /org/ip-pool #

WIZ, BHEIP =B IPv6 T RLA Ty 7 ZHIBRL, NI rvarzaly
FoplERLET,
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UCS-A# scope org /

UCS-A /org # scope ip-pool pool4d

UCS-A /org/ip-pool # delete ipv6-block 2001::1 2001::10
UCS-A /org/ip-pool* # commit-buffer

UCS-A /org/ip-pool #

VARATLEZDEE

Flig
AR EERERTIVa Y B
ZFw F1|UCS-A# scope system VAT AT RERBLET,
R 5w 72 |UCS-A /system # set name name VAT DA ERELET,
25w 73 |UCS-A /system # commit-buffer KNIy a kAT AORREICD
Iy hPLET,

ZENE, b7 rvarnaly bEnkk, 30RIEEDOMICEEDO 7 77 v A X —
ax7 FCHEHINET,

£l

ROPNT, AT LHEERL, FTo¥Prvarazaliy PLET,
UCS-A# scope system

UCS-A /system* # set name SanJoseb

UCS-A /system* # commit-buffer
UCS-A /system #

DIRAADEBY TRy FOEE
7T AZHEED IPVAEEY TRy FEEETL5E1E, RO 3OO IPvd 7 R L A Z AR
HIL0ERHY, 32507 RLRIZFE LY 7Ry MIERETLH2HENRH Y 3,
T TV A E—axs N ADEHR—FDIPT FLX
Ty 7V AE—ax s FBOEMAR—FDIPT FL A

« 77 AKX IP (KAETP) 7 KL A
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FIE

EEIP7 FLADEE |

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope fabric-interconnect a

T TV T ADT 7T YT A
H—a kT N E— REBEIBLET,

ATvT2

UCS-A /fabric-interconnect # set
out-of-band ip ip-address netmask netmask
gw gateway-ip-address

T TV A A —aRx T NDOIPT
KLA, Xy hU—7 <27, BIW
=R Tz AIPT FLAZRTELET,

ATvT3

UCS-A /fabric-interconnect # scope
fabric-interconnect b

T3y TV IBOT7 7TV w7 A H—
a3x7 b E—RFERBELET,

ATvT4

UCS-A /fabric-interconnect # set
out-of-band ip ip-address netmask netmask
gw gateway-ip-address

Ty IV A E—ax s FDIPT
RLA, 2y bh~RA7, BLXO» —1
YA IPT7 RLAERELET,

ATvTh

UCS-A /fabric-interconnect# scope system

VAT A ET— RERBLET,

ATvT6

UCS-A /system # set virtual-ip vip-address

JITAADIFBIP T RLAZERELE
—g—o

ATy T1

UCS-A /system # commit-buffer

cooY Ty a BV AT ADREICD
Ty hLET,

Koo rvavrekaly bhTaE, Gty arpoUlsnEd, FTLWVEEIP 7 R
VAZHEERLET,

il

ZOBNE, WEDOT TV A BZ—ax I hDIPT RLAZEERL, (KEIPT

RLR&EEEL,

NovHrvarzaly hLT,

UCS-A# scope fabric-interconnect a

UCs-A
192.0.2.1
UCS-A
UCs-A
192.0.2.1
UCS-A
UCs-A
UCS-A

/fabric-interconnect* # scope system
/system* # set virtual-ip 192.0.2.113
/system* # commit-buffer

“IZ‘)VE! \‘/%@J[ﬁﬁ‘bi—;«o

/fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0 gw

/fabric-interconnect* # scope fabric-interconnect b
/fabric-interconnect* # set out-of-band ip 192.0.2.112 netmask 255.255.255.0 gw

DSRIDEEBTL I VI RDER

JTGAABEDIPVe BEET VT 4 v 7 AEEETHIEEIE. RO 35D IPv6 7 K L A % [Fk
WCEFETHZVLERSY 9, 32007 RLARR—Fy hT—27 FL 7 4 v 7 ANICERET D
VBN H Y F9,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F



| gEIP7 FLRADEE

1524088IL7 v 20%E |}

e T TV A —axy N ADEBHKR—FDIPV6 T KL A

» 77TV vy AV H =A% b BOFERKE— O IPV6 T KL%

« 7 T AKX IPv6 (AR IPv6) 7 KL A

FIE

ARV RFERERTIVa Y

=)

&M

UCS-A# scope fabric-interconnect a

T TV T ADT 7T )T L
H—axy kN FT— RERBLET,

ATv T2

UCS-A fabric-interconnect # scope
ipv6-config

757V ADIPY6 2T 4 X
L—y gy B—REHBLEST,

ATvT3

UCS-A fabric-interconnect/ ipv6-config #
set out-of-band ipv6 ipv6 addr ipv6-gw
ipv6-gw-addr ipv6-prefix prefix

777 )y ADEHIPVG T KL A
F—hT A IPV6 T RLABIOR v
NT—2 LT 4 w7 AEHRELET,

ATvT4

UCS-A fabric-interconnect/ipv6-config #
scope fabric-interconnect b

Ty TV IBDT7 7TV w7 A H—
axy h®— RZBtLE9,

ATvTh

UCS-A fabric-interconnect/ # scope
ipv6-config

777Uy BDIPV6 AT 4 Fa
L—y gy T— REBtELET,

ATvT6

UCS-A/fabric-interconnect/ipv6-config # set
out-of-band ipv6 ipv6 addr ipv6-gw
ipv6-gw-addyr ipv6-prefix prefix

777V v BOEHIPVG T KL A,
F—=hT A IPV6 T RLABIOR v
NT—=0 TV T4y 7 AERELET,

ATy T17

UCS-A/fabric-interconnect/ipv6-config #
scope system

VAT A ET— REBBLET,

ATvT8

UCS-A/system # set virtual-ip ipv6
virtual-ip6-addr

75 AEDIRABIPV6 T RLAXRHEL
i‘a‘o

ATvT9

UCS-A/system # commit-buffer

N UH T a BV AT ADOREICT
Ty hLET,

boUYsvarEaIy b oL, FEHY Y Y a LU SRET, B LVEH PV T
R LRI L £,

1

WROBITIZ, WMHOEHIPV6 7 FLAZEHE L, B IPv6e 7 FLAZZERL, 7
YWy varvkEaly hLET,

UCS-A# scope fabric-interconnect a

UCS-A /fabric-interconnect # scope ipvé-config

UCS-A /fabric-interconnect/ipvé-config # set out-of-band ipv6é 2001:10::157
UCS-A /fabric-interconnect/ipvé6-config* # set out-of-band ipv6-gw 2001:10::1
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UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipvé6-prefix 64
UCS-A /fabric-interconnect/ipv6-config* # scope fabric-interconnect b

UCS-A /fabric-interconnect* # scope ipvé6-config

UCS-A /fabric-interconnect/ipvé6-config* # set out-of-band ipv6é 2001:10::158
UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipv6-gw 2001:10::1
UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipvé6-prefix 64
UCS-A /fabric-interconnect/ipvé6-config* # scope system

UCS-A /system* # set virtual-ip ipv6é 2001:10::156

UCS-A /system* # commit-buffer

UCS-A /system #
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« MHAROHIER (150 <—72)

TILFTF 2 MNREDOMERE

< IVFFF o MEREZFEHT S &, CiscoUCS RAA » DRERMIBHIA L T7TARNT 7 F %
SR L FRIE N DR T 4 T 4 I EI TR Y, T ORER. SHEBRICEAOWE
TITANT I F v RIT R CTHOEMBRZ REM IOt cE £,

~AFTF U MREETIR, BT M E LT, 77y MCoEO ) Y =2 2E) Y Th
NnNET, ool Yy —RZE, FFEOFRY —, 7—/ LW Quality of Service EF7e &
NV ET, £7o, TXTOZ—FRTRTOMBICT 7 BATEX D LT HLER WG
HlE, mr— A EFELC, RIS —PHERC e — L 2E 0 YTy HIRLEY T 5
ZLEHTEET,

~VNFTFUNEERE Ay N T v T 560 TN TOMBNEIREIZZR Y £, & EALOM
BITFICL— b T, = MUER LAY =B LT = ME T AT A&EKIZDIZ5 b D
T, ZOVATAIEENDLTXTOMEECHEHATEET, Ll thofik CrEk R
Vo—T =LV EEHTELDIX, FUEETENLD EICh2Mi7Z0 T, &2 &
%Y AT LI Finance & HR & WO H Y, BRI CHEEICHFELRWE LET, 2
D54, Finance X HR fEfEICH DAY o —I13—UEH TEF, F£7-. HR IX Finance A%\ &
HARY =37 /A TEEFA, LA L, Finance & HR I H & &, — MARRIC
HHRY =S — L EHHTE ET,

< /VFTF FREICHERZERT 256, Sk, F2ERCEEOT THEICRD S B 1
DL Ry Ty TAIELTEXET,

s YV —R F—)

CHY

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .



UCS Manager D#8#: |

B <757+ rBBcsr sREm L2 aRR

e Yr—t R Fury AL

e —ER FuTrA N TS L—Fh

Jb— MR Ihy 7 LULORERE T,

RNFFFY

MRIBICH T DB R RIAEIR

~FT T MEREEETIE, Cisco UCS IFAHARDIEE A LT, AU v —B LY Y —R F—
NDLHETE R L E T, Cisco UCS Manager |3, 7 —/MZEID B THLNTWARY —F 721X
U Y —=ZO5EME R+ D882, LT OBELFEITLET,

1.

B -

Cisco UCS Manager [Z, —E R 717 7 A L FEF2EAR Y & —I2E ) 2T 54T 54k
NT, IRESNTARORY v — LT — L OFWAETRRET,

RY =it SN s 0 EHATRE R ) Y — AN T — VINIAFIET D854, Cisco UCS
Manager [ZZ DR Y > —F 72T Y —AZEHLET, v—HL LYV THEAAIREZR Y
V= AW T = )VINIZIFAE L7254 Cisco UCS Manager (% A7 M E O BRI E) L |
A CARTOD 7 — V& fE LE 7, Cisco UCS Manager CIIMRFE M /L— MERKIZRET 5 F
TIZOFIEAL#EED KL ET,

R HI— Mk E TREIFEL, AR Y Y —2AEETR Y =R S22 0WigE .
Cisco UCS Manager |32 — U /VHERICRE Y . 77 4/ b RY O —F72XT7 740k 7—b
WCHERFRER Y YV — AR ARG L ET,

WHATREZR T 7 4V b R Y v —F I EM TR ) Y —ZANT 7 4L b 7 — /N TR
SiH L&, CiscoUCS Manager X Z DAY > —F 7213V V—A %M LE9, FEHAHEZR
U = AN T — )VINIZAFAE L7254 CiscoUCS Manager [ _EAZ & O BIAHAR B @) L,
TN bDOT =)V ERFELET, Cisco UCS Manager [THFE 23— MMHKRICEET 5 F
TIZOFIAZHYELET,

Cisco UCS Manager (%, JifH A[REZR AR Y o —F 3R RE/R Y V — A 2 BN TR T
EXANA N él'CD‘—7 ZiRLET,

B—[EETOY—/\ T—)LLZDER

ZOFITHE, TTOMBESL— MR TOR—L~_ich v £9, =& 2, —
B R T aoNg HiL, FHEEI ﬁbf@%@ﬁﬁ%ﬁmbiﬁo_@%%f SN Gk 4
X, BEOMMB LU0 — MBI Y ToNZR Y =B V—RIZOKRT
JEATEET,

Z OB TIX. XYZcustomer kDY —E R 7 a7 7 A L, XYZcustomer Y —/N 7 —
NDY—NEHERATHELIICERESINTWET, VYV—RA T — VLR —RNH—F
ATaT7 A NMIEDETCHND E, LFOIEREA L ET,

1.

Cisco UCS Manager |%, XYZcustomer H—/3 7 — /LN Tl A REZ Y — N ZFH~F
—g—o
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| ucs Manager D #a#:
LFr+o rEEcstsrEnsangr

2. fEHATEEZR U — 328 XY Zeustomer H— /N 7 — /WZAFAET 556, Cisco UCS Manager
FZOHF—=NEH =R T u 77 A VelElfT, BREKTLES, 7=
WA FTRE 72— S3MFAE L 72 W54 . Cisco UCS Manager 3/ — R A% TR U4
ATV — SOFEZ G~ F S,

3. Jb— MERRIZ XYZcustomer —/X F— A NEENTEY ., £O 7 — VT ATHE
Y — \BEET D85E ., CiscoUCSManager |3 Z O — LW —E X 7a 77 A
VEBEM T, RBEK T LET, 7 VWNICERATREZR T — S BFAE L7220
4. Cisco UCS Manager |% XYZcustomer fHFRIZE Y . 7 7 /L RO —3 F—)L
AN ET,

4. XYZcustomer $fEN DT 7 4 v kN F— T RTRE /e — S AEIET D34, Cisco
UCS Manager (X Z DV — "L —E R 777 A VEEMT, MBEEZKTLE
T, T T A N T VI A RE 22— NFEAE L2 A Cisco UCS Manager
IFb— MEBENTT 7 40 OV — N T — L R E T,

5. b— MERENOT 7 4L b =R TF— U AT REZR T — NDEET DI A
CiscoUCSManager [ Z D — LY —E 2 Fa 7 7 A L& BEAHT, MBEKT
LET, 7740~ = VT TREZR Y — SHFELE L2 W54, Cisco UCS
Manager [3E|I D ¥4 T=7 —ZRK L E7,

il . ZEBTOY—/\ T—ILZDRER

ZORITIE, SO R L 1 o0 TR EENTWET, T2k X, b3
X, RENOL ETEMINR L TR L OZ L5 O o3 7 E# Pkt L TR 2 1ERK
TEET, ZOMKTIE, KR, BHoe—nL R o—L ) Y= T =)L B
FOBERENOY YV — =T VB RATEET,

Z OFITIL, Finance flf%IZ 2 2D Y 7k (AccountsPayable 35 & UF AccountsReceivable)
WEFENTWET, AccountsPayable (AP) kD —E 2 Fm 7 7 A /1ix, AP ¥ —
NT=NDY—=NEEHT LR ESNTVWET, VYV —AT—LERY —NR
P—ERX TFuT7 7 A MZED L TOEND & LFOBERREAEL £,

1. CiscoUCSManager |, h—E &2 707 7 A MIERZIN TS AP —R 7 —)L
T RE/ Y — N E TR E T,

2. fERAREZR Y — DY AP Y — N T — )UIZTFAET S 5A . Cisco UCS Manager (X Z ™
PN =R T T 7 A NVEBEMNT, RBEEKTLET, T IEMA
BEZR P — S3FFE L 72 54E . Cisco UCS Manager (3 1 B4 ENATIZFBE) L. Finance
sk CRI LA S — VO EE T F T,

3. Finance MfRICRI CARIO T —ANREENTEY . ZO T — /WM EE/ R —
DEFET D846, CiscoUCSManager |3 Z DY — ¥ —E R 7'a 7 7 A L% BHHE
iF, BBEKT LET, T— IR ATRERR Y — SBFE L7204, Cisco
UCS Manager 1% 1 g EAZICEE) L, /L— MR CHE CARTO 7 — VO H B2 H
NET,
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B - ragTomsoze

UCS Manager D#8#: |

Jo— MHFERICRI CARIO 7T — RN EENTEY . ZO7— VI e —N
DEFET D546, CiscoUCSManager |3 Z DY — L ¥ —E R 7a 7 7 A L% BHHE
T, MREK T LET, 7= MIMER TR Y — SHMEIE L7 W54 Cisco
UCS Manager | AccountsPayable fHfk (2R Y . 7 7 4/ hOY— R F— L& Gf~F
7T

AccountsPayable 1N DT 7 + /v b T — U FTRE 72— SDFET D54
CiscoUCSManager | Z DY — L —E 2 T a7 7 A Va2 BEAT, MEEKT
LET, 7740 b T AT ¥ — S MFAE L 72 W6 Cisco UCS
Manager (% 1 B&JE B2 E) L, Finance #lik DT 7 4 /v kO — N 7 — )L 2 G~
£,

Finance #likN D7 7 #+/v & 7 — T AT REZ2 ¥ — SDMF(ET 2 %58, CiscoUCS
Manager (3 Z DOV —"EH—ERX a7 7 A L EZHEIT, RBLETLET,
T 7 H v N T ER AR Y — N DMFELE L7204 Cisco UCS Manager (3 1
Bfg EALICRE L, v— MO T 7 4L DY — N T L E T,

No— MERENOT 7 vk =R T U AT REZR = \BFET DA
CiscoUCSManager [ Z D — N —E 2 T a7 7 A L& BEAT, REEKT
LET, 7740~ T — VIR ATREZR — SR L7 W56, Cisco UCS
Manager (3E| 0 4 C=7 —% KL £7,

JL— M Ef T OO E

FIE

ARV RFFEERTIVa Y E:9)

Z 5w 71| UCS-A# scope org / — MifkE— FE2BR L4,

ATy T2

UCS-A /org # create org org-name

Jb— ik I IE IR & AU TR A VERR
L. $5E L7k Tkt — N 2BRs L
£7,

GE) B BT — N5 B Rk
EF—RNIBHLE, av R
Ta s MIEFEINLEY
/\-/O

ATvT3

UCS-A /org # commit-buffer

N oW I a ey AT AOREICD
Ty hLET,
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| ucs Manager D #a#:
#r—romgTongonz |

51
WOHNE, root#lk D T IZ Finance &\ 2 A FTOFMGREZER L, TV rvar iz
Ty hLET,

UCS-A# scope org /

UCS-A /org # create org Finance
UCS-A /org* # commit-buffer
UCS-A /org #

JEIL— b DRI T DR D ERE

Flig
avy REEEF7OVa Y B8
AT w71 |UCS-A# scope org/ N— MEfE— REBRB L £,
AT 72 |UCS-A Jorg # scope org org-name BB Lot — N2m L E
7
GE) B DT — R o B OFEHE
FT—RKIBsLE, a~v K
Tur P MIEFESREY
/\Jo
AT 73 |UCS-A/org # create org org-name FHRTERE SNV — MR T IO®IN S
NI A ERL L. 878 U 72k TR
£ — F%%ﬁﬁébi—g«o
AT 74 |UCS-A/org # commit-buffer N a B AT AOBREICA
Ty hLET,
151

W DOFIE, NorthAmerica #H## > F|Z Finance &\ 9 ARTOMERZER L, N7 o2
Varzaly hLET,

UCS-A# scope org /

UCS-A /org # scope org NorthAmerica

UCS-A /org # create org Finance

UCS-A /org* # commit-buffer
UCS-A /org #
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UCS Manager D#8#: |
| R

#H 8L D HII R

FIig
ARV KRFERERETY VY =[]
AT 71 |UCS-A# scope org/ J— MEARE— R Blta L ET,
ATy J2|UCS-Ajorg # delete org org-name FEE Lok A BB L E 9,
25w 73| UCS-A Jorg # commit-buffer FNIUH T a B VAT LOREIZT
Iy hLET,
11
WIZ, Finance &\ 2 4 ATO /N — MARE FOMBAEHIBRL, hFoHFrvarzaly
FELEIZRLET,

UCS-A# scope org /

UCS-A /org # delete org Finance
UCS-A /org* # commit-buffer
UCS-A /org #
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NV Ty TEET

e Ny T T EEITOEE (151 X—)
«UCS TDO/NRy 77 v 7 OEE (151 =—)
Ny I Ty TERAEOBEFIE L HLEEE (151 *—)
Ny 7T v TBIEE A VR — MBS E a2 — v—/b (153 X—)
ATV a— LRy 7T w7 (158 X—0)
o A VR — MNEE (166 ~—2)
o f UAR— FEE (167 2—)
V)

o VAT LD (172 33
s REDOHIBE (175 2—)

NV TyTEETOIRE
UCS TD/\v I 7 v TDIE4E

Cisco UCS Manager 72573y 7 7w T Z2FATT HIGEE. VAT ARESERETIZEO—HD
AFyTFrvay bEERL, £EDOT7 7 ANV EFRy NT—2 EORGFNCZ 7 AR—FLET,
Cisco UCS Manager il L CH— NIZT —H 2NNy I 7 v 75 LT TEEHA,

Ny 7T v E, VAT ANEBHENTEEL TWAMICFEITTE X, Nv o7 v FHEET
. BET L= O OERIETPRIESNE T, N2 T v E, —"F IRy hU—
7 NI T4 o ZIIIRELEY A,

INV DTy TIREDEEEIE L HEEIE

Ny 7Ty THIEEARRR T D80T, ROZLZBRFLTIEIN,
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Rys7vren |
B ro7osrosasacressE

NG Ty TDEGR
Ny 7T TEFTE X, Cisco UCS Manager TRy 7 7 v 77 A Va7 AFR— T 5
Fy N =7 FEOSEEERIZ T AN E D LTI, RNy 27 v FEMEX R T v
Ty ANEBRETIHIZ LI O UL CEEEA,

N7y T IT74 I EEEZDETHEM

T ANHEERLRNWTAy 7T v TEIEZH/FATT 5 L. =N RIZT TITHFET D
7 7 A V) Cisco UCS Manager (IZ X > T EEXINET, BMFEORNY 7T v 7 77 A LM
FEXINDZOEERET DI, Ny I T v TEEND T 7 AN EEET D, BEFEO
77 ANERDOGFTICa = LET,

INYD T TOEBRDEAT
[ CHBATIC s L CHEEFEED NNy 7 7 v 72 F(T L, T AR—ITEET, Nv I T v
TEMEEBEFEITT BRI, NI T v E AT HERBLET, BINES 2D X912,
HOVEBFEONRNY I T v T T 7 ANVBEEESNRNE DT, 77 A NA DL 2 HELE
L/\iﬁqo

AT a—)ILNvyhH Ty T
HANI NN 7T v TEERER L, Ny 7T v 7 & FITT DR H £ THEBLIRIE & [
MOFEFFICLTEL Z EMNTEET, Cisco UCS Manager 1, /N 7 7 v T HAIEOEEIR
EREIMESNDET, N 77 v 7BE RIF. RET 7 A NVDT T AKR— M EFETL
FHA,

BNy TY T
BN I Ty FIIFEATTEER A

Full State /Ny 2 7 v TOES1L
IRAT — R P OWBEERN 7 VT TFARNTCZIAR—FEINBZ NI HIT,
Full State /N> 7 7 v I3 5L S E T,

Ny GT7yTRY)O—EREIIVAR—FRYS—DFSM 2R

[Policy Backup & Export] % 7 C [Backup Policy] & [Config Export Policy] D i 5 & &% 7E L |
W HFDORY —IZRUAA N ZEFEHT S &, CiscoUCS Manageri3: [Backup Configuration]
N=VTIOONY I Ty TREDHBEAFL L TR EDOX A7 2 FEITLET, ThEho
AU —FITT, HED FSM Z A7 1 3AE LA,

ARV —MERID FSM # A7 L7225 £ 5129 5121k, AT 5 DNS —NIZ[E T
FTP/TFTP/SCP/SFTP ¥ — R ZI5T L HIWCHE A ML= A U T A EER L, RIZ, 1IN T T v
THRYO—=IZ1OOFRA NAZMEH L, RELY AR— bk R O—IZHIOKRA N & Al
ALET,
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| "vo7yTesEn
Ryo 7y FREE A vfi— rarcpEL1—v o—L [

NV Ty T 4 oR— MEEICELR - O—
)L

Ny 7T v TEEEA U BR— MEZIER L, EITT 5123, BBl — L 2Ro2—F T a0
M RBETT,

INY DTy TEREDERK

4R SRS
Ny T T F—="DIPVET FLURAEIZFIPVe 7 FL ALK ORGEY LT v v L2 HUfG L
£,
FIr
ARV RFERERT IV a Y E:p)
ZFw 71 |UCS-A# scope system VAT ' FERMLET,

A Fw 72 |UCS-A /system # create backup URL | X 77 o FHEAERVER LET, ROV
backup-type{disabled | enabled} PR HER L TRy 77 > 73
577 AND URL Z#48E L E T,

* ftp:// username@hostname [ path

* scp:// username@hostname [ path

* sftp:// username@hostname | path

* tftp:// hostname : port-num | path
backup-type 51321, IROWT 0D
EafRETE £7,

+ all-configuration : H— /B53H
777V 7B, AT LBEEO
REENY I T v T LET,

logical-configuration : 7 7 7'V
IBIOY—ER Ta77ALD
BREDOREE N 7T v 7 LET,

system-configuration : > A7 AR
BOREZ Ny 7T v 7 LET,

full-state : = 4 A% U H YD
7292 Full State N> 7 7 v 7% L
iTO
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Rys7vren |

ARV RFERETIVa Y

B8

GE) « Full State /N> 7 7 v
7T ANEA
N— MEREALEH L
TAVHR—FTEE
A, ZHIE,
777V A
H—axy NOBRE
EEITLT HTZDIZD
HERENET,

Full State /N> 7 7
T T ANEFERHL
2B DI, Ny
IT T T AIND
T AR— hTD
AT NEFES—
TarEFTLTD
HY AT LEEITT
=FET,

BEDONR Y 7T TEERARF CEET
M. FARA NGO X 1 FREOBRES T
MMEFEENET,

enable X — 7 — R&fEH L7I2GG, Ny
77 v 7TEAEIE commit-buffer =1~
REANTHETICHEIFEITESNE

7. disable ¥ —7 — F&fiHT 5 &,

Ny 7Ty TERIETANC SN D £ THE
ITSNEREA, N 77T v THIEEER)
2T DA, Ny 7Ty TEEEERT
HEXIMERALIZAA N ERET D
ERH Y ET,

ATvT3

UCS-A /system # commit-buffer

N rvarEaly bLET,

1

WORFITIL, WA N4 host35 [Zx13 5 disabled all-configuration /3~ 7 7 7 B /E & {E
L, ¥ rvariealy b5 hEERLET,

UCS-A# scope system
UCS-A /system* # create backup scp://user@host35/backups/all-config9.bak all-configuration

disabled
Password:

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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nyy7yTaozs [

UCS-A /system* # commit-buffer
UCS-A /system #

Ny DTy TRIEDELT

FIE

ARV RERET7TI 3y B#Y
Z 5w 71 |UCS-A# scope system VAT A E— REBGLET,

R 72 | UCS-A /system# scope backup hostmame |15 LT-7 R A NG TY AT AN 7T
70 t— F‘%F’ﬂﬁébi—g«o

Z 5w 73| UCS-A /system/backup # enable Ny 7T v TEEERDCLET,

(G¥)  FTP, SCP, SFTP ZfiH 4 %
Ny 7Ty TERETIE, SR
T —RDOANN%ERDBIVE
T, hTr¥rvarvika
Iy FTORNIANAY — R&
ANLET,

AT 7 4 |UCS-A /system/backup # commit-buffer | NS %7 302233 v N LET,

il

WIZ, host35 LW I Ny 7Ty TEEZAMICL, SCP 7'u ha/LbD/RAT — K& A
N, v rvavazaly b o612 R"LET,

UCS-A# scope system

UCS-A /system # scope backup host35

UCS-A /system/backup # enable

Password:

UCS-A /system/backup* # commit-buffer
UCS-A /system/backup #

NI Ty TIRIEODER
N0 T v TBEZEELT, IOy I T T XA TDT7 7 A4 NEEDGFNREFE LD,
HIONRY I T 9T T7ANNEEE SNV T 7 ANALEZER LD THZ LN TEE
—é—O
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FIE

Nuo7yTetr |

ARV RFERRTI Y

E[:)

ATy T

UCS-A# scope system

\:/X?A £ — F%Fﬁﬁébjﬁj‘o

ATvT2

UCS-A /system # scope backup hostname

Ty R LT

ATvT3

(&)
disable

UCS-A /system/backup #

Koo H T aroaIy Mg Ay
77y TEEN BEIIZFEIT S e
KT 2oz, A>T D
Ny 7Ty TEAEZ BN L ET,

ATvT4

(&) UCS-A /system/backup # enable

vV varEaly hTbE,
72BNy 7T v TEENRFEITSN
HE ol LET,

ATvTh

(f:E) UCS-A /system/backup # set
descr description

Ny 7Ty TERIEOBM ZHEE L%
‘a‘o

GE)  BHNCAR—R | FRERSCF
FlRITAFANEENTND
St ORI fF %
FBRERHY 3, 51H
L. show =<2 FH D
BT 4 — L RIZIXFE RS

FHEA

ATvT6

(fEE) UCS-A /system/backup # set
protocol {ftp | scp | sftp | tftp}

JE— F =L OBERICHEHTS
7 harEEELET,

ATy T17

(fIE) UCS-A /system/backup # set
remote-file filename

N DT TTHHRET 7 A VDL
ZREELET,

ATvT8

(&) UCS-A /system/backup # set
type backup-type

BT 20 27 T 77 A NVDHA
TEREELET, backup-type 55T

X, ROWTNOEEZFRETE £

—§—O

s all-configuration : H—/ BE,
777Uy 7B, AT LRE
DEEHE NI T v T LET,

* logical-configuration : 7 7 7' VU v
IBLIOY—ERATBT 7 A LD
BEOREL NNy 77 v LE
7o
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nyy7yaknzE [

ARV FFEREETIVa Yy

E:)

* system-configuration : > 27 AR
HOREZENNy 7T v 7T LET,

e full-state : = 4 A U AU D
729IZFullState /N> 7 7w 7% L
*9,

GE) e Full State N 7 7 >
7T AL
R— MEREREER L
TAVAR—FTEE
T, TiLHIE,
77T Vv I A
X —axy FOERTE
EEILT HTDITD
HEHSNET,

Full State /X~ 7 7
T ANERMRAL
LT DI, Ny
TT T T AND
T AR— hED Y
AT L ERL/N—
VarEFTLTD
LY AT LEEITLT
xFET,

ATvT9

(fI=&) UCS-A /system/backup # set
preserve-pooled-values {no | yes}

vHBA WWPN, vNIC MAC, WWNN,
UUID 72 £, 7=/ Bl &7z ID
EWAENRY 7T v T TIRFETDE D
ERELET,

ATy 710

(&) UCS-A /system/backup # set
user username

VAT ANBY F— hY—Dnr s A
NS DEMEDDH D a—VL a2 R
ELET, ZOFIEK, TFTP7'1 k=
NEMERT2HAICTEHE S EY
oo

ATvIN

(&) UCS-A /system/backup # set
password

Enter ¥ — %3 L XRTU—F%EA
NTd LTI NET,

UE—h P —RO2—FLZLDI/RNAT —
RERELET, ZOFIEL, TFTP Y
2 kaEfEHTA5E A S
FHA,
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Ny o7y TEER

ARV FFEREETIVa Yy

S

ATvT12

UCS-A /system/backup # commit-buffer

oY rvarvezaly bLET,

il
wIZ,

FHEHZ B, host35 Ny 7 7 v 7 EO T ha, a—H4 . BLUOVIX

U—RaZHL, NI rvarzaly MaflaRLET,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
Password:

UCS-A /system/backup* #
UCS-A /system/backup* #

/system # scope backup host35
/system/backup # set descr "This is a backup operation for host35."
/system/backup* #
/system/backup* #
/system/backup* #

set protocol sftp
set user UserName32
set password

commit-buffer

UCS-A /system #

N DTy TIREDHEIR

FIE

set preserve-pooled-values no

AU RFERETOVa Y

B8

&

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # delete backup /ostname

FELLEARA DNy 7T > THNE%
HIER L E9,

ATvT3

UCS-A /system # commit-buffer

NI YrvarEaly bLET,

il

RIZ, host3S LWVIRA MOy 7 T TERIEEHIBRL, " ¥rvarvkaly
N BB AR LET,

UCs-A# scope system

UCs-A /system # delete backup host35
UCS-A /system* # commit-buffer

UCS-A /system #

REa—)LiIN\vHFyT

WDEAT DN T T T oAl 2—195 892 CiscoUCSIZARY —%RETEET,
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Ny 7T a47 .

* Full State

+ All Configuration

MR AT ORI T v TIIAT Y 2a—LTEFER A,

NI T T RAT

Cisco UCS Manager 35 & O Cisco UCS Central TiZ, RO X A T D 77 v 7T % 1 DLLEFELT
TEET,

 [Full state] : Y AT LA BIEKDAF v T ay "BREENDI LT T A0, ZONRy T
Ty EVERSNEZT7 7 ANEFRH LT, T4 AZ VBRIV AT A%&EITLT
XET, TOT7ANMIKY, DT 7TV v I A F—axy N ETREELEILETIZ

HETxET, Fo, o777V v I A0 F—axy NETHREEZHNTHZEHT
EFET, TOT AT, AR —MIIEATETEE A,

A\

GE)  FullState Nv 77 v 7 T7ANEFER LGSO, Ny
T T FAINDITT AR— hnw/XTAkHLAwVaV%
EITLTWAB VAT AEE T TEET,

* [All configuration] : T X TD I AT LAGKE LB ENZENDL XML Y7 7 A /v, ZD/\y
IT LV AER SN 7 ANVEFEHALT, INLOREEZTLOT 7T Vv T AV
Z—ax ) NEREFRO7 77V 7 £ F—axy MR- TEET, ZOT77
ANE, VAT AOEFRIZIIMFEHATEEYA, 2077 A NI, B— D AEIEEI N
2—HFDNRAT— RIEFENET A,

* [System configuration] : = —H%4, @—/L B — AR EDTXTOUAT ARENE E1
H5XML 77 AN, ZONy T TRV ERSNTZT 7 A VEFALT, ZnbOR

EETLDT 77 Vw7 A F—axy NEFMNOT7 77V v 7 A F—axy MNIA
UR—=FTEET, ZOT A ML, VAT LOETITITMEHTE EE A,

* [Logical configuration] : #—t & 7’117 7 A /L, VLAN, VSAN, 7—/L KU —7/r LD
FTRTOMBRENZEND XML 7 7 A /by ZONRNy 7T v XD ERSNTZT 74
NERLT, TRNODOREEZTD 7 77V v 7 A F—axy NERIEFHOT7 77 >
JAE—=aXy MIA VR—FTEET, ZOT7 7 A ML VAT LOETITIIMEM T
TEHA,

Full State /\v o 7w J K1) —
Full State Nw 7 7 v 7RI —2FEHTHE, VAT LABEDORAF v T3y NOEMIL

FullState N 7 7 v 72 AP a—)L 35 Z LN T&E T, FullState /N> 7 7 v 7 %47 5 R
WX, BELL, WELL, FRIEEBEA CRETE ET,
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. FullState /Xy 7 v TR —DERTE

Rys7vren |

Cisco UCS Manager I%, VE— K b= EDNRY I T o7 T3 A NVDERKRKE MR LET,
maxfiles /X7 A — % [X, Cisco UCS Manager % Cisco UCS Central |28k % & XTI E
9, maxfiles 737 A — & |3 Cisco UCS Central T —HFNFETE 5,37 A —H& T, Cisco UCS
Central ICIRTFT DN I T o7 77 ANVOEEFHIT L £,

Cisco UCS Manager 7° Cisco UCS Central (IZB RSN TE LT, 2—FNVE—F NI T v
Y=Y I T T 77 ANERELTWDHE,
ManageriZ L > TEEINEHA, VE— b~ OV — NEFHEX, 74 A7 EHAREZEN
LRI T T TrANOa—Trya w20, LWy 7T v 7 757 A VHOMER
R T DMENH Y £7,

FullState /Ny o 7w T R O—DHETFE

1R BRI

Ny 7T w7 7 7 A W Cisco UCS

Ny T T H—"DIPvd T RLAEILIPv6 7 RLZAB IO LT ooy L2 B L

£7,

FIE

ARV RFERETI Y

E:)

ATy T

UCS-A# scope org org-name

fRE Lok O ET— FICAD &
I — MHEE— N2 BT 51
X, / % org-name & L TASILET,

ATy T2

UCS-A /org # scope backup-policy default

All Configuration =27 AR — k ARV v —
T— NZBHLET,

ATvT3

UCS-A /org/backup-policy # set hostname
{hostname | ip-addr | ip6-addr}

Ny 7T 7R =B E T
DGFTORA NG, IPv4 E 721X IPv6 7
FL2AZEELET, Zhidix, —
N, AL =T LA, a—hV KT
A7, FlF 77TV A —2
X7 "B F Y NT—IRBTT 7R
AREZAEE DB A I [FEE AR AT 4
TRERHY ET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F



| "vo7yTesEn

Full State /v 5 7 v 7 KU o —0&E [

ARV FFEREETIVa Yy

E:)

GE) IPv4 2 IPv6 7 K L AT/
SRR M EHERT 254,
DNS % — &R E T 2 BN
HV F9, CiscoUCS FAA
> 7 Cisco UCS Central (2%
73V (I GAVAQAV/ANI= 3 ¢
DNS ZHE [local] IZF%E =
NTWABEAETX, Cisco UCS
Manager C DNS - — /3% 3% iE
LF9, CiscoUCS RAA v
23 Cisco UCS Central {2 8§k
AUTUWT, DNS HELN
[global] IZF%E STV 55
&%, Cisco UCS Central C
DNS —_ZREL 7T,

ATvT4

UCS-A /org/backup-policy # set protocol
{ftp | scp | sftp | tftp}

UE— Y=L OBERIIHEHT 2
o halvEEELET,

ATvTh

UCS-A /org/backup-policy # set user
username

VAT AN F— hY—~Dr T A
NIRRTV EOSH D2 — 4 %R
ELET, ZOFIAIL, TFTP 7' 1 k=
NEMAT 2 SEIITEH S EYE
oo

ATvT6

UCS-A /system/backup-policy # set
password

Enter ¥—% 4L, AT—R%EA
NTzErREnEzT,

JE— =D —HFLONRAT —
FE2FRELEY, ZOFIEIL, TFTP Y
0 haEFERT LA S
FHA,

ATy T17

UCS-A /system/backup-policy # set
remote-file filename

Ny I T T T AINDTIVINA %R
ELET, 207 4—KiZiX, 77
ANGHENRAREEDDH LN TEE
T T ANLERETDE, Ny
Ty TFMEIC L ST, T A NICLATHT
NEY B THNET,

ATvT8

UCS-A /system/backup-policy # set
adminstate {disabled | enabled}

WY —OFEHREEZEELET, K
DTN T,
* enabled : Cisco UCS Manager (4,

[Schedule] 7 4 —/v K CfeE & iz
AV a—)VEMHL TNy 7

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV FFEREETIVa Yy

S

Ty T Ty ANET T AR—FL
£
* disabled : Cisco UCS Manager 1%

Tr7ANETT AR—FLEE
%\Jo

ATvT9

UCS-A /system/backup-policy # set
schedule {daily | weekly | bi-weekly}

CiscoUCS Manager 733y 7 7 > 7/ 7 7
A NaT ) AR— T OBEEREL
S

ATy 710

UCS-A /system/backup-policy # set descr
description

Ny 7T o7 R) T —DOHHERTE L
ij‘o

256 LFLAFCTANILET, [EEDOX
FELIFAN—ZAZHHATEES, =
7ZL. (TR L\ (XY
JATya) (N (v Ty

B oo (ZESIHF) = (FE)
> (K7ev) . < UhZeb) | £2iZ
"(—ESIAM) A TE AL

ATvIN

UCS-A /backup-policy # commit-buffer

Noo¥rvarvezaly bLET,

il

WOFITIX, BEMNONRY 7T v 7O d Full State /N 7 7 v 7 R S —ZERIE

L. hov¥rvarviaaly b5 EERLET,

UCS-A# scope org /

UCS-A
UCs-A
UCS-A
UCS-A
UCS-A
Password:
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A

/backup-policy*
/backup-policy*
/backup-policy*
/backup-policy*
/backup-policy*
/backup-policy #

/org # scope backup-policy default

/org/backup-policy # set hostname host35
/org/backup-policy* #
/org/backup-policy* #
/backup-policy*

set protocol scp
set user UserName32
# set password

# set
# set adminstate enabled
# set schedule weekly

# set
#

commit-buffer

remote-file /backups/full-statel.bak

descr "This is a full state weekly backup.”

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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All Configuration T4 X7R— k 7R1) O —DERE

1R BRI

All Configuration T X7R— b R L —DEEE .

Ny T T H—_"DIPvd 7 RLAETIZIPv6 7 RLZAB IO LT oo vy L2 S L

£,

FIE

ARV EFERETIVa Yy

S

&

UCS-A# scope org org-name

A LICMOBET— FIZAY %
T, — MEE— FZBRtaT 21
I, / % org-name £ LCTAJILET,

ATy T2

UCS-A /org # scope cfg-export-policy
default

All Configuration =727 AR — k AR Y 2r—
E—RFERBLET,

ATvT3

UCS-A /org/cfg-export-policy # set
hostname {/ostname | ip-addr | ip6-addr}

LT 4 K2l —a T AN
MSNTNWDEIOARA N4, 1Pv4 £
72X IPv6e 7 RLAEZFRELE T, Zh
Wi, =, AL =T T LA,
O—HN RIAT, FlF777 0 v
JAUHE—ax T ERRy RU—T %
HMT7 7 2 ARRERTEOGAEY /#F
KIABAT 4TI ERHY £,

GE)  IPv4X°IPv6 7 KL A Tid7e
AR M EHERT 54,
DNS % — &R E T 2 BN
HV E£79, CiscoUCS RAA
> 7 Cisco UCS Central (Z%¢
F73eY (M GAVAQAV/AN= 3 el 8
DNS & HE2 [local] IZF%E =
NTWBEEIX, Cisco UCS
Manager C DNS H— /N %38 7E
L7, CiscoUCS RAA
23 Cisco UCS Central {28 fk
AUTUWT, DNS HEAN
[global] IZFXE STV 55
A%, Cisco UCS Central
DNS —_ZRE L7,

ATvT4

UCS A/org/cfg-export-policy # set
protocol {ftp |scp [sftp |tftp\\

UE— h Y=L OBERHIHEHT 2
o halvEEELET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV FFEREETIVa Yy

S

ATy TH

UCS-A /org/cfg-export-policy # set user
username

VAT LAWY E— R spu s A
ANEHTHIVEDSH D2 —F 4 %48
ELET, ZOFIAIX, TFTP 7' 2 k=
NEFATHHEAICITEE ST
g

ATvT6

UCS-A /system/cfg-export-policy # set
password

Enter ¥—% M9 &, NAT—F&EA
Ak AR R =% 4 = B

JE— kP — RO —PLDI/NA T —
FEfELEd, ZOFIEE, TFTP
o havEERHT A5GEICIdEA S
FH A,

ATy T17

UCS-A /system/cfg-export-policy # set
remote-file filename

T AR— Iy 7 4 X2 b—
ar I rANDINNAEIEELE
T, ZDO7 44— RIZiX, 7rAV4
ERRAEEDDHZENTEET, 77
ANGZERETDE, NI T v TP
NHIZ Z > T, 77 A NMZARINED Y
THNET,

ATvT8

UCS-A /system/cfg-export-policy # set
adminstate {disabled | enabled}

R —OEBREEZEELET, K
OWFTITR Y £,

* enabled : Cisco UCS Manager /3,

[Schedule] 7 f —/v K CHE S iz
RV a— A LT E R
B AR—FLET,

« disabled : Cisco UCS Manager (%1%
WExT s AR—FLEHA,

ATvT9

UCS-A /system/cfg-export-policy # set
schedule {daily | weekly | bi-weekly}

Cisco UCS Manager 235% iE [H# & = 7 A
N— T HHEZEELET,

ATy 710

UCS-A /system/cfg-export-policy # set
descr description

a7 4 X2l —Ta Ty AR— b
RN —DFAZEE L £,

256 XFLUUFTCANLET, fFEDOX
FELIFAN—2BEATEET, =
Pl (FrerraEs) )\ (RN
JATyva) N (¥ Ty

b oo (CESIUAF) = (FR)
> (K720) . < Uheb) | X
" (—EIHMA) IEHTE A,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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All Configuration T4 R7K— k K1) > — .

ARV RFERETI Y S

A7 711 | UCS-A /efg-export-policy # N s varEaly bLET,
commit-buffer

il

WORFITIL, WHENLO/Ny 7T v 7 Di=Hd All Configuration =7 AR— K KUY 2—
EREL, b s varvEzaly NTAHEERLET,

UCS-A# scope org /

UCS-A /org # scope cfg-export-policy default

UCS-A /org/cfg-export-policy # set hostname host35

UCS-A /org/cfg-export-policy* # set protocol scp

UCS-A /org/cfg-export-policy* # set user UserName32

UCS-A /cfg-export-policy* # set password

Password:

UCS-A /cfg-export-policy* # set remote-file /backups/all-config9.bak
UCS-A /cfg-export-policy* # set adminstate enabled

UCS-A /cfg-export-policy* # set schedule weekly

UCS-A /cfg-export-policy* # set descr "This is an all configuration backup."
UCS-A /cfg-export-policy* # commit-buffer

UCS-A /cfg-export-policy #

All Configuration T4 X7 R— k 7R1) & —

All Configuration /N 7 7 v 7 iR Y L —"TlE, EHIRNY 77 v TH2 AT a— L, T
TOVAT LRELMBREL T AR—FTEET, ZONY 7T v 7L, = LREGEE
SN —HFORAT— RIEENER A, All Configuration /N 7 7 v 7 %47 5 lf@lx, H
L, REAL, E7IIREBEM TRETE 75,

CiscoUCSIE, VE—bFH—NEDODNRY I T T 77 A NORKBEHEFLET, ZOHERE
z25&E, CiscoUCS Tl bE WAy I T v 77 A VE EEXLET,

NI TYTITHORR—FDHBEFEIIA VT DHETE

FIE

AU RFERETIVa Y =)

AT 71| UCS-A# scope org org-name FRE Lok O EET— FIZAD £,
Jb— MEREE— FZ2BMT 212, /1%
org-name & L CASILET,

AT 72| UCS-A /org # scope backup-exp-policy Ny I T T AR— FRERY >—
E— NEBABLET,

X v 7 3 | UCS-A /org/backup-exp-policy # show DR 7T > | AR— DK
ERY v —2FRLET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV RFEREET7TOVa Y BHY
25 7 4 | UCS-A forg/backup-exp-policy # set AU L — DEIRIEAEE LET, KD
adminstate {disable | enable} WERMICAR Y E9,

« enable : Cisco UCS Manager |%. &
E SRR Ny 77 > 70832
ITSNBRNGRICT T —&EE L E
R

« disable : Cisco UCS Manager I%. &
TESIZHIRINIC Ny 7 7 735
Ta3ne< T 7 —ZEH L EH

/Vo
R w 75 | UCS-A /org/backup-exp-policy # set Ny 7T v THEITH LHEHMENAHET
frequency Number of Days DOEEETELET, 1~365 DA
ANTLET, 774/ MEIL 30 HFT
7
AT 7 6 | UCS-A /org/backup-exp-policy # N H s varyEaly bLET,

commit-buffer

51
W, BIEDONy 0T v P/ AR—FORERY O —ZMR L., UV~ A ZOHEE
EEEL, hTUoY s varEay bTAHIEZRLET,

UCS-A# scope org /

UCS-A /org # scope backup-exp-policy

UCS-A /org/backup-exp-policy # set frequency 5
UCS-A /org/backup-exp-policy* # commit-buffer
UCS-A /org/backup-exp-policy #

1 VIR— Mgk
A VR— b

WONWT PO FIEIZL Y | CiscoUCS Z LTV AT AFKELZA VAR— ML TT v 75—k
TEET,

emerge : { VAR— FEN7ZaLr 74X al—ar 77 LOEHIT, BFEOREFRRE
s ET, HERE B LRWVWEAIE, A v FR—bEhlary 74 FXaL—var 7y
A VDR T Cisco UCS KA A DIEHRN EEEX ESNET,

e replace : HIIEORTIEWN., A v FR—bhENizar 74 X2l —Tay 77 A LDER
T—EIZ 1 2O4T V=7 MZOWTEESHRIONET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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1ot—rzz |

A4 UiR— FEEE

CiscoUCS b7 AR— b E&Nizary 7 4Xal—val 77 A 0VEA VR—FT&ET,
77 AL, B CiscoUCS WO 7 AR — R ENT-HLDOTHAVETH Y FH A,

\}

GE) oV ) —2AnE FOU YV —R IR EEZA LV R— T A2 LIZTEXEEAL

A UR— MEREIZ, T R_TOa v 74Xal—vary 770, VAT AT 4 FX¥al—
var 7rAN, BXUOGEa L 74Xl — gy Iy A NLVTHEATEET, AR —F
X, VAT LANRT v ARET, BETOBRESICETTEET, £ R — MMEIC L - THEHRM
EEINDLIDIE, BERSL— P TE, 4 VR — MUMECL > TIThN g —HOEER (—
ANIZED B THENT WICIZRTD2ERRE) 12X, =D Y T —bERII T T 4 v 7
R 2 MOEER TOND ZERH Y £T,

A VR—= MMEZA V2=V TEEHA, R0, A4 VU R— MMEZRTD > TER L, 0
A UR— D OFATHEEHHE S £ TEIRBELZ IO EFICL THB Z LT TEE T, CiscoUCS
1L, BERENANCRESNDSET, a7 4FXalb—a vy 77 ALK LTA R —h
BEZFAT L E R A,

A UBE—MRIEL, 2074 X2l —Yar RNl TS T A NEREGETIEHTTEIC I
DU CE AL

A4 vik— MRIEDERL

FullState Xv 7 7 v 77 A NMFIA VAR—FTEEHEARDI L T 4 F a2l —ary 771
AOWTNEL A VR— b T&EET,

* All Configuration
* System Configuration

* Logical Configuration

I8 BRI
a7 4 FXal—vary Ty NEL A= T HITE, ROBERZNELET,
R I T T —ROIPT FLABIOEIEZ LT v ¥ b

NI T T T 7 ANOEEER

FIE

ARV RFERERTI VA Y E]:3]

ZFw 71 |UCS-A# scope system VAT N ET— REBLET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV RFERETIVa Y

B8

ATv T2

UCS-A /system # create import-config
URL {disabled | enabled} {merge | replace}

A vR— MREZER L ET, IROWT
NOOHELEFEHALTA VR— a5
77 AL® URL #HEELET,

* ftp:// username@hostname | path
* scp:// username@hostname [ path
* sftp:// username@hostname | path

o tftp:// hostname : port-num | path

BEDOA R — MEERFETE ET
D, AR A RO E VREAOBRIEZ S
BRFSNET,

enable X — 7 — R&fif L7254,

v AR— NEEIX commit-buffer =~ >
NEANTHETICHEIFERITSNE
9, disable ¥— U — F&fEifHT 5 &,
A VR — MREIIANC SN D F TET
SHERA, AR — MNEEZAEDCT
%6, A VAR — MREERERT D & &
W L72AR A M2 ET 203D H
nET,

merge X — 7V — N&EfEHT5 L. &E
THHRPEFOEHR E~— SNET, B
BT 6. BUED T AT A EOEH
W, A VR— MRET 7 A4 VHADIERIZ
EEH|Z OIET, replace ¥—U— K
TS E, VAT AIEA UR— MR
EZ77ANVNOEAT V=7 N aETtE
L, BiffOar7 4 Falb—ra  HNO
RIGTHA T2 b EEXLET,

ATvT3

(ff) UCS-A /system/import-config#
set descr description

A AR —= MREOBHETRAL 7,

GE) AN A= FEERICE,
FITAREERDBEEN TN D
B, S ORI G %
T o0ERH Y £3, 51H
X, show 2~ KA DL
BHZ ¢ — RIZiZEREINE
A,

ATV

UCS-A /system/import-config #
commit-buffer

N YrvarEaly FLET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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il

1 vti—riptroxi [l

WOBNL, BIEODa L 7 4 X2l — g U EEIHZ HEINIREDO R R M4 host35 O
A4 R— MRERER L., P rvarEaIy FLET,

UCS-A# scope system
UCS-A /system* # create import-config scp://user@host35/backups/all-config9.bak disabled

replace
Password:

UCS-A /system/import-config* # commit-buffer
UCS-A /system/import-config #

A4 R— MEEDRTT

FullState X 7 7 v 77 A WA VAR — b TEEEARDZ L T 4 X2 b —vay 774
LONWTREA R— T ET,

+ All Configuration

* System Configuration

* Logical Configuration

FIE

AV RFEEETIVa Y

E]:)

&M

UCS-A# scope system

VAT A ET— REBBLET,

ATvT2

UCS-A /system # scope import-config
hostname

RELIEARA M TY AT LN I T Y
7 ®— NZRthLE T,

ATvT3

UCS-A /system/import-config # enable

A VIR— MEEZADICLET

ATvT4

UCS-A /system/import-config #
commit-buffer

N ¥rvarEaly bLET,

1

WIZ, host35 LW IR A AT LA v AR— MEEEBIZL, NS HFriar%k
aIy M5 RLET,

UCS-A# scope system

UCS-A /system # scope import-config host35
UCS-A /system/import-config # enable

UCS-A /system/import-config* # commit-buffer
UCS-A /system/import-config #

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV FFEREETIVa Yy
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&

UCS-A# scope system

VAT A ET—RFERBLET,

ATvT2

UCS-A /system # scope import-config
hostname

BELEERA M TUAT LA VR—
harv74¥al—aryEv—FKaH
WBLET,

ATvT3

(&)
disable

UCS-A /system/import-config #

NV aroasy MERZA
A— NEREDNBEBIICE TSRO K
T HDIT, Ao TWnHA
VIR— NREE N L E T,

ATvT4

(&)

enable

UCS-A /system/import-config #

f:fit)&:/]) ,‘/ﬂ:o»—- ]\%EéﬁEZﬁgﬂ%??éhé
EolcLEd,

ATvT5

(fEE) UCS-A /system/import-config #
set action {merge | replace}

A VR — MREIZHEAT 2R OWT
MOT 7 ar A TEBELET,

* Merge : it E 15 MO EEAF O H &

~—YINET, FHEETIHHEE.
BAED Y AT b EOIERMN, A~
R— MNREZ 7 A NVHNOERIZE
XX ONET,

*Replace : 1 > R— FRET 7 A
NMNNDOEF TV 27 SRR E
., BUEDOBRENOKRIET B4
V7 MIbEEZINET,

ATvT6

(fEE) UCS-A /system/import-config #
set descr  description

A IR — MMEOFHZTLA L E T,

GE)  BHNC A=A RRERSCE
FRITAFRNEENLTND
YA, ORIz s g%
T 0ERHY £3, 5IH
%X, show 2~ R D
AT =L RIZIEER RSN
FHEA,

ATy T17

(fEE) UCS-A /system/import-config #
set password

Enter ¥ — %3 L XRTU—F%EA
NTH LI EINET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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1 viti— g0z i

avY RFEEET7YVa Y B

JE—h P —RO2—FLZLD/RAT —
KEfELET, ZOFIEL, TFTPY
a ha BRI 5 EICITEAE S
FEA,

(GE¥)  Cisco UCS Manager Tld, Z
DRAT— Ri3frfFanEd
o LTS T, A F—F
BAEZ AN L CTRIEBIZHE
T 5WmaxERE, 20X
U— Ra AT 20683H 0
A,

ATvT8 (fE:E) UCS-A /system/import-config# | U E— k% — L OWERFICHEHT 5
set protocol {ftp | scp | sftp | tftp} Zu haLERELE T,

ATv79 ({:E) UCS-A /system/import-config# | A > " — N T DHEKE T 7 A VDL %
set remote-file filename HBELET,

ATFv 710 | (fE&E) UCS-A /system/import-config# | > AT LN U E— h —_"~D1 7' A
set user username VNERATAMBEOH Ha—TL EE
ELET, ZOFNEZX, TFTP 7w =
NEAERT 25 AIiEl S h k&
Ao

X T w711 | UCS-A /system/import-config # NS rvarEaly FLET,
commit-buffer

il

Wz, BHZEM L, host35 £ AR — MMAEO R TU— K 7o har, BIO=z—
VEEERE L, bV o varvzaly ba0aRLET,

UCS-A# scope system

UCS-A /system # scope import-config host35

UCS-A /system/import-config # set descr "This is an import operation for host35."
UCS-A /system/import-config* # set password

Password:

UCS-A /system/import-config* # set protocol sftp

UCS-A /system/import-config* # set user jforlenz32

UCS-A /system/import-config* # commit-buffer

UCS-A /system/import-config #

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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1 vik— MREDHIBR

FIE
ARV RFERETIVa Y ]3]

Z 5w 71 |UCS-A# scope system VAT A E— RERBLET,

AT w 72 |UCS-A /system # delete import-config |57 L7=7/K A DA L R— FMRIEAEH]
hostname PrLET

R 5w 73 |UCS-A /system # commit-buffer NI Y s varEaly bLET,

1

WIZ, host35 E W RA MDA ih— MEEZHIBRL, b ¥ I varvwEaly
M 262~ LET,

UCs-A# scope system

UCS-A /system # delete import-config host35
UCS-A /system* # commit-buffer

UCS-A /system #

AT LDET

\}

ZOETREREIL. T4 AZ VANV TEET,

CiscoUCS B/ AR — h ENT-HEFEED Full State /S 7T v T 7 A )bV AT LiRIE
ZETLTEET, ZO77AME, HILTTHY AT A LEDCiscoUCS b7 ZR— k&
LOTHRS THENEVERA, OV AT EANST I AR— SN I T T 77 A VE
FEHLCTETT2HA,. 777 Vv s Ao X —axy b, =N THTX BIOIO=E
Va—/VERITFEX #ka a0 T, U ERIZFEDO Y AT AREB L UN— R =7 2 FF
DVATLEFHT L EHRLET, N R =T ERIE VAT AREN —H LW
E. B SNV AT ANERITIIME LN ENH Y £T, 200V AT LADI0OFTY 2 —
N T EITT—REICA =B & 256, HIoBERICY vy — Y 03— EidE
D7 AGB L ET,

Z OEJTHEREIZ. Full State N 7 7 w7 7 7 A M EHATE £9, FullState N> 7 7 v
T I 7ANFA R — P TEEE A, Eld, I AT L8y N Ty TEITLET, &
FNZDOWTIE, #2495 [Cisco UCS Central Installation and Upgrade Guide) %2R L TL 12
AN

G¥)

Full State /X 77 v 7 7 7 A VEMA LTIZGEICDH, Ny 0T v 7T T3 A NDT AR—
ROV AT LER U=V a v EFITLTWVWDA VAT AEZEILTEET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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779Uy 4va—axy rogEogx [

27U 408 —a%T FOEBEDET

&
2ATFw T2

ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8

N DT T T7ANDET AR—=FEDV AT LER U= g VEFITLTND VAT A
LT DL, FullState Xw 7 7T v Ty ANEFHTHIZEEMHELET, ALY U—
A N UOEETH, FulState Ny 7 7 v 72 FEH LTV AT LAEBEILTEET, L2
X, VU —R21Ba)ZEITLTND AT A BAERK L7z FullState /N 7 7w & LT,
VY—=221B3D) ZF(TTHV AT L EEILTEET,

VSAN F721% VLAN % EDORBEE BT 2121, Ny 7 T v TR T T4~ 7770 w7
AH—aRxI N ChHoTT7 7T VI A F—axy NTRY I T v 7% BT 208015
nET,

1R BRI

VAT LAREREITT DI ROFHREIEL £7,

e T TV A E—ax g MEER—FDIPVAT RL ALY T2y v w27 F770Z
IPv6 7 RLA LT LT 4 w7 R

e T 7NV KN F—=F T2 ADIPvAT RLUAEILIPv6 7 KL A
Ny I TP —_DOIPvd T FLAEIZIPV6 7 LA LRI LT o v L

« Full State /X v 7 7 v 7 7 7 A VD52 2ER4
A\

GE) AT ALEEILTHIZIE, FullState2 > 7 4 ¥l —v a7y
ANSDT JEARKETT, TOMDEATDar 7 4F =
L—ay 74NN I T o7 77 AV TlE, VAT L%
B\ILTEERHA,

FIE

ay =) R— MIERELET,

Ty TV A F—ary EREFTOHREIEF I LET,

Tr7 7V A F—axy ST — T HE. Power On Self-Test D A v —UNERI N
£

A VA= FFA T 77 M console & AT LET,

restore & A7) L C, FullState N> 77 v 7Bk ELAE L LET,

y EAJILT, FullState Ny 7 7 v I nbEILTHI EEMELET,

T 7V w7 A2 —axy hOEBR—FDIPT RLAE AN LET,

T 7V A H—axy NOEBKR— OV TRy h~vA7 AN LET,
TI7ANVKN =R T2 A DIPT RLRAEASLET,
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B o0 vs—axsronEnms

ATvT9

ATy 710
ATy TN

AT T12

NI T o7 a7 FXalb—vary 774 NVERETHIRICERT S, kOWTANDT
o harsa A LET,

* scp
* ftp
* tftp

* sftp

R P T T —_"OIPT7 RLRAEATTLET,
FullState N 7 7 v 77 A ND TN RABLIR T 7 A NVLE AN LET,

GE) FullState Ny 7 7 v 77 ANEHERHLIEZEEICOR, NI T v 774 )LDT
JAR—= R DLV AT HAER U A= g VEEITLTVWDE VAT AEEILTEET,

R I T T =N T IV BARATEDOa—TFLZ LA T—REATILET,

T7 7V I Ao B —aRxd "Ry 7T v P—iZu s AL, $§E S 7z Full State

NPT T T7ANDab—2 G L, VAT LAREEZEITLLET, 7T AIREDHE,
vHHEY) Ty TV A F—aRxy VBT ANEITHY EHA, EAXY T7T
Voo A —axy MU T — k925 L, CiscoUCSIZ7EBIZEDREE T T4~ 77
TV A —axy NERBEIEET,

£l

WIZ, FTP ZflH LT 20.10.20.10 D3> 7 7 » 7" H— 30 5 Biff S 4172 Backup.bak
T ANNPD VAT AREEE LT D0 2R LET,

Enter the configuration method. (console/gui) ? console

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? restore

NOTE:
To configure Fabric interconnect using a backup file on a remote server,
you will need to setup management interface.
The management interface will be re-configured (if necessary),
based on information stored in the backup file.

Continue to restore this Fabric interconnect from a backup file (yes/no) ? yes
Physical Switch Mgmt0O IPv4 address : 192.168.10.10

Physical Switch MgmtO IPv4 netmask : 255.255.255.0

IPv4 address of the default gateway : 192.168.10.1

Enter the protocol to get backup file (scp/ftp/tftp/sftp) ? scp

Enter the IP address of backup server: 20.10.20.10

Enter fully qualified backup file name: Backup.bak

Enter user ID: user
Enter password:
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Retrieved backup configuration file.
Configuration file - Ok

Cisco UCS 6100 Series Fabric Interconnect
UCS-A login:

% 7€ D HII bR
A

AR MERGAICROREELHIRL TSI, RELXHIBRT D &, RENZERICHIBRS N, v A
TAPKEEDRETY 77— LET, ZO%, NI T v 7 77 A IVNLRELE LT DL
FEOFREFVH AT L By NT v EFITTLHILENDH Y F7,

FIE

ARV RFERFTIVaY =)
25w 7 1|UCS-A# connect local-mgmt o — B VERE CLI 2B L E 5,

R T w72 | UCS-A(local-mgmt)# erase configuration | 3/ 2 Hf& L £ 4,

RIEDHIRZMERET D 7 1 7 M HR3FIR
SINFET, yes EANITHE, REF
HIBR S, VAT ARRBEDRETY
T—rLET,

1
Rz, BREZHIRT o627 L ET,

UCS-A# connect local-mgmt
UCS-A (local-mgmt) # erase configuration

All UCS configurations will be erased and system will reboot. Are you sure? (yes/no):
yes
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A=A T3y
CBMAART Y a— N AT ar (177 X—2)
BARTDa—I)LATLay

Ao a—)LDOYER

FIE
ARV RFFEERTIVa Y =)
Z T 71 |UCS-A# scope system VAT A ET— RERBLET,
R 5w 72 |UCS-A /system # create scheduler AV a—TFEER L, AT a—T
sched-name ET—FZBBLES,
R T w 73| UCS-A /system/scheduler # commit-buffer | N5 47> 5 % 2F AOZEICT
Ty hLET

1

W OF T, maintenancesched & WD ZRTD AV 2 —F EZEfk L., FF %73
a3y PLET,

UCS-A# scope system

UCS-A /system # create scheduler maintenancesched
UCS-A /system/scheduler* # commit-buffer

UCS-A /system/scheduler #

RDERY
AT a—= VDI BEANT AV AETNTIRD IR LAV A BER L ET,
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A2 —ILDITIRALFTH LU RDIER

FIE

Rroa—LtFvay |

ARV RFERETIVa Y

E:)

R w71 |UCS-A# scope system

VAT A ET— RERBLET,

AT 72 |UCS-A /system # scope schedule
sched-name

AT a—T VAT A E— REBHIEBL
i—a_o

R w 7 3 | UCS-A /system/scheduler # create
occurrence one-time occurrence-name

LA LTH LY ABERLET,

X T 7 4 | UCS-A /system/scheduler/one-time # set
date month day-of-month year hour
minute

DXV AEFATTHHREREL
ij_o

A7v 75| (fEF) UCS-A
/system/scheduler/one-time # set
concur-tasks {unlimited |
max-num-concur-tasks

ZDOF T L ADMNC RIEFFI TR RER &
AT DIRKREEFRELET,

AT DIRKRENCGETDHE, AV a—
SIIHLWE AT B AV 2— /LT B

(2. [minimum interval] 7" & /N7 ¢ TFX

E SRR L 9

ATv76| (fEF) UCS-A
/system/scheduler/one-time # set
max-duration {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds’}

TDAT D a— )V FH LV AEFETT
XHRERMEZHRELET, 2 THEE
S TZERINIC, Cisco UCS IZAIHEZR R
DL DAY 2 — ) VERBE AT 55T
LET,

ATy 71| ({EF) UCS-A
/system/scheduler/one-time # set
min-interval {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds}

AT AW LW AV LT AE T
AT DM O/ NEERE L T,

AT7v 78| (fEF) UCS-A
/system/scheduler/one-time # set proc-cap
{unlimited | max-num-of-tasks}

ZDF NV ADBNTFELTARES . AT
Va— VRESNIZH AT D R &R
ELET,

X T v 79| UCS-A /system/scheduler/one-time #
commit-buffer

NIV Ty a BV AT ADOREICD
Sy bPLET,
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il

2 oa—n~o@yELEH Lok [

ROFITIL, onetimemaint & WD ZRITD T % A A A L2 A% maintsched & V9 4,
AIDRF Y 2a—F B LET, £z, RFFEITH A7 OFRKEE SITREL., Btk

HiEZ 201144 H 1 H 11:00IZ3REL T,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCs-A

ARFTa—)L~ADiglY)

FIE

/system # scope scheduler maintsched
/system/scheduler # create occurrence one-time onetimemaint
/system/scheduler/one-time* # set date apr 1 2011 11 00
/system/scheduler/one-time* # set concur-tasks 5
/system/scheduler/one-time* # commit-buffer
/system/scheduler/one-time #

BRLADL U RDERK

rNZUH s arEaIy hLET,

ARV RFERETIa Y

=)

ATy T

UCS-A# scope system

VAT A ET— RERBLET,

ATy T2

UCS-A /system # scope schedule
sched-name

A a—T7 VAT AE— REBGL
iﬁ—o

ATv73

UCS-A /system/scheduler # create
occurrence recurring occurrence-name

IR LAB L RAEERLET,

ATvT4

({E&) UCS-A
/system/scheduler/recurring # set day
{even-day | every-day | friday | monday |
never | odd-day | saturday | sunday |
thursday | tuesday | wednesday}

CiscoUCS TZ DAY a— VDA
LA FATT AR 2R L £,

TN ETIE, 207 a7 4%
never |ZF%E I LTWVET,

ATy TH

(fEE) UCS-A
/system/scheduler/recurring # set hour
hour

ZDOA TV ANBRMRT DR ()
FiELET,

GE)  CiscoUCS 1%, I AEIZEL
TWRWEATEH, X3TDH
MR LA L R0
BIAALT-D LR L HICK T &
BET, LT BIERA
A% 1R, Rk R
% 3IGMICHEET 5 &, Cisco
UCSIZZ DA B L v A &4
11 BRZBRAE L £ 428, 59 4y
L 2Rl LTV W 11
ES59 3T LET,
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Rroa—LtFvay |

ARV FFEREETIVa Yy

S

ATvT6

(fEE) UCS-A
/system/scheduler/recurring # set minute
minute

DXV ANBET DR (4)
FHEELET,

ATy T1

(fEE) UCS-A
/system/scheduler/recurring # set
concur-tasks {unlimited |
max-num-concur-tasks

Z DA v ADMNZRIREFEIT RIHEZR
AT DR ERELET,

HRAT DERBICETDHE, AT
Va—TFH LWI AT AT Y a—
L3 B HNZ, [minimum interval] 7 & /X
T A CTRE SNIZREM TR L £
7T

ATvT8

(&) UCS-A
/system/scheduler/recurring # set
max-duration {none | num-of-hours
num-of-minutes  num-of-seconds}

DAY a— VI AEFLTT
XORERMERELET, 22T
TE S AL REENIZ, Cisco UCS (X FIHE
R L DAY 2 —NAEIRHE AT
T LET,

ATvT9

(fE&) UCSs-A
/system/scheduler/recurring # set
min-interval {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds}

CATFARHLWE A7 BT A
TR DR O/ NEERRE L E
‘a‘o

ATy 710

(fEE) UCS-A
/system/scheduler/recurring # set proc-cap
{unlimited | max-num-of-tasks}

DAV ADMIZEITRIRE R, A
TV a—VERTEINTZZ AT DK
FRELET,

ATvIN

UCS-A /system/scheduler/recurring #
commit-buffer

NPT a B AT ADREI
a3y bPLET,

1

K OFIE, maintsched & V5 A7 Y 2 — 7 |Z recurringmaint & W9 # DR LA L2 A
ZAERL L, RRFFETZ A7 ORKREZ SITREL, ZOF T L ADFETH ZEEH
CROE L, TR0 BRIGT 2 L ) KMz EL TR ¥ 7 arvzaliy b LE

j—‘o

UCS-A# scope system

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCs-A

/system # scope scheduler maintsched
/system/scheduler # create occurrence recurring recurringmaint
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring #

set hour 11
set minute 5

set day even-day

set concur-tasks 5
commit-buffer
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2ra—nhbnTvaqLtnLozolE ]

AT 21— DIT A LFTHL U ADEIR

TN AT Y 2= IBITOME—DFRITTHILEITE, TDOAFr Y 2 — V35778 L THK&
ESNET, ATV a—NARBATF AR —IZHEENTEY, ZORY —RNH—E R
TaT7 7 ANVCEHD B THENTWDEAE, =X 7 e 77 A VIZEEMT 6T S h—
WCRE T 2RE T OT 7T 4 BT IIRTE E A, RETOT 7T 4 BT 4 HIRETHIC
. DB A LT AV AFEITRO R LAV AZ AT Y 2 —)/VZBNT 208X H Y F

ED
FIE
ARV EFERERT IV a Y El:y
R Fw 71| UCS-A# scope system VAT N T— REMBLET,
R Fw 72 |UCS-A /system # scope scheduler AT a—T VAT A T— KA L
sched-name 9.
R 7w 7 3 | UCS-A /system/scheduler # delete BESNTEULEA LT L 2 A
occurrence one-time  occurrence-name |14,
R T 7 4 | UCS-A /system/scheduler # commit-buffer | ~ 5 %7 > g % 25 ADH/EIZ2
Iy FLET,

1

WROFIIL, maintsched A7 = —F /5 onetimemaint & VW) T XA L ATV A%
HIBRL, hTv¥rvarvazaly bLET,

UCS-A# scope system

UCS-A /system # scope scheduler maintsched

UCS-A /system/scheduler # delete occurrence one-time onetimemaint

UCS-A /system/scheduler* # commit-buffer
UCS-A /system/scheduler #

AT a—ILhLDEYIRLA DL U XDHEIKR

IRV a— BT HME—DFEITTHLLEITIE. FORT V2 — VT 778 U TR
EINET, AFVa—ABATF AR —IZEENTEY, ZORY —RNH—E X
T 77 AMTEID L THENTWAEA, —E 2 P a7 7 A VICEEMT 5TV S —
WZBET AREFROT 7T o © T 4 IIEATE EH A, REFOT 7T BT 4 ZEHTSIC
E, VA LTV ARTRO IR LA DV RAZ AT Y 2 — VBT 2 LERH Y £
R
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B xro2-rour

FIE

ARV RFEEETIVa Y B#J

27w 71| UCS-A# scope system VAT L E— FEBILET,

AT v 2| UCS-A /system # scope scheduler A a—F VAT A E— RERHG L
sched-name E

X T 73| UCS-A /system/scheduler # delete BEINFBEYERLEID L AEYIEL
occurrence recurring  occurrence-name | & -4~

X v 7 4 | UCS-A /system/scheduler # commit-buffer | N 5. %7 9% 25 ADHEIZ=2

Iy hLET,

il

WROH]TIX, maintsched A7 ¥ = — 7 M5 onetimemaint & W9 A FTOME VIR LA I L
Y AZHIRL, TV varEaly PLET,

UCS-A# scope system

UCS-A /system # scope scheduler maintsched

UCS-A /system/scheduler # delete occurrence recurring onetimemaint

UCS-A /system/scheduler* # commit-buffer
UCS-A /system/scheduler #

AT a1—)LDOHIK
TDARF I a—NVNATF VAR —IZGFENTWBEE, R U—FAFr YV a—n L
THHREENET, ORI —RNY—EZX Fa 77 A LICEV L TENATVWAES, —F
A 7a T 7 A JNWIEE T G TV A — NICBEET HRET DT 7 7 o BT 4 IXERTEE
Th, REFTOT 7T AT 4 ZREHT DI, ATV a—NEATF U RARY —(TBI

TOMENDHY £,
FIE
ARV RFEREET7TIVa Y =[]
Z 5w 71| UCS-A# scope system VAT A E— RERIGLET,
A 5w 72 |UCS-A /system # delete scheduler AV a—TxHIRL, ATYa—7T
sched-name ET— RERBLET,
Z 5w 73| UCS-A /system # commit-buffer NI v a kB AT AOREICT
Ty FLET,
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51
K OFTrX, maintenancesched & WD ZRTD A ¥ a—F #HIEL, b Fo¥ 7o g
a3y FLET,

UCS-A# scope system

UCS-A /system # delete scheduler maintenancesched
UCS-A /system* # commit-buffer

UCS-A /system #
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H—EX JO7 74 IILEFDOELREEH

cP—ERATBT 7 AVOEIERR (185 ~—)
cAVTFUARY - DRE (188 X—)
T T4 ET A (191 45— )

H—EX AT 74 IILDELRER

P—ER T T A NOEREO—H, Fdh—ER a7y AT L— FOFEHIE,
HliE > Z 20, =0 U 77— MRRBWZRDZENHVET, 2L, Znb0F k%
Y BRELET 2 NOETT H0E, BEREBICLI>CHIEIcxE4, 2213, H—vRx7n
T ANVDOEFR T ITREAT 20, FBESNTZA T ARGEHICREET 202 @IRT&
9, £, =R T 0T 7 A INOREBIC—F ORI R HETRINE DN NE) L D B
TEET,

BIEREL, V==t 2 T7u 77y AN EOBEMIICE > TRET LI TR CTORELE
WCHEATEET, INOHORELFIL, Y—ERA a7 7 A V~DEE, h—bLRX 7ary
ANMZEENDHRY V—~DOER, FH—ERA Trn 774V T 7L — b~DOEHIZE -
TTue T NEREINDBEERHY £7, =& xI1EX. H— 3BIOS, RAID=2> hu—F KA
FHBA, v hU—I THETHIREDEAN 77 =L T =T Ny r—U0FH 77— L7 =
TR —=VIEoTC, 77— U=T DT v 7T L—RBLXOT 7T 4 Tt A& S+ 5 2 &
t, C&x %4, 7272 L. CiscoUCSManager, 77 7V w7 A X —axy k, 1/OFEY 2—/L7}
. 77—z Nour—V5 LN a L R—R e DT 77— 72T A A—DHE
BREMAZEESES Z LI TEEEA,

BIERERIL, V=DV T — "2 MBELTHROT 7 v a AMEHATEEEA,
e = ROV —ER T T 7 A NDIRA OB AT

=R T A NERIOY—NEREA TR, =R a7 7 A D=3
5 O BEEAT T D I fe iR

« DR
O PR

AP
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H—ER FO77 M LEHOELEER |
B zz=soxsroa—0

=R T a7 ANERORBEBIESEL5E, 12U EOA T FUARY U— %R E
L. &V —EA T 77 A IATF AR V—2RETHLENDY 3, BN
AT ORI 2R ET 2HA. 12U OB IR LAV UV AERET S E A LA DL A%
FFORT P a—nNEDid L1 MER L, TDAT P a— Va2 AT F AR —IZED
HMENH Y T,

BIERFODR 72—

A 2=V, O VL UAREENET, INLDOAF I LU AT, 1 EIFETRAS
BB, FFEREEL-ERCGEYVELBESRRZENTEET, VLU ADRME
RFE[TENDEZ AT DERE VST, TV ATERINLAF SV a ik, HHY—
EATa 77 A NVOEERBESNENE I DPIRED T, & 2iX, ZRRFEHEERITS
AT ENCE LT DREED A VT AR ICE R 2 R CER2WGEA, 2 OREBIZKRO A
VTP AR b S IVE T,

B2 22— E, CiscoUCS RAAL Y D1 OFEFRITEBD A T F o AER#IZ A>TV 5
MEID, EFCHERLET, A>TV DA, AT a—VFA LT F AR —TH
TE SN ml BRIk LiEg) e B A2 =T L £ 97,

AT 2= ZiE, AT Y a— VAT DN A T AR AR ET D 1o B A
BLUVAREENTWET, TH L ATROWNTNNITR Y F7°,

DUBALATHLIR

T RA LTIV RL, B—DA LT F U AR EEZELET, 26O, #
DOIFHH DR KR E £ T, ERIIRME O CEITAIHER X A7 DR RBIZETHET
WS N E T,

BYRLAALUR

MR LA D LR, —HORA LT ARMAETER LET, IS OIS, Z &
I OBRKRBICETAET, FR03TH VLA ESNT-HOKDVITET D F TG L
i—g—o

BIERFDE-ODRET VT4 ET 4

Cisco UCS R A A v TERIERRZMRT 2 &, (REPOTXTOT 77 4 BT 1 % Cisco UCS
Manager CERTHZENTEET, 2—FOMRISEEZF>TCWDLT /T4 ET 1 & AT
Va—NVENLET I T A ET A EFRRTEET,

CiscoUCS RAA VNZREHR DT 77 4 €7 14 3% %6 . Cisco UCS Manager GUI 1%, & 2
FHREFFo2—V s A o Lz EicEnEBwMLET,

Cisco UCS Manager (¥, < CTORET 7 7 1 EF 41OV TRO &) ieflfiha R LE T,
RS, P ANEBEMT NS —E R T u T 7 A LD
BHORBE L B

« REHIC L D BAET DT
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BEEBICET 554 k54 vasvsREE [

cBEICL - THFITSNDOERE

GE)

BEDORET 77 4 BT A MY —NZHEHSND AT T VAR ERET S22 LIFTEER
ho AT FTUARMEIT, RET 7747 4 OB O —E A 707 7 A4 WZEID BT
BNTWDALTF AR =TS U TEbLES, 2L, RET 7T 4 BT 4 Ba—H
DEBINVE E T3 A T F L AR OV TN EF S TWHENITh b bT ., BEEHEIR % R
Sa—WiE, FEICRE T 7T 4 T 4 ML T, B —R"E Y T — N TEET,

BERRICEEYT 554 F54 0B LUHIRRSEIE

H—EX TO77 M IIVDOEERTOEREA VT FUORR)O—DA T ay

P—ER a7 7 A NVOEEMITEERETLHE, WOA T FTUVA R —OF T a
NEF O FIEICEET A RREERH Y 7,

¢ AT A R Y 2 —"C[OnNext Boot] 3 L OV [User Ack] 47> a U REMMI /> TN 5D
Ba. =R 7a7 7 A VORREMITOERE T, HERPLETHD LV EENFIR
SNET, 2L, BEM TR iTAThbihvET,

¢ AT A R Y 2 —"C [On Next Boot] 35 L OV [User Ack] 47> a U BREINI /2> T
WA, =B RA 7077 A VOBEMITOETETIE, RN LETHD &) AR EK
IREI, HERINDETHREINET,

H—EX AT 7AILFEEEFY—EXR TOT7AILToTL—rADTRTOEEEZTTICE
TEEFTELRN

REFOEEEZ X v 23 5845, Cisco UCS Manager [X - — 2 it ICAEDO 2 —
NNy JE B ET, T2 L, BHEREE 21T 572355, Cisco UCS Manager CIZA R 21—
NNy T FHEOIC2EHOY =N YT — RSB DT ENHY T, 2L 21E yNIC
ZHIFR$ % & Cisco UCS Manager (ZH—E A 70 7 7 A VIZEENTWDHA LT F U AR
Vs T =B Y T~ LET, P—ER T T 7 AL TEOWICZHEITLTH, =
OFEESB I OET Iy oL TE A, D YIZ, Cisco UCS Manager (% 2 B H O &5
EY—ROV T = AV a— LV LET,

Y—EX TAT7AIILOEERFIEA D TF O RBEORRZEBZTH LW

Cisco UCS Manager B —E X 7' v 7 7 A VOBEMT ZBIE L7ckiIE, AFrPa—F LA
TFUARY —=IZ Ko THRIREAHIET 2 HERRL B £, FIVYTohIA LT F A
FFHAIC T —E X 70 7 7 A VOREMN TN T LaWGa, 7et RIETTL5E THRITS
WET, o 2E, BEOBRITOEOMORED 72 DIZREM NI EE T 5B T Leho T
LA, ZTOLI RN EETHZERH Y 77,
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B o roxkus—ome

REPOT7 IV TAETADIEFZEETELL

Ay a— )V ENTZEBIE, ML L CWITEITEINE T, BRABRAETAIEFIIEE T EE
ho T2, DV —ERA 077 A NVOEREMOLDODRET E#5:ME L TEITTHLELT
XFH A,

REBPDT7IV T4 ET1 DA GZERAZETTELRL

Cisco UCS Manager (%, =707 7 A WIMA BNTT R TOEREZ ATV a— /LI
AT FUARMICERLEY, =R 7077 A MIBEROET L MATHIZENS D%
AR DA LT F U ARERICIRY 3172 2 LIETEERA, =R TR T 7 A NVOEE L
JEBRJ % & &, Cisco UCS Manager |7 — % _X—ANDHRFTOREI T DH I I —E A
Ta T ANEEHLET,

AUTFURAR) O—DEE

— [o] ~
ATFIORR) —
AT F AR —F, =R T T A NVOEBRORRFEAEE LET, EBEIL.
WONWT O FIETEITEINET,
 ANEF3ET
s =Y PNEEHERTHERR LIz & &2 T
o AT 2 — )V THRE S LRI B 800 AT
« =PI X BHERISE DR E T3 F A ~— AT Va—L 7Y a v EEDRVREID
V7 —bhEREF VY y MU URRIZET
[On Next Boot] 23&RET 121X, T L— REIXT v 7 —3D UCSM & CIMC /X—3 5
T 31X NV RAVDT7 7 =AU =2 T RFETENTWABLERH Y £,

AT F AR Y 2 —"T[OnNextBoot] 47 > a U BEMZ SN TV DA, CiscoUCS Manager
U U —2A3.1(1) LA % Cisco UCS Manager U U — 2 2208) L VROV Y —RIZHX DT L—K
THE, Tr— U7 EU T L= RRRIRLET, ¥ U7 L— Rafifiid 2123, A v
T A KR Y =5 [On Next Boot] & #2202 LE 77,
AVTFUAR) =TI T vy y MU BA~—&lT25L "—Fivyy b¥Y
VEFETTHLECOMERNHZRETCEET, Y7y MU A4 ~—L, RDED
W —"ZHEET L EXICEASNET,

* [Gracefully Restart OS] & 7> a v ZfEH L CTH—~"%2 Uty FLET,

* [In case of graceful shutdown failure, a hard shutdown will be issued after X seconds] 47" 7 >

EHEALTCH—"Z2r vy T LET,
c F—NOBHEBMRLELY—ER T T A NNEEFLET,
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| 9—EX TOI7 A LEHOELERR

rozruz gy s—ons I

AG D a—VERDA LT T YA T 4 v RUPCERLZRET 5 L) ICRESATVDE AT
FURRY =T, HY VIR AT Va2 ABEEN TS 2 ERRETT, 208

AN

\}

A, RUNCHEHATRER A T oA T4 v RURICEENERESNET,

G¥)

AT FUARY —TiL, BEEMTONTZYT—ERX T Ty A VTR ELAENIMZ LT

LAIs, =Y 7 — MIEECEETN, kOT 7 v a CORIEETIXERES N EE

/L/o

cBREMAT LN —E R TR T 7 A ILD T AT ADD OB
=X T T 7 A NDY 305 O BEHEAT T OfRER
e —bERXR RV —EFHLWVWT 77— U =T Ty 77— RROBEEA X b—/b

e =DVt v

AUTFIURRY) O—DER

1R BRI

TDATF AR = BERAOZOICRET DB, ATV 2 —VEERLET,

FIE

ARVKRFERERETY VY

=)

ATy 71

UCS-A# scope org org-name

fRIE L7k oAk e — N 2B L &
o b— MHEREE— FE2BMGT 21213,
org-name \Z | Z ANTJLET,

ATy T2

UCS-A /org # create maint-policy
policy-name

BEINIZATF U ARY v—%1E
L, AvTF oA RY—F— %
BItA L £,

ATvT3

UCS-A /org/maint-policy # set
reboot-policy {immediate |
timer-automatic | user-ack} | on next boot

P—ER T T 7 AP — N R
I onTWL5E, BEMfT 27T
HINTY—RE U T — T HHLERHD
%9, reboot-policy =2~ > R&EFEET D
L. ZDAVTF AR —EETe
TRTOY—ER a7 7 A /LIZ20
TRETHEIAI VT BRETEET,
B EIXRD EBY T,

« immediate : — X 27 7 A )L

PEESND L, =03
7—hLET,
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H—ER FO77 M LEHOELEER |

ARV RFERETIVa Y

B8

* timer-automatic : set scheduler
av U REFEHALT, AT FUA
BIEPEH SN XA I T HfEE
TAOAT a— VEEINTEET,
CiscoUCS LA 7 ¥ 2 — )L S 7= If
N —=n"Z Y 7= L TH—ER
IaT7rANVDERETET LET,

user-ack : L—W|E, AR S
N2 HIZ apply pending-changes =
~ 2 REEH U CEE %2 R HE
BT LOMERHY 7,

ATvT4

UCS-A /org/maint-policy # {enable |
disable} on-next-boot

ZOF T arEANCTHE, —F
A TaT7 A NVOBEEMTNRET L
BOWDY T —  EEIZS vy v FE D
VIR — S HEIZY T — hEShvE
T, LIz o T, 2—HFORERSH A
~—IlZ X BHENA T F A DA A
Va—)V AT a T DB
HFEHA,

(G£)  [OnNextBoot]| 7/ = %
WLZ2WEA, BMCO X T
F A RY —XERH Y

£9

reboot-policy % timer-automatic ¥ 72 /3
user-ack [ZEXE L CZDOA T v a Vv ER
MNZT DL, ATV a— SN A T
T AN — N3 ) T — T 55
B, 22— PFIZ R DERBRVGEE T
B, =Y T — b DI NTERE N
HHEND Z L2 7,

ATy TH

(&) UCS-A /org/maint-policy # set
scheduler scheduler-name

reboot-policy 7" & /N7 7 timer-automatic
(CROESNTZE. AT T ZEER
= NZEHAEND XA I VT ERET
DHAGY 2a—)VEBIRTHUERH Y F
9, CiscoUCS [T A ¥ o — /L Tk
MY —"%E ) 7— KL TH—ER T
77 ANVOERETT LET,

ATvT6

UCS-A /org/maint-policy # commit-buffer

N W I a ey AT AOREICD
v hLET,

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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P O |

il

WOHFITIL, maintenance E\VV) AT F A RY U—E{EK L, —ER FrT >
ANPRY—=NZBEHEMFT oD LTSIV T = 2LV ATLEREL, FT v
HrarvEaIy bLET,

UCS-A# scope org /

UCS-A /org # create maint-policy maintenance

UCS-A /org/maint-policy* # set reboot-policy immediate

UCS-A /org/maint-policy* # commit-buffer
UCS-A /org/maint-policy #

AUTFIURKRY) —DHIE

FIE
ARV KRFERERETY Va3 Y ]3]

AT v 71| UCS-A# scope org org-name fRE L7k oAk e — AP L &
o b— MHEREE— FZBMGT 21213,
org-name (2 | Z ANTJLET,

AT w72 |UCS-A/org# delete maint-policy RESNIZA VT A RY —%Hl

policy-name ML E9,

25w 73 |UCS-A /org # commit-buffer NPT v a VAT LORIEIC A
Ty FLET,

i

W OFIL, maintenance & WO ZLBID AT F U ARY U —%HIBRL, FTFo¥F 7 a
Ya&aly bLET,

UCS-A# scope org /

UCS-A /org # delete maint-policy maintenance

UCS-A /org/maint-policy* # commit-buffer
UCS-A /org/maint-policy #

REB709T14ET+«
EERRADI-OOREBT7 IV T4 ET«
Cisco UCS RAA v TR EZHEKT 2 L, REFPDOTXTOT 77 4 ©F 1 % Cisco UCS

Manager THERTHZ ENTEET, 22—V OMRISEEZFoTNWDT VT4 ET 1 & AT
Va—VENET VT4 T 4 RN TEET,
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H—ER FO77 M LEHOELEER |
B zz7s5c70%x

CiscoUCS RAAL VR F DT 77 4 €7 4 135 DA, Cisco UCS Manager GUI 1%, &
FHERE RO —YRr A Lt s XiZEnZ@EmMLET,

Cisco UCS Manager |X, T XTORET 77 4 BT A IZOWVWTIRDO LD effda R~ LET,
BRI, = ANLBEEMF TN —E X T r T 7 A LOAR]
s BB OB T DY —
o« JRBAIZ XV AT L ik
cBEIC Lo CIITENDLEH

\)

(B FEORET 7T 4T 4 BN — NS AT F U AR ERET S 2 LI TEEHE
oo AT F AR, RET 7T A ET A OBBEIOY—E A T T 7 A IZEID YT
BNTNEALTF AR —IUGCTEILLET, L, RET 7T 4 €T 4 Ra—H
DFERISE 71T A T F U AR OWTNE RS> TOANTr0b bT, EHEHERE R
Oa—WE, FEITRET 77T 4T 4 2RBLT, EELICYH—1R"%2) 7 — s T&ET,

REB79 T4 ET14DRT

Fl&E
ARV FFEREET7TIVa Y ]3]
Z 5w 71 |UCS-A# scope org org-name FRRE— REBRB L E T,
Jb— MARE— 2 Btad 5121,
org-name \Z /| £ NSJLET,
Z 5w 72 |UCS-A Jorg # scope service-profile EELI-Y—EXTHET—E 2 7
profile-name Ty AN ET—RERBLET,
2 73 | UCS-A Jorg/service-profile # show R TOLFICEAT LM R R L E
pending-changes [detail | expand] +,
!l
KRIZ, accounting & \WV) H—E X I T 7 A NORETOER 2R RT 56 %2R L E
j‘o

UCS-A# scope org /
UCS-A /org # scope service-profile accounting
UCS-A /org/service-profile # show pending-changes detail

Pending Changes:

Scheduler:
Changed by: admin

. Cisco UCS Manager ') ') —X 327 FE X tL— a3 UEE (CLUA) A4 F
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A—vorRREssY—Ex 7077 LzE0ER ]

Acked by:
Mod. date: 2010-09-20T20:36:09.254
State: Untriggered
Admin State: Untriggered
Pend. Changes: 0
Pend. Disr.: O
UCS-A /org/service-profile #

A—HDERCEFEY—EX JOTJ74ILERDREH

| &

Cisco UCS Manager CLI |%, = —H¥ ORIGE # FEH OB O — v 2 7'a 7 7 A VICBET
D, REFPOTXTOERZREMT 52 LILTEETA, HEOT—E X777 A4 LORYE
HOTXTOEEZFRRFICERET 5121, Cisco UCS Manager GUIZfEH L £ 7,

BER

BEFHOT 7T 4 BT 14 B MR L2, Cisco UCS Manager W20 H 5 — "% ) 7 — h
DT EIEFMIETEERA,

FIE
ARV KRFERRETY VY B#Y
AT 71 |UCS-A# scope org org-name T — FEBB L E T,
Jb— MR — R BRAAT 21T,
org-name \Z /| E AT LET,
X w 72| UCS-A /org # scope service-profile EELEY—ERATHEBEY—E R o
profile-name 77 A T REBBLET,
25 73 |UCS-A Jorg/service-profile # apply (R DI %7272 B L £ T
pending-changes immediate
Cisco UCS Manager |Z X > TREHF DT
T 4 BT 4 OBEEZT 5V — 0T
EhizHi#santd,
1

KIZ, accounting & WO ZHIDH—E R 707 7 A /VORETOLEE 2T 56 %
TLET,

UCS-A# scope org /

UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # apply pending-changes immediate
UCS-A /org/service-profile #
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H—ER FO77 M LEHOELEER |
B xroa-ranrty—ex Foor 4 LEBONEER

ATV a—)LEnF-HY—EXR 7O 774 I ERQENEER

Cisco UCS Manager CLI (%, #HEOYV—E A 7077 A VD, A7V 2— LI TWNDHT T
DEEZFRICET 2 2 L3 TE EtA, BHOF—EAT BT 7 A VD, AT V2= &
NTNWDETRTCOEEZRFFICER T 51213, Cisco UCS Manager GUIZ ] L £97,

BEE REYOT VT 4T 4 MR LT, Cisco UCS Manager 320D &% 5V — "% U 7' —
5T EEFMIETEERA,

FIE
OV RERETIV3 Y B#Y
25w F1|UCS-A# scope org org-name WREE— FABME L E T,
Jb— MfkE— F 2R 51213,
org-name \Z /| E AT LET,
AT w72 |UCS-A Jorg # scope service-profile BELEY—ERATHEE—E 2 7o
profile-name 77 AN T KRB LET,
27 F 3| UCS-A Jorg/service-profile # apply R OEE S b A L E T
pending-changes immediate
Cisco UCS Manager {2 & > CTHREH DT
T 4 BT 4 OBEEZT 5V — 0T
EHlizHEE S ET,
1
IZ, accounting &N P —ER T T 7 A VORERENOLEEZEN T D027 L%
R

UCS-A# scope org /

UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # apply pending-changes immediate
UCS-A /org/service-profile #

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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UCS O f=F I

o VAT N AT T ACKET HEEMH] (195 X—)

DRTL AT FURITHT BEEHIF

JO—NI)LEERY —

77— OVEERY o—iE BENZ VT SRR, 7T vy e sRE (EEREL 7 VT
OB OKHE) | B LOREFHE (A7 ATHEED? AL TWRH) 722 &, Cisco UCS
RAAL L NOEEDTA 79 A 7 VEHI#ELET,

Cisco UCS DEEIIIR DT A 7HA T ABH Y 7,

1.

B DARWD T AT 5 THA L, Cisco UCS Manager CREENFEALET, ZNIET7 277«
TIRIREE T,

EENRREINDE, 799 TERIFT7 I v RS I L EEBRNE LE Y —F
M2 £3, BEENRRAEL, TIMEN VTEINDE, 7T TRRBAEL
T, 79 v TRIBOM,. Za— LEERY O—IHEEI LTV A IR, EEO
HEEENMEFF SN ET,

75 v B FRIRTICE USHENRERAE LRSI, BERT 7T ¢ TIREBICREY £,
77y B RIRTIZE USRERERAELZWEAL, BEENR VT INET,

70T SN BEEIRFEICAR D 9, ZOMBRD B0, BENFAE LIRENRSK
FEIN, IHICEENRLICHIREN T RWESE THLE AN EEIZG NS Z &N TE
F9, REHM O L, o — o LEERY) —ICHRESNEHMIZZ Y 7 En-EERN
SN ET,

Z ORUEPRFFERRICHERET 2HEE, BERT 77 4 7TIREBICED £9, 20k
DEFE LRWEEE, BENHIRINET,

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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ARV RFERETIVa Y

E:)

&

UCS-A# scope monitoring

E=HV T E—FERBLET,

ATvT2

UCS-A /monitoring # scope fault policy

FToX Y U TEER) — — REH
BLUET,

ATvT3

UCS-A /monitoring/fault-policy # set
clear-action {delete | retain}

7 UT LETRTDORA ve—I 251
L0y, HIBRT D& FEE L E T, retain
T a UPREINIESGS, A vE—
UERFFTARFHOE SIX, set

retention-interval =~ N2 L > Tkt F

D\i‘a—O

ATvT4

UCS-A /monitoring/fault-policy # set
flap-interval seconds

PEERIEZ A F T DRI AT L0
TOMBZIEE LEd (BHA) , EE
WREAEL, TIMTENZ VT END
LTI BV ITRRELET, ThE
[R5 721, R OIRBEHE 1D
7Ty e HESRRET 5 ET, VA
T LFEEFEOREBOLF 27l LE &
hoo 7T v B TIPS S HIREE
L7eald, BEENT 77 1 TIREEICE
DET, ENLSOEEIL, BEER Y
TENET,

ATy Th

UCS-A /monitoring/fault-policy # set
retention-interval {days hours minutes
seconds | forever}

AT AN, HIBRT DRI VT LeT
RTOEE A v — T %R 5 REHH
ERTELET, VAT AR, 27U 7
NIZFEE A v v — D & KR T 5
ZEh, fmRESNE B BRI
B, BERFFT b TEET,

ATvT6

UCS-A /monitoring/fault-policy #
commit-buffer

Ko varvEaly bLET,

1

ZORHTIER, 2T ENEEEA =230 HRRET 25 L 9 BEEIERY >—%

REL., 77 v THEEZ 10 FICRE L.

UCS-A# scope monitoring
UCS-A /monitoring # scope fault policy
UCS-A /monitoring/fault-policy # set clear-action retain

N rvarvEaly FLET,

. Cisco UCS Manager ') |) —X 327 KE=—X L—2a VEE (CUA) A4 F
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UCS-A /monitoring/fault-policy* # set flap-interval 10

UCS-A /monitoring/fault-policy* # set retention-interval 30 0 0 O
UCS-A /monitoring/fault-policy* # commit-buffer

UCS-A /monitoring/fault-policy #

Cisco UCS Manager ') ') —X 327 RS X L— a3 VUEE (CLUA) A4 F .
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i

TINA R AR H

c TNRA A aRryH (199 X—)
o TNA R ARXTHXDOHEH (199 X—)

FTINA R AR A

TINA A ARy ZE, Cisco UCS Manager #7 7 U KRR A NUDOH— NEFH AT L ThHD
Cisco Intersight |Z4%#c L £ 97, Z4UZ LY. Cisco UCS Manager % Cisco Intersight % {# f L T%&
HEBLPE=FTEDLLOIIRD £T,

779 RO Cisco Intersight (27 /3 2 &% GkT H1T1E, WOFIEEZFATLET,

1. MBS UT, TA R ax 7 2D7ax @ E%1T-> T, Cisco UCS Manager % Cisco
Intersight & £t L £77,

2. THRAADVITNFESFEEX2 VT 4 2— R&fH LT, Cisco Intersight 7257 /3 A A
DT I EAERFEEL, T AR LET,

TINAR AR ZOEH

CiscoUCSManager &7 v 7' 7' L— R$ 5 & 7/34 X 27 XX CiscoUCS Manager 73— =
VEMGINTA A—VICHBIMIZHEH SALE T, Cisco UCS Manager N— a V& X T 7
L—RLTH, AR aRx7 2 FF 77— RIhEREA,

Cisco Intersight GUL ZffiHH L T, 7 /34 2 ax 7 X ZHHT& £J, Cisco UCS Manager CLI
Tr—AINVEBRY =2 VEEHLT, MR ax 722 8H+52 b TEET,

FIE

ARV FFEREET7TIVa Y ]3]
X w 71| UCS-A# connect local-mgmt o — b VEBE— REZBHBLET,
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ARV RFERETIVa Y

B8

ATv T2

UCS-A(local-mgmt)# copy [from-filesystem:]
[from-path] filename to-path [dest-filename]

BEIN=T7 7 A MRET 7 R 3/ &2
LT, MR aRx72DA A=Y
Ty AN Y E— K="t —%
NOFEFICar—LFET, 77 A ML,
12DO7 77Vl A F—axy M
DHAE—FTHMENH Y F7,

s from-filesystem : A —JELD T 7 A
NEGLTNDYE—F 77 AL
‘-\/X?Ao
D77 ANME, ROF T a D
W EFEHA L THEETEET,

o ftp: [ // [ username@ ] server |
o scp: [ // [ username@, | server ]
o sftp: [ // [ username@ | server |

o tftp: [ //server [ :port ] ]

T AN VAT NERRE LW
B, BEOIEET 7 AL VAT A
DIERINFET,

=g ERFEEFIC, VE—F
7u harERELESE, -
ZDANTIHBRD BIET,

s from-path : T E—J0D 7 7 A JLDifh
RS AETTHRS SR, NAEFRTE
LignWia, BUEDIEE(ET c L7 b
UnsHiR e ShET,

s filename : 2 —JED T 7 A VD
il
s to-path : 207 7 A L OHExt
INAETATHRE N A, NRAZFEEL
WS, BUEOIEET L2 R
DWHfEE SNET, ZO/NRITIE
a—h)L 77 AV AT DK
AENTBY, av—%o77 AL
BEENTVET,
DT AN VAT AL, ROF
T arDONTNODNDIEETCEE
7
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74z axvs0es I

ARV RFERFTIVaY =)

« volatile:

* workspace:

s dest-filename : A E—D 7 7 A v
D LWNT 7 A V4, dest-filename
PIETAHLE, 2¥—TDO T AL
Fa e — e CARER SNET,

(G¥)  Cisco UCS Manager GUI % £ [
LCTNA A ax g ZDA
A= Ty A NVEX T A—
FFpzZ lizTcaEsdi,

AT 7 3 | UCS-A(local-mgmt)# T D777y A H—axy b
update-device-connector workspace: | TFENRL A ART R A A—DBEH L

volatile:/filename [skip-upgrade-on-peer] ThE. B—HADT 7T vl A
Z—axy NEEHLET,
skip-upgrade-on-peer 47" = > % [{]
THE ETOTFT v A —
IR NOEFBAX v TINET,

1

W, MGDT 7TV v 7 A F—=aRxy NTTNA A axy L8 5z mRL
ij‘o

UCS-A# connect local-mgmt

UCS-A(local-mgmt) # copy scp://username@10.100.100.100/filepath/filename.bin workspace:/
UCS-A (local-mgmt) # update-device-connector workspace:/filename.bin

Update Started

Updating Device Connector on peer Fabric interconnect

Successfully updated device connector on peer Fabric interconnect

Updating Device Connector on local Fabric interconnect

Successfully updated device connector on local Fabric interconnect

UCS-A (local-mgmt) #

RIS, B=HNDT 7TV I A Z =X NOHRTTNA R ARXT ZREHFIN
LBz R L ET,

UCS-A# connect local-mgmt

UCS-A(local-mgmt) # copy scp://username@10.100.100.100/filepath/filename.bin workspace:/
UCS-A (local-mgmt) # update-device-connector workspace:/filename.bin skip-upgrade-on-peer
Update Started

Updating Device Connector on local Fabric interconnect

Successfully updated device connector on local Fabric interconnect

UCS-A (local-mgmt) #
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