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oL, WOBETHRSNWTVET,
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* Cisco IMC Desired State Configuration (DSC) (3 ~<X—)
«CiscoIMC 7 7 — LAV = 7 2 HHT5H (713—)

e 7—hK KIATDI YT (T—)

* [NTP 3% € Ok (Configure NTP Settings) ] (7 ~4—3)
« Confirm 77 7 (7 ~—%)

* SoL DEE (8 ~—)

AR RN T A TDER (8 X—2)

s RIAT X2V T 4 DG (8 —)

s FIA4T7 X2 UT 4 DAL (9 =)

* Enable ImcPidCatalog (9 ~X—737)

P T yXTOEE (9 N—)

* Export-ImcHardwarelnventory (9 ~—<)

s Filters (10 ~X—7)

*Force 777 (11 =—7)

THTEBRIOTY Fr—F OEROBSE (11 <—)
* Get ImcKmipDownloadStatus (11 ~X—73)

* Get-ImcKmipUploadStatus (12 ~3—3)

*HUU 77— AU =7 OEH (12 5—)

*SD H—FZBU/ZHUU 77 —L U =7 OFF (123—)
s FIAT7 X2V T 4 HEHROEE (13 °—)
cHEHXRAT Vs FORB (13 X—)

* Syslog iX EDZEE (14 ~—)

BT LWREHEFEZEAZR (14 X—2)

s PowerTool @~ > RLw FDAER (14 ~—2)

« IMC OFEREDZITHRY (15 ~—)

* Receive-ImcKmipEntity (15 ~X—73)




/|
B ciscomecor—roz7orsF4 1

* Receive-ImcLdapCACertificate (15 ~—737)

» Remove-ImcLdapCACertificate (16 ~<—73”)

* Reset-ImcEventFilters (16 ~X—1)

» Send-ImcBiosProfile (16 ~X—1)

+ Send-ImcKmipEntity (16 ~X—13)

» Send-ImcLdapCACertificate (17 ~X—)

+ Send-ImcPidCatalog (17 ~<X—737)

« = OBEE (18 =)

7 — b FIATORE (18 X—)

T 4 AZ F— K (BOD 5 UG, BILRZOH) OEHE (18 <X—)
o 7— MEFOFHE (19 ~2—)

« BIOS /XA U — RO E (19 ~<—)

» Start-ImcOslInstallation (19 ~X—3)

s Test-ImcLdapBinding (20 ~—73)

e hZUHrvarAR—F (21 =)

* VMedia DFRE (21 ~—)

« WNIC/T # 7 2 DAERL (21 <—)

+CiscoUCS I ==FT 1 (22%—Y)

« BT CiscoIMC DY =aT7/lb~w=aT /L 74— RK_w s (22 _2—)
eV =a T VOAFHEBIORT 7 = HAR—F (22 X—)

CiscolMC 77— LD x7DT7 U T4 71k

kDOa<wr Ry h&EFHALT, CiscoIMC 77— AT =7 %27 7T 4 7k LE T,

Get-ImcFirmwareBootDefinition -Type "blade-controller" |
Get-ImcFirmwareBootUnit | Set-ImcFirmwareBootUnit-AdminState trigger -Image backup
-ResetOnActivate yes -Force

d—HMEM

Get-ImcLocalUser -Id 9 | Set-ImcLocalUser -Name “admin” -pwd “Password” -AccountStatus
“active” -Priv “admin”

\}

GE)  Clear-ImcLocal (X, AT —F A% T 7T 4 TIZEE L, 2—FX7 —Z OHIBRIFITVEE A,




| #
Cisco IMC Desired State Configuration (DSC) ]

Cisco IMC Desired State Configuration (DSC)

Desired State Configuration (DSC) (X, B—W/L v U E— h v U 2T 572008
LWHATH, IMCDSC DY Y =AML T, P — | y—rInb 7 —2t 7 —I2
D IMC Z R E T £7, PowerTool £ = —/1 [Cisco.UCS.DesiredStateConfiguration] (Z
X, TRTOHAZLIMCDSC VY —AREENTVET,

Get-Module Cisco.UCS.DesiredStateConfiguration -ListAvailable
Get-DscResource | where{$ .Module -ilike 'Cisco*'
-and $ .Name -ilike 'imc*'} | Select Name

DSC V YV — A X647 L TEITTE ., Cisco IMC TP XML API 8t DI KL 4 ITHIB SN T
WET, LEER-T, 2OXH A 1F, 4 IMCDSC U Y — A2 X 5|2 DependsOn 7' 1 /X
T4 EBEELET,

ImcManagedObject ')V — X

ImcManagedObject Y > — A, Cisco.UCS.DesiredStateConfiguration €3 = —/VO— T, Z
DYV —R&EHT 5L, DSC7 bL—L U —2Z Lo THEED Cisco IMC H—/3Z MO DFEH
ZIRETH T LT, Cisco IMC EHHRA 7V =7 b (MO) ZETEET,

(378

ImcManagedObject [string] #ResourceName
{

Dn = [string]

Identifier = [string]
ImcConnectionString = [string]
ImcCredentials = [PSCredentiall]

[ Action = [string] { Add | Set } 1]
ClassId = [string] ]

DependsOn = [string[]] 1

Ensure = [string] { Absent | Present } ]
PropertyMap = [string] |
WebProxyCredentials = [PSCredential] ]

J0/8F 4 Bz

Dn EHRMEA TV =7 FODn afaELET,

ID DSC U YV —AD—EDID € LE7,

ImcConnectionString IMC H— SO CFHZ R E L E T,
L

Name=<ipAddress>

[ 'nNoSsl=<bool>] [ nPort=<ushort>]

[ 'nProxyAddress=<proxyAddress>]

[ 'nUseProxyDefaultCredentials=<bool>]

|



. ImcManagedObject ') ¥/ —X

il |

pAVAG

B

ImcCredentials

IMC 2T 7B AT A1 DICLEREKIEREY
RLET,

Action

BHRA TV =7 MTH L TETTHT 2
varafELET, BEAEA TS b
BT AEAIE. 20T a T 4 & Add IZ
RELEYT, BFOEHENSA T V=7 b
jrﬁi@’%) i Set _gxfﬁl,jijﬂ

Classld

BB F T2 hOI T AIDEIEELE
7,

DependsOn

WL Y —AERET HENS, BlOY Y —2R
DREZEFATTHVLENHDHZ LR LET,
el xiX, FATTHI Y —AREAZ YT |
7y 7 OO ID /) ResourceName, & D
% A 773 ResourceType ThH &L LET, ZD
TaRT 4 AT D200 T, RO L

Y TT,

DependsOn = " [ResourceType]ResourceName"

Ensure

BEHXMRAT =27 MRFEELTWHENE D
NERLET, FEMIREAT U7 NBFE
LTWARWZ EERTIZIE, 207 a7 4
% Absent |ZFXE L 7, ”SEEXT%ZT‘7 7
l\i) FELTND Z & ARTITIE, PresentlZ
HBELET, T 74/ M Present T,

PropertyMap

BHXRA T V=7 hOT 13T ¢ % keyValue
X7 ELTHELET,

FESC

‘<keyl>=<valuel> ‘<key2>=<value2>

WebProxyCredentials

Web 71X v OEKIEHREZRLET,

1

LT OH)IL, ImcManagebObject U Y — A& L TEBX SR A7 V=7 M&BIIL,
Dn & L T "sys/rack-unit-1/boot-policy/efi-read-only" % f5E 9 2% iz R L CTW\WET,

BEfFED MO ZHRET 5121, Action="Set" Z il L £,

ImcManagedObjectResourceDemo D F% iE

{




| #
ImcManagedObject ') ) —X .

param(
[Parameter (Mandatory=$true) ]
[PsCredential] $imcCredential,

[Parameter (Mandatory=S$true) ]

[string] $connectionString

)

Import-DSCResource -ModuleName Cisco.Ucs.DesiredStateConfiguration
Node "localhost"

{

ImcManagedObject Resourcelnstance

{

Ensure = "Present"

ClassId= "lsbootEfi"

Dn = "sys/rack-unit-1/boot-policy/efi-read-only"
PropertyMap = "Access = read-only ‘nType = efi "nOrder = 4"
ImcCredentials = $imcCredential

ImcConnectionString = $connectionString

Identifier "

}
}

}

ImeScript ') V—X

Cisco.Ucs.DesiredStateConfiguration & 3 = —/L'® ImcScript U ~/ — A%, IMC PowerTool =~ >
Ry FEFITT AN = A LA THET,

X

ImcScript [string] #ResourceName

{

Dn [string]

Identifier [string]

ImcConnectionString = [string]

ImcCredentials = [PSCredentiall]

Script = [string]

[ Action = [string] { Add | Set } 1

[ DependsOn = [string[]] 1]

[ Ensure = [string] { Absent | Present } |

[ WebProxyCredentials = [PSCredential] ]

}

J0/87 4 £ EA

Dn BEXG AT V=27 O Dn ZEELET,

ID DSC U YV —=2D—E?D ID ZfELET,

Script PowerTool =~ > L v hdDtw F&IEE L %
T, HLa~vry Ly ho7F L7472k
LT nafEHLET,




. ImcManagedObject ') ¥/ —X

il |

pAVAG

B

ImcConnectionString

IMC % — DR XTI EIEELET,
L -

Name=<ipAddress>

[ 'nNoSsl=<bool>] [ nPort=<ushort>]

[ 'nProxyAddress=<proxyAddress>]

[ 'nUseProxyDefaultCredentials=<bool>]

ImcCredentials

IMC Y — N~ T 7 & AT LE R GG 84
~LET,

Action

BEHXRA T MK LTHEITTEHT
VarzEELET, EEHIRA T b
ZIBINT 5581, 20787 % Add 12
S LET, MEOBEHENSEA TV M
EHETHITIE, Set ITREL X7,

DependsOn

WL Y —AERET DENT, BlOY Y —A
DREZEFATTHVLENHDHZ LR LET,
e RE RNCFATT D) Y —AREARY
U7~ 7a v 27 @ ID 7 ResourceName, & P
% A 773 ResourceType ThH &L LET, ZD
TaRT 4 AT D00 T, RO L

Y TT,

DependsOn = " [ResourceType]ResourceName"

Ensure

AT VT ERFEITINTWBENE I ERL
F9, T 74/ ML Present T,

WebProxyCredentials

Web 70 U OEKIEREZ R LET,

WebProxyCredentials

Web 71X OEKIEHRE R LET,

(378

Configuration ImcScriptResourceDemo
{

param(

[Parameter (Mandatory=S$true) ]
[PsCredential] $imcCredential,

[Parameter (Mandatory=S$true) ]
[string] $connectionString

)

Import-DSCResource -ModuleName Cisco.Ucs.DesiredStateConfiguration

Node "localhost"
{

ImcScript Resourcelnstance
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CiscolMC 77 —L5 z 725575 ]

{

Ensure = "Present"

Dn = "sys/svc-ext/snmp-svc/snmpv3-user-9"
Script= "Clear-ImcSnmpUser -id 2 -force

‘n Add-ImcSnmpUser -Id 9 -Name 'testuser'
-Auth MD5 -AuthPwd passwordl -Privacy AES
-PrivacyPwd password2 -SecuritylLevel authpriv
‘n Clear-ImcSnmpUser -id 2 -force "

ImcCredentials = $imcCredential
ImcConnectionString = $connectionString
Identifier = "2"

CiscolMC 77— LD 7%2HHT 5

J—k Fk

[NTP

ko= Ny AL T, 2—FERERZIERLET,

Suser = "<username>"
Spassword = "<password>"
Scred = New-Object System.Management.Automation.PSCredential (Suser, $Spassword)

WDa<wr Kby hE2EH LT, CiscolMC 77— T =7 Z8HF LET,

Get-ImcFirmwareUpdatable -Type blade-controller | Set-ImcFirmwareUpdatable -AdminState
trigger -Type blade-controller -Protocol ftp -RemoteServer "10.65.183.111" -RemotePath
"/UcseBin/UCSE _CIMC 2.3.1.bin"-RemoteCredential $cred-Force

A1TDY 7T
T—=h FIAT IV TTHITUE, kOa~vr Py Pa2ERLET,

Get-ImcStorageController | Set-ImcStorageController -AdminAction "clear-boot-drive"
-Force

EREDHER (Configure NTP Settings) ]

WoHa<wr Ry &AL T, NTPOREHEBZHRELE T,

w ”

Get-ImcNtpServer | Set-ImcNtpServer -NtpEnable

yes” -NtpServerl 1.1.1.1 -Force

Confirm 754

PowerTool =~ > L v T -] 1% Confirm 2 A v F TG A —FZEIEETHE ., BEOWHR
ZERINET, a2 KL v M., Windows PowerShell BREEAN DV AT AZ@EH S -24

|



B soioz:

1

0

#H

J[ARY

.

Kk

=JL =

Sol Dz

X &

N

il |

HOMREZRDLEREZFELE T, L& 2T, SNMP2—¥&2 7 V7 F5a~vr Ny b
ETLERE, a~vr Ry NEIT 27V a v 22745608 9 ha—FIciER e RO Ed,

Syntax

Get-ImcSnmpUser -Name snmpuser | Clear-ImcSnmpUser -Confirm

Confirm

Are you sure you want to perform this action?

Performing the operation "Clear-ImcSnmpUser" on target "Clear".

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"):

RDOa<r Nly &M LT, SoL ZikELEd,

Get-ImcSolif -Dn “sys/rack-unit-1/sol-if” | Set-ImcSolIf -AdminState “enable” -Speed
“57600” -Force

TDVERK
FFEFHOMHE R IA T 2EH LT IREB R I A 72K LET

Get-ImcStorageVirtualDriveCreatorUsingUnusedPhysicalDrive |
Set-ImcStorageVirtualDriveCreatorUsingUnusedPhysicalDrive

-AdminState trigger -size "400 MB" -DriveGroup "[2]" -RaidLevel 0 -VirtualDriveName
"vd_111" -Force

BRI AT ITN—T%fER L TR R T A 7 2EkT %

Get-ImcStorageVirtualDriveCreatorUsingVirtualDriveGroup |
Set-ImcStorageVirtualDriveCreatorUsingVirtualDriveGroup

-AdminState trigger -VirtualDriveName "vd New"-SharedVirtualDriveId "3" -Size "100 MB"
-Force

BEDRTA TN T A 7 2FRR LEF

Get-ImcStorageController |

Set-ImcStorageVirtualDriveCreatorUsingUnusedPhysicalDrive

-AdminState trigger -DriveGroup "[1,2]" -RaidLevel 1 -Size "285148 MB" -VirtualDriveName
"RAID1 12" -WritePolicy "Always Write Back" -Force

47 x%2) T4 DEMNE

F 427 FOBEOREIZISLTartn—7 ay 7 =28 LET,

G

B »

RIAT X2V T 4 28N T DL, TRXTCOLRRNTIAT LOT =252 TERL
DET,




| #
k547 tx2ursoamt [

Get-ImcStorageController | Disable-ImcDriveSecurity -Force
Get-ImcSelfEncryptStorageController | Disable-ImcDriveSecurity —-Force

K47 Xxa) T4 DEMIEL
TAAY EOBFEORREIIGUTCaryte—F vy 7 =2/ LET,

Get-ImcStorageController | Enable-ImcDriveSecurity -KeyId “myKeyl23” -SecurityKey
“myPassl23” -Force

Enable ImcPidCatalog

IMC Y —NIZT7 v 77— RFREN/=ZPID WX 72/ LET,

Syntax

Get-ImcPidCatalog | Enable-ImcPidCatalog —Force

IPJOvyx>F0F%E
Koa<wr Ry hEfHLT, IP7r Yy 772G LET,

Get-ImcIpBlocking | Set-ImcIpBlocking -Enable “yes”

Export-IncHardwarelnventory

Export-ImcHardwarelnventory ==~ > KL v hMI, UVE— FDEIZ, VAT LON—FD =
TAYRY MBS AR=FLET, VE— R ROIPAA M, Tr bk, SxL
Ty AN, =YL/ ENRRT—=RRE a7y A NVOFMERET 2L HTEET,

Export-ImcHardwareInventory -Chassis <EquipmentChassis> -Hostname <string> [-Proto
<string>] [-Pwd <string>]
-RemoteFile <string> [-User <string>] [-XtraProperty <Hashtable>] [-Force]

[<CommonParameters>]
Export-ImcHardwarelInventory -TopSystem <TopSystem> -Hostname <string> [-Proto <string>]

[-Pwd <string>] -RemoteFile <string> [-User <string>] [-XtraProperty <Hashtable>] [-Force]
[<CommonParameters>]




. Filters

Filters

il |

il

Get-ImcTopSystem | Export-ImcHardwareInventory -Hostname "10.10.10.10" -Proto scp -User
root
-Pwd <password> -RemoteFile "/root/test/InventoryExportReport.txt" -Force

#SysdebugMEpLog BHRA 7 V= 7 M & WfF, Typeld [SEL) F72i% [Syslogl EELY,

Get-ImcRackUnit | Get-ImcMgmtController | Get-ImcSysdebugMEpLog -Filter '(type -ilike
SEL) -or (Type -clike Syslog)'

#SysdebugMEpLog BHH R A7 = 7 M & fF, Typeld [SEL) F72i% [Syslog) %L,
Idix To] &L,

Get-ImcRackUnit | Get-ImcMgmtController | Get-ImcSysdebugMEpLog -Filter ' (type -ilike
SEL) -or (Type -clike Syslog)' -Id 0 -Type SEL

#o—h ) 2—YEEE, 4R ladmin) (KXF/NLTERB]) &2 N TE D,

Get-ImcManagedObject -ClassId aaaUser -Filter 'Name -clike admin'

#—W MG, AHNE Ttest*] &35 2 LANTE D (F EHEI L L ITRCF/NLFO X%
FAR— R,

Get-ImcManagedObject -ClassId aaaUser -Filter 'Name -clike test*'

#o—h L a—HE2EfS, AccountStatus I3 inactive &% L < 7200,

Get-ImcManagedObject -ClassId aaaUser -Filter 'AccountStatus -cne inactive'

#o—h L a—YEEfS, AccountStatus 1% linacti] & —F9 5,

Get-ImcManagedObject -ClassId aaaUser -Filter 'AccountStatus -cmatch inacti'

#0—h)L 22— ZH, AccountStatus (% lactive] & —Ed 5 (active TEAE D70, KILFV/I
SR X,

Get-ImcManagedObject -ClassId aaaUser -Filter 'AccountStatus -cmatch "“active'

#o— b 2 —YEEE, AccountStatus X lactive] & —E L 72\ (active THEE B0y, KXLF
IS KR,

Get-ImcManagedObject -ClassId aaaUser -Filter 'AccountStatus -cnotmatch “active'

# o — b 2—YEES, AccountStatus X lactive] T7Z2\> (active TIAE D h, KILF/NLF
Z X))o

Get-ImcManagedObject -ClassId aaaUser -Filter 'AccountStatus -cnotlike active'



| #
Force 75 7% .

Force 754

PowerTool @ Set 33 . N Remove =~ KL v MIT RN THEREERLET, —Force 77 7 %
ERT 2L, ZOMREAF Y T TEET,

Syntax

Get-ImcSnmpUser -Name snmpuser | Clear-ImcSnmpUser -Force

TETEAELUVaY FO—5DIFHROIE
#PCI T X7 B DT as/]T 4

Get-ImcPciEquipSlot -Id “1”

# Xy NU—7 THT LR

Get-ImcNetworkAdapterEthIf -Dn “sys/rack-unit-1/network-adapter-L/eth-1"

HARL—Y oy bu—FEH

Get-ImcStorageController -Dn “sys/rack-unit-1/board/storage-SAS-SLOT-4"

Get IncKmipDownloadStatus

Get IncKmipDownloadStatus=~ > KL N CiX, /b— F CARGEIE., 7 74 7 FEE=E,
BIOIFGAT U FOREX—DILH)BRKMIPZ T 4T 4 DX T 0 — K ATF—& 255
THEOOF S a R FE T,

(378

Get-ImcKmipDownloadStatus [-Type <string>] [-XtraProperty <Hashtable>] [<CommonParameters>]

il

Get-ImcKmipDownloadStatus

Get-ImcKmipDownloadStatus -Type RootCACertificate
Get-ImcKmipDownloadStatus -Type ClientCertificate
Get-ImcKmipDownloadStatus -Type ClientPrivateKey




. Get-ImcKmipUploadStatus

il |

Get-ImcKmipUploadStatus

Get ImcKmipUploadStatus=~ > KL F Tl /b— h CAGEHIE. 7 74 7~ hEtHlE, B
FQI TAT U FOREX—DE I BRKMIPZ VT 4T 4 DT v 70— K AT —4 AT
DDA T a ERELET,

(378

Get-ImcKmipUploadStatus [-Type <string>] [-XtraProperty <Hashtable>] [<CommonParameters>]

1

Get-ImcKmipUploadStatus

Get-ImcKmipUploadStatus -Type RootCACertificate
Get-ImcKmipUploadStatus -Type ClientCertificate
Get-ImcKmipUploadStatus -Type ClientPrivateKey

HUU 27— LT 7DEH

KO emdlet Z A LT, = —VFERIEREAER L ET,

Suser = "<username>"
Spassword = "<password>"
Scred = New-Object System.Management.Automation.PSCredential (Suser, $Spassword)

WD emdlet LT, HUU 77— U =T 2 EH L ET,

Set-ImcHuuFirmwareUpdater -AdminState trigger -MapType nfs -RemotelIp 10.105.219.83
-RemoteCredential $cred-RemoteShare "/huulso/ucs-c2x-huu-2.0.3d-1.iso" -StopOnError yes

-TimeOut 60 -UpdateComponent All-VerifyUpdate no -force -Xml

SD A —FKFZEBLF-HUW 27— L9 7DEH

B »

NFS < v B2 77

Get-ImcStorageFlexUtilVirtualDriveImageMap -VirtualDrive "HUU" |
Set-ImcStorageFlexUtilVirtualDriveImageMap -AdminAction map -Map nfs -RemoteShare
"x.x.x.x:/nfsShareLocation"

-RemoteFile "ucs-c240m5-huu-3.1.3a.iso" -MountOptions "nolock" -Force

HBESN-~=U 2 FEFINS HUU O 3—F 4> g vy B SN ESBREZEHT L E9,

Get-ImcStorageFlexUtilVirtualDrive -PartitionName HUU |
Set-ImcStorageFlexUtilVirtualDrive -AdminAction update-vd -Force

UTDr 2 2R LT, BHAT—FAE/DOTDZENTEET,



| #

\}

kS47 %27 ctEmozE [

Get-ImcStorageFlexUtilVirtualDrive -PartitionName HUU |
select OperationInProgress, LastOperationStatus,HostAccessible

G¥)

OperationInProgress:{lld, Update-Success TIFIITRD FHA,

N—=TFT 4 aVDFEANMNIERINDEICT IR RTIA T EBHICTDHE I ICERLE
7,

Get-ImcStorageFlexUtilVirtualDrive -PartitionName HUU |
Set-ImcStorageFlexUtilVirtualDrive -AdminAction enable-vd -Force

GE)

HostAccessible:fHlX. Connected TRITIIZARD FH A,

7 — MEFZF%ET 57202 LUNID 254 L £,
Get-ImcStorageFlexUtilVirtualDrive -PartitionName HUU | select LunId
LUNID {25250V T flex util HUU /X—F 4 > a o0 7 — MNEFZRELE T,

Get-ImcLsbootSd | set-ImcLsbootSd -Lun <lunId selected in above cmdlet>
-Order 1 -State enabled -Subtype flex-util -Force

Get-ImcLsbootDevPrecision | Set-ImcLsbootDevPrecision -RebootOnUpdate yes
HUU 7 7 — L0 =7 OEH 7 22t L £,

Suser = "testUser"

Spassword = "testPassword" | ConvertTo-SecureString -AsPlainText -Force

Scred = New-Object System.Management.Automation.PSCredential (Suser, $Spassword)

Set-ImcHuuFirmwareUpdater -AdminState trigger -MapType nfs -RemotelIp "NA" -RemoteCredential
Scred -RemoteShare "NA"

-StopOnError yes -TimeOut 120 -UpdateComponent All -VerifyUpdate no -BootMedium "microsd"
-Force

K47 X1 T4RBOERE

EENRA

WO emdlet ZHEH LT, F7A47 X2V 7 4 MO O security key/keyld Z B L £,

Get-ImcStorageController |Set-ImcDriveSecurity -KeyId “newkey” -KeyManagement local
-SecurityKey “password4321”
-ExistingSecurityKey “myPassl23” -Force

JoxY FDOREER

# R D cmdlet Z#H LT, #E D Cisco IMC |ZHi 3 5 7= D12 SupportMultipleDefaultUcs % &
N LET,

Set-UcsPowerToolConfiguration -SupportMultipleDefaultUcs S$true

# RO cmdlet ZFEH LT, ERERZIUG L, BRIREFELET,




. Syslog REDEE

il |

Ssecpasswd = ConvertTo-SecureString password -AsPlainText -Force
Smycreds = New-Object System.Management.Automation.PSCredential ("admin", $secpasswd)

# kD emdlet 2 H LT, BID Cisco IMC 2856t L ¥,

Scimcl
Scimc2

# kD emdlet ZfEH LT, B Cisco IMC 22H a2 —H )L 2—HFZHFE L E9,

Connect-Imc xx.xx.xxX.xx -Credential $mycreds
Connect-Imc xx.xx.xxX.xx -Credential $mycreds

Get-ImcLocalUser -Imc S$cimcl -Id 1
Get-ImcLocalUser -Imc S$cimc2 -Id 1

Suserl
Suser?2

# IR D cmdlet 2 LT, MO @t > k% Cisco IMC2 7>% Cisco IMC1 {Z[RHI L ¥ 5,

Compare-ImcManagedObject $userl S$user?2
Sync-ImcManagedObject (Compare-ImcManagedObject Suserl Suser?2) -Imc $cimcl

Syslog SXEDNE R

WD emdlet ZfEH LT, syslog DiX¥EEEE LT,

Get-ImcSyslog | Set-ImcSyslog -LocalSeverity warning -RemoteSeverity debug -Force

#1 L LGIEEAEE R EK

B LUWVEEEA BGT 5 72 DICREEZA ZR (CSR) Z4ARK L £ 7, Cisco IMC IZH7 LU GE
HELZT v 7o — LT, BIEO— GEELEXHMZ 5 2 LN TEET, VeriSign 72 £ D
N ZRRRRER (CA) F 23—V A OFBFERIC L > TH—NEZRBELE T, ARSI N DI
HEX—DEIT2048 £ F T,

New-ImcCertificateSigningRequest -CommonName “CSR2” -CountryCode India -Locality “GG6”
-Organization “cisco” -OrganizationalUnit “Tpidev” -Protocol ftp -State “Haryana”

-RemoteFile “ImcCertificate.txt” -RemoteServer 10.105.219.xx -User administrator -Pwd
* Kk ok Kk k

PowerTool A7 > KL v FDER

B »

ConvertTo-ImcCmdlet:

CiscoIMC ® GUI Ti&, XML 2 X 703 % KR —h ENTWEH A, ConvertTo-ImcCmdlet cmdlet
EENRTAHIZIE, Get a~v > Ry ol hEEHALT, LA 7 V=7 MNEEEERT 5o
~ Ry hEAERKRLET,

BEINTWAMODa~<y KLy NaAmT 5,

Get-ImcBiosSettings -Hierarchy | ConvertTo-ImcCmdlet



| #

IMC @

me oiEmznz+ny [

o< Kby hOHN%ET7 7 4 VITHRET D,

Get-ImcBiosSettings -Hierarchy | ConvertTo-ImcCmdlet -OutputPath "C:/OutputFile.txt"

REBAE D I(TH Y

Cisco IMC ¥— S CHUER A T AE A AE T 0 1 42 B L 7,

Receive-ImcCertificate

Receive-ImcKmipEntity

Receive-ImcKmipEntity cmdlet TiX, /— b CAGEE, 7 747 FEE, BLUW 74
T NOWEF—DLIRKMIPT YT 4T 42X ra— RS54 T a el
i ‘ﬂ—o

Receive-ImcKmipEntity -Type <string> [-Protocol <string>] [-Pwd <string>] [-RemoteFile
<string>]
[-RemoteServer <string>] [-User <string>] [-XtraProperty <Hashtable>] [-Force]

[<CommonParameters>]

1

Receive-ImcKmipEntity -Type RootCACertificate -RemoteServer 10.10.10.10 -User root -Pwd
<password>

-Protocol scp -RemoteFile "/root/test/RootCACertificate.pem" -Force

Receive-ImcKmipEntity -Type ClientCertificate -RemoteServer 10.10.10.10 -User root -Pwd
<password>

-Protocol scp -RemoteFile "/root/test/ClientCertificate.pem" -Force

Receive-ImcKmipEntity -Type ClientPrivateKey -RemoteServer 10.10.10.10 -User root -Pwd

<password>

-Protocol scp -RemoteFile "/root/test/ClientPrivateKey.pem" -Force

Receive-ImcLdapCACertificate
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Syntax

Get-ImcExportLdapCACertificate | Receive-ImcLdapCACertificate
-Protocol scp -RemoteServer "10.10.10.10" -RemoteFile
"/root/test/ExportFileLdapCACertificate.crt" -User

"user" -Pwd "Passwordl23" -Force
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. Remove-ImcLdapCACertificate

Remove-ImcLdapCACertificate

IMC H— 3726 LDAP CA GFBIEAZHIBR L £,

Syntax

Get-ImcLdapCACertificate | Remove-ImcLdapCACertificate -Force

Reset-ImcEventFilters

AXRVEN TN EE)EY NLET,

Syntax

Get-ImcEventManagement | Reset-ImcEventFilters -Force
Get-ImcRackUnit | Reset-ImcEventFilters -Force

Send-ImcBiosProfile

Send-ImcBiosProfilecmdlet /%, CiscoIMCIZBIOS 7V nu 7 v A V%7 v —RKLET, UE—
far—2ayOIPIRA N, Tabha NRAET ALY, 2—PFLHENRRAT— Rl
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Send-ImcBiosProfile -BiosProfileManagement <BiosProfileManagement> [-Protocol <string>]
[-Pwd <string>] [-RemoteFile <string>] [-RemoteServer <string>] [-User <string>]
[-XtraProperty <Hashtable>]

[-Force] [<CommonParameters>]

!l

Get-ImcBiosProfileManagement | Send-ImcBiosProfile -Protocol scp -User root -Pwd <password>

-RemoteServer 10.10.10.10 -RemoteFile "/root/test/bios_profile 1" -Force

Send-ImcKmipEntity

Send-ImcKmipEntity cmdlet [ X, /L — ks CAGEE, 7 747 hMEE, BLXOV 7147
ORI — L FRIS, KMIP 27 (T 4 27 v 70— RT o472 a a2t LET,
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Send-ImcKmipEntity -Type <string> [-Protocol <string>] [-Pwd <string>] [-RemoteFile
<string>]
[-RemoteServer <string>] [-User <string>] [-XtraProperty <Hashtable>] [-Force]

[<CommonParameters>]

1

Send-ImcKmipEntity -Type RootCACertificate -RemoteServer 10.10.10.10 -User root -Pwd
<password>
-Protocol scp -RemoteFile "/root/test/RootCACertificate.pem" -Force

Send-ImcKmipEntity -Type ClientCertificate -RemoteServer 10.10.10.10 -User root -Pwd
<password>
-Protocol scp -RemoteFile "/root/test/ClientCertificate.pem" -Force

Send-ImcKmipEntity -Type ClientPrivateKey -RemoteServer 10.10.10.10 -User root -Pwd
<password>
-Protocol scp -RemoteFile "/root/test/ClientPrivateKey.pem" -Force

Send-ImcLdapCACertificate
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Syntax

Get-ImcDownloadLdapCACertificate | Send-ImcLdapCACertificate
-Protocol scp -RemoteServer "10.10.10.10" -RemoteFile "
/root/test/LDAPCACErtificate.cer" -User "user" -Pwd
"Passwordl23" -Force

Send-ImcPidCatalog

IMC V=RV EF—h P—=RNIZHBT77ANVDPID hE %7 v 7ua—RKLET,

Syntax

Get-ImcPidCatalog | Send-ImcPidCatalog -Protocol scp
-RemoteServer "10.10.10.10" -RemoteFile
"/root/test/pid-ctlg-2 0 13al8.tar.gz" -User

"user" -Pwd "Passwordl23" -Force

Get-ImcUploadPIDCatalog | Send-ImcPidCatalog -Protocol scp
-RemoteServer "10.10.10.10" -RemoteFile
"/root/test/pid-ctlg-2 0 13al8.tar.gz" -User

"user" -Pwd "Passwordl23" -Force
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BRIEDERA PowerTool ') ') — X 1.3.1 LIAT |PowerTool 1.4.1 LLF%® cmdlet
oavvkLy bk

Power On Server Get-ImcRackUnit | Get-ImcRackUnit |
Set-ImcRackUnit -AdminPower | Start-ImcServer
up

Power Off Server Get-ImcRackUnit | Get-ImcRackUnit |

Set-ImcRackUnit -AdminPower | Stop-ImcServer
soft-shut-down

Power Cycle Server Get-ImcRackUnit | Get-ImcRackUnit |
Set-ImcRackUnit -AdminPower | Restart-ImcServer
cycle-immediate

Hard Reset Server Get-ImcRackUnit | Get-ImcRackUnit |
Set-ImcRackUnit -AdminPower |Reset-ImcServer
hard-reset-immediate

Turn On Locator LED Get-ImcLocatorLed | Get-ImcLocatorLed |
Set-ImcLocatorLed -AdminState | Enable-ImcLocatorLed
on

Turn Off Locator LED Get-ImcLocatorLed | Get-ImcLocatorLed |
Set-ImcLocatorLed -AdminState | Disable-ImcLocatorLed
off

J— bk FS5A4TDEE
WD emdlet ZFEHAL T, 7—hF RIALSATELTHE R TIA T E2RELET,

Get-ImcStorageLocalDisk -Id 2 | Set-ImcStoragelLocalDisk -AdminAction "set-boot-drive"
-Force

KO emdlet M LT, 7—h FIATLLTHRIENIA 7 2RELET,

Get-ImcStorageVirtualDrive -Id 2 | Set-ImcStorageVirtualDrive -AdminAction "set-boot-drive"
-Force

TA4ARAT7 E—FUBOD AL UG, BELUVZEDHE)DEE
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Get-ImcStorageController | Set-ImcStorageController -AdminAction enable-jbod -Force -Xml

get-ImcStorageLocalDisk -Id 3 | Set-ImcStoragelocalDisk -AdminAction make-jbod -Force

get-ImcStorageLocalDisk -Id 3 | Set-ImcStorageLocalDisk -AdminAction make-unconfigured-good
-Force

J— MEFRDEE

WD emdlet ZfEA LT, 77— MEFRZHRTELET,

Get-ImcLsbootStorage | Set-ImcLsbootStorage -Order 2 -Force

Get-ImcLsbootDevPrecision | Add-ImcLsbootHdd -Name "RAID1 12" -Order 1 -State "Enabled"
-Type "LOCALHDD"

Get-ImcLsbootDevPrecision | Add-ImcLsbootVMedia -Name "CIMCDVD" -Order 2 -State "Enabled"
-Type "VMEDIA"

Get-ImcLsbootDevPrecision -Hierarchy | ConvertTo-ImcCmdlet
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Get-ImcBiosPassword | Set-ImcBiosPassword -Password "<password>" -Force

Start-ImcOsinstallation

)

Start-ImcOsInstallation cmdlet X NISCU A XL —FT 4 7 VAT LADA VA M—)L Tuat R
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X

Start-ImcOsInstallation -OsInstallation <OsiStart> [-AnswerFilePassword <string>]
[-AnswerFileShareFile <string>]

[-AnswerFileSharelIp <string>] [-AnswerFileSharePath <string>] -AnswerFileShareType

<string> [-AnswerFileUsername

<string>] [-ConfigShareFile <string>] [-ConfigShareIp <string>] [-ConfigSharePassword

<string>]

[-ConfigSharePath <string>] -ConfigShareType <string> [-ConfigShareUsername <string>]
-IsoShare <string> [-IsoSharelp <string>]

-IsoShareType <string> [-Password <string>] [-RemoteShareFile <string>] [-RemoteSharelp
<string>]

|


http://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
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. Test-ImcLdapBinding

il |

[-RemoteSharePassword <string>] [-RemoteSharePath <string>] -RemoteShareType <string>
[-RemoteShareUsername <string>] [-TimeOut
<uint>] [-Username <string>] [-XtraProperty <Hashtable>] [-Force] [<CommonParameters>]

Start-ImcOsInstallation -OsInstallationController <OsiController> [-AnswerFilePassword

<string>]

[-AnswerFileShareFile <string>] [-AnswerFileSharelIp <string>] [-AnswerFileSharePath
<string>] -AnswerFileShareType <string>

[-AnswerFileUsername <string>] [-ConfigShareFile <string>] [-ConfigSharelp <string>]
[-ConfigSharePassword <string>] [-ConfigSharePath <string>] -ConfigShareType <string>
[-ConfigShareUsername <string>] -IsoShare <string>

[-IsoSharelp <string>] -IsoShareType <string> [-Password <string>] [-RemoteShareFile
<string>]

[-RemoteSharelIp <string>] [-RemoteSharePassword <string>] [-RemoteSharePath <string>]
-RemoteShareType <string> [-RemoteShareUsername

<string>] [-TimeOut <uint>] [-Username <string>] [-XtraProperty <Hashtable>] [-Force]

[<CommonParameters>]

il

Get-ImcOsInstallation | Start-ImcOsInstallation -AnswerFileShareIp 10.10.10.10
-AnswerFileUsername root -AnswerFilePassword <password> -AnswerFileSharePath
"/root/test/osi"

-AnswerFileShareFile "" -AnswerFileShareType scp -ConfigShareIp 10.10.10.10
-ConfigShareUsername root

-ConfigSharePassword <password> -ConfigSharePath "/root/test/osi" -ConfigShareFile
"conf filel" -ConfigShareType scp

-IsoShareIp 11.11.11.11 -IsoShare "/nfsshare/ucs-cxxx-scu-5.0.la.iso" -IsoShareType nfs
-Username administrator

-Password <password> -RemoteShareIp 10.10.10.10 -RemoteShareUsername root
-RemoteSharePassword <password>

-RemoteSharePath "/root/test/osi" -RemoteShareFile "" -RemoteShareType scp -Force

Get-ImcOsInstallationController | Start-ImcOsInstallation -AnswerFileShareIp 10.10.10.10

-AnswerFileUsername root -AnswerFilePassword <password> -AnswerFileSharePath
"/root/test/osi"

-AnswerFileShareFile "" -AnswerFileShareType scp -ConfigShareIp 10.10.10.10
-ConfigShareUsername root

-ConfigSharePassword <password> -ConfigSharePath "/root/test/osi" -ConfigShareFile
"conf filel"

-ConfigShareType scp -IsoShareIp 11.11.11.11 -IsoShare "/nfsshare/ucs-cxxx-scu-5.0.la.iso"

-IsoShareType nfs -Username administrator -Password <password> -RemoteShareIp 10.10.10.10

-RemoteShareUsername root -RemoteSharePassword <password> -RemoteSharePath "/root/test/osi"
-RemoteShareFile "" -RemoteShareType scp -Force

Test-ImcLdapBinding
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Syntax

Get-ImcLdapCACertificate | Test-ImcLdapBinding -User "user"
-Pwd "Passwordl23" -Force

koo 3y YiR—Fk
#RD emdlet ZEH LT, MW7 a U ERGLES

Start-ImcTransaction

# kD emdlet ZfEHA LT, B{EEZFEITLET

SadapterHostEthIf = Get-ImcadapterUnit | Add-ImcadapterHostEthIf -Name adapterHostEth
SadapterHostEthIfModify = $adapterHostEthIf | Set-ImcadapterHostEthIf -PxeBoot enabled
SadapterEthISCSIProfile = $adapterHostEthIfModify | Add-ImcadapterEthISCSIProfile
-InitiatorName adapterHostEth -InitiatorIPAddress xx.xx.xx.xx —-InitiatorSubnetMask
255.255.255.0 -DhcpISCSI enabled

SadapterEthISCSIProfile | Remove-ImcadapterEthISCSIProfile

SadapterHostEthIfModify | Remove-ImcadapterHostEthIf

# RO cmdlet ZEA LT, hTo ¥ 7 a2 KT LET

Complete-ImcTransaction

#RO emdlet ZFEH LT, FT7 oV o7y a il ZLET,

Undo-ImcTransaction

- = =
vMedia DX E
WD emdlet 2 L T, vMedia 3% /E L £ 9

Get-ImcCommVMedia | Set-ImcCommVMedia -AdminState “enabled” -EncryptionState “enabled”
-Force

vNIC/7 & T2 DERK

WNIC/T & 7 % DAER,

Get-ImcAdaptorUnit -Id "1" | Add-ImcAdaptorHostEthIf -Name "eth2" -UplinkPort "O"
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