CMCEyI g UEE

il

COEONRKIT. OLEEY T,

* CIMC b vy a VEHEOME, | _X—

CIMCt v 3 EEOHE

Cisco UCS Manager N® KVM, vMedia, 3L USoL v a VAR RBLOK T CxE9, BH
FHEREZ RO —WL, FEOZ—F D KVM, vMedia, BLNSoL &> g 2UWT&F
9, .Cisco Integrated Management Controller (CIMC) (ZX V. &> a »1EH#H A Cisco UCS Manager
R XA E 97, Cisco UCS Manager | CIMC 226 A X> M EEGTHE, 2Oy ay 77—
TNEEHL, TXTO2—PFITHEREZERLET,
Ty va SERITROER THER SN ET,
AT By v a U R LT —FO4R,
*tyvariID: by va JCBEEMT SN2 ID, 7 L— ROk y v a 1D OFAIT [unique
identifier] _[chassisid] [Bladeid] CT9, 7 v 7 @+t v = > ID @O [unique identifier]
0 [Rackid] T7,
*kviar X477 KVM, vMedia, F721% SoL,
C—WOMERL L AT /EEAL, BAI0 EH, F213 5,
CEHRRE T T A T ERITT VT 4T AR, By a BT T 4 TOLGRIET Y
TATTT, X, By varkTavr RBRRITINEZR, By va UK T LT N
a3 7T 4 7 L0 £, ZORWUT. — 3D FSM HIOEAETEITT TH 55
A E721F CIMC ~O#f N kbG5B E L £
CHEEIET RV Ay va Vincay Ea—SDIPT RLUA,
X TuTrA A ky g MEEMT ORI —ER T T 7 AL, CIMC & v
varOh—vR a7 A VOREMEETX By a B —EX T a7y A bt
SN IP7T FLVATH EXIZRETRRSINET,

=Ny v g SZEEMT B — S D4,
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B o5 1—HFzsypsrhizCMC LY 3 v DER

cn AU ey v a BB S L B R,
* FREHEHIRL - 2o >3 VDY CIMC IZ & 0 T S 7 Sefk e,

FlLnky v a s, 2—FBKVM, vMedia, 721X SOLICHIT 5 & X lTBMENET,
Pnuos vMedia & > ¥ 3 > %, = —%4%  vmediausr & AWV — B iIckE vy v ar T—7
IWZERRSINET,

CIMC & v ¥ 3 > 7 —# % Cisco UCS Manager GUI ® [CIMC & v ¥ = > (CIMC Sessions) | % 7
THEATEET, 2—FICL o TR TEINZCIMC &y v a id, @YeiEe & bice 7IgiE
RS NTEEAR T,

GE)

ZOHA RIZREEENTWD GULBLUCLI # 27 #3734 5121, 2.1(2a) LLED CIMC A
A—=U NR=Ua VR TL— K P—n_"Dt g SEEYR— MIXETT, 1.5(11) 2L LDk
D CIMC A A=Y R=T g UR, Ty 7 P—NTHETT,

A—A)l a—HFIZLKYEFEMIMEZCIMCEY S 3 U DRT

DY

— )L a—H L VEINEZTRTOCIMCE vy a vy ERITETEOr— /L 2—F 2 L v Bl
M CIMCE® v v a v ERARTHIZIE, TOXATEFITLET,

G¥)

BEDOY—NFEFIFTY—E R T 7740 473D CIMC®ysarOFERILICLIICLH
DEHA, ZHNIE. GUI THEHTEET,

Flig
ARV RFEEETIa Y Bay

ATvT1 UCS-A # scope security X UF AT Ko l— g T

KREBAR L F7,

ATvT2 UCS-A /security # show 72—V 22— LY AP TRTD
cime-sessions local CIMCEyvaraRRrLET,

ATv7T3 UCS-A /security # show FrEDa—H ) 2—FI k0 sz 3
cimc-sessions local user-name THOCIMC v arrFnlLEd,

Wz, UTEFRFTHHEZRLET,
co—HN a—PFIZEVBIPNZTRTOCIMC Yy v a3
CEEEOR— I 2—TFIZLVEMINZCIMC Y g v
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All sessions opened by local users:
UCS-A # scope security
UCS-A /security # show cimc-sessions local

Session ID Type User Source Addr Admin State
42 11 Kvm admin 10.106.22.117 Active
4 15 Kvm admin 10.106.22.117 Active
515 Vmedia admin 10.106.22.117 Active

Session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin
Session ID Type User Source Addr Admin State

admin 10.106.22.117 Active
Details of session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin detail
Session ID 42 1 1
Type: Kvm
User: admin
Source Addr:
Login Time:
Last Updated Time:

10.106.22.117
2013-06-28T06:09:53.000
2013-06-28T06:21:52.000

Admin State: Active
Priv: RW
Server: sys/chassis-1/blade-1

Service Profile:

JE—F A—HIZK YR CIMC Y 3 >DERTR

VEe—h2—WFICLVEINIZTRTCOCIMCE Yy > g VERIIHEDY T— b 22—V L VB
PN CIMC vy a s 2FmT 51, ZTOXATEFTLET,

FIE
ARV EFEREFT7TIVa Y B#

&R UCS-A # scope security ¥V T a7 4 Fal— gy F—

RZ2BAte L £,

ATvT2 UCS-A /security # show UE—F 2—HFICLVBEINTZTRTO
cimc-sessions remote CIMC¥ v arrFrLET,

ATFw T3 UCS-A /security # show BEOYFT—F a—Wizk VLT
cimc-sessions remote user-name TOCIMC v ariaFErLET,

wIZ, UTzZnd 20z2RLET,

cJE—h 2—PIZLVEIMETITOCIMC Y a3~
CHEEDVE— b 2—FIZLVBEMIMZCIMC Y v g v
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All sessions opened by remote users:
UCS-A # scope security
UCS-A /security # show cimc-sessions remote

Session ID Type User Source Addr Admin State
43 11 Kvm administrator 10.106.22.117 Active
6 15 Kvm test-remote 10.106.22.117 Active
715 Vmedia test-remote 10.106.22.117 Active

Session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator

Admin State

Source Addr

10.106.22.117

administrator Active
Details of session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator detail
Session ID 43 1 1

Type: Kvm o

User: administrator

Source Addr: 10.106.22.117

Login Time: 2013-06-28T06:09:53.000

Last Updated Time: 2013-06-28T06:21:52.000

Admin State: Active

Priv: RW

Server: sys/chassis-1/blade-1

Service Profile:

IPMI 2—HIZXYREAMNICIMC v a3 U DRT

CIMC vy a3 ER

IPMI == —HIZ L VBN CIMC By ¥ a v 2FoRT 51213, ROFIEEZZT LET,

FIE
ARV KRFERETI VY B#J

ATv T UCS-A # scope org org-name N— MfEE— FEBRM L E T,

ATFv T2 UCS-A /org # scope ipmi-access-profile |[PMI 7 7 & X u 7 v A4 L4 % AJ
profile-name LE,

ATFvT3 UCS-A /org/ipmi-access-profile # scope |IPMI ==—H%% % AL F3,
ipmi-user user-name

ATFvT4 UCS-A /org/ipmi-access-profile/ipmi-user | #§ € X 17~ IPMI = —H 2 L - T
# show cimc-sessions NET_THOCIMCE v 3 v 3R

L/ \i —a—o

wOFTIL, IPMI2—HFIC LV BEINTZTRTOCIMCE Yy v a v E2FRFTDHHEEZTRLET,

UCS-A # scope org Finance
UCS-A /org* # scope ipmi-access-profile ReadOnly
UCS-A /org/ipmi-access-profile* # scope ipmi-user alice
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UCS-A /org/ipmi-access-profile/ipmi-user # show cimc-sessions

Source Addr

10.106.22.117

H—/\DCMC Ly 3Dy U7

ZDORATTIL, —_"THINIZTRTOCIMCE Y a2 7 )V T7T55EZRLET, By
var AT a—PLIHESNT, —"DCIMC Y>3 27 VT THIL L TEET,

FIE

Admin State

Active

ARV RFERRTIVa Y

E[:)

ATy T

UCS-A # scope security

X2V T7 4 a7 4 F2b—va v
E— FZBtsLET,

ATvT2

UCS-A /security # terminate
cimc-sessions server chassis-id/blade-id

T —VDEEDT L— R H—D
CMCEtviarvas7 U7 L%ET,

ATvT3

UCS-A /security # terminate
cimc-sessions server Rack-server-id

BEDT v 7 =D CIMC v
YEIZIVT LET,

ATvT4

UCS-A /security # terminate
cimc-sessions server server-id type
session-type

Y= NORFED X A T DCIMCE v 3
YEIZVTLET,

ATvT5

UCS-A /security # terminate
cimc-sessions server server-id user-name
user-name

Y= RO EDL—FDCIMC T v =3
YEIZIVTLET,

HAIOFTIL, b—"DFT_XRTOCIMC Yy ar%a27 )75 5ER2RLET, 2FZBOHIT
X, 3= EDEATDODCIMC Y ard 7 ) T4 55 EZRLUET, 3FBOHTIE.
P —RORFEDOL—FDOCIMC By a2/ V735 HEZRLET,

UCS-A /security # scope security
UCS-A /security # terminate cimc-sessions server 2/1

This will close KVM sessions.

Are you sure? (yes/no)

UCS-A /security

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 2/1

This will close KVM sessions.

Are you sure? (yes/no)

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 2/1

This will close KVM sessions.

Are you sure? (yes/no)

1yes

type kvm

:yes

user-name test-user

:yes
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A—A) A—HFITKYRFMIMMETRTOCMCEY S a>DI )7

TDXAT T, a—hr a—F LNy a B2 VT T EEERLET,

FIE

ARV RFERRTI VA Y

S]]

ATy T

UCS-A # scope security

X2 T4 a7 4 Falb— g F—
KZ&BI4E L E9,

ATvT2

UCS-A /security # terminate
cimc-sessions local-user user-name

a—h)L a—FIZ LY IR TRTO
CMCEkv>arvas7 U7 L%Ed,

ATvT3

UCS-A /security # terminate
cimc-sessions local-user user-name type
{kvm | vimedia sol | all}

o—h ) 2= LY EEED Y v
arvAATOTRTOCIMCE Yy v a3 v
7 VT LET,

KOFITIX, a—hL 2a—FIZL VRPN CIMC Yy a w27 VT T 55EEZRLET,

UCS-A /security# scope security
UCS-A /security# terminate cimc-sessions local-user testuser
This will close cimc sessions. Are you sure? (yes/no):yes

UCS-A /security#

JE— bk A—HITLYRAIMETRTOCMC Y a2 DI )T

TOXATTIEH, VE—F 2—PICLVBERAINIZCIMC Yy v a a7 VT T55E2RLE

j—‘O

FIE

ARV RFERFTIVaY

S

ATy T

UCS-A # scope security

X)o7 4 Fal—varET—
NZ&BIE L ET,

ATy T2

UCS-A /security # terminate
cimc-sessions remote-user user-name

JEe— bk 22— LY EINEZTITD
CMCE®vI a7 U7 LET,

ATvT3

UCS-A /security # terminate
cimc-sessions remote-user user-name
type {kvm | vmedia sol | all}

JEe—ha—PZL0HEINTZEBEEOE >~
varHAATDOTRTOCIMCE Yy v g
7 VT LET,
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O—Al i—HickYErhr-BEooMc v arns U7 I}

WKOBETIE, VE— b 2—FIZLVBHAINIZTXRTOCIMC Yy ar a7 VT T 5 hHEEZRL
iﬁqo

UCS-A /security# scope security

UCS-A /security# terminate cimc-sessions remote-user testuser
This will close cimc sessions. Are you sure? (yes/no):yes
UCS-A /security#

O—AJ)l A—HIZkYRAMEBFEDCIMC YL a Dy )7

DX ATTEH, a—hV 2—FIZ Lo THRMIMNIEEEDCIMC Yy v a a7 V735 HE%
~LET,

FIE
ARV NFERERETIVa Yy BHY

ATvT1 UCS-A # scope security X2 VT a4 Fal—ay

T RERAMBLET,

ATvT2 UCS-A /security # scope local-user oL a— R RARE L E T,
user-name

ATvT3 UCS-A /security/local user # terminate J®iR 7~ CIMC v arv % 27 U T L
cime-session session-id Ea

ATvT4 UCS-A /security/local user™* # FoLH s arEaIy hLET,
commit-buffer

WO TIE, a— 2—FZL > THIMNEZEEDCIMC Yy a a7 )T L, hT 0P 7
varvkaly NTAFEERLET,

UCS-A /security# scope security

UCS-A /security# scope local-user admin

UCS-A /security/local user # terminate cimc-session 6_1 2
UCS-A /security/local user*# commit-buffer

UCS-A /security/local user#

JE—F3I—HITIYEIMMEBEDCMCEY 32DV )7

ZDOXATTE, VE—F 2—VFIZXoTRHRMNIE/BEDOCIMC Yy v a a7 VT35 HER
RLUET,
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ARV RFERETIVa Yy

E:)

ATy T

UCS-A # scope security

X2 VT AT 4 Fal—var
- RFEBBLET,

ATy T2

UCS-A /security # scope remote -user
user-name

VE—ba—PE—FZBALET,

ATvT3

UCS-A /security/remote user # terminate
cime-session session-id

BINL/ZCIMCEyvarar7 U7 L
\iﬁ_o

ATvT4

UCS-A /security/remote user* #
commit-buffer

rovWrvarveEaIy bLET,

WOHITIE, VE— b 22—V Lo TRMIPNIZHEEDCIMC Yy a a7 T L, T ¥ Y
varkaly bToahEEERLET,

UCS-A /security# scope security
UCS-A /security# scope remote-user admin

UCS-A /security/remote

UCS-A /security/remote user*# commit-buffer
UCS-A /security/remote user#

user # terminate cimc-session 6_1_3

IPMI 2 —H & YREMNIZCMC Ly 3>DH )T

IPMI = —HFIZ X VBN CIMC By a a7 U 7+ A120%,. ROFIEEZT LET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

UCS-A # scope org org-name

J— MfkE— FEBsm L £,

ATy T2

UCS-A /org # scope ipmi-access-profile
profile-name

IPMI 7 78X Fa7 7 A4 %A
HLES,

ATvT3

UCS-A /org/ipmi-access-profile # scope
ipmi-user user-name

IPMI = —H¥ &2 A S LET,

ATvT4

UCS-A /org/ipmi-access-profile/ipmi-user # | [PM] == — |2 L » TR - E

terminate cimc-sessions session-id

DODCIMCEY > a &2 TLET,

ATwvTh

UCS-A /org/ipmi-access-profile/ipmi-user * | 88 2 =23 v N LE 9,

commit-buffer
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IPMI 21—k YBEpht-cmMmcty>arnsur I}

OB TIE, IPMI 2 —WFIZ L > TN EDCIMCEy a2 27 U7 L, £HAEaI v b
TBHhHEEZRLET,

UCS-A
UCS-A
UCs-A
UCS-A
UCS-A

# scope org Finance

/org* # scope ipmi-access-profile ReadOnly
/org/ipmi-access-profile* # scope ipmi-user alice
/org/ipmi-access-profile/ipmi-user # terminate cimc-sessions 5 1 2
/org/ipmi-access-profile/ipmi-user* # commit-buffer
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