.U.

11l

REAZEE Y —N X1 T A DEH

ZOFEE, OB THRINTWET,
o« P— FEHEOEH (1 2—)
CFEAEELAEROAR 2 2—)
o ACBAGEHEDIER (5 3—)
« Windows Z i/ L7- B OB A REHEOERK (7 ~—)
e B FEHEOT v T r— R (8 =)
o SNRRERIZOEH (9 X—)
o F—EHAHAEAM T T has (14 =)
« Cisco IMC T FIPS 140-2 D¥EHL (35 =—)

—/N\i[BAZNEHE

FEEEAZR (CSR) 2R L TH LWREELZ TG L, # LW EEE% Cisco IMC 12T v
Tu— RLTBAEOY— NGEHE M T 2 2 N TEET, — FEREIL, Verisign D K
Ty ZERAER (CA) » FITMAICHEH L T DBFEROWTIMNIC L > TEA S
NET, ERSNDEAEF—DRKIF 2048 £ FTT,

GE)

ATy
ATvT2

ATvT3

ZOBEIZFHHINTWDLTFDOZ A7 % FIT79 HENT. Cisco IMC DBFZINBAEDRFLNZFRE
INTWAZ EEMERLET,

FIE

Cisco IMC 76 CSR Z#AERE L £1,

FERAEDORITEBL EITHORGERICCSR 7 7 A A& EE LET, #MicMmBE 0B B4R
EBEERLTWDEAEIE. CSR 77 AV E2HH L CHECEAEHEL AR TE £,

HLUWEEBHE % CiscoIMC 127 v 7 ue— KL%,

gLy —nNtxaUTs0EE ]



B aszzszsosn

SRELY— N tEFa T OER |

GE) T a— RENZHFAEI, CiscoIMCIZ L > TAME = CSR D SIERR S5 %
ERH D ET, ZOHFETERENTORWIEAELITY v 7a— RLARNWTLEE
A

AEBAEE R ERDERK

)

G¥)

ATy T
ATy T2
ATvT3

ATvT4

[Common Name] 33 L OF [Organization Unit] 7 « — /L RIZIZRFH LT (T2 & X7 23 K
(&) ) ZFEHALZVWTIEINY,

PR BEIIZ
FFEAEZ R TET AT, admin HEREZHFO 2 —HF L LTu s A T A5 0ERH Y £,
» Cisco IMC DA NBAEDRELZNIRE SN TWD Z L 2R L ET,

FIE

[Navigation] A > ® [Admin] A ==—% 7 U v 7 LT,

[Admin] A = = —® [Security Management] %27 V v 7 L7,

[Actions] 7EJik C, [Generate New Certificate Signing Request] UV > 7 %27 U v 7 LE T,
[Generate New Certificate Signing Request] % 4 7 B 7R > 7 ANFRIINET,

[Generate New Certificate Signing Request] ¥ 4 7 2 7R > 7 AT, IROT a7 4 2 HH L E
7

&l EHEA

[ZE 2 % —2 (Common Cisco IMC D52 4EHAfi4

Name) ] 74 —/b K F7 4L R T, H— 30 ON 13 CXXX-YYYYYY B T#

RENET XXX F P —NOETAFEEZTYYYYYY TV
TNHEEZTT) ,

BEHiAN—a T v 7L — R 5 &, CNIZEOE £
HanhEd,

P aEsgLy— " txay T 0EE
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s E LT |

Bl

B

HJoxy FRESA (SAN)

INTHT V=7 MUBELDOBINMD AT NT A—2 % ANFT
EFET, ZHICIEFEHED subject 7 4 —/L K& L C R
HIohs I EIEREEFEATEET,

SANDEFEFIERA TV a VITIIKROLONRH Y £,
« Email
* DNS name
sIPT7 FL R

« Uniform Resource Identifier (URI)

GE) o7 4=V NHMEETT, FFA 7D SAN A~
AL ADEEED L IITORETE TR, A~
A ADEFOBIT 10 ZH2 52 LIXTEEY
o
[Organization Name] 7 ¢ —/L N | GEBI A R L T D%,
(LA AT (Organization Unit) ]| #Hfk—== > b,

74—V K

[Hidk (Locality) ] 7« —/L R

FERAE A2 2R LTV 2 SO ARMDEET D i E 72 13HT,

[State Name] 7 « —/V N

AERE 2 R LT 2 2R OARENAES 2N E 72 34T BIX

AN
TJTo

[Country Code] v v X7
DI

ST D,

[Email] 7 4 —/L' R

SREDEF A — L DERGHE,

Signature Algorithm

SFREELA TR A ERT H-DDOEL T LT X LERIRT
TFET, RKOVTIMNT/RY 7,

* SHA384
* SHA1

* SHA256
* SHAS512

SEHEZEZA TR A AR T A7-DICBIREINTWDET 7 3L b
DEL T LY R AL SHA3S4 T,

gLy —nNtxaUTs0EE ]
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SRELY— N tEFa T OER |

Bl

B

[ChallengePassword (F+ L >
CNAD—R) F=vT Ky
7 A

Fr LT NRRT— L, GEAEZELER (CSR) A 77
RNy 7 ATHMBIAENTWET, DX AT 1 7‘ Ny 7 AT
&, FEATICRRAER (CA) SREE A RRAET D 72D L &
R

[ChallengePassword (F¥ L > O INRA D — R)| 47 v a U3
RENTWDEAIEL, AR IAT— RXFHNE AT 57
Wa—P—ZF ¥ LY RRAT— KXFEINASENET,
GE) 2P —lCEFr LI NRRT—REBRIRLRNA
TarndET, oA, FrLrP R
T— RXFINIA SN ERFA, L, 22— —
I% CSR DIEF e BRI HETs Z E N TE £ T,

[String Mask (XFFI< R 7))
Ky 7Hor JA R

kY, FEBEBEALER (CSR) XA T u s Ry 7 AT
Téhéi%ﬂ?%7@717# RESNET, T4 T3

NI FRED T 4 — v ROFFED LTINS A T2 fEHAT 55
BlCiE~A7 LERHA, XFHNOXA T IIRD ELBY TT,

» T 7 #JU I Printablestring, T61String, bmpstring % {# J
l/ \i j—o

« pkix: Printablestring, BMPstring Z{#f L £7°,
« utf8only: UTF8Strings DA & H L £,

 nombstr: Printablestring, T61String (BMPStrings % 7 1%
UTF8Strings LISb) 2 fEH L £,

[Self Signed Certificate] F =
TRy T A

A LIEHEZ AR L £,
==

FERAED AR R L7z, Cisco IMC Web GUI 73
ﬁt@bi# By ho—T L OWBEN R
WU S, e A U RRERBANH Y 1,

GE) AX—T7NLORE. CSRIBIAKEN., BEMIZES
BLIOT v 7u— N3 fThhvEd,

E|

G¥) HOBLAFHENERESE. A7y 7 5BL0N6 2EBELET,

AT v F5 [Generate CSR] %7 U v 7 LET,
[Opening cst.txt] XA 7R VR v 7 ANERINET,

RT9T6 CSR 77 A /besttxt ZEIT HIIE, ROWT IO FIAEFATLET,
a) [OpenWith] 7 U > 27 LT csrtxt &R LET,

P aEsgLy— " txay T 0EE
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sesainzors |

b) [SaveFile] %27 Vv 7 LTHL[OK] %7 Uy 7 L, a—H/) vl esrixt ZPRIF L E
—éqo

RDBERY

AEAEDFET L BEA ZAT ORI CSR 7 7 A Vx5 LET, MTHmA 0l CEA
FEAEA AR L TV A 5AIE. CSR7 7 AV EHH L CTH OB EL AR TEET,

FERAED X A 778 [Server] THDH Z & MR L E T,

B ZERAZDER

X7V VEFER (CA) AL TH—GEEDOAER EBLZITH>RDVIC, ME D CA

AL CORBEOIEAEICEATHZENTEET, Z0EZ v g Tl Linux TETIN
TV % OpenSSL GEE S — ZfEH L T CA 21EkT 5 a2~ FEB X O — NGEE A A Ak
THa<wr RIZOWTHA L £9, OpenSSL OFEAIIZ-DOUW T, http:/www.openssl.org % 2t
LTLEEE,

GE) b d=~ 2 R, Cisco IMC TidZe <, OpenSSL /3w 7 — V%M L T % Linux #—
TANLET,

4RO HREIIC

« FHREN OV — 3T, FEHEY— ROV 7 2T RNy =V ERSE LTS VA =1 LE
7,

* Cisco IMC DA N BAEDRENIHRE SN TWNWAS Z L 2R LET,

FIig
ARV KRFERRETI a3 Y B#J

R T v 71| openss genrsa-out CA_keyfilenamekeysize| = o =1~ K, CA T &1 % RSA
%l - WEX—%ERLET,
# openssl genrsa -out ca.key 2048 GE) Z—PF AN LT CADBF—

W7 78ATEA LT, Z
Da<y RiZ-des3 47> a v
ERH L7 TL7E &,

BEISNET7 7 ANVAICIE. BESNE
YA XD RSA F—NEENTWET,

gLy —nNtxaUTs0EE ]
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ARV RFERETIVa Y

B8

ATv T2

openssl reg -new -x509 -days numdays-key
CA_keyfilename -out CA_certfilename
1 -

# openssl req -new -x509 -days 365 —key]|
ca.key -out ca.crt

Zoa~wy R, fEINIEX—%H
LT, CADHCEAGERELHHICIE
B U ET, REEITRE S HIRA )
IRV ET, Zoavwy NE, 2—PIC
REEOBNEHRZ KDL T a7 N
FoRLET,

AEAEY—NX, 77T 4 7R CAT
ﬁ—o

ATvT3

echo" nsCertType=server" > opensd.conf

1

# echo "nsCertType = server" >
openssl.conf

Zoawr R, GEAERY— RED
GEETH DL Z L ERET HITE
OpenSSL & E 7 7 A /WIZEM L £,
ZOREICEY ., EEENT s FAT
MR — 22 F T
man-in-the-middle B % % BAfHl C % £ 7,

L

OpenSSL 3 E 7 7 A /L openssl.conf (Z
IZ. "nsCertType = server" &9 XNE
EFNTWVET,

ATvT4

openssl x509 -req -days numdays -in
CR filename -CA CA certfilename
-set_serial 04-CAkey CA keyfilename -out
server_certfilename -extfile openssl.conf

1 -

# openssl x509 -req -days 365 -in
csr.txt -CA ca.crt -set serial 04
-CAkey ca.key -out myserverO5.crt
-extfile openssl.conf

Zoavy FiE, CANRCSR7 7 A V%
L T — SiEAEZ AR T D & 912
fERLET,

Y— FEAEIL, 7 7 A MCEER
TWET,

ATy Th

openssl x509 -noout -text -purpose -in
<cert file>
1 -

openssl x509 -noout -text -purpose -in|
<cert file>

AR SNT-FEBED X A 773 [Server] T

oL EMHERLET,
GE) 7 4 —/V R [Server SSL] B L}

[Netscape SSL] — X DfE A
[Yes] TRWGAIE, # A 70
[Server] DFEMIFEAZ LR 5 &
9 1Z openssl.conf 23 F% & S 11T
WHZ L EMERLET,

ATvT6

(EE) AR SN7-FEHEICIE LV
FAWIRRNERE STV WEEIE, Cisco
IMC DFFZ DN BAEDREZN G E 41T
WD EERMER L, AT v T 1 ~5 %
ViR L CREEZ AR L E7,

1E LUWME AR S BEE S VT2 REHEAME
RS ET,

P aEsgLy— " txay T 0EE
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Windows %5/ L -2 E&amz0ns [

il

ZOBNE. CADIERT L, 3B L OHBUCIERR S L7z CARNEL T 5 I — NGEEO 4
GEERLET, b a~r RiE, OpenSSL %317 L TV % Linux #—/3TA
HLET,

# /usr/bin/openssl genrsa -out ca.key 2048 Generating RSA private key, 2048
bit long modulus ............. ++++++ ... ++++++ e 1is 65537 (0x10001) #
/usr/bin/openssl req -new -x509 -days 365 -key ca.key -out ca.crt You are about
to be asked to enter information that will be incorporated into your certificate
request. What you are about to enter is what is called a Distinguished Name
or a DN. There are quite a few fields but you can leave some blank For some
fields there will be a default value, If you enter '.', the field will be left
blank. -———- Country Name (2 letter code) [GB]:US State or Province Name (full
name) [Berkshire]:California Locality Name (eg, city) [Newbury]:San Jose
Organization Name (eg, company) [My Company Ltd]:Example Incorporated
Organizational Unit Name (eg, section) []:Unit A Common Name (eg, your name oOr
your server's hostname) []:example.com Email Address []:admin@example.com #
echo "nsCertType = server" > openssl.conf # /usr/bin/openssl x509 -req -days
365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt -extfile
openssl.conf Signature ok subject=/C=US/ST=California/L=San Jose/O=Example
Inc./0OU=Unit A/CN=example.com/emailAddress=john@example.com Getting CA Private
Key #

RDARY
HLUWEFAE % CiscoIMCIZ T v 7 u— KL £,

Windows A L-BCERKEAEDI/ERL

1R BHHEIIZ
SEAEAZFRET AL, admin R EZ RO —V L L Ta s A 33208 RHY £,
* Cisco IMC ORI DN BAEDRENIRE SN TWD Z L 2R L ET,

FIE

ATv 1 IS ~%*—+ (IISManager) | ZBHWTEHET L L-ULIBEILET,
AT v F2 [Features] il . [Server Certificate] Z# 7 /L7 1) v 7 LE7,
AT w73 [Action] %A > T, [Create Self-Signed Certificate] #27 U v 7 L ¥,

AT w 74 [Create Self-Signed Certificate] 7 .t > K7 T, [Specify afriendly namefor the certificate] 7 1 —
NV RICRERAFRDOARTZ AN LET,
ATvT5 [OK] %27 VU7 LET,

gLy —nNtxaUTs0EE ]
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B v—amzo7yIo—F

ATY76 (EE) ARSI NREREICE LWMEHBIRARE SN THZRWEEE, Cisco IMC DRFZI73
BUEORANIRESNTVWDLZ AR L, AT v 71 ~5%/ 0K L CREELFHAER L E
@—O

1E LM IR SR E S MT2REBEPMER S IV E T,

H—/\EEREDT7 vy JA—

P—=NIZT v 7 r— N L55EHEL SR L CGRIRT 20, EIEBLAMNEFEREFEOT X TON
% 2 B — L T [Paste certificate content] 7 % A K 7 ¢ —/L RIZHE O ), a7 v 7 a— K

T&EFET,
IR HEIIZ
GFEAEZT v 7o — KT 520, admin #EREZ RO —F L LTa A T 508N H Y
7,
e T w7 u—RTBHIHET 7 AL, O—HNIT I RBATEDL 7 7 ANV VAT AIEHE
SNTWDIRLENDHD 77,

o R SRR ED ¥ A 70 [Server] TH D Z & &R L E T,
« WOGEAE ALY R — FITWET,

e .crt

¢ .cer

* .pem

() [Cisco IMC Certificate Management] A = = —Z ] L THAIZ CSR Z4AK LT H, £ D CSR
EHERALTTY vy 7 a— RTAHELZRETO2LERHY £9, ZOHETREINTHRN
SERAEILT v e — R L2V TLEE W,

FIE

AT w71 [Navigation] A > @ [Admin] A ==—% 7 VU v 7 LE7,

AT w72 [Admin] A == —"TC, [Certificate Management] %27 U v 7 L £,

AT 73 [Actions] fHi C, [Upload Server Certificate] 2 V v 27 L £,
[Upload Certificate] & A 7 1 7R v 7 ANFRIINET,

AT 74 [Upload Certificate] ¥4 72V Ry 7 AT, ROT a7 4 ZHHLET,

P aEsgLy— " txay T 0EE
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saimzozz ||

Bl

B

[File] 7 4 —/L K

Ty a— T 5EHET 7 AL,

[Browse] 7R & >

WY RFEAE T 7 A VBB TE 544 T R 7Ry 7 ANRK
RENET,

VgV IRE

[Paste Certificate content] 4~

BAATEFEAFEOT R TONEEL 22— LT, [Pastecertificate
content] 7 ¥ A K 7 4 — /L RIZAEOFFIF 5 Z N TEHH A
TuasRy 7 AREEET,

GEB) Ty 7u—RTIENGEHERBEL A THD Z L
ZHER L ET

[Upload Certificate] 7~ 4 >

AWIEEET TR FTXET,

AT 75 [Upload Certificate] 27 U v 7 L ¥,

SMEREEBAE D EIE

412V Y —AXVFIOY Y —ZA T, FEAEESZR (CSR) Z4AER L, H LY — NGEE
%Z CiscoIMCIZT7 v 7 a— K352 N TEET, VU —R412IFETIE, — SFEHEIC
MZT, VAN RI— RELIFINBFEAERS L OGNS E X —%27 v 7 e — T2 L TX
F4, — EEAE L IRV . EO Cisco IMC 3 —NICF UANHREFAE L X — T 27 v
Tr—RRLTHEHTL2ZENTEET,

1 SMHRERIE & ANALE ¥ — % Cisco IMC (27 v 7 r— R LET,
2. Tyl ue—RENERAEEZT 7T 47 LET,

TIF 4 T T B L HUWEEE L BB R — DT 2 L~ T, Cisco IMC DOREAF D ZE
X —RTNEEHEZONET,

NEREFBRZED 7 v JA— K

4R SRS

«admin HERAFFO2—HF L L TR I A VT D2RERHY 77,

Ty u—RFTBRIHHET 7 A NIE, =BT IV BRATEE 7 7 AV VAT LITHE

SNTVDOIRERDH Y £,

c WOGEAFBRAN Y RN— I TWET,

e .crt

¢ .cer

gLy —nNtxaUTs0EE ]
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B sssmzEoroso—k

* .pem

G¥) * CiscoIMC {Z. CiscoUCSC v U —A M4 % — /T, 2048 v R L4096 E ~ b DA ERFM
Bx— A X R —FLTWVET,

* Cisco IMC I, CiscoUCSC > U —X M5 H—/3T2048E >~ b, 4096t > k. B LU8192
By h OIS — YA X R— K L TWET,

FIE

AT v 71 [Navigation] A > @ [Admin] ¥ 7% 27 U v 27 LE7,

AT w72 [Admin] ¥ 7 ® [Certificate Management] 27 V v 7 L 77,

RATvF3 [T 3> (Actions) | KT, [H—/\FEBAZED7 v 70— F (Upload Server Certificate) ]
7V w7 LET,

[4VEREEBAZE M7 v 70— K (External Upload Certificate) 1 %4 71 27 iR v 7 ANFRENE
ﬁqo

AT T4 [HEREEBAZE D 7 v 70— K (Upload External Certificate)] # A 7 1 7 AR v 7 AT, @il 4~
Va AL, BETLFEMERE AN LET,
«[UE— FDBEITH DT v FB— K (Upload from remote location)]: V <& — ~ DT 5 4
HMEX—%27 v 7 a—RT5I0F, ZO0OF7Tva R Er2BERLET,
2l EHEA

[VE—FDBANST YT |kOWTAND T m b2 LE 3R LET,
I:I—.I~ (Upload from‘remote « TFTP
location)] 7 1 —/L K

* FTP
* SCP
* SFTP
« HTTP

(G¥)  FTP. SCP F£ 721X SFTP Z&ER LI-H51%, =—
WL L R2AT— RO AN RD BN ET,

[H—/NIPIRR b4 (Server | UE—h h—_"DARA M ERIZIP T FLAEZ AN LE
IP/Hostname)] =~ 4 > 4

P aEsgLy— " txay T 0EE
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sairmgEnryI7n—r ||

281 SRER
NRABEUV T 744 SMNERFERAEZ T v T a— R4 5 ) E— h = EDT 7 A
IWIRRA L T 7 AN ANTILET,

GE) DX T aryEFERATLT v e — R T R—
FENDT7 7 ANDIRKY A XFTROLEELD T
R

¢ CiscoUCSC > U — X M5 — THE K 8KB

e CiscoUCSC > — X M4 — T K 4KB

Username VEe—hF —ROa2—HL 52 A LET,

Password =k F—RDART— FTT,

[FSOY L5472 TPy FA— K (Upload by Browser client)]: 77 7% 7 54 7>
R L COMBRE 2T » 7' e — R 5121%, 2047 a VAR Z U EBIRLET,

BB Browse)] #7 V v 7 LT, AHREEELZT » 7 e — T 550188 L £,

G¥) IOFTvarvEERTAT v — T, UTFOMETYHR—rShbd 774
YA XL, &K SKB T,

* CiscoUCS C v — X M4 H—

e CiscoUCSC v — A MS ¥ —_

« [SEREEBAZE DINE = X—X b+ (Paste External Certificate Content)]]: Z D47 a v RH
VEBRINT D L ANTREHEOREMN A A T a Ry 7 AZEBEM Y T S ivET,

GE) ZoF7varzfflTL7y7e—FTHR—-—FSND7 7 A NVDREKRIA X
RO EFD TT,

e CiscoUCSC v — X M5 H— T K KB
«CiscoUCS C > U — X M4 H— "TH K 4KB

RTw TS [FvyTFA—FK (Upload)] #7 VU > 7 L, /NTaEAEZT v 77— RKLET,

RDBRY
SRR X —% 7 v 7 r— L Thb, 7y 7 a— RLANBREREEZT 77 4 7ICLET,

gLy —nNtxaUTs0EE ]
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BE EHREAELANRREX—ET v — N1 5 L [SEREEERZEDE L (Activate External
certificate)] % 7B HENZ/2 0 3, Ty a— R LA EEZ T 7 7 ¢ 7123 5121,
[5}EREEBAZ DA %H1E (Activate External certificate)] 23R L 9,

T o7 u—REINEEREET 7T 4712758, MMFEOEHEL X —OXTREEHEZ S
. BEOTXTOHITPS By v ar b SSHE Y a BN EnNFE4,

NERWEF—DT7 vy TA—k

1R BHEIIZ

SHNHMEX—%T v u— T 5121F, admin #ERZFFO2—HF L L Tr 7 A T 505
B ET,

CSMTREENT v 7 — NERTH D Z MR L ET

N

GE) » CiscoIMC (£, CiscoUCSC 3 U — A M4 H—/3T, 2048E v bI5 L TH096 L DML
Ex— A XY R—bFLTOVET,

* Cisco IMC IZ., CiscoUCSC > U —ZA M5 %—/s3T 2048 > b, 4096E > k. L8192
vy FOIRERE X — A A2V R —F L TWET,

FIE

AT w71 [Navigation] XA > @ [Admin] ¥ 7% 27 U v 7 LET,

AT w72 [Admin] ¥ 7 @ [Certificate Management] %27 U v 7 L £,

ATV T3 [TU 3> (Actons) |fEEKT, [HMBMEF—DT v FA—F (Upload External PrivateKey) ]
7V v LET,

[SHERFBFE X —D 7 v FA— K (Upload External PrivateKey) (%A 717 Ry 7 ANERS
nETJ,

ATy T4 [NEWEBEXF—DT v FA—F (Upload External PrivateKey) | # A 717 Ry 7 AT, j#y)
AT g CEERL, BEET DRFIERAE A LET,

«[UE—FDEZFRHN DT v TA— K (Upload from remote location)]: U <& — s OEFT 54
HWEX—%27 v e — RT3, ZOF T a v RE o w2BRLET,

P aEsgLy— " txay T 0EE
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£

B

[VE—LDBFANLT YT
H— F (Upload from remote
location)] 7 4 —/V K

WOWTNLOT 1 k)L EEIN L ET,
« SFTP
« SCP

[—/NIPIFRR M4 (Server
IP/Hostname)] 7~ % >

VE—F b —NOFXNGEZIZIP T RLRAEASLE
7,

NRABEUVT7AILE

N B —%T v — RT3 )=V —_EDT7 7

ANNRAE T 7 ANZEANTILET,

(G¥) ZOFTvarEERT AT v e — R TR —
FENDT7 7 ANDEKRY A XIIRD EFBY T
KR

e CiscoUCSC > — X M5 — T Ak 8KB

« CiscoUCSC > U — A M4 H— TR K 4KB

Username

JE— R H—nNOa—F4%52 A LET,

Password

VE—h $—RDORRAT— KT,

(TSI HS54F7 2 TPy FO— K (Upload by Browser client)]: 77 74 7 54 7>
N L COOMNTRME X —%2 T v 7’a— R4 51I20E, 203 7var A2 2@RLE

‘j—o

[ Browse)] 7 Vv 7 LT, AEMEXT—%2T7 v 7o — NT25FNCBEH L ET,

GE)

IOFTvarvEERTAT v u— T, LTFOMETYHR— b7 74

YA X, kK 5KB T,
* CiscoUCS C v — X M4 H—

e CiscoUCSC v — A MS P —°

s [NEBIBFF—DABTE R—X b (Paste External Private Key Content)]]: =047 = v R
B UEBIRT D L ANREAEOFEMN X A T r UKy 7 ATEEM Y T HhvET,

GE)
IFRDEFBY TT,

e CiscoUCS C v

* Cisco UCS C v

COF T arEERTAET v e — R T R—FENDE T A NVDRKRYA X

J— X M5 ¥ — 3T K §KB

J— X M4 — "Th K 4KB

gLy —nNtxaUTs0EE ]
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ATw 75 [7yTA—FK (Upload)] #7 U v 7 L, AMERMEX—%27T v 7 u—RLET,

RDEZRY

SMREAE AN E X —2 7 v 7 — N L&k, 7y 77— FESNIAMBREAEZ T 7 7 «
TIZLET,

BE EHREAEZELANRRMEX—ET v — T 5 & [SEREEBRZEDE L (Activate External
certificate)] # 7B HENZ/2 0 5, Ty a— R LEANTENEEZ T 7 7 ¢ 7123 5121,
[4}ERZEBAZ DA %h1E (Activate External certificate)] 23R L 9,

T o7 u—REINEEAEET 7T 4712758, MMFEOHFHEL X —OXTREEHEZ D
. BEEOTXTOHITPS Ey v ar e SSHE Y a NI ENnFE 4,

SMERFEEAZE DA RNE

1R BHEIIZ

 SMTREE Z A LT 2121, admin HEfRZFFO2—HF L LTr 7 A T H0ENH Y F
d"o

« SMEGEE LM X — T v e — RSN T 2 2R L E T,
FIE

AT w71 [Navigation] A > ® [Admin] ¥ 7% 27 U v 7 LET,
RATv 72 [EE (Admin)] ¥ 7 ® [FEBAEEE (Certificate Management)] #7 U v 7 LE7,

SMNERRERA T EAN RV X —% T v 7 — K35 & [SMEREEBAZE DA ZNE (Activate External
certificate)] % 7 ([7 % ¥ 3 > (Actions)] fEIK) RNAZNZ /20 £,

ATy 73 [HEREIBAZEDAEIE (Activate External certificate)] #7 V v 7 L £,

GH)  AEREAEZT 7T 4 7T H e, BMFOTRTOREHEL X —T7 0N EEX I,
BEOTXTOHTTPS Ey gk SSHE Y a v EnET,

T—EEMEEERE O RO

F—EHMAERAME 2 b as (KMIP) %, FEQEHY — AT —F 7213 ET — % 240
I D700 vE—VEREERTDEET e haLTT, KMIPIZA—T7 > AX 2 — R

P aEsgLy— " txay T 0EE



| EHELYy— N EX1UTOEE

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

txa17ur—gEREORR [

T, BEOR =2 Lo THR—FENTWET, F—BHICIL, BEOMEEHEE/RE
IENLES T2, KMIP 7 A 7 2 ME KMIP H—/8 & 3Rp S L £ 3,

HOK B KT 47 (SED) IZiX, VT WEA LTERET— 2 &Mkl BET—2%2HEE

FTHON—FU=2TNEENTHET, FIATETAT 4 THESEF—I1E,
LET, Lol BF=2 U7 1 2R 572012,

T DFERE % il 1)
RFIA7Emy 7 SNTWOLRLENHY £

T, EX2 VT4 XF—IDEEXaVT 4 F— (F—K5x—) 2HHTIE. ZOHMNEE
CTEET, ¥—ID TlE, FIA47IZ—EOID Bk E 7,

R DX — X B 2EHEG RS £9, BIE, o—F/L F—0FHE L OBHOFETITE
WCa—HFICH D20, NI ANELDAREMELNH D £, 2—P RS ESEFhhFdF—LZFND
DWEEEZRZ TV DRERH Y . TNARERLGAERH Y £9°, KMIP X, Z ORBRSFEIRIZK
WL, ANBEEZ L TR —2 R RANCEF L £,

X AT LEXF—EEREDNDRT

FIE

[Navigation] 1 > @ [Admin] A ==—% 7 U v 7 LE7T,
[Admin] A = = —® [Security Management] =7 U v 7 L ¥,
[Security Management] ~<-{ >~ ® [Secure Key Management] 27 U v 7 L £,

[Work] ~1 > T, IROMFH AR L £

Bl

B8

[Enable Secure Key Management] 7 = v 7 78 v
7 A

FoNcTHE, EX T xRS R
M TEET,

[Actions] fEIK T, ROIHFMA MR LET,

Al

B8

[Download Root CA Certificate] U > 7

JL— I CA ZEBAE % Cisco IMC IZX 7 2 m—
NMSES= 3

[Export Root CA Certificate] U 7

Ayom— KLU — |k CAIEELY o —7
V77 ANEEIFIVE— N =TT R
R—hTExET,

[Delete Root CA Certificate] V > 7

Jb— kN CAGEBEZHIFRTE £9,

[Download Client Certificate] Y > 7

747 v MiFHEZ% CiscoIMCIZZ 7 v i —
KCTxET,

gLy —nNtxaUTs0EE ]



B os-2755—wmns

ATvT6

ATy T17

B iss

DR

HMEELY—NtxaUT OEE |

Bl

B

[Export Client Certificate] U > 2

HFora— KLy 747 MEHEEZ D —
T ANELIF) E— b =TT X
R— P TEET,

[Delete Client Certificate] V 7

7747 MEAELHIBRTE 7,

[Download Client Private Key] V > 7

7 FA4T v MNE X —% Cisco IMC (ZHX 7 v
H—RT&ET,

[Export Client Private Key] U 7

Ayom— R — |k CAIEELY o —7
VT ANERIZVE—F =N 7 R
A— P TEET,

[Delete Client Private Key] U 7

JL— b CAGEFAEZHIBRCX £ 7,

[Delete KMIP Login] Y > 7

KMIP v 7' A > D ZHIFRTE £7,

[KMIP Servers] fEI T, IRD T 4 —/)L RafEad LET,
A s EA
[ID] 74— F KMIP H—/35%ED 1D,

[IP Address] 7 f —/V K

KMIP — "D IP 7 KL A,

[Port] 7 4 —/L

KMIP H— S ~Di@E R — k.

[Timeout] 7 4 —/L K

Cisco IMC 73 KMIP Y —/3700 5 D& 2 5% 3
2 W,

[Delete] 7~ 4 >

KMIP % — "EREZHIBRL £,

[Test Connection] 7~ & >

KMIP iR L=y E 9 & T A R L=
7,

[KMIP Root CA Certificate] 3 T, KD 7 1 —/L RZMER L £ 7,

Bl

B8

[Server Root CA Certificate] 7 4 —/L K

JL— b CAFHAEO R HAMZ R L £,

[Download Status] 7 4 —/L

DT 4 —/V RIZiX, V— b CAGEHED X
7oa— R AT —ZANRFRINET,

[Download Progress] 7 1 —/L K

ZD7 4=V FiZiE, v— |k CAREHFEO S
v u— ROEATIRIA R RSN ET,

[Export Status] 7 4 —/L K

DT 4=V RiZiE, »— bk CAGEAED T
JAR— N AT —=HAREREINET,

EY—NtEXa T DEE




| EHELYy— N EX1UTOEE

ATvT8

ATvT9

txa7ux—gEgEoRT |

Bl

B

[Export Progress] 7 1 —/L' K

DT 4=V FIZiE, — b CAFFHED T
7 AR — F OEITIRIA RS SIVE T,

[KMIP Client Certificate] fEi T, KD 7 4 —/L REMER L £,

Bl

B

[7 747 FaE¥E (Client Certificate) ]
7 4 —)L R

7747 v MEHEO A AMEA R L ET,

[Download Status] 7 4 —/L

DT 44—V RIZiX, 7947 FEHAED
Hyroa— R AT —HZANRFRINET,

[Download Progress] 77 4 —/L K

ZDT7 44—V NIZiX, 77472 FEHED
Zyra— ROETIRNFRRSIET,

[Export Status] 7 4 —/L K

DT 4= RITIE, 7 TIAT v MEHED
T AR— N AT —=HANRFRENET,

[Export Progress] 7 4 —/L N

DT 4= RIZIE, 7 TIAT v MEHED
T AR— b OETIRIEBRR R INE T,

[KMIP Login Details] fE3% T, kD7 4 —/L R&fR L £,

ARl

358

[Use KMIP Login] = v 7 7R v 77 A

KMIP 1 7' A > Dtz T 20 E 9 vk
WoExEd,

[Login name to KMIP Server] 7 1 —/L R

KMIP Y— D a—H4

[Password to KMIP Server] 7 1 —/L

KMIP Y—/ 3D/ T — |,

[Change Password] F = v 7 7R v 7 A

KMIP /XA U — REZEBETXET,

[New Password] 7 4 —/L N

KMIP H— N ZEI D Y THH LVWSAT — R&
ANTEET,
GE) Z DA 3 ik, [Change
Password] 7= v 7 7R v 7 A& HHIZ
LTCWAEARILDOBRFERINET,

[/SA U — FOfggd (Confirm Password) ]
74 —IL R

ZDT7 4=V RIZH ) —ERHFLNSRAT— R
AN LET,
(GE) Z DA a X, [Change
Password] = v 7 7R v 7 A H NI
LTWDEEICORFRINET,

gLy —nNtxaUTs0EE ]



HMEELY—NtxaUT OEE |
B «vrzenssq7 MBS —BLUY 517 MEREOER

AT 710 [KMIP Client Private Key] Bk T, "D 7 4 —/L R&EfEERE L ET,

&l &R EA
[Client Private Key] 7 4 —/L IIAT v MEX—ORHMEE R LET,
[Download Status] 7 4 —/L N DT 4=V RITIE, 7747 NS —

DHEa— R AT —HANFERENET,

[Download Progress] 7 4 —/L K TDOT 4= RITIE. T IA T MR —
DY rm— ROETREDBF RSN ET,

[Export Status] 7 o —/L D7 4—VRIZIE, 72747 NE X —
DT AR—h AT —ZANERRINET,

[Export Progress] 7 4 —/L N TDOT7 44—V RITIE. I IA T M —
DTy ZAR— FOEITRUDF RSN E T,

KMIPERED Y 547 2 FEXF—ELVI 47 2 FEERAZEDERK

N7V 7 BIER (CA) 2 LT — G ED AR L B ZATH DY IT, MAD CA
ZEMA L THMB OREFFEICEAT LI ENTEET, 2087 3 T, Linuk TETSL
T % OpenSSL GEHEY — ZfEH L T CA #1EkT % a2~ FEB X O — NGEHE A A AL
T 5wy RIZOWTEHA L E T, OpenSSL OFEMIZ-DVNTIX, http://www.openssl.org & &
LTL7EENY,

GE)  Zhvboa<r RiE, Cisco IMC TidZe <. OpenSSL /Xy 7 — Y Z M LTV 5 Linux H—/3
TANILET,

1R BHHEIIZ

RN OV — T, FEHEY— ROV T T 2T Ry =V ERE LTS, A M=V L E
ﬁ‘o

* Cisco IMC ORI BIEDREENIEE SN TWNWD I L 2R LET,

FIE
ARV RFERETIVa Y =)

AT 71| openss genrsa-out Zoawy Rk, 7747 bEHEO
Client_Privatekeyfilename keysize ERIAER SN 7 547 Mg F—
K ZARLET,

P aEsgLy— " txay T 0EE


http://www.openssl.org

| EHELYy— N EX1UTOEE

v547v rimEosy n—k ]

AU RFERETOVa Y

B8

# openssl genrsa -out
client private.pem 2048

BEISNE 7 7 ANVAICIE. BESN
P A XD RSA F—NEGFENLTNET,

ATy T2

openssl reg -new -x509 -days numdays-key
Client_Privatekeyfilename -out
Client_certfilename

1

# openssl req -new -x509 -key
client private.pem -out client.pem
-days 365

Zoa<wr N, BIOFBETAFLEY
TAT VMR —ZH LT, Hriin
HOB4L Y7 947 v bEAELZER L £
T, EAEEEE S -HMA Iz Y
T3, Zoavr NiE, 2—WIGERE
DOBMERZRD D T a7 MEFERL
£,

BFLWHCEBALZ 747~ FREAENME
RS ET,

ATvT3

KMIP ¥ — 37235 KMIP /L— k CA ZFHH
EEZRSELET,

JL— |k CA FEAEDEIGIZ OV TIL,
KMIP DRy X —<w=a TV EBR LT
<TZEV,

RDEZRY

HLUWEFRAE % CiscoIMC IZ T v 7 u— KL £,

D347 MERAEDOSF I O—F

FIE

AT w71 [Navigation] <A > @ [Admin] A ==2—%7 YV v 7 LET,

AT w72 [Admin] £ == — [Security Management] 7 V v 7 L £,

AT w73 [Security Management] <A > @ [Secure Key Management] =27 U v 7 L £,

AT 74 [Secure Key Management] % 7 ® [Actions] i} ., [Download Client Certificate] 27 U v 7 L %

B

AT 75 [Download Client Certificate] A 7 2 7R v 7 AT, DT 4 —/V RIZEEATLET,

gLy —nNtxaUTs0EE ]
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[Download From Remote
Location] 47" a > R¥

IOF T a v ERRT LT, GEHELY Y E— FOBET
MBBRLTH U n— RCEET, ROFEMEATILET,
+ *[TFTP Server]
« [FTP Server]
* [SFTP Server]
* [SCP Server]

« [HTTP Server]

B Zo7rryarzF®#TLans, VE—h¥—
NH AT L LUTSCP £ 7213 SFTP Z iR L 7=
&, TServer (RSA) key fingerprint is
<server_finger_print _ID> Do you wish to
continue?] &WH A vt —T L BIZRy TT
T4 RUBRERRSINET, =T
H—7V > b OEEMIG U T, [Yes] £721%
Nol &7 U w27 LET,

T4 H—=TV 2 MIEA FOARF—IZHED
WTEY . BRI DR A N EERBE 7 13HEER T
xFT,

o [— ]1IP/7R A 4 (Server IP/Hostname) ] 7 4 —/L R :
74T NEET 7y AV ERET D —DIPT R
LV AFE T ILA A M4, [Download Certificate from] K& v ~7°
Xy VARDEREIZL ST, 207 4 —/L FOARINE
RBRDGENHY 7,

» [Pathand Filename] 7 4 —/V' K : UE— F =27 7 A
NEH T a— R BRI Cisco IMC (I 2 M BN
HHNABILOT 7 A V4,

e [Username] 7 4 —/L K : Y AT LN Y E— F =2 n

TA T LT 22—V 4, 207 40— RiE,
7'v k)L TFTP £ 7213 HTTP O AT S E 8
Po

o [/SAT— R (Password) ] 7 4 —/L K : UE—h $—n

DA—HPLHIHIET H/RAT— R, ZD7 4 —/b i,
7'v k3L TFTP £ 721X HTTP O8R4 1L H S EH
Ho

P aEsgLy— " txay T 0EE
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ERE A it PETFU BN

Bl

B

[Download Through Browser
Client] 7'V a > R"& v

ZDOF T a v EERT D Z LT, CiscoIMCGUI % 3T L T
WhHharvta—2onu—nhv NI 4 TIHEE SN TWBEERA
HlcBEHTEET,

ZOFT v arE®RINT S L Cisco IMC GUI IZ [&#

(Browse) | ARHZ U NRNERENET, ZORX U EMHHL T,
AVHR—="TDHT7ANIIBEITEET,

[Paste Content] 47> = > AR ¥
Ve

ZOF T arE®RIRT S5 Z LT, BAMESIEHEONRSE
K% 22 &°— L C [Paste Certificate Content] 7% A b 7 ¢ —/L K
WZHEO ST Z e TEET,

GE) 7T y7u— T 5HISGEAENBELAFEATHDH L
R L ET

D547 FEBAED T Y RAKR— b

FIE

AT w71 [Navigation] XA > @ [Admin] A ==2—%7 VY v 7 LET,

AT w72 [Admin] A = = —® [Security Management] %7 U ~ 7 L 7,

AT w73 [Security Management] ~<A > @ [Secure Key Management] =27 U v 7 L £,

AT 74 [Secure Key Management] % 7' [Actions] fJ# C. [Export Client Certificate] %2 V v 7 L £,
AT 75 [Export Client Certificate] 1 7 2 7Ry 7 AT, IROT 4 —)v RIZfEEZ AT LET,

gLy —nNtxaUTs0EE ]



B /57 ramEnzs -+

MRELY— N X2y T OEE |

Bl

B

[Export to Remote L ocation]

P aEsgLy— " txay T 0EE




| EHELYy— N EX1UTOEE

ERE A it PETFU BN

B

DX T avEERNTAHZ LT, EHEY
UE— FOBPATMLEIN L T/ AR — FT
EFET, ROFEMEADLET,

o [TFTP Server]
« [FTP Server]
* [SFTP Server]
* [SCP Server]
« [HTTP Server]

GE) Zo7rvaruEIrLan
b, VE— KM= 47L
LT SCP F7-1% SFTP # IR L
7846, [Server (RSA) key
fingerprintis<server_finger_print
_ID> Do you wish to continue? |
EWVHI RAyE—ULEHITRY
TT T U4 RUREKRES
9, =N T 4 H—TY
s DIEFEMEIZIGE U T, [Yes] £72
X Nol &2 V> LET,

T4 =7 MIEA D
ABF—ICESNTERY , Bk
FeDRA N ZFRANE TR T
TET,

o [—/31P/75 A b4 (Server IP/Hostname) ]
T4V R FFHET s AN E T AR—
KT B9 —"DIPT RLAEIFAA K
4, [Download Certificate from] K= > 7%
U YA RDREICE ST, ZDT 4 —
NV ROARNIERZR D5ERH Y 7,

* [Path and Filename] 7 4 —/L' K : UE— |
P\ BAEAEE X T o r— R T 5
(2 Cisco IMC 2ME T2 2B LT 7
A VAo

* [Username] 7 4 —/V R : AT L3 Y E—
h—Nlizua A T HBRICERT S
a—WE ZDOT7 44— L, Fubha
JL7N TFTP % 7213 HTTP O8A 3 &
nNEEA,

gLy —nNtxaUTs0EE ]



HREES—NEFaUTF0EE |
B /s 7>ramzonn

N
=

B

*[NAYU—FR (Password) |7 4 —/L K : U
F— b P ANOZ—PFLHITHIET DA
U—F, ZO7 44— KX, 7ubanr
73 TETP £ 7213 HTTP O& 3 &
FHA,

[Export to Local File] OF T arwEERTHZET, avyBa—
ZDr—JN K74 TIRE STV DR
EEBEBRL (o AR—-FTEET,

D547 FEEREDHIR
FIE

AT v 71 [Navigation] <A > @ [Admin] A ==2—%7 VY v 7 LET,

AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥ 7,

AT 73 [Security Management] ~<A > [Secure Key Management] %27 U v 7 L %79,

AT v 74 [Secure Key Management] % =7 [Actions] fH C. [Delete Client Certificate] #2 U v 7 L £,

ATy TE a7 hC[0K| &7 Uy 7 LTZ 747> hEAEEZHIRT 5, F£7214 [Cancel] & 7
Vo7 LTHRIEES Yy BV LET,

JL—F CASERRZED A rO—F

FIE

AT 71 [Navigation] XA > ® [Admin] A ==2—%727 U v 7 LET,
AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥,
AT 73 [Security Management] << > [Secure Key Management] %27 U v 7 L %79,

AT 74 [Secure Key Management] % 7' ® [Actions] i1k T, [Download Root CA Certificate] 227 U > 7 L
£9

AT 75 [Download Root CA Certificate] # A 7 2 7R 7 AT, IRDT 4 —/)L NIZEE AN LET,

P aEsgLy— " txay T 0EE



| EHELYy— N EX1UTOEE

r—rceasingossoo—F i

Bl

B

[Download From Remote
Location] 47" a > R¥ v

IOF T a v ERRT LT, GEHELY Y E— OB
MBBRLTH T n— RCEET, ROFEMEATLET,
+ *[TFTP Server]
« [FTP Server]
* [SFTP Server]
* [SCP Server]

« [HTTP Server]

B Zo7rryarzF®#rLns, VE—h¥—
NH AT L LUTSCP £ 7213 SFTP Z &R L 7=
A, [Server (RSA) key fingerprint is
<server_finger_print _ID> Do you wish to
continue?] &\ H A wt—T L L HiTRy T v
T4 RUBRERRSNET, =T
H—7V > b OEEMIG U T, [Yes] £721%
Nol %227 VUv 7 LET,

T4 H—=TV v MIERA FOARF—IZHED
WTEY . BRI DR A N EERBE - 13HEER T
xFT,

o [h—/NIP/7R A N4 (Server IP/Hostname) | 7« —/L K :
N— b CAGEEY 7 A VERET 5 —"DIP T KL
A F IR A M4, [Download Certificate from] Kz v 74
U VA RDREICE ST, TDT 4=V ROARIILHR
ROGENHY T,

» [Pathand Filename] 7 1 —/V' K : UE— h =27 7 A
NEH T a— R BRI Cisco IMC (I 2 M BN
HHNABLIOT 7 A V4,

e [Username] 7 4 —/L K : Y AT LN Y E— F =2 nm

TA T LHBMERT 22—WH, 207 40— RiE,
7'v k)L TFTP £ 7213 HTTP O AT S E8
Po

o [/SAT— R (Password) ] 7 4 —/L K : UE—h $—n

DA—HPLHIHIET H/RAT— R, ZD7 4 —/b i,
7'v k3L TFTP £ 721X HTTP O%A 1L H S EH
Ho

gLy —nNtxaUTs0EE ]
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[Download Through Browser
Client] 7'V a > R"& v

IO T a v EERT D Z LT, CiscoIMCGUI % 3T L T
WhHharvta—2onu—nhv N4 TIHEE SN TWBEEA
HlcBEHTEET,

ZOF T arE®RINT S L Cisco IMC GUI IZ [&f

(Browse) | RHZ U NRNERENET, ZORX U EMHHL T,
AVHR—="TDT77ANIIBEITEET,

[Paste Content] 47> = > AR ¥
Ve

ZOF T arE®EIRT 52 LT, BAMESIEHEONRSE
K% 22 &°— L C [Paste Certificate Content] 7% A b 7 ¢ —/L K
WZHEO ST s Z e TEET,

GE) 7Ty 7u— T 5HISGEAENBELAFEATHDHZ L
R L ET

JL— bk CAESERAZED T U X7R—

FIE

AT w71 [Navigation] XA > @ [Admin] A ==2—%7 VY v 7 LET,

AT w72 [Admin] A = = —® [Security Management] %27 U ~ 7 L 7,

AT w73 [Security Management] <A > @ [Secure Key Management] =27 U v 7 L £,

AT 74 [Secure Key Management] % 7' [Actions] f3% C, [Export Root CA Certificate] %7 V v 7 L%

B

AT 75 [Export Root CA Certificate] Z A 7 2 7Ry 7 AT, ROV 4—/V RIZEEATTLET,

P aEsgLy— " txay T 0EE
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[Export to Remote L ocation]

gLy —nNtxaUTs0EE ]



MRELY— N tEX1 T4 DEE |
B —roaszozszk—r

e SRER

DX T arvEERNTAHI LT, EHEY
UE— FOBPATMLEIN L T2/ AR — FT
EFET, ROFEMEALET,

o [TFTP Server]

=

« [FTP Server]
* [SFTP Server]
* [SCP Server]
« [HTTP Server]

GE) Zo7rvaruEIHrLan
b, VE— KM= 47L
L C SCP F7-1% SFTP # IR L
7846, [Server (RSA) key
fingerprint is<server_finger_print
_ID> Do you wish to continue? |
EWVIHI RAyE—TLEHITRY
TT T U4 RURKRESI
9, P—N"T 4 H—TY
s DIEFEMEIZIGE U T, [Yes] £72
IXNol &7 V> LET,

T4 =7 MIEA D
ABF—ICESNTERY , Bk
FeDRA N ZFRANE IR T
TET,

o [—/31P/78 A b4 (Server IP/Hostname) ]
T4V R FFHET s AN E T AR—
KT B —"DIPT RLAEIFAA K
4, [Download Certificate from] K= > 7%
U YA NDREIZE ST, ZDT 4 —
NV ROARNIRZR D5ERH Y 7,

* [Path and Filename] 7 4 —/L' K : UE— |
PGt EE X T o r— R T 5
(2 Cisco IMC 2MER T2 AL LT 7
A VAo

* [Username] 7 4 —/V R : AT L3 Y E—
N Y—izer A T HBIERT S
a—WL ZDOT7 44— L, Fuba
JL7N TFTP % 7213 HTTP O8A 13 &
nNEEA,

P aEsgLy— " txay T 0EE
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n—tcazEmzonn [

N
=

B

*[XAU—R (Password) |7 4 —/L K : U
F— h = RNOZ—FLIZHIET DA
U—F, 2TO7 44—V KX, 7ubanr
73 TETP £ 7213 HTTP O& 1M S
FHA,

[Export to Local File] OF T arwEERTHZET, avBa—
ZDr—JN K74 TIRE STV DR
EEBEBRL (I AR—FTEET,

JL— & CA SFBAZE D HIIBR

FIE

AT w71 [Navigation] <A > @ [Admin] A ==2—%7 Y v 7 LET,
AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥ 7,
AT 73 [Security Management] << > [Secure Key Management] %27 U v 7 L %79,

AT 74 [Secure Key Management] % 77 ® [Actions] fiEJk T, [Delete Root CA Certificate] %27 U v 7 L &
D

AFYy TS FurFRT, [0K] %227 YU v 7 LT— b CAFFHAELHIRT 57, £/ [Cancel] 227 U v
7 LCEEEX Y 2LV LET,

54T MEBF—OF o O— R
FIE

AT w71 [Navigation] <A > @ [Admin] A ==2—%7 VY v 7 LET,
AT w72 [Admin] A = = —® [Security Management] = 7 U v 7 L ¥ 7,
AT 73 [Security Management] << > [Secure Key Management] %27 U v 7 L %79,

AT 74 [Secure Key Management] % 77" ® [Actions] % C. [Download Client Private Key] #27 V v 7 L&
D

AT 75 [Download Client Private Key] A 7 2 7R v 7 AT, DT 4—/L RIZEEZATLET,

gLy —nNtxaUTs0EE ]
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[Download From Remote
Location] 47" a > R¥

IOF T arEERTLHILE T, MESF—%2 ) E— D
A bEIRLCTHE e — R TEET, ROFEMEANTILE
Er

e *[TFTP Server]

« [FTP Server]
* [SFTP Server]
* [SCP Server]
« [HTTP Server]

B Zo7rryarzFFTLans, VE—h¥—
N K AT L LT SCP F 721X SFTP %8R L 7245
4. [Server (R3A) key fingerprint is
<server_finger_print _ID> Do you wish to
continue?] & WH A wb—Tr L HITRy 7T v
T U4 RUBRETRENET, =T 1
H—7"V 2 FOEFEMEITIE T T, [Yes] £721%
Nol %227 Vw7 LET,

T A=V MIFA FOARF—IZHED
WTERY ., B A N ikBlE - 13msR T
xFET,

o [— 31P/7R A R4 (Server IP/Hostname) ] 7 4 —/L R :
74T MEF—2RET LYV —DIPT LA E
72137 A b4, [Download Certificate From] K > 7 & v
Y UARDREILL ST, ZOT 4 —)v ROARNTR A
LSEMNH Y T,

s [Pathand Filename] 7 4 —/V K : UE— s =TT 7 A
N H T a— R 5EEIZ Cisco IMC A 52 B0
BHHIRABLNT 7 A VA4,

e [Username] 7 4 —/L K : AT LNV E— F = nm
TA T HBIERT 52— 4, ZD7 4 — Ri,
7'v k3L TFTP £ 721X HTTP OS54 1R H S EH
oo

o [/SAYU—FK (Password) ] 74—/ F : UE—F H—

DL —HFLIIET A RAT— R, 207 4 — K,
7’1 s 2V TFTP £721X HTITP DA ITEA S EH
oo
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Z2X:01 BTLL]

[Download Through Browser | Z A7y 9 V&38R 25 Z & T, CiscoIMCGUI #3247 L T
Client] 7> a v RE WAHILEa—ZDua—hL RI A TIRE STV 5 LE
F—IIBIITEET,

ZOF T a rEERT D L Cisco IMC GUI IZ [B ]

(Browse) | R v FrRINET, ZORZ U 2EHALT,
A VR—=FT BT 7 AMIBENTE ET,

[Paste Content] 47> a » RZ | Z DA T a U EEINT HZ LT, BAMEMET—DHNE
N (K% 22 ¥°— L T [Paste Private Key Content] 7 % A k 7 ( —
NRIZEEO T 2 EnTEET,

RDBERY

DI3AT7 2 MEX—DIY RAR—F

FIE

AT w71 [Navigation] A > @ [Admin] A ==—% 7V v 7 LE T,

AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥ 77,

AT 73 [Security Management] <2 > [Secure Key Management] %27 U v 7 L %9,

AT 74 [Secure Key Management] % 7' ™ [Actions] f!& T, [Export Client PrivateKey] %= 7 U v 7 L7,
AT w 75 [Export Client Private Key] ¥4 7 2 7R 7 AT, IRDT 4 —)L RIZEE AT LET,

gLy —nNtxaUTs0EE ]
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[Export to Remote L ocation]
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DX T avEERNTAHZ LT, EHEY
UE— FOBPATMLEIN L T/ AR — FT
EFET, ROFEMEADLET,

o [TFTP Server]
« [FTP Server]
* [SFTP Server]
* [SCP Server]
« [HTTP Server]

GE) Zo7rvaruEIrLan
b, VE— KM= 47L
LT SCP F7-1% SFTP # IR L
7846, [Server (RSA) key
fingerprintis<server_finger_print
_ID> Do you wish to continue? |
EWVHI RAyE—ULEHITRY
TT T U4 RUREKRES
9, =N T 4 H—TY
s DIEFEMEIZIGE U T, [Yes] £72
X Nol &2 V> LET,

T4 =7 MIEA D
ABF—ICESNTERY , Bk
FeDRA N ZFRANE TR T
TET,

o [—/31P/75 A b4 (Server IP/Hostname) ]
T4V R FFHET s AN E T AR—
KT B9 —"DIPT RLAEIFAA K
4, [Download Certificate from] K= > 7%
U YA RDREICE ST, ZDT 4 —
NV ROARNIERZR D5ERH Y 7,

* [Path and Filename] 7 4 —/L' K : UE— |
P\ BAEAEE X T o r— R T 5
(2 Cisco IMC 2ME T2 2B LT 7
A VAo

* [Username] 7 4 —/V R : AT L3 Y E—
h—Nlizua A T HBRICERT S
a—WE ZDOT7 44— L, Fubha
JL7N TFTP % 7213 HTTP O8A 3 &
nNEEA,

gLy —nNtxaUTs0EE ]
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*[NAYU—FR (Password) |7 4 —/L K : U
F— h = RO =PI DA
U—F, ZO7 44— KX, 7ubanr
73 TETP £ 7213 HTTP O& 3 &
FHA,

[Export to Local File] OF T arwEERTHZET, avyBa—
ZDr—JN K74 TIRE STV DR
EEBEBRL (o AR—-FTEET,

954 7T 2 FEX—DHIKR
FE

AT v 71 [Navigation] <A > @ [Admin] A ==2—%7 VY v 7 LET,
AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥ 7,
AT 73 [Security Management] ~<A > [Secure Key Management] %27 U v 7 L %79,

AT v 74 [Secure Key Management] ~X{ > [Actions] fi)# C. [Delete Client Private Key] #7 U v 27 L%
D

ATY TS a7 T [OK| &7 U7 LTI 74T MEX—ZHIBRT 52>, £7-13 [Cancel] %
7V w7 LTHEEZ Sy L LET,

KMIP H—/\E#ED T X

FIE

AT w71 [Navigation] <A > @ [Admin] A ==2—%7 VY v 7 LET,
AT w72 [Admin] A = = —® [Security Management] % 7 U v 7 L ¥,
AT 73 [Security Management] << > [Secure Key Management] %27 U v 7 L %79,

AT v 74 [Secure Key Management] % 7 [KMIP Servers] fHIK T, F=v 7Ry 7 A% A NIT5HZ LT
17Z2BR L, [Test Connection] &7 U v 7 LE7,

ATV TS FEHRICRIT DL, RIHA v E—VRFRINET,
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kMIP 54— 577+ L rEE~0%ER [

KMIP H—/\DT 7+ JL FERE~NDIETT

FIE

AT v 71 [Navigation] <A > ® [Admin] A ==—% 27V v 7 LE7,
AT w72 [Admin] A = = — [Security Management] 7 V v 7 L £,
AT v 73 [Security Management] ~<A > [Secure Key Management] =27 U v 7 L £,

AT 74 [Secure Key Management] % 7' [KMIP Servers] fHI C, F= v 7Ry 7 A& 412+ 52 LT
1723 R L, [Delete] 7 Vv LET,

ATy TFSs Jur 7 RTIOK] 227Uy 27 LET,
T, KMIP — 30T 7 3L MREICETENET,

KMIP O 5 1 el HIlBR

FIE

AT w71 [Navigation] <A > @ [Admin] A ==2—%7 VY v 7 LET,

AT w72 [Admin] £ = = — [Security Management] %7 V v 7 L £,

AT v 73 [Security Management] <A > [Secure Key Management] =27 U v 7 L £,

AT v 74 [Secure Key Management] ~ > ® [Actions] {1 T, [Delete KMIP Login] 27 V v 7 L %7,

ATy TS a7 hTC, [OK] &7 U7 LTKMIP v 7 A > Ot &2 HIBRT %2>, 7213 [Cancel] %
70y LTEEEFT Yy BLLET,

Cisco IMC T FIPS 140-2 0) #:#L

Federal Information Processing Standard (FIPS) /X7 U 7r—3 3 2 140-2 1%, BEHE Y 2 — /LD
FEIHH SN KEBFO a2 Ea—F ¥F% 2 ) T 4 EBHETI3IG) YY) —ATiE, v 7

Cisco IMC/Z NIST H A KZ A NIHE- T2 FIPS KIS TIiEH Y A, ZiiE FIPS 140-2 THRE
SNTREEALT AT ALEED 2 — V> TWERA, 2OV U —ZXT, TTD CIMC
H—E AL, CiscoFIPS 7 V=2 F FYa—/L (FOM) ZHEHLET, 42k Y. FIPS
140-2 |[ZHERL U 7- I BALE Y = — Ui S E 7,

CiscoFIPS 7Y =7 b &Y 2—/VE, Cisco DJA#E2F Yy FU— o 7REBI N2 TR

L—y g VRN S b — X 2RI Y 7 v 2T T4 7T U T, BV 2T,

IPSec (IKE) . SRTP, SSH, TLS., SNMP 72 ' ®H—t 2 (Zxf LT, FIPS 140 DIRFER DI
LT 2 Y XL KDF BEREZ Rt L £ 97,

gLy —nNtxaUTs0EE ]
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tXal)TFa5%

ATv T
ATvT2
ATvT3

RTv74

EDAENIE

1R BHHEIIZ
DX R EFITTHIZIE

FIE

. admin HRZFOZ—YF L L Tr I A T 20LERD

SRELY— N tEFa T OER |

V)iﬁ—o

[Navigation] XA > ® [Admin] A ==—% 7 U v 7 LET,
[Admin] A == —® [Security Management] =~ UV v 7 L& 7,

[E¥= V7 ¢ %&F (Security Management) ]34 > C,

Configuration) ] %27 Vv 7 LET,

[ER I HRALBERERR E (FIPS) & =E 7 7447 V7 (CO) &
Standard Configuration (FIPS) and Common Criteria (CC) Configuration) ] XA > C,

[E¥= U7 ¢ 8%E (Security

%7 (Federal Information Processing
[FIPS A%

{t. (Enable FIPS) 1 F =2 Ry 7 A% AN LET,

=1:

EREROLEZE (FIPS) EEUVIAELITA4TIT (C0) DIERK

ARl

B

[FIPSO A 4%h{t. (Enable FIP Mode) ] F = v 7
Ny 7 A

T B L, FIPSHEREZ BN T 52 &N
TEXEd, T7HNLPITIE. ZOFF 3
IS > TWET,

mm%ﬁﬁ’?é&\QMPﬁi
RN 9,

* noAuthNoPriv & 72 1% authNoPriv & % =
VT 4 LA UL ATy g VICRESALTD
5 SNMPv2 7' & bk @ /L4 KOV SNMPv3
a—HP—paIa=54 AN UTHE
PP 72 0 F5,

¢ [NoAuthNoPriv] D& F = U 7 1 L~y F
Ta UINRE STz SNMPV2 £ 72T

SNMPV3 —HFRIFICRE SN F T >
TR FT,

« [MDS5] 35 & 8 [DES] 335 A 75 L O
G AN B A TR £

TRD LD

« ¥72. SSH. Web¥—/\, KVM #5f5i T
FIPS ¥l B RO LN ER I 5D &
IR F9,

AT TAT VT ZHAINIT D EN
TEET,
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[CChEZE (EnableCC) ]
Fry IRy 7 A

FNZTHE, CCHERERANTTDHZLNT
XFEd, FTIFNLDBNTIE, 2O T a 0T
N> TVET,

CCIXZFIPS E— FDA——F% v FTHD,
aFy I ITATVTICERST HEVNERH DT
7V r—aif, CCE— REARINTT 5
|~ Cisco IMC 78 FIPS E— R Th 5 = & ZHeR
THLERDHY 7,

« CCHNZT B, FIPS E— REHZ)
T BVERH Y 9,

s FIPSE— REMHZTHE, CCE—FRD
MR 72 £,

G¥) FIPSE— RFELIFICCE—FREYIVEZ D &, SSH, KVM, SNMP, web #—/3,
XMLAPI, X Wredfish —EANFEIBINE T, HfTT20E 2 D0OMERERD
LNET, BITTDITL[OK]EZ U v 7, £ 9D TRWEEIX[F v &/ (Cancel) ]

Vv LET,

gLy —nNtxaUTs0EE ]
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