REAZEE Y —N X1 T A DEH

ZOFEE, OB THRINTWET,
o« P— FEHEOEH (1 2—)
c AFAEBAERDAER 2 2—)
o ACBAGEHEDIER (5 3—)
« Windows Z i/ L7- B OB A REHEOERK (7 ~—)
e B FEHEOT v T r— R (8 =)
 F—EHMEERE e har (9 3—=)

Y —/\GIAEDEHE

AERIEE A PR (CSR) AR L TR LWGEREA TS L. $1 L WEEBE % Cisco IMC IZT
T — RLTBEOY— NGEHE MRS 2 2 LN TEET, —  FEREIL, Verisign D K
D77 Yy ZRBGER (CA) . FRITMBIZER L TV AREEROWT NI L > TEA X
NET, ERSNDFEHFEF—DORIT 2048 By F T,

11l

GE) ZOFEICHRHESINTWBLUTOHX A7 % FITT BENI, Cisco IMC ORFZINBAEDREZNZ R E
INTWNWAZ AR LET,

FIE

AT F1 CiscoIMC 725 CSR Z4ARL L 97,

ATw T2 GEHEORITLEBLEZITOIERICCSR 7 7 AV E2XELE T, Mk TMmE ol BN
BEERLTCHDEHAIL, CSR 7 7 A V&ML CTHOEAGEAZER AR TE £,

ATV T3 FHLWIEAEZ CiscoIMCIZT v 77— R LET,

gLy —nNtxaUTs0EE ]



B aszzszsosn

ARELY— N X2 TOEE |

GE) T a— RENZHFAEI, CiscoIMCIZ L > TAME = CSR D SIERR S5 %
ERH D ET, ZOHFETERENTORWIEAELITY v 7a— RLARNWTLEE
A

AEBAEE R ERDERK

)

G¥)

ATy I
ATv T2
ATvT3

ATy T4

[Common Name] 33 L OF [Organization Unit] 7 « — /L RIZIZRFH LT (T2 & X7 23 K
(&) ) EFEHALZVWTESNY,

1R BHEIIZ
¢ AFFHEZRET A1, admin MR A Foa—V L LTl A o TALENHY 4,
» Cisco IMC DA NBAEDRELZNIRE SN TWD Z L 2R L E T,

FIE

[Navigation] ~*1 > @ [Admin] A ==—% 7 U v 7 LE7,
[Admin] A == —"T, [Certificate Management] 2 U v 27 L ¥,
[Actions] 7k C, [Generate New Certificate Signing Request] UV > 7 %227 U v 7 L ¥,

[Generate New Certificate Signing Request] % A 7 B 7R > 7 ANFRRIINET,

[Generate New Certificate Signing Request] # A 7 2 7R > 7 AT, IROT /X7 4 ZHTH L E
ﬁ‘o

22 5 BA

[ZE 2 % —2 (Common Cisco IMC D52 2{EHAfi4

Name) ] 74—/ R F7 4L R Tl H— 30 ON 1T CXXX-YYYYYY B T#

TENET XXX T —A"DOEFALEETYYYYYY 1TV
TNETTT) .

BN —a Ty IS — R AL X CNIZFDFE FF-
FanEd,

P aEsgLy— " txay T 0EE
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s E LT |

Bl

B

IO FER (SAN)

INTHT V=7 MUBELDOBINMD AT NT A—2 % ANFT
EFET, ZHICIEFEHED subject 7 4 —/L K& L C R
HIohs I EIEREEFEATEET,

SANDEFEFISERAT v a VTFKROLDORH Y £,
« Email
* DNS name
cIPT FLXA

« Uniform Resource Identifier (URI)

G ZoO74—= )V NHMEETT, K447 DSAN A~
AL ADEE EOLIITORETETETRH, A~
A ADEFOBIT 10 ZH2 52 LIXTEEY
o
[Organization Name] 7 ¢ —/L N | GEBI A R L T D%,
[ AT (Organization Unit) ]| #Hfk—== > b,

74—V K

[Hlk (Locality) 17 4 —/V F

AERAE A 2R LTV 2 SO AR DEET D i £ 72 13HT,

[State Name] 7 f —/L K AERE A ZR L TV D SO AR FET 20 E 72 13 7BUIX
5o
[Country Code] K& v 7' X0 o | 4N TFAET D IH,

YA b

[Email] 7 4 —/V K

BALDE A A — N O,

Signature Algorithm

SERHEEA B R AR T H-DDEL T LI X LZEIRT
XFET, WOWTNNITARY F9,

* SHA384
* SHA1

* SHA256
* SHAS12

A EBEAER A ERT A OICEBIRENTWATFT 7 4L b
DEBL T NI X AT SHA384 T,

gLy —nNtxaUTs0EE ]
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Bl

B

[Challenge Password (F v L >
PEAVEVESE | [V aE A
7 A

Fr LoD NRRT—RiE, GEAEEBLER (CSR) ¥ 14 7
RNy 7 A BAENTWET, ZOXA TR 7‘ Ny 7 AT
L. FATCRRGER (CA) DREAEZREET A7 DI L E
R

[Challenge Password (F ¥ L > 2 /AR T — R)| A7 v 3 v
RENTWDEAIEL, A7 SAT— RXFHNE AT 57
Da—P—ZFx LYY INRT— FXFIN A SN ET,

GE) 2=V —lZi@3Fry LI NRRT—REBRRNLVA
FarNH0ET, ZOEE. FyLrT R
D—RKXFEINIAD SN FERA, 2L, 22—V —
1L CSR OIEH A pic e Z N TEE T,

[String Mask (3XF51< X 4)]
Ky 7Hor AR

THIZRY, FEAEBELER (CSR) ¥ A TR T Ry 7 AT
A END LTINS A T DO ATINFEESNET, ZOF T3
Y FFED T 4=V ROKFEDSIFING A T 52T 55
BIIF~ AT LERA, XFHNDOZ A TIFRD LB TT,

« 7 7 # )L b Printablestring, T61String, bmpstring % {5 /f]
LET,

« pkix: Printablestring, BMPstring Z{#i /] L £7°,
« utf8only: UTF8Strings DA% il L 7,

* nombstr: Printablestring, T61String (BMPStrings ¥ 7213
UTF8Strings LAZV) 2/ L £ 7,

[Self Signed Certificate] 7 =
TR T A

HOB4 LEREEZ AR L ET,

3 FERAEDO AR ) L7t Cisco IMC Web GUI 73
ﬁt@bi# FEHay hr—7 L OWEEN R
WO S, BaZ A URLERBERS D £7,

GE) A x—T7NLOeE, CSRWERSN., BEINICES
BT v 7o— N TbivET,

G¥) HOBAEHENADRGAIX. A7 v 7 5BXI06 28 L 7,

AT 975 [Generate CSR] %7 V v 7 LE7,
[Opening csr.txt] A 7 B VR v 7 ANERINET,

ATYT6 CSR 77 A/besttxt ZEET HI1T1E, ROWTNNDOFIREZFEITLET,
a) [OpenWith) %2 U v 7 L Cesttxt xR LET,

P aEsgLy— " txay T 0EE



SAE LY —N X2 T DER
sesainzors |

b) [SaveFile] 27 U v 27 LTMBH[OK]Z27 Y v 7 L, B—h)L <00 esrtxt 77 L E
j—o

RDBERY

SEAEORITE BALEITORFRICCSR 77 A LV EEELET, #HEEcCHBEOBECE4
SERHEA AR L CTWAESIE. CSR7 7 ALV EFH L CHDBAIFHEL AR TE F7,

FERAED X A 778 [Server] THDH Z & MR L E T,

B EZERASDIER

N7V ZFER (CA) ZEH L TH—FEFEOAM E BA 21T oMb Iz, ME O CA
%@%LT@Q@&%i CEATHILENTEET, ZOEZ ¥ 3 TliE, Linuk TETSH
TV % OpenSSL GEHE — ZMH L T CA #1EkT % 2~ FEB X O — NGEHE A A Ak
T Ha<wr RIZOWTHIA L £9, OpenSSL OFEAIIC- DUV T, http://www.openssl.org % 2 it
LTLEENY,

GE) b d=~ 2 R, Cisco IMC TidZe <, OpenSSL /N 7 — V% L TV % Linux #—
TANLET,

1R BHHIIZ

« FHREN OV — R T, FEHEY— ROV 7 b 2T RNy =V ERSGLTA VA =1 LE
‘é‘o

* Cisco IMC DFFH N BRAEDRENIHRE SN TWNWAS Z L 2R LE T,

FE
AU RFEREFET7TIVa Y B

R 71 |openssl genrsa-out CA_keyfilename keysize | = 2~ > N, CA T X715 RSA
b REE— 2 L%
# openssl genrsa -out ca.key 2048 GE) Z—P AN LT CADBF—

W7 78R TEA LI, Z
Da<y RiZ-des3 47> a v
ERH L2 TL7Z &,

BEISNET7 7 ANVAIIE. BESNE
P A XD RSA F—NEENTWVET,

gLy —nNtxaUTs0EE ]


http://www.openssl.org

B cczzamzonm

HMEELY—NtxaUT OEE |

ARV RFERETIVa Y

B8

ATv T2

openssl req -new -x509 -days numdays -key
CA_keyfilename -out CA_certfilename

1 -

# openssl req -new -x509 -days 365 -key]|
ca.key -out ca.crt

Zoa~wy R, fEINIEX—%H
LT, CADHCEAGERELHHICIE
B U ET, REEITRE S HIRA )
IRV ET, Zoavwy NE, 2—PIC
REEOBNEHRZ KDL T a7 N
FoRLET,

AEAEY—NX, 77T 4 7R CAT
ﬁ—o

ATvT3

echo '""nsCertType =server' > openssl.conf

1

# echo "nsCertType = server" >
openssl.conf

Zoawr R, GEAERY— RED
GEETH DL Z L ERET HITE
OpenSSL & E 7 7 A /WIZEM L £,
ZOREICEY ., EEENT s FAT
MR — 22 F T
man-in-the-middle B % % BAfHl C % £ 7,

L

OpenSSL 3 E 7 7 A /L openssl.conf (Z
IZ. "nsCertType = server" &9 XNE
EFNTWVET,

ATvT4

openssl x509 -req -days numdays -in
CSR_filename -CA CA_certfilename
-set_serial 04 -CAkey CA_keyfilename -out
server_certfilename -extfile openssl.conf

1

# openssl x509 -req -days 365 -in
csr.txt -CA ca.crt -set_serial 04
-CAkey ca.key -out myserver05.crt
-extfile openssl.conf

Zoavy FiE, CANRCSR7 7 A V%
L T — SiEAEZ AR T D & 912
fERLET,

Y— FEAEIL, 7 7 A MCEER
TWET,

ATvTh

openssl x509 -noout -text -purpose -in
<cert file>

1 -

openssl x509 -noout -text -purpose -in|
<cert file>

Rk S VT2 RERE D & A )3 [Server] T
b LEfERLET,

GE) 7 4 —J)L N [ServerSSL] I L}
[Netscape SSL] — S DfE D
[Yes] T22WMGEIX, #A 7N
[Server] DFEMEA LR T 5 &
9 1Z openssl.conf 23 5% iE S 41T
WHZEriER LETS,

ATvT6

(EE) B SNZiEAEICE LU VE
PSRN E SN TWVRWEATE, Cisco
IMC D REZ| S BUE DO RFZNZERE ST
WHZ L EMRL, AT v 1 ~5%4%
VL CREIEZ FAR L £ 7,

1E LWWME AR S BOE S VT RIEI 2
RSN ET,

P aEsgLy— " txay T 0EE
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Windows %5/ L -2 E&amz0ns [

il

ZOBNE. CADIERT L, 3B L OHBUCIERR S L7z CARNEL T 5 I — NGEEO 4
GEERLET, b a~r RiE, OpenSSL %317 L TV % Linux #—/3TA
HLET,

# /usr/bin/openssl genrsa -out ca.key 2048 Generating RSA private key, 2048
bit long modulus ............. ++++++ ... ++++++ e 1is 65537 (0x10001) #
/usr/bin/openssl req -new -x509 -days 365 -key ca.key -out ca.crt You are about
to be asked to enter information that will be incorporated into your certificate
request. What you are about to enter is what is called a Distinguished Name
or a DN. There are quite a few fields but you can leave some blank For some
fields there will be a default value, If you enter '.', the field will be left
blank. -———- Country Name (2 letter code) [GB]:US State or Province Name (full
name) [Berkshire]:California Locality Name (eg, city) [Newbury]:San Jose
Organization Name (eg, company) [My Company Ltd]:Example Incorporated
Organizational Unit Name (eg, section) []:Unit A Common Name (eg, your name oOr
your server's hostname) []:example.com Email Address []:admin@example.com #
echo "nsCertType = server" > openssl.conf # /usr/bin/openssl x509 -req -days
365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt -extfile
openssl.conf Signature ok subject=/C=US/ST=California/L=San Jose/O=Example
Inc./0OU=Unit A/CN=example.com/emailAddress=john@example.com Getting CA Private
Key #

RDARY
HLUWEFAE % CiscoIMCIZ T v 7 u— KL £,

Windows A L-BCERKEAEDI/ERL

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

1R BHHEIIZ
SEAEAZFRET AL, admin R EZ RO —V L L Ta s A 33208 RHY £,
* Cisco IMC ORI DN BAEDRENIRE SN TWD Z L 2R L ET,

FIE

[1IS v *—< v (1IS Manager) ] #BHWTE T H L~ LICBEI L £7,
[Features] fH% C. [Server Certificate] =¥ 7 /L7 U v 7 L7,
[Action] ~1 > T, [Create Self-Signed Certificate] 27 U v 7 L7,

[Create Self-Signed Certificate] ™7 « > K7 C, [Specify a friendly name for the certificate] ~7 1 —
NV RICGEHFEOARTIZ A LET,

[OK]%#7 Vw7 LET,

gLy —nNtxaUTs0EE ]
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B v—amzo7yIo—F

ATY76 (EE) ARSI NREREICE LWMEHBIRARE SN THZRWEEE, Cisco IMC DRFZI73
BUEORANIRESNTVWDLZ AR L, AT v 71 ~5%/ 0K L CREELFHAER L E
@—O

1E LM IR SR E S MT2REBEPMER S IV E T,

H—/\EEREDT7 vy JA—

P—=NIZT v 7 r— N L55EHEL SR L CGRIRT 20, EIEBLAMNEFEREFEOT X TON
% 2 B — L T [Paste certificate content] 7 % A K 7 ¢ —/L RIZHE O ), a7 v 7 a— K

TEET,

1R BHEIIZ
cFEAEET v e — RTHI2F, admin EREZFFoaz—H L L Ta s A T H50ERHY
£,
T w7 —RTLEHET 7 AL, =D T I EATEDL 7 7 AV VAT AICEE
SNTWARERH Y F7,

« R S NTCREIZEED Z A7) [Server] T D Z & ZfER L £,
c ROGEAFBRAN Y R— S TWET,

e .crt

¢ .cer

* .pem

() [Cisco IMC Certificate Management] A = = —Z ] L THAJIZ CSR ZAK LT H, £ D CSR
EHERALCTTY vy 7 a— RTAiHAELZRETO2LERHY £9, ZOHETEREINTHRN
FEAEILT v e — R LAV TLZE0Y,

FIE

AT v 71 [Navigation] A > @ [Admin] * ==—%7 VU v 7 LET,

AT w72 [Admin] A == —"TC, [Certificate Management] %27 U v 7 L £,

AT w73 [Actions] i C, [Upload Server Certificate] =2 V v 27 L £,
[Upload Certificate] %A 7 1 7R v 7 ANFRIINLET,

AT 74 [Upload Certificate] ¥4 7B VR vy 7 AT, ROT a7 0 ZHHLET,

P aEsgLy— " txay T 0EE
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s—gmpmantsorar i

£l £ A

[File] 7 4 —/V K Ty 7u— RTLERET 7 AL,

[Browse] 7R & > WY 7RFEAE Y 7 A MIBEI T D4 AT a Ry 7 ANRE
RENFET,

[Paste Certificate content] 4"~ | B4 EFEHED T X TONE % a2 £ — L T, [Pastecertificate
Tarv RE content] 7 ¥ A~ 7 4 — /L RIZAEOFHIFH Z N TEHH A
TuarsRy 7 AREEET,

GE) 7y 7u—RTHHNGEHENBLE A THD &
2R L ET

[Upload Certificate] 7~ 4 > FAEEEZT v e — R T&E £,

AT w75 [Upload Certificate] #7 U v 7 L £,

T—EEMEERETO ML

F—FHFHAEMAMNET 7 v (KMIP) X, FEAREHY — ST —F 0 I3ET — & 20
ﬁﬁékbmfyt—yﬁﬁ%% i HmE 7 e b LT, KMIPIZA—7 0 AX U H— R
T, BEOR A —C Lo THR—FENTWET, F—EFHI2IEL, EEROMEAIEM e/ E
%ﬁ%ﬁt@\KME7747/F1KME%—A&J4M HE) L E9,

GE)

KMIP BEREIX. C220 M4, C240 M4 35 X U $3260 M4 $— S TOHY R — F SHLTVET,

HOKE{L RF 47 (SED) 121, VT AEA LCHEETF—F 52 L, BIETFT—251EE
THN—RT=2TREENTWET, RTIATEREAT 4TRSS —IE, = OHEEEZ il
LET, L, BEX2 VT 0 Z2H#FFT072012, RIA 7130y 7 SNTWAMERDHY F
T, EX=2V T4 F—IDEEXF2VT 4 F— (F—Ksx—) ZEHTLIE, ZOHNZE
CEET, ¥—ID TIL, FI7A47IZ—EDID Bt E 7,

B2 DX—ICER R ERAEHRH Y £9, BIfE, v— 0/ 2 —0FHB L OBEMOFELIEE
WZa—FIZh b7, ABIARELDLAREENRH D £3, 2 —F XS EFIE ¥ — E%MB
DOWREEZ R Z TODRMERH Y . TNARERGENH Y 9, KMIP 1%, I ORBR&FEIRIC
L, ANHJEE 72 L TR —2 0 RaIcE#H L £1,

gLy —nNtxaUTs0EE ]
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D547 MEBRED A O— K
FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%27 U v 27 LET,
ATy T2 [arEa—T 47 (Compute) | A ==a—TH—ZRINLET,
AT v T3 [Server] ¥ 7 ® [Secure Key Management] %7 U v 7 L £,

AT 74 [Secure Key Management] % 77 ® [Actions] i1 C, [Download Client Certificate] 27 U v 7 L %
j—O

AT 75 [Download Client Certificate] A 7 2 7R v 7 AT, DT 4 —/V RIZEEZATLET,

P aEsgLy— " txay T 0EE
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v547v rimEosy n—k ]

Bl

B

[Download From Remote
Location] 47" a > R¥ v

IOF T a v EERT S LT, GEREE Y T FOSHT
MBBRL TH U rm— R CEET, ROFEMEATLET,
. * [TFTP Server]
* [FTP Server]
* [SFTP Server]|
* [SCP Server]

* [HTTP Server]

G ZoT7rvarEFHrLens, VE—h¥—
N B AT L LU TSCP 713 SFTP 2RI L 7255
& . [Server (RSA) key fingerprint is
<server_finger print ID> Do you wish to
continue?] E\VNH A vk—TLEHITRY T T v
T U4 RUBRRRENET, =T 1
H—=7V > FOEEMICIG U T, [Yes] £721%
Nol &7 U w27 LET,

T4 H—=T Y MIFBA FOARF—IZED
WTEBY ., EELEOR A N EEBBE IR T
xFT,

o [F—/NIP/7R A b4, (Server IP/Hostname) |17 4 —/L K :
7747 NEAET 7 A NVERET D —NDOIPT R
LV AFE T ILAR A N4, [Download Certificate from] K& v ~7°
v UARDREICL ST, D7 14—/ KOLAHIE
RIRDGENHY 7,

s [Pathand Filename] 7 4 —/V K : UE— s —N[Z7 7 A
N H T a— R 5EEIZ Cisco IMC A 92 23
BHHIRABLNT 7 A VA4,

* [Username] 7 4 —/L K : Y AT LN Y E— F = nm
TA T HBEERT 52— 4, 207 14—/ Ri,
7'v k3L TFTP 721X HTTP O%A 13 H S EH
oo

o [/SAU—FK (Password) | 7 4 —/LV K : UE—h #—
Da—PLITHNT DR AT— R, 2D 74—/ i,
7’1 s 2V TFTP £7/21X HTITP DA ITEA S FEH
oo

gLy —nNtxaUTs0EE ]
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[Download Through Browser
Client] 7'V a > R"& v

IO T a v EERT D Z LT, CiscoIMCGUI % 3T L T
WhHharvta—2onu—nhv N4 TIHEE SN TWBEEA
HlcBEHTEET,

ZOF T arE®RINT S L Cisco IMC GUI IZ [&f

(Browse) | R v FrRINET, ZORZ U 2EHALT,
A VAR—= TBET AN TEET,

[Paste Content] 47> = > AR ¥
Ve

TOF T a v ERRT S LT, BAMNEGEHEONE S
{K% =2 &°— L C [Paste Certificate Content] 7% A b 7 4 —/L K
WCHEO R B Z EmTE T,

GE) Ty 7u— R 2ENGEHERBEL A THD Z L
R L ET

D247 FERAED TV AR—

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U v 27 LET,

ATFY T2 [arEa—T 47 (Compute) | A ==2—TH—"ZRRL 7,

AT w73 [Server] ¥ 7 ® [Secure Key Management] %7 U v 7 L7,

AT 74 [Secure Key Management] % 77 ® [Actions] fJ#& . [Export Client Certificate] %7 V v 7 L7,
AT 75 [Export Client Certificate] Z 1 7 2 7Ry 7 AT, IROT 4 —)L RIZflEz AT LET,

P aEsgLy— " txay T 0EE
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[Export to Remote Location]
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e SRER

DX T arvEERNTAHI LT, EHEY
UE— FOBPATMLEIN L T2/ AR — FT
EFET, ROFEMEALET,

. * [TFTP Server]

=

* [FTP Server]
* [SFTP Server]|
* [SCP Server]
* [HTTP Server]

GE) ZOT7varEIATLAENR
b, VE—Rh =47t
LT SCP %7213 SFTP Z iR L
72%46.  [Server (RSA) key
fingerprint is <server_finger print
_ID> Do you wish to continue? |
EWVWIH A= L EHITE Y
TT T T4 RUNRFKRS
9, =N T 4 H—TY
k OIEFENEIZIS U T, [Yes] £72
IL[No]Z27 VU vy 7 LET,

T4 =T MIEFA D
ANBIF—ICHSNTRY , i
DR A N 2R E T 3R T
TET,

o [—/31P/78 A b4 (Server IP/Hostname) ]
T4V R GFHET s AN E T AR —
KT B —"DIPT RLAEIFHA K
4., [Download Certificate from] K2 v 7°4
U YR NDREICE ST, ZDT 4 —
NV ROARNIRZR DGERH Y £7,

s [Path and Filename] 7 4 —/V K : UE— |k
Y=\ BAEAEFEE X T r— R T 5
(2 Cisco IMC MR T2 AB LT 7
A VAo

e [Username] 7 4 —/V R . VAT LB Y E—

b h—lZr A T LHBRICERT S
a—YL, ZOT7 44—V KL, Fuba
JL7S TFTP £ 7213 HTTP O8A 13 &
NEE A,

P aEsgLy— " txay T 0EE
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547> riinzosn ]

N
=

B

*[XAU—R (Password) |7 4 —/L K : U
F—h =D —VFLHITHHET B8R
J—FK, ZO7 44—/ KL, 7mhan
73 TETP %7213 HTTP O¥p& 3 S
FH A,

[Export to Local File] TOF T v ERBIRTAZL T, A a—
ZPpua—H) K74 TIHRE SN TV D EEHA
EABEINL T/ AR—FTEFET,

55472 FEREOHIR

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U 27 LET,

AT T2 [0 Ea—T 17 (Compute) | A ==2—THh—"ZERLET,

AT 73 [Server] ¥ 7 @ [Secure Key Management] %27 V v 7 L7,

AT 74 [Secure Key Management] % 7' ™ [Actions] il C. [Delete Client Certificate] 2 V v 27 L7,

ATy FTE a7 hC[0K| %227 Uy 7 LT 747> hEBEEZHIRT 52, F£7213 [Cancel] & 7
Vw7 LTHEEE XY BV LET,

V34TV FMEXF—DFYO—F
FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U v 27 LET,
AT T2 [0 Ea—T 17 (Compute) | A =2 —THh—_"ZERLET,
AT v T3 [Server] ¥ 7 D [Secure Key Management] %27 U v~ 7 L7,

AT 74 [Secure Key Management] % 77 ? [Actions] f{{8 C. [Download Client Private Key] %7 V v 7 L ¥
j‘o

AT 75 [Download Client Private Key] # A 7 2 7R v 7 AT, DT 4—/L RIZEEANLET,

gLy —nNtxaUTs0EE ]
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[Download From Remote
Location] 47" a > R¥

COF TS arEBEIRT AL T, MEX—Z ) ET— D
A bEIRLCTHE e — R TEET, ROFEMEANTILE
Er

. * [TFTP Server]
* [FTP Server]
* [SFTP Server]|
* [SCP Server]

* [HTTP Server]

GE) Zo7r7varzFTLens, VEeE—F¥—
NZ AT E L TSCP £71% SFTP #E8R L7245
& . [Server (RSA) key fingerprint is
<server_finger print ID> Do you wish to
continue?] E\WVVH) A o= L L HITRY T T v
T4 RUNRKRINET, =T 1
H—7V > b OEFEMIG U T, [Yes] £721%
Nol %227 VUv7 LET,

T4 H—=TV 2 MIFAROARF—IZHED
WTERY ., B A N ikBlE - 13mEsR T
xFET,

o [h—/NIP/7R A N4 (Server IP/Hostname) | 7« —/L K :
74T MEF—2RET LYV —DIPT LA F
72137 A b4, [Download Certificate From] K2 w74 v
Y UARDREILE ST, ZO7 4 —/L FOARNTRL
LSEMNH Y T,

s [Pathand Filename] 7 4 —/LV K : UE— Kk =27 7 A
N H T a— R 5B Cisco IMC (I 25 BN
HHNABLOT 74 V4,

+ [Username] 7 4 —/V K : Y AT AN Y E— k —Zn
TA T HBIHERT D 2—V4, 207 10— R,
7’1 s 2V TFTP £7/21X HTITP DA ITEA S FEH
oo

o [/SAU—FK (Password) | 7 4 —/LV K : UE—h #—
D2—HLIKIET HNRAT— K, ZD7 44— i,
Zu k=LA TFTP £ 7213 HTTP O8A 13 S EH
Ho

P aEsgLy— " txay T 0EE
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s547 v ramxr—ozs2ki—+ I

221} BTl

[Download Through Browser | Z A7y 9 V&38R 25 Z & T, CiscoIMCGUI #3247 L T
Client] 47> 3 & RH WHIAYEa—ZDu—hL FIA4 TIHEE STV DR
F—IIBIITEET,

ZOFT v arE®RINT S L Cisco IMC GUI IZ [&#

(Browse) | R v FrRINET, ZORZ U 2EHALT,
A VAR—= TBET AN TEET,

[Paste Content] 47> a L RE | ZDA TV a LV E2BIRT D Z LT, BAMNEWEF—DOARE
N (K% 22 ¥°— L T [Paste Private Key Content] 7 % A k 7 ( —
JVRICEEV T D 2 & TEET,

RDBERY

DS53AT7 0 MEBEX—DITI AR—Fk

FIE

AT 71 [Navigation] XA > ® [Compute] A ==—%7 VU v 7 LET,

AT T2 [ Ea—T 1427 (Compute) | A =2 —TCTHh—_"ZERLET,

AT 73 [Server] # 7 @ [Secure Key Management] 27 1 v 7 L7,

AT v 7 4 [Secure Key Management] % 7 ™ [Actions] i} C. [Export Client Private Key] %27 U v 7 L £,
AT w75 [Export Client Private Key] ¥4 7 0 7Ry 7 AT, IRODT 4 —/L RIZEEASTLET,

gLy —nNtxaUTs0EE ]
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[Export to Remote Location]

P aEsgLy— " txay T 0EE
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s547 v ramxr—ozs2ki—+ I

B

DX T avEERNTAHZ LT, EHEY
UE— FOBPATMLEIN L T/ AR — FT
EFET, ROFEMEADLET,

. * [TFTP Server]
* [FTP Server]
* [SFTP Server]|
* [SCP Server]
* [HTTP Server]

GE) ZOT7varEIATLAENR
b, VE—RF V=47t
LT SCP %7213 SFTP Z iR L
72%46.  [Server (RSA) key
fingerprint is <server_finger print
_ID> Do you wish to continue? |
EWVWIH A= L EHITE Y
TT T T4 RUNRFKRS
9, =N T 4 H—=TY
k OIEHENEIZIS U T, [Yes] £72
IL[No]z27 VU v 7 LET,

T4 =T MIEFA D
AR —ICHSNTRY , #5
FEDRA N 2R E T 3R T
TET,

o [—/31P/75 A b4 (Server IP/Hostname) ]
T4V R GFHET s AN E T AR —
KT B —"DIPT RLAEIFHA K
4., [Download Certificate from] K2 v 7" 4
U YA NDREICE ST, ZDT 4 —
NV ROARNIRZR DGERH Y 7,

s [Path and Filename] 7 4 —/V K : UE— |k
Y=\ BAEAEFEEL X T r— R T 5
(2 Cisco IMC 2MER T2 AB LT 7
A VAo

e [Username] 7 4 —/V R : VAT LB Y E—
b h—lZr A T DHBRICERT S

a—YL, ZOT7 44—V KL, Fubka
JL7S TFTP £ 7213 HTTP OA 13 &
NEE A,

gLy —nNtxaUTs0EE ]
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B

*[NAYU—FR (Password) |7 4 —/L K : U

F—h =D —VLHITHHET B8R
J—FK, ZO7 44—/ KL, 7mhan
73 TETP £ 7213 HTTP O¥pa i S
FH A,

[Export to Local File] TOF T v ERBIRTAZLT, A a—
ZPpua—H) K74 TIRE SN TV D EEHA
EABEINL T/ AR—FTEFET,

954 7T 2 FEX—DHIKR
FE

AT w71 [Navigation] <A > @ [Compute] A ==—% 7 U v 27 LET,
AT T2 [ Ea—T 127 (Compute) | A =2 —THh—"ZERLET,
AT 73 [Server] ¥ 7 @ [Secure Key Management] 27 V v 7 L £7,

AT 74 [Secure Key Management] <~ > [Actions] fE# C. [Delete Client Private Key] #7 U v 7 L %
—é—O

RTY s 7ar 7 hC[0K| 227Uy 7 LTZ 747y MEX—%HIBRT 5 H, £7213 [Cancel] &
7V w7 LTHEEZF vy 2V LET,

JL— L CASERRZED A vO—FK

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U v 27 LET,
ATFY T2 [arEa—T 47 (Compute) | A ==2—TH—"ZBRL E7,
AT w73 [Server] ¥ 7 ® [Secure Key Management] %27 U v 7 L7,

AT 74 [Secure Key Management] % 77 ® [Actions] i} T, [Download Root CA Certificate] 227 U » 7 L
£

AT 75 [Download Root CA Certificate] # A 7 2 7R v 7 AT, IROT 4 —/L NIZEE AN LET,

P aEsgLy— " txay T 0EE
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r—rceasingossoo—F i

Bl

B

[Download From Remote
Location] 47" a > R¥ v

IOF T a v EERT S LT, GEREE Y T FOSHT
MBBRL TH U rm— R CEET, ROFEMEATLET,
. * [TFTP Server]
* [FTP Server]
* [SFTP Server]|
* [SCP Server]
* [HTTP Server]

G ZoT7rvarEFHrLens, VE—h¥—
N B AT L LU TSCP 713 SFTP 2RI L 7255
& . [Server (RSA) key fingerprint is
<server_finger print ID> Do you wish to
continue?] E\VNH A vk—TLEHITRY T T v
T U4 RUBRRRENET, =T 1
H—=7V > FOEEMICIG U T, [Yes] £721%
Nol &7 U w27 LET,

T4 H—=T Y MIFBA FOARF—IZED
WTEBY ., EELEOR A N EEBBE IR T
xFT,

o [h—/NIP/7R A 4 (Server IP/Hostname) | 7« —/L K :
N— b CAGEHEY 7 A VERET 5 — D IP T KL
A F TR A M4, [Download Certificate from] Kz v 74
7 VARNOEREICL ST, 207 4 —)V NOLRTITE
ROGENHY T,

s [Pathand Filename] 7 4 —/V K : UE— s —N[Z7 7 A
N H T a— R 5EEIZ Cisco IMC A 92 23
BHHIRABLNT 7 A VA4,

* [Username] 7 4 —/L K : Y AT LN Y E— F = nm
TA T HBEERT 52— 4, 207 14—/ Ri,
7'v k3L TFTP 721X HTTP O%A 13 H S EH
oo

o [/SAU—FK (Password) | 7 4 —/LV K : UE—h #—
Da—PLITHNT DR AT— R, 2D 74—/ i,
7’1 s 2V TFTP £7/21X HTITP DA ITEA S FEH
oo

gLy —nNtxaUTs0EE ]
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[Download Through Browser
Client] 7'V a > R"& v

IO T a v EERT D Z LT, CiscoIMCGUI % 3T L T
WhHharvta—2onu—nhv N4 TIHEE SN TWBEEA
HlcBEHTEET,

ZOF T arE®RINT S L Cisco IMC GUI IZ [&f

(Browse) | R v FrRINET, ZORZ U 2EHALT,
A VAR—= TBET AN TEET,

[Paste Content] 47> = > AR ¥
Ve

TOF T a v ERRT S LT, BAMNEGEHEONE S
{K% =2 &°— L C [Paste Certificate Content] 7% A b 7 4 —/L K
WCHEO R B Z EmTE T,

GE) Ty 7u— R 2ENGEHERBEL A THD Z L
R L ET

JL— bk CASEBAZED T U X7R—

FIE

AT w71 [Navigation] ~<A > ® [Compute]

)(:1»—%7 U ‘)7 L\i‘a_o

ATFY T2 [arEa—T 47 (Compute) | A ==2—TH—"ZRRL 7,
AT w73 [Server] ¥ 7 ® [Secure Key Management] %7 U v 7 L7,
AT 74 [Secure Key Management] % 7' [Actions] i1 C, [Export Root CA Certificate] %7 V v 7 L%

B

AT w75 [Export Root CA Certificate] # 1A 7 2 7R v 7 AT, IRDT 4 —)L RIZEEZ AT LET,

P aEsgLy— " txay T 0EE
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[Export to Remote Location]

gLy —nNtxaUTs0EE ]
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e SRER

DX T arvEERNTAHI LT, EHEY
UE— FOBPATMLEIN L T2/ AR — FT
EFET, ROFEMEALET,

. * [TFTP Server]

=

* [FTP Server]
* [SFTP Server]|
* [SCP Server]
* [HTTP Server]

GE) ZOT7varEIATLAENR
b, VE—Rh =47t
LT SCP %7213 SFTP Z iR L
72%46.  [Server (RSA) key
fingerprint is <server_finger print
_ID> Do you wish to continue? |
EWVWIH A= L EHITE Y
TT T T4 RUNRFKRS
9, =N T 4 H—TY
k OIEFENEIZIS U T, [Yes] £72
IL[No]Z27 VU vy 7 LET,

T4 =T MIEFA D
ANBIF—ICHSNTRY , i
DR A N 2R E T 3R T
TET,

o [—/31P/78 A b4 (Server IP/Hostname) ]
T4V R GFHET s AN E T AR —
KT B —"DIPT RLAEIFHA K
4., [Download Certificate from] K2 v 7°4
U YR NDREICE ST, ZDT 4 —
NV ROARNIRZR DGERH Y £7,

s [Path and Filename] 7 4 —/V K : UE— |k
Y=\ BAEAEFEE X T r— R T 5
(2 Cisco IMC MR T2 AB LT 7
A VAo

e [Username] 7 4 —/V R . VAT LB Y E—

b h—lZr A T LHBRICERT S
a—YL, ZOT7 44—V KL, Fuba
JL7S TFTP £ 7213 HTTP O8A 13 &
NEE A,

P aEsgLy— " txay T 0EE
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n—tcazEmzonn [

N
=

B

*[XAU—R (Password) |7 4 —/L K : U

F—h =D —VFLHITHHET B8R
J—FK, ZO7 44—/ KL, 7mhan
73 TETP %7213 HTTP O¥p& 3 S
FH A,

[Export to Local File] TOF T v ERBIRTAZL T, A a—
ZPpua—H) K74 TIHRE SN TV D EEHA
EABEINL T/ AR—FTEFET,

JL— k CA SEBAZE D HIIF&

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U 27 LET,
AT T2 [0 Ea—T 17 (Compute) | A ==2—THh—"ZERLET,
AT 73 [Server] ¥ 7 @ [Secure Key Management] %27 V v 7 L7,

AT w74 [Secure Key Management] % 7' [Actions] 8! C. [Delete Root CA Certificate] #27 U v 7 L &
—é—O

ATy TS a7 T, [OK]Z227 VU v 7 L TV— b CAFFHEZHIRT 0. £z [Cancel] 27 U »
7 LTHEEZ v BV LET,

KMIP O 5 1 e HIlBR

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%7 U v 27 LET,

ATFY T2 [arEa—T 47 (Compute) | A =a2—TH—"ZBRL £,

AT v T3 [Server] ¥ 7 D [Secure Key Management] %27 U v 7 L7,

AT 74 [Secure Key Management] < > [Actions] fE# C, [Delete KMIP Login] 27 UV v 7 L %9,

ATy TE Jur 7 T, [0OK] %27 Vv 27 LCKMIP 1 7 A OFEMZHIBRT 50>, F£721% [Cancel] &
7V v/ LTEEEF Yy 8LV LET,

gLy —nNtxaUTs0EE ]
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KMIP H—/\DT 7+ JL FERE~NDIETT

FIE

AT w71 [Navigation] <A > @ [Compute] A ==—%27 U v 27 LET,
ATFY T2 [arEa—T 47 (Compute) | A ==2—TH—"ZRRL £,
AT v T3 [Server] ¥ 7 ® [Secure Key Management] %7 U v 7 L £,

AT 74 [Secure Key Management] % 7' [KMIP Servers] fHIk C, F= v 7Ry 7 A& 412+ 52 LT
17238 L., [Delete] %7V v 7 LET,

ATy TS Jur 7R TIOK] 227V v 27 LET,
T, KMIP — 30 F 7 3L bR EICETENE T,

KMIP H—/\#EHED T X F

FIE

AT w71 [Navigation] XA > @ [Compute] A ==—%7 U v 27 LET,
ATy T2 [avEa—T 427 (Compute) | A==a—TCH—"ZRIRLET,
AT w73 [Server] ¥ 7 ® [Secure Key Management] %27 U v 7 L7,

AT 74 [Secure Key Management] % 7' [KMIP Servers] fHI C, F= v 7 Ry 7 A& 412+ 52 LT
T2 L. [Test Connection] 7 V v 7 L£7,

ATV TS BERICRITDHE, I A v E—UNFEREINET,

X 17 LEF—EEREDRT
FIE

AT w1 [Navigation] "1 > @ [Compute] A ==—% 27 U v 7 LT,

ATFw T2 [arEa—TFT 47 (Compute) | A =2 —TH— AR LET,
ATw T3 [Server] ¥ 7 ® [Secure Key Management] %7 U v 7 L7,
RATvT 4 [Work] ~A > T, ROWEHAMR L ET,

P aEsgLy— " txay T 0EE
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txa17ur—gEREORR [
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B

[Enable Secure Key Management] & = > 7 R >
7 A

FATTBHE, BEXa T G
M TEET,

[Actions] fEIk T, ROIER = MR L ET,

Bl

A

[Download Root CA Certificate] U > 7

Jb— b CA FFAZE % Cisco IMC IZX ¥ —
FCcEET,

[Export Root CA Certificate] Y 7

Ao —RLEA— bk CARBIELY o —7
N T ANELIFVE—F =27 X
A—FrTEFET,

[Delete Root CA Certificate] Y > 7

Jb— b CAGEFAEZHIBECX 7,

[Download Client Certificate] Y > 7

7 A7 FFEAE % CiscoIMCIZ X 7 > a—
KT&EE7,

[Export Client Certificate] U > 7

Forona— KLl 747 MNEREE2 0 —
I TrANELIF)E— M= X
A—hFTEET,

[Delete Client Certificate] V > 7

7747 MEAEZHIBRTE 7,

[Download Client Private Key] U > 7

7 A4 7T v M S —% Cisco IMC (X 7
r—RTEET,

[Export Client Private Key] U 7

Ao —RL7z/b— b CASFHEZ o —7
VT ANERIZVE— N =N T R
AN—hTEET,

[Delete Client Private Key] V > 7

Jb— b CAGEHAELZHIBRCE £7,

[Delete KMIP Login] U > 7

KMIP 1 7' A > DRz HIBR T& £,

[KMIP Servers] fE3 T, KD 7 4 —/b R & iR

Lij‘o

Bl

B

[ID] 7 4 —/ K

KMIP H— 3% E D ID,

[IP Address] 7 4 —/V K

KMIP #— "D P 7 R L X,

[Port] 7 4 —/L K

KMIP H— R ~D@ER— |,

[Timeout] 7 4 —/L K

Cisco IMC 7% KMIP B —/ 37 & D i % 4
B HFH,

gLy —nNtxaUTs0EE ]
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[Delete] 7~ 4 >

KMIP $— "3 E & IR L F£97,

[Test Connection] 7R & >

KMIP #6EEh Li=mE o ET A ML E
TO

AT w771 [KMIP Root CA Certificate] fHIK T, kD7 4 — /L R&fER LET,

ARl

B

[Server Root CA Certificate] 7 4 —/L K

Jb— b CARERFEO M AMEZ R L £,

[Download Status] 7 4 —/L' N

D7 4 —)V RIZiX, V— b CAFEHED X
Tra—RK AT —H ANFKRENET,

[Download Progress] 7 4 —/V K

DT 4 —/V RIZiE, V— b CAGEHED X
7 u— ROETREPFREINET,

[Export Status] ~7 4 —/L K

DT 4=V RiZiE, — b CAFEAED =
7 A= b AT —H ARFRENET,

[Export Progress] 7 4 —/L' N

D7 44— RIZiE, A— bk CAEFHZDO =
I AR— P ORI N TR EINFET,

AT w78 [KMIP Client Certificate] fHIE T, KD 7 4 —/L REMER L E 7,
E2X:0] HL:L
[7 T4 7 FaEE (Client Certificate) ] 74T v MEHEORAEEZ R L E T,
74—V K

[Download Status] 7 4 —/L

DT 4= RITIE, 7 TIAT v MEHED
Aoyrn—RK AT —ZANRERENET,

[Download Progress] 7 4 —/L N

DT 4=V RIZiE, 74T v MEHED
Xorna— ROETRWAFRINET,

[Export Status] 7 4t —/L F

DT 4= RIZIE, 7 TIAT v MEBHED
T AR— N AT —HANERENET,

[Export Progress] 7 1 —/L K

ZDT7 44—V RIZIX, 77472 FEHED
T AR— FOETIRUBRFRRINE T,

RATw 79  [KMIP Login Details] fEi T, KD 7 4 —/L REERLET,

Bl

B

[Use KMIP Login] 7= v 7 AR 7 A

KMIP 2 7' A > DFEMEFE T 250 E 5 ik
WcxE,

P aEsgLy— " txay T 0EE
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ATy 710
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B

[Login name to KMIP Server] 7 £ —/L R

KMIP #—/ "D —H 4,

[Password to KMIP Server] 7  —/L

KMIP Y—/ 3D/ T — |,

[Change Password] F = v 7 7R v 7 A

KMIP /SAVU — REZEHCTEF9,

[New Password] 7 1 —/L R

KMIP #— NZH ) B THH LW R Y — Rz
ANTEET,
GE) Z DA a iE, [Change
Password] = v 7 7R v 7 A &N
LCWAGEICDAEREINET,

[/SA U — FOffggd (Confirm Password) ]
74—/ K

ZDT7 4V RIZH ) —EH LVWIAT— R

AN LET,

GE) Z DA 3 iE, [Change
Password] 7= v 7 7R v 7 A& H NI
LTCWAERICDORAERINET,

[KMIP Client Private Key] fEI T, "D 7 4 —/V REERL £,

ARl

B

[Client Private Key] 7 4 —/L

IIAT v NS —O AR LET,

[Download Status] 7 4 — /L N

ZDT AR, 24T R R
DETO— R AF—HANERINET,

[Download Progress] 77 4t —/L

ZOT7 4=V RIZIE, 7 T4 7 MiiEXx—
DA a— ROBITRBE RSN ET,

[Export Status] 7 4 —/L N

IOT 4RI, 7 IA T MikE R —
DEY AR — b AT —HANRERSNET,

[Export Progress] 7 4 —/L' N

DT 4= RIZIE, 7747 v MEx—
DTy AR— FOETRUDPFRINET,

gLy —nNtxaUTs0EE ]
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