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VENRHDET, ZOFETHERINTWRWIERAEILT v 7o — FLARWNWTL ZE
VY,

REBAEE R ERDERK
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ATv T
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ATvT3

ATv74

[7E > *—2L (Common Name) 13 KO [#H##& 5L (Organization Unit) ] 7 4 —/L R TI&, %F
BT (T oYy R (&) 2E) 2EHALRNTIEZS N,

[T C&BHIIC
CAFRAEARTET AIT1E., admin MEREZFH O o2 —HF L L Tul A T A30LERHY £4,
* Cisco IMCORFZINBEDFFANCHRE SN TWND Z E &R L T 7230,

FIE

[T Ev4—v 3> (Navigation) %A > @ [EFHE (Admin) ¥ 7 %27V 7 LET,

[EH#HE (Admin) | ¥ 7O [FAEBHEEH (Certificate Management) 1 %27 Y v 7 LE 7,

[7 7 a > (Actions) KT, [ LWIEHEBLAEROAERK (Generate New Certificate Signing
Request) | V27 &7 U >y 7 LET,

(B LWVGE BB A RO 4K (Generate New Certificate Signing Request) %A 7 1 77K » 7 Ah3F
RENET,

(BT LWGER B4 Bk DAL (Generate New Certificate Signing Request) %A 7 1 77K » 7 AT,
ROTaNRT 4 ZHHLET,
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[Z8] (Name) ] SR BA
[Z2FE 2 *—2 (Common Cisco IMC D 52 2ERi 4

F 7 4 hTlE, =30 CN 1F CXXX-YYYYYY R THER
ENFET XXX TV —R"OEFTAHFESTYYYYYY I Y T
HESTT) ,

BEHN—a Ty S — R+ X2, CNIZZFDEFE

R SILET,
[H#%4 (Organization Name) | | RER]EZ 2Rk LT % fHAE,
74—V K
DA HAZ (Organization Unit) ]| k== b,
74—V K
[Hiss (Locality) 17 4 —/L K | GERAF A ZR L TV D SO ARMDEAET D i £ 72 1THT,

[AENT I (StateName) 17 1 —
VR

AEAE A ZR LTV 2 SO AR E T D EBE T IR,

[ 22— F (Country Code) ]F
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SAEDAES D IEL

[A—/L (Email) 7 4 —/V K

DAL DE T A — L DEHE S,

[A CBAGEHE (Self Signed
Certificate) 1T = v 7 R v 7 A

HOB4AEREL AR LET,
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LBIOT v e — R ThivEd,

GE) H OB REAENF R0
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Bl AT v 7S5 RBIV6 ZEHLE

[CSR DO1ERY (Generate CSR) 17 UV v 7 L¥ 4,
[csrtxt ZBAVVTUVNE T (Opening csrtxt) XA T B 7Ry 7 ANKRINET,

CSR 7 7 A /L csrtxt ZHRL4 512

i, ROWTNNLOFINEZEITLET,

a) [BA< (Open With) %7 U v 7 L Cesrtxt #FRLET,
b) [7 7 A VORAFE (SaveFile) 27V w7 LTHH[0K]Z 27 Y v 7 L, o—Hh)L~ 3 T csrixt

ERAFLET,
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CFERAED X A THR[Y—/3 (Server) | THDHZ LR LET,

[ERETET L CAEL SEAZ DR

N7V 7GR (CA) ZEM L TH— FEREOAM E B 2T H RV IZ, MEH O CA %
MLUTHAOIEAFICEATHZENTEET, 207 a Tl Linuk TETSATVND
OpenSSL GEAE Y — N ZH LT CA 21T b2~ RBL O — GEEZ AR T S~
RIZOWTHB L EJ, OpenSSL OFEMIIZ-DUNTIE, http://www.openssl.orgz S L T 72X,

G¥)

o a~y KX, Cisco IMCTiE72< ., OpenSSL /N> 7 — V%M L TV 5 Linux % —/3
TANLET,

[T L& BHEIIC

KN OV — T, FEHEY ROV T b 2T Ry b=V ERE LTS A M=/ LE
kR
* Cisco IMCORFZINBEDIFANITRE SN TWND Z E R L T2 &0,

FIE
ARV EFEERETIVa Y El:9)
R |openssl genrsa -outCA_keyfilenamekeysize ZOa<wy RiX, CA THEHAE
71 D RSA B F—Z A L &
i : T
# openssl genrsa -out ca.key 2048 GX) 2—H AN LT CA

MF—|ZT 7 BATE
Aroic, Zoawyw
RiZ -des3 =7 = v
IR LT EE
AR
fBESNTZT7 7 A V42L&
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EENTHET,
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SEEREDEE

EETERLRL CAZER [T EFEAZ DR

ARV RFERRETIVa Y

=)

2Ty
72

openssl req -new -x509
-daysnumdays-keyCA_keyfilename-outCA_certfilename

1 -
# openssl req -new -x509 -days 365 -key ca.key -out
ca.crt

Zoa<r Rt fBESNE
F—%#fHLT, CAOACE
ARERE A BTHUCAERC L £7,
REFAE IR E S - A 2
R0 ET, Zoawr R,

2 —PICREAZEOBIE#RZ K

OHITa S NEERRLET,
FERREY—NL, T T 4 T
CA T,

ATy
73

echo "nsCertType = server' > openssl.conf

1 -

# echo "nsCertType = server" > openssl.conf

Zo=a~y NE GERENY—
NREDFEHETH S Z L &5
ET H{T% OpenSSL % &7 7
AMVTBINLET, ZOREEIC
K0, BRESNT T2 TFA4T B
BY— )T ET
man-in-the-middle B E % 51l C
TFET,

OpenSSL &% iE 7 7 A /L
openssl.conf (21X, "nsCertType
=server" &) LN EEN T
S

A7 |openssl x509 -req Zoa~r RiE, CA 7P CSR
ok | -daysnumdays-inCSR_filename-CACA_certfilename-set_serial| — — ¢ | 2 fdi F |_ 4 — /LA
04 -CAkeyCA_keyfilename-outserver_certfilename-extfile ERART S LS IR LE
openssl.conf N
j—O
i P— NGEHFIE, HO 7 7 AL
# openssl x509 -req -days 365 -in csr.txt -CA ca.crt ||[ZGFILTWET,
-set serial 04
-CAkey ca.key -out myserverO05.crt -extfile openssl.conf
X T | openssl x509 -noout -text -purpose -in <cert file> R ENTEEBHED ¥ 4 7R
75 [th—2 (Server) | THDHZ &%
i iR LE7,
openssl x509 -noout -text -purpose -in <cert file> GE) 7 4 —JL K Server

SSL 5 & TX Netscape
SSL —/SDfE A yes
TRWEAIX, #147
23 [H—73 (Server) ]
DREAEA LT D K
9 |Z openssl.conf 73i%
EINTNDZ Lk
WBLET,
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Windows Z{Ef LB ELITHEDMER

ARV RFERRTI Y =)

AT Y| ERESNZREAEICE LWEABIBRAHRE SN TWH2RY | (([ER)

76 |HAIE. CiscoIMCORZINEAEDRELANCHE STV D | 1E LU ME RS E S 72 dF
ZlHEMERL., FIE1 ~5 280 KL CHFAEALEAR | AEMER SN E T,

Li‘é‘o

ZOBNZE, CADIERT L, X UHHRIIER S NIZ CAREL T DV — \GEH & O ERTT &R
LET, Zhboa< Fid, OpenSSL 24T LTV D Linux #—/STAH L ET,

# /usr/bin/openssl genrsa -out ca.key 2048

Generating RSA private key, 2048 bit long modulus

............. ++++++

..... dptbtbababr

e is 65537 (0x10001)

# /usr/bin/openssl req -new -x509 -days 365 -key ca.key -out ca.crt

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire] :California

Locality Name (eg, city) [Newbury] :San Jose

Organization Name (eg, company) [My Company Ltd] :Example Incorporated

Organizational Unit Name (eg, section) []:UnitA
Common Name (eg, your name or your server's hostname) []:example.com
Email Address []:admin@example.com

# echo "nsCertType = server" > openssl.conf

# /usr/bin/openssl x509 -req -days 365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt
-extfile openssl.conf

Signature ok

subject=/C=US/ST=California/L=San Jose/O=Example Inc./OU=Unit
A/CN=example.com/emailAddress=john@example.com

Getting CA Private Key

#

ROEXE
HrLWEFHE %A CiscoIMCIZ T v 7 ur— KL £,
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* Cisco IMCORFZINBUEDIFANIRE SN TND Z L 2B L T ESu,

FIE

IS v 2=V ¥ ZVTEHET L L~VLIIBE L ET,

[Features]filk C. [V — —fEAE] Z X727 U v 7 LET,

[BfE]~A > T, [Create Self-Signed Certificate] 22 U v 7 LE T,

[Create Self-Signed Certificate] ™V ¢ > N7 T, [Specify a friendly name for the certificate] 7 1 —/L NiZ
REAEOAFTZ AT LET,

[OK]1Z 7 U > 7 L&,

(EE) AR SNTREIFEICE LWMEASIRAERE S TORWERIE, Cisco IMCORZI A E
TEDORANCHRE SN TS Z E AR L, FIE 1 ~5 280k L CREAHEZ AR L 7,

1E LMl IR ASER E S MU TZREE M ER S IV E T,

H—/N\SFBAEDT7y JO—F

A

[F L& BRI

CREEZT v 7 u— R 523, admin EREZFFOL—F L LT A T O0ERH D F
R

T w7 — RTLEAET AT, =BT I EATEL 7 7 AV AT MIRLE S
NTWDLLERDY £7,

CAERRENTREED X A 7S [Y—23 (Server) | THHZ L MR LET,

GE)

&M
ATy T2
ATFv7S3

W Cisco IMCOD [FEFHE D HL (Certificate Management) | A == —Z i L T CSR & 4%
LT, FOCSREMALTTY v 77— KT 5iEHELZRETAILERH Y £T, DK
ETHREISNTWAWIEAEZ T v Fu— FLANTL E I,

FIE

[ ¥4 —3 a3 (Navigation) 734 > @ [EHE (Admin) 1 ¥ 7% 27U v 7 LET,
[(EFHE (Admin) | ¥ 7 @ [FEFAEEE (Certificate Management) | %7 V v 7 LET,

[7 7 a> (Actions) JfEIL T, [V— FEHEDT v 7 v— K (Upload Server Certificate) | % 7
Vw27 LET,
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[REBAEDT v 7' v— K (Upload Certificate) | # A 7 2 VR v 7 ANERINET,

ATy T4 [GEHEOT v 77—k (Upload Cettificate) 1% A4 7 27 HRy 7 AT, ROT a7 4 ZHHFLE
—gqo
[% 81 (Name) ] E5BA

[Z7 74N (File) 17 4—/V K | Ty 7a—RT25HET 711,

[ZP& (Browse) JAh4 2 BROFEAEZ 7 A VBB T 57200 A T a7 Ry 7 AN
& ET,

FEAZEOT v 7 a— R (Upload | iEBEA T v 7Fr— RTX E 7,
Certificate) 7R % >

ATv 75 [REHEDT v 7 a— R (Upload Certificate) ] %27 V v 27 LE7,

H—/\GEBAZE D NEDELY (7

O—W) Ty AN VAT EANLY—RGEHEST v e — RTA3RbYVIZ, TFAN T 40—b
RIZEERAEONEZEV T D Z E TH LW — EREL2T v e — KT 2 b TEFET,

[T L& BHIIC
CFHEAEZT v u— R 5I100E, admin R EZF O —HF L LTl A T A0ERH Y £
S

T wTu—RTLHAET A, A= HNVIZT I BEATEZDL7 74V AT AIELE S
NTWHLMLERHY £,
AR ENTREED X A TS [—2% (Server) | THDHZ L EMERLET,

Ty 7 u— RFYLAHERELASNTND Z L EHER LET,
FIE

ATvF1  [FEF—r =3 (Navigation) 1734 > @ [FHE (Admin) (¥ 7% 27V v 7 LET,

ATvF2  [EEHHF (Admin) 1% 7O [GEFEZH (Certificate Management) ] %7 U v 7 LE T,

ATFY T3 [T a2 (Actions) JFEIET [V — SFERHZEDRL Y F1F (Paste Server Certificate) |22 U v 2 L
£7
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ATvT4

HLVEREDO S TLYa—F125 I}

[H— SFEBHEDRL Y £1F  (Paste Server Certificate) 144 7 2 7R > 7 ANRFRSNET,

[ —/NREREDORE U f1F (Paste Server Certificate) %A 7 12 R 7 ZAC, [FEHE (Certificate) ]
THXAN T 4= R —GEHEONEZAEY T, [IR1F (Save) 1227V v 27 LET,
ZAUTRY = ANIGGERERT v e — RS g,

FLWERAED RSO a—Ta 29

ATy T

ATy T2

ATvT3
ATy T4
RATvTH
ATv 76
ATvT1

ATvT8
ATFvT9
ATy 710

BAICEoTiE, HTLWIEHAER AT AMIEREINBRWI ERH Y 4, TOHE, RO T
TNy a—T 4 T FIEEFELTL, CiscoIMC &Y 7 — M 0ERSH D £9°,

[F L& BRI

AEHEZT v 7 — R4 51203, admin ERZFFSO2—F L LT /A U FH0ENRHY E
D

CHLWIEAEZT » 7 e — FEATHLIVLERH Y 7,

FIE

CiscoIMC " —A_THLWEHX=2T vy g U EZREBELET,

scope certificate 35 X (f show detail =~ > REZZNZENEITL. 7 v 7 u— N LICEHENF RS
nNoHZ LR LET,

X aT e DAv RIS A VA =T f A& T LET,

CiscoIMCWeb A > X —7 = A Az 7 A LE7,

[FE%— 3> (Navigation) ]34 > @ [FEE (Admin) ¥ 7 %227 Vv 7 LET,

[E#HE (Admin) | ¥ 7D[+—7 1+ U7 ¢ (Utilities) %7 U v 7 LET,

[=—7 4 U7 ¢ (Utilities) A > D[T7 7 > = > (Actions) fEIK T, [CiscoIMC DFLH) (Reboot
CiscoIMC) 127 Vw7 LET,

[OK]Z7Z7 U v 7 LET,
Web 77 VY DEEZ 7 U7 LET,

CiscoIMC/Hr 777 ML ThHHERZ A L, HILWGEAERMEH SN TS Z & 2R L
E35
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