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FRu A4 LTV RWESIE, =YK EIZSH D [Loginl #7 Y » 7 L, Cisco.com D

EREREFEH LA LET,

EH O A= o — X—T_ [Support] 7 U v 27 LET,

n—/L X A==—@ [All Downloads] #7 V v 27 L7,

fEFH LT D —3 &5 L2 [Recently Used Products] U 2 MIERINDELAIT, —4 %

727Uy LET, RINBVWEEIE, ROFIEEZFITLET,

a) ZEMDR 7 AD [Products] 27 U v 27 LET,

b) HHDAKR 7 AT, [Unified Computing and Servers] =7 U v 7 L £,

c) HMDAR > 7 AT, [Cisco UCS C-Series Rack-Mount Standalone Server Software] &7 U v 7
LET,

d) FUORYy 7 AT Xora—KRF5Y7 ho=T OV —NETLEIY v 7 LET,
[Unified Computing System (UCS) Server Firmware] UV > 7 %27 U v 7 LE 7,

(fEE) X—=VOEMDA =2 — N—/nLLATOY J —2AZ@RLE T,

IR L72 U U —RADCisco Host Upgrade UtilityISOIZ BH# 1) 541 TV % [Download] R # > % 7
Vw27 LET,

[Accept License Agreement] &7 U v 7 LET,
ISO 77 A NEu—RN FTATITHRIFLET,
Cisco Host Upgrade Utilityz &3¢ Z ® ISO 7 7 A /L% ff ]l L T, Cisco IMC & H—/3—® BIOS
Tr—=b V=TT v T T L=RNTLLEBHOLET, ZO2—7 4 U7 4 OFMIZON
TiX, A A =13 %CiscoIMCY 7 h 7 =7 U U —AIZfFED HUU D 3— 5 > @ Cisco

Host Upgrade Utility Guide # 2/ L CT< 72 &, HUU O F A NIk URL IZH Y £7,
http://www.cisco.com/en/US/products/ps10493/products_user guide list.html,

(fE&) CiscoIMC & BIOS 7 7 — AU =T 2FETT v 77 L —RTHTFTEDHE, RKOF
&2 5247 LEd,

U U—2R30LIE, BIOS 83X CiscoIMC 7 7 —AL T =7 77 A ME, B zip 7 7 A /L
& L CTHUUNICHIZAMA ENZ2 < 72 0 ¥ LTz, BIfE, BIOS & CiscoIMC 7 7 — A7 = 7 Zflith
T 5I21%. HUU O GETFW 7 # VX125 getfw +—7 4 U7 4 T 24BN’ H D £,
BIOS £7-1Z CiscoIMC 7 7 — AW =7 77 A VEHIHT AI121%, ROFIEEZFEITLET,
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ZOFMEZETTHITIE

*Openssl % —%" > N VAT KA VAN NVTHULERHD £,

e Squashfs H—F /L EV a—NEFZ—F > N VAT AR — RTLHULERD Y
ij‘o

Viewing the GETFW
[TOOL@RHELGS5—** % %%
[TOOL@RHELGS5—** % %%

Help:

Usage: getfw
-b : Get
-C Get
-C Get
-H Get
-S Get
-V Get
-h
-s SRC
-d DEST Dest

Note

{-b -¢ -C -H -S -V -h}

help menu:
tmpl# cd GETFW/
GETEW]# ./getfw -h
[-s SRC] [-d DEST]
BIOS Firmware
CIMC Firmware
CMC Firmware
HDD Firmware
SAS Firmware
VIC Firmware

Display Help
Source of HUU ISO image

ination to keep Firmware/s

Default BIOS & CIMC get extracted

Extracting the BIOS firmware:

[rOOt@RHELGS—*****
/tmp/HUU

FW/s available at
[rOOt@RHELGS—*****
[rOOt@RHELGS—*****
[rOOt@RHELGS—*****
bios cimc
[rOOt@RHELGS5—*****
[rOOt@RHELGS—*****
bios.cap
[rOOt@RHELGS—*****

GETFW]# ./getfw -s /root/Desktop/HUU/ucs-c2xxx-huu-3.0.1lc.iso -d
' /tmp/HUUucs-c2xxx-huu-3.0.1c"'

GETFW]# cd /tmp/HUU/

HUU]# cd ucs-c2xxx-huu-3.0.1c/

ucs-c2xxx-huu-3.0.1c]# 1ls

ucs-c2xxx-huu-3.0.1cl# cd bios/
biosl# 1s

bios]#

Extracting the CIMC firmware:

[rOOt@RHELGS5—*****
/tmp/HUU

FW/s available at
[rOOt@RHELGS5—*****
[rOOt@RHELGS5—*****
[rOOt@RHELGS5—*****
bios cimc
[rOOt@RHELGS5—*****
[rOOt@RHELGS5—*****
cimc.cap
[rOOt@RHELGS5—*****

ATFvr12  (EE

GETFW]# ./getfw -s /root/Desktop/HUU/ucs-c2xxx-huu-3.0.1lc.iso -d
' /tmp/HUUucs-c2xxx-huu-3.0.1c"'

GETEW]# cd /tmp/HUU/

HUU]# cd ucs-c2xxx-huu-3.0.1c/

ucs-c2xxx-huu-3.0.1c]# 1s

ucs-c2xxx-huu-3.0.1cl# cd cimc/
cimcl# 1s

cimc]#

VE—hKh P —NR-MNET7 7 =L T 2T A A=V TDHTFTEDEE., DU E—

k H—"—{ZBIOS DA > A h—/LH CAP 7 7 A /L & Cisco IMC A > A h—/LH BIN 7 7 A

NEar—LFET,

JE— b == ZROVT RN ET,

* TFTP
* FTP

. CiscoIMC 7 7 — LD 7 &R
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* SFTP
* SCP
*« HTTP

Y= _=lZF V= = —Da =T L FITXT DI MR LB T,

G¥) CiscoUCSC Y Y —X P —N_TiL, VE— "=\ 77— 02T 2EFHTH
Bz, V=D T7 4 =TV MERR TR ENET, ZOFT T a 3,
VE—h =D H A 7L LTSCP £721% SFTP Z1#IR L TWAIHEOLFIHAT
xFET,

ZOT v arEFEITTHERCY F— b =D X A 7L LT SCP £721% SFTP

IG5 L, A wt— [Server (RSA) key fingerprint is <server finger print ID>
Do you wish to continue?] NERFINET, h— DT 4 T —7V  FNOEHIC
JGUT, [yl £2iE 22 Y v 7 LET,

T4 =TV MIRA FOABF—ITHEASNTEY . BEFLOR A N EFRE
Tl T £,

RDBERY

CiscoHost Upgrade Utility i i L CH—_— EOFT X TOT 77— AU =T 7 v 77 L —KT5%
M, FEICH— N—|ZCiscolMC 77 — ALV =T %A VA —/LLET,

CiscolMC X127 J— FIZDUNT

CiscoIMCOtFx 217 E— FIZDL\T
A

()  CiscoIMC DEF =27 77—k F— RFiL, —#® CiscoUCSC > U — X H— TOIKT 7 /L
FCTHEBINZ > TV ET,

Host Upgrade Utility (HUU) . Web UI %7213 CLI Zf#fH L C. Cisco IMC Z##H/\— 3 1T
HHCTXET, CiscolMCZET v 77 L— RTH7DICHUU 2 AT 2581, EF%=7 77—
FE—=REAX—TNMCTDHLEIRDE T a7 hRFRENET, [Yes) Z@RTH L, ¥
AT AFIEX 2T TE—REBL, 77— U=TE2E A A= LET, [No] ZER
THE, VAT AFIEEX 2T T REMMBLET, CiscolMC%E7 v 77 L— RT5H7-0DIC
Web Ul £721% CLI i 42 8B81%, A=V a 20X 7 v 77— RT3 0ERHY £
T N=V a2 20x) TYAT AERE LR, VAT AT 74V TEHFEEF 2T TN
TEREBLET, EXaT T FE2ADTTILERHY T, X7 T—F2AHICTD
ELHEMIZZ 77— A0 =T RHEA A M= AINET, WebUITiE, %27 E— K47

CiscoIMC 7 7 — LD =z 7EHE .
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a3 VM CiscoIMC 7 7 — LU =27 BHR—VNOF =y 7Ry 7 AL LRI TE 4, CLI
TlX, updatesecure 2~ REMHAL CEX =27 E— KeFhcTEET,

Cisco IMC X— 3 2.0 ~DIHDT v 77 L— RifIZ, BEEBLOT 7 r—2 a3 n—
HNRELLA VA=A EINTEBLT, 2HBOT v 77 L— FRRKRETHDH I L a2kt
A=V NFRENDIHENHY £3, CiscolMC 7 7 —L U =7 RN—V 3 20x) 2k
X227 TE—RFRTELLA VA= TAREDIC, BFXaT T—FFTvar a2 x—T)VF
TIXFEA F—T I LIZIRREC2HEDT v 77 L — REFETTHZ L 2R LET, A
N—ARET LItk A A—VET 7T 4 7T HMLERHYET, EFaT7T 77— 4T3
VEAX—T I LT EE VAT LAEERE) L&, CiscoIMClIEX =27 E—ROEF LR
D, BTT A= NICTEETN, TOAA=TUNT I T 4 725 TORWEAC, o
T7 =L xT A A=TkHA LA M=V LTEEA, Cisco IMC DNEERRIZRDGENH Y

N
A
BE X7 7T—rOBITCT 7y —2U=T %A A M= LKL, OBE O —/S_N—20

HAT B BITTHRNCA A= ET I T 4 T THRERHVET, ZOLA—TUNT 7T 4
Tl TWRWEGEER, D 77— 02T A A—VE2FHA A =L LT84, CiscoIMC
DIGERBEICRDGERH 0 £,

X T TR, TT BT =T DALY ARN—ARET L, £ A—VNT 2T 4 ol
BEIWZDIBA F—T W20 3,

GE)  CiscoIMC 3 EF a7 F—RIZRoTWAERAE, ROZL2EWLET,

« BAELDCiscolMC 77— T 2T A A—VDBIBTFT S, ANTA A R—)L &, E#)
TEET,

e ¥ 27 CiscoIMC E— NI TT 4 —7 M TEEH A,
e WD Cisco IMC N— g U b/ N—Y g VICEET v L — R TE 9,

¢ CiscoIMC D7 7 — LU =7 N—=V g 0%, N—T a2 1.508x) LVETONN—2 3 42 A
VA M= VERITEB T EHA,

+ Cisco IMC X— 3 2.0 1%, N—V 32 14(x). 1.5, 1.52x). £7201F 1.5(1). 1.5Q2) £7=
WX 2T D77y — 02T N=Ug AT T L — R TEFERA,

BHFN—2avbh A ovdL— KT 3BIZHR—kEhd CiscoIMC/N\—2 3 >
WDOEIX, BIONRN—=T g N F T T —RTEREXF 2T F— RDOCiscoIMCX—Y g V%

w~LET,
CiscoIMC/A— 3 U h 5 | BBID CiscolMC/N— < 3 | ATHETE
>
2.0(x) 1.5(1) X0 bl AREMEZR L

. CiscoIMC 7 7 — LD 7 &R
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Cisco IMC /53— 3 > 200) (< EnEHES [}

CiscoIMC /A— 3 Uhvis | BRID CiscolMC/N\— < 3 | AT HEME

>
2.0(x) 1.5(3x) LARE AlREMED 1
2.0(x) 1.53x) £ v &l AlREMEZR L

N

GE)  fHHLTWA CiscolMC D N—2 5 U EEF 27 B— FOBEA . Cisco IMC % LLFTDN—
Calil AT L—RTAHZENRTEET,

N\

()  HUUZMHALTIL54) LVRTONN—2 9 2 CiscoIMC R~V g v B X T 7 L— T 5854
%, mHNC CiscoIMC X7 7 L— KL, ZOHBIMD T 7 —L 7 =T X7 7 L—KF
HUENHYET, 77— V=T 2T 774712, WIZBIOS 77 —L U =T X7
L—FRLET,

Cisco IMC /N\—< 3 > 2.0(1) [T EL B HEH

|

EE Z 0L, Cisco IMC X—Y = > 2.0(1) LLETO Y U — A AT,

BHFN—2a V7T L— 3 B3ICHER— &5 CiscolIMC /A —2 3 >

WOFEIZ, FFNN—arOFT_XRCOT IV r—2 a0 ELL A VA M—/LF57=HIZ Cisco
IMC 2B a2 m L ET,

CiscolIMC/A—2 3 >m 5 [JEEF 27 CiscolIMC/3—2 3 |£F 27 CiscoIMC/A—2 3 >
> 2.0(x) ~ 2.0(x) ~

1.5(2) £ v LAl BT 2 [\ HHT 2 [\

1.5(2) BT 1 [ ROHT 2 [

1.5(3) BT 1 [ ROHT 2 [

1.5(3x) LAF% L& | FEr 2 [\

EEF 17 E— KTOD Cisco IMC DEH

|

EE Z 0L, Cisco IMC /X—Y = > 2.0(1) LLETO Y U — A IZHZTT,

CiscoIMC 7 7 — LD =z 7EHE .
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B ciscomecor—rvzroroz b1

TRCOEBFEEL T TV r—a UINEFICA VA P—/LENZIREET, X7 E—FK
T Cisco IMC Z I Hi/N—Va T v 77 L —RT& 4, WebUI £721X CLI 2 L T
Cisco IMC i Hi/N—2 a LT v 7L —RTHE&E, FHLTWA NNV g ik o» T
27 7 — AU =T B FEC2REGHFTHILERLY T, HEHX—Ta 7771 —FR
T AHRECH AR — h & D CiscoIMC N—V 3 v | BB LTLEE, CiscoIMC N—Y g
W27 77— KT 5DICHUU 2EAT25 &, B \—Ya VAT vy 77 L— R
EhET,

)

GE)  1.502%) £V bETO/NN—2 3 D CiscoIMC 225 A VA R — T 55513, RO A vE—URE
RENET,

A

B [—#0 Cisco IMC 77 =AY =7 2V F—F 2 PRELA VA P— L SR TOERA,
Please reinstall Cisco IMC firmware version 2.0(1) or higher to recover".

N

GE) (HUUIZ X 3) BHoEFIL, KVMt v g SCEEEE L TEHOH
THZEEHERELET,

Cisco IMC ¥ F 27 T— R TEITLTWDLEAIT, REEWKLET,

c BALWHFETNIREBELDCisco 7 7 — LT =T A A=V %BT /N RIA A M—/LTEE
j—o

¢« WTID Cisco IMC N—T g VU IFIN— g VICERET v 7 L— R TEET,

¢ CiscoIMC D7 7 — A7 =7 N—=2 g VIXURION—2 g9 A A b—)LE-ITEE T
xFET,

CiscolMC 2 7—L D x7DA VA =)L

e 71k XX DUSBTFTNA A% LT CiscolMC 7 7 — L7 =7 ZBHT 58551,
2Aw— KT I7®AUSBA 7> a v BNATHLIZ L EHERLET,

T T T — "R TTIEF THLEEIT v I T— et THE, EHLDT v
TP bRELES,

1R BRI
« admin #ER A2 D> —H & LT CiscoIMCiZua 7 A > LE7,
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e Cisco.com 7> 5 Cisco Host Upgrade UtilityISO 7 7 A V&2 AF L, v AamnbdD7 7 —ALU
TOHE (=) OIS TT7 7 =AU =T A VA M=)V 77 A VERHL

\i‘é—o
FliE
ARV RFEEETIa Y B

AT 71 |server# scope cimc CiscoIMC =~ K &— RZBMB L E
7

R T w 2 | server /cimc # scope firmware CiscoIMC 7 7 — AW =7 a< RE—
RZBMG L ET,

AT 73 |server /cimc /firmware # update 71 b= | ' b2, UE— K F—R—DIP T

JVIPT KL R /XA

RLZ, e DT 7 — AT =T
T 7 ANSDT 7 AV RAEEELE
T, 70 b UIRO TN F
ﬁ—o

* TFTP
* FTP
» SFTP
* SCP
« HTTP
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ARV RFERETIVa Y

B8

G CiscoUCS C U —X H—
N=TF, VE—h ¥—
N—=INH T 7—AL 7T &
HHLi-L&En, h—r3—
DT 4 H—=TV v RO
RaYR—rFD X1k
WELI, ZOFTvar
IF. VE—hF =X A
7L LT SCP E£ 721 SFTP
BRI L TV D GE O HF]
MTE %7,
ZOTIvarEFETTD
BV E—F =D F A
7°& LT SCP £7-1% SFTP
ERSTDHE, Avb—Y
[Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
TRENET, =D
T4 =TV FOERE
WIS T, [y] £7213 [n] &
70y 7 LET,

T4 =7V MIFRA
kDB F—IZHESNWTE
D, RO FRA - EiED
FlolIERTEE T,

ATvT4

server /cimc/firmware # updateusb /N X &
Tr—bUxT T AN

Wi ST % USB 2> 5 Cisco IMC
Ty =L =T EWHLET,

ATvT5

(f£&) server /cimc /firmware #
update-secure 7’m /L IP7 R LA
INA

. CiscoIMC 7 7 — LD 7 &R

CiscoIMC DX aT 7—h 73
SNIBATLE T, BATIIRO Z L2 B
L/iﬁ‘o

o« X ¥ X417 Cisco IMC 7 7 — &
TxT A A=IDOIEY—NNET
AVA=NEBLIORT—TEFE
7,

o X—30 3 2 1.5(3x) LLRTD Cisco IMC

T =L =TIEA A M—VETE
X7 — b TEEHRA,
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AU RFERETOVa Y

B8

X aT TR TT =T
JNZTHZ ENRTEER AL

5= ZDO7 7 va L, Cisco
IMC 2.0(1) 78— 5 12D
HMEHTEET, UKD
N—=Va Tk, T 74V
rCHMIZ R > TWET,

IS
of

X7 T— bOBITT

T7 =0T oA A

N—/L L7=tk1%, i@
DY —=_RR—ZADH AT %
ETTHRNCA A =% T
T4 TICT HUNENRDY
9, TOAA—UNRT Y
T4 TR > TORWES
R MOT =L =T A
A—ThBFA LA =L L
72356 . CiscoIMC DM B AR
BRI DGERH D £,

Cisco IMC /N— 3 > 2.0(1)
DFE., BX=2T J—F

X, 77— 02T DA
ABR—=IRFET L, A A—
BT TT 4 T8 TD
LGB DIA T —T IV

e ET,
AFvT6| (EE) server/cimc /firmware#show |77 —AL 7 =T 7 v 75— O
detail MAERRLET,
151

WIZ, CiscoIMC 77— =72 EHH L, FEEXF=2T 77— b5 CiscoIMC/3—V 3
> 20DEF 2T 7 — hZ Cisco IMC #8174 B0 2R~ LET,

server# scope cimc
server /cimc # scope firmware

server /cimc /firmware # update ftp 192.0.20.34 //test/dnld-ucs-k9-bundle.1.0.2h.bin
Firmware update has started.

Please check the status using "show detail"

Server /cimc /firmware # update-secure tftp 1.1.1.1 /cimc-pkg.bin

Migrating to Cisco IMC Secure Boot option implies:

-You can install and boot only signed Cisco IMC firmware images on the server.
-You cannot install and boot Cisco IMC firmware versions prior than 1.5(3x).

CiscoIMC 7 7 — LD Tz 7EHE .
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-You cannot disable Secure Boot later on.

After installing the firmware with the Secure Boot migration,

CiscoIMC 77 —Lyz 7EE |

you must

activate the image before performing any other regular server-based tasks.
The Secure Boot option is enabled only when the firmware installation

is complete and you have activated the image.

Continue?[y|N]y
Update to Secure Boot selected, proceed with update.
Firmware update initialized.
Please check the status using "show detail".
server /cimc /firmware # show detail
Firmware Image Information:

Update Stage: DOWNLOAD

Update Progress: 5

Current FW Version: 2.0(0.29)

FW Image 1 Version: 2.0(0.28)

FW Image 1 State: BACKUP INACTIVATED

FW Image 2 Version: 2.0(0.29)

FW Image 2 State: RUNNING ACTIVATED

Boot-loader Version: 2.0(0.9).35

Secure Boot: DISABLED

+ Some of the Cisco IMC firmware components are not installed properly! +
+ Please reinstall Cisco IMC firmware version 2.0 or higher to recover. +

server /cimc /firmware #

WIZ, CiscoIMC 77— AU = T 2B+ 56 %257 LET,

RDZRY
HLWT 7y — L= T 52775 4 71 LET,

A2XAR=)LLECMC D 7—LTT7DT7I 71471

1R BRI
CIMC 77— AU =T %Y —TA A =L LET,

| o

BR 7774 7ML0E#EITHIE, ROZEZ{TORNTIZSN,
e ==Vt b EROW, vy bXT
sCIMC %V 7 —h&EiZV Y NLET,
MDOFTRTDOT 7 =L =2T T 7T 4 7{LLET,
T V= HN YR TR EERET —H BT AR

_ }\ Li—a_o

. CiscoIMC 7 7 — LD 7 &R
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AYR b= LEOMC 77 —L9 707574 1 [

FIE
ARV KRFERRETI a3 Y B#J
AT 71| Server# scope cimc CIMC =~ R E— FZBMBLET,
R 72 | Server /cimc # scope firmware Ty —AU T avwy N ET— K&
LEd,
2w 7 3 | Server /cimc/firmware # show detail EHARER 7 7 — LU =T A A—=VE
JORTFT—H A EFRKRLET,

R 7 4 | Server /cimc/firmware # activate[1 | 2] BIRLEAA—TET VT 4712 LE
To A A—VEGPHEE SN TNRNY
B P NFBUEHET 7T 4 T DA A —
CETITATIZLET,

AT TS| T h Ty EANL, BEIRLE BMC U7 —hkL, U7 =R B5ETT
T7 =L 2T ARA=T%T 7T 47 | DETTXTOCLIEY 3 & GUI
ftLE9, o a N TLET,

AFvT6| (FE) CLIicaZ AL, FIE1 ~
3EMOKLTCT 7T 4 7fbEni-2 &
FHERLET,

il

ZOBITIEH, Ty =TT A A= 1 ET T 47k L. BMCWNY 7 — b LE2#
TT 7T 4 7fbE&NT-2 & 2B L ET,

Server# scope cimc
Server /cimc # scope firmware
Server /cimc/firmware # show detail
Firmware Image Information:
Update Stage: NONE
Update Progress: 100
Current FW Version: 1.3(3a)
FW Image 1 Version: 1.4 (33)
FW Image 1 State: BACKUP INACTIVATED
FW Image 2 Version: 1.3 (3a)
FW Image 2 State: RUNNING ACTIVATED
Boot-loader Version: 1.4(3.21).18

Server /cimc/firmware # activate 1

This operation will activate firmware 1 and reboot the BMC.
Continue?[y|N]y

-- BMC reboot --
-- Log into CLI as Admin --

Server# scope cimc
Server /cimc # scope firmware

CiscoIMC 7 7 — LD Tz 7EHE .
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Server /cimc/firmware # show detail
Firmware Image Information:
Update Stage: NONE
Update Progress: 100
Current FW Version: 1.4(373)
FW Image 1 Version: 1.4(33)
FW Image 1 State: RUNNING ACTIVATED
FW Image 2 Version: 1.3 (3a)
FW Image 2 State: BACKUP INACTIVATED
Boot-loader Version: 1.4(3.21).18

BIOS 77 —L9T7NDA VA M=
A

GE ZoFEZ, —HOYF—ANTIEIEATEEEA, LD BIOS 1 v A b —/L HIEIZOWTIE, &K
@ URL TAT-A[HE7: Cisco UCSC-Series Rack-Mount Server BIOSUpgrade Guide = & L C< 72
SV,
http://www.cisco.com/en/US/docs/unified computing/ucs/c/sw/bios/b_Upgrading BIOS Firmware.html

188 BRI
e« admin #ERZ > — & LT CiscoIMCiZu 7 A > LE7,

e A VAPN—JLIECIMC 77— =T DT 77 474 (12X—=2) OFHRAIZHES T,
A A M—=1F2 BIOS N— g NCKET D CiscoIMC 77— 0 =T %27 77 4 7IZ
Liﬁ—o

P SOBRED Y £,

\}

6= T T T IRT TP THL L XTI T FERKGT L, EHEDT v
T— P b RELET,

e 71 FXRALDUSBTFNA A% LTBIOS 7 7 — AU = T 2 HEHTHIESIT. A~v—
NTI7EAUSBA > aBDAENTHDZ EaMHRLET,

FIE
ARV KRFERRETY VY B#Y
AT 71| Servert# scope cimc CiscoIMC == K &— FZ Bt L £
D
R w 72 |Server /cimc # scope firmware Tr— AT awy K E— REEts
LET,

. CiscoIMC 7 7 — LD 7 &R
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BIOS 77—z 701 v =L [

AU RFERETOVa Y

B8

ATvT3

Server /cimc/firmware # show detail

ERMRER 7 77— T =T A A=V
L OARAT—H ABFRRLET,

ATV

BIEDT7 7 — LT =T N—T 3

(Current FW Version) ] 7 4 —/L RiZ#
IRENDT 7 =L T =T "=V I8,
AL AR=1NVTBBIOS7 7 —LU=T
N=Da =T 50 EI DR LE
R

BE CiscoIMC 7 7 —AL U =7
NR—= g UPN—F LW
BlE. ZOFEEFITT S
AINZ Cisco IMC 7 7 — A
T T 7T 47t LE
T, 9 Lgpne —30
T —hrLEHA, IO
WTlE, A VA= 1LT2
CIMC 7 7 —AL 7T DT
77474 (12°8—) %
S LT IEEN,

ATvTH

Server /cimc/firmware # top

P—RD)— h LULIZEREY £77,

ATvT6

Server# scope bios

BIOS v K E£— R&BtE L F 9,

ATy T1

Server /bios # update 7’2 k=L IP T R
LA INA

ROFFHREFREL £

« 71 k=)L, TFTP, FTP, SFTP,
SCP. F/~IZHTTP MEHTX F
T,

CiscoIMC 7 7 — LD Tz 7EHE .
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CiscoIMC 77 —Lyz 7EE |

ARV RFERETIVa Y

B8

GE) CiscoUCSC v —X
Y= X—=TiL, VE—
k== 77—
AU =T ERH LI L
D, —="—D7 4
Y H—=TV v N OMHER
YR —FTDHLIIC
RVELE, TOFT
vaii, VE—F
P—DF A 7L LT
SCP & 721% SFTP %%
R L TWBEE O HF
HTXxET,
DTV a v ELT
THEEICY T— b P—
NDH A7 L LT SCP
F 721X SFTP % &R
LHE, Avk—v
['Server (RSA) key
fingerprint is
<server finger print ID>
Do you wish to
continue?| 23F/R I I
T, =07 ¢
=7V N OEAIC
Jix UCL [y] 721 [n]
Vv LET,

T4 =7V ME
RA N DORBHF—IZH
DNTEY ., Bk o
RA N ZFRRIE T 13
MTEFET,

«VE—FHF—DIPV4T FL 2 E
FIEIPV6 7 R LA, &5\ Ek A
e

e UE— M —/NEDBIOS 7 7 — A
T 2T Ty AN~DT 7 AIb
XO

ATvT8

Server /bios # updateush /XX & 7 7 — A
2T T ANEL

s S TwWA USB 726 BIOS 7 7 —
AT =T HEHLET,
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451
WIZ, BIOS 77— AU =T %7 v 75— 562 R LET,

Server# scope bios
Server /bios# show detail
BIOS:
BIOS Version: CxxMx.2.0.3.0.080720142114
Backup BIOS Version: CxxMx.2.0.2.68.073120141827
Boot Order: (none)
Boot Override Priority:
FW Update/Recovery Status: None, OK
UEFI Secure Boot: disabled
Configured Boot Mode: None
Actual Boot Mode: Unknown
Last Configured Boot Order Source: UNKNOWN

Server /bios # update ftp 10.10.10.10 //upgrade bios_files/Cxx-BIOS-1-4-3j-0.CAP

<CR> Press Enter key
Firmware update has started.
Please check the status using "show detail"

For updating the BIOS using the front panel USB:

Server /bios # update usb CxxMx-BIOS-3-1-0-289.cap
User Options:USB Path[Cxxmx-BIOS-3-1-0-289.cap]
<CR> Press Enter key

Firmware update has started.

Please check the status using "show detail"
Server /bios # show detail

BIOS:

BIOS Version: CxxMx.3.1.0.289.0530172308

Boot Order: (none)

FW Update Status: None, OK

UEFI Secure Boot: disabled

Configured Boot Mode: Legacy

Actual Boot Mode: Legacy

Last Configured Boot Order Source: BIOS

One time boot device: (none)

Server /bios #

AR =ILENTWEBIOS 7 7—LIDTTDT VT4

71t
)

GE)

e VU =240 10, V—"NA L DEARICBIOSET 77T 4 _X— R T HZ N TEET,
YRR F L DEEI, T7 =L V=T 2T I T 47T DE TIT 4= a3 UiME
BRIET, 77— 20U =T IIROV—A"PFHEE L RIZT 7T 4 "= a vy ERET,

« [Activate BIOS Firmware] (727 7 4 7{t) 47 a v ZEATEXHDF—5HOC LU —X
P—RIZTF T, ZOF T a NN — AT, =BV T —MNLTA A R—L
SNTWDHBIOS 77— LAV =T %777 4712 LET,
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B oxr—rshcwaBos 77 —L9 707554 Tie

1R BHEIIZ
*BIOS 77— AU =7 &Y —NIZA A=V LET,
e RA NDERELIY £,

| o

BER 7774 7MEOEITHIE, RO ZEZITORNTIZSN,
e =Dty b, BROW, vy FF T,
* Cisco IMCCisco IMC @Y 7 — hE721Z U v b,
MDOFTXTOT7 77—V =T 52777 4 7 LET,
TV =N YR T HERTRET —F 2T AKR— N LET,

FIE
ARV KRFERERETY VY =[]
Z 5w 71| Server# scope bios BIOS =2~ K E— N&BI#H L £ 7,
Z T 72 | Server /bios # show detail BRTIEER T 7 — AT 27 A A—T8
SR T—FAERRLET,
Z 5w 7 3| Server /bios # activate BUEHET 7T 4 T2l oTNDHA A=Y

BT 7T 47 LET,

ATy T4 Fur T R Ty EASL, BIR LT
TP AT 2T A A= TET T 4T

LLET,
151
WIZ, 77— 02T 2T 7T 4712 LThe, TI7T 44— g U EHRT 50 %
RLET,

Server# scope bios

Server /bios # show detail

BIOS
Version: C240M4.2.0.2.67.072320142231
Backup BIOS Version: C240M4.2.0.2.66.071820142034
Boot Order: (none)
Boot Override Priority:
FW Update/Recovery Status: None, OK
UEFI Secure Boot: disabled
Configured Boot Mode: None
Actual Boot Mode: Legacy
Last Configured Boot Order Source: BIOS

Server /bios # activate

. CiscoIMC 7 7 — LD 7 &R
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This operation will activate "C240M4.2.0.2.66.071820142034" after next host power off
Continue?[y|N]

Server# scope bios
Server /bios # show detail
BIOS
Version: C240M4.2.0.2.66.071820142034
Backup BIOS Version: C240M4.2.0.2.67.072320142231
Boot Order: (none)
Boot Override Priority:
FW Update/Recovery Status: None, OK
UEFI Secure Boot: disabled
Configured Boot Mode: None
Actual Boot Mode: Legacy
Last Configured Boot Order Source: BIOS
Server /bios #

Server# scope bios
Server /bios # show detail
BIOS:
BIOS Version: Cxxx.4.0.0.19.0528180450
Backup BIOS Version: Cxxx.4.0.0.23.0612180433
Boot Order: (none)
FW Update Status: Done, OK
UEFI Secure Boot: disabled
Actual Boot Mode: Uefi
Last Configured Boot Order Source: BIOS
One time boot device: (none)
Server /bios # activateSystem is powered-on. This operation will activate backup BIOS
version
"C125.4.0.0.23.0612180433" during next boot.
Continue?[y|N]y
Server# scope bios
Server /bios # show detail
BIOS:
BIOS Version: Cxx.4.0.0.19.0528180450
Backup BIOS Version: Cxxx.4.0.0.23.0612180433
Boot Order: (none)
FW Update Status: Done, Activation pending
UEFI Secure Boot: disabled
Actual Boot Mode: Uefi
Last Configured Boot Order Source: BIOS
One time boot device: (none)
Server /bios #

REBHRDOBIOS 7O T4R—30DF v o)L

IR HEIIZ
BIOS 7 7 — AU = 7 BMERIREEIZ R T IE R 0 £8 A,

Fg
ARV FERET7IVa Y By
AT 71| Server# scope bios BIOS =~ K E— R&MIE L ET,
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CiscoIMC 77 —Lyz 7EE |

ARV RFERETIVa Y

B8

Z 5w 2 | Server /bios # show detail FERHAER 7 77— T =T A A—UB
FORT—H R ERRLET,
Z 5w 3 | Server /bios # cancel-activate GE) BIOS 7 7 — A = 7 IR

WrETRTER D £
A/o

BT DOBIOS DT 75 4 Tk Z* v o
L LET,

AFyTe|Ta LT T, yEANLCT VT 4T

fbzfxrrvLLET,

1

ZOHITIE., EEFDOBIOSTY 7 — AT =T DT VT 4 TbEX v oA LET,

Server# scope bios
Server /bios # show detail
BIOS:

BIOS Version: Cxxx.4.0.0.19.0528180450
Backup BIOS Version:
Boot Order: (none)
FW Update Status:
UEFI Secure Boot: disabled
Actual Boot Mode: Uefi
Last Configured Boot Order Source:
One time boot device: (none)

Server /bios # cancel-activate

This will cancel Pending BIOS activation[y|N]y

Server /bios # show detail

BIOS:
BIOS Version: Cxxx.4.0.0.19.0528180450
Backup BIOS Version:
Boot Order: (none)
FW Update Status: None, OK
UEFI Secure Boot: disabled
Actual Boot Mode: Uefi
Last Configured Boot Order Source: BIOS
One time boot device: (none)

Server /bios #

Done, Activation pending

BIOS

VIC D 7—LDTT7DA A M—)L

1R BRI
 EHEMBR A F -V L LT A LET,

. CiscoIMC 7 7 — LD 7 &R
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vic77—s5z701 2 k=1 [

e 7Y NEADUSBTF AL ANEVIC 77 — AT =72 EHTAEST. Av—
USBA 7Y a AT, AN VIC 77 —L5 7 =7 N USB T /31 A THHAFGETH D
ZlEMERLET,

T T T IRTTICRBE T TH L L EITHICT v 7T — bl d oL, Eb60
Ty 7T FbRIRLET,

FIE

ARV RFERFTIVaY

=)

ATy T

server # scope chassis

vy—y avr RE—RERBLET

ATy T2

server /chassis # update-adapter-fw p 7
2 koL Y e— k=T L X
7 7 A )b sX Ractivatelno-activatePCl A
2y hES

VIC 7 7 —A v =71, f/E L7 IPv4
FILIPv6 7T LA, HDHVTIARA T
DU E— K P—NT, FEE LR
L7 ANLTIRIFENE S, VE—D
P NITRDONTNND X A T80 F
T

* TFTP
* FTP
* SFTP
» SCP
*« HTTP
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ARV RFERETIVa Y

B8

GE) CiscoUCSC v U —X H#—
N=TE, VE—F ¥—

RN 77— =T &
FHLicLxD, —r—
DT 4 H—=TV 2 hORE
RBEYR—FTDH L7
WELZ, ZOF T ayv
. VE— K Y —rx A
7°& LT SCP £72/% SFTP
BRI L TV D EE O HF]
HT&EET,

ZOT v arEETTD
BRIZUE—F =D Z A
7L LT SCP %7213 SFTP
BIERT DL, Avk—
[Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
ForEINET, =10

T4 A=V NDER
WIS T, [y] £7213 [n] &
7V w7 LET,

T4 =7V MIFRA
kDB F—IZHESNWTE
D, RO FRA - EiED
FlolIERTEE T,

ATvT3

server/chassis # update-adapter-fw usb 1
A — 7 7 A )L /XA activateno-activate
PCl 21y &7

USB T /XA ADA A= T 7 A LD
A, VICPCI Au v hESEEELE
KR

ATvT4

(E&)
detail

server /cimc # show adapter

Ty—Ahu T T v 77— hOMEHR
MEFRRLET,

il

RIZ, VIC 7 7 — L0 =T ZBHT 502 RLET,

Server# scope chassis
Server /chassis # update-adapter-fw update ftp 10.10.10.10 cruzfw new.bin activate MLOM
Adapter firmware update has started.
Please check the status using "show adapter detail".

You have chosen to automatically activate the new firmware

image.

. CiscoIMC 7 7 — LD 7 &R
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YE—F =50 ME T 7—Loz 7oA R —L ]

Server /chassis # show adapter detail
PCI Slot MLOM:
Product Name: UCS VIC 1387
Serial Number: FCH2102J8SU
Product ID: UCSC-MLOM-C40Q-03
Adapter Hardware Revision: 3
Current FW Version: 4.1(3.143)
VNTAG: Disabled
FIP: Enabled
LLDP: Enabled
Configuration Pending: no
Cisco IMC Management Enabled: yes
VID: V03
Vendor: Cisco Systems Inc
Description:
Bootloader Version: 4.1 (2d)
FW Image 1 Version: 4.1(3.143)
FW Image 1 State: RUNNING ACTIVATED
FW Image 2 Version: N/A
FW Image 2 State: N/A
FW Update Status: Update in progress
FW Update Error: No error
FW Update Stage: Erasing (12%)
FW Update Overall Progress: 19%
Server /chassis #

JE—FrH—/1\DLDCMCT 7—LVITTDA VR b—

JL

1R BHHIIZ
» admin #ERZFF>2—H L LT CiscoIMCiza 714 > LET,

» Cisco.com 2> & Cisco Host Upgrade UtilityISO 7 7 f W Z AF L, Y AanbD 77— AU
TORE (=) ORI~ T 77— =T A A =L 77 A ZHH L
e a8

DTV arEENTEDOII—HO C Y =X =2 TT,

N

GE) Tyo7T—IRTTILEFPTHDL L EIT v 75— M EBBT
He, EBLLDOT v TT— b EMLET,

FIig
ARV RFERETIVa Y =)
R 5w 71| server # scope chassis vy—v avy NE-RERBLE
D
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ARV RFERETIVa Y

B8

ATv T2

server /chassis # scope cmc 1|2

WL 72 SI0OC 2> hr—F a<w R
F— RO CMC Zfia L £7,

ATvT3

server /chassis/cmc # update 7’7 k =)L

IP7 RL A R

7a kan, VE—FHP—N"—DIPT
RLA, == DT 7 —L =T
T ANSDT 7 AN RAEFRELE
= =Y = &/ /A1 v g W N 3

D
« TFTP

* FTP
* SFTP
* SCP
*« HTTP

GE)

CiscoUCSC v —X H—
N—=TE, VE—F ¥—
N—=INHT7— LT =T %
HH LIz &D, —r3—
DT 4 H—FV 2 N
WEYVR—RITL5L51I%R
VE LT, ZOF T ar
X, VE—F b= F A
7°& LT SCP £7=1% SFTP
ZBINL TV D560 HF]
HATEET,
ZOT v arEFETTD
BRlZUE— bk =D H A
7L LT SCP £7-1% SFTP
BT DL, AvkE—
['Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue?] 73
FREINET, —r0
T4 =TV NDOERE
WZIECT, [yl £721% [n] &
7V v 7 LET,

T4 =7V MIFEA
r DB F—I12 SN TR
V. DR A N AR
FITHERTEET,
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AV b= LtzeMC 77 =Lz 707574 1 [

avyREEEF7OV3 Y BRI
ATy 4| ({EE) server/chassis/emc#showdetail | 77— =7 7 v 75— h OHEHRRK
WMEFRRLET,

151
WIZ, CMC 77— L7 =T 2 BH+T 50 a R LET,

server # scope chassis
server /chassis # scope cmc 1
server /chassis/cmc # update http 10.104.236.99 colusa_cmc.2.0.2a.img
CMC Firmware update initialized.
Please check the status using "show detail"
Server /chassis/cmc # show detail
Firmware Image Information:

Name: CMC1

Update Stage: DOWNLOAD

Update Progress: 25

Current FW Version: 2.0 (2a)

FW Image 1 Version: 2.0(2a)

FW Image 1 State: RUNNING ACTIVATED

FW Image 2 Version: 2.0(2a)

FW Image 2 State: BACKUP INACTIVATED
server /chassis/cmc #

RDZERY
HLWT 7y — L= T 52775 4712 LET,

AR RM=]LLEECMC 72 7—LDOTT7D7I7T 471

Y

GE) CMCIZ 122777 4 770REICL, I Nv 77 w7 e L THEET 2 L O ICREESNTW
F9, NI TvTCMCET VT 47T DE, TNETT VT 4772572 CMC B, Ny
JT T CMCIZEDLY, ©O—FBRT 7T 47120 ET,
1R BHHEIIZ

CMC 7 7 =AU =T Y —N|ZA VA =L LFET,

CiscoIMC 7 7 — LD =z 7EHE .
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| o

CiscoIMC 77 —Lyz 7EE |

BE T777 4 7{bOEITHIL. RO Z EEITHORNWTLSEE N,

cH—RDY L b,

EIRGIE, vy hA D,

* Cisco IMCCiscoIMC DU 7' — hE 7213V & v K,

cMDOFTRTOT 77— LT =T HT 7T 4 7L LET,

o T =)L YR —

Sl ==

b F—H E£721X

IRET —

BT AR—HMLET,

cCMC-1 775 4 _X—3 3 2k 5T CiscolMC %> U — 7 HmnhkrsnE 4,

FIE

ARV KRFERRETY Va3 Y

=)

ATy T

server # scope chassis

Vy—v avry R E—FRERBLE
j‘o

ATv T2

Server # scope cmcl|2

R L7 SIOC 2y h avy K E—
KD CMC %A L £,

ATvT3

Server /cmc # activate

B LT CMCITx L TBIR LA A—
/%7?7‘4’7 M—Li‘j—o

ATv74

Tur 7 h Ty EANL, ERLE

T7— LU =T ARA—TET I T 47

fELES,

CMC-1 U7 —hkL, £ZOY7T—FN®
SETTH5ETIETRTOCLIEYy v =
YEGUIEYy Y a URET LET .
mmz)f NAT 7T 4 Tty e
NIEBELG 252 L3 AL

=3

1

KIZ, SIOC Ay bl EOCMC 77— A0 =T %27 7T 47T 50%RLET,

Server # scope chassis
Server /chassis # scope cmc 1

Server /chassis/cmc #

activate

Warning: The CMC will be rebooted immediately to complete the activation.
The network may go down temporarily till CMC boots up again

Continue?[y|N]y
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YE— R =D SDSASTHRIVE 77—Loz 7D/ VR b= |

JE— R H—/\HAS5DSAS THRANUA J7—LYT

TDA2VA M=)

1R BHEIIZ

I DT I arEETTHIIE, admin L LTR I F T ALENLY FT,

= NOERE A NTDUERH Y FT,

FIE

AU RFERIEFT7II Y

=)

ATy T

Server# scope chassis

vy —L a<wr RN E—REZBBLE
—g—o

ATvT2

Server /chassis # scope sas-expander {12}

SAS =/ AN H a< K E— R%B
L ET,

ATvT3

Server /chassis/sas-expander # show detail

AR T 7 =0 =T A A—=VF
KOAT =2 A%FRLET,

ATvT4

Server /chassis/sas-expander # update
protocol 1P_Address path

WOEREFBELET,
« 71 k=), TFTP., FTP, SFTP,
SCP. £7/-IXHTTP NMEHATX £
—gﬁo
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ARV RFERETIVa Y

B8

G

CiscoUCSC ¥ —X
P—N—THE, U E—
k== 77—
LAy =T HEE LI
XD, Y——D7 4
Y H—=TV v b ORER
ZYR—FTD5E9I
mOELEZ, ZOXT
ariE, YE—F
=D H A4 7L LT
SCP %7213 SFTP %%
WL TWDHEDHRF]
ATEE,
DTV v a v EELT
T LY E— h P—
NDH AT &L LT SCP
F721% SFTP A7
LEL AvE—V
['Server (RSA) key
fingerprint is
<server finger print ID>
Do you wish to
continue?] MNFE/R I
£, =07 1~
A=V FOERHIZ
Jix UCL [y] 721 [n]
Vw7 LET,

T4 =7V ME
RA N DORBHF—IZH
SWTEY | Bko
RA N ZRRE T 1
WTEET,

e VE—F P —DIPv4 T FL X FE
721X IPv6 7 RL AL HAHWIEARA

Ko

e UE—h H—s3ED SAS =7 AR
VHE T =TT T 7 AI~D
T 7 AN INZ,
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451
WIZ, SASZI ANV E T3 — AU =T &7 v 7T — b T30 RLET,

Server# scope chassis
Server /chassis # scope sas-expander 1
Server /chassis/sas-expander # show detail
Firmware Image Information:
ID: 1
Name: SASEXP1
Update Stage: NONE
Update Progress: 0
Current FW Version: 65103900
FW Image 1 Version: 65103900
FW Image 1 State: RUNNING ACTIVATED
FW Image 2 Version: 65103900
FW Image 2 State: BACKUP INACTIVATED
Server /chassis/sas-expander # update ftp 192.0.20.34
//upgrade_sas_expander_files/sas-expander-2-0-12a.fw
<CR> Press Enter key
Firmware update has started.
Please check the status using "show detail"
Server /chassis/sas-expander #
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Server# scope chassis
Server /chassis # scope sas-expander 1
Server /chassis/sas-expander # show detail
ID: 1

Name: SASEXP1

Update Stage: NONE

Update Progress: 0

Current FW Version: 65103900

FW Image 1 Version: 65103900

FW Image 1 State: RUNNING INACTIVATED

FW Image 2 Version: 65103900

FW Image 2 State: BACKUP INACTIVATED

Server /chassis/sas-expander # activate
This operation will activate "65103900" after next host power off
Continue?[y|N] y

Server /chassis/sas-expander # show detail
ID: 1

Name: SASEXP1

Update Stage: NONE

Update Progress: 0

Current FW Version: 65103900

FW Image 1 Version: 65103900

FW Image 1 State: RUNNING ACTIVATED

FW Image 2 Version: 65103900

FW Image 2 State: BACKUP INACTIVATED
Server /chassis/sas-expander #
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