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CiscoUSCC 1) —X M7 B LUV LUED Y —/\—[F[ T O—
AL A—H—DFERK

48O SRS

H—HNa—YF—=T T NeREEIFIEET HITE, admin#EREFFO2—F—L LTr
TA T HRERDY £7,
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. CiscoUSCC ) —A M1 E KUV LBEOY—/N\—RITA—HI)L 2—F—DHER

FIE

ARV RFERRTI A Y E]:g]

ATy I Server# scope user usernumber L — 3% B ysernumber |75 % L —
P—avr FE—FEMBLET.

ATFv T2 Server /user # Set enabled {yes|no\\ CiscoIMC Ca—H%— T Hh o  28H
EITEGZLET,

RF w73 |Server/user# set name username =P —Da—F—LERELET,
25w 4 |Server/user# setrole {readonly |user I—P—IZBY Y CTEHa—LERREL
[admin\\ F9, B, ROLORH Y F
‘a‘o

e readonly : & O —H— | IIEFH A F
RCEETH, AETDHZLITT

XFEHA,
suser : T D—W— L, ROEME
FITTEET,
s T RTDOIEREFTRT D

s BROA Y, EBIREFHRA, E
oA 7 7 L OB HE AT
varrERETS

CKVM Y L & (B A 5 ¢
7 e

cFRCORIES VT T

« v/ —% LED O xUT - JHAT
(U e— MEEE IR 2R
)

cHA LY —UERET D

«IP 7 KL A% ping %

e admin : Z O —%—%, GUI,
CLI, IPMI THHEZR T ~TORLE

EEITTEET,
AT S5 |Server/user# set 2P —ZHV Y CH— Y —H AT
user-typeCIMC|SNMP|IPMI EEELET, 1 AO2—F—12x L
TI1oFERB3EHO2—Y— 21 T %
BIRTEE T,

B =—y—7ryrroEE
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Cisco USC € & 1) —X M7 & & UBEO Y — —mita—n i 1—F—ois ]

ARV FFEREETIVa Yy

E:)

ATvT6

Server /user # set password

INAT— Rz 2[@ANT D& DITKD
LbNET,

GE) WIS AT — RGN
THE, A RTA T
B THRAT— RERIET
LMEENB D T,
e RATU—RZ8~ 14
XFETH L,

¢ NRAT — RiZa—H4
adhHZ LlTTEE
A,

¢ NAT— RIZITRD 4
ODHT Y OHFMNE
3OS T H X F%E
EWDH L,

e RXFD
~7)

(A

b
<

o INLTF DT (a
~2)

< 10 #EEOHF (0
~9)

s TINT 7y LA
NoOLF (1,
@\ #\ $\ %\ A\
&\ *\

)72 XA T — R &4
T5EL 1~20 CFOHA
TEEOXT (BT, B
BRCFFE T3S 2
LCHRAT— RERETE
£7,

ATy T17

Server /user # Set ipmi-passwor d password

IPMI 22— — L T D/IRAT— K%
RELET,

ATvT8

Server /user # set
v3priv-protoNone| CFB128 AES128

ZOfEIX. SNMP 2 —H%— ¥ ST
ﬁiﬂbijqo

A—H—Tho U LOERE .
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. CiscoUSCC ) —A M1 E KUV LBEOY—/N\—RITA—HI)L 2—F—DHER

ARV RFERETI Y S

AT v 79 |Server/user# set Z OfEIX, SNMP 2 —H%— X A 7I1ZF&%
v3protoHMAC128_SHA224| FLET

HMAC192_SHA256| HMAC256_SHA384
|[HMAC384 SHA512 |[HMAC_SHA96|None

AT v F10 |Server/user# set VEIS L TR —2RELET,
v3priv-auth-keyPriv_Auth key

RFw 711 |Server/user # set v3auth-keyAuth key | EEIZIG T TCHF—%5/ELET,

R 5w 712 |Server /user # commit NI UY T v arm VAT AOREI
v FLET,

s

zi

il

wIZ, 2—PF—5% 1250 admin & 3 2T _XTCO2—H— X A 7L LTHERT L6 %
ARLUFET,

Server# scope user 5

Server /user # set enabled yes

Server /user *# set name UserName

Server /user *# set role readonly

Server /user *# set user-type CIMC,SNMP, IPMI
Server /user *# set password

Warning:

Strong Password Policy is enabled!

For CIMC protection your password must meet the following requirements:
The password must have a minimum of 8 and a maximum of 14 characters.
The password must not contain the User's Name.
The password must contain characters from three of the following four categories.

English uppercase characters (A through Z)
English lowercase characters (a through z)
Base 10 digits (0 through 9)

Please enter password:

Please confirm password:

Server /user *# set ipmi-password

Warning:

Strong Password Policy is enabled!

For CIMC protection your password must meet the following requirements:

The password must have a minimum of 8 and a maximum of 20 characters for IPMI
users and
maximum 127 characters for Non IPMI users.

The password must not contain the User's Name.

The password must contain characters from three of the following four categories.

English uppercase characters (A through Z)
English lowercase characters (a through z)
Base 10 digits (0 through 9)
Non-alphabetic characters (!, @, #, $, %, *~, & *, =, , +, =)
Please enter ipmi-password:
Server /user *# set v3proto None
Server /user *# set v3priv-proto None
Server /user *# commit

B =—y—7ryrroEE
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1—4—7hvorcossHr—oEE [

A—Y—7hO  FTHSSHF—DEE

SSH X —MERE

Uy —=x412 Tl clscolMcc:t/\xU REBFEIZHN 2T SSH RSA & —X— 2 D3RG 4 2 {ik
LE4, SSH F—%, #iLfEATE A AT —B L OWBEF—D RSA ¥ — <7Dty T
T ABF—_—ZADOWFEIL, RNAV— RFR—20OFFEL Y bk Izt X2V 7 ¢ 22t

LET,

T RCO2—H—0 SSH F— 2T 2121F, BEHEMHRL FO2—F—L L Trnsa 7
LMERDHY ET, FHEEUNOZ—F—DHEIEL. BS 0)77’7?/ MZORRIEL T 7 A
YCEDLSSHF—ZME T 22 N TEET, 7 AU ML, ABH &% D SSHRSA F—
X7 % 1O TEE T, SSH F—I% .pem £ 721X .pub 721'»*'? v MITHRENRHY £
7T

INBR 2 — 2 U CERGE & 217z Cisco IMC‘E va i, NAU— ROFHHRNTNTH T
T4 TDEETT, 7o, NRAT— FOARMIRAEINT-#%IZ, A SSH ¥ —%2H L T
linvkty a2 b TEET, —HOC LY =X S —THEHERTHD
vhBOvO TR a0F, AR FERHTAT A MATEH I EE A,

SSH F+— BN

4a& SRS

e T RTOHOZ—Y—D SSH F—% BT 5121, FEHEERZ 2 —Y—L L TrrA
T LNEND Y £,

 EREUNDO 22— —DGEIL, BT U FOARF—DOHEZBEMNTE ET,

Fg
OV RFEREFET7TIV3 Y B

R 5w 71 |Server# scope user user-number 2—HF—pa<wr KE— RKE0BLE
—g—O

ATy 72 |Server /user # show-detail =P =T hoUr NOFEMEE R L E
b+, a—P— ’*%Eiémﬂ\é SSH & —
D AR T HITIE, [ssH *—4 (ssH
Key Count) 1 7 4 —/V REZHR L F T,

AT 73| Server /user # scope ssh-keys SSH¥— a~ v RE— REFBLET,

R 7 4 |Server /user/ssh-keys # add-key 1remote | =>4+ a v &FEHAL T, UE—k
P— =5 SSH ¥ —% B L E7,

A—H—THhoo LDOER .
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ARV RFERETIVa Y

B8

WOFEMAE AT LET,

1. UVE—F P — Rl THZHD
a harERELET, ROWVT
N0 A TERETCEET,

« TFTP
FTP
SFTP
SCp

HTTP
G¥) FTP. SCP F7-1% SFTP
2R L7 A0,
WL LR T — R
DADDRD S E
7,

2. VE—FY—r1"—0DO7 FLAZIEE
LE7,

3. VE—FT77ANDNRAEZRELE
7,

4, a—YP—LZLRXRATU—RERELE
7,

ATw 76| ({E&) Server/user/ssh-keys # add-key | Z DA 7> a &AL T, A0 T
2 paste T SSH ¥ — B L £,
SSH ABAF—Z AT D70 DX AT
nZ7aRBLET, Trr T RRRRS
NizbH, SSH¥F—D7 ¥ A h&xab—
LTay Y —/ Wl f4iF, CTRL Z 4
L7RREETD 2L £,
ATw 76| (fEE) Server /user/ssh-keys # 717y MBI L7286 SSH % —%
ShO\N'daall i‘%i—“ Liﬂqo
£l

1. ZoflTix, YE— K $—=225 SSH F¥—ZBMLET,

Server# scope user 1
Server /user # scope ssh-keys
Server /user/ssh-keys # add-key 1 remote

B =—y—7ryrroEE



| A—HF—ThIoU rOER

sshx—nzE [

Enter the remote Protocol [tftp | ftp | sftp | scp | httpl: scp

Enter the remote Server: 10.10.10.10

Enter the remote file Path: /home/xyz/publickey.pem

Server (RSA) key fingerprint is dd:b5:2b:07:ad:c0:30:b2:d5:6a:6a:78:80:85:93:b0
Do you wish to continue? [y/N]y

Username: Xyz

Password:

SSH Public key added successfully

Server /user/ssh-keys #

ok, BV AT FRTSSH F—& B L£9,

Server# scope user 1

Server /user # scope ssh-keys

Server /user/ssh-keys # add-key 2 paste

Please paste your ssh key here, when finished, press CTRL+D.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDFOK17ZYbMMfGexGrfxlupMgFyllZNIJohPxAStu4l
OkItFIOVrrhrfF1Z2KOpogJinx3s00cPfGLMSWEQkUQlzGlL8rAESZbi 6236WGFeZ93amJ3nfxDU7JWDIK
HmINixpX5XbbZeKQJvESTptanmkjTQ8sq2iSMKOHL+G3518BXmwIBLUEM+SWIEYjLaDAZ6aLKPxxddTr
FxXWTPI9QpzJAfQG1lXXZSYauYb60OMNUxjggFtB2XCiROZTzc]j4n1XQRbzU+56HvHMowcOPhO81Btbun+txv
ksTeXbV3e9DVymjQK1gD2yY5h/EJACO+9wGPyVmaT2bA0Ou4HbTsz8udHFkTE

SSH Public key added successfully

Server /user/ssh-keys #

RDRERY
SSH F— %AW £7-13HIBRLET,

SSHX—mDZERE

1R BHHIIZ

e TRTCHO—TFDSSHF —ZLHET 5121, adminffRrEoa—HL LT/ A 15

VENDH Y £,

cEHELND—F—DPEIT. BODT I ORI —OREERETX £7,

FIE

ARV RFERFTIVaY

=)

R w 71 |Server# scopeuser user-number

a—HP—pawr FE— FEERKBLE
‘é—o

Z T 2 |Server /user # show-detail

2—WP—=THT L FOFEMERRLE
T — WIS LTV 5 SSH ¥ —
DI EERT HITI1E, [ss8 F—# (ssu
Key Count) ] 7 oA —/V R & 208 LET,

Z 5w 73 |Server /user # scope ssh-keys

SSH¥— o< RE— RZBBLE T,

A—H—Tho U LOERE .



B ssix—oz=

1—4—7hortoEE |

ARV RFERETIVa Y

B8

ATvT4

Server /user/ssh-keys # modify-key 1
remote

IO TvarvEEALT, UE—Fh
== EEIN-F—Z2BMLE
T, WOFEME AT LET,
1L UE— MY — ([T DHTZDOD
7a harEEELET, ROWT
nrox A rEfEEcEEd,
« TFTP
FTP
SFTP
SCP

HTTP

GE) FTP, SCP % 7-i% SFTP
BRI LA,
SRR T —
DATIWKRD HIVE
R

2. UE—FH—R—DOT FLAZFEE
L/iﬁ‘o

3. VE—FT77ANDONRAEHELE
—é‘O

4, —YP—Z L X2RU—FEEELE
ﬁ—o

ATy Th

(fE) Server /user/ssh-keys #
modify-key 2 paste

X TarEEALT, BYTH
K CLEFE L SSH X —2 B £,

FEHESNT-/ABH SSH ¥ —% A1+ 57
DOXATa T EEELES, TrrT
FRFRENTZH, SSH F—DFT F A
Mot —LTar Y —UEY AT,
CTRL Z#ff L72IREETD 2 L £ 7,

ATvT6

(fE) Server /user/ssh-keys #
show-detail

THD L N TEE LU EHE DN
SSH ¥ —%2FrLE7,

1

1. ZofTix, VE— K $—_"—0bEEIN SSH ¥ —ZBINL £,

B =—y—7ryrroEE



| A—HF—ThIoU rOER

ssh x—oiz [

Server# scope user 1

Server /user # scope ssh-keys

Server /user/ssh-keys # modify-key 1 remote

Enter the remote Protocol [tftp | ftp | sftp | scp | httpl: scp
Enter the remote Server: 10.10.10.10

Enter the remote file Path: /home/xyz/publickey.pem

Server (RSA) key fingerprint is dd:b5:2b:07:ad:c0:30:b2:d5:6a:6a:78:80:85:93:b0
Do you wish to continue? [y/N]y

Username: xyz

Password:

SSH Public key modified successfully

Server /user/ssh-keys #

ZOFITIE, BV AT FEICE o TEFE IR SSH F—42 B L £9,

Server# scope user 1

Server /user # scope ssh-keys

Server /user/ssh-keys # modify-key 2 paste

Please paste your ssh key here, when finished, press CTRL+D.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDFOK17ZYbMMfGexGrixlupMgFyllZNIJohPxAStu4dl
OkItFI9VrrhrfF1ZKOpogJdinx3s00cPEfGLMSWEQkUglzGlL8rAESZb162z36WGFeZ93amJ3nfxDU7JIJWDIK
HmINixpX5XbbZeKQJIviSTptanmkjTQ8sg2iSMKOHL+G3518BXmwIBLUEM+SWIEYjLaDAZ6alLKPxxddTr
FxWTP9QpzJAfQGlXXZSYauYb60OMNUxjggFtB2XCiROZTzcj4n1XQRbzU+56HvHMowcOPhO81Btbun+xv
ksTeXbV3e9DVymjQK1gD2yY5h/EJACO+9wGPyVmaT2bAOudHbTsz8udHFKT £

SSH Public key modified successfully

Server /user/ssh-keys #

RDBRY

SSH —%HIBE L £7,

SSH F+— DAl R

4RO HREIIC

+ FRTO2—F O SSHF—ZHIBRT 2121, admin HfRAFFoa—FL LTrs (T 5
VEHD Y ET,

cEHFELNDOZ—F—DEEIT. BODOT Iy NOARIF—OLEHIBRTX £,

FIE

AV RFEERETIVa Y

E]:)

&M

Server # scope user user-number

a—P—pavr FE— RERKELE
KR

ATvT2

Server /user # show-detail

a—P—=THU L FOFEMERRLE
'3‘0 SSH Key Count 7 A —/V ]\W_Li‘
=P LT S T 5 SSH
F—DENFTREINET,

ATvT3

Server /user # scope ssh-keys

SSH¥ — 2~ RE— RZBE L £7,

A—H—Tho U LOERE .
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ARV RFEREET7TOVa Y BHY
R 7 4 |Server /user/ssh-keys # delete-key 1 BATLET 2 LI Ay E—URTroT MR

FENET, [y/N] DERINET,

ATY TS|y ML CHIBRZH#EE L ET,

ATw 76| ({E&E) Server /user/ssh-keys # ER SNz —F— 0 L SSH % —
show-detail DEERRFLET,
5l

ZOBITIL, SSH F—ZHIRL £,

Server# scope user 1

Server /user # scope ssh-keys

Server /user/ssh-keys # delete-key 1

This operation will delete the SSH key -

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDFOK17ZYbMMfGexGrfxlupMgFyl1lZNIJohPxAStu4dl
OkItFI9VrrhrfF1ZKOpogJdinx3s00cPfGLMSWEQkUQlzG1lL8rAESZbi6236WGFeZ93amI3nfxDU7JIJWDIK
HmINixpX5XbbzeKQIvESTptanmk]jTQ8sg2iSMKOHL+G351i8BXmwIBLUEM+SWIEYjLaDAZ6aLKPxxddTr
FxXWTP9QpzJAfQGlXXZSYauYb6OMNUXJggFtB2XCiROZTzcj4n1XQRbzU+56HVvHMowcOPhO81Btbun+xv
ksTeXbV3e9DVymjQK1gD2yY5h/EJACO+9wGPyVmaT2bA0u4HbTsz8udHFkTE

Do you wish to continue? [y/N]y

SSH Public key deleted successfully

Server /user/ssh-keys #

JEIPMI 12— — FE—F

U U —241TiE, IPMIEFEIPMIOB S D2 —HF—F— FEHVFE2 52 LR TEH1—H—
E—FLMEENLH LV —Y—REAS TS a URBEASNTOET, FIPMI 22— — E—
ROBATHE, 2= =L SN RRAT — KX =2 U7 1 & IPMI2.0FHEC K 5
KNC LV LRTD Y U —ATHIR S 72 BMC 7 —F X=X LT F a2 U 7 ¢ b a2t L
FF, HIPMI 22— — F— R Tk, 127 LFEEHL Ca—F — AT — REZETEET
P, IPMI £ — RO —P— 3 SA T — FOR S 20 LFICHIR SN E T, I IPMI 22—+ —
EF—RFTE, ZOEF— R TRESNTZ—F—IZX L TEVBIR2 AT — REFRETEE
T

WOEGEIZ, 22—V — T —FROY VW BEXHFITRAETHHRD
KR

«FEIPMI E— RIZHI V& x 5 L. IPMIREO IPMI IV R— FENEFHA,

LR ZEETDLERDHY F

R

« JEIPMI 05 IPMI E— RIZUIV B2 T, 93 ChOu—h/)L 22— —ZH[RL, =—F—
VVT IR NET T AN EDA—Y—H ENRAT—NCRLEY, T35
LT ITFNVINDNRAT = REERTLHIOITKROLINLET,

IPMI 2 5FE IPMI & — RIZY) W B2 72456, o—W— 55— XTI EEZ T A,

e T — AU =T HA4I LD BENIAR— g X TS — R LET, a—F—F— QN
FEIPMI OGA, T _XTor—hL 22— —%2HIKRL, 22— — 7 LTy Lva2T

B =—y—7ryrroEE
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IPMI 2 53 IPME~AD 1 —F— E— ROy 2z [

TAN D= —ZLRAT—-RNIRELET, W rsA o358, 740X

Y

AU —=RaBHFTLHEITROENET,

GE)

T RO IRV vy b5 L, 2—%— F— RFIIPMI E— RIZRED £7°,

IPMI DS 3EIPMIAD LI —H— E—FOYIYEZ

1R BRI

DTV arEFETT AL, adminbEREFFOL—T L LTu A T ANERDH D 97,

FIE

ARV RFERETIVa Y

=)

&

Server# scope user-policy

2—HRY T —awr FE— R2BHLE
LET,

ATvT2

Server /user-policy # scope user-mode

a—F—F— R avr FE— ek
Liﬁ—o

ATvT3

Server /user-policy/user-mode # set
user-mode non-ipmi

IPMI LISt D2 — Y — = — Ri2 ) #H x
HIZ0, MR N CTyEASNLE
7

ATv74

Server /user-policy/user-mode * # commit

cNooY Ty a BV AT ADREICD
Sy bLET,

ATy Th

Server /user-policy/user-mode # show detail

a—HP—F—Fe£RLET,

1

WIZ, RIIRNAY — REINT D6 2R L ET,

Server# scope user-policy

Server /user-policy # scope user-mode
Server /user-policy/user-mode # set user-mode non-ipmi
Server /user-policy/user-mode *# commit

Warning:

This will enable NON-IPMI based user mode.

Converting to Non-IPMI User Mode disables IPMI Services and removes IPMI user

support.

SSH,

KVM, Webserver,

Do you wish to continue? [y/N] y

Connection to 10.10.10.10 closed by remote host.
Connection to 10.10.10.10 closed.

Server /user-policy/user-mode # show detail

User Mode:

XMAPI and Redfish sessions will be disconnected.

A—H—THhoo LDOER .
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B ormss pmAn1—4— - rogyEz

User mode for IPMI accessibility: non-ipmi
Server /user-policy/user-mode #

EIPMI DG IPMIANDI—H— E—FOYIYEZ

1R BRI
DT I v aryEFEITTHIE. adminbEREFFOL—F L L Tu A T HMERH D 7,

FIE
AR RERETIVa Y B8
R 5w 71| Server# scope user-policy =P RY v—avr K E— K&
Liﬁ_o
R Fw 72 |Server /user-policy # scopeuser-mode | = —+— F£— K a2~ K E— R& L
L/iﬁ—c
R 5w 7 3| Server /user-policy/user-mode # set IPMI = —H— E— FIZHIV R 51
user-mode ipmi X, R 7o 7 hCTyaE AN LET,
GE) IPMI == —H — & — F{Z) Y

Bz HE TTDOUCS
a—HF =R, T
74V FDa—H =4 LY
AT — RIZEY £,

R T w 7 4 | Server /user-policy/user-mode * # commit | kS W7 L g LBV RT AD/EIZ 2
Iy FLET,

R F v 7 5 | Server /user-policy/user-mode # show detail | = — ' — = — & FE R LE T,

151
WIZ, A Ip/NAT — RN T D62 RLET,

Server# scope user-policy
Server /user-policy # scope user-mode
Server /user-policy/user-mode # set user-mode ipmi
Server /user-policy/user-mode *# commit
Warning: This will enable IPMI based user mode.
Converting to IPMI User Mode deletes all UCS users and reverts to default
userid/password.
SSH, KVM, Webserver, XMAPI and Redfish sessions will be disconnected.
Do you wish to continue? [y/N] y
Connection to 10.10.10.10 closed by remote host.
Connection to 10.10.10.10 closed.
Server /user-policy/user-mode # show detail
User Mode:

B =—y—7ryrroEE
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User mode for IPMI accessibility:

ipmi

Server /user-policy/user-mode #

BRATEINAT— FDOERE

Cisco IMC Tid, s /)7p/R AT —
oA LT BRI

KRR Y o—n 3%k §ﬂ5i5
I, A RTA N TN IR RAT —

wntz7—romnt [

W7o =720, — TR
ERETHLIBERINET,

Cisco IMC @ CLI TiL, i/ "2 0 — bTJ/—%ﬁw_L\ﬁ4%74/%ﬁﬁbfﬁf

FTEONAY—=RERETDHIENTEET, MORNAT— RIS DL

[Enable Strong

Password] R ¥ U INFRSINET, T 74/ TR, BAOBRNAT— R KUY U —RNET/->

TWET,

1R BHHIIZ

TOT I a R ETT AT

FIE

. admin R ZFFO—WF L LTr A T2 0ERHY 7,

AV RFEEETIVa Y

S]]

&

Server# scope user-policy

2—HRY—aw K E— R2BHLE
LET,

ATvT2

Server /user-policy # set passwor d-policy
{enabled | disabled}

W T NT, ymBEANLTT Y
arrETToH0 £lldn 2 AT
LCT 7 varvaEdxy e lEd, i
I /SAT — R G ETITEIC L E
7

ATvT3

Server /user-policy # commit

cFoY Iy g EVARAT AOREICD
Ty hLET,

1

I, BRI RAT —

Server# scope user-policy
Server /user-policy # set password-policy disabled

Warning:

Do you wish to continue?

Strong password policy is being disabled.

[y/N] y

Server /user-policy *# commit
Server /user-policy #

&N Dl 2R LET,

A—H—THhoo LDOER .
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B <xo—roammmun

INATD— FDEDHREYIN

INAYT — RRHIREINIC 72 26820 IR 25 ECX £7, BHFITZ O A H B CRETX
9, ZORETTARTCO2—PITH L THBEBTT, AU — FRHBYINICARE L, 22—
LTl A VIO ER@IMEN, NAT— K2 Uty hTA3FETIER S AL TXA
<72 FET,

\}

() HWTF—AR—RF T L= R 5L BFEO2—REIBRENET, T—H =TT
7¢NF&E;EDE¢Oumgmﬁéﬂtn—%#ﬁféﬂ Fe BN 2T Y E
T, DFEN, F—ER—=RETF 7+ FO2—H4 ladmin) &/3AT— K [password] 73
RESNET, = NIT 74N FDO2—H FT—=FR_X=2ARE LI, 77+~ 7 VT
U VEBRKSREPAINC/R D £, 2FE Y, Tadmin) 2 —HFEFF U L— RRIZT —4
RO TR T A THLEEIL, TIFNVIDI LT Uy VEERTHILERDH Y £
R

INR T — FERERFZI

%ﬁ®¢AT@n~#®rnzv RERERZ 1, BITER1ZT v 77 L— ROETEZNC
REINET, L= —F (T v 77 b— FRIER SN D2 —Y) OfE, AT — R
Eﬁ%ﬁ%@n-%ﬁ%ﬁém INAT — RINRE SN RZNCRE SN E T, = — ek
CHTEE L OBER) 122\ T, RATU— KRBT INL NIRRT — REREREZ S FH S

£75
:L__t* mudfo)ﬁgﬁEMELLGDﬁiﬁE

FIE
OV bFERETIVa Y B#Y

A5y 71 |Server # scope user-policy TACACS+ =~ R E— R&Bita L &

j‘o

R 7 2 | Server/user-policy # Set Z—H— Fe g R—2Dar < XLV
authentication-precedence User Database| y =z 2 A Jj L £,
name

R T w 7 3 | Server/user-policy # commit

1

Server # scope user-policy
Server /user-policy # set authentication-precedence DB1,DB2
Server /user-policy* # commit

B =—y—7ryrroEE
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A—HF NAT—FD)tEv k
[/XAT— ROZEHE (Change Password) | 47 v a VML TRV — REEETEET,
Y

GE) e ZDFA T a i, admin E LTS A LTINS EZITIIMERTEEYA, FHARYH
HOMER % & DR EFADL—F D/RAT — RIZTNRERTE ET,

e RAT— RELEEST L L, CiscoIMCHhHual 77 hEanEd,

FIE
ARV REERETIVa Y =LY

R Fw 71 |Server # scope user user ID BRI —Y a~w 2 N £— RZE4h
]\/\i‘a—O

R w 72 |Server /chassis/user # set password INA T — ROBELEOIEREZFH, B{ED
NRAT— R, FHLWWRRT— R (%
U— FOMERZTNENDOTn T BT
ATTLET,

R w 7 3 | Server /chassis/user * # commit FNooYF 7y arr i AT ADREIZa
Ty hLET

!l

ZOBTIH, RESNTND2—FDNAT— KEERET L HEEZRLET,

Server # scope user 2
Server /chassis/user # set password
Warning:
Strong Password Policy is enabled!
For CIMC protection your password must meet the following requirements:

The password must have a minimum of 8 and a maximum of 20 characters.

The password must not contain the User's Name.

The password must contain characters from three of the following four categories.

English uppercase characters (A through Z)
English lowercase characters (a through 2z)
Base 10 digits (0 through 9)
Non-alphabetic characters (!, @, #, $, %, ~, & *, -, _, +, =)
Please enter current password:Testabedl
Please enter password: Testabed2
Please confirm password: Testabcd2
Server /chassis/user * # commit
Server /chassis/user #

A—H—Tho U LOERE .
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A—HIIxd %/ R T — FEARRUIN DEEE

FIE

ARV KRFERERETY VY

=)

ATy T

Server # scope user-policy

2—HRY T — avwr NE— R&2RLE
L/iﬁ‘@

ATy T2

Server /user-policy # scope
passwor d-expir ation

NAY— ROAHHIR=~ > FE—F
ZBMm L ET,

ATvT3

Server /user-policy/password-expiration #
set passwor d-expiry-duration 0 ~ 3650
L2

BEED/RA T — RICRETE A2
(Z DFFFLIE, BT LV SA T — K&
ET D0, FTEFBFEONRAY — R&2%
HLET, ) ®IX0~3650 H T,
0 ANTHE, ZOF T a NS
27 9,

ATv74

Server /user-policy/password-expiration * #
set notification-period 0 ~ 15 D H&%L

RAT — ROHBRBI G 5 IRFf A @ L
9, 0L IS HETOMEEASNL
F9, 02 ANTHE, ZOF T a v
DN 720 F9,

ATvTh

Server /user-policy/password-expiration * #
set grace-period 0 ~ 5 DK

BEfF O RAT — R E 2T 2
W, Zo#ED%k, ~AT— RIHRY)
0 E4, 0HNL S HETOME
ANLET, 0EATI1THE, 2047
T UMD F,

ATvT6

Server /user-policy/password-expiration * #
set password-history 0 ~ 5 D35

INAT — KPR AT ENTZEE, Z 0
T4—I REGHZTDH L, BESNTE
I E 2 T/RAT — K& I U
THZENTERLRYVET, 0~5D
MOMEEANLET, 0ZATH &,
COF T a rBNEHCRD £,

ATy T17

Server /user-policy/password-expiration *#
commit

rZoYrvarEaly hLET,

ATvT8

({EE) Server
fuser-policy/password-expiration # show
detail

NAT — RORMAROFEM 2 2R L E
RS

ATvT9

(fI:#) Server
/user-policy/password-expiration # restore

WEROTH 7 KT, yes E AJI LT
XY — KATRORE % 7 7 b Ml
(1T LET

B =—y—7ryrroEE
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oap +—n— [

il
ZOBITIE, WAV = FOFEMIREHRE L, REELT 7 +/V MEIZRERLET,

Server # scope user-policy

Server /user-policy # scope password-expiration

Server /user-policy/password-expiration # set password-expiry-duration 5
Server /user-policy/password-expiration * # set notification-period 2
Server /user-policy/password-expiration *# set grace-period 1

Server /user-policy/password-expiration *# set password-history 4

Server /user-policy/password-expiration *# commit

Server /user-policy/password-expiration # show detail

Password expiration parameters:

Valid password duration: 5

Number of stored old passwords: 4

Notification period: 2

Grace period: 1

Server /user-policy/password-expiration #
Restoring the password expiry parameters to default values:

Server /user-policy/password-expiration # restoreAre you sure you want to restore
User password expiration parameters to defaults?

Please enter 'yes' to confirm:yes

Server /user-policy/password-expiration #

LDAP H—/\—

Cisco IMC T, 1H#HET 1 L7 FUNTHIKA L CZOER~DOT 7 £ AZERT 57 4 L7
MY H—ERARYR—bFSET, CiscolMClL, XY hT—27T7 4 L7 MU IERERER
FOMREET 28 ET L2 NY T2 A Fu bai (LDAP) ZHR—FLET, &5,
Cisco IMC I Microsoft Active Directory (AD) & ¥4 — kL EJ, Active Directory (33 F & F
Ay NU—7 = RERMETHT I ) n—THY, LDAP LREEDOT 4 L7 b U H—
B A, Kerberos ~N— A DFFE, DNS X—ADLFiIfFT T 72 ENREFET, Cisco IMC X LDAP
T® Kerberos N— A DFFEY —E A ZFH L 9,

Cisco IMC T LDAP WA/ > T D 5E, n—AL a—H— F—ZX—=2ZANIZHO) b
mna—YF—7h 0 MY 52— —GEREL B —/LFFAIE, LDAP % —/3—(Z &> THEAT
SN FET, LDAP = — ¥ —FBFED AL username@domain.com TI,

H—/3D Active Directory ix i CH 5t Z HNZT 5H & LDAP V—"~DFET — ¥ W51k
THEO P —NICERTEET,

Configuring the LDAP Server

The Cisco IMC can be configured to use LDAP for user authentication and authorization. To use LDAP,
configure users with an attribute that holds the user role and locale information for the Cisco IMC. You
can use an existing LDAP attribute that is mapped to the Cisco IMC user roles and locales or you can
modify the LDAP schema to add a new custom attribute, such as the CiscoAVPair attribute, which has
an attribute ID of 1.3.6.1.4.1.9.287247.1.

A—H—THhoo LDOER .
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Important  For more information about altering the schema, see the article at
http://technet.microsoft.com/en-us/library/bb727064.aspx.

\}

Note This example creates a custom attribute named CiscoAVPair, but you can also use an existing LDAP
attribute that is mapped to the Cisco IMC user roles and locales.

If you are using Group Authorization on the Cisco IMC LDAP configuration, then you can skip Steps 1-4
and perform the steps listed in the Configuring LDAP Settings and Group Authorization in Cisco IMC

section.

The following steps must be performed on the LDAP server.

Procedure

AT 71 Ensure that the LDAP schema snap-in is installed.

AT w 72 Using the schema snap-in, add a new attribute with the following properties:

Properties Value

Common Name CiscoAVPair

LDAP Display Name CiscoAVPair

Unique X500 Object ID 1.3.6.1.4.1.9.287247.1
Description CiscoAVPair

Syntax Case Sensitive String

AT w73 Add the CiscoAVPair attribute to the user class using the snap-in:

a) Expand the Classes node in the left pane and type U to select the user class.

b) Click the Attributestab and click Add.
¢) Type C to select the CiscoAVPair attribute.

d) Click OK.

AT 74 Add the following user role values to the CiscoAVPair attribute, for the users that you want to have access

to Cisco IMC:

Role

CiscoAVPair Attribute Value

admin

shell:roles="admin"

user

shell:roles="user"

read-only

shell:roles="read-only"

B =—y—7ryrroEE
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Note For more information about adding values to attributes, see the article at
http://technet.microsoft.com/en-us/library/bb727064.aspx.

What to do next
Use the Cisco IMC to configure the LDAP server.

Cisco IMC T LDAP D& E

0 — )b —F OFEE & FF A2 LDAP — %3 5 121%, CiscoIMC TLDAP Z#%E L %
7,

1R8O BRI
ZOFRY ZFETTHITIE, admin R ZFf o2 —H L LTu /A T H0ENHY £,

FIE

ATV KREREFETIaY B#
ZXTw F1 |Server# scopeldap LDAP 2= R E— R&BBLET,

ZFwF2 |Server/ldap # set enabled {yes|no\ LDAP ¥ = V7 1 A X—T )V E T
X7 4 E—7 /M LET, LDAPEF =
VT A DA R—=TNVDOGE, v—TL
2P —F = R= R TN — Y —
TATYMIRL, 2— PGk L

2 —/LFFA[ 53 LDAP IZ k- THEITS N

\ij—o
AT w73 |Server/ldap # set domainLDAP R A A > |LDAP KA A >4 & fRE LT,
4
R w4 |Server/ldap # set timeout seconds LDAP BRBERIENZ A LT 7 b5 F

T Cisco IMC 23T 2 B a R E L
£7, 0~ 1800 OIGEEZFRET 54

ERbH ET,

ZXF w75 |Server/ldap # set base-dn domain-name | LDAP #—/\— %9 5 -~— % DN
ERELET,

AT 76 |Server/ldap # set attribute 4 2—HF—nr— b alr—VIERE R

Ff9 2% LDAP BMEaHEELETd, 2D
Fu T 1%, IS, ARTEfEOT
THESNET, AT A, 22—

A—H—THhoo LDOER .
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ARV FFEREETIVa Yy

S

La— T, ZoEMEs s BT 5
ERRLET,

CiscoIMC 2 —H D —/LB Lo r—
N~ v 7T ENT-BEFD LDAP @it %
#9572, CiscoAVPair @7 & Ik
DJEMEID ZFFoh A X KEMEE1ER T
xFET,

1.3.6.1.4.1.9.287247.1

G¥) ZOTaRT 4 EHRELR
WS, =T kR
DHESRINET,

ATy T17

Server /ldap # set filter-attribute

THhU Y "R MEEFRELE T, Active
Directory Zffil L TW A& EIX. ZD
7 4 —/)L KIZ sAMAccountName % #§
ELET,

ATvT8

Server /ldap # scope secure

tXx=2U5 ( LDAP E— F&BA L F
KR

ATvT9

Y% 27 LDAP A LT, FEAE
ZVE—FTH U a— NT5H0 G
BHEZBL O i F 9,

B =—y—7ryrroEE

WDONTNDDEERITE T,

1. Server/ldap # secure-ldap
disabled|enabled pastetftp | ftp | sftp |
scp | http

AEAEDONEZEED 11T 5 X 53K
HOENET,

2. FEAEONEZLEYD 1T
CTRL+4D ¥—%f L £,

b7 v 7 MIFRINE T,
3. wW7r 7Ry EANLE
R

ZHIZ XV LDAPCAGFHEZED # v
vu— KRB ESNE T,

F-1E

1. Server/ldap # secure-ldap
disabled|enabled remote tftp | ftp | sftp
| scp | http 1P Address LDAP CA
Certificatefile
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cisco Mc <> AP iz [

ARV FFEREETIVa Yy

E:)

GE) CiscoUCSC v U —X
P X=TF, VE—
F == E 77—
AT HHHF L&
D, —="—D7 4
YIH—=TV v N DR
Y R—FT2LO1
mOVELE, 20X
vasiE, VE—|F
=LA 7L LT
SCP ¥ 7213 SFTP % i3
RLTWD5GEOHF]
HATEET,

DT a v EFELT
FTOHBIC Y E— hH—
NDH AT E LT SCP
F 721X SFTP % B4R 5
L&, Avie—v
[Server (RSA) key
fingerprint is
<server_finger print
_ID> Do you wish to

continue?| 23F /R I
EFI, Y—rD7 1~
=7V N OEHIC
Jix UCL [yl 721 [n]
Vv LET,

T4 =7V T
RA N DORBHF—IH
SWTEY | Bko
RA N ZFRAE T 1
WTEET,

2. WERTer T RT,yEANLE

B

ZHIT LY LDAPCAGEHED X'
vua— RS ET,

25w 710 |Server/Idap # commit NFUW T a B AT AOBREIT
a3y bLET,
Z7y 71 | Server/ldap # show [detail] (fEE) LDAP OFELFFLET,

A—H—Tho U LOERE .
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451
ZOBEITIR, VE—N A Ura— R A7 a2 EHL T LDAP ZAERR L ET,

Server# scope ldap

Server /ldap # set enabled yes

Server /ldap *# set domain sample-domain

Server /ldap *# set timeout 60

Server /ldap *# set base-dn example.com

Server /ldap *# set attribute CiscoAVPair

Server /ldap *# set filter-attribute sAMAccountName

Server /ldap *# scope secure

Server /ldap/secure *# secure-ldap enabled remote ftp xx.xx.xx.xx filename

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 1282 100 1282 0 0 1247 0 0:00:01 0:00:01 --:--:-- 1635
100 1282 100 1282 0 0 1239 0 0:00:01 0:00:01 --:--:-- 1239

You are going to overwrite the LDAP CA Certificate.
Are you sure you want to proceed and overwrite the LDAP CA Certificate? [y|N]y
LDAP CA Certificate is downloaded successfully
Server /ldap/secure *# commit
Server /ldap # exit
Server /ldap # show detail
LDAP Settings:
Enabled: yes
Domain: sample-domain
BaseDN: example.com
Timeout: 60
Filter-Attribute: sAMAccountName
Server /ldap #

ZOFEITIE, BEEREOREV TS g v EFEA LT o7 LDAP 2R LE T,

Server# scope ldap

Server /ldap # set enabled yes

Server /ldap *# set domain sample-domain

Server /ldap *# set timeout 60

Server /ldap *# set base-dn example.com

Server /ldap *# set attribute CiscoAVPair

Server /ldap *# set filter-attribute sAMAccountName
Server /ldap *# scope secure

Server /ldap/secure *# secure-ldap enabled ftp paste

Please paste your certificate here, when finished, press CTRL+D.

MIIDdzCCAl+gAwIBAGIQV06yJcIPAYNOSCP+FYQttjANBgkghkiGIwOBAQsFADBO
MRIWEAYKCZImiZPyLGQBGRYCaW4xGzAZBgoJkiaJk/IsZAEZFgs0TOJKUkEySkhC
UTEbMBKGA1UEAxMSV0O10OLTRPQkpSQTJIKSEJRLUNBMB4XDTE2MDIyNTE3MDczN1oX
DTIxMDIyNTE3MTczMlowTJESMBAGCgmSJomT 81 xkARKWAMIUMRSWGQYKCZImiZPy
LGQOBGRYLNEOSCS1JBMkpIQlExGzAZBgNVBAMTE1dJTi00TO0JKUKEYySkhCUS1DQTCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOoCggEBAMM2 cdgmrPTkZedK2zI+EbeZ
mfQnjfiUz80IY97w81C/2S4gK46T+£fnX13rXe8vvVHAOSwWgPDVQTGS4n1F46A6Ba
FK+krKcIgFrQBlgnF74gs/1nlYtKHNBjrvg5KyeWFrA7So6Mi2XEw8w/zMPLOd8T
b+ILM1YnhnuXA9G8gVCJ/iUhXfMpB20L8sv30Mek7bw8x2cxJYTuJAviVIrjSwl5]
fO3WKttRuyFpeOIi00weklpF0+8D3Z9mBinoTbL2pl0U32am6wTI+8WmtJ+8W68v
JH4Y8YBY/kzMHdpwjpdZkC5pEIBcMOrLIxKoIub6X0kSNEssoGnepFyNaH3t8vnMC
AWEAAaNRME8wCwYDVROPBAQDAGGGMASGAIUJEWEB/wQFMAMBAf8wHQYDVROOBBYE
FBAUUlHTAWBT10Bz8IgAEzXsfcCsMBAGCSsSGAQQOBY]) cVAQQDAGEAMAOGCSOGSIb3
DQEBCWUAA4IBAQAZUMZr+0r1dWkVEFNBA71u8tQbAEJf/A7PIKnIGNoUg8moAGs4
PMndoxdpNGZhYCWDWX3GWdeF1HgZHhb38gGQOy1luOpIK7tgQufZmeCBH6T7Tzq/w
Dg+TMFGIjXF84xW3N665y4ePgUcUl7e/6aBGcGkGeUYodBPtExe28tQyeuYwD4Z]
nLuZKkT+I4PAYygVCgxDGsvERHDpGneb3R+GeonOf4ED/0tn5PLSL9khb9gkHu/V

B =—y—7ryrroEE
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dO3/HmKVzUhloTDBuAMq/wES2WZAWhGr3hBc4nWQNJ ZWEMOKDpY ZVK/GhBmNF+x 1
eRcFgqgh640EmH9gApOcaGSle7UyYaN+LtPRe

CTRL+D
You are going to overwrite the LDAP CA Certificate.
Are you sure you want to proceed and overwrite the LDAP CA Certificate? [y|N]

y

Server /ldap/secure *# commit
Server /ldap # exit
Server /ldap # show detail
LDAP Settings:
Enabled: yes
Domain: sample-domain
BaseDN: example.com
Timeout: 60
Filter-Attribute: sAMAccountName
Server /ldap #

RDEZRY

TN—TF I HIZLDAP 7 Vv—7 %M 55413, [CiscolMC TP LDAP 7 )V — 7" DFRIE |
EBRBLTLLEE N,

Cisco IMC T® LDAP 5 )L— T DEE
\§

GE)  Active Directory (AD) Z/V—T7FFr A F—7 WML TRET DL, n—Ab 22— F—%
AR—= R TN —HR2 Active Directory C Cisco IMC Offi il & #F ] STV RN — P2k
BT N—TF LU TO—YRAEBITOILE T,

i H BRI
« ZDX A HFATT HITIE, adminfEfREFfoa—HF L L Tr s A oT808 RH) 7,
» Active Directory (F£721X LDAP) %A F—7 ML T, RETILENRH Y £7,

FE
ARV RFEEETIVa Y B
AT 71 |Server# scopeldap LDAP =~ K E&— FZ B LT, AD
ERELET,
R w 72 | Server /Idap# scope ldap-group-rule LDAP /v —F L—)L <> KR E— K
B L T, ADZREL X7,
Z 5 7 3 | Server /Idap/ldap-group-rule # set LDAP /' V— T &Rl A 2 — T IV F 121X
group-auth {yes|no} F o —T I LET,

A—H—THhoo LDOER .
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ARV RFERETIVa Y

B8

ATvT4

Server /ldap # scope role-group index

REHERGER I N—T T T 74
AONTINEERLES, 22T,
index 1% 172°5 28 £ TOHFETT,

ATy Th

Server /ldap/role-group # set name
group-name

P R— DT T ANHFAEINTWNDS
TN—T D& H AD T — H ~— X ZFg
Ebiﬁ—o

ATvT6

Server /Idap/role-group # set domain
domain-name

TN—TWIFET DN H D AD R A
A VERELET,

ATy T1

Server /ldap/role-group # set role {admin |
user | readonly}

ZOAD I N—T DT R TCO—HP—|Z
EHD Y TONDHERL~L (m—) &
BELET, ROWTRNICRY 7,

e admin : = —Y — I FH ATHE/R T
TOT 7> ar2FETTExET,
euser : —HP—L, ROHX AT &HE
1ITCEET,
s TRTCDOIFEHRELZRT D
« BIROA L, EIREREA, EIR
DA77 EOENGHEA T =
VEERTS
cKVM = V— L L {RAAAF 4
T EEET 5
eI RTOuTEIIVTTSH
e« 1 /r— 4 LED D E4T - W4T
(U E— MEEZR YT Z R
)

«readonly : = —H —|IHFWEZ FRT
TFEITMN, BEITHZLIFTEEE
Y

ATvT8

Server /ldap/role-group # commit

NV a v AT ADOREICS
Ty hLET,

1

KIZ, LDAP 7 V—7 DR 2% ET D2 R~ LET,

B =—y—7ryrroEE
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LDAP J L—FTDH* R Fant=sL—TogzzENEE ||

Server# scope ldap
Server /ldap # scope ldap-group-rule

Server /ldap/ldap-group-rule # set group-auth yes

Server /ldap *# scope role-group 5
Server /ldap/role-group # set name Training

Server /ldap/role-group* # set domain example.com

Server /ldap/role-group* # set role readonly
Server /ldap/role-group* # commit

ucs-c250-M2

/ldap # show role-group

Group Group Name Domain Name Assigned Role
1 (n/a) (n/a) admin

2 (n/a) (n/a) user

3 (n/a) (n/a) readonly

4 (n/a) (n/a) (n/a)

5 Training example.com readonly

Server /ldap/role-group #

IDAPT IL—TTORA CEINT=TIL—TOBREEEDE

LDAP /' )v—7 < v 7 THIDE

LPTEET,

¢« ZDHARY HFEITT HITIX

* Active Directory (& 7213 LDAP) %A %—

FIE

I

BHELTNVL—THNICHRA N ENTZLDAP VIV —T 2545 =

. adminE[R Ao —F L LTa /A T3 0ERHY 7,
LT, RETAHAXERHY 97,

AR NFERERTIVa Y

=)

ATy T

Server# scope ldap

LDAP ==~ K E— RZBHIBE LT, AD
FRELET,

ATy T2

Server /ldap# scope |dap-group-rule

LDAP /)L —7F L—)L a~<w K E— K
ZHEB LT, ADZRTELET,

ATvT3

Server /ldap/ldap-group-rule # set
group-sear ch-depth value

F A N ENT- LDAP VL — T DR %
BNz LET,

ATv74

Server /ldap/role-group-rule # commit

N UH T a BV AT ADOREICT
Ty hLET,

1
Wiz, BlOGE

FHHD I A—TNICE A b SN LDAP 7 A—T DRFE & FTT 5 1
IR DR LE T

A—H—THhoo LDOER .
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Server# scope ldap
Server /ldap # scope ldap-group-rule
Server /ldap/ldap-group-rule # set group-search-depth 10
Server /ldap/role-group-rule* # commit
Server /ldap/role-group-rule # show detail
Group rules for LDAP:
Group search attribute: memberOf
Enable Group Authorization: yes
Nested group search depth: 10
Server/ldap/ldap-group-rule #

TACACS+ _:L.\_IE

41 (3b) U U —RLIFE, Cisco IMC % Terminal Access Controller Access-Control System Plus

(TACACS+) = —H—@8iEZ A — b LE T, CiscoIMC I, K620 TACACS+ U E— |
P—=R—=%PR—hLET, 2P —DEFIGRIEIND &, =2—PF =412 [ (TACACSH) ]
NBEMENET, 1L CiscolMC A V' F—T =—RIZHERINFET,

TACACS+ GHGED A x—7 Lk (27 _—v) ZZM L T TACACS+ it x Ak L £ 7
Cisco IMC (¥ 72, TACACS+ U E— h —R—ZT7 7 B A TX 72 WIGED 12— —BFEOHE
%lléﬁ%#f’— FLET, 2P —FEEOEEIAM. OFER (14 2—) ZHEHAL T —%—
FRREDOHESENANL DR AT 2 £ T,

TACACS+H—/\EXE

=P —DRFHEL UL, E O — W —|ZFE 7 [cisco-av-pair] EIZESWTHEA I E
7. TACACS+ #—/ 3T — [cisco-av-pair] ZELT 2 HLERH Y £9, 2—F—TBEFD
TACACS+ BYEIIEH CTE £ A,

cisco-av-pair BHEDOTFR— XN B3 oD H v 7 AL, RO LB TY,
» admin #FHE DA« [cisco-av-pair=shell:roles="admin”]
« user HEFR D4 : [cisco-av-pair=shell:roles="user”

« read-only HE[R D54 : [cisco-av-pair=shell:roles="read-only”]

VELNZIS T T, [comma] Z X)) e LTHEM LT, EbiZr—LZBINTE £7,

\)

() [cisco-av-pair] 7% TACACS+ —/N—THl SN TV e WigE, ZOH—_R—Da—F—
[read-only] #E[EA & U £,

B =—y—7ryrroEE
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TacAcs+ RiE o1 *— It |

TACACS+ ER2FED 1 — T )L1E

1R BRI

Terminal Access Controller Access-Control System (TACACS+) X— A D —YFRGEA KT D A
12, 22— — DR L~ [cisco-av-pair] fEIZ 35T TACACS+ —/3—TERE I LT
HZEEMERLTIIEE N,

FlE
ARV RFERETOVa Y E]:3)
Ay 71 |Server# scopetacacs+ TACACS+ i~ R E— R&BMA L E
D
R w 72 | Server/tacacs+ # set enabled yes|no
AT 7 3| Server/tacacst # set fallback-only-on-no-connectivity
fallback-only-on-no-connectivity yesino | #5229 384803, Y& AH L TR
L/iﬁ—o

AT v 7 4 |Server/tacacs+ # settimeout Z A L7 7 |5 ~30DEAZ AN LTLZEN
NEERT (RP)

R 75 |Server/tacacs+ # restore B A DT 7 LA IC TACACSH H
%7 7 4V MZEIE LT WGE, yes
EATILTHEE L TL 72 &0,

Z 5w 7 6 | Server/tacacs+ # commit VAT LCERERFELET,

1

Server # scope tacacs+
Server /tacacs+ # set enabled yes
Server /tacacs+ # set fallback-only-on-no-connectivity yes

Warning: If TACACS+ and fallback option is enabled, then the fallback to the next
precedence database happens only when CIMC is not able to connect to any
of the configured TACACS+ servers.

Do you wish to continue? [y/N] y

Server /tacacs+ # set timeout 5

Server /tacacs+ # restore

Are you sure you want to restore TACACS+ configuration to defaults?

Please enter 'yes' to confirm: yes

Restored TACSCS+ default configuration.

Server /tacacs+ # commit

A—H—Tho U LOERE .
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TACACS+ ') E— k H—/N\—EREDHEA

FIE

1—4—7hortoEE |

ARV RFERETIVa Y

E:)

&

Server# scopetacacst

TACACS+ o= K E— R&ZBHBLE
KR

ATvT2

Server# scopetacacs-server Server Number

TACACS ¥ —/R— o< K £— K% B
HBLET,

ATvT3

Server/tacacs+/tacacs-server # Set
tacacs-port Port Number

1 ~ 65535 DfEEZ AT LET,

ATvT4

Server/tacacst/tacacs-server # Set
tacacs-key Server Key

U E— F TACACS+H— "—THip &
TWADLERILLF—F AT LET,

ATvTh

Server/tacacs+/tacacs-server # Set
tacacs-server Server |P Address

J £ — K TACACS+ H— "—D P 7 K
VAEANNILET,

ATvT6

Server/tacacs+/tacacs-server # restore

XA LT LTIESEIC TACACS 1
T 7 4V M LT WA
[yes] E ATTLTHEE L TL 2 &V,

1

Server
Server
Server
Server
Server
Server

# scope tacacs+

# scope tacacs-server 1
/tacacs+/tacacs-server # set tacacs-port 6
/tacacs+/tacacs-server # set tacacs-key xxx
/tacacs+/tacacs-server # set tacacs-server xX.xXX.XX.XX
/tacacs+/tacacs-server # restore

Are you sure you want to restore TACACS+ configuration to defaults?

Please enter 'yes' to confirm:

yes

Restored TACSCS+ default configuration.

Server /tacacs+/tacacs-server # commit

LDAP ZEBAE DI E

Cisco C v U —X % — 3TiL, LDAP XA T 4 T AT v T
VAR VERH CAGEAEE L I1XTF = — CA uﬁﬁfli
AETEHLIICR>TCVET, VE—ha—H—
VREBAE % CiscoIMC

N—ZBRL X2 T BN BETL2ENN S L5561T
LDAP 7 54 7 MZiE. WEFRICT 47 MY B NGEEHEEARAETE 5

REA T T a UBMETT,

H LR

WCANTERNZ LI

I =k TLS/SSL 1

B =—y—7ryrroEE

n‘ o FL[E 0) 7:_.
Yo, #ETH—H—

2. LDAP 7 A4 T > b3 A
IXLTT 4 V7 b Y — NG E A R
WEHESINRA V FERITTF =—

BAEHOT 4 v N Y Y—
. ZOBREAEALET,
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sEBAZED T Y

1R BRI

LDAP CA

ZDE R EFITTHITIE,

FIE

AR—k

LoAP cA sERED T 2 K—+ ]

admin HEREZ > —TF L LTu s A T A30NERHY 9,

ARV RFERFTIaY

B8

ATy T

Server# scope ldap

LDAP =~ K E— F&BHBLE I,

ATy T2

Server# /Idap scope binding-certificate

LDAPCAGEEANA K avy KE—
RZBRE L £,

ATvT3

Server /ldap/binding-certificate #
export-ca-certificate remote-protocol IP 7~
R LA LDAP CAGEIE T 7 A L

VEe—h =N T 272007 m
favERELET, ROWVTIIDHF
A TEEETEET,

« TFTP

« FTP

« SFTP

*« SCP

« HTTP

A—H—THhoo LDOER .
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B warcazmEozs k-1

ARV KRFERIETI Va3 BHY

GE) CiscoUCSC v U —X H#—
N=TE, VE—F ¥—
N—=INH T 7—AL 7T &
FHLicLxD, —r—
DT 4 H—=TV 2 hORE
e AR— M5 LIk
WELZ, ZOF T ayv
X, VE—F =¥ A
7°& LT SCP £72/% SFTP
BRI L TV D EE O HF]
HT&EET,
ZOT v arEETTD
BRIZUE—F =D Z A
7L LT SCP %7213 SFTP
BIERT DL, Avk—
[Server (RSA) key fingerprint
is <server_finger print ID>

Do you wish to continue? | 73
TRENET, =D
TAH=TV o FDER
WIS T, [y] £7213 [n] &
70y 7 LET,
TAH—=T Y MIFA
N DORBF—IZESNTE
0. B DR 2kl
FITHEGEE TE £,

AFAEOT 7 AR — N EZBBLET,

151
ZOFITIE, LDAPGEBELZ =7 AR — M LET,

Server # scope ldap

Server /ldap # scope binding-certificate

Server /ldap/binding-certificate # export-ca-certificate tftp 172.22.141.66 test.csv
Initiating Export

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1262 0 0 100 1262 0 1244 0:00:01 0:00:01 --:--:-- 1653
100 1262 0 0 100 1262 0 1237 0:00:01 0:00:01 --:--:-— 1237

LDAP CA Certificate is exported successfully
Server /ldap/binding-certificate #

B =—y—7ryrroEE
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LDAP /N1 >

—

TSR PEY VTSN |

TAVITDTARE

1R BRI
ZDHX AT BFEITTHIZIE, admin HERR A RO —F L L TCul A T AMERH Y T,

\}

((¥£)  [Enable Encryption] = > 7 78 »» 7 A & [Enable Binding CA Certificate] = > 7 R > 7 A& 3
I 5854 0%. [LDAPServer] 7 4 —/L RIZ LDAP $— —D5e2 &R K A A 4 (FQDN) %
AJILET, LDAP H—/3—® FQDN % fi#ik3 % 1Z1%, CiscoIMC % v kU — 7 OS5 DNS %
FRE L Cib) e DNSIP 7 KL AZEE L £7,

F&E
AU RFERET7TIV3 Y B#)
RTw 71 |Server# scopeldap LDAP =2~ K &— &Rt L £,
R Fw 72 |Server# /ldap scopebinding-certificate |LDAPCAZFBHENSRA Y Ko<y KE—
NZBRtE L ET,
X F v 7 3 | Server /ldap/binding-certificate # NRRAT— RO a7 w"RErRENE
test-ldap-binding =~ —"4 4,

AT T8N IGETHRAT—RKE AN LET, A—YPERIEL £ T,

451
WIZ, LDAP 2 —H XA VU F&T A 5612 R LET,

Server # scope ldap

Server /ldap # scope binding-certificate

Server /ldap/binding-certificate # test-ldap-binding user
Password:

diagldapbinding: Authenticated by LDAP

User user authenticated successfully.

Server /ldap/binding-certificate #

LDAP CA iFBAZ D HIER

1R BHHIIZ
DX AT BFTTHITIE, admin HRE RO O2—HF L L Ca /A oT808 RHY £,

A—H—THhoo LDOER .
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FIE

1—HF—7hYrroER |

ARV RFEEETIVa Y

=)

ATy T

Server# scope ldap

LDAP =i~ K E&— R&ZBHBLET,

ATvT2

Server# /ldap scope binding-certificate

LDAPCAGEHE NS v K a~v FE—
RZBta LET,

ATvT3

Server /ldap/binding-certificate #
delete-ca-certificate

feRora 7 R RFRINET,

RATvT4

87 n 7 Ty EANLET,

Z T LDAP CA GEFAENHIBR S 1L E
7,

1

ZOPX, LDAP GEHHEAHIBR L £,

Server # scope ldap
Server /ldap # scope binding-certificate
Server /ldap/binding-certificate # delete-ca-certificate

You are going to delete the LDAP CA Certificate.
Are you sure you want to proceed and delete the LDAP CA Certificate?

LDAP CA Certificate is deleted successfully
Server /ldap/binding-certificate #

A—YHY vy arDRT

FIE

[yIN]y

AU RFEEETIVa Y

=)

ATy T

Server# show user-session

BEOL—Y— v g OFREE
ALET,

a<r ROEHICIE, BEOZ—Y—® vy g VIZETIROBEEIFREINE T,

AR

e

[Session ID]

BT A

¥y g U OEERRBIE R,

BMCtEwv< 321D

BMC & > ¥ a Ol

VA

[User name(2—H—4£)] 7 7

=P D=4,

[IP Address]

A7 I

a— PR —NZT IR LZIPT KL A,
AT, [NA] EFEREnET,

U T NHEGED

B =—y—7ryrroEE
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A—HF—tya 0T .

Z20] s BA
[Session Type] 77 7 A AP =PBY = N—IT 7B AT HOITER LIty v g

VHEAT ROWT NI 7,

+ [Web GUI (webgui) ]: =—%72% Web Ul Zfff] L CTH—
N SN TWDHZ &R LET,

o [CLI] : =—H# N CLIZEH L TH—NCEi ST D
ZEERLET,

o [serial] : 2—HP =N U TN R— b EHEHL T —r3—
I SN TVWD Z AR LET,

* [XML API] — z.—#—73 XML API Z{Ef L CH—/3—
L CWnD Z B RLET,

* [Redfish] — == —4"—7% Redfish API Zffi ] L CH— 31—
WCHESE L TWAZ LA R LET,

[Action] 7 7 A ZDHT AL, SOLBEITHLLAIL[ZYS L (N/A) ]
MFERSH, SoL WEZNTH 251X [T (Terminate) ] 73
FRSNET, WebUI T[T (Terminate) %272 U v 2735
LBy varEKRTTEET,

il
wiZ, BIEO2—Y— vy a VT LEREL TR T o0z L ET,

Server# show user-session
ID Name IP Address Type Killable

Server /user #

A—YHY— 1y a nNET

1R BHEIIZ
Z—P—T v arERKTI AL, adminEREFFoa—V -2 L Tr /A T 0ERD
D ET,

A—H—THhoo LDOER .
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=)

BEO2—Y— kv a v OFREE
A~LET, ¥TTH2—HF—tvia
L. KT HRE (killable) TH Y, IME
Dty a rTIERNI ERNETT,

KTTHEMNEOD2—P -ty g
L Ca—Y—tkygr avy
N E— FZBE L E7,

a—F—tyrarekTLET,

wiz, a—YP—tvar100admin N2 —P— v a 152K TT50%5RL

FIE
ARV RFEEETIVa Y
R w 71 |Server# show user-session
R 72 | Server /user-session # SCOpe USer-session
Tya e
R w 7 3 | Server /user-session # terminate
!l
32 j‘o
Server# show user-session
ID Name IP Address Type
10 admin 10.20.41.234 CLI
15 admin 10.20.30.138 CLI

Server# scope user-session 15
Server /user-session # terminate
User session 15 terminated.

Server /user-session #

B =—y—7ryrroEE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



