AERAE LY —IN\— X2 T A DEH

ZOFEL, WONETHRINLTWET,
« P NR—FEHEOEH (1 2—)
o SAERRERAZOEH (8 X—)
«SPDM % = U7 ¢ : MCTP SPDM (12 X—7)
o XF—EEMEEAME T2 han (20 —)
« Cisco IMC T® FIPS 140-2 D HEHL (39 ~2—)

Y—N\—LAENEE

Y—N\—EHAENEHE

REEEA TR (CSR) 2R L TH LWREELZ TG L, # LWWEEHE% Cisco IMC 12T v
7 — RLTEEOY—N"—FEHE LR 52 e TEET, — S—FEFEIL, Verisign
DE TV ZERGER (CA) |\ FITMBICER L TV AEEROWTNC L > TH
HENET, ERINHAEHEF—ORIZ2048 By N TT,

)

GE) ZOREITHEHINTWEILUTOX X7 % FITT HHENZ. Cisco IMC DORFZINIHAEDIFZITRE
ENTNDHZ L EMERLET,

11l

FIE

AT w1 CiscoIMC 7>5 CSR AR L1,

ATw T2 AAEORITEELEZITORMBICCSR 77 AV EEHELET, EEETma ol B4
EBEERLTWDEAEIE, CSR 77 AV EHH L CHCEAEHEL AR TE £,

ATy T3 HLWIEAEL CiscoIMCIZT v 7r— RLET,

gLy —nN—tx1UF0EE ||



HAREES—N—tFa)TsDEE |
B aszzszsosn

G¥) Ty 7a— FINEEEAEIL, CiscoIMCIC L » TARM I NZ CSRMBIERREN S
VERHVET, ZOFETERENTOWARWIERE T v e — FLAWTLF
éb\o

AEAEE R ERDAER

HOBAGMEHAEIL, generatecsr 2~ &AL TFEITAERT D0, RmA M DOEERRZ
HEWICAER TE £7, mA MOEEL LOHFEH CELEHED Bk O, T8
TANRTADEFE] B ar2B8RBLTLIFEEN,

AEEEA EORZ FETAERT 2121, ROFIRZFEITLET,

1R BRI
«FEAEEZRTET HIT1E, admin R EZ RO —HF—L LTr 7 A T H20ERHY 9,
* Cisco IMC DRFZNHAEDFFLNIHE SN TWD Z 2R LET,

FIE
avY RERETIVaY B
RF 71| Server# scope certificate AR T~y N E— AR LET,
23 72 | Server /certificate # generate-csr FAEMIEBA ER (CSR) ORI %
FA TR SR ER LT,

AEAEEA ERIZE LT, ROEHRDOAN RO LT 0 o7 MinFRSNET,
Z2n) Bl

[2E > *—2 (Common Cisco IMC D 5e (&R,
Name) | 7 4 —/V N

T 7 3V TIE, —/30 ON 1% CXXX-YYYYYY JERX CTF
RENET XXX F P —OETAFEZTYYYYYY TV
TNHEEZTT) ,

BHN—2a Ty 7 L—FRLThH, CNIZEDEE DU

ECREINET,
[#8#% (Organization FERRE A R LT U B Rk,

Name) 17 4 —/L

[FHAREAL  (Organization Unit) ]| #Hfk—== b
74—V

[k (Locality) |1 7 4 —/V R |GEBIEZ ZR L TV D O ARENFAET D E 72 130T,

B aEsgLy—nR—tF1 )T OEE



SRELY—N— X1 T DEE
anzssErosn

£l & EA
[State Name] 7  —/L K AERE A ZR L TV D SO AR SFET 2N E 72 13 7B X
57

[Country Code] K& v 7 X0 o | 4N TFAET B IH,
U AR

[EF A=/ (Email) |7 1 — | SthOEF A — /L O,
VR

FRENEIFEREATITD &, GEAEBLERN AR S, 3 V= HACERENET,
CSR 7 7 A MIERR ENFERHAN, 2> Y — A HHIME CSRIEHREZE— LT, TF AR
Ty ANMZEEOFIT D Z ERTEET,

1
WIZ, FEEBAL IR E AR T 202 R L ET,

Server# scope certificate

Server /certificate # generate-csr
Common Name (CN): test.example.com
Organization Name (O): Example, Inc.
Organization Unit (OU): Test Department
Locality (L): San Jose

StateName (S): CA

Country Code (CC): US

Email: user@example.com

Continue to generate CSR?[y|N]y

MIIB/zCCAWgCAQAWgZkxCzAJBgNVBAYTAIVTMQOswCQYDVQQIEWJDQTEVMBMGALIUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
ClR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS57b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhvecNAQEBBQADGYOAMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XA0oLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvzxmC/eAehuK3/SINvVIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJITAFBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvfhevskv0]j6
mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi30had=

Copy everything from "----- BEGIN ..." to "END CERTIFICATE REQUEST----- ",
paste to a file, send to your chosen CA for signing,
and finally upload the signed certificate via upload command.
___OR___
Continue to self sign CSR and overwrite the current certificate?
All HTTPS and SSH sessions will be disconnected. [y|N]N

RDBERY
RONTNNDIEREZFATLET,

gLy —nN—tx1UF0EE ||




HAREES—N—tFa)TsDEE |
B cEsncunnasarsaneor

o AFLOFREER N HREAEZ SS9, ML IME OFGERZEA L T\ e WiEE, CSR»
LEOBAGEHZEENEARL, <=7 v 7 r— K35 X9, CiscoIMC %%
ETEET, TORBEEITHIITIE., ZOFTIEHRED T FOkicy EADLET,

MRS H CBAREAE L AN T 572D OME OFEAFEY — =2 EA L T 255513

[----BEGIN ...] 7>5 [END CERTIFICATE REQUEST----- Jif@ﬂ?/ﬁﬁﬁ%:t%
LT, esttxt LWV 7 7 A MZRED A1 £, CSR 7 7 A /L& FEES — R—|Z AL
T, HECBAEHEFLZERLET,

NEOFREER N HIFHEY BST 5581, [-——-BEGIN ...] 7°5 [END CERTIFICATE
REQUEST----- Jif@:V/hMﬁ%ntwa\mmmkw5774wm%wﬁﬁi
4, CSR 7 7 A NV EFFERICRHE LT, BAMEEPELZISG LT,

AERRED Z A 78 [P—/3 (Server) | THDH Z L 2 HER L 7,

CiscoIMC IZ X » THEBAEHEZNIAER L., 7y 7 u— RT3 3RHOAT > a A
LAWEAIE, if#Ea~> FE— K Cupload 2~ > REFAL CTHRLWVEHEZ T v 7o —
RT2DUENHY £9,

EESN TG CAZL T SEBAZ DER

N7y 7R (CA) ZEM LT — GEEFEDOAR E BL 21T 5>z, MED CA

ML THA @uIEEﬂi CBATDHIENTEET, 20k 3Tl L1nux THFITEN
TV 5 OpenSSL GEIES— R—Z i L C CA 21k T2 a2~y RBIL O — —FEEL

BT 5~y RIZHOWTHEA LE T, OpenSSL OFEAIIZDUNTIX, http://www.openssl.org %
ZRLTIESN,

)

GE) Zhboz~<r RiL, CiscoIMC TiE72 <, OpenSSL /X 7 — T & L TV 5 Linux % —/3—
TANILET,

1R BRI

LR DO — T, GEHEF =DV T F =T RNy =V LTA VA =V LE
j_o

» Cisco IMC ORI BAEDRENIRESNTWNWD Z L 2R LET,

B aEsgLy—nR—tF1 )T OEE


http://www.openssl.org

| EHELY—N—EF1UT DEE

FIE

EEsnTumL cABartEinEors |

ARV RFEEETIVa Y

=)

ATy T

openss genrsa-out CA_keyfilename keysize
f

# openssl genrsa -out ca.key 2048

ZpDawy RiE, CATHEAZILSRSA
WEx—a Ak L ¥,

GE) Z—HF AN L TCAMN
F—IZT 7 BEATEDL LD
I, ZDa<y RiZ-des3 4
Ta VIEEA LN T
7ZEW,

BESNE7 7 A NLVAI2IT., FBEESN
P A XD RSA F—NEENTWET,

ATvT2

opensds reg -new -x509 -days numdays-key
CA keyfilename -out CA certfilename
{5

# openssl reqg -new -x509 -days 365 -key]|
ca.key -out ca.crt

Zoa<wy R, fBEINX—ZH A
LT, CADHCEAENEZ R/
B U ET, RERAEITRE S - HIEAE L)
RV ET, Zoavy NE, 2—HFIiC
REAEOBIMGRE KDL T v 7 N
FoRLET,

FEREY— =X, T/ T 4772 CAT
7,

ATvT3

echo" nsCertType=server" > opensd.conf

1 -

# echo "nsCertType = server" >
openssl.conf

Zoawy R, GEHENRY— —RE
DIEAETH DL Z L E2BET 21T
OpenSSL i JE 7 7 A MBI L £,
ZOWEICLEY ., BRESNT T TA T
FS— 22 D E T
man-in-the-middle B ¥ % Bf#l C & £ 97,

OpenSSL &% i& 7 7 A /L openssl.conf (Z
I, "nsCertType = server" &9 LN E
EFNTVET,

ATvT4

openssl x509 -req -days numdays -in
CR filename -CA CA certfilename
-set_serial 04-CAkey CA keyfilename -out
server_certfilename -extfile opensd.conf

1

# openssl x509 -req -days 365 -in
csr.txt -CA ca.crt -set_serial 04
-CAkey ca.key -out myserverO5.crt
-extfile openssl.conf

ZDa<wr NiE, CABCSR7 7 A v %
fEAH L TH— N—FEHEEZARTH LD
R LET,

P N—FEAEIL, W77 ANVICEE
nTunEd,

gLy —nN—tx1UF0EE ||
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B cEsncunnasarsaneor

ARV RFEREET7TOVa Y ]3]

AT 75 | openss x509 -noout -text -purpose-in AR S NIZFEHED Z A 7 W [h—r3—
<cert file> (Server) 1 C% = & 2R LET,
- GE) 7 4 —JL I [Server SSL] #5 &
openssl x509 -noout -text -purpose -in [0) [Netscape SSL] -{j-»__/{»__

<cert file>

DIED [Yes] TrWGE L,
X A 7" )3 [Server] DFERAE
AT DL DI
openssl.conf 233% & S 4L T
5T L afERE LET,

ATFw 6| (BE) ARENFFHEICE LVME | ELUWEZSHIRARE S - iFAENE
FHEARRMNEEE S TWVRWEA L, Cisco | il SV E T,

IMC DL BAE DN GRE ST
WD Z L ERMERL, AT v T 1 ~5%7#E
ViR L CREAEZ AR L ET,

1

ZORBNE. CADIERFE, B X OHHBUHER SN2 CADREL T L — NGEFEO 4
A EERLET, b0~ RiE, OpenSSL %317 L CW% Linux %—/3—7T
A LET,

# /usr/bin/openssl genrsa -out ca.key 2048 Generating RSA private key, 2048
bit long modulus ............. +H4++++ L. ++++++ e is 65537 (0x10001) #
/usr/bin/openssl req -new -x509 -days 365 -key ca.key -out ca.crt You are about
to be asked to enter information that will be incorporated into your certificate
request. What you are about to enter is what is called a Distinguished Name
or a DN. There are quite a few fields but you can leave some blank For some
fields there will be a default value, If you enter '.', the field will be left
blank. ————- Country Name (2 letter code) [GB]:US State or Province Name (full
name) [Berkshire]:California Locality Name (eg, city) [Newbury]:San Jose
Organization Name (eg, company) [My Company Ltd]:Example Incorporated
Organizational Unit Name (eg, section) []:Unit A Common Name (eg, your name or
your server's hostname) []:example.com Email Address []:admin@example.com #
echo "nsCertType = server" > openssl.conf # /usr/bin/openssl x509 -req -days
365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt -extfile
openssl.conf Signature ok subject=/C=US/ST=California/L=San Jose/O=Example
Inc./0OU=Unit A/CN=example.com/emailAddress=johnQRexample.com Getting CA Private
Key #

RDZRY
HLUWEEBES CiscoIMC 17 v Fu— R LE T,

FERAELY—N— X2 T s DEE




| EHELY—N—EF1UT DEE

.U.

y—ninEn7v7o—F [

—/\SFBHEDF7 v 7A—F

1R BRI
GERAEAT v u— R95(201E, admin R ZFO2—F—L LT s A T H50LERH
D \iﬂ—o

e 7y — KT BHFEHER., HARD ARETFA L L THATEAXERH D 7,
Ty 7u—RFEET, GFHETF A 2 at™— LT CLLCAEY i £,

ERSIIZREAED X A T [F—s3 (Server) | ThHDHZ LB L E7,
« ROGEAFBRAD Y R— S TWET,

. .ort

¢ .cer

* .pem

\)

GE) &I, Cisco IMC REFAEEEE CSR O TIAZMH L TCSR 24k L, @ CSR #fiH L
T7 v 7u— RFHOGHEZERETILERDHY £9, ZOFETRESNTWARWIFHEIX
T 7a—RLABEWNTLEEN,

\)

G HLWY—R—3FHENRT v Tu—RFEnd L, BIEOHTTPS BLXWSSH v ¥ 3 33

THUkrahx7,
FIE
AR NFERERTIVa Y =[]
Z 5w 71 |Server# scope certificate AFAEa~ > K E— FEBBLET,
R 7 2 | Server /certificate # upload L —"—GtAEEZ AL TT v
= R L7200 X AT a7 B EE) L E
R

Ta T ENREREINTES, GEAET XA o — L Cay Y —/LZBEY fFiF, CTRL % 4f
L7ZIREETD 2L CREAE R T v 7a— R LE 7,

1
W, FLWVGEAEZ Y — =127 v e — F T 582 R LET,

gLy —nN—tx1UF0EE ||
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Server# scope certificate

Server /certificate # upload

Please paste your certificate here, when finished, press CTRL+D.<CTRL+D>

SMEREEBAE D EE

NEREFBRZED 7 v JA— K

1R BHHIIZ
e admin HEREZFO2—TE LTl A T E50ERNHY 9,

e T w7 u—RTBHET 7 AL, =B NI T I RBARATEBL T 7 ANV VAT AIEHE
SNTWARLERDH Y £77,

« ROFEHZFTEADB AR — S THET,
e .crt
. .cer

* .pem

FIE

AT w T 1 Server# scope certificate
Cisco IMC fiEAEE a2~ RE— K& Bt L E7,

AT 72 Server /certificate # upload-remote-external-certificate remote-protocol server_address path
certificate filename

UE— M —"—{ZHHT 570D e haLvEZEELET, ROWTINDFZ A FE2HEET
TET,

* TFTP

B aEsgLy—nR—tF1 )T OEE




B LY — 1 —tF 1T DEE
sairmgEnryI7n—r ||

* FTP
» SFTP
* SCP
« HTTP

GE) FTP, SCP£72/ESFTP & LTV f a2 BN L 2GEIT, 22— —H LA T—
ROADBRDBIET,

A FENEEZT v 7T u— R T 5567 7 AN A BIOUVE—F 7Fm harz AL
£, VE— M —N"—Da—F - LA T— FERFELT2R, VE— b F— =54t
HEEHEZT v P e — FLET,

ATwF3 (F7 a3 ) Server /certificate #upload-paste-exter nal-certificate
ZHUE, ANERERE AT v e — R 5700 OBINA T Y a U TT,
a7 hanizn, GEHEONEEZMD T, ceriip 2L ET,

1

ZofITIE, VE— M == DANEERAEEL T v e — FLE T,

Server # scope certificate

Server /certificate # upload-remote-external-certificate scp 10.10.10.10
/home/user-xyz/ext-certif.cert

Server (RSA) key fingerprint is dd:b5:2b:07:ad:c0:30:b2:d5:6a:6a:78:80:85:93:b0
Do you wish to continue? [y/N]y

Username: user-xyz

Password:

External Certificate uploaded successfully

Server /certificate #

ZoBITIE, BBV AT Y a v EEMH L UMBREAEL Y v 7 r— FLET,

Server # scope certificate
Server /certificate # upload-paste-external-certificate
Please paste your certificate here, when finished, press CTRL+D.

MIID8zCCAtugAwIBAgIBBDANBgkghkiGOwOBAQwFADCBsDELMAKGAIUEBhMCSU4x
EJjAQBgNVBAgMCUthcm5hdGFrYTESMBAGALUEBwwJIQmMEFuZ2Fsb3J1MSQwIgYDVQQOK
DBtDaXNjbyBTeXNOZW1zIE1uZGlhIFB2dCBMdGOxGDAWBgNVBASMD1VDUy1SYWNr
LVN1lcnZlcjEWMBQGALIUEAWWNQ21zY28gU31zdGVtczEhMB8GCSOGSIb3DOEJARYS
c3JpdmFO0Cc3NAY212zY28uY29tMB4XDTIwMDEXMzA4AMTMINVOXDT IxMDExXMjA4MTM1
NVowgbExCzAJBgNVBAYTAkIOMRIWEAYDVQQIEwW1LYXJuYXRha2EXEJAQBgNVBACT
CUJ1bmdhbHVYdTEKMCIGA1UEChMbQ212zY28gU31zdGVtcyBIJbmRpYSBQAnQgTHRk
MRgwFgYDVQQOLEWIVQIMtUnFjaylTZXJ2ZXIxFjAUBgNVBAMTDUNpc2NvIFNSYXR1
bXMxIJjAgBgkghkiGOwOBCQEWE3NyaXZhdHNzQGNpc2NvImNvbmOwggEiMAOGCSgG
SIb3DQEBAQUAA4IBDWAWGGEKAOIBAQC6£cGI9QISg6tlfibU3+czmek2LvihAxSGd
r2g7uMssgdTrBh59TEgZ15azal5zWazm/11069D6/iabyoli8+MiQAtANNKxgWM3
STeih+3U2j0£f391I1Z2rAMpd4Ag/0OtK50cUtwUHMS521ixm/UU61geVPZ5mIpPkzg3T
JNcv6TRI0K8vONEILm11goA96y64I9YN3ufSE4gmIVOS/sFughmAyYErsgvgoJdpn
SQZUYxwdueBm4XV48QY7Mc7neUVYCNo7TcfBX7DC/NOBHv3h1KhGCCQ+51f63udh
ja8ahdBoIPJqIOh70a92yBK51v4dxSHexccw2D40kardCzfVSgx9AgMBAAG]) FTAT
MBEGCWCGSAGG+EIBAQQEAWIGQDANBgkghkiGIwOBAQWFAAOCAQEAXAVTJevgNyI9

gLy —nN—tx1UF0EE ||



HAREES—N—tFa)TsDEE |
B ssnzr—07yTo—¢

DEVibfjGXiKnJ2gEuYr8MdhpDeff/WrsLk71xhOomVrDZ3iyCX99tNoCIvtOMgNs
FJOu90EjNtBulOlgwdQ9ugwp/JToohbD+2JHRK/MgrFpZmewH1 oKKDNpOdayR6u9m
SNEfvMNBgvxg+cMcbkif0pJU3XHIniPF6UVg]j/LJIDyBSGrULpnyDwTOq2UEF6g9DC
6g0OgRGYNHN7MRz1gPJtyjbJsbxgPQ9C46I3Me9IN2sINaSLSVQhOxXxW7KonPI6USRs
€21EAYaaCvThGE4HTWOMF9dJ24inU+SKTcilAFg2+V4I3P9v+aH5a0lH9T/p/AUP
ho6MuZ+wiWg==

External Certificate pasted successfully.
Server /certificate #

RDBERY
MEF—2 T v 77— FLThb, MBRERELZT 7 7 4 TICT D RERH Y £7,

NEWEZF—DT vy TA—F

1RO BRI
SN X —%T v e — T 5121F, admin #ERZ RO —HF L L Tr 7 A T 0%
BV ET,

\)

6= ¢ Cisco IMC (%, CiscoUCSC ¥ U —A M4 H—,3T, 2048 > ML TM096E >~ k DIMEFL
ExXx— YA XE2YR—-FLTVET,

* Cisco IMC IZ, Cisco UCS C & J —A M5 %—/3T 2048 > |, 4096 > k. 5L U892
vy FOABRE X — A Re YR - LTWET,

FIE

AT w1 Server# scope certificate
Cisco IMCitlEa~ > RE— FZBMH L £ 7,

AT w72 Server /certificate # upload-remote-external-private-key remote-protocol server_address path
key_filename

VE— M ==l T 57007 m haLzEELET, ROVWThNERETEET,
« SFTP
* SCP

MEX—%T v 7= RFLEHINeT7 7 ANAA BELOYE—F 7a barz A LE

T, VE—F —R—Da—W—LZ L X2 T — RERKRIE L%, UE—F = "=
F—%T7 v7u—RKLET,

ATwF3 (F7 3) Server /certificate #upload-paste-external-private-key

B aEsgLy—nR—tF1 )T OEE
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saaEr—o7y 70—k |

T, BEX—E27 v e — R T 572D 0BINA 7Y g T,

I RT, MEX—ORNEEZMV AT, cerro0 2L ET,

GE) Ty 7= RFRIZPR—-FSND 7 7 A NVDOERRTA XTKRDO LB T,
* Cisco UCS C ¥ U — & M5 #— 3Tk 8§ KB

«CiscoUCS C ¥ U — X M4 — T K 4KB

1

ZoBITIE, VE— b == AR E X —2T v e — FLET,

Server # scope certificate

Server /certificate # upload-remote-external-private-key scp 10.10.10.10
/home/user-xyz/ext-pvt-key.pem

Server (RSA) key fingerprint is dd:b5:2b:07:ad:c0:30:b2:d5:6a:6a:78:80:85:93:b0
Do you wish to continue? [y/Nly

Username: user-xyz

Password:

External Private Key uploaded successfully

Server /certificate #

ZOBITIE, BT AT a el L OOMIRE X —%27 v 7o — FLET,

Server # scope certificate
Server /certificate # upload-paste-external-private-key
Please paste your private key here, when finished, press CTRL+D.

MIIE0QIBAAKCAQEAUN3BvUCE0OrdX4ulN/nM5npNi734Q0MUhna%9007jLLIHUGwYe
fUxIGZeWs2peclmmZvIYjuvQ+v4amm8qJIYvPjIkALQDZysaljNOk3ooft1lNozn9/7Z
SIWawDKXeAIPzrSuTnFLcFBzOdosZv1FOtYH1T2eZiaTS5M6t0yTXL+k0£fdCvLI9Tx
CC5tZYKAPesuuCPWDA7n0hOIJvVTkv7BboIZgMmBK7IL4KCaZ0kGVGMcHbngZuF1l
ePEGOZzHO531FWAja003HwV+wwvzdAR794ZSoRggkPuyn+t73j0Y2vGoXQaCDyaiNT
e9GvdsgSuZb+HcUh3sXHMNg+NJGg+As31Uqgs fQIDAQABAOH/MSv3aW8ZiVRkCk1H
wvgajCqzR6VPT8SgmGknkpem+pVBDrcOUVEtKB3Vwxt3FCalUZuwbYyxZ2ig8t/YpSE
PRKpUN6SGNxCYZXIEOu635/31afy9LSRFhJcO1EbnwjsIhSB4Sz+Nx7/QsHD82PU
XS8ROMfufACv/1iSAsKuGEZvru0BWexD1ycojGTDRhGWZGzsNoncsbhQOkItCOPv
Ycx+9NeKEfGwO+PINwyWwaKWIM4nOyx3/MviMx 9QRbNjgxjrdTj+A0aBUEzgdezOf
WCJ/L1SbHMJ46HYZOILLAKDBbow/c7alc2JcFWn01m33gNCRWAkb5H+1UZA+el7g
XnxDAOGBALzBAW26GGIZ§j42Ayr9PAXFs0O8n0MongVHRIRTvxeuLOVHYdD9HzgkH
CFXAOIGMNk/1RuwEArx6U6ezSP62z72za9B63MskE7t3Vs28/0Jgl4KptREtGKUIbZ
NRf103J7VUf9mYk9u3pc/PJ8oVweFoml/SWwRTDvZyUn5WRLG7zJ3A0GBAPZztx24M
gj0Gcbga7U5pUM+9bD9eGPxrGranF1Dp79e0bG+9kva286clp0Yr5XrNsQpx42Q6
RJILBVEwrB03D7X9UIOaAgyiaDbDMbIeAcRqOCIgpLDUXrpMVrdvVhtcPrKS8VAp4
h0le6zYKMShMXDExhH3EHaQ7aVOQRpt 5GoGrAoGBAKBXIUuE3TKII9kRyrY4 /QFXG
8d62++4+ct9GI1Z+uKg2w4PeVCHNZYDVsIboHDeGemzJ901WutxRLe8vpbp4L6oVY
PsWtNV+k0tuldaS5gim/ArKeMBTgYjerHCcWS5pcmr1k+KBVCIWRGG504L3X8V1IM
3BwrNY9CGnPO1W401K1RAOGASikulIZ22JA6Pqidi/WrD1yWjZ7EfgmO1IYk8cdOm
BgXMRbdAMDbUmM13f/iNAlhEZgAZctjafhKhLHO0o+1£641GzGeM+VpYIGIaDO8awn
fbHIgASSgb6/4UCGCZtCPizKYKMWITvVPNgn/2BdqYM6RPJPOtBaIJ2K9IWILmOD
6KECgYBI9rmj/8YW7Rz1Isfg7JhK32p7LC+5xSSbpxQc8s/3PftZ25uQnsXXHoZJ0H
cfAdmbjdnttyFwX+kuUpQdG/ZhoJd/SDgE51vzVM4 stMRKFEJq8ks1d+KGGzLFEkK]
OotvpQor5dHHU46IIu9tv5ctrJImMISMTwro26kW2EE3UzZMYw==

External Private Key pasted successfully.
Server /certificate #
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B ssamzosni

RDBERY
NGEHEZT 77 4 X— T4 ERH Y 7,

SEREEBHE D FNE
e admin HEFRZFF D2 —H L LTua /A T 0ERH Y £,
FERAELMEX—NT v T e — RENERBIIOR, NEFEHEEZT 77 0 7 TE £,

AHNHEREEEZT 7T 4 TIZT H L. BEFOREHENEES L DL, TXTDT 7T 477
HTTPS By > a2 L SSHE Y > a AU S vET,

FIE

AT w T 1 Server# scope certificate

Cisco IMCiFHlE o< RE— FEBE L E T,

AT 72 Server /certificate # activate-exter nal-certificate

Ty 7a— RENTANBREENEEL T 77 4 I L E T,

il
ZOBITIETY vy e — NS EEZT 77 0 71 LET,

Server # scope certificate

Server /certificate # activate-external-certificate

This operation will overwrite the current certificate with the uploaded external
certificate.

All HTTPS and SSH sessions will be disconnected.

Continue?[y|N]y

A system reboot has been initiated.

Server /certificate #

SPDM &2 ') T« : MCTP SPDM

SPDM ¥ ') T«

CiscoM6 Hr—"—IZi%, T30 Z AR T 2BEDONT MLzt L0 731 2z
LTV AT LHNDRIDT NA AZKWE LT T LHRRMEOSH L L2 R—3 v FREENRT
WOLEGENRHY ET, ZNDOKBENLHET 72012, SPDM (EF =V 7 1 7 haik
KOF =2 7)) OfFRIE, SESERPTUAR—PBIOWERAT 4 T2 LTT A
ZETA v =P BREFATTHODA v —Y F—=2 5TV b, BLORY—4Fr %

B aEsgLy—nR—tF1 )T OEE
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MCTP SPDM EE7 5 — F B0 e &® ]

FPEFLET, ZNF, BHEaVR—FRF FTFUAR—F7a baj (MCTP) 4 L7=%
Bary b=tz REAL VN TARALABIDORA v 2=V A2 THEL T,

A y—UHICIE, ar be—F T AT EHE A= R =7 ID ORIENEGENE T,
SPDM %, T/31 AR L OGEHEEHOEH L LV EIEETLHZLICLD ., KL~rot
X VT A HEBE L EME~DT 7 B A EAREIC LET, Z OREIL. CiscoIMC VY U —242 (la)
T Cisco UCS C220 B LT 240 M6 Y — _"—THR— KN TWET,
T FARA v FREAE LRI/ Ob— bk CA) FEAEIL, == T X TO2—H— 1
H—T 2 A A2V A RFRENET, 1 DL EDOINET A ZFEHED 27 Y % Cisco IMC
W7y 7a—R3+52E5T&ET, SPDMARY —%2FHT 5 &, HEIZS U TIHERL— b
CAFFRAESIIREE2EFTEZIFHIRTE LT, REIZ/R-o72/b— b CAGEHAELHIRE -
IEEXWL AL L TEET,
SPDMEtF 2T 4 RY —TiE, WIZVATHEIIZ, 3200F2V T 4 LULRED
WITNOERETEET,

e I EFXF2VUT 1
I, HEOMCTPEX 2 U7 4 RETT, TOREZEBRLIZGE, = RAA B
DOFRBFEN KT 2 &, BEEPERSNES, o, =2 FRA v bonFanTtz=r PR
AV RERGER TR — R ENTWRWEAY, BENEEL £,
WM EX 2T 1
CORELBINUIEE, =0 RRA U FOFEGENKET 5 &, BENMESNES, =
¥ RRA Y bOWFHINTE Y RRA & FRERER TR — F ST RWEAIZIE, FEER
ERENFETA, ZNEFET 74V FREE L TEREINTHET,

No Security
COREZIERLIZGE (20 FRA » MITERKRELTY) BEFEIIRELEEA,

—

MCTP SPDM[EE 7 5 — FEREDERL & R R

MCTP SPDM [BE7T T — NRTEZER T £7°,

FIIE
ARV RFERFTIVaY BeY
A Fw F1|Server# scopechassis Vy—v avry NE-RERBLE
-é‘o
AT 72| Server /chassis# scopemctp MCTPSPDM ¥ =2 U5 4 = RE—
RZPlha L £9,

R+ 7 3 | Server /chassis/mctp# set fault-alert-setting | 3&4R L 74 MCTP SPDM
Partial | Full | Disabled [fault-alert-setting] # & E L £7,

RO £,

gLy —nN—tx1UF0EE ||
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ARV RFERETIVa Y

B8

c[Full] : ZoA7 > a U EEIRLE
Ba . =2 RiRA » hOFBIEN LK
THE, EENBREINET,

IOF T a v ERIRLEEGSE, =
U RRA N RRA  FERG
Y R— b LTV E X (ZFEEN
ERENET,

[—8&B (Partial) 1: 7 74/ hDA
Tav, TOF T a rEERL
726, T2 KA v b OFRGEN K
T 5 &, BENERINET,

IOFTva v EER LGS, ©
v RERA Ry RARA v NRE
ZHR—F LTV THEETA
RENFER A,

[#&%) (Disabled) |: ZOA4 7' v =
BRI E, = FARA v b
FRRED P Txt U TR AR S
FHA,

ATvT4

Server /chassis/mctp# show detail

KRk %5 2D MCTP SPDM [EE 7 5 — k
REXFTRLET,

ATy Th

(A7 a ) Server/chassis/mctp# exit

Yy —v avlr KE—FRIEY F7,

ATvT6

(A7 = ) Server /chassis# exit

H—R— o< FE—RIREY 7,

ATy T17

(A7 a>) Server# scopefault

EEa<wy N E— 2B LET,

ATvT8

(4723 ) Server/chassis/fault# show
fault-entries

TRTCOEEOr V2 FHRLET,

GE) T INA A DRERLAE 23
THE, EENERSNE
4, FIES ~8 #FEITL
T, BEETIEELRRL
E3r RN

1

Z OFITIL, [fault-alert-setting] % [full] (2R L £4,

Server# scope chassis
Server /chassis # scope mctp

B aEsgLy—nR—tF1 )T OEE
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spoML— + cAsEBIZED 7 v Fo— ¢ [}

Server /chassis/mctp # set fault-alert-setting full
Server /chassis/mctp # show detail
Fault Alert Setting: Full

SPDM /L— ~ CASERRZED 7wy JO—FK

Jb— kK CAFEHZEZ Y —N"—Z) - TT v 7a—RK$T5ZLI2LY, SPDM /L— k CA FE
HEZ27 v 7a— RFTExFEd, LESUT, iEAZEOFMEZEV T CTry e — 352
EHTEET (pem 74—~ FDH)

FIE

=)

Vy—v avr NE—RERRBLE
—g—O

AU RFEEETIVa Y

Server# scope chassis

ATy T

AT 72 |Server /chassis# scope mctp MCTPSPDMt ¥ = U7 4 o~ RE—

RaBME L £,

Server /chassis/mctp#
upload-remote-exter nal-certificate
protocol server _address
path/certificate filename

ATvT3 VE— |k =T 272D D T
o haLEHRELET, ROWTNNHD
YA TERECTEXET,

« TFTP

« FTP

« SFTP

« SCP

« HTTP
GE) FTP. SCP £7-1%SFTP & L
T u ha)LaEIR LT3
BlE, 2—P—4 LR
U — RDANBRD HIFE
T,

SPDM /L — [ CAGEEEZ T » Fu— K
TLGMMNE T 7 AR A BLOY
T—hr7ur barr AN LET, VE—
= R—Da—F =4 L )RRAT— |
ERMAELT-tk, VE— K ——nb
SPDM /L — F CAGEHELZT v 7o — K
LET,

ATv74

(A7 =2 ) Server/chassis/mctp# show
status

FEAEOT v T — RRAT— X ANRER
ENET,

gLy —nN—tx1UF0EE ||
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B seom—roasmEor oIk

ARV RFERRTIa Y =)

ATy F5| (A7 3 ) Server /chassis/metp# i, SPDM/L— bk CAGEHEZT »

upload-paste-exter nal-certificate Ta— R4 57200847 a T

(.pem 74—~ FDH) ,
Tur7hEnleb, iEHEONEZNL
D AP, cetriep PR LFE T,

1

ZopTiE, VE— K $— =5 SPDM/L— F CAFFAEZ T v 7Pu— R LE
j‘o

Server# scope chassis

Server /chassis # scope mctp

Server /chassis/mctp# upload-remote-external-certificate scp 10.10.10.10
/home/user-xyz/ext-certif.cert

Server (RSA) key fingerprint is dd:b5:2b:07:ad:c0:30:02:d5:6a:6a:78:80:85:93:b0
Do you wish to continue? [y/N]y

Username: user-xyz

Password:

External Certificate uploaded successfully

Server /chassis/mctp #

ZOFITIE, BBV A T g (pen 7 —~ v FDH) ZAF LT SPDM
Jb— MNEHEEZT v 7 r—RKLET,

Server# scope chassis

Server /chassis # scope mctp

Server /chassis/mctp# upload-paste-external-certificate

Please paste your certificate here, when finished, press CTRL+D.

MIIDfDCCAMSgAWIBAGIQGKylavlpthU6Y2yv2vrEoTANBgkghkiGOwOBAQUFADBY
MQswCQYDVQQGEwJVUzZEWMBQGA1UEChMNR2VVVHJI1c3QgSW5jLjExXxMC8GAIUEAXMO
R2VVvVHJI1c3QgUHIpbWFyeSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAeFwOwNjEx
Mj cwMDAWMDBaFw0zNjA3MTYyMzUSNT1aMFgxCzAJBgNVBAYTAIVTMRYwWEFAYDVQQK
EwlHZWOUcnVzdCBIJbmMUuMTEWLwYDVQQODEYhHZWOUcnVzdCBQcmltYXJS5IEN]1cnRp
ZmljYXRpb24gQXV0aG9yaXR5MIIBIJANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKC
mO9Y+pyEtzavwt+s0vQQOBnBxNQIDAQABoOIwQDAPBgNVHRMBAf8EBTADAQH/MA4G
A1UdDWEB/wWQEAWIBBJAdBgNVHQ4EFgQULNVQQZcVi/CPNmFbSvtr2ZnIM5IwDQYJ
6CePbJC/kRYkKRJ5KTs4rFtULUh38H2eiAkUxT87z+g0OnezlTatnaYzr4gNfTmeGl
4bT7UVXGYNTg+k+qurUKykG/g/CFNNWMz1iUnWm0 7Kx+d0OCQD32s fvmWKZd7aVI16K
oKvOuHiYyjgZmclynniNS6yvGaBzEi38wkG6gZHaFloxt/mOcYASSIlyclpZU8F]
UjPtp8nSOQJIw+uCxQmYpgptR7TBUIhRf2asdweSU8Pj1K/ fqynhGlriR/aYNKxoU
AT6A8EKglQdebc3MS6RFjasS6LPeWulWgfOgPIhla6Vk=

External Certificate pasted successfully.
Server /chassis/mctp#

ZoBlE, REHEOT v 7 u— FOMEITIRILE AT —F AZRLTNET,

Server# /chassis/mctp # show status
MCTP External Certificate Upload Status: NONE
MCTP External Certificate Upload Progress: 0
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SPDM SZEEX 7— 4 R 55 L U SPOM EEBIEF 1 — > 0% T ]

SPDMEEEER T— 2 XA B LUV SPDMEIBAZEF T — U DR

HrEdD A1 > D SPDM #REFA T —Z 2 & SPDM FFHEF = — U 2 F R TEx £,

FIE
ARV KRFERETY a3 Y BHY
AT 71 |Server# scopechassis vy —v avy RE— RERALE
R
R T 7 2 | Server /chassis# scope mctp MCTPSPDM X =V F 4 2w RE—
N&Bta L ET,
R T w 7 3 | Server /chassis/mctp# spdm-status SPDM A5 —X# A% F R LET,
R 7 4 | Server /chassis/mctp# spdm-cert-chain FFED AT > N SPDM FEET = —
Slot-1D L EFRLET

51
ZORITIE., EITHEEBXOERK TED SPDM A5 —X A5k FRr LET,

Server# scope chassis

Server /chassis # scope mctp

Server /chassis/mctp # spdm-status

Overall SPDM Status : in progress

Server /chassis/mctp # spdm-cert-chain MRAID
Certificate Chain Information

Error : Failed to get cert chain due to on-going handshake ( Please try after some time)
Server /chassis/mctp # spdm-status

Overall SPDM Status : success

Slot ID Status Name

MRAID success N/A

Server /chassis/mctp # spdm-cert-chain MRAID
Certificate Chain Information

Slot ID : MRAID

Depth : 0

Subject Country Code (C) . US

Subject State (ST) : Colorado

Subject City (L) : Colorado Springs

Subject Organization (O) : Broadcom Inc.

Subject Organization Unit (OU) : NA

Subject Common Name (CN) : Aero Device

Issuer Country Code (C) . US

Issuer State (ST) : Colorado

Issuer City (L) : NA

Issuer Organization (O) : Broadcom Inc.

Issuer Organization Unit (OU) : DCSG

Issuer Common Name (CN) :  Aero Model

Valid From : Oct 23 01:01:28 2019 GMT
Valid To : Mar 10 01:01:28 2047 GMT
Depth 1
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Subject
Subject
Subject
Subject
Subject
Subject
Issuer
Issuer
Issuer
Issuer
Issuer
Issuer
Valid F
Valid T

FERAE S & USEBAZE DEFEN U R FERTT S

Country Code (C)
State (ST)

Ccity (L)
Organization (O)
Organization Unit (OU)
Common Name (CN)
Country Code (C)
State (ST)

city (L)

Organization (O)
Organization Unit (OU)
Common Name (CN)

rom

o

Us

Colorado
Colorado Springs
Broadcom Inc.

NA

Aero Model

Us

Colorado
Colorado Springs
Broadcom Inc.

NA

NA

HAREES—N—tFa)TsDEE |

Oct 23 00:36:24 2019 GMT

Aug

3 00:36:24 2126 GMT

AEAZE RS K VEAZDFHFMD Y R FERTRT S

7 v u— K&z SPDM /L— b CA

FEAED Y X P EFIRTE £,

FE
ARV KRFERRETI Va3 BHY
R 5w 71| Server# scope chassis vy—v avy FE-RERRLE
R
R =F 2 | Server /chassis# scope mctp MCTPSPDM ¥ =2V F 4 o< RE—
Na&Bta L ET,
R 7 3 |Server /chassis/mctp# cert-list TANTOFAFEZ Y A FLET,
Z T w 7 4 |Server /chassis/mctp# cert-details FEFAE ID [1] @ SPDM /L— b CA FERA
Certificate-1D EOFEMAEY X N LET,

WOFIIL, 2 5D Broadcom FEHAEDFEAE ID, 3@

TWET,

il

WOFITIL, §TD SDPM /L— | CA

Server# scope chassis

Server

Server /chassis/mctp# cert-list

Certificate ID

1101

/chassis # scope mctp

Broadcom

10:36:14 2021 GMT

FERAELY—N— X2 T s DEE

Common Name

Issuer Organization

4. FATHEOM, BELOFRMEEZRL

SEHEAZY ZA R LTWET,

(0) Valid

Broadcom
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anzon |

1109 Broadcoml Broadcom Apr 8
10:36:15 2021 GMT

LIFOFZ, FEHEID[1] @ SPDM /b— b CA FEHEDO T X TOFEMEZ Y A h LTV
£

Server# scope chassis
Server /chassis # scope mctp
Server /chassis/mctp# cert-details 1

Certificate Information

Subject Country Code (C) . US

Subject State (ST) : Colorado

Subject City (L) : Colorado Springs

Subject Organization (O) : Broadcom Inc.

Subject Organization Unit (OU) : NA

Subject Common Name (CN) : NA

Issuer Country Code (C) . US

Issuer State (ST) : Colorado

Issuer City (L) : Colorado Springs

Issuer Organization (O) : Broadcom Inc.

Issuer Organization Unit (OU) : NA

Issuer Common Name (CN) : NA

Valid From : Oct 23 00:25:13 2019 GMT
Valid To : Apr 29 00:25:13 2129 GMT

sEBAE DHIBR

7y 7 u— R LI AEBEOFEHELHIFRTE £,

Flig
ARV FERET7IVa Y By
AT 71 |Server# scopechassis Vy—vavwry N E—RNERBLE
7
X 7 2 | Server /chassis# scope mctp MCTPSPDM tF% =5 ¢ 2w RE—
NZBM L ET,
Z 5w 7 3 | Server /chassis/mctp# delete-certificate |7 7o — F&Xh7= SPDM /L— k CA
Certificate-id LB EAFAE D[ CTEFICHIR L E
ﬁ—o

AEBAE ID AWNERREREICRHE LTV D
BhE. RDORA v E—UNERENET,
FERAE 1D IEANERREREIC RS L9, PIERRERA
EEZHIBTHZ LI TE ERA,

1
ZoBITIE, BIRLET v 7o — FENZEHEOWTF LA ZHIBR L 77,

I gLy —nN—tx1UF0EE ||
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Server# scope chassis

Server /chassis # scope mctp

Server /chassis/mctp # delete-certificate

Please provide Certificate ID to delete certificate

Server /chassis/mctp # delete-certificate 1

Successfully deleted the user uploaded MCTP Certificate

Server /chassis/mctp # delete-certificate 11

The Certificate ID corresponds to Internal certificate. Can’t delete Internal certificates.

T—EHMELEAMETO L

X —EHMAEAME 2 b as (KMIP) %, FELEHEY—ANA—THF—F i IWET —4 %
WHT 572D A v —V A EERT HEE 72 b2/ T, KMIPIZA—7 > AF 2 —
RTC, EEORF—CL> THR—= SN TWET, F—FHIIX, B AEM 6
FEEEPES 72, KMIP 7 7 A 7 2 bid KMIP H— 83— L BRI EE) L 9,

HOeB St K47 (SED) Zid, VT NAEA ATHEET XL, BET—X&2E S
THN—RT=2TREENTWET, RTIATEREAT 4TRSS —IE, = OHEEEZ il
LET, LL, BX=2 07 4 2#iFT572012, FIA471E3ey 7 SNNTHWALERH D F
T, BEX 2T F—IDELEXF2VT 4 F— (F—WEx—) 2EHITLHEL, ZOHNETE
CExET, ¥—ID TIL, FI7A47IZ—EDID Bt E 7,

BRDX—TTERLEREFERH Y £7, BIE, 27—/ F—0FHEEB LB OETIEE
W= —ZH D72, NI ABRELDIREENRHY 9, 22—V — T3 EF -t %
NHOWEEEZRA TWARLERH Y | ZHARERGERH Y £3, KMIP X, Z ORR&HEK
WXL L, AR L TR —2 2 RIICEBE L E 7,

KMIP &b F = (X EN1E

1R BHHIIZ
ZDOX AT EFATT HIZIE, admin HEREZ FFoa2—H L LTl A V35 0ERHD £,

FIE
AU RKFERET7TIIY B

AT 71| Server# scopekmip KMIP <> K E— R&ZBE L E7,

AT 72 |Server/kmip# set enabled {yes|no} KMIP % A X —7 NVET 13T 4 B—T L
I LET,

R T 7 3| Server/kmip*# commit NI v ar kY AT AOREICT
Ty hLET,

ATw 74| (f£E) Server/kmip # show detail KMIP 25 —& 2% FK R LFET,

B aEsgLy—nR—tF1 )T OEE
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KMIP 85205 547> bgs—5&02 547> ringors I

451
WIZ KMIP ZH T 50 %~ LET,

Server # scope kmip

Server /kmip # set enabled yes

Server /kmip *# commit

Server /kmip # show detail
Enabled: yes

Server /kmip #

KMIPEXED D SAT7 2 MBFXF—ELUVI 5472 MERAZEDER
N7V 7R (CA) ZFEH L TH— SiEEDAR EELZITH>RDVIT, A D CA
ZEMAL CORAOEHECEALTDHIZENTEET, 20k >3 Tk, Linux TETEH
TV 5 OpenSSL ;EBED — =2 L T CA Z/Ek+ 5 a~r RBI O — —iEHEL
T B a<r FIZOWTHE LE9, OpenSSL OFEMIZ DUV TIE, http://www.openssl.org %
ZHRL T I,

\}

GE) bz~ R, CiscoIMC TiEZe <, OpenSSL /Y 7 — Y Z i L TV 5 Linux % —/3—

TADLET,
sR&O BRI
« MFERN DY — =T, FEAEFEYS— =DV T U =T Ry =V ZEHE LTS A h—b
L%,

» Cisco IMC DA NBAEDRELZNIRE SN TWD Z L 2R L E T,

Fg
OV RFERET7TIVa Y B

AT 71| openss genrsa-out Zoawr RiE, 7747 v hEAED
Client_Privatekeyfilename keysize ERIAE S5 7 547 v MilsEs—
fil AR LET,
# openssl genrsa -out :J:E"ﬁzéﬂf:yT/rﬂ/%a:(i\ ?Efﬁﬂéﬂfl

client private.pem 2048

YA XD RSA F—NEENTWNET,

R T 72 |openss req -new -x509 -daysnumdays-key | = m o< Rt BiOFIETAFLEY

Client_Privatekeyfilename -out FAT v MR —EMA LT, HL
Client_certfilename MOEL 7 T4 T NEIIE R L E
i - o RERAEIIHEE SN HIMA DT Y
# openssl req -new -x509 -key ij—o Zoa<r R, :1”—'&‘_“—%&3%
client private.pem -out client.pem

-days 365
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HAREES—N—tFa)TsDEE |

ARV RFERETIVa Y

B8

EOBINERE KD DT 07 s aFoR
L/iﬁ—o
HLWECEL 7 T4 7 v FarHERE
RENET,

ATvT3

KMIP $— X—235 KMIP /L— bk CA i

HELZRELET,

JL— |k CA FEAEDEIGIZ OV TIL,
KMIP DRy X —<w=a TV EBR LT
<TZEV,

RDEZRY

HLUWEFRAE % CiscoIMCIZ T v 7 u— KL £,

KMIP Y 547> FEEBRZED A oO—FK

1R BRI

DX AT 2 FATT DI,

FIE

admin R EZ > —T L LTu s A T 30ERHY 9,

ARV RFERFTIVaY

=)

ATy 1

Server# scope kmip

KMIP 2w R E— R&BAE L E T,

ATvT2

Server/kmip # set enabled yes

KMIP # Bz LET,

ATv73

Server/kmip*# commit

Mooy a BV AT ADREICS

Ty hLET,

ATV

Server/kmip # scope kmip-client-certificate

KMIPZ 5 A4 7 v FiEHE=a~ L KE—
RZBAR L FT,

ATy TH

Server /kmip/kmip-client-certificate #
download-client-cer tificate remote-protocol

IP7 RLZKMIP Z 54 7 v MiFHE
77 A

B aEsgLy—nR—tF1 )T OEE

VE— N =N o7-dbD 7 m
farvzEBELET, ROWVTIILDOHF
A TERECTEET,

« TFTP

« FTP

« SFTP

* SCP

*« HTTP
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kiP5 547> pieBEosovo—F |

ARV RFERIETY Va3 B#Y

GE) CiscoUCS C v U —X H#—
AT VE— b Y-
N—=INH T 7—ATxT &
FHLcLxD, —r—
DT 4 =TV SO
oAb Nl N ARSI SR R falb A
WEL, ZOFFvayv
X, VE—F =¥ A
7°& LT SCP £72/% SFTP
BRI L TV D5 O HF]
HT&EET,
DT v arEETTD
BRIZUE—F =D Z A
7L LT SCP %7213 SFTP
BIERT DL, AvtE—

[Server (RSA) key fingerprint

is <server_finger print ID>

Do you wish to continue?| 73
TRENET, =D
T4 =TV FOERE
WIS T, [y] £721% [n] &
70y 7 LET,

T4 H=T Y MEIRA
R DA F—IZHESWTE
b Bt DR A b AR
TR TE RS,

ATFYT6 | MR T T RT, y EASLET, ZHUCEVWKMIPY T4 7 > iEHED
Ao — KRG ESET,

ATw 71| (I£EE) Server a7 T, BAMEIEHEONE Y

/kmip/kmip-client-certificate # HEV £, ctrl4D ZH L £3,
paste-client-certificate
GE) BIOFNED Y E— b H—

Ay REMHT 50, A
DHF AT g &L
T, 7747 MiFHEL
Ao rom—RTEET,

51
ZORNE, KMIP 7 A4 7 v bEHEEZ XD v un— R LET,

gLy —nN—tx1UF0EE ||
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Server # scope kmip
Server /kmip # set enabled yes
Server /kmip *# commit

Server /kmip # scope kmip-client-certificate
Server /kmip/kmip-client-certificate # show detail

KMIP client certificate Available: 1

Download client certificate Status: COMPLETED

Export client certificate Status: NONE

SREEH—N— X1 T OEE |

Server /kmip/kmip-client-certificate # download-client-certificate tftp 10.10.10.10

KmipCertificates/
svbu-xx-blr-dnl-13 ClientCert.pem

You are going to overwrite the KMIP client certificate.
Are you sure you want to proceed and overwrite the KMIP client certificate? [yIN]y

KMIP client certificate downloaded successfully

You can either use the remote server method from the previous steps or use the paste

option to download the client certificate.

Server /kmip/kmip-client-certificate # paste-client-certificate
Please paste your certificate here, when finished, press CTRL+D.

—-—-—-BEGIN CERTIFICATE-----

MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwVUZXdDQTAeFwOxXNTAzZMT IxMTM5MT ZaFw0yMDAzZMTIXMTQ5MTVaMDoxEzAR
BgoJkiaJdk/IsZAEZFgNjb20xEzARBgoJkiaJk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEAUPSAwHtk0IbM
Cd5tYdCa498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L
5IT3PVCczhasI7L7jAa+0e5A0Yw7Nsugw5Bd23n42BTVMMp7xsgr1lmVEFoHXbBkQ
wiT9DieyImSyGig5n0/8I0oc0iNSWPMVcHO2ysz76jR8p07xRqgYNC16cbKAhWEZ
oYIwjhpZv0+SXEs8sEJZKDUhWIfOIpnDL7MoZYgl/kymgs/OhsW4L338jy303c7T
TwnG2/7BOMKOYFkEhqcjlkamGP7MKB2T9e/Cug6VkvFSkkim8MleHx1gEnQxRtAG
YGpln55iHQIDAQABO1EwWTzALBgNVHQS8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQU12F3U7cggzCuvRW1iZWg91n51ccwEAYJKwYBBAGCNxUBBAMCAQAW
DQYJKoZIhvcNAQEFBQADggEBAJX0oJJDDB3QHO0G8VY8G/0Cl1SkAwyOE1dHONAXFES
tNQOMTaRB2Sb2L/ZzAtfIaZ0Xab9Ig4MgNIMBbHDCwlzhD5gX42GPYWhA/GjRj30
Q5KcRaEFomxp+twRrJ25ScVSczKJaRonWgKDVL9TwoSuDar30biS9ZCOKuBBf0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£fvGyyNHWVMPFEIEnJAKt
7Qmh02fiWhD8CxaPFIByqkvrJ96no6oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az

SzgCBftYNjBPLcwbZGJIkF/GpPwjd0Tc1MM08UOdqiTxR7Ts=

You are going to overwrite the KMIP Client Certificate.
Are you sure you want to proceed and overwrite the KMIP Client Certificate? [y|N]

y
Server /kmip/kmip-client-certificate #

KMIP 2 547> FERAZED TV XAKR—

1R BHHIIZ

« ZDH A BFEITTHITIE. adminfERE O Oa—P L LTr s A T A0NERDY £7,

sKMIP 7 74 7 > MaEAEZ =7 AR — T 5HITIE,

ENRHYET,

B aEsgLy—nR—tF1 )T OEE

AEHER AT n— RENTWDH
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Server# scopekmip

KMIP =< K &— F&ZBBLE T,

ATvT2

Server /kmip # scope
kmip-client-certificate

KMIPZ A 7 Mt Ea~ L KE—
R&BAE L £,

ATvT3

Server /kmip/kmip-client-certificate #
expor t-client-cer tificate remote-protocol |P

7 RLZKMIP/)L— k CAGEBE Y 7 1
V%

VEe—b F—= T 57007 R
MV EARELE T, ROWVTRNOH
A TERETEET,

« TFTP

« FTP

« SFTP

* SCP

*« HTTP
GE) CiscoUCS C ¥ U —X H—
N=TE, VE—b
W= T 7 =LV =T %
FHLizL&xD, —r—
DT 4 IH—=TV v FOff
BaYPR—FrFD Lok
WELI, ZOF TV a v
. VE—F P —rx A
7L LT SCP %7213 SFTP
BRI L T DGE O HF]
MTEEd,
ZOT U varEFITTD
BRIZUE—F =D F A
7L LT SCP F721% SFTP
BIERT DL, Avk—

['Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
KRENET, =0
T4 =TV FOEG
WIS T T, [yl £721F [n] &
70y 7 LET,

TAH—=T Y MIFA
N DREF—IZESNTE
D, BERIEDER A N AR
FITHGE TE £,

gLy —nN—tx1UF0EE ||
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ARV RFERFTIVaY =)
AEAEOT 7 AR — MR LET,

ATy T4 (&) Server FAEHEDO T AR— NDODRAT—H R ek
/kmip/kmip-client-certificate # show detail | 7% L ¥ 3,

451
ZORE, KMIP 7 A4 7 v bERAEZ 7 AR— M LFET,

Server # scope kmip
Server /kmip # scope kmip-client-certificate
Server /kmip/kmip-client-certificate # export-client-certificate ftp 10.10.10.10
/TFTP_DIR/KmipCertificates
/svbu-xx-blr-dnl-13 ClientCert.pem exported ftp
Username: username
Password:
KMIP Client Certificate exported successfully
Server /kmip/kmip-client-certificate # show detail
KMIP Client Certificate Available: 1
Download KMIP Client Certificate Status: COMPLETED
Export KMIP Client Certificate Status: COMPLETED
Server /kmip/kmip-client-certificate #

KMIP U S5 4 7> FEEBRZ D&

1R BRI
ZDH AT BFITTHITIE, admin R EZRfO2—HF L LCa /A T30 RHY £,

FIE

avTY RERIETFIYaY B
R 71 |Server# scopekmip KMIP =~ R E— R&BA L ET,

R F v 72 |Server# /kmip scopekmip-client-certificate| KMIP 77 5 14 7 > FIEBHENS A R o<
Y RE—RERBLET,

R 7 3 | Server /kmip/kmip-client-certificate # WROTa 7P NRFRREINFET,
delete-client-certificate
AT T4 R T T RT, y LA LET, ZHNTKMIPZ 74 7 > biEAEDHIBR
SNnEd,

51
ZOFIE, KMIP 7 5 A 7 > FEEHELZHIR L £,

FERAELY—N— X2 T s DEE
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Server # scope kmip
Server /kmip # scope kmip-client-certificate
Server /kmip/kmip-client-certificate # delete-client-certificate

You are going to delete the KMIP Client Certificate.

Are you sure you want to proceed and delete the KMIP Client Certificate? [yINly
KMIP Client Certificate deleted successfully.

KMIP JL— k CAEERRZN A H>A— K

4 SRS

kmip L— + cAsEED s o— ¢ [}

ZOHAY ZFATT HI120E, admin HEREZFFO—HFL LT /A T HUNENRHY 7,

FIE

ARV RFERERTI VI Y

E]:)

&M

Server# scopekmip

KMIP =~ > K E— F&EBBLET,

ATvT2

Server/kmip # set enabled yes

KMIP BN LET,

ATvT3

Server/kmip * # commit

NV a BV AT ADOREICD
Ty hLET,

ATvT4

Server /kmip # scope
kmip-root-ca-certificate

KMIP V— k CAFEHED a~ > K £—
RZEBAE L £7,

ATvT5

Server /kmip/kmip-root-ca-certificate #
download-root-ca-certificate
remote-protocol IP 7 N L2 KMIP CA
AEZ 7 AL

Ak

Ve—h =R T 2720071
ManVERELET, ROWVTANDH
A TERECTEXET,

« TFTP

« FTP

« SFTP

« SCP

*« HTTP
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ARV RFERETIVa Y
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GE) CiscoUCSC v U —X H#—
N=TE, VE—F ¥—

RN 77— =T &
FHLicLxD, —r—
DT 4 H—=TV 2 hORE
RBEYR—FTDH L7
WELZ, ZOF T ayv
. VE— K Y —rx A
7°& LT SCP £72/% SFTP
BRI L TV D EE O HF]
HT&EET,

ZOT v arEETTD
BRIZUE—F =D Z A
7L LT SCP %7213 SFTP
BIERT DL, Avk—
[Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
ForEINET, =10

T4 A=V NDER
WIS T, [y] £7213 [n] &
7V w7 LET,

T4 H=T Y MEIRA
R DA F =TSN TE
b Bt DR A b AR
TR TE RS,

ATvT6

87 n 7 Ty EANLET,

ZHIZXE Y KMIPV— b CAZFBIED &
vru— KRRk ENET,

ATy T1

(&)  Server
/kmip/kmip-root-ca-certificate #
paste-root-ca-certificate

Fu 7 NT, — FCAEFAEDOHRE
ZHE0 R, ctrl4D ML £9,

(G¥) AIOFIEDOY £— F —3
AV REfHT 50, Y
DHF AT g U AEEAL
T, b— b CAGFHELZ X
vru—RTEET,

il

ZOFNE, KMIP b— b CAFFHERZ X v u— RFLET,

B aEsgLy—nR—tF1 )T OEE
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Server # scope kmip
Server /kmip # set enabled yes
Server /kmip *# commit
Server /kmip # scope kmip-root-ca-certificate
Server /kmip/kmip-root-ca-certificate # show detail
KMIP Root CA Certificate Available: 1
Download Root CA Certificate Status: COMPLETED
Export Root CA Certificate Status: NONE
Server /kmip/kmip-root-ca-certificate # download-root-ca-certificate tftp 10.10.10.10
KmipCertificates/
svbu-xx-blr-dnl-13 ServerCert.pem
You are going to overwrite the KMIP Root CA Certificate.
Are you sure you want to proceed and overwrite the KMIP Root CA Certificate? [y|N]y
KMIP Root CA Certificate downloaded successfully

You can either use the remote server method from the previous steps or use the paste
option to download the client certificate.

Server /kmip/kmip-root-ca-certificate # paste-root-ca-certificate
Please paste your certificate here, when finished, press CTRL+D.
—-—-—-BEGIN CERTIFICATE-----
MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkqghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwVUZXdDQTAeFwOxXNTAzZMT IxMTM5MT ZaFw0yMDAzZMTIXMTQ5MTVaMDoxEzAR
BgoJkiaJdk/IsZAEZFgNjb20xEzARBgoJkiaJdk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEAUPSAwHtk0IbM
Cd5tYdCa498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L
5IT3PVCczhasI7L7jAa+0e5A0Yw7Nsugw5Bd23n42BTVMMp7xsgr1lmVEFoHXbBkQ
wiT9DieyImSyGig5n0/8I0oc0iN5SWPMVcHO2ysz76jR8p07xRqgYNC16cbKAhWEZ
oYIwjhpZv0+SXEs8sEJZKDUhWIfOIpnDL7MoZYgl/kymgs/OhsW4L338jy303c7T
TwnG2/7BOMKOYFkEhqcjlkamGP7MKB2T9e/Cug6VkvFSkkim8MleHx1gEnQxRtAG
YGpln55iHQIDAQABO1EwWTzALBgNVHQS8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQU12F3U7cggzCuvRW1iZWg91n51ccwEAYJKwYBBAGCNxUBBAMCAQAW
DQYJKoZIhvcNAQEFBQADggEBAJX0oJJDDB3QHO0G8VY8G/0Cl1SkAwyOE1dHONdXFES
tNQOMTaRB2Sb2L/ZzAt£fIaZ0Xab9Ig4MgNIMBbHDCw1zhD5gX42GPYWhA/GjRj30
Q5KcRaEFomxp+twRrJ25ScVSczKJaRonWgKDVL9TwoSuDar30biS9ZCOKuBBf£0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£fvGyyNHWVMPFEIEnJAKt
7QmhO2fiWhD8CxaPFIByqkvrJ96no6oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az
SzgCBftYNjBPLcwbZGJIkF/GpPwjd0Tc1MM08UOdqiTxR7Ts=

You are going to overwrite the KMIP Root CA Certificate.

Are you sure you want to proceed and overwrite the KMIP Root CA Certificate? [y|N]

y
Server /kmip/kmip-root-ca-certificate #

KMIP )L—  CASEBHED IV R7AR—

1R BHHIIZ
« DA A BEITTHITIE. adminfERER O Oa—P L LTr s A T A0NERDY £7,

«KMIP l'— ks CAGEAEZ 7 AR — T 5120, fEAERY T a— RSN TWHHE
DY £9,

gLy —nN—tx1UF0EE ||
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Server # scope kmip

KMIP <> K &— F&ZBBLE T,

ATvT2

Server /kmip # scope
kmip-root-ca-certificate

KMIP /L — k CAGEBED 2~ K E—
RZBIsE L FE 9,

ATvT3

Server /kmip/kmip-root-ca-certificate #
expor t-r oot-ca-certificate remote-protocol
IP7 KL AKMIP/L— k CAGEIHE Y 7
A v

B aEsgLy—nR—tF1 )T OEE

VE—b F—= T 57007 R
MV EARELE T, ROWVTRNOH
A TERETEET,

« TFTP

« FTP

« SFTP

* SCP

* HTTP
GE) CiscoUCS C v U —X H—
N=TE, VE—b
W= T 77—V =T %
FHLizL&xD, $—r—
DT 4=V FOff
RV R—FrFD X1k
WELIL, ZOF TV ar
. VE—F P —rx A
7L LT SCP %7213 SFTP
BRI L TV DIGH O HF]
MTEET,
ZOT I varEFITTD
BRICUE—F =D F A
7L LT SCP F721% SFTP
BIERT DL, Avk—

['Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
KRESNET, =20
T4 =T FOEG
WIS T T, [yl £721F [n] &
70y 7 LET,

TAH—=T Y MIFA
N DREF—IZESNTE
. BEREDOER A N AR
FITHGE TE £,
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kmip L — - casEBzoHE I

ARV RFERFTIVaY =)
AEAEOT 7 AR — MR L ET,

ATy T4 (&) Server FEAED T AR— FNDAT—H A% FK
/kmip/kmip-root-ca-certificate # show detail | 7% | & -,

1l
ZOBlX, KMIP b— h CAGEAEZ =7 AR — h LET,

Server # scope kmip
Server /kmip # scope kmip-root-ca-certificate
Server /kmip/kmip-root-ca-certificate # export-root-ca-certificate tftp 10.10.10.10
KmipCertificates/
svbu-xx-blr-dnl-13 ServerCert.pem exported tftp
KMIP Root CA Certificate exported successfully
Server /kmip/kmip-root-ca-certificate # show detail
KMIP Root CA Certificate Available: 1
Download Root CA Certificate Status: COMPLETED
Export Root CA Certificate Status: COMPLETED
Server /kmip/kmip-root-ca-certificate #

KMIP )L— b+ CA ZEBAE D HIFR

bR RIS
ZOZ AT ZFITT DI, admin HE[RZFF O —Y L LTul A T oM0ENH D £

Flig
AT RERETI VA Y B &
Z 5w F1|Server# scopekmip KMIP 2~ > K E— R&Z[tA L7,
R 7y 72 |Server# /kmip scope KMIP/L— b CAGEBIE /A » K 3~
kmip-root-ca-certificate R E—RERBLET,

X Fw 7 3 | Server /kmip/kmip-root-ca-certificate # RO Ta T MRFERENE T,
delete-root-ca-certificate
ATV TR TS RT, y EANLET, ZHTKMIP /L— bk CAFEPAENHIFR &
NEJ,

451
Z oML, KMIP L— b CA ZEFAEZHIG L £9,

Server # scope kmip
Server /kmip # scope kmip-root-ca-certificate
Server /kmip/kmip-root-ca-certificate # delete-root-ca-certificate

gLy —nN—tx1UF0EE ||
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You are going to delete the KMIP root CA certificate.
Are you sure you want to proceed and delete the KMIP root CA certificate? [y|N]y
KMIP root CA certificate deleted successfully.

KMIP Y 547> b BXF—DAFHoO—Fk

1R BRI

ZOXAY FATT HI120E, admin #ERZFOZ—PF L LT /A T HUENRHY 7,

FIE

ARV RFERERTI VA Y

=)

ATy T

Server# scopekmip

KMIP =~ > K E— F&BHBLET,

ATy T2

Server/kmip# set enabled yes

KMIP B LET,

ATvT3

Server/kmip*# commit

oUWV a B AT ADREIZD
v hLET,

ATvT4

Server/kmip # scope
kmip-client-private-key

KMIP 7 4 7 v MbEFx— o< K
E— NEBABLET,

ATvTh

Server /kmip/kmip-client-private-key #
download-client-pvt-key remote-protocol

IP7 RLUAKMIPZ ZA 7 2 bRk % —
77 AN

FERAELY—N— X2 T s DEE

UE— kY= CERET D720 e
FaNVERELET, ROWTRNDOH
A T EEETEET,

* TFTP

« FTP

« SFTP

* SCP

*« HTTP
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kiP5 517> risEs—ossva—F [

ARV RFERIETY Va3 B#Y

GE) CiscoUCS C v U —X H#—
AT VE— b Y-
N—=INH T 7—ATxT &
FHLcLxD, —r—
DT 4 =TV SO
oAb Nl N ARSI SR R falb A
WEL, ZOFFvayv
X, VE—F =¥ A
7°& LT SCP £72/% SFTP
BRI L TV D5 O HF]
HT&EET,
DT v arEETTD
BRIZUE—F =D Z A
7L LT SCP %7213 SFTP
BIERT DL, AvtE—

[Server (RSA) key fingerprint

is <server_finger print ID>

Do you wish to continue?| 73
TRENET, =D
T4 =TV FOERE
WIS T, [y] £721% [n] &
70y 7 LET,

T4 H=T Y MEIRA
R DA F—IZHESWTE
b Bt DR A b AR
TR TE RS,

ATFYT6 | MR T T RT, y EASLET, THICEVKMIPZ T4 7 v Mk R —
DE T a— RN ENET,

ATw 71| (I£EE) Server a7 N T, ER—ONEEZREY

/kmip/kmip-client-private-key # \F. Ctrl+D 2L ET,
paste-client-pvt-key
GE) ATOFNED Y E— K H—3

AV REfHT 50, B
DT> a o E L
T, V947 v Mg —
AU — RTExET,

51
OB, KMIP 7 A4 72 MBEX—2 X o —RKLET,
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Server # scope kmip
Server /kmip # set enabled yes
Server /kmip *# commit
Server /kmip # scope kmip-client-private-key
Server /kmip/kmip-client-private-key # show detail
KMIP Client Private Key Available: 1
Download Client Private Key Status: COMPLETED
Export Client Private Key Status: NONE
Server /kmip/kmip-client-private-key # download-client-pvt-key tftp 10.10.10.10
KmipCertificates/
svbu-xx-blr-dnl-13 ClientPvtKey.pem
You are going to overwrite the KMIP Client Private Key.
Are you sure you want to proceed and overwrite the KMIP Client Private Key? [yINl]y
KMIP Client Private Key downloaded successfully

You can either use the remote server method from the previous steps or use the paste
option to download the client certificate.

Server /kmip/kmip-client-private-key # paste-client-pvt-key
Please paste your client private here, when finished, press CTRL+D.
—-—-—-BEGIN CERTIFICATE-----
MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwVUZXdDQTAeFwOxXNTAzZMT IxMTM5MT ZaFw0yMDAzZMTIXMTQ5MTVaMDoxEzAR
BgoJkiaJdk/IsZAEZFgNjb20xEzARBgoJkiaJk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEAUPSAwHtk0IbM
Cd5tYdCa498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L
5IT3PVCczhasI7L7jAa+0e5A0Yw7Nsugw5Bd23n42BTVMMp7xsgr1lmVEFoHXbBkQ
wiT9DieyImSyGig5n0/8I0oc0iNSWPMVcHO2ysz76jR8p07xRqgYNC16cbKAhWEZ
oYIwjhpZv0+SXEs8sEJZKDUhWIfOIpnDL7MoZYgl/kymgs/OhsW4L338jy303c7T
TwnG2/7BOMKOYFkEhqcjlkamGP7MKB2T9e/Cug6VkvFSkkim8MleHx1gEnQxRtAG
YGpln55iHQIDAQABO1EwWTzALBgNVHQS8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQU12F3U7cggzCuvRW1iZWg91n51ccwEAYJKwYBBAGCNxUBBAMCAQAW
DQYJKoZIhvcNAQEFBQADggEBAJX0oJJDDB3QHO0G8VY8G/0Cl1SkAwyOE1dHONAXFES
tNQOMTaRB2Sb2L/ZzAtfIaZ0Xab9Ig4MgNIMBbHDCwlzhD5gX42GPYWhA/GjRj30
Q5KcRaEFomxp+twRrJ25ScVSczKJaRonWgKDVL9TwoSuDar30biS9ZCOKuBBf0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£fvGyyNHWVMPFEIEnJAKt
7Qmh02fiWhD8CxaPFIByqkvrJ96no6oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az
SzgCBftYNjBPLcwbZGJIkF/GpPwjd0Tc1MM08UOdqiTxR7Ts=

You are going to overwrite the KMIP client private key.

Are you sure you want to proceed and overwrite the KMIP Client Private Key? [y|N]

y
Server /kmip/kmip-client-private-key #

KMIP Y SA4 7> FIEX—DIHY RAR—F

1R BHHIIZ
« ZDH A BEITTHITIE. adminfERER O Oa—P L LTr s A T A0NERDY £7,

cKMIP 7 54T > FOREF—%2 7 ZR— T 5I121%, EBEF—NF T o—RENT
WABMENRH D £97,

B aEsgLy—nR—tF1 )T OEE
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ARV RFEEETIVa Y
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Server# scopekmip

KMIP =< K &— F&ZBBLE T,

ATvT2

Server /kmip # scope
kmip-client-private-key

KMIP 7 7 A 7 > b F— < N
T NaBlaLES,

ATvT3

Server /kmip/kmip-client-private-key #
export-client-pvt-key remote-protocol |P
7 KL AKMIP L — k CAGE#EY 7 A
JL

VEe—b F—= T 57007 R
MV EARELE T, ROWVTRNOH
A TERETEET,

« TFTP

« FTP

« SFTP

* SCP

*« HTTP
GE) CiscoUCS C ¥ U —X H—
N=TE, VE—b
W= T 7 =LV =T %
FHLizL&xD, —r—
DT 4 IH—=TV v FOff
BaYPR—FrFD Lok
WELI, ZOF TV a v
. VE—F P —rx A
7L LT SCP %7213 SFTP
BRI L T DGE O HF]
MTEEd,
ZOT U varEFITTD
BRIZUE—F =D F A
7L LT SCP F721% SFTP
BIERT DL, Avk—

['Server (RSA) key fingerprint
is <server_finger print ID>
Do you wish to continue? | 73
KRENET, =0
T4 =TV FOEG
WIS T T, [yl £721F [n] &
70y 7 LET,

TAH—=T Y MIFA
N DREF—IZESNTE
D, BERIEDER A N AR
FITHGE TE £,

gLy —nN—tx1UF0EE ||
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ARV RFERFTIVaY =)
AEAEOT 7 AR — MR LET,

ATy 74| (IE&E) Server SFHED T 7 AR— T DAT—HX A% F
/kmip/kmip-client-private-key # show detail | 7= L & -,

451
ZOWNE, KMIP 72 9 A4 T7 v hORBEF—% 7 AR— M LET,

Server # scope kmip
Server /kmip # scope kmip-client-private-key
Server /kmip/kmip-client-private-key # export-client-pvt-key tftp 10.10.10.10
KmipCertificates
/svbu-xx-blr-dnl-13 ClientPvtKey.pem exported tftp
KMIP Client Private Key exported successfully
Server /kmip/kmip-client-private-key # show detail
KMIP Client Private Key Available: 1
Download Client Private Key Status: COMPLETED
Export Client Private Key Status: COMPLETED
Server /kmip/kmip-client-private-key #

KMIP U S A4 7> FZEX—DHIER

bR RIS
ZOZ AT ZFITT DI, admin E[RZFF O —H L LTu /A T oM0ENH D £

FIig
AR NFERERTIVa Y ]3]
AT 71 |Server# scopekmip KMIP =< K &— RFZBth L £7,
AT 72 |Server# /kmip scope KMIP 7 4 7 v MEx— /A K
kmip-client-private-key g~y R E— REEELET,

A Fw 7 3 | Server /kmip/kmip-client-private-key # MeRoTa P N RFERINET,
delete-client-pvt-key
AT TR HERT a7 RT, y E A LET, ZIVTKMIP Y T4 T > N OREx—7
HIBRS L ET,

!l
ZOHIE, KMIP 7 74 7 2 hORVEXF—ZHIBR L £3,
Server # scope kmip

Server /kmip # scope kmip-client-private-key
Server /kmip/kmip-client-private-key # delete-client-pvt-key

B aEsgLy—nR—tF1 )T OEE
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kmip +—3 05 1 wo@rEsosn [

You are going to delete the KMIP client private key.
Are you sure you want to proceed and delete the KMIP client private key? [yINly
KMIP client private key deleted successfully.

074 OERBRDER

ZOZFIETIE, KMIP r—Du 7oA VEEITEREZHRE L, KMIP — 0w 7o U EREH

A vk— «/mDﬂE kﬁé\ j<§3jiﬁE%EHAL/7:b\§fjﬂ
1a s BRI
ZDZ AT Z#FEATTHITIE, admin HERZFFOa2—H L LT 7 A VT 0ERH Y 7,
FIE
AU bFERET7TIVa Y BH#Y
R T 71 |Server# scopekmip KMIP =+ K E— R&ZBtH L ET,
R 72 |Server /kmip # scope kmip-login KMIP v /A a<vy K E— R&x g
LT,
R Fw 7 3 | Server/kmip/kmip-login # set login KMIP Y — Do —YP 452 ELET,
username
R Fw 7 4 | Server/kmip/kmip-login * # set password | 7w R TRATU— RKEAS L., 734
U%F®ﬁ%fmyfbfﬁ§ﬁuﬂx
—RFZADNLES, ZHTKMIPH—
A@Ax7~h# RESNET,
R 7w 75 | Server/kmip/kmip-login * # set KMIP $h—/_D 1 7 A L ERAE R A >
use-kmip-cred {yes| no} B — VREECHIEI T DN E D DEIRTE
LT,
R T 7 6 | Server/kmip/kmip-login * # commit NI UYL a L EYVAT AREICS
Iy hLET,
ATw 71| (IEE) Server/kmip/kmip-login# restore| KMIP D% E %5 7 /v MR L £7°,
il

WIZ, KMIP Y — _"OERERERET D02~ LET,

Server /kmip # scope kmip-login

Server /kmip/kmip-login # set login username
Server /kmip/kmip-login *# set password

Please enter password:

Please confirm password:

Server /kmip/kmip-login *# set use-kmip-cred yes
Server /kmip/kmip-login *# commit

Server /kmip/kmip-login # show detail

gLy —nN—tx1UF0EE ||
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Use KMIP Login: yes
Login name to KMIP server: username
Password to KMIP server: *#****x*

You can restore the KMIP server credentials to default settings by preforming the following
step:

Server /kmip/kmip-login # restore

Are you sure you want to restore KMIP settings to defaults?
Please enter 'yes' to confirm: yes

Restored factory-default configuration.

Server /kmip/kmip-login # show detail

Use KMIP Login:

no

Login name to KMIP server:

Password to KMIP server:

KKKk KKK

Server /kmip/kmip-login #

KMIP H—/\ 7 O/8F 1« DIERL

1R BHHIIZ

ZDZAY ZFETTHITIE, admin HERZFFO2—H L LT 7 A VT H0ERHY 7,

FIE

ARV RFERETIVa Y

=)

ATy T

Server # scope kmip

KMIP 2~ K £— F&BAA L £,

ATvT2

Server /kmip # scope kmip-server —/3
ID

IR L7 KMIP — D<K E—
RZBAR L F7,

ATvT3

Server /kmip/kmip-server # set kmip-port

KMIP R— h 2T L E7,

ATvT4

Server /kmip/kmip-server *# set kmip-server

KMIP — X ID & ELET,

ATy Th

Server /kmip/kmip-server # set kmip-timeout

KMIPYV— DX A LT 7 hERELE
KR

ATvT6

Server /kmip/kmip-server # commit

MooV T a iy AT AREICa
Ty hLET,

ATy T17

(&) Server /kmip/kmip-server # show
detail

KMIP % — D2 £ R L ET,

1

WIZ, KMIP — Dk a 7 A T 262~ LET,

Server
Server
Server
Server

# scope kmip

/kmip # scope kmip-server 1
/kmip/kmip-server # set kmip-port 5696
/kmip/kmip-server * # set kmip-server

FERAELY—N— X2 T s DEE

kmipserver.com
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cisco IMc < FIPS 140-2 D ]

Server /kmip/kmip-server * # set kmip-timeout 10
Server /kmip/kmip-server * # commit
Server /kmip/kmip-server # show detail
Server number 1:
Server domain name or IP address: kmipserver.com
Port: 5696
Timeout: 10
Server /kmip/kmip-server #

Cisco IMC T FIPS 140-2 0) #:#L

tXalTq

Federal Information Processing Standard (FIPS) /X7 U 7r—3/ 3 0 140-2 1%, Hf5E Y 2 —/L DGR
FEIHH SN KEBFO a2 Ea—F ¥F% a2 ) T 4 EBHETI3IG) YUY —ATIE, v 7

Cisco IMC /X NIST A K7 A ZfE - 7= FIPS %t Tldd © £ A, T4 FIPS 140-2 THERE
ENTEBEEALT LT ZA LY 2a— > TWEREA, ZDVU IV —ZT, +3TH CIMC
H—E RE, CiscoFIPS A7 V=7 h EY=2—/L (FOM) A LE4, 22k b, FIPS
140-2 |[ZHEHL U 7- 15 B LB Y = — U S E 7,

CiscoFIPS 7Y =7 b Y 2 —/Ud, Cisco DIRHIR R vy FU— F o 7810 I 0Na IR

L—ya VRIS b — A2 R T DY T v =T T4 T T YT, BV 2—UT,

IPSec (IKE) . SRTP, SSH, TLS, SNMP 72 E®H— " 2 (Zxf LT, FIPS 140 DIRFER A DI
LT 2 Y XL KDF BREZ L L £ 97,

REDHERE

1R BRI
DX AT BFEITTHIZIE, admin HERR A RO —F L L Tul A T AMNERH Y T,

FIE
ARV RFERIETY Va3 B#Y
ATy 71 |Server# scopecimc CiscoIMC =2~v > N E— RZ&BIG L £
R
R 72 | Server /cimc # scope X2V TF A OREaAYL R E— %
security-configuration BEAS L5,

R T 7 3| Server /chassis/security-configuration # Set | £7%h12 72 > T\ B4 %. FIPS % A%
fips enabled % 7= 3. disabled L ET,

R 7 4 | Server /chassis/security-configuration* # | FIPS # HZhZ LT, VAT AIZ KT
commit Yrvarvkaly vTLREETe LT
FCy&EZALET,
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ARV RFERFTIVaY =)

GE) FIPS £E— FZ2UIV 52 %
L. SSH, KVM, SNMP,
web —/3 XMLAPI, X
N redfish — B A3 L E)
SNET,
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ARV RFERETIVa Y

B8

B aEsgLy—nR—tF1 )T OEE

FIPS. F£72I1LFIPS & CC D
W5 BN THE RO
SNMP & EDZEFNFEAE L
*7,

« SNMPv2 7’12 k =2 /LH]
JDaI =7 4 LF
FNORE, BIOY
[noAuthNoPriv] ¥ 7213
[authNoPriv] 238 € S
7= SNMPv3 = —H%—D
X270 LUV A
7oA NN
7

[NoAuthNoPriv] Ot
FoUTF g LT
arPREINT
SNMPv2 £ 7213
SNMPv3 = —H—[aj
WCRESNTE T v
DI T2 0 7,

[MD5] ¥ & O [DES] #&
AEXATBLOTT A
INY— B A TR
o0 ET,

G¥) DES 77 A
N — H
AN
U —2=4.1
(3b) LA
R L 1
ShEd
o 1272
L. DES %
VJ—x
4.1 (3b)
PARRIZ T >
77— F
ERAL1EN
Aoy U —
A THERL
FONQAYE""
A%, DES



| EHELY—N—EF1UT DEE
txay7sgEoant [

ARV RFERFTIVaY =)

A A

= A

TINFEIR S
OGN
b ET

73, FIPS

AEEES) e

2o TWND
RN ES i)
2720 F

7

GF) [MD5] ¥ &
N [DES] 78
REX A L
7T AN
v—HA
PAES
Cisco UCS
M6 C v~
J—x
P—r—=T
ITHAR— b
SNTVE
NEUR

« 72, SSH, Web¥—

23, KVM £t T FIPS
YEML DI 5 57 D Z 3
NS L2172 Y
£7,

R 75 | Server /chassis/security-configuration # set| (i) FIPS IX. CC ZB%&hz9 5
cc enabled & 7z /d.disabled ANRETH 2 MEN H
D ET,

BT DI EEERT DL, CCHA
N7 F£9,

Z v 7 6 | Server /chassis/security-configuration* # | FIPS # N LT, Y AT LI h T
commit Yrvarvkaly br%ETa T
FCy&EZANLET,
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ARBLY—N—tFaUTsOER |

ARV RFEEETIII Y BRI
G¥) FIPS E— FZHIV 2 5
L. SSH, KVM. SNMP,
web V—/3 XMLAPI, X
W redfish ¥-— B 2 N EE)
SNFET,
GE) FIPS. E£ 721X FIPS & CC D

WMEEHFEMNTDHE, KD
SNMP ZEDEENFEAEL
9,

* SNMPv2 7' |~ =2/
FDas =74 3XF
FIOFRE, BEO
[noAuthNoPriv] F 7= 1%
[authNoPriv] 235 & S 41
72 SNMPv3 = —H%—®D
X2V T4 LUV A
Ty R
£7

[NoAuthNoPriv] &
F2UT 4 L AT
varyPNREEIN:
SNMPv2 F721%
SNMPv3 = — W —[ajif
WCRESNE N T v
DI E9,

[MD5] 3 L " [DES] 78
FEXAA TR T A
IR — A T
e ET,

F7-. SSH, Web¥—
N—_ KVM 5 T
FIPS YEHLOKE B H R
HPER SN X I
0 ET,

1

ZoHE, v bk —TJEREERT DO HEERLET,
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Server# scope cimc

Server /cimc # scope security-configuration

Server /cimc/security-configuration # set fips enabled

Enabling FIPS would

1. Disables support for SNMP V2 and V3 with No 'Auth/Priv' security level.

2. Disables support for 'MD5/DES' crypto algorithms in SNMP 'Auth/Priv' keys.

3. Ensures use of only FIPS-compliant ciphers in SSH, webserver and KVM connections.
Server /cimc/security-configuration* # commit

Server/cimc/security-configuration # set cc enabled

Enabling Common Criteria

Server /cimc/security-configuration* # commit

Warning: changing "fips" or "CC" will restart SSH, KVM, SNMP, webserver, XMLAPI and
redfish services.

Do you wish to continue? [y/N] y

Server /cimc/security-configuration #
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