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Overview of the Server Software

The Cisco UCS C-Series Rack-Mount Server ships with the Cisco IMC firmware.

Cisco IMC Firmware

Cisco IMC is a separate management module built into the motherboard. A dedicated ARM-based processor,
separate from the main server CPU, runs the Cisco IMC firmware. The system ships with a running version
of the Cisco IMC firmware. You can update the Cisco IMC firmware, but no initial installation is needed.

Server 0S

The Cisco UCS C-Series rack servers support operating systems such as Windows, Linux, Oracle and so
on. For more information on supported operating systems, see the Hardware and Software | nteroperability
for Standalone C-series serversat hitp://www.cisco.com/en/US/products/ps10477/prod_technical _reference
list.html. You can use Cisco IMC to install an OS on the server using the KVM console and vMedia.
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R1:H—/NR—F

R— b+ R— +ES
LDAP Port 1 389

LDAP Port 2 389

LDAP Port 3 389

LDAP Port 4 3268

LDAP Port 5 3268

LDAP Port 6 3268
SSHAR— b 22
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R b2 K— b ES
[HTTP /"— K (HTTP Port) ] 80
HTTPS "— k 443
SMTP AR— k (SMTP Port) 25
KVM AR— 2068
Andromeda Management 78— k 8889
Andromeda 7 7 7 N AR— | 8888
SOL SSH A"— | 2400
SNMPA— k 161
SNMP |7 v~ 162
S Syslog 514

Cisco Integrated Management Controller
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* Oracle 7 — ¥ X— ZADFELH), 7V ¥ Fa—0OFEHE, F721 Cisco IMC LIst D —
W= T T SO EE T A N — Z B D AT

*SANX°NAS A b L—Y EDOABA ML —VOREF - ITEH

Cisco IMC CLI

CiscoIMCCLI{Z. CiscoUCSCY Y —X P —nRpa<w  RIA VEHA X —T =2 A ATY,
SSH F 7213 Telnet ZfEFH L., % v bV —2 %4 LT CiscoIMC CLI Z & L, T — ZEHT
EF9, T HNNTIE, Telnet 7 7 B RIIT 4 B—T7 012720 £97,

CLI ®—H m—/L&, admin, user (HIEHILFHE, BREIZAFA) | 3L W read-only DUVVFH
AN N S

)

GE)  admin XA VU— RBRKRONTZT-OIZEIETAILENSHEEIE. ZHEAOT 7 v v 74 —24
D CiscoUCSC Y =X P =N AUV A= LBLIOY—E R HA K2R LTI,

a2 R E—F

CLI®=a~<> R E— NIMBEHEEIZR> T, EXECE— FRZOMEORE L~ L&D
7T, MmOV OE— RiE, RNV OE— N2 LES, scope 2~ REfEHT5
Ll EDLAULDE— RS 1 DENDWLLOFE— RICBEIL, exit 2~ REMTTS L
ET— FEENO 1 SEWL~ULIBEILET, top 2~ R&FE(TT 5 &, EXEC E— NIZE
nET,

)

Note |TL i lDa~vr FE—RE, FHENSLA TV =7 MCBEEMT SN TWET, scope 1~
REEFTH L, BRMSAT Vs MIERSNT, BEASAT V=7 BT Tl ET
HE—RIT 7 ®ATERETTY,

KE—RIZIE, TOE—RTANTELa~v L ROty MAEENTHWET, FF— N THEH
T&ba~vy ROKREHSIE, BE#ET 2G4 7 V7 MCERLTOET, Hlv 8 ToHR
TWLHEr—LZE->TiE, ®HEF—FTHEHTE2a~v > Fod 7y MILLT 7 EATE
RWGAERHY ET, TI7EATEna~vy FIZERRICRY £7,

HE—FOCLIZ v 7 ML, = FHERBICBT 2BMEOFT— FETDO T A NRABEREN
E9, ZHICEY, Iy FE— FEB TOBEMEN DRI 3, £, BEN
ERET LMLEND HHEITIE. FERIER e T,

av Y R E—FXK

WROFIZ, HPD4L~)vDa~vy RE—F, FE— K ~OT7 7 RAMFEHT a2~ R B
JOEE— FICBEEMTONTWACLIL a7 2R LET,
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E—F4 TOERTHavwUk E—KFJ7OUTH
EXEC EEDE—RTtop a~v > K |#
bios EXEC & — K75 scope bios = | /bios #
<~ K
advanced BIOS E— 75 scope /bios/advanced #
advanced =~ K
main /bios/main #

BIOS & — 7> scope main =
~ K

server-management

BIOS &— R7>5 scope
server-management < >

/bios/server-management #

boot-device

BIOS &— K75 scope
boot-device =~ K

/bios/boot-device #

certificate EXEC &— F7>5 scope /certificate #
certificate =~ > R
chassis EXEC & — K75 scopechassis | /chassis #
a< R
adapter vy — E— KD scope /chassis/adapter #

adapter index 2~ > N

host-eth-if

T X T E T— KD scope
host-eth-if =< > K

/chassis/adapter/host-eth-if #

host-fc-if

T X T B ET— KD scope
host-fe-if =2~ F

/chassis/adapter/host-fc-if #

port-profiles

T X T H E— KD scope
port-profiles 2~ F

/chassis/adapter/port-profiles #

dimm-summary

vy —3 E— R b scope
dimm-summaryindex =< > K

/chassis/dimm-summary #

flexflash

vy —3¥ E— N5 scope
flexflash index =< > K

/chassis/flexflash #

operational-profiles

flexflash E— F72>5 scope
operational-profile =~ > N

/chassis/flexflash/operational-profile
#

storageadapter

vy —3 E— R 5 scope
storageadapter slot =~ >

/chassis/storageadapter #
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E—F4

TOEARTHaAIUF

E—KFJBUT b

physical-drive

storageadapter E— R 7> scope
physical-drive =< R

/chassis/storageadapter/physical-drive
#

virtual-drive

storageadapter & — K> scope
virtual-drive =< > K

/chassis/storageadapter/virtual-drive
#

cimc

EXEC &— K725 scope cime
av R

/cimc #

firmware

cime E— R7>5 scope firmware
o< R

/cimc/firmware #

import-export

cimec &— R7>5 scope
import-export 2> R

/cimc/import-export #

log cime &— K75 scope log =2~ |/cimc/log #
VR
server 2 E— R scopeserver | /cime/log/server #
index 2> N
network cime &— F7>5 scope network | /cimc/network #
a< R
ipblocking F v U —2 F— RF)>5 scope | /cime/network/ipblocking #

ipblocking =< > K

tech-support

cime E— K75 scope
tech-support =<2 K

/cimc/tech-support #

fault EXEC & — K76 scope fault = |/fault #

<~ K
pef [ — 725 scope pef =~ | /fault/pef #

v R

neep EXEC % — R 75 scope http = | /http #
v R

ipmi EXEC &— K75 scope ipmi = | /ipmi #
<~ K

orm EXEC E— F 75 scope kvm = | /kvm #
v R

hdap EXEC E— K75 scope Idap = |/Idap #

SOV
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FOtEATHavUFk

N DA

role-group

ldap € — 7> 5 scope
role-group =~ > R

/Idap/role-group #

power-cap

EXEC E— 75 scope
power-cap 2~ > R

/power-cap #

o< KN

sel EXEC &— R/ scope sel =2 |/sel#
<K

sensor EXEC &— K7 scope sensor |/sensor #
a2 K

e EXEC & — K75 scope snmp |/snmp #

trap-destinations

snmp “E— K75 scope
trap-destinations =< > R

/snmp/trap-destinations #

user-number =< > K

v3users snmp “E— K725 scope v3users | /snmp/v3users #
a<w R
sol EXEC E— K06 scope sol = /sol #
~ K
ssh EXEC “E— R7>5 scope ssh = |/ssh#
~ K
nser EXEC £— K725 scopeuser  |/user #

user-session

EXEC &— K75 scope
user-session session-number =
<K

/user-session #

dimm-blacklisting =~ > K

vmedia EXEC & — K75 scope vmedia | /vmedia #
a<v R
zmlapi EXEC *€— R7>5 scope xmlapi | /xmlapi #
av R
dimm-blacklisting EXEC &— K725 scope /dimm-blacklisting #

reset-ecc

EXEC E— 75 scope
reset-ecc I < KN

/ reset-ecc #
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FEDODE—RFRCTTab ¥ —%fHTHE, a~v R23TTxFET, =~ R4 E2 AT

LT Tab &9 &, a~r FEEDFRINDL, F3HOF—U — FE2BIRT 50515
EZ AT HMERDDE AT TERINET,

a3 Y

ATy NER

CLITIX, BEOE vy a v THH LT A ToOa~vy RMMEFEENET, EXRAF—F7202
TFTEREF—Z2EHTHE. ChHETIHEALZa~vy FE1OTOFRTEET, EXMF—
T LBBNOER IO~ R, TREAS—2HF LIBRNOKRD a~ > RRFERINE
T BEORBIZEET S L, FREOF—ZMLTCHROa~y RRFRINRL 2D ET,

JBIENOT X Coa~vy NE, BEZ1>THORRL, BHO 2~ FEHEMOH L, Enter
F—EWT720TH Y —EIITTLHIENTEET, Z0avr NEFEITANI LI X S Ic&
IRENET, o, a~wr FEFHENOH L%, Enter ¥—%2MH3 R~y RE2EET D
ZEHTEET,

REBaA<TFDaZIy b, BE. BLURTF

CLITaryZ74F¥alb—vay avy FeANT 2558, commit 2~ FE ANT5ET,

Zoavzry NEEHShEEAL, a3y FSRDET, ary74F¥alb—varavy Nk
BIRHEL 720 | discard 2~ REASN L THEETEET, REFOa~vs FizonTiE, 74
YA (*) Baxry F7ar 7 boRicRrshEd, ZoFIRT L9, commit=2 <
YREANTHEZEOT AX Y A7 XHAET,

Server# scope chassis

Server /chassis # set locator-led off

Server /chassis *# commit
Server /chassis #

BHEDOa~vy FE— FCREFTOEFELZFEAER, commit 2v 2 N1 DOTELOTHEATE
F7, EED =~ K E— KT show configuration pending =~ > K& AJJ LT, fREFT O~
Y RERRTEET,

)

GE) #HEOa~v F2EldTaiy b0, 7RIy 7EMETEDHY FHA, KLz a~
YENRHoTH, B LIca~vry NiEHSNET, RiL7ca~vr FE=o— Xy k®—UT
WESNET,

avy FHARERK
1ZEAEDCLIshow 2~y RTIE. A7 arDdetail ¥— T — FEIEETE, HAERITE

TIEARS VA MERTERREINET, detail ¥—UV— F2EMT 2L, HAOFEREFRT D2
DD 2ODERFBADONTNNERETEET, ROBAZENTEET,
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Default : fiHICHERTE D LD, a~r REDIZa v "7 b VA RN TRRINET,
Wiz, 57 x NV MeERXoa~r REAOBZ R L E4,

Server /chassis # set cli output default
Server /chassis # show hdd detail
Name HDD 01_STATUS:
Status : present
Name HDD 02_ STATUS:
Status : present
Name HDD 03_STATUS:
Status : present
Name HDD 04_STATUS:
Status : present

Server /chassis #

YAML : 227 U7 MZ L AT &2 BT 720, a~r R, BRI N XFHT
XY] 5472 YAML (YAML Ain't Markup Language) 7—% > U 7 UL SiECERINE
j‘o

Iz, YAML ER D a2~ RHEAOHIZRLET,

Server /chassis # set cli output yaml
Server /chassis # show hdd detail

name: HDD 01 STATUS
hdd-status: present

name: HDD 02 STATUS
hdd-status: present

name: HDD 03 STATUS
hdd-status: present

name: HDD 04 STATUS
hdd-status: present

Server /chassis #

YAML DFERIZ OV TIL, http:/www.yaml.org/about.html 2 & L T 7280,

FLEAEDCLI 2~ K E— KT, setclioutput default # AL TF 7 /v MEREZZHET
%>, set cli output yaml # A )L C YAML B AR ETHZ N TE £,

AYX—bFT791/X () TF7IL)

A<w—h T 27®RA (UTN) Tk, a~ R4 A ¥—7=4A (CLI) #fEHAL, ¥
VTN ZE L TCCY Y =AY =R 754 U CRETEXES, Z0ky M7 v 7Tl
aAv U R I A HE—T 2 A AT VB AT H729DIT Cisco IMC & % v b T — 7 [Tk T
LHREITHY FH A,
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KVM Ro 7L (DB9) AT 50, £RIEvy—vDEmICHDHL Y 7R — K (RI45)
ALY T AERICT 7 BEATEET,

Oty N7y T EFET L, BIOS &£ OS A vb—URar Yy —)LICFHRENZDH, Esc+9 %
Ff4~Z & T Cisco IMC CLI 2 #R T& £9, Cisco IMC —% 7 LT v o v L2 [l L Tkt

ERGETDMERHY £, T 74N hO2—F4IXadmin, T 7 4/ hD/RAT — R
password T, [A U= Y —/ L CBIOS £721X OS IZZTIZIX, Esc+8 L £7°,

tyvalrNEREND L, DOt v 3 A [WebUlSessions] Z 7122 ) 7 LR & L TR
IRENET,
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CE) S UT R TCLIZ AL TWARIE., ROFIBICEE LT &N,
e REIF—%fEH LT, URIIZFEITLI-a~y FIZET Z LIFTEET A,

« R A 73 [VT100+] £ 7213 [VTUFTS] O W FRnicid & STV 544, CLIIEE R
SNFEH AL

e ZA<w— 7TV & AMEEIL. OS @t@jﬁé oS D grub H’XLL:.E_’77/I)/I/O) console '@ /NT ¢
D ttySOIZRRE S AV TWARWRY | HiFF B0 ICIFEEL £8 A, %hﬁ%ﬁfﬁ@’@
B3 2121, OS D grub BRET 7 A VD console T EINT & ttySO CRETHVLENRD
D i‘a‘o

CUIZRET HAVTA AT

PFEANTIIE, WOTha~y MEXOBRIEDKRETHMRERA 7Y a v 2 RRTE
=7,

Ta T N ATI Lo 5A8, 2 ATITHE, ZOLEDE—RFTEHTEa~
VERRTRCEREINTET, a~vr FO—HE2ANLEEA. 2 ¢ ATHE, <2 FIEX
DFDEEXONETHHATELXT—U— FEBENTRTERENET,

CiscoIMC~D O 45 1 >

FIE

AT Tl ary— R — MR L ET,
ATV T2 RBEDVAT HNIXTHHO T T A T 58581, =2—V4I2 admin, 7SAT— R|Z
password Z i L £,

CLLIZHI® TR T A T HE1E. ROX I £,

¢ CiscoIMCWeb UL £7-1ZCLITT 7 4L hOEME 7 LT o v VEBEFETHE TlE, #
fEZRZITTEFEHA,
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GE) Cisco IMC D/3— 3 > 1.5(x) £72152.0(1) BRI ONR—V a LT v 77 L—
R0, EFITHNHERE~D Y By NEITo286. RO B 7 A U FEZ Cisco
IMCII/XA T — ROEHEZROET, HFLWWIAT— K& L THEE lpassword] %
BT 22013 TEEHA, A7 VT MNEFATT DRI O ERBBEIZR 256
X, 2—PEHEAS T g iiue /A LET I EICE-> T, ZREARRAT— RIZE
FIHZENTEETDN, THTERICHCELICBWTEITTSXL 5L T
SV, VAITIEHELEL TOER AL

151
Iz, CiscoIMC 2] Tua A 35052 RLET,

Login as # admin
adminl0.101.255.255's password # password

********************~k~k*WARNING*******************
Default credentials were used for login.

Administration passwords needs to be changed for security purpose.
LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEET

Enter current password # abcxyz
Re-enter new password # abecxyz

Updating password...

Password updated successfully.

Server #
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