.U_

REAZEE Y —N X1 T A DEH

ZDEX, WOBETHEHRKINLTWET,
o — FEEHEOEE (1 ~—)
c AFAEBAERDAER 2 2—)
fEFHT X 72\ CA BAT ZFEAEDOIER (4 X—)
« P NEEHEOT v T r— K (TN—)
«KMIP (8 ~<—2)

11l

—/\iIRAENEHE

RERTEE A TR (CSR) AR L TR LWGERE A TS L. B L WEEBE % Cisco IMC IZT
7u— KL CHREOY— GEHE L ST D 2 LN TE 9, — NGEHEIL, Verisign D X
HIRT Y ZEREER (CA) . FRIIMBIZHEA L CWAFEEROWT NI L > TEA S
NWET, ERINDAEAFEF —DRKIL2048 £ FTT,

GE)

ATy T
ATy T2

ATvT3

COEIZFHEH SN TWALTOX A7 % FfTT HEIC, Cisco IMC ORFZINBIEDRELNZ R E
INTWNWDEZ AR LET,

FIE

Cisco IMC 72>% CSR 4 L £9,

FERAEDOFRITE B EAIT OFBEERIC CSR 7 7 A VA2 RE L E T, Mk CTHBE OB B4 EH
EBEAARLTWDIEAIE. CSR 77 A VAR L CHCBATEHEL A X 1,
HLUWEERAEZ CiscoIMCIZT v 7u— R L £,

gLy —nNtxaUTs0EE ]
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B aszzszsosn

GE) T a— RENZHFAEI, CiscoIMCIZ L > TAME = CSR D SIERR S5 %
ERH D ET, ZOHFETERENTORWIEAELITY v 7a— RLARNWTLEE
A

AEBAEE R ERDERK

H O B4 EIX, generate-csr 2~ REMFH L CREITAERT D0, mA MDOEERFZ
HEIRICAR TE T, SR MOEEBIOEH CEBLAEHZ0 HEVAROFML., [HE
TORTFADHRE] 7 a 2R LTIESN,

AEAEBAL R Z FETAERT 2123, ROFIRZFETLET,

1R B
CEFRAEARET AT, admin HEfRE Ef>a—HF L LT A T ALERHY 4,
« Cisco IMC DEZNBAEDLNTHRE SN TWA Z L 2R LE T,

FIE
AR RERRTIVa Y Sl
R w71 |Server# scope certificate SFAE o< R E— RZBB L ET
R F w72 |Server /certificate # generate-csr SERHEBA TR (CSR) DOARRIZEIT A
FAT TR LET,

AEMAEFZEAERICBE L T, ROERO AN 2RO LT 0 7T FRFRSNET,

E2E:) Bz
[ZE 2 % —2 (Common Cisco IMC D52 &{EHAi4

Name) ] 74—/ K F7 4L hTiE, H— 0 CN 1T CXXX-YYYYYY JE T

RENET XXX F P —OETAFEEZTYYYYYY TV
TNHESZTT) ,

o=V a Ty TS L — R L&, CNIZFDOE FE
HanhEd,

[Organization Name] 7 ¢ —/b R | GERA & % B3R L T 2 A%,

[ AT (Organization Unit) ]| #Hik—== > b,
74—V K

[k (Locality) ] 7 ¢ —/V N |GEFIEZ ZR L TV D SAEO AR DFET BT E 72 130T,

P aEsgLy— " txay T 0EE



SAE LY —N X2 T DER
anzssErosn

£l & EA
[State Name] 7  —/L K AERE A ZR L TV D SO AR SFET 2N E 72 13 7B X
57

[Country Code] K& v 7 X0 o | 4N TFAET B IH,
U AR

[Email] 7 4 —/V F SAEOEF A — L DOEAEIE,

FRENEIEREATIT D &, GEAEBBLERN AR S, o V= HACERENET,
CSR 7 7 A MIERR ENFERHAN, 2 Y — A H 5 CSRIEHREZZE— LT, TF AR
Ty ANVZETOFIT D Z ERTEET,

1
WIZ, REEBAL SR E AR T 20 2R L ET,

Server# scope certificate

Server /certificate # generate-csr
Common Name (CN): test.example.com
Organization Name (O): Example, Inc.
Organization Unit (OU): Test Department
Locality (L): San Jose

StateName (S): CA

Country Code (CC): US

Email: user@example.com

Continue to generate CSR?[y|N]y

MIIB/zCCAWgCAQAWGZkxCzAJBgNVBAYTAIVTMQOswCQYDVQQIEWJDQTEVMBMGALIUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
ClR1c3QgR3JIVAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBsZS57b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIThveNAQEBBOQADGYO0AMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XA0oLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvzxmC/eAehuK3/SINVIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJTAFBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuzZ2UgcGEFzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi30had=

Copy everything from "----- BEGIN ..." to "END CERTIFICATE REQUEST----- ",
paste to a file, send to your chosen CA for signing,
and finally upload the signed certificate via upload command.
___OR___
Continue to self sign CSR and overwrite the current certificate?
All HTTPS and SSH sessions will be disconnected. [y|N]N

RDERY
WRONTNIOIEEEEITLET,

gLy —nNtxaUTs0EE ]
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o AFLOFREER N HREAEZ SS9, ML IME OFGERZEA L T\ e WiEE, CSR»
LHECOCBAGEHZESNEAR L, @“<‘\ 2 =7 v 7 — 35659, Cisco IMC %%
ETEET, TORBEEITHIITIE., ZOFTEHRED T 7 D%y E AN LET,

RS B B4 RENEE AR T S 72O OME OFEIEY— N EZEH L TV 5551

[--——-BEGIN ...] 5 [END CERTIFICATE REQUEST----- Jifmzv/%Mﬁ%:E~
LT, esttxt WD 77 A /VITHED T EF, CSR 7 7 A NV EFEHAEFE Y — NIZA N LT,
HOB4AREEL AR LET,

ANEOFRGER N HIFAE A ST 55481, [-—--—--BEGIN...] 75 [END CERTIFICATE
REQUEST----- Jif@:V/bMﬁ%:t%LT\mmm&m5774wﬁ%bﬁﬁi
4, CSR 7 7 A NV EFRFFRICERHE LT, BAMEEHELZERS L £,

RERRED X A 78 [P—/3 (Server) | THDH Z L 2 HER L 77,

Cisco IMC (2 X » THOBAGFAZZNEAER L, 7Ty e — RT 5RO a v &
L72WAE, fEEa~> FE— KCupload 2~ > FEHEMA L THLWVIEHEELZ T v 70—
RITAVLERHY £9°,

R TS/ LV CA %%H%EEEJ%%O){’EEJ’Z

N7V 73R (CA) ZfEM L TH— iEEOAM E BAL 21T 22, ME O CA

% L’Cﬁﬂﬁ@.ﬁfﬁi WCBATHZENTEET, ZDk®Z 23Tk, Linuxk TETEN
TU 2% OpenSSL GEHES — RZFEH LT CA Z{EkT 2% a2~ REB X O — NGE#EE2 4k
THa~y RIZOWTHM L ET, OpenSSL DFEAIIZ-DUNTIX, hitp://www.openssl.org % 2
LTLEE,

GE)  hboa~r R, CiscoIMC Tid7Ze <, OpenSSL /3w 7 — Y% L TV % Linux $—
TABLET,

1R BRI

SN DY — T, GEHES =DV T b =T Ny S =V LTA VA = LE
R

* Cisco IMC DL NHAEDHFANIRE SN TWD Z & 2R LET,

P aEsgLy— " txay T 0EE



http://www.openssl.org

SIBAE LY — N tEXa )T DERE

FIE

A L U |

ARV RFEEETIVa Y

=)

ATy T

openssl genrsa -out CA_keyfilename keysize

1

# openssl genrsa -out ca.key 2048

ZpDawy RiE, CATHEAZILSRSA
WEx—a Ak L ¥,

GE) 22— AS72 LT CANF—
W77 BATEDL LT, 2
Da< NiZ-des3 A7 av
IEEH L2 TL &N,

BEINT=7 7 A NVAIZIE, FBESNTZ
P A XD RSA F—NEENTWET,

ATy T2

openssl req -new -x509 -days numdays -key
CA_keyfilename -out CA_certfilename
fil

# openssl req -new -x509 -days 365 —key]
ca.key -out ca.crt

Zoa~wy R, fBEINXF—2F
LT, CADHCEAEREZ I
B L ET, RERAEITRE S - HIEAE L)
RV ET, 20wy R, 2—HFiC
REEOEME®RZ KDL T o T N
FoRLET,

SEHEY—NL, 77T 4772 CA T
K

ATvT3

echo "'nsCertType = server' > openssl.conf

1 -

# echo "nsCertType = server" >
openssl.conf

Zoawy Rk, iEERY— SERED
AEAETHDHZ EEIEET TR
OpenSSL i JE 7 7 A MBI L £,
ZOWREIZEY, BREESNTZ T TA T
S — 22 ) FET
man-in-the-middle B ¥ % Bl C & £ 97,

B

OpenSSL & E 7 7 A /L openssl.conf (Z
&, "nsCertType = server" &9 LN
FNTWET,

ATV

openssl x509 -req -days numdays -in
CSR_filename -CA CA_certfilename
-set_serial 04 -CAkey CA_keyfilename -out
server_certfilename -extfile openssl.conf

1 -

# openssl x509 -req -days 365 -in
csr.txt -CA ca.crt -set_serial 04
-CAkey ca.key -out myserverO5.crt
-extfile openssl.conf

ZDa<wy NiE, CABCSR7 7 A v %
EAL T — NFEAZEEZARTH L 91T
ERLET,

P—NGEAFEIL, HAOT7 7 A MTEER
TWET,

gLy —nNtxaUTs0EE ]
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ARV KRFERIETI Va3 BHY
R 7 5 | openssl x509 -noout -text -purpose -in e ST RERRE D 2 A 73 [Server] T

<cert file> bHZLuER LET,

il - GE) 7 4—/b F[Server SSL] 35 L 8

openssl %509 -noout -text -purpose -in| [Netscape SSL] ‘y—_/ﬁ@f@7ﬁ

ceert fiter [Yes] CARVEAIE, &1 728
[Server] DFEME A ERT 5 &
9 IZ openssl.conf 3% E S 41T
WHZ EEMERLET,

ATV T6| (EE) ERSNFZEBEICIE LUME | F LU MEFAIRAERE S -3 EME
FAIRRINERE S TWRWEATE, Cisco | il SV E T,

IMC D RFZ N BAE DORFLANZ R E ST
WHZLEEMER L, AT v 1~5%%
ViU CREAZEZ AR L £,

1

ZOBlE. CADIERITIE, BLUHBICIER SN CABELT DV — SR ED A
7k E R LES, Zhbda< Fid, OpenSSL & 54T L TV % Linux #—/3TA
HILET,

# /usr/bin/openssl genrsa -out ca.key 2048 Generating RSA private key, 2048
bit long modulus ............. ++++++ L. ++++++ e is 65537 (0x10001) #
/usr/bin/openssl req -new -x509 -days 365 -key ca.key -out ca.crt You are about
to be asked to enter information that will be incorporated into your certificate
request. What you are about to enter is what is called a Distinguished Name
or a DN. There are quite a few fields but you can leave some blank For some
fields there will be a default value, If you enter '.', the field will be left
blank. -—-——- Country Name (2 letter code) [GB]:US State or Province Name (full
name) [Berkshire]:California Locality Name (eg, city) [Newbury]:San Jose
Organization Name (eg, company) [My Company Ltd]:Example Incorporated
Organizational Unit Name (eg, section) []:Unit A Common Name (eg, your name oOr
your server's hostname) []:example.com Email Address []:admin@example.com #
echo "nsCertType = server" > openssl.conf # /usr/bin/openssl x509 -req -days
365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt -extfile
openssl.conf Signature ok subject=/C=US/ST=California/L=San Jose/O=Example
Inc./0U=Unit A/CN=example.com/emailAddress=john@example.com Getting CA Private
Key #

RDZARY
HLUWEEAEZ CiscoIMC 127 v Fa— R LEJ,

P aEsgLy— " txay T 0EE




| EHELYy— N EX1UTOEE
y—nanzorv7o—r i

H—/N\SFBEDT7y JO—F

1R8O BRI

CREAEZT v 7 r— R 523, admin R ZFFOL—F L LTI A VT O0ERD Y
£

« Ty — N HAEHEL, AR ARETF AR LTHEHTE AXLERNH Y 9,
Ty 7u—REIET, GFHETF A 22— LT CLLICAEY i £,

RS IIZREAEFED X A T [P—sN (Server) | THDHZ LR LET,
« ROGEAF R AR Y R—hShTWET,

e .crt

. .cer

* .pem

GE) M, Cisco IMC FEBHEREHE CSR DA FIEZ#H L CTCSR Z/Em L, £ CSR Zfif L
TT7 v 77— FHOGHEZREGT2LERNH Y £, ZOHETES STV ARWEEHET
T o7 —RLBEWNWTL7ZE0,

GE)  HLWY— NEEHENT v 7 r—REhbd &, BAEDOHTTPS BLOSSHE v v g U39 T

bir s E7,
FIE
AU RFERETIVa Y ]3]
R w 71 |Server# scope certificate SFHE o< R EB— RZBRBLET,
X Fw 7 2 | Server /certificate # upload LW — REEAES AL CT v
H— RF5720DF A7 7 HEH) L%
j‘o

Ta A INRBRREINES, EAEFXI X NEa— LTy Y —LICEEY 115, CTRL 2
L7REETD 2 L CiElEEZ T v 7 — R LET,

51
WIZ, FLWGEHEZ Y — 2T v P — KT 50% R LET,

gLy —nNtxaUTs0EE ]
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KMIP

ARELY— N X2 TOEE |

Server# scope certificate
Server /certificate # upload
Please paste your certificate here, when finished, press CTRL+D.
<CTRL+D>

F—EHEMEERAE IO FOL

F—ERAHAEMAMYE T 7 v (KMIP) 1%, EEREHRY — Tx—F 3% T — % 240
I D200 v —UEAE2ERETLBET 2 haLTY, KMIPIZA—7 v AX A —
T, BEONHE— 2L > THER—FENTWET, F—FHIIEL. EEOMEEM e/ &
BENPES 72D, KMIP 7 T A 7 2 ME KMIP $— 3 & sh sk | s L £ 3,

HOWR St R4 7 (SED) 1Zi%. UTAZA LTERBT—F &GSt L., BIEFT—2%2ES
THN—RT=2TREENTWET, RIATEREAT 4 TR ST —1E, 2 OFERE % il 18
LET, LML, EX2 VT 4 ZHEEFT 27012, RIA4AT713uy 7 SNTWARLERHD £
T, EX2UT7 4 XF—IDEEX2UT 40 F— (F—WEX—) 2EHTIELE. ZOBNEZE
CExET, ¥F—ID TlE, K74 7I2—EDID gt x4,

B DX — TR R LHEREERH Y 7, BIE, 0 —0/L X —0FHB L OB OB TIEE
WCa—FIZH D720, NI ANRELDAREENH Y £9, 2— PR3 FIEhr—22znbH
DHREZ R Z TWAMENRD Y | ZNHARELGENH Y £9, KMIP IX, I ORREEIRIZX
L., ABIBEZ L TR —2 8 RIICEFE L £9,

KMIP O BE3ME F = (X EER1E

1R BHHEIIZ
DX AT BFEITTHIZE, admin HERR A RO —F L L Tul A T ALERH Y FT,

HMBAELY—NEFa2 YT DERE
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FIE

kmip +—3 05 1 wo@rEsosn [

ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

PN 1 EF2 0P — N av R
T RERmLES,

ATvT2

Server /server # scope bmc

bmc 2~ N E— FZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&EBHBLET,

ATvT4

Server /server/bmc/kmip # set enabled {yes
| no}

KMIP Z# A % —T)VET-1IT7 4 B—T L
I LET,

ATy Th

Server /server/bmc/kmip *# commit

7

NV a2 AT ADOREICD
Iy hLET

/]

ATvT6

(fE&)  Server /server/bmc/kmip # show
detail

KMIP A7 —4% A% FKRLET,

il

RIZKMIP BN T HHl %2R LET,

Server
Server
Server
Server
Server
Server

# scope server 1

/server # scope bmc

/server/bmc # scope kmip
/server/bmc/kmip # set enabled yes
/server/bmc/kmip *# commit
/server/bmc/kmip # show detail

Enabled: yes
Server /server/bmc/kmip #

KMIP Y4 —/N\O5 4 > DERIERODIER

ZOFNETIE, KMIP r— a7 A VERIERZRE L, KMIP — 0 a7 A &G R

Ay — URGEICHAEICT 551k R L TVWET,

JR 8 BRI

ZOXAY FATT HI120E, admin ERZFO—HF L LT /A T HUENRHY 7,

FIE

ARV RFEERTI VA Y

=)

&

Server # scope server {1 |2}

Y= 1 FF 20— a<w K
ET— RZRHBLET,

ATy T2

Server /server # scope bme

bmc =~ K E— F&EBHEKLET,

gLy —nNtxaUTs0EE ]



B e s—<os 1 oamEROmR

HMEELY—NtxaUT OEE |

ARV RFERETIVa Y

B8

ATvT3

Server /server/bmc # scope kmip

KMIP =< R E— R&BAE L E T,

ATvT4

Server /server/bmc/kmip # scope kmip-login

KMIP 2 /' A > a< v K E&— RZBRtG
L/iﬁ—o

ATy Th

Server /server/bmc/kmip/kmip-login # set
login username

KMIP Y — "D 2—HF L EHELFET,

ATvT6

Server /server/bmc/kmip/kmip-login * # set
password

T T R THRAT—REAS L, /3K
U — ROWgR 7 1 7 b THER L3 A
UV—F& AN LET, TATKMIPH—
INONRAT — RPRBREINET,

ATy T1

Server /server/bmc/kmip/kmip-login * # set
use-kmip-cred {yes | no}

KMIP % — D0 7' A VERRIERE A >
B — RN T AN E O B IRE
L/\i'g'ﬂo

ATvT8

Server /server/bmc/kmip/kmip-login * #
commit

NV T a s AT AREICa
Sy bPLET,

ATvT9

(fE&) Server
/server/bmc/kmip/kmip-login # restore

KMIP DFREZT 7 4 /v MIRELET,

1

KIZ, KMIP = OB ERZRET 202~ L ET,

Server
Server
Server
Server
Server
Server
Please
Please
Server
Server
Server

# scope server 1
/server # scope bmc
/server/bmc # scope kmip
/server/bmc/kmip # scope kmip-login
/server/bmc/kmip/kmip-login # set login username
/server/bmc/kmip/kmip-login
enter password:

confirm password:
/server/bmc/kmip/kmip-login
/server/bmc/kmip/kmip-login
/server/bmc/kmip/kmip-login # show detail
Use KMIP Login:
Login name to KMIP server:
Password to KMIP server:

*# commit

yes
username
* Kk k Kk k ok

*# set password

*# set use-kmip-cred yes

You can restore the KMIP server credentials to default settings by preforming the following

step:

Server /server/bmc/kmip/kmip-login # restore
Are you sure you want to restore KMIP settings to defaults?

Please enter

'yves' to confirm: yes

Restored factory-default configuration.
Server /server/bmc/kmip/kmip-login # show detail

Use KMIP Login:

no

Login name to KMIP server:

HMBAELY—NEFa2 YT DERE



| EHELYy— N EX1UTOEE

KMIP ZEDY 547> MsEF—5£ U5 547> rinsokn

Password to KMIP server: *#****x*
Server /server/bmc/kmip/kmip-login #

KMIPERED Y 547 2 FREEXF—ELVI T4 7 2 FEERAZEDERK

N7 Y Z7FGER (CA) ZEH L TH—REHEOARK & BEL ZITHORDVIZ, AD CA
ML TR OEAFICELATLILNTEET, 2Ot v a T, Linux THEITSH
TV 5% OpenSSL GEAE T — 2 LT CA Z{EkT % 2~ R LY — GEIE A A Ak
FTH A~ FIZHOWTHEH LE7, OpenSSL DFFAMIZ-DUNTIE, hitp://www.openssl.org 4 2t
LTLEENY,

GE)

B0 a<y KX, Cisco IMC Tik72 <. OpenSSL /N 7 — Y& L TV 5 Linux #—/3
TANLET,

4R8O SRS
KN OV — T, BEHEF =DV T T =T RNy =V LTA VA =L LE
‘j‘o

* Cisco IMC DFFZ N BRAEDRENIHRE SN TWNWS Z L 2R LE T,

Fl&
ARV RFERERTOVa Y =)

AT 71| openssl genrsa -out Zoavwr R, 77472 MERED
Client Privatekeyfilename keysize AERRICERESNE 2 T4 T 2 MikEx—
i AR LET,
# openssl genrsa —out HESNTZT 7 A V4L, FREShz

client private.pem 2048

P A XD RSA F—NEENTWET,

AT 2 | openssl req -new -x509 -days numdays -key | = D=2~ Fi%, BiOFIETAF LY

Client_Privatekeyfilename -out SATY MBS — A LT, LW
Client certfilename HEBL Y 547 MEER AR L%
il - T REFEIIFEE S HIMA N2 D
# openssl reg -new -x509 -key F9, Zoawr ML, 2—FIZEERE
client private.pem -out client.pem @ﬁbﬂ%ﬁiﬁ%j{&) A7ruar S N EFERL
-days 365
ij‘o
FLWACEA Y 747 MEHENE
REINET,
AT v T 3| KMIP % —,3235 KMIP /L— b CA GEH] [ /L— | CA FEFEDO ROV T,
EEBELET, KMIP DRy B — <=2 T L EBR LT
<TZEvy,

gLy —nNtxaUTs0EE ]
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HMEELY—NtxaUT OEE |
B «wrs—ggo7z -

RDZRY
HLUWEEBES CiscoIMC 17 v Fu— RFLE T,

KMIP H—/\$EHED T X F

FIE

AR NFERERTIVa Y ]3]

X T v 71 |Server # scope server {12} P—N1FFF 20— a<w K

E—RFZBBLET,

R 2 | Server /server # scope bme bmc 2~ K E— RZBHBELET,

Z w3 |Server /server/bmc # scope kmip KMIP 2~ > K E— F&BBLET,

R w 7 4 | Server /server/bmc/kmip # scope BIR L7 KMIP — "D a<vr R E—
kmip-server #— 3 ID REBMELET,

X Fw 7§ | Server /server/bmc/kmip/kmip-server # KMIP %— ROk 2 el U1,
test-connectivity

51
KIZ, KMIP — DEHi a7 A T 5612~ LET,

Server # scope server 1

Server /server # scope bmc

Server /server/bmc # scope kmip

Server /server/bmc/kmip # scope kmip-server 1

Server /server/bmc/kmip/kmip-server # test-connectivity
Able to connect to KMIP server.

Server /server/bmc/kmip/kmip-server #

KMIP H—/\ 7 0/85F « DR

1RO BRI
ZDOR AT ZFTTHITIE, admin RZFF O —F L LTI A T O0ERHY £,

FIE

ARV EFERERETI V3 Y =)

X v 71 |Server # scope server {12} P—R1FEH T 2D —Na<w R
T FEIBLET,

P aEsgLy— " txay T 0EE
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kiP5 547> pieBEosovo—F |

AU RFERETOVa Y

B8

ATv T2

Server /server # scope bmc

bmc 2~ R E— RZBBLET,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&BHKBLET,

ATvT4

Server /server/bmc/kmip # scope
kmip-server #-— N ID

BIR L= KMIP — Do~ K £—
RZEBAE L £7,

ATvTh

Server /server/bmc/kmip/kmip-server # set
kmip-port

KMIP R— F &2 E L E7,

ATvT6

Server /server/bmc/kmip/kmip-server *# set
kmip-server

KMIP #—/NID 23X EL £,

ATy T17

Server /server/bmc/kmip/kmip-server # set
kmip-timeout

KMIP V— DX A LT U M ERELE
-é‘o

ATvT8

Server /server/bmc/kmip/kmip-server #
commit

N oY T a s AT AREICT
v hLET,

ATvT9

(fE&)  Server
/server/bmc/kmip/kmip-server # show detail

KMIP % — D2 £ R L ET,

il

WRIZ, KMIP — D a 7 A M58~ LET,

Server
Server
Server
Server

# scope server 1

/server # scope bmc

/server/bmc # scope kmip
/server/bmc/kmip # scope kmip-server 1

kmipserver.com

Server /server/bmc/kmip/kmip-server # set kmip-port 5696
Server /server/bmc/kmip/kmip-server * # set kmip-server
Server /server/bmc/kmip/kmip-server * # set kmip-timeout 10
Server /server/bmc/kmip/kmip-server * # commit
Server /server/bmc/kmip/kmip-server # show detail
Server number 1:

Server domain name or IP address: kmipserver.com

Port: 5696

Timeout: 10

Server /server/bmc/kmip/kmip-server #

KMIP 7 25472k

4R HREIIC

EAEDA Y O—F

ZDF R ZFATT BT, admin R ZFf o2 —HF L LTu /A »FH0ENH Y £,

gLy —nNtxaUTs0EE ]
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ATy T

Server # scope server {1 |2}

P EFF2OY S LK
T FEPIALET

ATvT2

Server /server # scope bmc

bmc 2~ N E— FNZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&BHBLET,

ATv74

Server /server/bmc/kmip # set enabled yes

KMIP # B LET,

ATy Th

Server /server/bmc/kmip *# commit

NI a BV AT AOREIC T
Ty hLET,

ATvT6

Server /server/bmc/kmip # scope
kmip-client-certificate

KMIPZ Z A 7 hitEa~ L KE—
K&BRE L £,

ATy T17

Server
/server/bmc/kmip/kmip-client-certificate #
download-client-certificate remote-protocol
IP7 RVAKMIP 7 747 bkl &
7 rAN

HMBAELY—NEFa2 YT DERE

VEe— K =N T HTDD T 1
FanVERELET, ROWVTANDH
A THERBECTEET,

« TFTP

« FTP

« SFTP

« SCP

*« HTTP



| EHELYy— N EX1UTOEE

kiP5 547> pieBEosovo—F |

AU RFERETOVa Y

B8

(G¥)  CiscoUCSC v U —X H—

T, VE—F =005
Tr7—AU=T ERHFLIZE
EO, P—ROT 4 H—T
V¥ FOEREYAR— 5
EoiERvELE, ZOFT
vausik, VE—RH—nH
A 7°& LT SCP %7213 SFTP
ZBER LG EIZOBR[MEHT
EET,
ZOT v a v EFATLENR
5, VE—hH—nRzA47L
L T SCP F 7213 SFTP % iR
L7-%4& .  TServer (RSA) key
fingerprint is <server finger print
_ID> Do you wish to continue? |
EWVWI Ay E—UNRERIN
T, =" T4 H—=TY
v FOEFEMISS LT, [y] £
7idml =27V >y 7 LET,

T4 =Y NMIRA B
DX —IZHESNTED
BERESE DR A BRI FE 721X
e CcE £ 7,

ATvT8

R 77 R T,y EASNLET,

T XY KMIPZ A 7 v MEEBHED
A rna— KRB ENET,

ATvT9

(fEE) Server
/server/bmc/kmip/kmip-client-certificate #
paste-client-certificate

a7 T, BAMEHEONE %
B0 fH1F. ctrl4D 2L £,

GE)  HIOFIEDY E— R H—s3 2
Vo REMHAT 20, A5 fF
A TvarvEFEHRHLT, 7
FAT Y hEHEE X T
n— R T&ET,

1

ZoHNX, KMIP 7 947 > k

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip

AEAEA X o m— R LET,

gLy —nNtxaUTs0EE ]
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Server /server/bmc/kmip # set enabled yes
Server /server/bmc/kmip *# commit
Server /server/bmc/kmip # scope kmip-client-certificate
Server /server/bmc/kmip/kmip-client-certificate # show detail
KMIP client certificate Available: 1
Download client certificate Status: COMPLETED
Export client certificate Status: NONE

Server /server/bmc/kmip/kmip-client-certificate # download-client-certificate tftp

10.10.10.10 KmipCertificates/
svbu-xx-blr-dnl-13 ClientCert.pem
You are going to overwrite the KMIP client certificate.

Are you sure you want to proceed and overwrite the KMIP client certificate?

KMIP client certificate downloaded successfully

You can either use the remote server method from the previous steps or use the paste

option to download the client certificate.

Server /server/bmc/kmip/kmip-client-certificate # paste-client-certificate

Please paste your certificate here, when finished, press CTRL+D.
----BEGIN CERTIFICATE-----
MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwWVUZXdDQTAeFwOxXNTAzZMTIxMTM5MT ZaFw0yMDAzZMT IXMTQ5MTVaMDoxEzAR
BgoJdkiaJk/IsZAEZFgNjb20xEzARBgoJkiaJk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAUPSAwWHtk0IbM
Cd5tYdCa4d498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L£0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£vGyyNHWVMPFEIEnJAKt
70mhO2fiWhD8CxaPFIByqkvrJ96no60oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az
SzgCBftYNjBPLcwbZGJkF/GpPwjd0Tc1lMM08UOdqiTxR7Ts=

You are going to overwrite the KMIP Client Certificate.

Are you sure you want to proceed and overwrite the KMIP Client Certificate?

y
Server /server/bmc/kmip/kmip-client-certificate #

KMIP V2 547> FaEFAED TV XA R—k

1R BRI

s ZOHX AT HFATTHITIE, admindEfREFFOo2—H L L TR A VT H0ERHY £,
*KMIP 7 74 7 > FaEAEZ =7 AR — FT 5121, GEAERY T a— RENTWHH

ERHY £,

P aEsgLy— " txay T 0EE
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[yIN]



SIBAE LY — N tEXa )T DERE

FIE

(TPERESIS P ETPUSHN |

ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

P—RN1FHF 20— av R
E— RERBLET,

ATvT2

Server /server # scope bmc

bmc 2~ N E— FZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&EBHBLET,

ATvT4

Server /server/bmc/kmip # scope
kmip-client-certificate

KMIPZ A 7 hiEtEa~ L RE—
R&EBAE L £,

ATy Th

Server
/server/bmc/kmip/kmip-client-certificate #
export-client-certificate remote-protocol IP
7 RLUAKMIP)V— bk CAGEE 7 7 A
Jv

Y E— b SIS 5 100 7
b ERELET, KOWTRDHOY
{7 RIEECE ET.

* TFTP

* FTP

* SFTP

* SCP

*« HTTP

gLy —nNtxaUTs0EE ]



SRAEL Y —NtEFIUT o DERE
B «wrssq7eramEnzy 2k—+

ARV RFERFTIVaY =)

(GF)  CiscoUCSC v U —X #—
Tix, VE— K =05
Try—hUTERFLEZE
X0, =07 4 =T
U OGS R— N5
L2 ELE, 20X
vaid, VE—RMY—nX
A 7L LT SCP %721 SFTP
ZIER LIS BICOBMEMNT
TET
DT a v EFET LR
b, VE—h¥—nREA1T7L
L C SCP F7-1% SFTP % i8R
L7-%4& .  TServer (RSA) key
fingerprint is <server finger print
_ID> Do you wish to continue? |
EWVWIH Ay E—URFRIN
T3, Y= T 4=
v FOEEMISS LT, [y] £
7idml =27V >y 7 LET,
T4 A=Y MEIARA B
DABF—ITHEDNTEY |
PG DR A N 2B E 21X
R TE £,

REAEFEOT 7 AR — F BB L £,

ATV 76| ({FE) Server FEHEOT Y ZAR— NDAT—F A%k
/server/bmc/kmip/kmip-client-certificate # | ;< L F4,
show detail

151
ZOWE, KMIP 7 A4 7 v bEAEZ 7 AR— M LFET,

Server # scope server 1

Server /server # scope bmc

Server /server/bmc # scope kmip

Server /server/bmc/kmip # scope kmip-client-certificate

Server /server/bmc/kmip/kmip-client-certificate # export-client-certificate ftp

10.10.10.10 /TFTP_DIR/KmipCertificates

/svbu-xx-blr-dnl-13 ClientCert.pem exported ftp

Username: username

Password:

KMIP Client Certificate exported successfully

Server /server/bmc/kmip/kmip-client-certificate # show detail
KMIP Client Certificate Available: 1

P aEsgLy— " txay T 0EE
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Download KMIP Client Certificate Status: COMPLETED
Export KMIP Client Certificate Status: COMPLETED
Server /server/bmc/kmip/kmip-client-certificate #

KMIP & 5 4 7 > +EEBAE D EIBR

1R BRI
DX AT BFEITTHIZIE, admin HERR A RO —F L L TCul A T AMERH Y T,

FIE
ARV RFEREET7TIVa Y B8
X T w 71 |Server # scope server {12} P—N1FHF 20 —R a<w R
T FEBLET,
R 7 2 | Server /server # scope bme bmc 2~ N E— RZBELET,
R 7 3 | Server /server/bmc # scope kmip KMIP 2~ K E&— RZBHEL £,
AT 7 4 | Server /server/bmc/kmip # scope KMIPZ S ATy FiFFAEASRSL V R aw
kmip-client-certificate VR E—RERBEBLET,
AT 75 |Server RO T v 7 M RRRINET,
/server/bmc/kmip/kmip-client-certificate #
delete-client-certificate
ATYT6 | MR T T RT, y LA LET, ZHNTKMIPZ 74 7 > biEAEDHIBR
SNEd,

51
ZOFIE, KMIP 7 5 A 7 > FEEHELZHIR L £,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip
Server /server/bmc/kmip # scope kmip-client-certificate
Server /server/bmc/kmip/kmip-client-certificate # delete-client-certificate
You are going to delete the KMIP Client Certificate.
Are you sure you want to proceed and delete the KMIP Client Certificate? [yINly
KMIP Client Certificate deleted successfully.

KMIP Y 547> b BX—DAFHoO0—FK

1R BHHIIZ
ZDH AT HFTTHITIE, admin HEREZ R O2—F L LT s/ A o508 RHD £,

gLy —nNtxaUTs0EE ]
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Server # scope server {1 |2}

P—N1 F2F 20— a<w K
T— F&EBHEBLET,

ATvT2

Server /server # scope bmc

bmc 2~ N E— FNZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&BHBLET,

ATv74

Server /server/bmc/kmip # set enabled yes

KMIP # B LET,

ATy Th

Server /server/bmc/kmip *# commit

NI a BV AT AOREIC T
Ty hLET,

ATvT6

Server /server/bmc/kmip # scope
kmip-client-private-key

KMIP 7 54 7 > " F— a~ o K
T— REBBLET,

ATy T17

Server
/server/bmc/kmip/kmip-client-private-key #
download-client-pvt-key remote-protocol
IP7 RVAKMIPZ A7 2 Nk —
77 AN

HMBAELY—NEFa2 YT DERE

VEe— K =N T HTDD T 1
FanVERELET, ROWVTANDH
A THERBECTEET,

« TFTP

« FTP

« SFTP

« SCP

*« HTTP



| sEEEy—REFa2 YT OEE
kiP5 517> risEs—ossva—F [

AV RFERIETIYaY B

GE) CiscoUCSC & J — X #—n
TiX, VE— K =200
Ty —AUxT EREFLIEE
ED, =0T 4 H—T
Vv R EYFR— T 5
Lok ELE, 2047
valit, VE—FHP—1 %
A 7L LTSCP %721 SFTP
ZIBRLTGEICORERNT
xET,
ZDOT 7 arEFETLRN
b, VE—hY—nNEA4TL
L T SCP F721% SFTP %i®{R

L7-%4& .  TServer (RSA) key
fingerprint is <server finger print

_ID> Do you wish to continue? |

LWV Ay E—=UNREREN
T, =" T4 H—=TY
v FOEFEMISS LT, [y] £
7idml =27V >y 7 LET,

T4 =Y NMIRA B
DX —IZHESNTED
BERESE DR A BRI FE 721X
e CcE £ 7,

AT T8 MR T L7 R T, y EADLET, ZIUZEVKMIPZ T4 T v M X —
DT va— RBARtAESET,

ATy F9| ({EE) Server a7 hT, BEX—ONEENY A
/server/bmc/kmip/kmip-client-private-key # | | 7. Ctrl+D Z# L ¥ 7,

paste-client-pvt-key o
GE) BIOFNED U F— [ H—,3 R

Yy REFEHT 50, BE0 £
A TvarvEFEHRHLT, 7
FAT MEX—FE X T
B—RFTEET,

151
ZOHNE, KMIP 7 947 v kX —%2 X ua—RKLET,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip

gLy —nNtxaUTs0EE ]
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Server /server/bmc/kmip # set enabled yes
Server /server/bmc/kmip *# commit
Server /server/bmc/kmip # scope kmip-client-private-key
Server /server/bmc/kmip/kmip-client-private-key # show detail
KMIP Client Private Key Available: 1
Download Client Private Key Status: COMPLETED
Export Client Private Key Status: NONE
Server /server/bmc/kmip/kmip-client-private-key # download-client-pvt-key tftp 10.10.10.10
KmipCertificates/
svbu-xx-blr-dnl-13 ClientPvtKey.pem
You are going to overwrite the KMIP Client Private Key.
Are you sure you want to proceed and overwrite the KMIP Client Private Key? [y|N]y
KMIP Client Private Key downloaded successfully

You can either use the remote server method from the previous steps or use the paste
option to download the client certificate.

Server /server/bmc/kmip/kmip-client-private-key # paste-client-pvt-key
Please paste your client private here, when finished, press CTRL+D.
—-—-—--BEGIN CERTIFICATE-----
MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwWVUZXdDQTAeFwOxXNTAzZMTIxMTM5MT ZaFw0yMDAzZMT IXMTQ5MTVaMDoxEzAR
BgoJdkiaJk/IsZAEZFgNjb20xEzARBgoJkiaJk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAUPSAwWHtk0IbM
Cd5tYdCa4d498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L£0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£vGyyNHWVMPFEIEnJAKt
70mhO2fiWhD8CxaPFIByqkvrJ96no60oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az
SzgCBftYNjBPLcwbZGJkF/GpPwjd0Tc1lMM08UOdqiTxR7Ts=

You are going to overwrite the KMIP client private key.

Are you sure you want to proceed and overwrite the KMIP Client Private Key? [yI|N]

y
Server /server/bmc/kmip/kmip-client-private-key #

KMIP Y 5472 FIBF—DIY RR—

1R8O BRI
« ZOZ AT ZFATT HI21E, adminEREFOo2—HF L LTr A T 20ERHY £,

sKMIP 7 A4 7 v hOWEXR—%T 7 AKR—FT2I20F, MESF—BRFUo—FRFIhT
WARERH Y £97,

P aEsgLy— " txay T 0EE
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FIE

kMIP 5 51 7> riggs—0zo 2K—+ ]

ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

Y= 1 F2F 20— a<w K
T— F&EBHEBLET,

ATvT2

Server /server # scope bmc

bmc 2~ N E— FZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&EBHBLET,

ATvT4

Server /server/bmc/kmip # scope
kmip-client-private-key

KMIP 7 4 7 v "Nk F¥— a~<v > K
E— FERMBLET,

ATy Th

Server
/server/bmc/kmip/kmip-client-private-key #
export-client-pvt-key remote-protocol IP
7 RLUAKMIP)V— bk CAGEE 7 7 A
Jv

Y E— b SIS 5 100 7
b ERELET, KOWTRDHOY
{7 RIEECE ET.

* TFTP

* FTP

* SFTP

* SCP

*« HTTP

gLy —nNtxaUTs0EE ]



SIBAE LY — N\ tEXa )T DER |
B wrss 7y ramsr—ozs K-+

ARV KRFERIETI Va3 B#

(GF)  CiscoUCSC v U —X #—
Tix, VE— K =05
Ty —AUxT EREFLIEE
X0, =07 4 =T
U O AR— 925
L2 ELE, 20X
varix, VE— =K
A 7°& LT SCP F£7-1% SFTP
ZIER LIS BICOBMEMNT
TET
DT a v EFET LR
b, VE—h¥—nREA1T7L
L C SCP F7-1% SFTP % i8R
L7-%4& .  TServer (RSA) key
fingerprint is <server finger print

_ID> Do you wish to continue? |
LWV Ay E=UNRERIN
T, =" T4 H—=TY
v FOEEMISS LT, [y] £
7idml =27V >y 7 LET,
T4 =TV MIEA b
DRFF—ITHESNTED |
B O R A N AT E 721X
MR TE £7,

REAEFEOT 7 AR — F BB L £,

ATvT6| (EE) Server FEAEDO T AR— NDAT—H A%k
/server/bmc/kmip/kmip-client-private-key # | ;5 L £ 4,
show detail

151
ZOMNX, KMIP 72 9 A4 T v hORBEF—% 7 AR — M LET,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip
Server /server/bmc/kmip # scope kmip-client-private-key
Server /server/bmc/kmip/kmip-client-private-key # export-client-pvt-key tftp 10.10.10.10
KmipCertificates
/svbu-xx-blr-dnl-13 ClientPvtKey.pem exported tftp
KMIP Client Private Key exported successfully
Server /server/bmc/kmip/kmip-client-private-key # show detail
KMIP Client Private Key Available: 1
Download Client Private Key Status: COMPLETED

P aEsgLy— " txay T 0EE
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Export Client Private Key Status: COMPLETED
Server /server/bmc/kmip/kmip-client-private-key #

KMIP ¥ 54 7 > & +—DHIBR

1R BRI
DX AT BEITTHIZIE, admin HERR A RO —F L L TCul A T AMLERH Y T,

Flg
ARV RFEEEFET7IV3 Y B
X T w 71 |Server # scope server {12} P—N1FHF 20 —R a<w R
E— NEBBLET,
AT 7 2 | Server /server # scope bme bmc 2~ N E— NZBELET,
R 7 3 | Server /server/bmc # scope kmip KMIP 2~ K E&— RZBHEL £,
AT 7 4 | Server /server/bmc/kmip # scope KMIP 7 AT v MNibBEX— XA VR
kmip-client-private-key gy R E— REHEELET,
AT 75 |Server RO 7T a7 NRFEREINET,
/server/bmc//kmip/kmip-client-private-key
# delete-client-pvt-key
ATYT6 | MR T T RT, y LA LET, ZHTKMIPZ T A 7 ¥ kN OFBE X —H
HIFRSET,

51
ZOWNE. KMIP 7 547> FOMEXF—Z2HIBRLET,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip
Server /server/bmc/kmip # scope kmip-client-private-key
Server /server/bmc/kmip/kmip-client-private-key # delete-client-pvt-key
You are going to delete the KMIP client private key.
Are you sure you want to proceed and delete the KMIP client private key? [yINly
KMIP client private key deleted successfully.

KMIP )L— k CAREBHED A HvO— kK

1R BHHIIZ
ZDH AT HFTTHIZIE, admin HEREZ R O2—F L LT s A o508 RHD £,

gLy —nNtxaUTs0EE ]
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ARELY— N X2 TOEE |

ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

P EFF2OY S LK
T FEPIALET

ATvT2

Server /server # scope bmc

bmc 2~ N E— FNZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&BHBLET,

ATv74

Server /server/bmc/kmip # set enabled yes

KMIP # B LET,

ATy Th

Server /server/bmc/kmip * # commit

NI a BV AT AOREIC T
Ty hLET,

ATvT6

Server server/bmc/kmip # scope
kmip-root-ca-certificate

KMIP V— k CAGEHED a~ > K E£—
RZ2BAtE L £7,

ATy T17

Server
server/bmc/kmip/kmip-root-ca-certificate #
download-root-ca-certificate

remote-protocol IP 7 R v A KMIP CA

HEZ 7> 1L

AlE

HMBAELY—NEFa2 YT DERE

VEe— K =N T HTDD T 1
FanVERELET, ROWVTANDH
A THERBECTEET,

« TFTP

« FTP

« SFTP

« SCP

*« HTTP
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kmip L— + cAsEED s o— ¢ [}

AU RFERETOVa Y

B8

(G¥)  CiscoUCSC v U —X H—
T, VE—F =005

Tr7—AU=T ERHFLIZE
EO, P—ROT 4 H—T
V¥ FOEREYAR— 5
EoiERvELE, ZOFT
vausik, VE—RH—nH
A 7°& LT SCP %7213 SFTP
ZBER LG EIZOBR[MEHT
EET,

ZOT v a v EFATLENR
5, VE—hH—nRzA47L
L T SCP F 7213 SFTP % iR
L7-%4& .  TServer (RSA) key
fingerprint is <server finger print
_ID> Do you wish to continue? |
EWVWI Ay E—UNRERIN
T, =" T4 H—=TY
v FOEFEMISS LT, [y] £
7idml =27V >y 7 LET,

T4 =Y NMIRA B
DX —IZHESNTED
BERESE DR A BRI FE 721X
e CcE £ 7,

ATvT8

R 77 R T,y EASNLET,

ZHIZX Y KMIP/L— N CAEERAZED &
v — RRGINET,

ATvT9

(fEE) Server
server/bmc/kmip/kmip-root-ca-certificate #
paste-root-ca-certificate

7u 7 RT, — b CAFEFHEOHERE
ZHE0fHT, ctrl4+D 2L £9,

G¥)  HIOFIEDY £— kP —s1 R
Yoy REMRT 50, BED £+
AT a vERHERLT,
Jb— h CAGEEZ X U v m—
rFTExET,

1

ZOFNE, KMIP b— b CAFElEEZ X 7o a— RLET,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip

gLy —nNtxaUTs0EE ]
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Server /server/bmc/kmip # set enabled yes
Server /server/bmc/kmip *# commit
Server /server/bmc/kmip # scope kmip-root-ca-certificate
Server /server/bmc/kmip/kmip-root-ca-certificate # show detail
KMIP Root CA Certificate Available: 1
Download Root CA Certificate Status: COMPLETED
Export Root CA Certificate Status: NONE
Server /server/bmc/kmip/kmip-root-ca-certificate # download-root-ca-certificate tftp
10.10.10.10 KmipCertificates/
svbu-xx-blr-dnl-13_ServerCert.pem
You are going to overwrite the KMIP Root CA Certificate.
Are you sure you want to proceed and overwrite the KMIP Root CA Certificate? [y|Nl]y
KMIP Root CA Certificate downloaded successfully

You can either use the remote server method from the previous steps or use the paste
option to download the client certificate.

Server /server/bmc/kmip/kmip-root-ca-certificate # paste-root-ca-certificate
Please paste your certificate here, when finished, press CTRL+D.
—-—-—--BEGIN CERTIFICATE-----
MIIDTzCCAjegAwIBAGIQXuWPdBbyTb5M7/FT8aAjZTANBgkghkiGOwOBAQUFADAG
MRMwEQYKCZImiZPyLGQBGRYDY29tMRMWEQYKCZImiZPyLGQBGRYDbmV3MQ4wDAYD
VQODEwWVUZXdDQTAeFwOxXNTAzZMTIxMTM5MT ZaFw0yMDAzZMT IXMTQ5MTVaMDoxEzAR
BgoJdkiaJk/IsZAEZFgNjb20xEzARBgoJkiaJk/IsZAEZFgNuZXcxDjAMBgNVBAMT
BW51dONBMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAUPSAwWHtk0IbM
Cd5tYdCa4d498b£fX5Nfdgng5zE+cGIOqv0dAkucofC/Y0+m7hne9H12aQ9SqTOK1+L£0vu
dzrJEYY/1zz7WVPZVyevhba3VSt4LW75URTqOKBSuUKO+£vGyyNHWVMPFEIEnJAKt
70mhO2fiWhD8CxaPFIByqkvrJ96no60oBxdEcjm9nlMttF/UJcpypSPH+46mRn5Az
SzgCBftYNjBPLcwbZGJkF/GpPwjd0Tc1lMM08UOdqiTxR7Ts=

You are going to overwrite the KMIP Root CA Certificate.

Are you sure you want to proceed and overwrite the KMIP Root CA Certificate? [y|N]

y
Server /server/bmc/kmip/kmip-root-ca-certificate #

KMIP )L—  CASEBHED TV R7AR—

1R8O BRI
« ZOZ AT ZFATT HI21E, adminEREFOo2—HF L LTr A T 20ERHY £,

«KMIP '— ks CAGFHAEA T 7 AR — 45120, GEAERY T n— RS T\ 508
NH Y FI,
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FIE

kmip L— ~ CASERED T 24—+ [

ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

Y= 1 F2F 20— a<w K
T— F&EBHEBLET,

ATvT2

Server /server # scope bmc

bmc 2~ N E— FZBHA L £9,

ATvT3

Server /server/bmc # scope kmip

KMIP =~ > K E— F&EBHBLET,

ATvT4

Server /server/bmc/kmip # scope
kmip-root-ca-certificate

KMIP/L— b CAGFAED o~ K £—
RZBAtR L £7,

ATy Th

Server

/server/bmc/kmip/kmip-root-ca-certificate #
export-root-ca-certificate remote-protocol
IP7 KL A KMIP)\V— b CAREHIET 7

A IV

Y E— b SIS 5 100 7
b ERELET, KOWTRDHOY
{7 RIEECE ET.

* TFTP

* FTP

* SFTP

* SCP

*« HTTP

gLy —nNtxaUTs0EE ]



MREBLY— X2l T A OEE
B e —+casrmgo Ty 2K~

ARV RFERFTIVaY =)

(GF)  CiscoUCSC v U —X #—
Tix, VE— K =05
Try—hUTERFLEZE
X0, =07 4 =T
U OGS R— N5
L2 ELE, 20X
vaid, VE—RMY—nX
A 7L LT SCP %721 SFTP
ZIER LIS BICOBMEMNT
TET
DT a v EFET LR
b, VE—h¥—nREA1T7L
L C SCP F7-1% SFTP % i8R
L7-%4& .  TServer (RSA) key
fingerprint is <server finger print
_ID> Do you wish to continue? |
EWVWIH Ay E—URFRIN
T3, Y= T 4=
v FOEEMISS LT, [y] £
7idml =27V >y 7 LET,
T4 A=Y MEIARA B
DABF—ITHEDNTEY |
PG DR A N 2B E 21X
R TE £,

REAEFEOT 7 AR — F BB L £,

ATV 76| ({FE) Server FEHEOT Y ZAR— NDAT—F A%k
/server/bmc/kmip/kmip-root-ca-certificate # | ;5 L £ 4,
show detail

151
ZOHIE, KMIP V— b CAFEHEA =7 AR —FLET,

Server # scope server 1
Server /server # scope bmc
Server /server/bmc # scope kmip
Server /server/bmc/kmip # scope kmip-root-ca-certificate
Server /server/bmc/kmip/kmip-root-ca-certificate # export-root-ca-certificate tftp
10.10.10.10 KmipCertificates/
svbu-xx-blr-dnl-13 ServerCert.pem exported tftp
KMIP Root CA Certificate exported successfully
Server /server/bmc/kmip/kmip-root-ca-certificate # show detail
KMIP Root CA Certificate Available: 1
Download Root CA Certificate Status: COMPLETED
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Export Root CA Certificate Status:

COMPLETED

kmip L — - cA SEBZDHIE [

Server /server/bmc/kmip/kmip-root-ca-certificate #

KMIP JL— k CA GEEAZ D HIBR

1R BRI

ZOZ AT ZFATT DL, admin RZFFO2—F L LTI A T HXERHY 7,

FIE

ARV RFERFTIaY

B8

ATy T

Server # scope server {1 |2}

P EE 2 OY— R av LR
E— FEBHLET,

ATvT2

Server /server # scope bmc

bmec 2~v K E— F&BFKBLET,

ATvT3

Server /server/bmc # scope kmip

KMIP =< R E— R&BAE L E T,

ATvT4

Server /server/bmc/kmip # scope
kmip-root-ca-certificate

KMIP L— k CAFERIE A > K oy
R e— &M LET,

ATy Th

Server
/server/bmc/kmip/kmip-root-ca-certificate #
delete-root-ca-certificate

RO a7 ERFRINET,

ATvT6

g7 u 7 h Ty EANLET,

Z I TKMIP L— b CA FERAE A HIR X
ET,

1

ZOFIE, KMIP L— b CA ZEFHEZHIFR L £9

Server
Server
Server
Server
Server

# scope server 1

/server # scope bmc

/server/bmc # scope kmip

/kmip # scope kmip-root-ca-certificate
/kmip/kmip-root-ca-certificate # delete-root-ca-certificate

You are going to delete the KMIP root CA certificate.

Are you sure you want to proceed and delete the KMIP root CA certificate?

KMIP root CA certificate deleted successfully.

[yIN]y
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