A2 hHh—3 30 HH—ERDEKTE

ZOFEF, WO THMEINTHET,
« HTTP OFEE (1 ~X—7)
* SSH OFFE (2 —)
* XML API D% E (3 —)

* Redfish
* [PMI D

DA F—T Nl (4 =)
BWE (5 —=Y)

* SNMP O E (10 ~<—)

cSMTP ZfifH L CEFA—N T I— FEEETAHLIITH—1%

HTTP D% E

1R BHHEIIZ

ET S5 (17 3—)

e

HTTP #HET AI121%, admin #E[RE oo —HF L LTu A T ALERHY £,

FIE

ARV RFERETIVa Y

=)

ATy T

Server# scope http

HTTP =~ > K ®— R L E T,

ATvT2

Server /http # set enabled {yes | no}

Cisco IMC T HTTP 3 LY HTTPS ¥ —
EREA X —TNVEITIT 4 B—TNIC
LET,

ATvT3

Server /http # set http-port number

HTITPEEICFEHT AR — 2R ELE
4, T 7 /L ML 80 TY,

ATvT4

Server /http # set https-port number

HTTPS EBEICHEHT AR — M EREL
¥4, T 74 MT 443 T,

azaz=#—vav4—tcx0EE |}
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B ssuo:

Xa
Fi

IV N3 i F A7 B
Z 5w 75 | Server /http # set http-redirect {yes | no} |HTTPS ~® HTTP kDY ¥ A4 L 7 k
BAF—TNERETT 4 =T ML E
R

R w 76 | Server /http # set timeout seconds HTTP Z R DT CiscoIMC 23 % A A T
LTy v a BT TS ETHE
TOMEERELET,

60 ~ 10,800 DOFPFHDOEE A AL £
T, T 7 /L M 1,800 B T9,

AT 77 |Server /hitp # commit TP a VAT AOBREICA

K
v hLET,

151
KIZ, Cisco IMC IZ HTTP # & ET A2~ L £,

Server# scope http

Server /http # set enabled yes

Server /http *# set http-port 80

Server /http *# set https-port 443

Server /http *# set http-redirect yes

Server /http *# set timeout 1800

Server /http *# commit

Server /http # show

HTTP Port HTTPS Port Timeout Active Sessions Enabled HTTP Redirected

Server /http #

Mg
)

SSH @

1R BHIIC
SSH 2 ET AH1213. admin HEfRZ EfH>a—H L LTul A T3 0ER’HY 1,

FIig
ARV RFERETIVa Y E]:g]
R 5w 7F1|Server# scope ssh SSH =~ RN &— F&BhL £,
ZF v 2 |Server /ssh# set enabled {yes | no} Cisco IMC T SSH %# 1 3x— 7 /VFE =i
TAE—TMZLET,

. AIa=Hh—2a VY —ERDHRTE
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xmeap oz ||

ARV REEET7IVa Y B8
R 73 |Server /ssh# set ssh-port number X7 VT ERIERATS
R—FERELET, T 74 ME22
<,
X Fw 74 |Server /ssh# set timeout seconds SSHERNZA LTI NLEELDE Y
A7 DASHIIS % % TR SRR
Ebiﬁ‘o

60 ~ 10,800 OFPFHOEE A AL £
T, T 7L ML 300 TT,

AT w 75 |Server /ssh # commit NI H 7y a2l AT AOHREIZ
v hLET,

R 76 | Server /ssh # show [detail] (EE) SSH OFExRFR LET,

451

WIZ. Cisco IMC IZ SSH #RET DW= LET,

Server# scope ssh

Server /ssh # set enabled yes

Server /ssh *# set ssh-port 22

Server /ssh *# set timeout 600

Server /ssh *# commit

Server /ssh # show

SSH Port Timeout Active Sessions Enabled

Server /ssh #

XML APl DE&5E

Cisco IMC FH( XML API

CiscoCiscoIMCXML 7 7'V r—var 7mnrIoIv 7 A ¥ —7xA4A (APD) 1%, C VU —
X Ty <y b —"HO CiscoIMCIZXTH7arI~F v £ F—TxA ATT,
Z® APLiE, HTTP £72 (X HTTPS #£H T XML R¥ = XA > b & ITED £,

XML API OFEIZ DWW TIL, [ Cisco UCS Rack-Mount Servers Cisco IMC XML API Programmer s
Guide] #ZB 1L T 7ESW,

azaz=#—vav4—tcx0EE |}
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B varioqx—oni

XML API D 1 r— T )Lk

1R BRI
DX AT BFEITTHIZIE, admin HER A RO —F L L TCu A T AMERH Y T,

Fig
avY REEFT7IYIY BH&Y
T 71 |Server# scope xmlapi XML APl =~ > K E— R&ZBA L %
K

AT 72 |Server /xmlapi # set enabled {yes | no} Cisco IMC @ XML API §lf#l & A % —7
WNEITT =T M LET,

Z 5 7 3 |Server /xmlapi # commit cNTUY T v a sV AT AOBREICA
Iy FLET,

!l

KIZ, Cisco IMC O XML APLflffl 2 2 =7 Wiz L, hT ¥ 7 varvzaiy b

HHERLET,

Server# scope xmlapi
Server /xmlapi # set enabled yes
Server /xmlapi *# commit
Server /xmlapi # show detail
XMLAPI Settings:

Enabled: yes

Active Sessions: 0

Max Sessions: 4

Server /xmlapi #

Redfish D1 +~—7J )Lt

186D HHIIC
ZDFRY ZFATT BT, admin R ZFf o2 —HF L LTu /A T H0ENH Y £,

FIE

ARV FERET7IV3 Y Br
2w 71 |Server# scope redfish redfish =~ > K E— K ZBE L £,

B o2z —varvH—ERDERE
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IPMI D% 5E .

ARV RFERFTIVaY =)

R w 7 2 | Server /redfish # set enabled {yes [no} CiscoIMC @ redfish )il % 4 r— 7L F
T s e—7 iz LET,

X F v 7 3| Server /redfish* # commit FNooYPF I a2l AT ADREIZ
Iy hLET,

151
Z OFITIX, Cisco IMC @ redfish filfHl 2 A x—7 iz LE9,

Server# scope redfish
Server /redfish # set enabled yes
Server /redfish *# commit
Server /redfish # show detail
REDFISH Settings:

Enabled: yes

Active Sessions: 0

Max Sessions: 4

Server /redfish #

IPMI D% E

IPMI Over LAN

ATV b P TIy h T —LEHA L —T =4 A2 (IPM]) TliL, —FF v |
T —ABAENTND T —ERA Tty DS X —T oA ADTHOT v hajkz
EZLTOWET, 2OV —bRX FuokyHiEF_—2AR—KFgEHa fo—F (BMC) &FHE
N, r—_"O<HP—R—RFEFELET, BMClE, AA Yy 7oty BIOR— K LD
BT ALY T ANAEFEHLTY v LET,

BHREMEOM., IPMIIX, = "DA XL —T 4 V7 VAT ANV AT L ~LAIZOWNTOFE
WMERGL, VAT L2ON—RuoT a2 cEL L L Ed, =& 2E, IPMI 2T
He,BE 7y o0EE, BIXOBEEREOEC—E2F=F L, MEEFINICHRETE
F9, P OEENEESNTODLNVEY EL oA, =4 —F 47
VAT AIBMCIZR LT, 77 r0fEL FiF2y, Yty odELE T LTS
WXL 5D XA TEET,

Cisco IMC @) IPMI over LAN D&

IPMI over LAN I, Cisco IMC % IPMI X v & — U TEHT AIGAEIZRELET,

186 HHIIC
ZDFRY ZFATT BT, admin R ZFf o2 —HF L LTu /A U3 H0ENH Y £,

azaz=#—vav4—tcx0EE |}
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FIE
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ARV RFEEETIVa Y

=)

ATy T

Server # scope server {1 |2}

Y1 EF2 0P — N av R
T RFERmLES,

ATvT2

Server /server # scope ipmi

IPMI 2= R B— RZBHBLET,

ATvT3

Server /server/ipmi# set enabled {yes | no}

OV —NRTIPMIT VB R &% A X —T
NEFITT 4= NI LET,

ATv74

Server /server/ipmi # set privilege-level
{readonly | user | admin}

ZOY—N_TIPMI Y >3 ZEH Y Y
CrRIREZ el E L~V ZHELE T,
ZZIERENDEIIR D LB Y TT,

« readonly : IPMI = — W | 3fF % %
RTCEETH, ARTEETA, 2
DAT v a v ERIRLUTZGA.

[ Administrator] ., [Operator] .
F7-1% User] =—H% m— L&
2 IPMI = —HF B ERK T E 2 DI,
HABVEHOIPMI L v a 77
T, EALSMIETRF L TV D
IPMI FAHEIZBEfR & D /A,

user : IPMI == — VL —#BDHERE
FATTEETN, FHEHX A7 3FAT
TEXFEHA, TOF TV a U EIER
L7234 . [Administrator] F721%
Operator] —¥ 17— L %&£
IPMI 2 —H 73 Z DY — S THERR T
XAHDL, a—Y vy artit
HIEHE v a LT TT,

admin : IPMI = — |3 F 7] AE 72
TRCOT 7 v arva2ETTEE
T, ZOF T g BN LTS
4. [Administrator] —+—% 17—/
R IPMI = — 1%, S
a—H BLORHARY ity
TarEIZOYV—N_"TERTE £
R

ATy TH

Server /server/ipmi # set encryption-key
key

IPMILB{EIZfE ] 25 IPMI RS 5% — 2 5%
ELET, F—OfEIL, 40HD 16 HEEL
THDHI EDRNETT,

B o2z —varvH—ERDERE
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CMC 0> IPMI over LAN D E% 5 .

AU RFERET7TIV3 Y B
R Jw 76 | Server /server/ipmi # commit oo I a I AT ADORTEIZ
Ty hLET,

X Fw 7 |Server /server/ipmi # randomise-key IPMI B BAL e —% T o & LMEIZERE

LET,

G¥) AT v 4B LS TlER
VAT T 6DT 7 ay
ERFTEET,

AT T8 Tu T T, yEANL, Bi5%—% | IPMI B S b F—% T o & L7MEICERE
FUA R LET, LT,

451
&IZ. Cisco IMC IZ IPMI over LAN Z & ET A2 R LET,

Server # scope server 1

Server /server # scope ipmi

Server /server/ipmi # set enabled yes

Server /server/ipmi *# set privilege-level admin

Server /server/ipmi *# set encryption-key abcdef01234567890abcdef01234567890abcdef
Server /server/ipmi *# commit

Server /server/ipmi *# show

Enabled Encryption Key Privilege Level Limit

yes ABCDEF01234567890ABCDEF01234567890ABCDEF admin

Server /server/ipmi # randomise-key

This operation will change the IPMI Encryption Key to a random value
Continue?[y|N]y

Setting IPMI Encryption Key to a random value...

Server /server/ipmi # show
Enabled Encryption Key Privilege Level Limit

yes abcdef01234567890abcdef01234567890abcdef admin

Server /server/ipmi #

CMC @ IPMI over LAN D% FE

IPMI over LAN [Z, CMC % IPMI A v — Y CEHT LILAICHELET,

1RO BRI
ZOXAY ZFETT HI120E, admin #ERZFFOa—HF L LT /A T HUENRHY £7,

azaz=#—vav4—tcx0EE |}
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ARV RFEEETIVa Y

=)

ATy T

Server # scope chassis

Y1 EF2 0P — N av R
T RFERmLES,

ATvT2

Server /chassis # scope cmc {1 | 2}

CMC 2a~v > R E— FZBlsh L £,

ATvT3

Server /server # scope ipmi

IPMI =~ K E— F&BBLET,

ATvT4

Server /chassis/cmc/ipmi # set enabled {yes
| no}

OV —N_TIPMI T 7 B R %A % —T
NEFITT A= LET,

ATy Th

Server /chassis/cmc/ipmi # set
privilege-level {readonly | user | admin}

OV —N_NTIPMIE v g o ICH DY
THRER A FFHE L~V R E L E T,
ZICERRESNDHEITRD LB Y TT,

s readonly : IPMI == — V| TfF & 3
RCEETH, BERETEETA, =
DAT v a v ERIRLUIZGE,

[ Administrator] . [Operator] .
F721% User] = —% v—/L % Ff
D IPMI 2 —HFREHR T E 2 DI,
AV EHAOIPMIE v a3 72
FTY, ERLSMIFTREL TV D
IPMI FFHEIZBEMR &V EH A,

user : IPMI = —H X —DOHRE
FATTEE TN, BEE R 73T
TEEHA, ZOFT v aBER
L7246, [Administrator] F 7213
lOperator| =—% 17— /L&D
IPMI = —H R Z O — S THER T
EHDE, 22—V vy ar it
A FHHE g 2T T,

admin : IPMI = — |3 FH AT HE /R
FTRCOT Vv a vy 2EITTEE
T, TOF T g EER LTS
4. [Administrator] ==—¥% o —/1
Z RO IPMI = —H %, BHE,
2—% BLOHAIY HHE v
variEIOY— NTIERTEE
7T

B o2z —varvH—ERDERE
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CMC 0> IPMI over LAN D E% 5 .

AU RFERET7TIV3 Y B#)
Z 5w T 6 | Server /chassis/cmc/ipmi # set IPMIEF IZEH T % IPMI B 5 % — 2 3%
encryption-key ey ELET, T—OfHIX, 40HD 16 %L
ThHdHZENKETT,
X 7 7 | Server /chassis/cmc/ipmi # commit FNooYF I a2l AT ADREIZa
Ty hLET,

R v 8 |Server/chassis/cmc/ipmi# randomise-key | [PMI i E-{l X% —% 5 o ¥ LA/REIZRE

LET,

Gx) ATy AR5 TE
<, AT 6T I vay
BIATTEET,

ATy Tur 7T, yEANL, BEE5F—% |IPMI K b —% 7 & L7 EICi%E
FUENILET, LET,

151
&IZ., CMC 112 IPMI over LAN 22 ET A2 R LET,

Server # scope chassis

Server # scope cmc 1

Server /chassis # scope ipmi

Server /chassis/cmc/ipmi # set enabled yes

Server /chassis/cmc/ipmi *# set privilege-level admin

Server /chassis/cmc/ipmi *# set encryption-key abcdef01234567890abcdef01234567890abcdef
Server /chassis/cmcipmi *# commit

Server /chassis/cmc/ipmi *# show

Enabled Encryption Key Privilege Level Limit

yes ABCDEF01234567890ABCDEF01234567890ABCDEF admin

Server /chassis/cmc/ipmi # randomise-key

This operation will change the IPMI Encryption Key to a random value
Continue?[y|N]y

Setting IPMI Encryption Key to a random value...

Server /chassis/cmc/ipmi # show
Enabled Encryption Key Privilege Level Limit

yes abcdef01234567890abcdef01234567890abcdef admin

Server /chassis/cmc/ipmi #

azaz=#—vav4—tcx0EE |}
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SNMP

a3az4—23vH—EOBRE |

CiscoUCSC ¥ V=X T v 7~ k=L P—ROREBLIVAT—F AEZRR LT
D, SNMP h 7 v FIZL o TEELT 7= 2B LV T 57201, flisity NV —27 8
7'm h=k (SNMP) ZH 7R — h LTV ET, Cisco IMC THAR— b S2 T2 B HFH~—
A (MIB) 7 7 A VOFERIZ DWW TIX, RO URLIZ&H D [MIB Quick Reference for Cisco UCS
M LT < 72 S0 : http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/mib/b-series/
b UCS MIBRef.html

SNMP 7 0O0/57 4 DEFE

1R BRI

ZOXAY FATT HI120E, admin ERZFO—HF L LTl A T HUENRHY 7,

FIE

AV RFEREETI3 Y

El:)

ATy T

Server# scope snmp

SNMP =< R E— R&BHtE L F9,

ATy T2

Server /snmp # set enabled {yes | no}

SNMP A % —7NVEFRITT 4 &—7
Uz LET,

GE) BIMOSNMP =227 4 ¥
L—gravwy RBREITA
NS BHEIZIE, SNMP % A
F—=T N L THRAFT D LE

BV ET,

ATvT3

Server /snmp # commit

oW I a B AT ADHRTIC
a3y PLET,

ATv74

Server /snmp # set enable-serial-num {yes
| no}

P—ROYTNEZEMEHL TN v
STV T 47 AEBMLET,

ATy Th

Server /snmp # set snmp-port 7K — %

=

=2

B o2z —varvH—ERDERE

SNMP = — = & FITT 5 R —
e mxELET, 1~ 65535 O#iPH
NOBTZRIRTEXET, T 74/ b
AR— FFEEIZ, 161 TT,


http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/mib/b-series/b_UCS_MIBRef.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/mib/b-series/b_UCS_MIBRef.html
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snwp 7057 ¢ oz ]

ARV FFEREETIVa Yy

E:)

G¥) VAT A a— U FRIE D
R— &R (F2& 21X 22,
23, 80, 123, 443, 623,
389, 636, 3268, 3269, 2068
728) 1%, SNMPAR— R &L

THEMATE ERA,

ATvT6

Server /snmp # set community-str = I =
=74

Cisco IMC 7% SNMP 7~ A MZikfET 5
TGP Av®—VICEENDT 7 4
VD SNMP vl £721E v2c 2 2 =

TALERELET, ARNIITRKIS
XFEfHTEET,

ATy T17

Server /snmp # set community-access

[Disabled]. [Limited]. % 7=i% [Full] ®
WY £97,

ATvT8

Server /snmp # set trap-community-str

h 7w TN EE SN D SNMP =
Sa=sT 4 UN—THREBEELET, 4
AR K 18 XA TE £,

ATvT9

Server /snmp # set sys-contact JE 5% 5

SNMP OEHEAH YT 5, VAT LD
WA TRE LET, EEEERIC
X, BFA—LT RLA, 4L E
BBl C K254 LT THRETE E
T, AR—ANEGEN TV DHIEE AT
THIIE, = MY EZS A CHT S
ERHY 9,

ATy 710

Server /snmp # set sys-location 357

SNMP =— = > | (H—r3) NFEST
SNDHRANOEHERELET, =
r—a AFRICITROK 254 SCTF A fE
HATEET, ARX—ANREENLTND
EEADTHITIE, = MY 251
THTLERDH Y £,

ATvyvINn

Server /snmp # commit

NV oo a2 ATL0D
a2Iv FLET,

BT

R

1
wIZ,

Server# scope snmp

Server /snmp # set enabled yes

Server /snmp *# commit

Server /snmp *# set enable-serial-num yes

SNMP 7 u /X7 4 R EL, hFo ¥ rvarzaly M o6lzRLET,

azaz=#—vav4—tcx0EE |}
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Server /snmp *# set snmp-port 20000
Server /snmp *# set community-str cimcpublic
Server /snmp *# set community-access Full
Server /snmp *# set trap-community-str public
Server /snmp *# set sys-contact "User Name <username@example.com> +1-408-555-1212"
Server /snmp *# set sys-location "San Jose, California"
Server /snmp *# commit
Server /snmp # show detail
SNMP Settings:
SNMP Port: 20000
System Contact: User Name <username@example.com> +1-408-555-1212
System Location: San Jose, California
SNMP Community: cimcpublic
SNMP Trap Community: public
SNMP Community access: Full
Enabled: yes
Serial Number Enabled: yes

Server /snmp #

RDBARY

[SNMP |7 v 7B EDHRE (12%—) | OFHIZHESTSNMP N7 v 7R EEZHRELE
7,

SNMP k5 v JEREDIETE

1R BHHEIIZ
s ZDHX AV HEITTHITL, adminMEfRE o oa—HF L LT /A 3530 RHD E7,
« T T OREEFEITTDHHINC, SNMP & A F—T7 /I L TIRGEFETHDXLERH D 7,

FIE

ARV KRFERIETIaY BH
T 71 | Server# scope snmp SNMP =2 K E— RZBIELET,

AT 72 | Server /snmp # scope trap-destinations WE LI LTSNMP T v
number smita~r RE—REBRKBLET, 49
DSNMP k7 v 75 il T& £,
365D number 13, 1~ 15 OHFiFH DI
‘?TO

R T 7 3 | Server /snmp/trap-destinations # set enabled | SNMP ~ 5 v 7552 A4 2 —7 /L F 7= 1%
{yes | no} FApE—=T M LET,

Z 5w 7 4 | Server /snmp/trap-destinations # set version | /B2 5 w7 A w & — 0 SNMP
{1213} N=a VEEELET,

B o2z —varvH—ERDERE
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snwp 5 TaEniEE I

AU RFERETOVa Y

B8

G¥)  SNMPV3 k7 v 7% SNMPv3
=PI OF—HBAELL
HE SN TOVD AT I
(ERSY %3

ATy TH

Server /snmp/trap-destinations # set type
{trap | inform}

SNMP BN A v — 2B/ T v 7
ELTERTHON, Lyr—NZX D
PR ENMEIRA 7 g —LBRE LT
EETLINERELET,

G¥)  BmEA T alIvia—Hic
XL TORBIRTEET,

ATvT6

Server /snmp/trap-destinations # set user
user

ATy T1

Server /snmp/trap-destination # set
trap-addr trap destination address

N7 o FTEREEETD T v T D5

T RUVAZBEELET, b7 v T D5k

ELTIPVA F721EIPv6 7 R A FE 21X

RAA U ERETEET,

GE)  Ipv6 A RX—TNWITT D&,
SNMP k7 v 7 Ds65E3(E T
7 KL A%, SLAACIpv6 7 K
LA (EHRTREZRGE) O
Z—PNEY YL THIPv6 T R
LADWTINNIZT A EN
TEFET, INBITWG &
b, =B BN T D
H%h72 SNMP Ipv6 56567 R L
A TT,

ATvT8

Server /snmp/trap-destinations # set
trap-port trap destination port

P— 3B N T v T DR E OWE I
THR—NEFEHELET, 1~
65535 DFEFAN O T2 BTN TE F7,

ATvT9

Server /snmp/trap-destination # commit

NV a v AT ADOREICD
Ty hLET,

1

WIZ, LHDSNMP T v 7 & Ty 7OmERE 1 2R EL., NI Frvar s
a3y FTBEERLET,

Server# scope snmp
Server /snmp # Scope trap-destinations 1

azaz=#—vav4—tcx0EE |}
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Server
Server
Server
Server
Server
Server
Server
Server

/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination
/snmp/trap-destination

Trap Destination 1:
Enabled: yes
SNMP version: 2
Trap type: inform
SNMP user: userl
Trap Address: www.cisco.com
Trap Port: 10000
Delete Trap: no

Server /snmp/trap-destination #

x4
*#
x4
x4
*#
x4
x4

a3az4—23vH—EOBRE |

set enabled yes

set version 2

set type inform

set user userl

set trap-addr www.cisco.com
set trap-port 10000

commit

# show detail

TAMSNMP FS vy T AytE—DEE

1R BHHIIZ
TDE R EEITTAICIE. admin R AR —HF L L Te A T A 0ERH Y £,

Flig
avYRFERET7IOIY BRI
AT 71 |Server# scope snmp SNMP 2t~ K E— RZBHA L £,
AT 72 |Server /snmp # send-test-trap A FZ—T M EINTVBREFLD
SNMP k7 v 74685612 SNMP 7 A kb
ol ERELET,
GE) TAN Ao —TEREETS
72012, b7 v T IERER S
T, A FX—7 &N TS
PVENH D £,
151

WIS, A F—TNVZENTNDETRXTDOSNMP + T v F5EICT A F A v —U%3%
ET50aERrLET,

Server# scope snmp

Server

/snmp # send-test-trap

SNMP Test Trap sent to the destination.

Server

/snmp #

B o2z —varvH—ERDERE
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SNMPv3 1 —H DERE

1R BHHEIIZ
s ZDHX AV HEITTHITIL, adminMERE o oa—HF L LT /A 3530 RHD ET,

s INBHDaAY T 4 Falb—varavwy RRZIFTANGILDHIZIE, SNMP %A Rr—7 /L

WL TRETDIHLERDH Y £,
FE
av Y RFEEEETFTIa Y =l
& A Server# scope snmp SNMP =< > R E— 2Bt L £,

AT w72 |Server/snmp # scope v3users number BE Lz —%&2- D SNMPy3 = —H
Daxy FE—FEBRBLET,

AT w73 | Y—snmp/v3users #set v3add {yes|no} | SNMPv3 = — Z BN & 7= 1 ZHIBR L %
To ROWTNMNITRY £T,

s yes : = D — [T SNMPy3 . —H
LLTARX—TNIZ7 Y, SNMP
OID YV VU —IIT7 7 EATEET,

GE) X274 ltFa
UT 4 LrULIR Z OB

TREINTWRNE,
2 —HFOEIMIKIL L F
R
eno : ZO—WEREITHIFRINE
o
ATFv T4 Server /snmp/v3users # set ZD—HF DO SNMP 2—H L& AL
v3security-name security-name F4,

R w75 | Server/snmp/v3users # set v3security-level | = D= — VDX =2 UF 4 LULEE
{noauthnopriv [authnopriv [authpriv} || £4 woWFhnicin £,

* noauthnopriv : = O —W|Z1%,
FFASRAT — R 7T A 83—
AT —= R MEH D FH A,

authnopriv : = O — W2 IXFFA]
INAT— RPBETTN, 774
N = RAT— NIAETT, Z
DA T a o aBRLTSE1T.

azaz=#—vav4—tcx0EE |}
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authpriv : Z O —H(Zi%, §FAl
INAT — R ETT AR — XA

U — ROWM G BHETT, ZOF
Tva vEBIRUICEEE, R
F—BLOWER S —ZRET

DMEENDH Y T,

ZFw F6 |Server/snmp/v3users # set v3proto {MD5 | = (O —F DI T 1 | LA EIN L
ISHA} £75

A w F71 |Server/snmp/v3users # set v3auth-key | = D —F DA SNAT — K& AL
auth-key 7,

R 5w 78 |Server/snmp/v3users # set v3priv-proto | = O —F DR EA{L T T b L% ERIR
{DES |AES} LEJ,

AT w79 |Server/snmp/v3users #set v3priv-auth-key | = O = —F DFIEIE X — (7T A N
priv-auth-key = RRAT—NR) EANLET,

Z w710 |Server /snmp/v3users # commit NI U T T a BV AT AOREIC

a3y bLET,
!l

WIZ, SNMPV3 22— EZF2 2R EL, FTFoHFr7varvzaly b TA0E2RLE

B

Server# scope snmp

Server /snmp # scope v3users 2

Server /snmp/v3users # set v3add yes

Server /snmp/v3users *# set v3security-name ucsSNMPV3user
Server /snmp/v3users *# set v3security-level authpriv
Server /snmp/v3users *# set v3proto SHA

Server /snmp/v3users *# set v3auth-key

Please enter v3auth-key:ex4mplek3y

Please confirm v3auth-key:ex4mplek3y

Server /snmp/v3users *# set v3priv-proto AES

Server /snmp/v3users *# set v3priv-auth-key

Please enter v3priv-auth-key:!1Q2#3$4%5%6&7*8

Please confirm v3priv-auth-key:!1Q@2#3$4%5%6&7*8
Server /snmp/v3users *# commit

Settings are being applied ...

allow a few minutes for the process to complete

Server /snmp/v3users # show detail

User 2:
Add User: yes
Security Name: ucsSNMPV3user
Security Level: authpriv

Auth Type:

SHA
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Auth Key: **x*x*x*x*
Encryption: AES
Private Key: *****x%*

Server /snmp/v3users #

SMIP 2 AL CEFA—ILT7S5— rEZEETHLDIC
H—N\ZFERET D

Cisco IMC {¥, SNMP [ZIKFEFTICZEE T DEF A —/L RXR—=2 DY — \[EHE D@ & Y
R—hLET, AT LXK SlmpleMallTransferProtocol (SMTP) %l L T, &% E X7z SMTP
P—RNIZBE AN T T—hE LTH—REEEZEEFELET,

KK A4 NDZEENIR—FENET,

BFA—INTI53—+rERIETDHELSITSMIP H—/\%EETE

1R BHEIIC
IDOHX AT BFATTHIZIE, admin R A FFoa—H L LTl A T H50ERHD £,

FIE
AR NFERERTIVa Y =LY
R 71 |Server# scope smtp SMTP =<y K E— R&ZBEB LTI,
R 72 |Server /smtp # set enabled {yes | no} SMTPH#RELZ A X% — T NVE 13T 1 B—
T LET,
R v = 3 | Server /smtp * # set server-addr IP_Address | SMTP H— /3D IP 7 R L A& E[ Y Y4 T
i —a_o
R 4 | Server /smtp * # set fault-severity {critical | X —,L 75 — MNI[EEDERELED
| major | minor | warning | condition} WCET,

AT 75| Server /smtp * # set port port_number SMTPH— AT AR— NEEAE
I’_._E‘ L/ij‘o

R 76 |Server /smtp # set-mail-addr {recipientl |EIN L7-Z(EFIZE[V ¥ THNTZA—/L
[recipient2 |recipient3 [recipientd\ AU | 7 KL R IZF A N A—)L 7T — M &%

¥+ 5HEHE FELET,
AT 77 |Server /smtp * # commit FNTUY Ty a v E VAT AOREICS
Ty hLET,

azaz=#—vav4—tcx0EE |}
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R 78 |Server /smtp # send-test-mail recipientl |EIN 7= (EFI2E Y ¥ THNEA—/L
T RVRIZT AN A=V T I — &k
FLET,

451
ZOFITIEH, A=V T 7= eZETDH-00 SMTIP 2% ET 5 HFiEERLET,

Server # scope smtp
Server /smtp # set enabled yes
Server /smtp *# set server-addr 10.10.10.10
Server /smtp *# set fault-severity major
Server /smtp *# set port 25
Server /smtp # set-mail-addr recipientl test@cisco.com
There is no change in the configured port number.
Please verify if you wish to choose a different one before commit.
Server /smtp *# commit
Server /smtp # show detail
SMTP Setting:
Enabled: yes
Port Number: 25
Server Address: 10.104.10.10
Minimum Severity to Report: critical
Recipientl:
Name : test@cisco.com
Reachable: na
Recipient2:
Name
Reachable: na
Recipient3:
Name
Reachable: na
Recipientd:
Name
Reachable: na

Server /smtp # send-test-mail recipientl
Test mail sent Successful.
Server /smtp # show detail
SMTP Setting:
Enabled: yes
Port Number: 25
Server Address: 10.10.10.10
Minimum Severity to Report: critical
Recipientl:
Name : test@cisco.com
Reachable: yes
Recipient2:
Name
Reachable: na
Recipient3:
Name
Reachable: na
Recipient4:
Name
Reachable: na
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Server /smtp #
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