)1)—R 42 TCHHR— b3S —X
H—/\—0) Cisco IMC REST API )

«GET 777U v 7 URI DFGE (2 5—)

*SAS 777V v 7 URI OKGE (2 <X—)

« GET A4 v F URI O#FE (3 2—2)

*GET AA v F =7 AN FOBFEE (3 ~—)

« GET V' — Vv DfgiE (4 ~—)

*GET 22> b r—F OWGE : TXTHOTY FARA Y MAIZTRTEI AL (52—

V)
* AddEndpoint #{EZ1T->Car bu—F aVR—FR M RIA T &BINTSH (74—
V)

KT DA A=y MTEMENTZ RT7 A 7 Z2MERT H720IC GET 2 ha—7 & fk
RET S (7 3—)

LDAP == —#—CHEpk S #1172 Admin #[R % L T AddEndpoint #/EA1TV, =22 hr—
FIZRIATHEBINTSH (8 2—)

TACACS = —H — THEAL 4172 Admin #HE[R % L T AddEndpoint #{EZ 1TV, =22 |k
B—7 AR —R MIRTATE2BINTSH (93—2)

RemoveEndpoint #{EZ1T->Cay hu—7 aVKR—32 b RI7A4 7 &2HIRT5 (9
)

AddEndpoint #/EA I L7= K A4 7 %381 L. ChassisWideHotspare & L C K7 A 7 Z{Epk
T5 (98—)

RemoveEndpoint % 4 L C ChassisWideHotspare & L CH|I D 4 TH iz K7 A 7 % HIbk
T2 (10=—=2)

V= FOREND 4T URI OfFGEE (10 =—3)

SASFabric = AR — o h T RARA > b URL ZfGET 5 (11 _X—)

22k —7 ? SASFabric 2 R—F > P Tx 2 FARA » F URI ZHRGET S (14 ~—
V)

c FTA4T71~60Dx RRA 2 FURI DG RT =2 %2V XA M52 EaBGET 5 (14
)
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GET 777
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*HBAROCK @ hu—FDay ha—7 aViR—3 MIRIA 7&2BINT5 (153—
V)

* HBA ROCK =1 > | #— 7 T RemoveEndpoint #/EAZ 1T > Car ha—I 16 K7 A 7 &4l
B2 (15—

« RIA T OBINE, W7D/ AZAddEndpoint #/EE 4T H Z & THEETY, (163—2)

o Ny FEAEORGEE (16 X—)

« LDAP ' — OO G (17 ~—)

*LDAP H— "D IP 7 KL A LR— FEFORE (18 X—)

« LDAP /XT A —Z D&%iE (19 2—3)

e T IN A —/R—LANRY > —HD COM R— F DFFE : CiscoUCSS ¥ U —X (21
~—)

« MERRI L OME B % — DR E : CiscoUCS S & U — X H—— (22 X—2)

w4 URI DRELE

DOIRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics

LRARUR
{
"@odata.id": "/redfish/vl/Fabrics",
"@odata.type": "#FabricCollection.FabricCollection",
"@odata.context": "/redfish/vl/Smetadata#FabricCollection.FabricCollection",
"Description": "Collection of Fabrics",
"Name": "Fabric Collection",
"Members@odata.count": 1,
"Members" : [{

SAS 77 J1)

"Qodata.id": "/redfish/vl/Fabrics/SASFabric"
}1

w4 URI DFREE

DOITR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric

LARVR

{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric",
"@odata.type": "#Fabric.vl 1 0.Fabric",
"@odata.context": "/redfish/vl/$metadata#Fabric.Fabric",
"Description": "SAS Fabric Description",
"Switches": {

"@odata.id": "/redfish/vl/Fabrics/SASFabric/Switches"
}l
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GeT 21 v 7 URI ik [

"Zones": {
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Zones"
}I
"Endpoints": {
"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints"
}I
"Idn: "SASFabric",
"Name": "SASFabric",
"FabricType": "SAS",
"MaxZones": 10,
"Status": {
"State": "Enabled",
"Health": "OK"
}I
"Oem" : {
"Cisco": {
"DrivePowerPolicy": "active",
"DualEnclosureStatus": "Disabled"

GET X 1 v F URI DFRFE

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/vl/Fabrics/SASFabric/Switches

LRARUR
https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Switches
Response:
{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Switches",
"Qodata.type": "#SwitchCollection.SwitchCollection",
"Qodata.context": "/redfish/vl/$metadata#SwitchCollection.SwitchCollection",
"Description": "Collection of Switches",
"Name": "Switch Collection",
"Members@odata.count": 2,
"Members": [{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Switches/SASEXP1"
boo Ao
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Switches/SASEXP2"

GET XA v F T R/\U 5 DIRGE

JOIR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Switches/SASEXP1
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LARVR
{

"@odata.id": "/redfish/vl/Fabrics/SASFabric/Switches/SASEXP1",

"@odata.type": "#Switch.vl 3 0.Switch",

"@odata.context": "/redfish/vl/$metadata#Switch.Switch",

"Description": "Switch Information",

"Idr: "SASEXP1",

"Name": "SASEXP1",

"SwitchType": "SAS",

"Manufacturer": "Microsemi",

"Model": "Microsemi",

"PowerState": "On",

"Oem" : {

"Cisco": {

"SasAddress": "55897BD75945EA00",
"EnclosureLogicalId": "55897BD75945E000",
"ActiveFirmwareRevision": "04.08.01 BO82",
"BackupFirmwareRevision": "04.08.01 BO83",
"ExecutingFirmwarePartition": ",
"MixedSpeedModeEnabled": true

> DIREE

DOITRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones

LARVR
{
"Q@odata.id": "/redfish/vl/Fabrics/SASFabric/Zones",
"Qodata.type": "#ZoneCollection.ZoneCollection",
"@odata.context": "/redfish/vl/$metadata#ZoneCollection.ZoneCollection",
"Description": "Collection of Zones",
"Name": "Zone Collection",
"Members": [{
"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Zones/Server1SBMezzl1"
oo Ao
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Zones/Server1SBMezz2"
oo Ao
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Zones/Server2SBMezzl1"
oo Ao
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Zones/Server2SBMezz2"
oo Ao

"Q@odata.id": "/redfish/vl/Fabrics/SASFabric/Zones/Unassigned"

b A
"Qodata.id":
"/redfish/vl/Fabrics/SASFabric/Zones/ChassisWideHotspare"
1y

"Members@odata.count": 6
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GET 3> FO—SORIE: $ATOIY KA v rAIZT~TEUZ LT3 ]

GETO > FO—SDEE: IRXTOHOIY R4 > FAIC
IRTEIVREMT S

DOIRX bk

curl -k -u admin:password https://10.10.10.10.10/redfish/v1/Fabrics/SASFabric/
Zones/ServerlSBMezzl

LRAKRVRA

{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Zones/ServerlSBMezzl1",
"@odata.type": "#Zone.vl 5 0.Zone",
"@Qodata.context": "/redfish/vl/$metadata#Zone.Zone",
"Description": "Zone Description",
"Links": {

"Endpoints": [{
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/Serverl1SBMezz1"
oo Ao

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/4"
oo Ao

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/5"
oo Ao

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/6"
oo Ao

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/7"
oo Ao

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/8"
oo Ao

"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/9"
oo Ao

"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/10"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/11"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/12"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/13"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/14"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/15"
boo A

"Qodata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/16"
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oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/17"
oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/18"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/19"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/20"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/21"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/22"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/23"
oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/24"
oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/25"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/26"
oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/27"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/28"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/44"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/45"
oo A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/46"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/47"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/48"
oo A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/49"
}]
}I
"Idn: "ServerlSBMezzl1l",
"Name": "ServerlSBMezzl",
"ZoneType": "ZoneOfEndpoints",
"Status": {
"State": "Enabled",
"Health": "OK"
}I

"Actions": {
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AddEndpoint /£ %7 > T3> kO—5 2 vk—% > kK54 JzEmT 5 [

"#Zone.AddEndpoint": {

"target":
"/redfish/vl/Fabrics/SASFabric/Zones/ServerlSBMezzl/Actions/Zone.AddEndpoint",
"EndPoint@Redfish.AllowableValues": ["Valid URI of the

Endpoint ID"]
}I

"#Zone.RemoveEndpoint": {

"target":
"/redfish/vl1/Fabrics/SASFabric/Zones/ServerlSBMezzl/Actions/Zone.RemoveEndpoint",
"EndPoint@Redfish.AllowableValues": ["Valid URI of the

Endpoint ID"]

}

AddEndpoint 2{EZ#{T>oTCa>v rO—F aVER—R>2 b
IZKFS A4 T%EmMT 5

JO9 TRk

Scurl -k
http://10.10.10.10/redfish/vl/Fabrics/SASFabric/Zones/ServerlSBMezzl/Actions/Zone.AddEndpoint-

'"{"EndPoint": [{"Qodata.id":"/redfish/vl/Fabrics/SASFabric/Endpoints/11"},
{"@odata.id":"/redfish/vl/Fabrics/SASFabric/Endpoints/12"}]}"' -XPOST

LRKRUR

POSTHMEIZ LD, =T — A vt —UNFRINDZ L BHHT L — =T FT A TH
HO U ToHNET,

Mg HIAVR—Ry MIEBMSNT- 54 T MRS
H=HIZCGET a2 bO—35 Z##REET 5

JO9 TRk

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/ServerlSBMezzl

LARUR

{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Zones/Server1SBMezz1l",
"@odata.type": "#Zone.vl 5 _0.Zone",
"Qodata.context": "/redfish/vl/$Smetadata#Zone.Zone",
"Description": "Zone Description",
"Links": {

"EndPoints": [{
"Qodata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/Serverl1SBMezz1"
oo A
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. LDAP 21— —THER S 1= Admin #[E % 5/ L T AddEndpoint £/ 24T, 3> bO—SI2KS4 J%EMT S

"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/1"
oo A
"Qodata.id": "/redfish/v1l/Fabrics/SASFabric/Endpoints/2"
oo A
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/8"
}]
}I
"Idn: "ServerlSBMezzl1l",
"Name": "ServerlSBMezzl",
"ZoneType": "ZoneOfEndpoints",
"Status": {
"State": "Enabled",
"Health": "OK"
}I
"Actions": {
"#Zone.AddEndpoint": {
"target":

"/redfish/vl/Fabrics/SASFabric/Zones/Serverl1SBMezzl/Actions
/Zone.AddEndpoint",
"EndPoint@Redfish.AllowableValues": ["Valid URI of the
Endpoint ID"]
}I
"#Zone.RemoveEndpoint": {
"target":
"/redfish/vl/Fabrics/SASFabric/Zones/Server1SBMezzl/Actions
/Zone.RemoveEndpoint",
"EndPoint@Redfish.AllowableValues": ["Valid URI of the

Endpoint ID"]

}

LDAP 1 —H—TH SN - Admin tEB#FER L T
AddEndpointiE{EZ4TLN, OV FA—FIT RS A T ZEM

ERS

) ITR K
POST B EA#EH LT, FIA 7% Y —rDFDaryite—I5 U NIEVYTS

Scurl -k -u LDAPUser:Password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/
ServerlSBMezzl/Actions/Zone.AddEndpoint -d '{"EndPoint":[{"Qodata.id":"/redfish/v1/Fabrics/
SASFabric/Endpoints/11"}' -XPOST

LRAKRUR
POSTHAEIZ LD, =T — A vt —UNFRINDZ L BHHET LI — =T FT A T)R
HO U THNET,
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TACACS 11—+ —THER S 1z Admin ¥R Z A L T AddEndpoint B{EZ{TLN, 22 FO—F aAVR—FRU MRS A T£EEBMT S .

TACACS 1 —H—THB /- Admin 1ERZFERAL T
AddEndpoint i % 4T\, O bA—F aVKR—R2 k
[CRSA4 T#EMT S

POSTH#AEREA LT, R4 TH YV — DO FDarha—5 U MNIEYYTS

$curl -k -u TACACSUser:Password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/

ServerlSBMezzl/Actions/Zone.AddEndpoint -d '{"EndPoint":[{"Qodata.id":"/redfish/v1/Fabrics/
SASFabric/Endpoints/11"}' -XPOST
LRKRVRA

POSTHMEIZ LV, =T — X vt —UnFRINDHZ L, BE#ET L — =T RT A4 TR
FoYTHNET,
RemoveEndpointiZ{E%To-Carv rO—7 aVvikR—3%>
cS K54 J#HEIBRT 5

JOITR b+
Scurl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/
ServerlSBMezzl/Actions/Zone.RemoveEndpoint -d

'{"EndPoint": [{"Qodata.id":"/redfish/v1l/Fabrics/
SASFabric/Endpoints/11"}' -XPOST
LRKRVRA

RIATNETT— A=V LTHIBRESNLET,

AddEndpoint 2N L= 54 T%EML.
ChassisWideHotspare & L T K54 J%ERT 5

JOITRX b+
Scurl -k -u admin:password https://10.10.10.10/redfish/vl1/Fabrics/SASFabric/Zones/

ChassisWideHotspare/Actions/Zone.AddEndpoint -d
'{"EndPoint": [{"Qodata.id":"/redfish/v1l/Fabrics/

SASFabric/Endpoints/11"}' -XPOST
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B RemoveEndpoint i45 % 7+ L T ChassisWideHotspare & L THIY 4T >t RS A T&EIBT

LRARUR
POST#EIZF T L, RIA T 1E=F— A v —T72 L TChy hAXT & LTERESNET,

RemoveEndpoint #4E % 47 L T ChassisWideHotspare & L T
HYHBTohlizb54 TZEIBRT S

DOITR bk

Scurl -k -u admin:password https://10.10.10.10/redfish/vl1/Fabrics/SASFabric/Zones/
ChassisWideHotspare/Actions/Zone.RemoveEndpoint -d '{"EndPoint":[{"@odata.id":"/redfish/v1/
Fabrics/SASFabric/Endpoints/11"}' -XPOST

LRAKRUR
RIAT7EF T — A vE—VR LTHIBRESNE T,

J—2UTOREY Z T URI OREE

DOITRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/Unassigned

LRKRUR
Y= R=FETORFNVYTO R T A TOHEMPERINET,
"@odata.id": "/redfish/vl/Fabrics/SASFabric/Zones/Unassigned",
"@odata.type": "#Zone.vl 5 0.Zone",
"Qodata.context": "/redfish/vl/$metadata#Zone.Zone",
"Description": "Zone Description",
"Links": {
"Endpoints": [{
"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/3"
b A
"Q@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/7"
b A
"Q@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/9"
b A
"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/10"
b A

"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/11"
b A

"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/12"
b A

"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/13"
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SASFabric 7 v R—# > kT KRS > FURI TS [

b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/21"
b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/28"
b A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/30"
b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/32"
b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/34"
b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/41"
b A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/42"
b A
"@odata.id":
"/redfish/vl1/Fabrics/SASFabric/Endpoints/44"
b A
"@odata.id":
"/redfish/vl/Fabrics/SASFabric/Endpoints/56"
}]
}I

"Idn: "Unassigned",
"Name": "Unassigned",
"ZoneType": "ZoneOfEndpoints",
"Status": {
"State": "Enabled",
"Health": "OK"

SASFabrica > hR—% > FTIT Y FRA4 > FURIZHREET

%

JO9 TRk

curl -k -u admin:password https://10.10.10.10/redfish/vl/Fabrics/SASFabric/Endpoints/

LARUR

{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints",
"Qodata.type": "#EndpointCollection.EndpointCollection",

"Qodata.context":
"/redfish/vl/$metadata#EndpointCollection.EndpointCollection",

"Description": "Collection of Endpoint",
"Name": "Endpoint Collection",
"Members": [{

"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Endpoints/Serverl1SBMezz1"

oo Ao
"@odata.id":
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B sasrabric o oR—r s b TI U RS D URIEREES B

"/redfish/vl/Fabrics/SASFabric/Endpoints/Serverl1SBMezz2"
e A

"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/1"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/2"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/3"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/4"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/5"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/6"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/7"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/8"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/9"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/10"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/11"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/12"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/13"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/14"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/15"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/16"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/17"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/18"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/19"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/20"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/21"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/22"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/23"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/24"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/25"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/26"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/27"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/28"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/29"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/30"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/31"
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"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/32"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/33"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/34"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/35"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/36"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/37"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/38"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/39"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/40"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/41"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/42"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/43"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/44"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/45"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/46"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/47"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/48"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/49"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/50"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/51"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/52"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/53"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/54"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/55"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/56"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/57"
o "@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/60"
1y

"Members@odata.count": 60
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Oy bO—So SASFabric VA R—3 2 FTI Y RiRA
> ~ URlI Z{&5E9 5

JOITR b+
curl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Endpoints
/ServerlSBMezzl
LARUR
{
"Qodata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints/ServerlSBMezz1",
"@odata.type": "#Endpoint.vl 1 0.Endpoint",
"@Qodata.context": "/redfish/vl/$metadata#Endpoint.Endpoint",
"Description": "Endpoint Description",
"Id": "ServerlSBMezzl1l",
"Name": "ServerlSBMezzl",
"ConnectedEntities": [{
"EntityType": "StoragelInitiator",
"EntityRole": "Initiator",
"Identifiers": [{
"DurableNameFormat": "NAA",
"DurableName": "55897bd75945fb00"
}]
11,
"EndpointProtocol": "SAS",
"EndpointType": "EndpointOfEndpoints",
"Status": {
"State": "Enabled",
"Health": "OK"

KSA4J1~60DT> FRA > FURIAEYGZT—2 %
JRA T BRI LEZRIT S

DOITR bk

curl -k -u admin:password https://10.10.10.10/redfish/vl/Fabrics/SASFabric/Endpoints
/ (Drives 1 to 60)

LRARUR
{
"@odata.id": "/redfish/vl/Fabrics/SASFabric/Endpoints//1",
"@odata.type": "#Endpoint.vl 1 0.Endpoint",
"Qodata.context": "/redfish/vl/$metadata#Endpoint.Endpoint",
"Description": "Endpoint Description",
"IdT: "L,
"Name": "1",
"ConnectedEntities": [{

"EntityType": "Drive",
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"EntityRole": "Target",
"Identifiers": [{
"DurableNameFormat": "NAA",
"DurableName": "5000c50062767fal"
}]
11y
"EndpointProtocol": "SAS",
"EndpointType": "EndpointOfEndpoints",
"Status": {
"State": "Enabled",
"Health": "OK™"
}I
"Links": {
"Ports": [{
"@odata.id":

"/redfish/vl/Fabrics/SASFabric/Switches/SASEXP1/Ports/1"

H
}

HBAROCK o> trA—S MDY FA—F aVR—3 2k
SRS A4 TZEMNT S

JO9 TRk

Scurl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/
ServerlSBMezzl/Actions/Zone.AddEndpoint -d '{"EndPoint":[{"Qodata.id":"/redfish/v1/Fabrics/
SASFabric/Endpoints/XX"}' -XPOST

LRKRUR

POSTHMEIZ LD, =T — A vt —UNFRINDZ LR BHHT L — =T F T A7)
HOEToHNET,

HBA ROCK 3 > + O— S T RemoveEndpoint i £/E%1T> T
OV hA—=5M6 K54 TZEIRT S
DY IR K

Scurl -k -u admin:password https://10.10.10.10/redfish/v1/Fabrics/SASFabric/Zones/
ServerlSBMezzl/Actions/Zone.RemoveEndpoint -d

'{"EndPoint":[{"Qodata.id":"/redfish/v1l/Fabrics/
SASFabric/Endpoints/xx"}' —-XPOST
LARUR

RIATNETT— Ay —UR L CHIBREILET,
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KS4 JmemiE. mAD/ X IZAddEndpointiE{EE1T S
CETHRETY

JOITRX b+
ZDAPLIE, HBA 2> b —F BNV — N~ I8 IN TV DI ERIZOLEHTT,

1. DLUFOURNIZEEIL, FZ A 77 [Unassigned (REIYEHT) REETHD Z L 2R L E
R

curl -k -u admin:password
https://10.10.10.10/redfish/v1l/Fabrics/SASFabric/Zones/Unassigned

2. [Unassigned (REIYHT) J]OURIOFIZY A RINTND RT7A 7 2BIRLET,
3. POSTHMEZMHEHA LT, RIA T &Y — D F0arybo—F U MIEIDYTET,

$curl -k -u admin:password https://10.10.10.10/redfish/v1l/Fabrics/SASFabric/Zones/
ServerlSBMezzl/Actions/Zone.AddEndpoint -d

'{"EndPoint": [{"Qodata.id":"/redfish/v1l/Fabrics/

SASFabric/Endpoints/xx"}' -XPOST
LRAKRURA
POSTH#AETIZZED RTA4 7%, =T — X vb—UNRWEET 50— —(ZH ) Y4 THMNE
B FET,

1Ny FIREDRELE

JOITX b+

curl -k -u admin:password https://10.10.10.10/redfish/v1l/Fabrics/SASFabric/Switches
/SASEXP1 - d '{"MixedSpeedModeEnabled":"Enabled"}' -XPATCH

LARVR

PATCH HHENRRETH L, B— ROLEENRFERINET,
{

"Q@odata.id": "/redfish/vl/Fabrics/SASFabric/Switches/SASEXP1",
"@odata.type": "#Switch.vl 3 0.Switch",
"@odata.context": "/redfish/vl/$metadata#Switch.Switch",
"Description": "Switch Information",
"Ports": {
"@odata.id": "/redfish/vl/Fabrics/SASFabric/Switches/SASEXP1/Ports"
}l
"Ign: "SASEXP1",
"Name": "SASEXP1",
"SwitchType"™:  "SAS",
"Manufacturer": "Microsemi",
"Model": "Microsemi",
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"PowerState": "On",
"Oem" : {
"Cisco": {

"SasAddress": "55897BD75945EA00",
"EnclosureLogicalId": "55897BD75945E000",
"ConnectionMgetStatus": "Unreachable",
"ActiveFirmwareRevision": "04.08.01 BO82",
"BackupFirmwareRevision": "04.08.01 BO83",
"ExecutingFirmwarePartition": "n,
"MixedSpeedModeEnabled": "Enabled"

LDAP H—/\DEEHH D ENiF

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/

LARUR
{
"Qodata.id": "/redfish/v1/AccountService",
"Qodata.context": "/redfish/vl/$Smetadata#AccountService",
"@odata.type": "#AccountService.vl 5 0.AccountService",
"Accounts": {
"@odata.id": "/redfish/vl/AccountService/Accounts"
bo
"Roles": {
"@odata.id": "/redfish/vl/AccountService/Roles"
bo
"PrivilegeMap": {
"@odata.id": "/redfish/vl/AccountService/PrivilegeMap"

}y

"AccountLockoutThreshold": O,
"Id": "AccountService",
"LDAP": {

"LDAPService": {

"SearchSettings": {
"BaseDistinguishedNames": [],
"UsernameAttribute": "CiscoAvPair",
"GroupsAttribute": "memberOf"

}

}l
"Authentication": ({
"AuthenticationType": "UsernameAndPassword"
}I
"RemoteRoleMapping": [({
"LocalRole": "readonly",
"RemoteGroup": "ldap-test"

H,

"ServiceAddresses": [],
"AccountProviderType": "LDAPService",
"ServiceEnabled": true

}l

"AccountLockoutDuration": 0,

"Name": "Account Service",
"MaxPasswordLength": 20,
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"LocalAccountAuth": "Fallback",
"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": 0,
"AccountLockoutCounterResetEnabled": true,
"Oem": {
"Cisco": {
"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": 0,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0

}
}
}I

"AccountLockoutCounterResetAfter":
"ServiceEnabled":
"Description":

}

LDAP H—/\DIP 7 FL R ER— FEFD

OI
true,
"Account Service"

=L =
774

X

JY IRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/ -XPATCH -d
|

"LDAP" :{

"ServiceAddresses":["ldap://10.1.1.1:389","1dap://10.1.1.1:389"]

}

}l

LARUR

{

"Qodata.id": "/redfish/v1/AccountService",

"Qodata.context":
"@odata.type":

"/redfish/vl/$metadata#AccountService",
"#AccountService.vl_ 5 0.AccountService",

"Accounts": {
"@odata.id": "/redfish/vl/AccountService/Accounts"
b
"Roles": {
"Qodata.id": "/redfish/vl/AccountService/Roles"
b
"PrivilegeMap": {
"@odata.id": "/redfish/vl/AccountService/PrivilegeMap"
b
"AccountLockoutThreshold": O,
"Id": "AccountService",
"LDAP": {
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": [],
"UsernameAttribute": "CiscoAvPair",
"GroupsAttribute": "memberOf"
}
bo
"Authentication": {
"AuthenticationType": "UsernameAndPassword"

b
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"RemoteRoleMapping": [{
"LocalRole": "readonly",
"RemoteGroup": "ldap-test"

1
"ServiceAddresses": ["ldap://10.2.37.79:389", "ldap://10.2.37.77:389"],
"AccountProviderType": "LDAPService",
"ServiceEnabled": true

}7

"AccountLockoutDuration": 0,
"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",

"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": 0,
"AccountLockoutCounterResetEnabled": true,
"Oem": {
"Cisco": {
"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": O,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0
}
}
} 4
"AccountLockoutCounterResetAfter": 0,
"ServiceEnabled": true,
"Description": "Account Service"

LDAP /XS5 A —3 DEE

DOITR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1l/
AccountService/ -XPATCH -d

L}

{

"LDAP": {
"ServiceEnabled":true,
"ServiceAddresses":["ldap://10.1.1.1:389","1dap://10.1.1.1:389"],
"LDAPService": {
"SearchSettings": {
"GroupsAttribute": "memberGroup",
"UsernameAttribute":"CiscoUsername",
"BaseDistinguishedNames": ["test"]
}!
"Oem" : {
"Cisco" : {
"LDAPGroupAuthorizationEnabled" : true
}
}

}l
"RemoteRoleMapping" : [

{
"LocalRole" : "admin",
"RemoteGroup" : "groupl",
"Oem" : {
"Cisco" : {
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"LDAPRemoteGroupDomain":"test.com"

}
}
1
}
}
LRKRUR
{
"Qodata.id": "/redfish/v1/AccountService",
"Qodata.context": "/redfish/vl/$metadata#AccountService",
"@odata.type": "#AccountService.vl 5 0.AccountService",
"Accounts": {
"@odata.id": "/redfish/vl/AccountService/Accounts"
}I
"Roles": {
"@odata.id": "/redfish/vl/AccountService/Roles"
}I
"PrivilegeMap": {
"@odata.id": "/redfish/vl/AccountService/PrivilegeMap"

}I

"AccountLockoutThreshold": O,

"Id": "AccountService",

"LDAP": {

"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": ["testDN"],

"UsernameAttribute": "CiscoUsername",
"GroupsAttribute": "memberGroup"
)!
"Oem" : {
"Cisco" : {
"LDAPGroupAuthorizationEnabled" : true
}
}
}l
"Authentication": {
"AuthenticationType": "UsernameAndPassword"
}l
"RemoteRoleMapping": [{
"LocalRole": "admin",
"RemoteGroup": "groupl",
"Oem" : {
"Cisco" : {

"LDAPRemoteGroupDomain":"test.com"

—

4

"ServiceAddresses": ["ldap://10.10.10.10", "ldap://10.10.10..10"],
"AccountProviderType": "LDAPService",

"ServiceEnabled": false

}!

"AccountLockoutDuration": 0,
"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",

"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": O,
"AccountLockoutCounterResetEnabled": true,
"Oem": {

"Cisco": {
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"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": 0,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0
}
}
}I
"AccountLockoutCounterResetAfter": O,
"ServiceEnabled": true,
"Description": "Account Service"

}

U T7ILA—/N—LANR!) —RHADCOMAK— FDERE :
CiscoUCSS 1) —X

GET
BR

curl -k -u admin:passwored
https://10.10.10.10/redfish/v1/Managers/BMC2/SerialIlnterfaces/TTYO

)

(GE)  CiscoUCSS vV —XF 27V ) — REROGE, V7T A NE 2RIFETTLHLERDY E
9 1[ENEBMCL 1. & 95 1[EEBMC2 HIT9,

"InterfaceEnabled": true,

"BitRate": "115200",

"Oem": {

"Cisco": { "SerialOverLanComPort": "coml",

"SerialOverLanSSHPort": 2400

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/BMCl/Seriallnterfaces/TTY0 -XPATCH -
d '{"InterfaceEnabled": true, "BitRate": "115200", "Oem": {"Cisco":
{"SerialOverLanSSHPort": 2400, "SerialOverLanComPort

": "comO"} }1}!

&

{

"@odata.id": "/redfish/vl/Managers/BMCl/SerialInterfaces/TTYO",
"@odata.type": "#Seriallnterface.vl 1 3.Seriallnterface",
"@odata.context": "/redfish/vl/S$metadata#SeriallInterface.SeriallInterface",
"Description": "Management for Serial Interface",
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"SignalType": "Rs232",

"Id": "TTYO",

"InterfaceEnabled": true,

"Name": "Manager Serial Interface 1",
"PinOut": "Cisco",

"BitRate": "115200",

"DataBits": "8",

"FlowControl": "None",

"StopBits": "1",

"ConnectorType": "DBY9 Female",
"Parity": "None",

"Description": "Management for Serial Interface",
"Oem": {

"Cisco": {

"SerialOverLanComPort": "comO",
"SerialOverLanSSHPort": 2400

}

}

}

RS LUVESIEX—nDERTE : CiscoUCSS 1) —X H—

I\N—

GET
BR

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/BMC1/NetworkProtocol

)

GE)  CiscoUCSS VU —XF a7 ) — NEERR DA

9, 1[EIEBMCI H, & 9 1[HIEBMC2 H T,

V722 M 2T 00ENH Y £

{
"Qodata.id": "/redfish/vl/Managers/BMCl/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",

"@odata.context":

"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",

"Id": "ManagerNetworkProtocol",

"Name": "Manager Network Protocol",

"SSH": {

"ProtocolEnabled": true,

"Port": 22

}l

"Description": "Manager Network Service",
"VirtualMedia": {

"ProtocolEnabled": true,

"Port": 2068
}l

"HostName": "C220-WZP26330KVU",
"HTTP": {

"ProtocolEnabled": false,
"Port": 80

}l
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"KVMIP": {

"ProtocolEnabled": true,

"Port": 2068

}I

"DHCP": {

"ProtocolEnabled": false,

"Port": null

}I

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443,

"Certificates": {

"Qodata.id": "/redfish/vl/Managers/BMCl/NetworkProtocol/HTTPS/Certificates™
}

}I

"NTP": {

"ProtocolEnabled": false,

"Port": 123,

"NTPServers": []

}I

"DHCPvo6": {

"ProtocolEnabled": true,

"Port": null

}I

"Oem" : {

"Cisco": {

"KVMConfiguration": {

"LocalServerVideo": "Enabled",

"MaxConcurrentSessions": 4

}I

"KVMVendor": {

"Vendor": "Cisco"

}I

"SSHTimeout": 1800,

"IPMIOverLan": {

"ChannelSecurityKey": "0000000000000000000000000000000000000000™,
"PrivilegeLevelLimit": "admin"

}

}

}I

"IPMI": {

"ProtocolEnabled": false,

"Port": 623

}I

"SNMP": {

"ProtocolEnabled": false,

"EnableSNMPv2c": false,

"EnableSNMPv3": false,

"CommunityStrings": [{

"AccessMode": null,
"CommunityString":
11y
"HideCommunityStrings": false,
"Port": 161,
"EnableSNMPv1": false
}I

wn

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/BMCl/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvM"

}
}
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SET

E:P

curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/BMC1l/NetworkProtocol
-XPATCH -

d '"{"IPMI": {"ProtocolEnabled": false}, "Oem": {"Cisco": {"IPMIOverLan":
{"ChannelSecurityKey": "055DDDE537EF5F50C659

3B199BBB4D3429102222", "PrivilegelevelLimit": "read-only"™ } } } }!

\}

GE)  CiscoUCSS v U —X F a7 )b ) — OGS, V7T A N& 2 [BETTH0ERHY £
o 1EIEZBMCL A, & 9 1[RHZBMC2 HITY,

{
"Qodata.id": "/redfish/vl/Managers/BMCl/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",

"@odata.context":
"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",

"Id": "ManagerNetworkProtocol",

"Name": "Manager Network Protocol",

"SSH": {

"ProtocolEnabled": true,

"Port": 22

}I

"Description": "Manager Network Service",
"VirtualMedia": {

"ProtocolEnabled": true,

"Port": 2068
}I

"HostName": "C220-WZP26330KVU",
"HTTP": {

"ProtocolEnabled": false,
"Port": 80

}I

"KVMIP": {
"ProtocolEnabled": true,

"Port": 2068

}I

"DHCP": {

"ProtocolEnabled": false,
"Port": null

}I

"HTTPS": {
"ProtocolEnabled": true,
"Port": 443,

"Certificates": {

"Qodata.id": "/redfish/vl/Managers/BMCl/NetworkProtocol/HTTPS/Certificates™
}

}I

"NTP": {

"ProtocolEnabled": false,
"Port": 123,

"NTPServers": []

}I

"DHCPvo6": {
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"ProtocolEnabled": true,
"Port": null

}I

"Oem" : {

"Cisco": {
"KVMConfiguration": {
"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4
}I

"KVMVendor": {

"Vendor": "Cisco"

}I

"SSHTimeout": 2500,
"IPMIOverLan": {
"ChannelSecurityKey": "055DDDES37EF5F50C6593B199BBB4D3429102222",
"PrivilegeLevellLimit": "read.only"
}

}

}I

"IPMI": {

"ProtocolEnabled": false,
"Port": 623

}I

"SNMP": {

"ProtocolEnabled": false,
"EnableSNMPv2c": false,
"EnableSNMPv3": false,
"CommunityStrings": [{
"AccessMode": null,
"CommunityString": "

11y

"HideCommunityStrings": false,
"Port": 161,

"EnableSNMPv1": false

}I

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/BMCl/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvM"

))—R42THR—r N3 S > —X H—/3—0 Cisco IMC REST APl D41 .



Y1)—R 2 THHE— FENB S ¥ 1U—X H—s3—0 Cisco IMC RESTAPI 1 |
B Erssvmets—0mE  CiscoUlss o —X H—/i—

. )1)—R42THR—rEIh3BS 2 —X H4—/3—0 Cisco IMC REST APl D4l



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



