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curl -v -k https://10.10.10.10/redfish/v1/SessionService/Sessions -XPOST -d '{
"UserName" : "admin",
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"Password":"password"

}l

HTTP/1.1 201

Server: webserver

Date: Sun, 31 May 2020 16:29:03 GMT
Content-Type: application/Jjson

Content-Length: 212

Connection: keep-alive

Location: /redfish/vl/SessionService/Sessions/1
X-Auth-Token: bl4b5dbe5fbb3bbl4e5bbee54df51b84
Cache-Control: no-cache

OData-Version: 4.0

~ ANANANANANNNANNANN

"Qodata.id": "/redfish/vl/SessionService/Sessions/1",
nIgr: viv,

"Name": "User Session #1",

"Description": "Redfish session for user admin",
"UserName": "admin",

"@odata.type": "#Session.vl 1 1.Session"

+ v < 3 > Cookie D{EF
v g Cookie ZEH LY 7 A b ¢

curl -k https://10.10.10.10/redfish/vl/SessionService/Sessions/1 -H
"X-Auth-Token:b14b5dbe5fbb3bbl4ebbbee54df51b84™"

{
"Qodata.id": "/redfish/vl/SessionService/Sessions/1",
"@odata.type": "#Session.vl 1 1.Session",
"Qodata.context": "/redfish/vl/$Smetadata#Session.Session",
"Oem" : {
"Cisco": {
"SessionType": "redfish",
"RemoteIP": "10.10.10.11"
}
bo
"Id": "l",
"Description": "redfish session for user admin",
"Name": "User Session #1",
"UserName": "admin"

CiscoIMC 1—H— v < 3 > OEF

FTRTOT7HITF4T Y avOBRBYY IR R

curl -k -u admin:password https://10.10.10.10/redfish/v1l/SessionService/Sessions

=S

{
"Qodata.id": "/redfish/vl/SessionService/Sessions",
"Qodata.context": "/redfish/vl/Smetadata#SessionService/Sessions",
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"@odata.type": "#SessionCollection.SessionCollection",
"Description": "Collection of Sessions",
"Name": "Session Collection",
"Members": [{
"Qodata.id": "/redfish/vl/SessionService/Sessions/1"
11,
"Members@odata.count": 1

BEDLYa vOFMERFIISIVIIRAL

curl -k -u admin:password https://10.10.10.10/redfish/v1l/SessionService/Sessions/1

{
"Q@odata.id": "/redfish/vl/SessionService/Sessions/1",
"Q@odata.context": "/redfish/vl/$metadata#SessionService/Sessions/Members/S$Sentity",
"@odata.type": "#Session.vl 1 1.Session",
"Oem": {
"Cisco": {
"SessionType": "webgui",
"RemoteIP": "10.65.50.218"
}
}l
"IdU: U1,
"Description": "webgui session for user admin",
"Name": "User Session #1",
"UserName": "admin"

H—N\OERFEHRE AR FOEBERIREBORF

DM AT B Y 7T A b

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/WZP21330G5B

LRARVRA
{

"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity",
"@odata.type": "#ComputerSystem.vl 7 0.ComputerSystem",
"Processors": {

"Q@odata.id": "/redfish/vl/Systems/WZP21330G5B/Processors"”

}I

"SimpleStorage": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/SimpleStorage"
}I

"Storage": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Storage"

}I

"Memory": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory"

}I

"MemoryDomains": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/MemoryDomains™
}I

"NetworkInterfaces": ({

"@Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/NetworkInterfaces"
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}I

"Bios": {

"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/Bios"

}I

"SecureBoot": {

"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/SecureBoot"

}I

"EthernetInterfaces": {

"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces"
}I
"LogServices": {
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/LogServices"
}I
"Links": {
"Chassis": [{
"Qodata.id": "/redfish/v1/Chassis/1"
1
"CooledBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Thermal"
1
"ManagedBy": [{
"Qodata.id": "/redfish/vl/Managers/CIMC"
1
"PoweredBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Power"
H
}I
"SerialNumber": "WzZP21330G5B",
"Boot": {
"BootSourceOverrideTarget": "None",
"BootSourceOverrideTarget@Redfish.AllowableValues": ["None", "Pxe",
"Floppy", "Cd", "Hdd", "BiosSetup", "Diags"],
"BootSourceOverrideEnabled@Redfish.AllowableValues": ["Once", "Continuous",
"Disabled"],
"BootSourceOverrideEnabled": "Disabled"

}I
"Id": "WzZP21330G5B",

"AssetTag": "Test assetTagRedfish",
"PowerState": "On",
"SystemType": "Physical",
"ProcessorSummary": {
"Model": "Intel (R) Xeon(R) Silver 4114 CPU @ 2.20GHz",
"Count": 2
}!
"HostName": "test-hostname-kr-webcimc",
"MemorySummary": {
"TotalSystemMemoryGiB": 64,
"Status": {
"HealthRollup": "OK",
"Health": "OK"
}
}!
"PCIeDevices@odata.count": 6,
"PCIeFunctions@odata.count": 6,
"Description": "PatchName",
"UUID": "1C61lEBC6-8E10-4A9B-90CE-A4C03913EA56",
"Status": {
"State": "Enabled",
"Health": "OK"
}!
"PCIeDevices": [{
"Qodata.id": "/redfish/v1/Systems/WZP21330G5B/PCIleDevices/1"
oo A
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/PCIeDevices/2"
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oo A

"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIleDevices/FRONT-NVME-2"
b A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIleDevices/MLOM"
b A
"Qodata.id": "/redfish/vl1/Systems/WZP21330G5B/PCIeDevices/MRAID"
b A
"Qodata.id": "/redfish/v1/Systems/WZP21330G5B/PCIleDevices/L"
11y
"Name": "UCS C220 M5L",
"HostWatchdogTimer": {
"Status": {
"State": "Enabled"
}I
"WarningAction": "None",
"FunctionEnabled": true,
"TimeoutAction": "ResetSystem"
}I
"PCIeFunctions": [{
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/1"
b A
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/2"
b A
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/FRONT-NVME-2"
b A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIleFunctions/MLOM"
b A
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/MRAID"
b A
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/L"
11y
"Oem": {
"Cisco": {
"PostCompletionStatus": true,

"SystemEffectiveMemory": 64,
"SystemEffectiveSpeed": 2400
}
}I
"TrustedModules": [{
"InterfaceType": "TPM2 0",
"InterfaceTypeSelection": "BiosSetting",
"FirmwareVersion": "2.0",
"Status": {
"Health": "OK"
}
11y
"PowerRestorePolicy": "LastState",
"Manufacturer": "Cisco Systems Inc",
"IndicatorLED": "Off",
"Model": "UCSC-C220-M5L",
"BiosVersion": "C220M5.4.1.1.61.0504202214",
"Actions": {
"#ComputerSystem.Reset": {
"target": "/redfish/vl1/Systems/WZP21330G5B/Actions/ComputerSystem.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "GracefulShutdown",
"GracefulRestart", "ForceRestart", "Nmi", "PowerCycle"]
}
}
}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/Oem/
CiscoUCSExtensions.BmcFwActivate -XPOST -d ‘{}’

LARDR
A LTZG 6 VAR AIFR ST A, KL E, =7 — Ay - URRRaSnE
R

Y—/\DOEREEDFHDIG

JO TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/Power

LRARUR
{
"Qodata.id": "/redfish/vl1/Chassis/1/Power",
"Qodata.context": "/redfish/vl/S$metadata#Chassis/Members/$entity/Power",
"@odata.type": "#Power.vl 5 1.Power",
"PowerControl": [{
"PhysicalContext": "PowerSupply",
"PowerMetrics": {
"MinConsumedWatts": 223,
"AverageConsumedWatts": 289,

"MaxConsumedWatts": 302
}!

"MemberId": "1",
"PowerLimit": {
"LimitException": "NoAction"
}!
"PowerConsumedWatts": 270,
"Qodata.id": "/redfish/vl/Chassis/1l/Power#/PowerControl/1"
11,
"Voltages": [{
"PhysicalContext": "PowerSupply",
"SensorNumber": 45,
"MemberId": "1",
"@odata.id": "/redfish/vl/Chassis/1l/Power#/Voltages/PSUl_VOUT",
"Status": {
"State": "Enabled",
"Health": "OK"

}!

"UpperThresholdCritical": 14,
"Name": "PSUl_VOUT",
"ReadingVolts": 12.2
e A

"PhysicalContext": "PowerSupply",
"SensorNumber": 51,

. )1)—R42THR—rEIhBC ) —X H—/3—0 Cisco IMC REST APl D4l




| Vu—=R42TH9R—F&Eh3C 2 —X H—/5—0 Cisco IMC REST APl D4l

s—noErEEoxmons [

"MemberId": "2",

"@odata.id": "/redfish/vl/Chassis/1l/Power#/Voltages/PSU2 VOUT",
"Status": {

"State": "Enabled",

"Health": "OK"

}I

"UpperThresholdCritical": 14,
"Name": "PSU2_ VOUT",
"ReadingVolts": 12.2

e A

"@odata.id": "/redfish/vl/Chassis/1/Power#/Voltages/P12V",

"Status": {

"State": "Enabled",

"Health": "OK"

}I

"SensorNumber": 213,

"Name": "P12V",
"PhysicalContext": "PowerSupply",
"MemberId": "3",

"ReadingVolts": 11.89,
"UpperThresholdCritical": 13.166,
"LowerThresholdCritical": 10.788
b A

"@odata.id": "/redfish/vl/Chassis/1/Power#/Voltages/P3V_BAT SCALED",

"Status": {

"State": "Enabled",

"Health": "OK"

}I

"SensorNumber": 209,

"Name": "P3V_BAT SCALED",
"PhysicalContext": "PowerSupply",
"MemberId": "4",

"ReadingVolts": 3.026,
"UpperThresholdCritical": 3.588,
"LowerThresholdCritical": 2.543
1y

"Id": "Power",

"PowerSupplies": [{
"SerialNumber": "LIT21302259",
"InputRanges": [{

"InputType": "AC",
"OutputWattage": 1050,
"MaximumFrequencyHz": 63,
"MaximumVoltage": 264,
"MinimumVoltage": 90,
"MinimumFrequencyHz": 47
1,

"FirmwareVersion": "10062016",

"@Qodata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/PSUl",

"PowerOutputWatts": 116,
"LineInputVoltage": 233,

"Name": "PSU1l",

"Status": {

"State": "Enabled"

)!

"PowerInputWatts": 139,
"Manufacturer": "Cisco Systems Inc",
"LastPowerOutputWatts": 116,
"MemberId": "1",

"PartNumber": "341-0638-02",
"PowerSupplyType": "AC",
"Model": "PS-2112-9S-LF",
"SparePartNumber": "341-0638-02"
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"SerialNumber": "LIT213347UK",
"InputRanges": [{
"InputType": "AC",
"OutputWattage": 1050,
"MaximumFrequencyHz": 63,
"MaximumVoltage": 264,
"MinimumVoltage": 90,
"MinimumFrequencyHz": 47
y
"FirmwareVersion": "10062016",
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/PSU2",
"PowerOutputWatts": 134,
"LineInputVoltage": 234,
"Name": "PSU2",
"Status": {
"State": "Enabled"
)!
"PowerInputWatts": 150,
"Manufacturer": "Cisco Systems Inc",
"LastPowerOutputWatts": 134,
"MemberId": "2",
"PartNumber": "341-0638-02",
"PowerSupplyType": "AC",
"Model": "PS-2112-9S-LF",
"SparePartNumber": "341-0638-02"
)]l
"Name": "Power",
"Description": "Power"

}

SNMP 5% D EF D E S

JO9ITR

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/NetworkProtocol

LARUR

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@Qodata.context": "/redfish/vl/$metadata#Managers/Members/S$entity
/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl 4 1.ManagerNetworkProtocol",
"KVMIP": {

"ProtocolEnabled": true,
"Port": 2068
by

"SNMP": {

"ProtocolEnabled": true,
"Port": 161

) 4

"Id": "ManagerNetworkProtocol",
"Oem": {

"Cisco": {

"KVMConfiguration": {
"VideoEncryption": "Enabled",
"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4
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}
}
}I

"NTP": {

"ProtocolEnabled": true,

"Port": 123,

"NTPServers": ["ab", "GH", "fgf", "viv"]
}I

"Name": "Manager Network Protocol",
"DHCPv6": {

"ProtocolEnabled": false,

"Port": null

}I

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443,

"Certificates": {

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS

/Certificates/1"

}

}I

"HostName": "test-hostname-kr-webcimc",
"DHCP": {

"ProtocolEnabled": false,

"Port": null

}I

"SSH": |
"ProtocolEnabled": true,
"Port": 22

}I

"IPMI": {
"ProtocolEnabled": true,
"Port": 623

}I

"HTTP": {
"ProtocolEnabled": true,
"Port": 80

}I

"VirtualMedia": {

"ProtocolEnabled": true,
"Port": 2068
}I

"Description": "Manager Network Service"
P

Y—NEROBEA

DO IR b

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/WZP21330G5B/Actions
/ComputerSystem.Reset -XPOST -d '{"ResetType":"PowerCycle"}'

LRKRUR

R LT, VAR ZAFIRRSNEE A, KRLTEGE., =7 — A vt —UNERINE
R
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curl -k -u admin:password https://10.10.10.10/redfish/v1/EventService/Subscriptions
=

{
"Qodata.id": "/redfish/vl/EventService/Subscriptions",
"Qodata.type": "#EventDestinationCollection.EventDestinationCollection",
"@odata.context":
"/redfish/vl/Smetadata#EventDestinationCollection.EventDestinationCollection",

"Description": "List of Event subscriptions",
"Name": "Event Subscriptions Collection",
"Members": [{
"Qodata.id": "/redfish/vl/EventService/Subscriptions/SNMP 1"
oo A
"@Qodata.id": "/redfish/vl/EventService/Subscriptions/SNMP 2"
oo A
"Qodata.id": "/redfish/vl/EventService/Subscriptions/SNMP_ 3"
11,
"Members@odata.count": 3

BRI ENTI-SNMP +5 v TEIMGT 2-HODY I TR F

curl -k -u admin:password https://10.10.10.10/redfish/v1/EventService/Subscriptions/SNMP 1

{

"@odata.id": "/redfish/vl/EventService/Subscriptions/SNMP_ 1",
"@odata.type": "#EventDestination.vl 7 0.EventDestination",
"Qodata.context": "/redfish/vl/$metadata#EventDestination.EventDestination",
"Description": "Event Subscription Details",

"Destination": "snmp://admin@l10.0.0.0:162",

"Protocol": "SNMPv3",

"SubscriptionType": "SNMPTrap",

"Context": null,

nIgn: "SNMP_ 1",

"Name": "EventSubscription SNMP_1",

BIOS F—7 VDS

JO9TR

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/WZP21330G5B/Bios

LRAKRUR

{

"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/Bios",

"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity/Bios",
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"@odata.type": "#Bios.vl 0 4.Bios",
"Id": "BiosToken",
"AttributeRegistry": "CiscoBiosAttributeRegistry.vl 0 0",
"Attributes": {

"ProcessorCMCI": "Enabled",
"IMCInterleave": "l-way Interleave",
"OSBootWatchdogTimerTimeout": "10 minutes",
"MemorySizeLimit": "00000",

"pSATA": "LSI SW RAID",
"NUMAOptimize": "Enabled",
"cdnEnable": "Enabled",
"UsbPortFront": "Enabled",
"PartialMirrorValue2": "0000",
"PcieSlotMLOMLinkSpeed": "Auto",
"CPUPerformance": "Custom",
"PCIeRASSupport": "Enabled",
"UsbPortRear": "Enabled",
"IntelHyperThread": "Enabled",
"SataModeSelect": "AHCI",
"PcieSlotlLinkSpeed": "Auto",
"SelectMemoryRAS": "ADDDC Sparing",
"CoherencySupport": "Disabled",
"CoreMultiProcessing": "All",
"PartialMirrorModeConfig": "Disabled",
"FRB_2": "Enabled",

"FlowCtrl": "None",
"PcieSlotN1lOptionROM": "Enabled",
"PwrPerfTuning": "OS",

"VMDEnable": "Disabled",
"PatrolScrub": "Enabled",
"BootPerformanceMode": "Max Performance",
"WorkLdConfig": "Balanced",
"PcieSlotlOptionROM": "Enabled",
"DculpPrefetch": "Enabled",
"PsdCoordType": "HW ALL",
"ProcessorC6Report": "Disabled",
"IPV4APXE": "Enabled",
"PcieSlot2LinkSpeed": "Auto",
"NetworkStack": "Enabled",
"PartialMirrorValue4": "0000",
"PcieSlotMRAIDLinkSpeed": "Auto",
"PartialMirrorValuel": "0000",
"PcieSlotN20ptionROM": "Enabled",
"ATS": "Enabled",
"OSBootWatchdogTimerPolicy": "Reset",
"PartialMirrorPercent": "00.00",
"UsbPortSdCard": "Enabled",
"UsbPortInt": "Enabled",
"DCPMMFirmwareDowngrade": "Disabled",
"UsbPortKVM": "Enabled",
"KTIPrefetch": "Enabled",
"BmeDmaMitigation": "Disabled",
"PcieSlot20ptionROM": "Enabled",
"IntelTurboBoostTech": "Enabled",
"EPPProfile": "Balanced Performance",
"AutoCCState": "Disabled",
"EnergyEfficientTurbo": "Disabled",
"ProcessorClE": "Disabled",

"SNC": "Enabled",
"AdjacentCachelLinePrefetch": "Enabled",
"CpuHWPM": "HWPM Native Mode",
"BaudRate": "19.2k",
"MemoryMappedIOAbove4GB": "Enabled",
"CpuEngPerfBias": "Balanced Performance",
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"Enabled",

"LomOpromControlPortO": "Enabled",
"IPV6PXE": "Disabled",

"LLCPrefetch":

"Disabled",

"CiscoAdaptiveMemTraining": "Disabled",
"PackageCstateLimit": "CO Cl State",
"PcieSlotMLOMOptionROM": "Enabled",
"LomOpromControlPortl": "Enabled",
"XPTPrefetch":

"Disabled",

"DcuStreamerPrefetch": "Disabled",
"IntelVT": "Enabled",
"PartialMirrorValue3": "0000",
"TXTSupport": "Disabled",
"TerminalType": "VT100",
"ConsoleRedir": "COM 0",
"CiscoDebuglLevel": "Maximum",
"PcieSlotFrontNvmelLinkSpeed": "Auto",
"ExecuteDisable": "Enabled",
"CiscoOpromLaunchOptimization": "Enabled",
"IntelVTD": "Enabled",
"AllLomPortControl": "Enabled",
"PcieS1otMRAIDOptionROM": "Enabled",
"IntelSpeedSelect": "Base",
"VgaPriority": "Onboard",
"UsbLegacySupport": "Enabled",
"PowerOnPassword": "Disabled",
"SelectPprType": "Hard PPR",
"PcieSlotFrontNvme2LinkSpeed": "Auto",
"LocalX2Apic": "Disabled",
"HardwarePrefetch": "Enabled",
"OSBootWatchdogTimer": "Enabled",
"EnhancedIntelSpeedStep": "Enabled"

}I
"Name": "BiosToken",
"Description": "BIOS Configuration Current Settings",
"Actions": {

"#Bios.ResetBios": {

"target": "/redfish/v1/Systems/WZP21330G5B/Bios/Actions/

Bios.ResetBios"
}
}
}

— 1) 249 E— K@ [Select Memory RAS ] BIOS ~—
d) JL

X

J /N
\"
lal;

JY IRk
curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>/
Bios -XPATCH -d '{"SelectMemoryRAS":"Mirror Mode 1LM"}'
LARUR
{
"Id": "BiosToken",
"AttributeRegistry": "CiscoBiosAttributeRegistry.vl 0 0",
"Attributes": {
"ProcessorCMCI": "Enabled",
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"IMCInterleave": "l-way Interleave",
"OSBootWatchdogTimerTimeout": "10 minutes",
"MemorySizeLimit": "00000",

"pSATA": "LSI SW RAID",
"NUMAOptimize": "Enabled",
"cdnEnable": "Enabled",
"UsbPortFront": "Enabled",
"PartialMirrorValue2": "0000",
"PcieSlotMLOMLinkSpeed": "Auto",
"CPUPerformance": "Custom",
"PCIeRASSupport": "Enabled",
"UsbPortRear": "Enabled",
"IntelHyperThread": "Enabled",
"SataModeSelect": "AHCI",
"PcieSlotlLinkSpeed": "Auto",
"SelectMemoryRAS": " Mirror Mode 11IM ",
"CoherencySupport": "Disabled",
"CoreMultiProcessing": "All",
"PartialMirrorModeConfig": "Disabled",
"FRB_2": "Enabled",

"FlowCtrl": "None",
"PcieSlotN1OptionROM": "Enabled",
"PwrPerfTuning": "OS",

"VMDEnable": "Disabled",
"PatrolScrub": "Enabled",
"BootPerformanceMode": "Max Performance",
"WorkLdConfig": "Balanced",
"PcieSlotlOptionROM": "Enabled",
"DculpPrefetch": "Enabled",
"PsdCoordType": "HW ALL",
"ProcessorC6Report": "Disabled",
"IPV4PXE": "Enabled",
"PcieSlot2LinkSpeed": "Auto",
"NetworkStack": "Enabled",
"PartialMirrorValued": "0000",
"PcieSlotMRAIDLinkSpeed": "Auto",
"PartialMirrorValuel": "0000",
"PcieSlotN20ptionROM": "Enabled",
"ATS": "Enabled",
"OSBootWatchdogTimerPolicy": "Reset",
"PartialMirrorPercent": "00.00",
"UsbPortSdCard": "Enabled",
"UsbPortInt": "Enabled",
"DCPMMFirmwareDowngrade": "Disabled",
"UsbPortKVM": "Enabled",
"KTIPrefetch": "Enabled",
"BmeDmaMitigation": "Disabled",
"PcieSlot20ptionROM": "Enabled",
"IntelTurboBoostTech": "Enabled",
"EPPProfile": "Balanced Performance",
"AutoCCState": "Disabled",
"EnergyEfficientTurbo": "Disabled",
"ProcessorClE": "Disabled",

"SNC": "Enabled",
"AdjacentCacheLinePrefetch": "Enabled",
"CpuHWPM": "HWPM Native Mode",
"BaudRate": "19.2k",
"MemoryMappedIOAbove4GB": "Enabled",
"CpuEngPerfBias": "Balanced Performance",
"TPMControl": "Enabled",
"LomOpromControlPort0O": "Enabled",
"IPV6PXE": "Disabled",

"LLCPrefetch": "Disabled",
"CiscoAdaptiveMemTraining": "Disabled",
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"PackageCstateLimit":
"PcieSlotMLOMOptionROM" :
"LomOpromControlPortl":
"XPTPrefetch": "Disabled",
"DcuStreamerPrefetch":
"IntelVT": "Enabled",
"PartialMirrorValue3": "0000",
"TXTSupport": "Disabled",
"TerminalType": "VT100",
"ConsoleRedir": "COM 0",
"CiscoDebugLevel”: "Maximum",
"PcieSlotFrontNvmelLinkSpeed":
"ExecuteDisable": "Enabled",
"CiscoOpromLaunchOptimization":
"IntelVTD": "Enabled",
"AllLomPortControl": "Enabled",
"PcieS1otMRAIDOptionROM" :
"IntelSpeedSelect": "Base",
"VgaPriority": "Onboard",
"UsbLegacySupport": "Enabled",
"PowerOnPassword": "Disabled",
"SelectPprType": "Hard PPR",
"PcieSlotFrontNvme2LinkSpeed":
"LocalX2Apic": "Disabled",
"HardwarePrefetch": "Enabled",
"OSBootWatchdogTimer":
"EnhancedIntelSpeedStep":

}I

"Name": "BiosToken",

"Description":

"Actions": {
"#Bios.ResetBios": {
"target":
}

}

}

BIOS k—V > DT 7+ )L MiE

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Registries/

"CO Cl1 State",
"Enabled",
"Enabled",

"Disabled",

"Auto",

"Enabled",

"Enabled",

"Auto",

"Enabled",
"Enabled"

"BIOS Configuration Current Settings",

"/redfish/v1/Systems/WZP21330G5B/Bios/Actions/Bios.ResetBios"

/,

D EF

CiscoBiosAttributeRegistry.vl 0 0/BiosAttributeRegistry.json

LRAKRUR

T 7 v MEZE&Te 9T BIOS
BERLET,

{
"SupportedSystems": [
{
"FirmwareVersion":
"ProductName":
"SystemId":

] 4
nIgnr.
"OwningEntity":

"BiosAttributeRegistry"

r—2 2 ®

"4.1(1fs4)",
"Ucs €220 M5L",
"WzZP21330G5B"

’

"Cisco Systems Inc.",
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"Name": "BIOS Attribute Registry",
"@odata.context":
"/redfish/vl/$metadata#Registries/Members/$entity/BiosAttributeRegistry",

"@odata.type": "#AttributeRegistry.vl 2 1.AttributeRegistry",
"RegistryPrefix": "CiscoBiosAttributeRegistry.vl 0 0",
"@odata.id":
"/redfish/vl/Registries/CiscoBiosAttributeRegistry.vl 0 O/BiosAttributeRegistry",
"RegistryEntries": {
"Attributes": [ {

"DefaultValue": "Enabled",
"WriteOnly": false,
"ResetRequired": true,
"Hidden": false,
"DisplayName": "Intel Virtualization Technology",
"IsSystemUniqueProperty": true,
"AttributeName": "IntelVT",
"Immutable": false,
"Value": [
{
"ValueName": "Enabled",
"ValueDisplayName": "Enabled"

"ValueName": "Disabled",
"ValueDisplayName": "Disabled"

1,
"ReadOnly": false,
"MinLength": 1,
"MaxLength": 64,
"Type": "String"

by

{
"DefaultValue": "Auto",
"WriteOnly": false,
"ResetRequired": true,
"Hidden": false,

"DisplayName": "IMC Interleaving",
"IsSystemUniqueProperty": true,
"AttributeName": "IMCInterleave",
"Immutable": false,
"Value": [
{
"ValueName": "Auto",
"ValueDisplayName": "Auto"
by
{
"ValueName": "l-way Interleave",
"ValueDisplayName": "l-way Interleave"
by
{
"ValueName": "2-way Interleave",
"ValueDisplayName": "2-way Interleave"

}
1,
"ReadOnly": false,
"MinLength": 1,
"MaxLength": 64,
"Type": "String"
by
<SNIP>
]
}I
"RegistryVersion": "1.0.0",
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"Language": "en"

Platform-Default Z{EFR L =BIOS /NS A —A2 DT T #JL k

[E~DERTE

JO TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/< SerialNumber>/
Bios -XPATCH -d '{"SelectMemoryRAS":"default"}'

LRAKRUR
{

"Id": "BiosToken",

"AttributeRegistry": "CiscoBiosAttributeRegistry.vl 0 0",

"Attributes": {
"ProcessorCMCI": "Enabled",
"IMCInterleave": "l-way Interleave",

"OSBootWatchdogTimerTimeout": "10 minutes",

"MemorySizeLimit": "00000",
"pSATA": "LSI SW RAID",
"NUMAOptimize": "Enabled",
"cdnEnable": "Enabled",
"UsbPortFront": "Enabled",
"PartialMirrorValue2": "0000",
"PcieSlotMLOMLinkSpeed": "Auto",
"CPUPerformance": "Custom",
"PCIeRASSupport": "Enabled",
"UsbPortRear": "Enabled",
"IntelHyperThread": "Enabled",
"SataModeSelect": "AHCI",
"PcieSlotlLinkSpeed": "Auto",
"SelectMemoryRAS": "Mirror Mode 1LM",
"CoherencySupport": "Disabled",
"CoreMultiProcessing": "All",
"PartialMirrorModeConfig": "Disabled",
"FRB_2": "Enabled",

"FlowCtrl": "None",
"PcieSlotN1lOptionROM": "Enabled",
"PwrPerfTuning": "OS",
"VMDEnable": "Disabled",
"PatrolScrub": "Enabled",

"BootPerformanceMode": "Max Performance",

"WorkLdConfig": "Balanced",
"PcieSlotlOptionROM": "Enabled",
"DculpPrefetch": "Enabled",
"PsdCoordType": "HW ALL",
"ProcessorC6Report": "Disabled",
"IPV4APXE": "Enabled",
"PcieSlot2LinkSpeed": "Auto",
"NetworkStack": "Enabled",
"PartialMirrorValue4": "0000",
"PcieSlotMRAIDLinkSpeed": "Auto",
"PartialMirrorValuel": "0000",
"PcieSlotN20ptionROM": "Enabled",
"ATS": "Enabled",
"OSBootWatchdogTimerPolicy": "Reset",
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"PartialMirrorPercent": "00.00",

"UsbPortSdCard": "Enabled",
"UsbPortInt": "Enabled",

"DCPMMFirmwareDowngrade": "Disabled",

"UsbPortKVvM": "Enabled",
"KTIPrefetch": "Enabled",

"BmeDmaMitigation": "Disabled",
"PcieSlot20ptionROM": "Enabled",
"IntelTurboBoostTech": "Enabled",
"EPPProfile": "Balanced Performance",

"AutoCCState": "Disabled",

"EnergyEfficientTurbo": "Disabled",

"ProcessorClE": "Disabled",
"SNC": "Enabled",

"AdjacentCachelLinePrefetch": "Enabled",

"CpuHWPM": "HWPM Native Mode",
"BaudRate": "19.2k",

"MemoryMappedIOAbove4GB": "Enabled",
"CpuEngPerfBias": "Balanced Performance",

"TPMControl": "Enabled",

"LomOpromControlPortO": "Enabled",

"IPV6PXE": "Disabled",
"LLCPrefetch": "Disabled",

"CiscoAdaptiveMemTraining": "Disabled",
"PackageCstateLimit": "CO Cl State",
"PcieSlotMLOMOptionROM": "Enabled",
"LomOpromControlPortl": "Enabled",

"XPTPrefetch": "Disabled",

"DcuStreamerPrefetch": "Disabled",

"IntelVT": "Enabled",
"PartialMirrorValue3": "0000",
"TXTSupport": "Disabled",
"TerminalType": "VT100",
"ConsoleRedir": "COM 0",
"CiscoDebuglLevel": "Maximum",
"PcieSlotFrontNvmelLinkSpeed":
"ExecuteDisable": "Enabled",

"CiscoOpromLaunchOptimization"

"IntelVTD": "Enabled",

"Auto",

: "Enabled",

"AllLomPortControl": "Enabled",
"PcieS1lotMRAIDOptionROM": "Enabled",

"IntelSpeedSelect": "Base",
"VgaPriority": "Onboard",
"UsbLegacySupport": "Enabled",
"PowerOnPassword": "Disabled",
"SelectPprType": "Hard PPR",
"PcieSlotFrontNvme2LinkSpeed":
"LocalX2Apic": "Disabled",
"HardwarePrefetch": "Enabled",

"Auto",

"OSBootWatchdogTimer": "Enabled",
"EnhancedIntelSpeedStep": "Enabled"

’

"Name": "BiosToken",

"Description":

"Actions": {

"#Bios.ResetBios": {

"BIOS Configuration Current Settings",

"target": "/redfish/v1/Systems/WZP21330G5B/Bios/Actions
/Bios.ResetBios"

}
}
}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
Actions/Oem/CiscoUCSExtensions.ExportBmcConfig -XPOST -d '{
"Protocol":"TFTP",

"RemoteHostname":"10.10.10.10",

"RemotePath":"Config.xml",

"Passphrase":"Cisco"

o
H&

IS NINERR B A DIEREI 2 A 7~V 7 SnET,
{

"Messages": [],

"Id": "55",

"Name": "Export CIMC Configuration",
"StartTime": "05/28/2020 15:24:52 IST",
"TaskState": "Running",

"Qodata.id": "/redfish/v1l/TaskService/Tasks/55",
"@odata.type": "#Task.vl 4 0.Task"

IHAR—MEHARIDAT—RRAEHRTH5HD IR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/55

&%
{
"Qodata.id": "/redfish/v1l/TaskService/Tasks/55",
"@odata.context": "/redfish/vl/$metadata#TaskService/Tasks/Members/Sentity",
"@odata.type": "#Task.vl 4 0.Task",
"Id": "55", -
"Name": "Export CIMC Configuration",

"StartTime": "05/28/2020 15:24:52 IST",
"EndTime": "05/28/2020 15:25:03 IST",
"PercentComplete": 100,

"TaskState": "Completed",
"TaskStatus": "OK",
"Messages": [{
"MessageId": "Base.l.4.Success",
"Message": "Successfully Completed Request"
Hy
"TaskMonitor": "/redfish/v1l/TaskService/Oem/TaskMonitor/55"

TFTP Z{# A L 1= Cisco IMC ¥ T—2 DA > 7Rk— bk

TFTP Z{EA L= CIMC #pD4A >7/R— FDY U T X k

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/
CIMC/Actions/Oem/CiscoUCSExtensions. ImportBmcConfig -XPOST -d '{
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"Protocol":"TFTP",
"RemoteHostname":"10.10.10.10",
"RemotePath":"Config.xml",

"Passphrase":"Cisco"

}
&

{

"Messages": [1],

"Id": "57",

"Name": "Import CIMC Configuration",
"StartTime": "05/28/2020 15:35:26 IST",
"TaskState": "Running",

"Qodata.id": "/redfish/vl1/TaskService/Tasks/57",
"@odata.type": "#Task.vl 4 0.Task"

AVR—FMERZRIDAT—RREHERTH-ONDI I IR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/57

&
{
"@odata.id": "/redfish/vl/TaskService/Tasks/57",
"@Qodata.context": "/redfish/vl/S$metadata#TaskService/Tasks/Members/$entity",
"@odata.type": "#Task.vl_ 4 0.Task",
"IdT: 57",
"Name": "Import CIMC Configuration",

"StartTime": "05/28/2020 15:35:26 IST",
"PercentComplete": 6,

"TaskState": "Running",
"Messages": [],
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/57"

TFTIP #{EA L= CiscoIMC T ZhHIL HR—k T—2 D
I RHR—F

TFIP ZFEALCMC T Z ALY R—F T—E2DTHVRAKR—FDY I TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/
CIMC/Actions/Oem/CiscoUCSExtensions.BmcTechSupportExport -XPOST -d '{
"Protocol":"TFTP",

"RemoteHostname":"10.10.10.10",

"RemotePath":"TechSupport.tar.gz"

&%

{

"Messages": [],

"Id": "59",

"Name": "Technical Support Collection",
"StartTime": "05/28/2020 15:47:59 IST",
"TaskState": "Running",

"Qodata.id": "/redfish/v1/TaskService/Tasks/59",
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"@odata.type": "#Task.vl 4 0.Task"
}

IHRAR—FTFIZALYR—FEBRIDAT—EREHERTH)HIIR K

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/59

&
{
"Qodata.id": "/redfish/vl/TaskService/Tasks/59",
"Qodata.context": "/redfish/vl/$metadata#TaskService/Tasks/Members/$entity",
"@odata.type": "#Task.vl_4 0.Task",
"1dr: 59,
"Name": "Technical Support Collection",
"StartTime": "05/28/2020 15:47:59 IST",
"PercentComplete": 3,
"TaskState": "Running",
"Messages": [],
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/59"

CPU & /& ID DEFHIDERIF

H—nN—LtNDELBCPUZERET BV IR

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/ WZP21330G5B/Processors

{
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/Processors",
"Qodata.context": "/redfish/vl/$metadata#Systems/Members/$entity/Processors",
"@odata.type": "#ProcessorCollection.ProcessorCollection",
"Description": "Collection of Processors for this system",
"Name": "Processors Collection",
"Members": [{
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Processors/CPU2"
oo A
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Processors/CPUL"
11
"Members@odata.count": 2

&L CPUDEMZIMBISIUI IR

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/WZP21330G5B/Processors/CPU1

=
{
"@odata.id": "/redfish/vl/Systems/WZP21330G5B/Processors/CPUL",
"@Qodata.context": "/redfish/vl/S$metadata#Systems/Members/S$entity/Processors/
Members/Sentity",
"@odata.type": "#Processor.vl_5 0.Processor",
"InstructionSet": "x86-64",
"TotalThreads": 10,
"ProcessorArchitecture": "x86",
"Status": {
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"State": "Enabled",
"Health": "OK"

}I

"ProcessorType": "CPU",
"Name": "CPU1",
"ProcessorId": {

"Step": "4",
"VendorId": "Intel (R) Corporation",
"EffectiveModel": "85",
"EffectiveFamily": "6"
}I

"TotalEnabledCores": 10,
"TotalCores": 10,

"Id":. "1i",

"Description": "Intel (R) Xeon(R) Silver 4114 2.20 GHz 85W 10C 13.75MB Cache
DDR4 2400MHz 768GB",

"Manufacturer": "Intel(R) Corporation",

"MaxSpeedMHz": 4000,

"Model": "Intel (R) Xeon(R) Silver 4114 CPU @ 2.20GHz",

"Socket": "CPUL"

IMM/A €Y 2=y FE& ID OFEHOERSF

FTRTOAEY) 2=y FERBFTHVIIR b

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>/Memory/

{
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/Sentity/Memory",
"Qodata.type": "#MemoryCollection.MemoryCollection",
"Description": "Collection of Memory resource instances for this system",
"Name": "Memory Collection",
"Members": [{
"@odata.id": "/redfish/vl/Systems/WzZP21330G5B/Memory/DIMM Al"
oo A
"@odata.id": "/redfish/v1/Systems/WzZP21330G5B/Memory/DIMM H1"
b A
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory/DIMM G1"
oo A
"@odata.id": "/redfish/v1/Systems/WzZP21330G5B/Memory/DIMM B1"

1
"Members@odata.count": 4

}

BEDAE!Y 1=y FOFEMERIFISIVIIRA

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>/
Memory/DIMM G1

{

"@odata.id": "/redfish/vl/Systems/WZP21330G5B/Memory/DIMM G1",

"@odata.context": "/redfish/vl/S$metadata#Systems/Members/$Sentity/Memory/Members/$Sentity",
"@odata.type": "#Memory.vl 7 0.Memory",
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"Description": "Computer Memory",
"Links": {
"Chassis": {
"@odata.id": "/redfish/vl/Chassis/1"
}
}I
"SerialNumber": "3612D2AF",
"MemoryType": "DRAM",
"MemoryDeviceType": "DDR4",
"Id": "1i3",
"DeviceLocator": "DIMM G1",
"SecurityCapabilities": {
"PassphraseCapable": false

}I
"DataWidthBits": 64,

"Status": {

"State": "Enabled",

"Health": "OK"

}I

"Name": "DIMM Gl",
"OperatingMemoryModes": ["Volatile"],
"MemoryMedia": ["DRAM"],
"PartNumber": "M393A2G40EB2-CTD ",
"Manufacturer": "OxCEOQOOQO",

"OperatingSpeedMhz": 2666,
"CapacityMiB": 16384,
"MemoryLocation": {
"Channel": 0,
"Slot": O,
"Socket": 1
}
}

PCl 7 5 72 & & ID OFMDEG
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>

&
{
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity",
"@odata.type": "#ComputerSystem.vl 7 0.ComputerSystem",
"Processors": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Processors"
by
"SimpleStorage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/SimpleStorage"
by
"Storage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Storage"
by
"Memory": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory"
by
"MemoryDomains": {
"@odata.id": "/redfish/vl1/Systems/WZP21330G5B/MemoryDomains"

b

"NetworkInterfaces": {
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"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/NetworkInterfaces"
}I

"Bios": {

"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/Bios"

}I

"SecureBoot": {

"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/SecureBoot"

}I

"EthernetInterfaces": {

"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces"
}I
"LogServices": {
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/LogServices"
}I
"Links": {
"Chassis": [{
"Qodata.id": "/redfish/v1/Chassis/1"
1
"CooledBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Thermal"
1
"ManagedBy": [{
"Qodata.id": "/redfish/vl/Managers/CIMC"
1
"PoweredBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Power"
H
}I
"SerialNumber": "WzP21330G5B",
"Boot": {
"BootSourceOverrideTarget": "None",
"BootSourceOverrideTarget@Redfish.AllowableValues": ["None", "Pxe",
"Floppy", "Cd", "Hdd", "BiosSetup", "Diags"],
"BootSourceOverrideEnabled@Redfish.AllowableValues": ["Once", "Continuous",
"Disabled"],
"BootSourceOverrideEnabled": "Disabled"

}I
"Id": "WzP21330G5B",

"AssetTag": "Test assetTagRedfish",
"PowerState": "On",
"SystemType": "Physical",
"ProcessorSummary": {

"Model": "Intel (R) Xeon(R) Silver 4114 CPU @ 2.20GHz",
"Count": 2
}I
"HostName": "test-hostname-kr-webcimc",
"MemorySummary": {
"TotalSystemMemoryGiB": 64,

"Status": {

"HealthRollup": "OK",

"Health": "OK"

}
}I
"PCIeDevices@odata.count": 6,
"PCIeFunctions@odata.count": 6,
"Description": "PatchName",
"UUID": "1C61EBC6-8E10-4A9B-90CE-A4C03913EA56",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"PCIeDevices": [{

"@Qodata.id": "/redfish/v1/Systems/WZP21330G5B/PCIeDevices/1"
| R
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"@odata.id":
b A
"Qodata.
| |
"Qodata.
| |
"Qodata.
|
"@odata.id":
.,

"Name" :

id":

id":

id":

1) —R 82 THHR— k&3 C 1 —X H—/5—0 Cisco IMC REST API %1 |

"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/2"
"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/FRONT-NVME-2"
"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/MLOM"
"/redfish/v1l/Systems/WZP21330G5B/PCIeDevices/MRAID"

"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/L"

"UCs C220 M5L",

"HostWatchdogTimer": {

"Status": |
"State":
}I

"WarningAction":
"FunctionEnabled":
"TimeoutAction":

}I

"Enabled"

"None",
true,
"ResetSystem"

"PCIeFunctions": [{

"@Qodata.id": "/redfish/v1/Systems/WZP21330G5B/PCIeFunctions/1"
booA

"@odata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/2"

|

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/PCIeFunctions/FRONT-NVME-2"
| R

"@Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/MLOM"
| R

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/PCIeFunctions/MRAID"
boA

"@odata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/L"
1,
"Oem" : {

"Cisco": {

"PostCompletionStatus": true,

"SystemEffectiveMemory": 64,

"SystemEffectiveSpeed": 2400

}
}7
"TrustedModules": [{

"InterfaceType": "TPM2 0",

"InterfaceTypeSelection": "BiosSetting",

"FirmwareVersion": "2.0",

"Status": {

"Health": "OK"

}
o

"PowerRestorePolicy":

"LastState",

"Manufacturer": "Cisco Systems Inc",
"IndicatorLED": "Off",

"Model": "UCSC-C220-M5L",

"BiosVersion": "C220M5.4.1.1.61.0504202214",
"Actions": {

"#ComputerSystem.Reset": {

"target":

"/redfish/vl1/Systems/WZP21330G5B/Actions/

ComputerSystem.Reset",

"ResetType@Redfish.AllowableValues":
"GracefulShutdown",

}
}
}

["On", "ForceOff",

"GracefulRestart", "ForceRestart", "Nmi", "PowerCycle"]
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>/

PCIeFunctions/MLOM
e=s
{
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/MLOM",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/$entity/PCIeFunctions/
Members/S$entity",
"@odata.type": "#PCIeFunction.vl 2 1.PCIeFunction",
"Links": {
"PCIeDevice": {
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIeDevices/MLOM"
}l
"EthernetInterfaces@odata.count": O,
"StorageControllers@odata.count": O,
"Drives@odata.count": O,
"NetworkDeviceFunctions": [{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/MLOM/

NetworkDeviceFunctions/eth0O"
oo Ao
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/MLOM/
NetworkDeviceFunctions/ethl"
oo Ao
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/MLOM/
NetworkDeviceFunctions/fc0"
oo Ao
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/MLOM/
NetworkDeviceFunctions/fcl"
1
"NetworkDeviceFunctions@odata.count": 4
}l
"VendorId": "O0x1137",

"Description": "This gives information of PCIeFunctions on the system",
"DeviceId": "0x0042",

"Id": "MLOM",

"SubsystemId": "0x0218",

"Name": "Cisco UCS VIC 1457 MLOM",

"SubsystemVendorId": "0x1137"

CiscolMC 77— LDz 7DT7vIT—F
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curl -k -u admin:password https://10.10.10.10/redfish/v1/UpdateService/
Actions/UpdateService.SimpleUpdate -XPOST -d '{

"Targets":["/redfish/vl/UpdateService/FirmwareInventory/CIMC"],
"TransferProtocol":"SCP",
"ImageURI":"10.10.10.10:/path/to/bin/file.bin",

"Username" :"username",

"Password":"password"

} Al
&
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"Messages": [],

"Id": "53",

"Name": "BMC Firmware Update",

"StartTime": "05/28/2020 14:29:39 IST",
"TaskState": "Running",

"Q@odata.id": "/redfish/vl/TaskService/Tasks/53",
"@odata.type": "#Task.vl 4 0.Task"

T77—LIzTDT7YvITT— MRREHERT H5-HOD) I TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/53

=S
{
"Qodata.id": "/redfish/vl/TaskService/Tasks/53",
"Qodata.context": "/redfish/vl/S$metadata#TaskService/Tasks/Members/$entity",
"@odata.type": "#Task.vl_ 4 0.Task",
"Ign: "53",
"Name": "BMC Firmware Update",

"StartTime": "05/28/2020 14:29:39 IST",
"PercentComplete": 5,

"TaskState": "Running",
"Messages": [],
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/53"

BIOS 77— LT 7DEH
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curl -k -u admin:password https://10.10.10.10/redfish/v1/UpdateService/
Actions/UpdateService.SimpleUpdate -XPOST -d '{

"Targets":["/redfish/vl/UpdateService/FirmwareInventory/BIOS"],
"TransferProtocol":"SCP",
"ImageURI":"10.10.10.10:/path/to/Bios/file/bios.cap",
"Username" : "username",

"Password":"password"

s
{
"Messages": [],
"Id": "54",
"Name": "BIOS Firmware Update",
"StartTime": "05/28/2020 14:39:14 IST",
"TaskState": "Running",
"@odata.id": "/redfish/vl/TaskService/Tasks/54",
"@odata.type": "#Task.vl 4 0.Task"

77 —L0ITORHFRREHREST H=HDIV I IR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/54

&
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"Q@odata.id": "/redfish/vl/TaskService/Tasks/54",

"Qodata.context": "/redfish/vl/$metadata#TaskService/Tasks/Members/$entity",
"@odata.type": "#Task.vl 4 0.Task",

"Id": "54",

"Name": "BIOS Firmware Update",

"StartTime": "05/28/2020 14:39:14 1IST",

"PercentComplete": 29,

"TaskState": "Running",
"Messages": [],
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/54"

VIC7Z T3 INSA—FDERTE
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curl -k -u admin:Password https://10.10.10.10/redfish/v1/Chassis/1
/NetworkAdapters/UCSC-PCIE-C250-04 FCH233770L7
S
{

"Id": "UCSC-PCIE-C250-04 FCH233770L7",

"Name": "UCS VIC 1455",

"Manufacturer": "Cisco Systems Inc",

"SerialNumber": "FCH233770L7",

"Model": "UCSC-PCIE-C250Q0-04",

"PartNumber": "73-18418-06",

"Actions": {

"#NetworkAdapter.ResetSettingsToDefault": {
"target": "/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q-04 FCH233770L7/Actions/NetworkAdapter.ResetSettingsToDefault"
}
}l
"Controllers": [{
"FirmwarePackageVersion": "5.1(2.30)",
"Links": {
"NetworkPorts": [{
"Qodata.id": "/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-1"
b A
"Qodata.id": "/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-2"
b A
"Qodata.id": "/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-3"
b A
"Qodata.id": "/redfish/v1/Chassis/1/
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NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkPorts/Port-4"
11y
"NetworkPorts@odata.count": 4,
"NetworkDeviceFunctions": [{
"Qodata.id": "/redfish/vl1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/eth0"
b A
"Qodata.id": "/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/ethl"
b A
"Qodata.id": "/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fc0"
b A
"Qodata.id": "/redfish/vl1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fcl"
11y
"NetworkDeviceFunctions@odata.count": 4
}I

"ControllerCapabilities": {

"NetworkPortCount": 4,
"NetworkDeviceFunctionCount": 4
} 4
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "SlotID:1"
}
}
11y
"Oem" : {
"Cisco": {
"@odata.type": "#CiscoUCSExtensions.vl 0 0.CiscoUCSExtensions",
"BaseMac": "5C:71:0D:04:44:B4",
"VicConfiguration": {
"LldpEnabled": true,
"NivEnabled": false,
"FipEnabled": true,
"PhysicalNicModeEnabled": false,
"AzureQosEnabled": false,
"PortChannelEnabled": true,
"ConfigurationPending": false
}
}
} 4
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7",
"@odata.type": "#NetworkAdapter.vl 2 0.NetworkAdapter",
"@odata.context": "/redfish/vl/$metadata#NetworkAdapter.NetworkAdapter",
"NetworkDeviceFunctions": {
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions"
}I
"NetworkPorts": ({
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts"
}I
"Assembly": {
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/
UCSC—PCIE—C25Q—O4_FCH23377OL7/Assembly"
}
}
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curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration":{"LldpEnabled":false}}}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration":{"FipEnabled":false}}}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration":{"PortChannelEnabled":false}}}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration":{"NivEnabled":true}}}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration": {"PhysicalNicModeEnabled": true }}1}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":{"Cisco":
{"VicConfiguration": {"AzureQosEnabled": false }}}}

curl -X PATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/ -d '{"Oem":
{"Cisco":{"VicConfiguration":{ "GeneveOptionsEnabled": false }}}}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1
/NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts
{
"Members": [{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C250-04 FCH233770L7/NetworkPorts/Port-1"
b A
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C250-04 FCH233770L7/NetworkPorts/Port-2"
b A
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-3"
b A
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-4"
1y
"Members@odata.count": 4,
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"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04 FCH233770L7/NetworkPorts",
"@odata.type": "#NetworkPortCollection.NetworkPortCollection",
"@odata.context": "/redfish/vl/$metadata#NetworkPortCollection.
NetworkPortCollection",
"Description": "Collection of NetworkPort resource instances for this system",
"Name": "NetworkPort Collection"

BaRDFy bT7—0KR— FOFBOIREGE

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkPorts/Port-1
{

"Id": "Port-1",

"Name": "Port-1",

"PhysicalPortNumber": ",

"LinkStatus": "Down",

"AssociatedNetworkAddresses": ["5C:71:0D:04:44:B8"],

"Oem" : {

"Cisco": {
"Qodata.type": "#CiscoUCSExtensions.vl 0_0.CiscoUCSExtensions",
"VicPort": {
"AdminFecMode": "c191",
"OperFecMode": "Off",
"ConnectorPresent": false,
"ConnectorType": "N/A",
"ConnectorVendorName": "N/A",
"ConnectorPartNumber": "N/A",
"ConnectorPartRevision": "N/A",
"ConnectorVendorPid": "N/A"
}
}
bo
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04_FCH233770L7/NetworkPorts/Port-1",
"@odata.type": "#NetworkPort.vl 2 0.NetworkPort",
"Qodata.context": "/redfish/vl/$metadata#NetworkPort.NetworkPort"

*y b= R— FREDEILE

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-PCIE-C25Q-04 FCH233770L7/NetworkPorts/Port-1 -d '{"Oem":
{"Cisco":{"VicPort": {"AdminFecMode” :"Off"}}}}"
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceunctions
{
"Members": [{
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/eth0"
oo A
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/ethl"
oo A
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fc0"
oo A
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fcl"
11,
"Members@odata.count": 4,
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC—PCIE—CZ5Q—O47FCH23377OL7/NetworkDeviceFunctions",
"@odata.type": "#NetworkDeviceFunctionCollection.NetworkDeviceFunctionCollection",

"@Qodata.context": "/redfish/vl/$metadata#NetworkDeviceFunctionCollection.
NetworkDeviceFunctionCollection",
"Description": "Collection of NetworkDeviceFunction resource instances for this

system",
"Name": "NetworkDeviceFunction Collection"

BarOA—HRry b4V —T 4 ADOWE

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkDeviceFunctions/eth0
{

"Id": "eth0",
"Name": "ethO",
"NetDevFuncType": "Ethernet",
"NetDevFuncCapabilities": ["Ethernet", "iSCSI"],
"Ethernet": {
"MACAddress": "5C:71:0D:04:44:Cc0",
"MTUSize": 1500,
"VLAN": {
"VLANEnable": false
}
} r
"BootMode": "Disabled",
"AssignablePhysicalPorts": [{
"@odata.id": "/redfish/vl1/Chassis/1/NetworkAdapters/

UCSC-PCIE-C250Q-04 FCH233770L7/NetworkPorts/Port-1"
oo Ao
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C250Q-04 FCH233770L7/NetworkPorts/Port-3"
11,
"AssignablePhysicalPorts@odata.count": 2,
"Links": {
"PhysicalPortAssignment": {
"@odata.id": "/redfish/vl1/Chassis/1/NetworkAdapters/
UCSC-PCIE-C250Q-04 FCH233770L7/NetworkPorts/Port-1"
}
}I
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"Oem": {
"Cisco": {
"@odata.type": "#CiscoUCSExtensions.vl 0 0.CiscoUCSExtensions",

"VnicConfiguration": {

"UplinkPort": 0,
"PCIOrder": "0.0",
"InterruptMode": "Any",
"VlanMode": "Trunk",
"Vif":  {
"VifIid": 0,
"VifCookie": 0
}I
"EthConfiguration": {
"Cdn": "VIC-1-ethO",
"TrustedClassOfServiceEnabled": false,
"CompQueueCount": 5,
"StandByRecoveryDly": 5,
"StandByVif": {
"VifIid": 0,
"VifCookie": 0
}I
"WorkQueue": {
"Count": 1,
"RingSize": 256
}I
"RecvQueue": {
"Count": 4,
"RingSize": 512
}I
"InterruptProfile": {
"Count": 8,
"CoalescingTime": 125,
"CoalescingType": "Min"
}I
"Features": {
"AdvancedFilterEnabled": false,
"ArfsEnabled": false,
"NvgreEnabled": false,
"GroupInterruptEnabled": false,
"VxlanEnabled": false,
"Rocev2Enabled": false,
"VmgEnabled": false,
"MultiQueueEnabled": false,
"GeneveEnabled": false
}I
"OffloadProfile": {
"TcpLargeReceiveEnabled": true,
"TcpSegmentEnabled": true,

"TcpRxChecksumEnabled": true,
"TcpTxChecksumEnabled": true
}I

"RssProfile": {

"RssEnabled": true,
"RssIpv4HashEnabled": true,
"RssTcpIpv4HashEnabled": true,
"RssIpv6HashEnabled": true,
"RssTcpIpv6HashEnabled": true,
"RssIpv6ExHashEnabled": false,
"RssTcpIpv6ExHashEnabled": false,
"RssUdpIpv4HashEnabled": false,
"RssUdpIpv6HashEnabled": false
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}
}I

"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkDeviceFunctions/eth0",

"@odata.type": "#NetworkDeviceFunction.vl 3 0.NetworkDeviceFunction",

"@odata.context": "/redfish/vl/$metadata#NetworkDeviceFunction.

NetworkDeviceFunction"

}

TE3ETIDA—YHR2Yy b A3 —T 4 ADERK
N

GE) Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TF S3X60 H—/S—TH AR — |
SNTHWEHA,

VIC 13XX 1 — RiZ 4.13b) LIFED VU V — A THHR— F SR THET,

JO9 TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC—PCIE—CZSQ—O4_FCH23377OL7/NetworkDeviceFunctions -d "{"Id": "eth4",

"NetDevFuncType": "Ethernet", "Oem": {"Cisco": {"VnicConfiguration":
{"PCIOrder": "0.6"}}}}'" —-XPOST

\ )

(G£)  PCIOrder [Z xy 7 #—~ v FNOLFHNT, x 1L PCI T /31 ZAF S (0~255. ERIZ7TI > b
T —LTHR—=FEND PCINNADRRIIC L >THERY £9) | yIZPCIHEERS (0~
7) T,

LA—HYRY AR —TIARADTONTADERE
\Y

GE) ZDVU 7= A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H—/S—TH R — |k
SNTVERA,

VIC 13XX 77— RiZ 4.13b) LIED Y V — 2 THR— b ZhTWET,

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{“Ethernet":
{"MACAddress":"10:12:23:00:00:02", "MTUSize": 1600, "VLAN": {"VLANEnable":true}}}"

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"BootMode":

"PXE"} !
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curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"UplinkPort":1,"PCIOrder":"0.6","InterruptMode":"Msi",
"VlanMode" :"Trunk"}}}}"

\)

G£)  PClOrder ifxy 74—~ hOXFH|ITT, ZIT, xILPCI T3 A ZFS (0~255, kR
75y R 74— AL THR— FEZN5 PCI AR ADREABIC L > TR £3) | yIid PClikHE
Em5 (0~7) TY,

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"EthConfiguration":{"Cdn":"VIC-MLOM-eth5",
"TrustedClassOfServiceEnabled":true, "CompQueueCount":11, "StandByRecoveryDly":123}}} 11}

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco":
{"VnicConfiguration":{"EthConfiguration": {"WorkQueue":{"Count":11,"RingSize":65}}}}}}"

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco":
{"VnicConfiguration":{"EthConfiguration":{"RecvQueue":{"Count":11,"RingSize":65}}}}}}"

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"EthConfiguration":{"InterruptProfile":
{"Count":11,"CoalescingTime":65,"CoalescingType" :"Min"}}}}}}!

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"EthConfiguration":{"Features":
{"AdvancedFilterEnabled":true, "ArfsEnabled":true, "NvgreEnabled":true,
"VxlanEnabled":true, "Rocev2Enabled":false, "VmgEnabled":false}}}}}}"'

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"EthConfiguration":{"OffloadProfile":
{"TcpLargeReceiveEnabled":true, "TcpSegmentEnabled" :true, "TcpRxChecksumEnabled":true,
"TcpTxChecksumEnabled":true}}}}} 1}’

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth0 -d '{"Oem":
{"Cisco": {"VnicConfiguration":{"EthConfiguration":{"RssProfile":{"RssEnabled":true,
"RssIpv4HashEnabled":true, "RssTcpIpv4HashEnabled":true, "RssIpv6HashEnabled":true,
"RssTcpIpv6HashEnabled":true, "RssIpv6ExHashEnabled":true, "RssTcpIpv6ExHashEnabled":true,
"RssUdpIpv4HashEnabled":true, "RssUdpIpv6HashEnabled":true}}}}}}!'
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GE) Z DV 7T A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H— S—TH R — |k
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VIC 13XX 71— RiZ 4.13b) LIED J Y — A THR—F I TWET,

N

curl -XDELETE -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth4

TFATRIDIT7ANFYRILAF—T 4 ADEFHD
1S
\§

GE) Z DV 7 A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 & OV S3X60 H— S—TH AR — |k
SNTWEHEA,

VIC 13XX #7— RiL4.13b) AED YV U — A THHR— FINTWET,

DOITR bk

curl -k -u admin:Password https://10.10.10.10/redfish/v1/Chassis/1
/NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fc0

LARVR
{

"Id": "fcO",
"Name": "fcO",
"NetDevFuncType": "FibreChannelOverEthernet",
"NetDevFuncCapabilities": ["FibreChannelOverEthernet"],
"Ethernet": {

"MACAddress": "5C:71:0D:04:44:Cc2",

"VLAN": {

"VLANEnable": false

}
}l
"FibreChannel": {

"WWNN": "10:00:5C:71:0D:04:44:C2",

"WWPN": "20:00:5C:71:0D:04:44:Cc2",

"WWNSource": "ConfiguredLocally"
}l
"BootMode": "Disabled",
"AssignablePhysicalPorts": [{

"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
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UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-1"
b A
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-3"
11y
"AssignablePhysicalPorts@odata.count": 2,
"Links": {
"PhysicalPortAssignment": {
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/
UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkPorts/Port-1"
}
}I

"Oem" : {
"Cisco": {
"@odata.type": "#CiscoUCSExtensions.vl 0 0.CiscoUCSExtensions",
"VnicConfiguration": {
"UplinkPort": 0,
"PCIOrder": "o.2",
"InterruptMode": "Any",
"ClassOfService": 3,
"Vif": |
"WifId": 0,
"VifCookie": 0
}I
"VHBAConfiguration": {
"FcWorkQueueRingSize": 64,
"FcRecvQueueRingSize": 64,
"MaxDataFieldSize": 2112,
"PersistentLunBindEnabled": false,
"VHBAType": ["FcInitiator"],
"CdbWorkQueue": {
"Count": 1,
"RingSize": 512
}I
"PortFLogi": {
"RetryCount": -1,
"Timeout": 2000
}I
"PortPLogi": {
"RetryCount": 8,
"Timeout": 2000
}I
"ErrorRecoveryProfile": ({
"FcpErrorRecoveryEnabled": false,
"LinkDownTimeout": 30000,
"PortDownTimeout": 10000,
"IoTimeoutRetry": 5,
"PortDownIoRetryCount": 8,
"ErrorDetectTimeout": 2000,
"ResourceAllocationTimeout": 10000
}I
"FcPortProfile": {
"IoThrottleCount": 512,
"LunsPerTarget": 256,
"LunQueueDepth": 20
}I
"BootTable": []
}
}
}
}I
"Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkDeviceFunctions/fc0",
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"@odata.type": "#NetworkDeviceFunction.vl 3 0.NetworkDeviceFunction",

"@odata.context": "/redfish/vl/$metadata#NetworkDeviceFunction.
NetworkDeviceFunction"

}

TJ7ANTFNYRILAVEZ—DT A RADT—r T MY
DYERK
A

GE) Z DY 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 5 X TF S3X60 H— /S —THHR— |
SNTHWEHA,

VIC 13XX 1 — RiZ 4.13b) LIED UV V — A THHR— h SR THET,

FRIFZFANFYRILAE—T 24 ADER

curl -X POST -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions -d '{"Id"
:"ec2""NetDevFuncType": "FibreChannelOverEthernet", "Oem": {"Cisco":{"VnicConfiguration":
{"PCIOrder": "0.5", "NivCfg": {"ChannelNumber":10}}}} }'

\)

CE) FCAVvH—T A A&fEHTAHITIL. VNTAG/NIV B— K2 AN TH2HERH Y 4,

BootMode % FibreChannelOverEthernet [CEXE L £ 3,
curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1

/NetworkAdapters/ UCSC-PCIE-C25Q0-04 FCH233770L7/NetworkDeviceFunctions/fcl -d
'{"BootMode":"FibreChannelOverEthernet"}'

T7ANFYRILA VB —T 4 ADHIK

curl -XDELETE -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1
/NetworkAdapters/ UCSC-PCIE-C250-04 FCH233770L7/NetworkDeviceFunctions/fc6

A—H—2HhHS5 VMedia ~DEEDI I NT I
>k

vMedia DYV FDY I TR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
VirtualMedia/l/Actions/VirtualMedia.InsertMedia -XPOST -d '{
"Image":"http://10.10.10.10/readwrite.img",

"WriteProtected":true,

"TransferProtocolType" :"HTTP",

"TransferMethod":"Stream",
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"Inserted":true,

"UserName" : "username",

"Password" : "password"

X

LT 6 . VARG RAFERINET A, KL E, =7 — Ay —UFnREnZE
ﬁ‘o

IOV NEOHEHERB) VIR K

curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/CIMC/VirtualMedia/1

S
{
"Qodata.id": "/redfish/vl/Managers/CIMC/VirtualMedia/1",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/$entity/
VirtualMedia/Members/S$entity",
"@odata.type": "#VirtualMedia.vl 3 0.VirtualMedia",
"ConnectedVia": "URI",
mIdT: m1n,
"MediaTypes": ["Floppy", "USBStick"],
"Name": "Virtual Removable Disk",

"Inserted": true,
"Image": "http://10.104.236.41/readwritel.img",

"ImageName": "readwritel.img",
"WriteProtected": true,
"Description": "Virtual Media Settings",
"TransferMethod": "Stream",
"TransferProtocolType": "HTTP",
"UserName": "wwwuser",
"Actions": {
"#VirtualMedia.EjectMedia": {
"target": "/redfish/vl/Managers/CIMC/VirtualMedia/1l/Actions/

VirtualMedia.EjectMedia"

}l
"#VirtualMedia.InsertMedia": {

"Image@Redfish.AllowableValues": ["This parameter shall specify
the string URI of the remote media to be attached to the virtual media. (Required)"],
"UserName@Redfish.AllowableValues": ["This parameter shall contain
a string representing the username to be used when accessing the URI specified by the
Image
parameter."],
"Password@Redfish.AllowableValues": ["This parameter shall contain a

string representing the password to be used when accessing the URI specified by the Image

parameter."],
"WriteProtected@Redfish.AllowableValues": ["true"],
"TransferProtocolTypel@Redfish.AllowableValues": ["CIFS", "HTTP",
"HTTPS", "NFS"],
"TransferMethod@Redfish.AllowableValues": ["Stream"],
"Inserted@Redfish.AllowableValues": ["true"],
"target": "/redfish/vl/Managers/CIMC/VirtualMedia/1l/Actions/

VirtualMedia.InsertMedia"
}
}
}

WMediad7 >3O rDY I TR

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/VirtualMedia/1l/Actions/
VirtualMedia.EjectMedia -XPOST
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curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/CIMC/VirtualMedia/1l

&%
{
"Qodata.id": "/redfish/vl/Managers/CIMC/VirtualMedia/1",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/$entity/
VirtualMedia/Members/$entity",
"@odata.type": "#VirtualMedia.vl 3_0.VirtualMedia",
"ConnectedvVia": "NotConnected",
nIgr: m1v,
"MediaTypes": ["Floppy", "USBStick"],
"Name": "Virtual Removable Disk",

"Inserted": false,
"WriteProtected": true,
"Description": "Virtual Media Settings",
"Actions": {
"#VirtualMedia.EjectMedia": {
"target": "/redfish/vl/Managers/CIMC/VirtualMedia/l1/Actions/
VirtualMedia.EjectMedia"
}I
"#VirtualMedia.InsertMedia™: {

"Image@Redfish.AllowableValues": ["This parameter shall specify the
string URI of the remote media to be attached to the virtual media. (Required)"],
"UserName@Redfish.AllowableValues": ["This parameter shall contain a
string representing the username to be used when accessing the URI specified by the
Image
parameter."],
"Password@Redfish.AllowableValues": ["This parameter shall contain a

string representing the password to be used when accessing the URI specified by the Image

parameter."],
"WriteProtected@Redfish.AllowableValues": ["true"],
"TransferProtocolTypel@Redfish.AllowableValues": ["CIFS", "HTTP",
"HTTPS", "NFS"],
"TransferMethod@Redfish.AllowableValues": ["Stream"],
"Inserted@Redfish.AllowableValues": ["true"],
"target": "/redfish/vl/Managers/CIMC/VirtualMedia/1l/Actions/

VirtualMedia.InsertMedia"
}
}
}

A—HEZ ML VMedia ~OEEFEDTH Y k

vMediaD~<vo > +D) Y TR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
VirtualMedia/l/Actions/VirtualMedia.InsertMedia -XPOST -d '{
"Image":"http://10.10.10.10/readwrite.img",

"WriteProtected":true,

"TransferProtocolType" :"HTTP",

"TransferMethod":"Stream",
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"Inserted":true

}l
BRI LT2GE, VARV AFRREINEHA, RRLEEE, 27— A v B—URERINE
TO

IOV FDEMERBTISUIIRE+

curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/CIMC/VirtualMedia/1l

&

{

"@odata.id": "/redfish/vl/Managers/CIMC/VirtualMedia/1",

"Qodata.context": "/redfish/vl/S$metadata#Managers/Members/S$entity/VirtualMedia/
Members/Sentity",

"@odata.type": "#VirtualMedia.vl 3_0.VirtualMedia",

"Connectedvia": "URI",

"IdT: "1v,

"MediaTypes": ["Floppy", "USBStick"],

"Name": "Virtual Removable Disk",

"Inserted": true,
"Image": "http://10.104.236.41/readwritel.img",
"ImageName": "readwritel.img",
"WriteProtected": true,
"Description": "Virtual Media Settings",
"TransferMethod": "Stream",
"TransferProtocolType": "HTTP",
"Actions": {

"#VirtualMedia.EjectMedia": {

"target": "/redfish/vl/Managers/CIMC/VirtualMedia/1l/Actions/

VirtualMedia.EjectMedia"
}l
"#VirtualMedia.InsertMedia™: {

"Image@Redfish.AllowableValues": ["This parameter shall specify the
string URI of the remote media to be attached to the virtual media. (Required)"],
"UserName@Redfish.AllowableValues": ["This parameter shall contain
a string representing the username to be used when accessing the URI specified by the
Image
parameter."],
"Password@Redfish.AllowableValues": ["This parameter shall contain
a string representing the password to be used when accessing the URI specified by the
Image
parameter."],
"WriteProtected@Redfish.AllowableValues": ["true"],
"TransferProtocolTypel@Redfish.AllowableValues": ["CIFS", "HTTP",
"HTTPS", "NFS"],
"TransferMethod@Redfish.AllowableValues": ["Stream"],
"Inserted@Redfish.AllowableValues": ["true"],
"target": "/redfish/vl/Managers/CIMC/VirtualMedia/1l/Actions/

VirtualMedia.InsertMedia"
}
}
}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
LogServices/CIMC -XPATCH -d

'

"Oem" : {

"Cisco":{

"MinimumSeverityLevel":"Notice",

"SyslogConnectionInfo": [{

"DestinationServer":"10.10.10.10",

"Enabled":true,

"Port":500,

"Protocol":"TCP"

]

}
}
}

LRAKRUR

{
"ServiceEnabled": true,
"OverWritePolicy": "WrapsWhenFull",
"Id": "cIiMmMc",
"Name": "CIMC Log Service",
"LogEntryType": "OEM",
"Description": "CIMC Log Service",
"DateTime": "Thu May 28 07:40:01 2020",
"DateTimeLocalOffset": "+05:30",
"MaxNumberOfRecords": 10000,
"Oem": {
"Cisco": {
"MinimumSeverityLevel": "Debug",
"SyslogConnectionInfo": [{
"Protocol": "TCP",
"Enabled": true,
"DestinationServer": "10.10.10.10",
"Port": 500
b A
"Protocol": "UDP",
"Enabled": false,
"DestinationServer": "0.0.0.0",
"Port": 514
}H]
}
}I
"Actions": {
"#LogService.ClearLog": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Actions/
LogService.ClearLog"

}l
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"Oem": {
"#CiscoUCSExtensions.TestRemoteSyslogCfg": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC/

Actions/Oem/CiscoUCSExtensions.TestRemoteSyslogCfg"
}
}
}
}

JE— bk Syslog th > 5 1) H—/N—DERTE

JE—bSyslog th o F Y H—N—DHFRED) VTR b+
S

GE) ZDY 7 =AML, CiscoUCSC220M4, C240M4, C460M4, I L TNS3IX60 B —/S—TlLHR—
FENTWERA,

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
LogServices/CIMC -XPATCH -d

A}

{

"Oem" : {

"Cisco":{
"MinimumSeverityLevel":"Debug",
"SyslogConnectionInfo":[{},

{
"DestinationServer":"10.13.12.14",
"Enabled":true,

"Port":501,

"Protocol":"TCP"

1]

}
}
}

LRAKRUR
{

"ServiceEnabled": true,
"OverWritePolicy": "WrapsWhenFull",
"Id": "CIMC",
"Name": "CIMC Log Service",
"LogEntryType": "OEM",
"Description": "CIMC Log Service",
"DateTime": "Thu May 28 07:46:56 2020",
"DateTimeLocalOffset": "+05:30",
"MaxNumberOfRecords": 10000,
"Oem": {
"Cisco": {
"MinimumSeverityLevel": "Notice",
"SyslogConnectionInfo": [{
"Protocol": "TCP",
"Enabled": true,
"DestinationServer": "10.10.10.10",
"Port": 500
Yo A
"Protocol": "TCP",
"Enabled": true,
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"DestinationServer": "10.13.12.14",

"Port": 501
}
}
by
"Actions": {
"#LogService.ClearLog": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Actions/

LogService.ClearLog"

b

"Oem": |
"#CiscoUCSExtensions.TestRemoteSyslogCfg": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Actions/

Oem/CiscoUCSExtensions.TestRemoteSyslogCfg"
}
}
}
}

Syslog 7 54 7 > MU —/\DEMDEE
A

G Z®Y 7 = A M Cisco UCS C220 M4, C240 M4, C460 M4 3 K TX S3X60 H—/3—THHR— |
SNTHWEHEA,

JOIR bk

curl -k -u admin:password https://10.10.10.10/redfish/vl
/Managers/CIMC/LogServices/CIMC

LRKRVR
{
"@odata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC",
"@Qodata.context": "/redfish/vl/S$metadata#Managers/Members/Sentity
/LogServices/Members/S$entity",
"@odata.type": "#LogService.vl 1 1l.LogService",
"Entries": {
"@odata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries"

}7

"ServiceEnabled": true,

"OverWritePolicy": "WrapsWhenFull",
"Id": "CIMC",
"Name": "CIMC Log Service",
"LogEntryType": "OEM",
"Description": "CIMC Log Service",
"DateTime": "Thu May 28 07:17:53 2020",
"DateTimeLocalOffset": "+05:30",
"MaxNumberOfRecords": 10000,
"Oem": {
"Cisco": {
"MinimumSeverityLevel": "Debug",
"SyslogConnectionInfo": [{
"Protocol": "UDP",
"Enabled": true,
"DestinationServer": "10.104.236.59",
"Port": 514
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| R
"Protocol": "UDP",
"Enabled": false,
"DestinationServer": "0.0.0.0",
"Port": 514
}
}
by
"Actions": {
"#LogService.ClearLog": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Actions
/LogService.ClearLog"

b

"Oem": |
"#CiscoUCSExtensions.TestRemoteSyslogCfg": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC

/Actions/Oem/CiscoUCSExtensions.TestRemoteSyslogCfg"
}
}
}
}

Yy bI—=2 22 bA=5DELRDKR— D MACT F
L Z DB

R—rZ2ELRY NI FETAOYVRVERBTHVHIIR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>/
EthernetInterfaces/

&
{
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces",
"@odata.context": "/redfish/vl/$Smetadata#Systems/Members/Sentity/
EthernetInterfaces",
"Qodata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection",
"Name": "Ethernet Interfaces Collection",
"Members": [{
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/EthernetInterfaces/1.1"
oo Ao
"@Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces/2.1"
oo A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces/1.0"
oo A
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/EthernetInterfaces/2.2"
oo Ao
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/EthernetInterfaces/3.1"
oo A
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/EthernetInterfaces/L.1"
oo Ao
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/EthernetInterfaces/L.2"
b A
"@odata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces/3.3"
oo A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces/3.2"
oo Ao
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/EthernetInterfaces/3.0"
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11y
"Members@odata.count": 10,
"Description": "Collection of EthernetInterfaces for this System"

}

BYH—FNR—TFT DY rT—9 FETRAKR—FOMACT7 FLAOEFEUI IR+

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/
<SerialNumber>/EthernetInterfaces/L.2

&
{
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces/L.2",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity/
EthernetInterfaces/Members/$entity",
"@odata.type": "#EthernetInterface.vl 4 1l.EthernetInterface",
"Links": {
"Chassis": {
"Qodata.id": "/redfish/v1/Chassis/1"
}
}7
"I1d": "L.2",
"Name": "Ethernet Interface",
"MACAddress": "70:df:2£:86:£3:73",
"PermanentMACAddress": "70:df:2£:86:£3:73",
"Description": "Network Interface"

(o]

CO)—XICA VA P=LENSIR L= T ET
2 DOMETONT 1« DG
)

GE)  Zo®VU 7= A M Cisco UCS C220 M4, C240 M4, C460 M4 1 L T8 S3X60 Y—/ S3—TH R — b
ENTWEHRA,

A= bA—7 LY 23 VORBYIIRE

curl -k -u admin:Password https://10.10.10.10/redfish/v1/Systems/WZP21460GPQ/Storage

e=s
{
"@odata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity/Storage",
"Qodata.type": "#StorageCollection.StorageCollection",
"Description": "Collection of storage resource instances for this system",
"Name": "Storage Collection",
"Members": [{
"@odata.id": "/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID"
oo A
"@odata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage/FlexFlash"

oo A
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"@Qodata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage/FlexUtil"

o

"Members@odata.count": 3

BENDAL—2 a0 bO—SOFMERBISHVI IR

curl -k -u admin:Password https://10.10.10.10/redfish/v1/Systems/WZP21460GPQ

/Storage/MRAID
{
"Qodata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID",

"Qodata.context":
"/redfish/vl/$metadata#Systems/Members/Sentity/Storage/Members

/$entity",
"@odata.type": "#Storage.vl 7 0.Storage",
"Description": "Storage Controller",
"Drives": [{

"Qodata.id":
"/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID/Drives/1"
oo A
"Qodata.id":
"/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID/Drives/5"
oo A
"Qodata.id":
"/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID/Drives/9"
oo A
"Qodata.id":
"/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Drives/10"
oo A
"Qodata.id":
"/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Drives/13"
oo A
"Qodata.id":
"/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Drives/14"
11,

"Volumes": {
"Qodata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Volumes"
}!
"Links": {
"Oem" : {
"Cisco": {
"PCIeInfo": [{
"@odata.id":
"/redfish/vl/Systems/WZP21460GPQ
/PCIeFunctions/MRAID"
]
}
}
}!
"Idr: "MRAID",
"Name": "MRAID",
"StorageControllers": [{

"@Qodata.id": "/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID",
"SupportedControllerProtocols": ["PCIe"],
"SupportedDeviceProtocols": ["SATA", "SAS"],

"MemberId": "MRAID",
"Model": "UCSC-RAID-M5",
"Name": "Cisco 12G Modular Raid Controller with 2GB cache (max

16 drives)",
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"FirmwareVersion":

"Manufacturer":
"SerialNumber":
"CacheSummary":

"PersistentCacheSizeMiB":
"TotalCacheSizeMiB":

} 4
"Oem" : {
"Cisco":

"7.10.03.1_0x070A0402",

512, 10247,

"RAID5",
"RAID1O",

"RAID6G",

"RAID50", "RAID60O"],

"51.10.0-2978",
"Cisco Systems Inc",
"SK811le66472",

{

1374,
2048

{

"StorageControllerBiosVersion":

"PCIeSlot": "MRAID",
"ChipRevision": "08003",
"StorageInstanceId": 8,
"ControllerInterfaceType": "Sas",
"ControllerStatus": "Optimal",
"HasForeignConfig": false,
"DefaultStripeSizeKiBytes":
"SupportedStripeSizesKiBytes":

64,

[64, 128, 256,

"RaidLevelsSupported": ["RAIDO", "RAID1",

"JbodMode": true,
"MaximumVolumesPerController":
"ControllerType": "Raid",
"FullDiskEncryptionCapable":
"ControllerEncryptionEnabled":
"EccBucketLeakRate": 1440,
"ConnectedSasExpander": true,
"MemoryCorrectableErrors":
"PinnedCacheState": 0,
"RebuildRatePercent": 30,
"SubOEMId": 2,
"BootDevices":

64,

true,
false,

0,

["/redfish/v1/Systems/WZP21460GPQ/Storage

/MRAID/Volumes/1"],

non
’

non
’

"Bbu": {
"BbuVendor":
"BbuManufacturingDate":
"BbuModuleVersion":
"BbuSerialNumber":
"BbuType": "None",
"BbuStatus": "NotPresent",
"BbuChargingState": "Unknown",
"IsCapacitor": false,
"BbuDesignVoltageInVolts":
"BbuVoltageInVolts": 0,
"BbuCurrentInAmps": 0,
"IsTemperatureHigh": false,
"IsBatteryPresent": false,
"LearnMode": "Auto",

"LearnCycleProgressStatus":

wn
’

"2048-00-00",

wn
’

0,

0,

"Success",
"LearnCycleProgressStartTimeStamp":
"LearnCycleProgressEndTimeStamp":

IIN/AII ,
false,

"NextLearnCycleTimeStamp":
"IsLearnCycleRequested":

"CapacitancelInPercent": 0,
"DesignCapacityInJoules":
"PackEnergyInJoules": 0

0,
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}I

"Status": {
"State": "Enabled",
"Health": "OK",
"HealthRollup": "OK"
}I
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServiceLabel": "MRAID"

o

"Actions": {
"Oem" : {
"#Cisco.ClearConfig": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Actions/Oem/Cisco.ClearConfig",
"@odata.type": "#CiscoUCSExtensions.vl 0 0.ClearConfig"

}I
"#Cisco.DoForeignConfig": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Actions/Oem/Cisco.DoForeignConfig",
"@Qodata.type":
"#CiscoUCSExtensions.vl 0 0.DoForeignConfig",
"ForeignCfgOp@Redfish.AllowableValues": ["Clear", "Import"]

}I
"#Cisco.ResetToFactorybDefaults": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Actions/Oem/Cisco.ResetToFactoryDefaults",
"@Qodata.type":
"#CiscoUCSExtensions.vl 0 O.ResetToFactoryDefaults"
}
}

GE)

Z DY 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 L 08 S3X60 V—/X—TH R — k
S TWETA,
JOIXR bk

curl -k -u admin:Password https://10.10.10.10/redfish/v1l
/Systems/WZP21460GPQ/Storage/MRAID/Drives/1

LRKRVR

{
"@odata.id": "/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Drives/1",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/$entity/Storage

/Members/$entity/Drives/Members/S$entity",

. )1)—R42THR—rEIhBC ) —X H—/3—0 Cisco IMC REST APl D4l



| Vu—=R42TH9R—F&Eh3C 2 —X H—/5—0 Cisco IMC REST APl D4l
O—AJ)L T4 X% (HDD) DFMIFRNDIEG

"@odata.type": "#Drive.vl 5 0.Drive",
"Id": ",
"Name": "1",
"Model": "ST1000NMO045",
"Revision": "CNO4",
"Protocol": "SAS",
"MediaType": "HDD",
"Manufacturer": "SEAGATE",
"SerialNumber": "ZBS118DDO0OOOR8B05A5K7",
"BlockSizeBytes": 512,
"CapableSpeedGbs": 12,
"HotspareType": "None",
"PredictedMedialLifeLeftPercent": 0,
"IndicatorLED": "Off",
"CapacityBytes": 1000204140544,
"FailurePredicted": false,
"EncryptionAbility": "None",
"Oem" : {
"Cisco": {
"DriveState": "Online",
"DrivePowerState": "Active",
"DisabledForRemoval": false,
"Bootable": false,
"PredictiveFailureCount": 0,
"MediaErrorCount": 0,
"StorageInstanceId": 1,
"CoercedSizeBytes": 998999326720,
"NonCoercedSizeBytes": 999667269632,
"SmartData": {
"PercentLifeLeft": 0,
"PercentReservedCapacityConsumed": 0,
"PowerCycleCount": 0,
"PowerOnHours": O,
"ThresholdOperatingTemperature": 60,
"WearStatusInDays": 0
}
}
}I
"Status": {
"Health": "OK",
"State": "Enabled"
}I
"StatusIndicator": "OK",
"PhysicalLocation": {
"PartLocation": {
"LocationType": "Slot",
"ServiceLabel™: "1"
}
}I
"Actions": {

"#Drive.SecureErase": {
"target":
"/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID/Drives
/1/Actions/Drive.SecureErase"

}I

"Oem": {
"#Cisco.AddHotspare": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Drives/1/Actions/Oem/Cisco.AddHotspare",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.AddHotSpare",
"HotSpareType@Redfish.AllowableValues": ["Global",

"Dedicated"]
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"#Cisco.RemoveHotspare": {

"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Drives/1/Actions/Oem/Cisco.RemoveHotspare",
"@odata.type": "#CiscoUCSExtensions.vl 0 0.RemoveHotSpare"

}I
"#Cisco.PrepareForRemoval": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Drives/1/Actions/Oem/Cisco.PrepareForRemoval",
"@Qodata.type":
"#CiscoUCSExtensions.vl 0 0.PrepareForRemoval"
}I
"#Cisco.UndoPrepareForRemoval": {
"target": "/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Drives/1/Actions/Oem/Cisco.UndoPrepareForRemoval",
"@Qodata.type":
"#CiscoUCSExtensions.vl 0 0.UndoPrepareForRemoval"
}
}

O—HAILTARIERY PARTELTEIYAET
)

GE) Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TF S3X60 H— /S —TH AR — |
SNTWEEA,

ga—\LiRy FAXRFTOEM

curl -X POST -k -u admin:Password https://10.10.10.10/redfish/v1/Systems/
WZP211704J%Z/Storage/MRAID/Drives/13/Actions/Oem/CiscoUCSExtensions.AddHotspare -d
'{"OCem":{"Cisco": {"HotSpareType":"Global" }}}'

BERAY FRRTDEM

curl =X POST -k -u admin:Password https://10.10.10.10/redfish/v1/Systems
/WZP211704J%/Storage/MRAID/Drives/12/Actions/Oem/CiscoUCSExtensions.AddHotspare -d
'"{"Oem": {"Cisco": {"HotSpareType":"Dedicated", "VolumeID":"/redfish/v1/Systems
/WzP211704J%/Storage/MRAID/Volumes/0" }}}!'

Ry b AXRT OHIBR

curl -X POST -k -u admin:Password https://10.10.10.10/redfish/v1/Systems/WZP211704JZ
/Storage/MRAID/Drives/12/Actions/Oem/CiscoUCSExtensions.RemoveHotspare

NS4 T DHEIBRD -8 D%
N

GE)  Zo®»VU 7= M Cisco UCS C220 M4, C240 M4, C460 M4 B L TX S3X60 Y—/3—TH R — b
SNTWERA,
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F3

curl

n—nn k54 7kEozE ]

4 T DHIBRD -8 D #fF

-k -u admin:Password https://10.10.10.10/redfish/v1/Systems/WZP211704J7Z/

Storage/MRAID/Drives/10/Actions/Oem/Cisco.PrepareForRemoval —-XPOST

Mr

curl

4 THIROERETIZRY ] €KX b

-k -u admin:Password https://10.10.10.10/redfish/v1/Systems/

/WZP211704JZ/Storage/MRAID/Drives/10/Actions/Oem/Cisco.UndoPrepareForRemoval -XPOST

\}

1 TREDEE

ISI74 T4

i (DXNES]

GE)

Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 5 X TF S3X60 H—/3—THR— |
SNTWEEA,

ZOY 7 A M, MSTOR-RAIDM2 A L — v b —JZ3mH INnEE A,

DriveState % Jbod 2535

curl

-XPATCH -k -u admin:Password https://10.10.10.10/redfish/v1/Systems

/WZP211704J%/Storage/MRAID/Drives/2 -d '{"Oem":{"Cisco":{"DriveState":"Jbod"}}}"

DriveState % UnconfiguredGood |Z:%5E

curl

-XPATCH -k -u admin:Password https://10.10.10.10/redfish/v1/Systems

/WZP211704J2/Storage/MRAID/Drives/2 -d
'{"Oem":{"Cisco":{"DriveState":"UnConfiguredGood"}}}'

\)

CRESNTVESIRTORBEFS A4 TDEE

=)

)

curl

ZDV 7= A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H—/S—TH AR — |k
SNTWEEA,

A—LALYYaVDERERET S

-k -u admin:Password https://10.10.10.10/redfish/v1/Systems

/WZP21460GPQ/Storage/MRAID/Volumes

&

{

"Qodata.id": "/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID/Volumes",
"@odata.context":

"/redfish/vl/$metadata#Systems/Members/Sentity/Storage/Members
/$entity/Volumes",
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"Qodata.type": "#VolumeCollection.VolumeCollection",
"Description": "Collection of Volumes for this system",
"Name": "Volume Collection",
"Members@odata.count": 13,
"Members": [{

"@odata.id":

"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/0"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/1"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/2"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/3"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/4"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/5"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/6"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/7"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/8"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/9"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/10"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/11"
e A
"@odata.id":
"/redfish/v1/Systems/WzZP21460GPQ/Storage/MRAID/Volumes/12"
H

BRIARY 21— LOFEREIET

curl -k -u admin:Password https://10.10.10.10/redfish/v1/Systems
/WZP21460GPQ/Storage/MRAID/Volumes/0

&
{
"@odata.id": "/redfish/vl1/Systems/WZP21460GPQ/Storage/MRAID/Volumes/0",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$Sentity/Storage
/Members/S$entity/Volumes/Members/Sentity",
"@odata.type": "#Volume.vl 3 1.Volume",
"Description": "Volume",
"Links": {
"Oem" : {
"Cisco": {
"Spans": [{
"DrivesList": [{
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"@odata.id":
"/redfish/v1l
/Systems/WZP21460GPQ/Storage/MRAID/Drives/1"
11y
"DrivesList@odata.count": 1,
"SpanId": 0
11y
"Spans@odata.count": 1
}
}I
"DedicatedSpareDrives": [],
"SpareResourceSets": [1,
"DedicatedSpareDrives@odata.count": 0,
"SpareResourceSets@odata.count": 0
}I
"Id": "o",
"Name": "RAIDO 1",
"Operations": [{
"OperationName": "No operation in progress",
"PercentageComplete": 0
11y
"Encrypted": false,
"CapacityBytes": 214748364800,
"BlockSizeBytes": 512,
"OptimumIOSizeBytes": 65536,
"Identifiers": [{
"DurableNameFormat": "yguib",
"DurableName": "6ccl67e972c8ab4025df649d1f22ccle
11y
"RAIDType": "RAIDO",
"Status": {
"Health": "OK",
"State": "Enabled"
}I
"Oem" : {
"Cisco": {
"VolumeAccessPolicy": "ReadWrite",
"RequestedWriteCachePolicy": "WriteThrough",
"ConfiguredWriteCachePolicy": "WriteThrough",
"VolumeDriveCachePolicy": "NoChange",
"VolumeReadAheadPolicy": "NoReadAhead",
"VolumeIoPolicy": "DirectIo",
"VolumeState": "Optimal",
"AvailableSizeMiBytes": 726920,
"Bootable": false,
"FullDiskEncryptionCapable": false
}
}I
"Actions": {

"#Volume.Initialize": {
"target":
/Volumes/0/Actions/Volume.Initialize",

"InitializeType@Redfish.AllowableValues":

"/redfish/v1/Systems/WZP21460GPQ/Storage/MRAID

["Fast", "Slow"]

))—R42THHR— kN3 C ) —X H—/3—0 Cisco IMC REST APl D41 .



1)) —Z 42 THHR— bk Eh 3 C 1) —X H—/\—0 Cisco IMC REST API O |

B - ro-—scoserstoant

O kO—>TOBCESEOARIE

\)

6=

Z DV 7 = A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 L TY S3x60 Hr—/X—TH R — |

SNTWEEA,

O—AILFT—BEOEX21) T+ Z2HMET S

curl -k -u admin:password https://10.10.10.10/redfish/v1/

Systems/WzZP23391JPJ/Storage/MRAID/Actions/Oem/Cisco.EncryptionOp -d '{"Oem":
{"Cisco":{"EnOpName":"Enable", "KeyId":"password", "Remote":false,
"EncryptionKey":"12345"}}}' —-XPOST

JE—FF—BFEBOEXTA)ToZ2ZEMET S
I b= TEX2 T 4 2GNTTHITIE. KMIP 2K 52468 RnH ) £,
KMIP R EDHERK

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC -d

'{"Oem":{"Cisco":{"CiscoKMIPClient":{"KMIPServerSettings":{"KMIPServers":[{"IPAddress":
"10.10.10.10", "Port": 5696, "TimeOut":5}, {"IPAddress": "10.10.10.10", "Port": 5696,
"TimeOut":5}], "UserName": "StorageQA", "Password": "password"

"Disable":false }}}}}' —-XPATCH

KMIP )L— FEERAZD A o0— K

curl -k -u admin:password https://10.10.10.10/redfish/vl/CertificateService/Actions/C
ertificateService.ReplaceCertificate d '{"CertificateType":"PEM", "CertificateUri":"/redfi
sh/v1l/Managers/CIMC/Oem/Cisco/CiscoKMIPClient/Certificates/KMIPServer", "CertificateStrin
gt -———- BEGIN CERTIFICATE----- \nMIIEgjCCA2qgAwIBAGIBADANBgkghkiG9w0OBAQsFADCB]DELMAKGALUE
BhMCSU4xEjAQBgNVBAgTCUthcm5hdGFrYTESMBAGALUEBXxMJIQMVUZ2FsdXJ1MQ4wDAYDVQOKEwWVDaXNjbzESMBAGA
1UECxXMJU3RvcmENZVFBMQ4wDAYDVQODEWVMQOEtMTENMB8GCSOGSIb3DQEJARYSC2FtYmVrYXJAY212zY28uY29tMB
4XDTE2MTAYNJA3M] IwMVOXDTI2MTAYyNTA3M] IwMVowgYwxCzAJBgNVBAYTAk1OMRIWEAYDVQQIEW1LYXJuYXRha2E
xEJAQBgNVBACTCUJ1bmdhbHVYydTEOMAWGALIUEChMFQ212zY28xEjAQBgNVBAsSTCVNOb3JhZ2VRQTEOMAWGAL1UEAXME
TENBLTExXITAfBgkghkiGO9wOBCQEWENNhbWJ1la2FyQGNpc2NvLmNvbTCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCA
QoCggEBAOzH2bUgrU5qJioCppdn9ic9DwkX10BUUSEWUSF02WOrz653wgkwrnQ6/12zTGuCd2WENyNcj ZgVEMtwd6
+0Sj/NIni6QZK73gDYOAkK3GO9rCBLiK6NXIVKK3uHOIhPwiik3+hpheWWn4P7VVx0FGo3uGxBl6JtrRjlct7J331VA
zpkTPWLTgpefeZUa8DPDx+qOeTNK4+Ymis/3cOE1QcwYSey6CP/TNPSBk1PRKggZyV08ceiP/T470VNTShd3NVvOG
1KbwAC7IjZpvTOs)IuOkTfkFJ4HI1uONN7M1G6y+/gCyTMOVA+4yyHwaxdfX/0t1sKIplid+Y6dnJgoJ7VKkCAWEAA
aOB7DCB6TAIBgNVHQ4EFgQUbhGQoZ3pWpljCeT4e4j4NSWwpxO0wgbkGA1UdIwSBsTCBroAUbhGQoZ3pWpljCeT4e4
J4NS5Wwpx2hgZKkgY8wgYwxCzAJBgNVBAY TAKkLOMRIWEAYDVQQIEW1LYXJuYXRha2ExEJAQBgNVBACTCUJ 1L bmdhbHV
ydTEOMAWGA1UEChMFQ21zY28xEjAQBgNVBASTCVNOb3JhZ2VRQTEOMAWGA1UEAXMFTENBLTEXITAfBgkaghkiG9w0B
CQEWENNhbWJ1a2FyQGNpc2NvLmNvbYIBADAMBgNVHRMEBTADAQH/MAOGCSGGSIb3DQEBCWUAA4IBAQBc801 7msZF0
k+/3pUduwddZw7b/FNLRZI4L+joiHumCycA9lwagjHIY1dfahJkwURAYtmsPhl3DBPSELILCNnPm366J6RkMyhwmvuf
1Jc6NzKUVhHYrtcodtrWe717nEXTNrceHKwV1ugnMhvspjFGD+WiF+PnyXCi8PAP8TFmMf60YK11LVEt ] 7rBRNVX+6
zxIDKSWLE8T30GsB3yxx/jZ2qvdUIgtDU35mzgEQm52z 6] ynOZKg4H11XXCLL1zSFTXb]18WwGZji5dgHxZxYzbgxkV
moclHtmFYP7gX6S3MzAYtCQeN/WlnX0uLpd4ITgxZhya5fL7tcQ311dxVYLe9i+LW\n-——--- END CERTIFICATE---
-=-"}"'" —-XPOST

KMIPY 547> FEBAEDAHvO—F

curl -k -u admin:password https://10.104.236.156/redfish/vl/CertificateService/Actions/C
ertificateService.ReplaceCertificate -d '{"CertificateType":"PEM","CertificateUri":"/redf
ish/vl/Managers/CIMC/Oem/Cisco/CiscoKMIPClient/Certificates/KMIPClient", "CertificateStri
ng":"-————- BEGIN CERTIFICATE----- \nMIIDszCCApugAwIBAgIDDeKoMAOGCSgGSIb3DQERCWUAMIGMMQOsWCQY
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DVQQGEWJJTJESMBAGAIUECBMJIS2FybmFOYWthMRIWEAYDVQQOHEW1CZW5nYWx1cnUxDjAMBgNVBAOTBUNPC2NVMRIwW
EAYDVQQLEwW1TdG9yYWd1UUExDjAMBgNVBAMTBUxDQOSO0xMSEWHWY JKoZThvceNAQkBFhJzYW1iZWthckBjaXNjby5ib
20wHhcNMTkwNTE yMDYWMTE2WhcNMj YxMDI OMDYWMTE2WJ CBiDELMAKGAIUEBhMCSU4XEjAQBgNVBAGMCUthecm5hdG
FrYTESMBAGALUEBwWwJIQmMVUZ2FsdXJ1MQ4wDAYDVQQKDAVDaXNjbzESMBAGALUECWwJU3RvCmENZVEBMQowCAYDVQQ
DDAEXMSEwWHWYJKoZIhveNAQKBFhJzYW11iZWthckBiaXNijby5jb20wggEiMAOGCSAGS Ib3DQERBAQUAAL IBDWAWGGEK
Ao0IBAQDYUAOU98t/3ZZU5JvXQRyaoJbzLa31ladFC7xOEShek+dhLOMPTnk2PmDoi4woCeelHt fh9X3UcB/0OQBDfte
02cfS+aHNXr0ZwHHvpwIM8VnlpblRvalPME/PRH2+£4D3zJ+uGfz 7TQHYHNCc9ZhsM/ 52MsFM7ong0HJZzTEL7 2DwG2
tpvTWcfyOH35BwPitTdm5/sxS/VsL/ps0e+pBlEQIsSKEUpwrOfMzvhlvuarzNGO4b6p2xjs/KUl7ndqgwFKE1850
fdvHT6Ytr+CsoroMxeLbpdLpoZTokieR+aRIS3SFzXxplkOes5t1TF5jOKbnD7dN+Kb3/4+WDJ3mTg2y7AgMBAAG]T
IDAeMAKGA1UdJEWQCMAAWEQYJYIZIAYb4QgEBBAQDAGeAMAOGCSIGSIb3DQEBCWUARA4IBAQCESYyUwERO8 BSdkaWz4
zkP2T62z+£f5vdBQIuQTBACNQ7MX3dId71T/UkQsQIyc6dgNYWO]j70£fvo8ZmKgzM5k1TuqwpWdmpCHSDAC/cRDgBtKz
TMAYSNFx+ARf9rBqwlM8KntCNzFc/deVTxmIeUTtKECTiRexrojlg/vuwJhR/zGTn2A0Dw/QIkyAs/N9m/IBA/ 774
GMZxCIKq7VVeEJXWwxyyvPwz1la6jxwMI1oTGmXxEpB2WNENYB/UoY/TrMobf22vigRzTBt80oQp/E3rDXiroctoSa29
YbzquiNge+0ggoP6lc+HjLpN6dhadBIXN8kCAUpIod4a6dOLRNdUxSVUW\n----- END CERTIFICATE----- \n----
-BEGIN RSA PRIVATE KEY----- \nMIIEpAIBAAKCAQEA2FADrviLfI2WVOSbl0EcmgCW2S2t5WnRQUEThEOXpPnY
Sz3jDO055Nj5g6ITuMKANNPR7X4£fVI1HAfzkAQ37XgNNnHOvmMhzV69GcBx76CcPTPFZ5aW9Ub2pTzBPzO0R9vN+A98yfrhn
8+00B2B53PWYbDP+djLBTO6J4NBycOxC+9g8Btrab01nH8jh9+QcD4rU3Zuf7MUv1bC/ 6bNHVAQZREPLOShFKcKzn
zM74Zb7mg8zRjuG+qdsY7PylJe5+KgsBSn5f0dH3bx0+mLa/grKK6DMX126XS6aGU6JInkfmkSEtOhcl8aZzDnrOb
dUxeYzim5w+3T£im9/+P1lgyd5k4NsuwIDAQABAOIBADI2213PXelZ/el1SVVbGR7omO5vkhwy0Cy10L2mOwlMn6onH
UcOYuPDUXN03eoxXcFYV0Z4XD6j1vEQYuL/4I0w03m5831ac3QZ2J1Hinmspg92nSEKYESXglLxaWMmzZPmeUL/ ZPX
mFhBuf9WHy4/4vySz5vesJ1BCxNA4LY 7LwFBQR2X8SyxE9Gw1SoP6+gprSIkdUmpmvQ9IFm/oMYQFW8 SKAWLXXeU8q
SNCbPet5dEaXkolWLuO/9uZsZni2WopdFyZRfficisicyD9fpalhMWZnOIjhBvIWXKGW1QU3V1taxtNQFDAN/qOal
RM2GUhS5TP+uIgjQ6HfIDMm67VIQiECgYEA/JUxzbCENBeabNfCz/KkJhvkmjwOFFghRCRTJ910m7JSBTu4TGgiDz4a
D1GOBhgiEWULXVRQA4hTjCioNWvi+sB904wSwEE]9eWgItCHih+D+6evOR19SWFIWEjuIOz05i+IYPYQp3vNi/Sew
BJt56Iz)KyF77IKV6X30BVK7F8CgYEA22z0zNiPdaxItiTNDAGRP1IB3udCOhW88ZUTzZ3HbFFOPCELIM/HIQELyJap
1pJAEtFIXIjggTFtjI1F+1xjLwSQORIMtcsubzmp+QSmdhwvI1k45B7zWXj2tCsDexkm+xT910CS3/E8p8uzmMLCX
f1900adVEzwI4M82ySj5nnSUCgYBhy+aHrKPTg5w+pOfSGjHCabRcr40ICIOA3cuwruGwmR+21Q0r2tG6syH1802Q
m31K42gHj+CXLY6jww4l+Preee9rhpzdvUwfZnRVZoZETaWNpP8SkYj7QrsPWQg6pguctKxRT 7pJONtpEKUfaOI iDW
kM5YYdOYpIsk59a3Zf5YwKBgQCI+BKxYJKOHhFWBUWHEGWYbJmylviWlzEf3et7zwf627bok5cd8GxisRIESPe4 73U
3ucQg8loLk3tojnbPMHiREfJIOB4Vid8T+esAni+Ppp731N+bl+g3BMvkiCkxn5uLaSNCLgoAS1VM13F61B3ze93Xm
PWLprt87csvcfh/Q2zQKBgQCMd1HdpzYv0f7hk4kg28Php80YAGek0yE6HORW6+w2zmgBFvRkccmLVOZc9cCYSyqZz
AL4Ur/sbXzAgYCTQ+el84qlkT7Zze8KMigtecea8pbd+Ppulghumé/CPw8QcX7Hy7V1vgm3zVrdRsfzLnvZmsvbT5
FVEZwpkGabGBHurow==\n----- END RSA PRIVATE KEY----- \n"}'

DE—FF—BEDEX1YT+ZHIELT D

curl -k -u admin:password https://10.10.10.10/redfish/v1l/
Systems/WZP23391JPJ/Storage/MRAID/Actions/Oem/Cisco.EncryptionOp -d '{"Oem":
{"Cisco":{"EnOpName":"Enable", "Remote":true}}}' -XPOST

4 JTHOEEHESIEOEME

\)

GE) Z DY 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 L TOY S3x60 H—/N—"TH R — b
SNTWERA,
curl -k -u admin:password https://10.10.10.10/redfish/v1l/
Systems/WZP23391JPJ/Storage/MRAID/Drives/8/Actions/Oem/Cisco.EncryptinOp -d '{"Oem":
{"Cisco": { "EncryptionOperation":"Enable" }}}' -XPOSTCreating Secured
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/

WzP23391JPJ/Storage/MRAID/Actions/Oem/Cisco.EncryptionOp -d '{"Oem":{"Cisco":
{"EnOpName" :"Unlock", "EncryptionKey":"password",
"DriveEncryptionModeRemote":false}}}' —-XPOST

A hA—=5TA—AL ) E—FF—EELFNHE > TVIEEDEFT7 FS4T0Aa Y

A 13

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/
WZP23391JPJ/Storage/MRAID/Actions/Oem/Cisco.EncryptionOp -d '"Oem":{"Cisco":
{"EnOpName" :"Unlock", "DriveEncryptionModeRemote":true}}}' -XPOST

LXATNORRETCRHLGFSATLEDT -2 DHEE
)

GE) Z DV 7= A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 L TY S3x60 H—/N—TH R — |
SNTWEHEA,

curl -k -u admin:password https://10.10.10.10/redfish/v1l/
Systems/WZP23391JPJ/Storage/MRAID/Drives/7/Actions/Drive.SecureErase -XPOST

)

GE)  ZoF7vaid, x0T 4 BEDT/R-> T T, [RERTRIF (Unconfigured Good) ]
WEEEZII[AYIEBRIN-RELNER (Unlocked Secureforeign) ] E— R CTHILEAICD
H, RIA4 7 THELET,

arvhkA—SDtEXAYY T4 XF—DOZEHE
A\

GE)  Zo»VU 7= M Cisco UCS C220 M4, C240 M4, C460 M4 1 X 18 S3x60 — "—THR— k
SNTWERA,
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems
/WZP23391JPJ/Storage/MRAID/Actions/Oem/Cisco.EncryptionOp -d '{"Oem":{"Cisco":
{"EnOpName" :"Modify", "Remote":false, "KeyId":"Cisco@123","EncryptionKey":
"CurrentKey", "NewEncryptionKey" :"NewKey"}}}' -XPOST

REEZ 4 TDIERK
A\

GE) Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TF S3X60 H—/S—TH R — |
SNTWEEA,

RAID 1 fEFED Y U TR b+
A ML= av hr—7 %47 [MSTOR-RAID] DA :
RAID1/EFD YV TR

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/WZP25130PVM/Storage/MSTOR-RAID/Volumes -d

' {"RAIDType": "RAID1", "Name" : "boot—-dsk253 254", "Oem": {"Cisco": {"Spans": [{"DrivesList": [{"@odata.id":"/redfish/v1/
Systems/WzZP25130PVM/Storage/MSTOR-RAID/Drives/253"},

{"Qodata.id":"/redfish/vl/Systems/WZP25130PVM/Storage/MSTOR-RAID/Drives/254"}],"SpanId":0}]}}, "Oem":

{"Cisco": {"VolumeAccessPolicy": "Read-Write", "VolumeReadAheadPolicy" : "None", "RequestediWriteCachePolicy":

"WriteThrough"}}}' —-XPOST
&
{
"Qodata.id": "/redfish/vl/TaskService/Tasks/88",
"@odata.type": "#Task.vl 5 0.Task",
"@odata.context": "/redfish/vl/Smetadata#Task.Task",
"Id": "g8",
"Name": "Storage:MSTOR-RAID, Operation:Volume Create",
"StartTime": "2021-08-06T09:42:59+00:00",
"EndTime": "2021-08-06T09:43:15+00:00",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "OK",
"Messages": [{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "Base.l.4.0.Success",
"Message": "Successfully Completed Request",
"MessageArgs": [1,
"Severity": "OK"
1
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/88"

}
ZFOMDOA R L—Y aryha—50xAT
RAID 1{ERED ) U T X +

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2144W00W/Storage
/RAID/Volumes -XPOST -d
'{"RAIDType" :"RAID1", "Name":"Raid0-vd", "CapacityBytes":"10000000", "Oem" :
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{"Cisco":{"Spans": [{"DrivesList":[{"@odata.id":"/redfish/v1/Systems/FCH2144W00W/Storage/
RAID/Drives/7"},
{"@odata.id":"/redfish/v1l/Systems/FCH2144W00W/Storage/RAID/Drives/6"} ], "SpanId":"0"}]1}}, "Oem":
{"Cisco": {"VolumeAccessPolicy":"ReadOnly", "VolumeReadRAheadPolicy" : "ReadAhead", "RequestedilriteCachePolicy" :
"WriteThrough"}}}'

&
{
"Qodata.id": "/redfish/vl/TaskService/Tasks/88",
"@odata.type": "#Task.vl 5 _0.Task",
"Qodata.context": "/redfish/vl/$metadata#Task.Task",
"Id": "88",
"Name": "Storage:RAID, Operation:Volume Create",
"StartTime": "2021-08-06T09:42:59+00:00",
"EndTime": "2021-08-06T09:43:15+00:00",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "OK",
"Messages": [{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "Base.l1l.4.0.Success",
"Message": "Successfully Completed Request",
"MessageArgs": [1,
"Severity": "OK"
11,
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/88"

}
VDIIYZFDY Y TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2144W00W/Storage
/RAID/Volumes -XPOST -d

'"{"RAIDType" :"RAIDL", "Name" : "Raid0-vd-carved", "CapacityBytes":"500000",

"Oem": {"Cisco":{"Spans": [{"DrivesList": [{"@odata.id":"/redfish/vl/Systems/FCH2144W00W/Storage
/RAID/Drives/7"},
{"@odata.id":"/redfish/v1l/Systems/FCH2144W00W/Storage/RAID/Drives/6"}],"SpanId":"0"}]}}, "Oem":
{"Cisco": {"VolumeAccessPolicy": "ReadOnly", "VolumeReadAheadPolicy" : "ReadAhead", "RequestediiriteCachePolicy"
:"WriteThrough"}}}'!

)

(GE) VD OERHIZ, [CapacityBytes] {2’ DriveGroup Cfif fl Al fE72 28 & fHIKIC SV TV H Z & &
ER LTS 7E &,

2DDARNVEFERAL=ARY 2 —L4%E/. % (RAID 10)

curl -k -u admin:Cisco@123 https://10.104.236.148/redfish/v1/Systems/FCH2144W00W
/Storage/RAID/Volumes -XPOST -d '{"RAIDType":"RAIDI1O","Name":"Raid0-vd", "Capacityytes":
"10000000", "Oem": {"Cisco":{"Spans": [{"DrivesList":[{"@odata.id":"/redfish/v1l/Systems
/FCH2144W00W/Storage/RAID/Drives/5"}, {"Qodata.id":"/redfish/v1/Systems/FCH2144W00W/Storage
/RAID/Drives/3"}],"SpanId":"0"}, {"DrivesList": [{"Qodata.id":"/redfish/v1/Systems/FCH2144W00W
/Storage/RAID/Drives/7"}, {"@odata.id":"/redfish/v1/Systems/FCH2144W00W/Storage/RAID/Drives/6"}1,
"SpanId":"1"}1}},"Oem": {"Cisco":{"VolumeAccessPolicy":"ReadOnly", "VolumeReadAheadPolicy":
"ReadAhead", "RequestedWriteCachePolicy":"WriteThrough"}}}'

Ry 12— LDHIE

curl -k -g -u admin:Password https://10.10.10.10/redfish/v1/Systems
/WZP21460GPQ/Storage/MRAID/Volumes/10 —-XDELETE
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R 2 —LOWEIL

curl -k -g -u admin:Password https://10.10.10.10/redfish/v1/Systems/WZP21460GPQ/Storage
/MRAID/Volumes/10/Actions/Volume.Initilize -d '{"InitializeType":"Fast"}' -XPOST

Network Time Protocol (NTP) ' 0/\T 1 OEE

DOITRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1l
/Managers/CIMC/NetworkProtocol

LRAKRUR

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/S$entity
/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl 4 1.ManagerNetworkProtocol",
"KVMIP": {

"ProtocolEnabled": true,
"Port": 2068
}l

"SNMP": {

"ProtocolEnabled": true,
"Port": 161

} 4
"Id": "ManagerNetworkProtocol",
"Oem": {

"Cisco": {

"KVMConfiguration": ({
"VideoEncryption": "Enabled",
"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4

}

}
} 4
"NTP": ({

"ProtocolEnabled": true,
"Port": 123,

"NTPServers": ["ntp.esl.com", "10.10.10.10", "", ""]
}!

"Name": "Manager Network Protocol",

"DHCPvo": {

"ProtocolEnabled": false,
"Port": null
}!
"HTTPS": {
"ProtocolEnabled": true,
"Port": 443,
"Certificates": {
"@odata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS
/Certificates/1"
}
}!
"HostName": "test-hostname-kr-webcimc",
"DHCP": {
"ProtocolEnabled": false,
"Port": null
}!
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"SSH": {
"ProtocolEnabled": true,
"Port": 22

}I

"IPMI": {
"ProtocolEnabled": true,
"Port": 623

}I

"HTTP": {
"ProtocolEnabled": true,
"Port": 80

}I

"VirtualMedia": {

"ProtocolEnabled": true,
"Port": 2068
}I

"Description": "Manager Network Service"

Network Time Protocol (NTP) J’O/\T 1 DHETE

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC
/NetworkProtocol -XPATCH -d
'

"NTP" : {

"ProtocolEnabled":false,

"NTPServers" : ["1.1.1.1", "abc.com", "testHostname", "10.2.3.4"]

}

}l

LARUR

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@Qodata.context": "/redfish/vl/$metadata#Managers/Members/S$entity
/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl 4 1.ManagerNetworkProtocol",
"KVMIP": {

"ProtocolEnabled": true,
"Port": 2068
I

"SNMP": {

"ProtocolEnabled": true,
"Port": 161

I

"Id": "ManagerNetworkProtocol",
"Oem" : {

"Cisco": {

"KVMConfiguration": {
"VideoEncryption": "Enabled",
"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4

}

}

I
"NTP" . {
"ProtocolEnabled": false,
"Port": 123,
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"NTPServers": ["1.1.1.1", "abc.com", "testHostname", "10.2.3.4"]
}I

"Name": "Manager Network Protocol",

"DHCPv6":

"ProtocolEnabled": false,

"Port": null

}I

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443,

"Certificates": {

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS

/Certificates/1"

}

}I

"HostName": "test-hostname-kr-webcimc",
"DHCP": {

"ProtocolEnabled": false,

"Port": null

}I

"SSH": {
"ProtocolEnabled": true,
"Port": 22

}I

"IPMI": {
"ProtocolEnabled": true,
"Port": 623

}I

"HTTP": {
"ProtocolEnabled": true,
"Port": 80

}I

"VirtualMedia": {

"ProtocolEnabled": true,
"Port": 2068
}I

"Description": "Manager Network Service"

I RTOD Cisco IMC L.—HF— D ENE

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1l
/AccountService/Accounts/

LARUR
{
"Qodata.id": "/redfish/vl/AccountService/Accounts",
"Qodata.context": "/redfish/vl/$metadata#AccountService/Accounts",
"Qodata.type": "#ManagerAccountCollection.ManagerAccountCollection",
"Description": "Collection of Accounts",
"Name": "Account Collection",
"Members": [{

"Qodata.id": "/redfish/v1/AccountService/Accounts/1"

boo A

"Qodata.id": "/redfish/vl/AccountService/Accounts/2"

oo Ao

"@odata.id": "/redfish/vl/AccountService/Accounts/3"
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o

"Members@odata.count": 3

}

A—H—ZE/NRXT—FZFDID 11 Cisco IMC 1—H —
Dty b7y TE, OTA T7HORADETNE

DO IR b
curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService
/Accounts -XPOST -d '{"Id":"1l1l","UserName":"testll","Password":"password","RoleId":

"admin", "Enabled":true}'

LRIKRD X
A LI G, VAR AIFR RS NER A, KELTESE, =7 — A vtV RREnE
ED

BAGNRT— KR O—ERRT— FOBEHHRDE
1k
)

GE) Z DV 7 = A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 OV S3X60 H— S—TH R — |k

SNTWEE A,
JOITX b+
curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/AccountService -d '
{
"Oem" : {
"Cisco" : {
"StrongPasswordPolicyEnabled" : true,
"PasswordHistory": 5,
"PasswordExpiry": {
"GracePeriod": 5,
"Enabled": true,
"NotificationPeriod": 15,
"ExpiryDuration": 30
}
}
}
X
LRARUR

{
"AccountLockoutThreshold": 0,
"Id": "AccountService",
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"LDAP":

}

"LDAPService": {
"Oem": {
"Cisco": {
"LDAPGroupAuthorizationEnabled": false
}
}I
"SearchSettings": {
"BaseDistinguishedNames": [],
"UsernameAttribute": "CiscoAvPair",
"GroupsAttribute": "memberOf"
}
}I
"Authentication": {
"AuthenticationType": "UsernameAndPassword"
}I
"Certificates": {
"Qodata.id": "/redfish/vl/AccountService/LDAP/Certificates"
}I
"RemoteRoleMapping": [1],
"ServiceAddresses": [],
"AccountProviderType": "LDAPService",
"ServiceEnabled": false

’

"AccountLockoutDuration": O,

"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",
"MinPasswordLength": 8,
"AuthFailureLoggingThreshold": 0,
"AccountLockoutCounterResetEnabled": true,
"Oem": {

}

"Cisco": {
"PasswordHistory": 5,
"StrongPasswordPolicyEnabled": true,
"PasswordExpiry": {
"GracePeriod": 5,
"Enabled": true,
"NotificationPeriod": 15,
"ExpiryDuration": 30
}
}

’

"AccountLockoutCounterResetAfter": O,
"ServiceEnabled": true,
"Description": "Account Service"

iISCSI /N5 A —5 DHF

\}

GE)

Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TY S3X60 H—/S—THR— |
SNTWEEA,

VIC 13XX 1 — RiZ 4.13b) LIFED UV V — A THHR— h SR TWET,
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DOITRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapters
/UCSC-PCIE-C250Q0-04 FCH233770TY/NetworkDeviceFunctions/ethl

LRARUR
{

"Id": "ethl",

"Name": "ethl",

"NetDevFuncType": "Ethernet",

"NetDevFuncCapabilities": ["Ethernet", "iSCSI"],

"Ethernet": {
"MACAddress": "5C:71:0D:04:49:E5",
"MTUSize": 1500,
"VLAN": {

"VLANEnable": false

}

}l

"BootMode": "iscsi",

"iSCSIBoot": {
"IPAddressType": "Ipv4",
"IPMaskDNSViaDHCP": false,
"TargetInfoViaDHCP": false,
"AuthenticationMethod": "None",
"InitiatorName": "i.ign.com",
"InitiatorIPAddress": "1.1.1.1",
"InitiatorNetmask": "255.255.255.0",
"InitiatorDefaultGateway": null,
"PrimaryDNS": null,
"SecondaryDNS": null,
"MutualCHAPUsername": null,
"MutualCHAPSecret": null,

"PrimaryTargetName":
"PrimaryTargetIPAddress":
"PrimaryTargetTCPPort": 5000,
"PrimaryLUN": 0,
"SecondaryTargetName":
"SecondaryTargetIPAddress":
"SecondaryTargetTCPPort":
"SecondaryLUN": O,
"CHAPUsername": null,
"CHAPSecret": null

"t.ign.com",
"10.10.10.11",

"t2.ign.com",
"10.10.10.12",
5000,

}I

"AssignablePhysicalPorts":
"Qodata.id":

[{
"/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-1"

boo A
"Qodata.id":

"/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-3"

11,
"AssignablePhysicalPorts@odata.
"Links": {

count": 2,

"PhysicalPortAssignment": {

"Qodata.id":

"/redfish/vl/Chassis/1/NetworkAdapters/

UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-3"

}
}I
"Oem" : {
"Cisco": {
"@odata.type":

"#CiscoUCSExtensions.vl 0 0.CiscoUCSExtensions",

"VnicConfiguration": {

"UplinkPort":

1’
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"PCIOrder": "o.1",
"InterruptMode": "Any",
"VlanMode" : "Trunk",
"NivCfg": {
"ChannelNumber": 2
}I
"Vif":  {
"VifId": 0,
"VifCookie": 0
}I
"EthConfiguration": {
"cdn": "VIC-2-ethl",
"TrustedClassOfServiceEnabled": false,
"CompQueueCount": 5,
"StandByRecoveryDly": 5,
"StandByVif": {
"VifIid": 0,
"VifCookie": 0
}I
"WorkQueue": {
"Count": 1,
"RingSize": 256
}I
"RecvQueue": {
"Count": 4,
"RingSize": 512
}I
"InterruptProfile": {
"Count": 8,
"CoalescingTime": 125,
"CoalescingType": "Min"
}I
"Features": {
"UplinkFailOverEnabled": false,
"AdvancedFilterEnabled": false,
"ArfsEnabled": false,
"NvgreEnabled": false,
"GroupInterruptEnabled": false,
"VxlanEnabled": false,
"Rocev2Enabled": false,
"VmgEnabled": false,
"MultiQueueEnabled": false,
"GeneveEnabled": false
}I
"OffloadProfile": {
"TcpLargeReceiveEnabled": true,
"TcpSegmentEnabled": true,

"TcpRxChecksumEnabled": true,
"TcpTxChecksumEnabled": true
}I

"RssProfile": {

"RssEnabled": true,
"RssIpv4HashEnabled": true,
"RssTcplpv4HashEnabled": true,
"RssIpv6HashEnabled": true,
"RssTcpIpv6HashEnabled": true,
"RssIpv6ExHashEnabled": false,
"RssTcpIpv6ExHashEnabled": false,
"RssUdpIpv4HashEnabled": false,
"RssUdpIpv6HashEnabled": false

}I

"iSCSIBootUcs": ({
"PrimaryEnabled": true,
"DHCPId":
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"NetworkDeviceFunctionNetworkDeviceFunctionNetwork",

"DHCPTimeout": 60,
"LinkTimeout": 255,
"LinkBusyRetryCount": 255,
"TCPTimeout": 255

b

"Status": {
"State": "Enabled",
"Health": "OK"

by

"Qodata.id":

"/redfish/v1/Chassis/1/NetworkAdapters/UCSC-PCIE-C25Q0-04_ FCH233770TY/
NetworkDeviceFunctions/ethl",
"@odata.type": "#NetworkDeviceFunction.vl_ 3_0.NetworkDeviceFunction",
"Qodata.context": "/redfish/vl/$metadata#NetworkDeviceFunction.
NetworkDeviceFunction"

}

iSCSI 7 — ~ D HEIkR
A\

G ZDVU 7= A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H—/S—TH AR — |k
SNTVERA,

VIC 13XX 71— RiZ413b) LiED Y V —ATHR— I TWET,

JOIR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C250-04 FCH233770TY/NetworkDeviceFunctions/ethl -d

'{ "BootMode":"Disabled"}' -XPATCH
LRKRUR
{
"Id": "ethl",
"Name": "ethl",
"NetDevFuncType": "Ethernet",
"NetDevFuncCapabilities": ["Ethernet", "iSCSI"],
"Ethernet": {
"MACAddress": "5C:71:0D:04:49:E5",
"MTUSize": 1500,
"VLAN": {
"VLANEnable": false
}
}V
"BootMode": "Disabled",
"AssignablePhysicalPorts": [{
"@Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters

/UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-1"
oo A
"@Qodata.id": "/redfish/vl/Chassis/1/NetworkAdapters
/UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-3"
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11y
"AssignablePhysicalPorts@odata.count": 2,
"Links": {
"PhysicalPortAssignment": {
"Qodata.id": "/redfish/v1/Chassis/1l/NetworkAdapters
/UCSC-PCIE-C25Q-04 FCH233770TY/NetworkPorts/Port-3"
}
} 4
"Oem": {
"Cisco": {
"@odata.type": "#CiscoUCSExtensions.vl 0 0.CiscoUCSExtensions",

"VnicConfiguration": {

"UplinkPort": 1,
"PCIOrder": "o.1",
"InterruptMode": "Any",
"VlanMode" : "Trunk",
"NivCfg": {
"ChannelNumber": 2
}I
"Vif":  {
"VifIid": 0,
"VifCookie": 0
}I
"EthConfiguration": {
"cdn": "VIC-2-ethl",
"TrustedClassOfServiceEnabled": false,
"CompQueueCount": 5,
"StandByRecoveryDly": 5,
"StandByVif": {
"VifIid": 0,
"VifCookie": 0
}I
"WorkQueue": {
"Count": 1,
"RingSize": 256
}I
"RecvQueue": {
"Count": 4,
"RingSize": 512
}I
"InterruptProfile": {
"Count": 8,
"CoalescingTime": 125,
"CoalescingType": "Min"
}I
"Features": {
"UplinkFailOverEnabled": false,
"AdvancedFilterEnabled": false,
"ArfsEnabled": false,
"NvgreEnabled": false,
"GroupInterruptEnabled": false,
"VxlanEnabled": false,
"Rocev2Enabled": false,
"VmgEnabled": false,
"MultiQueueEnabled": false,
"GeneveEnabled": false
}I
"OffloadProfile": {
"TcpLargeReceiveEnabled": true,
"TcpSegmentEnabled": true,

"TcpRxChecksumEnabled": true,
"TcpTxChecksumEnabled": true
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"RssProfile": {
"RssEnabled": true,
"RssIpv4HashEnabled": true,
"RssTcplpv4HashEnabled": true,
"RssIpv6HashEnabled": true,
"RssTcpIpv6HashEnabled": true,
"RssIpv6ExHashEnabled": false,
"RssTcpIpv6ExHashEnabled": false,
"RssUdpIpv4HashEnabled": false,
"RssUdpIpv6HashEnabled": false
}
}
}
}
}I
"Status": {
"State": "Enabled",
"Health": "OK"
}I
"Qodata.id": "/redfish/v1/Chassis/1l/NetworkAdapters
/UCSC-PCIE-C25Q-04 FCH233770TY/NetworkDeviceFunctions/ethl",
"Qodata.context": "/redfish/vl/$metadata#Chassis/Members/Sentity
/NetworkAdapters/Members/S$entity/NetworkDeviceFunctions/Members/$Sentity",
"@odata.type": "#NetworkDeviceFunction.vl 3 0.NetworkDeviceFunction"

LDAP H—/\DEEHH D ENIF

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/

LARUR
{
"Qodata.id": "/redfish/v1/AccountService",
"Qodata.context": "/redfish/vl/$Smetadata#AccountService",
"@odata.type": "#AccountService.vl 5 0.AccountService",
"Accounts": {
"@odata.id": "/redfish/vl/AccountService/Accounts"
b
"Roles": {
"@odata.id": "/redfish/vl/AccountService/Roles"
b
"PrivilegeMap": {
"@odata.id": "/redfish/vl/AccountService/PrivilegeMap"

b

"AccountLockoutThreshold": O,
"Id": "AccountService",
"LDAP": {

"LDAPService": {

"SearchSettings": {
"BaseDistinguishedNames": [],
"UsernameAttribute": "CiscoAvPair",
"GroupsAttribute": "memberOf"

}

}l
"Authentication": {
"AuthenticationType": "UsernameAndPassword"
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},
"RemoteRoleMapping": [{
"LocalRole": "readonly",
"RemoteGroup": "ldap-test"
1,
"ServiceAddresses": [],
"AccountProviderType": "LDAPService",
"ServiceEnabled": true
}I
"AccountLockoutDuration": O,
"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",
"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": 0,
"AccountLockoutCounterResetEnabled": true,
"Oem": {
"Cisco": {
"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": O,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0
}
}
s
"AccountLockoutCounterResetAfter": 0,
"ServiceEnabled": true,
"Description": "Account Service"

}

LDAP H—/\DIP7 FLRER— FBEESDERTE

JOIR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/ -XPATCH -d
L}
{

"LDAP" :{
"ServiceAddresses":["ldap://10.1.1.1:389","1ldap://10.1.1.1:389"]
}
}l
LRARVR
{

"@odata.id": "/redfish/v1/AccountService",
"@odata.context": "/redfish/vl/$Smetadata#AccountService",
"@odata.type": "#AccountService.vl_ 5 0.AccountService",
"Accounts": {

"@odata.id": "/redfish/vl/AccountService/Accounts"

}7

"Roles": {

"@Qodata.id": "/redfish/vl/AccountService/Roles"

}7

"PrivilegeMap": {

"@odata.id": "/redfish/vl/AccountService/PrivilegeMap"

}7
"AccountLockoutThreshold": 0,
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"Id": "AccountService",
"LDAP":
"LDAPService": {

"SearchSettings": {
"BaseDistinguishedNames": [],
"UsernameAttribute": "CiscoAvPair",
"GroupsAttribute": "memberOf"

}

}I
"Authentication": {
"AuthenticationType": "UsernameAndPassword"
}I
"RemoteRoleMapping": [{
"LocalRole": "readonly",
"RemoteGroup": "ldap-test"

11y
"ServiceAddresses": ["ldap://10.2.37.79:389", "ldap://10.2.37.77:389"],
"AccountProviderType": "LDAPService",
"ServiceEnabled": true
}!
"AccountLockoutDuration": 0,
"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",
"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": 0,
"AccountLockoutCounterResetEnabled": true,
"Oem": {
"Cisco": {
"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": O,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0
}
}
}!
"AccountLockoutCounterResetAfter": 0,
"ServiceEnabled": true,
"Description": "Account Service"

LDAP /XS5 A —3 DEE

DOITR b

curl -k -u admin:password https://10.10.10.10/redfish/v1l/
AccountService/ -XPATCH -d

L}

{

"LDAP": {

"ServiceEnabled":true,
"ServiceAddresses":["ldap://10.1.1.1:389","1dap://10.1.1.1:389"],
"LDAPService": {

"SearchSettings": {
"GroupsAttribute": "memberGroup",
"UsernameAttribute":"CiscoUsername",
"BaseDistinguishedNames": ["test"]

}7
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"Oem" : {
"Cisco"™ : {
"LDAPGroupAuthorizationEnabled" : true
}
}
},
"RemoteRoleMapping" : [
{
"LocalRole" : "admin",
"RemoteGroup" : "groupl",
"Oem" : {
"Cisco" : {
"LDAPRemoteGroupDomain":"test.com"
}
}
}
]
}
}l
LARVR
{
"@odata.id": "/redfish/vl/AccountService",
"@odata.context": "/redfish/vl/$metadata#AccountService",
"@odata.type": "#AccountService.vl 5 0.AccountService",
"Accounts": {
"@odata.id": "/redfish/v1/AccountService/Accounts"
}l
"Roles": {
"@odata.id": "/redfish/v1/AccountService/Roles"
}l
"PrivilegeMap": {
"@odata.id": "/redfish/v1/AccountService/PrivilegeMap"
}l
"AccountLockoutThreshold": 0,
"Id": "AccountService",
"LDAP": {
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": ["testDN"],
"UsernameAttribute": "CiscoUsername",
"GroupsAttribute": "memberGroup"
}I
"Oem" : {
"Cisco" : {
"LDAPGroupAuthorizationEnabled" : true
}
}
},
"Authentication": ({
"AuthenticationType": "UsernameAndPassword"
}!
"RemoteRoleMapping": [{
"LocalRole": "admin",
"RemoteGroup": "groupl",
"Oem" : {
"Cisco" : {

"LDAPRemoteGroupDomain":"test.com"

[
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"ServiceAddresses": ["ldap://10.10.10.10", "ldap://10.10.10..10"],
"AccountProviderType": "LDAPService",
"ServiceEnabled": false

b

"AccountLockoutDuration": 0,
"Name": "Account Service",
"MaxPasswordLength": 20,
"LocalAccountAuth": "Fallback",

"MinPasswordLength": 1,
"AuthFailureLoggingThreshold": O,
"AccountLockoutCounterResetEnabled": true,
"Oem": {
"Cisco": {
"PasswordHistory": O,
"StrongPasswordPolicyEnabled": false,
"PasswordExpiry": {
"GracePeriod": O,
"Enabled": false,
"NotificationPeriod": 15,
"ExpiryDuration": 0
}
}
by
"AccountLockoutCounterResetAfter": 0,
"ServiceEnabled": true,
"Description": "Account Service"

}

Y—/I\OBRFEDESTA N FORE
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/
LogServices/Fault/Entries

=y
{
"@odata.id": "/redfish/vl/Managers/CIMC/LogServices/Fault/Entries",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/$entity/LogServices
/Members/$entity/Entries",
"Qodata.type": "#LogEntryCollection.LogEntryCollection",
"Name": "Log Service Collection",
"Members": [{
"Qodata.id": "/redfish/vl/Managers/CIMC/LogServices/Fault/Entries/1",
nIgr: v1v,
"EventId": "1",
"EntryType": "Event",
"Name": "Log Entry 1",
"Description": "Log Entry 1",
"Message": "TEMP_SENS FRONT: Front Panel Thermal Threshold at upper
non recoverable levels: Check Cooling ",
"EventType": "Alert",
"Created": "2020-05-28T10:14:35",
"EventTimestamp": "2020-05-28T10:14:35",
"MessageId": "F0411"

Pl
"Members@odata.count": 1

}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/LogServices/

Fault/Entries/1

LRAKRUR

{

"Qodata.id": "/redfish/vl/Managers/CIMC/LogServices/Fault/Entries/1",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/$entity/LogServices
/Members/$entity/Entries/Members/Sentity",

"@odata.type": "#LogEntry.vl 4 0.LogEntry",

nIgr: viv,

"EventId": "1",

"EntryType": "Event",

"Name": "Log Entry 1",

"Description": "Log Entry 1",

"Message": "TEMP_SENS FRONT: Front Panel Thermal Threshold at upper non
recoverable levels: Check Cooling ",

"EventType": "Alert",

"Created": "2020-05-28T10:14:35",

"EventTimestamp": "2020-05-28T10:14:35",

"MessageId": "F0411",

"Severity": "Critical"

TPM [FER D ER1F

JO TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>

LARUR
{
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B",
"@odata.context": "/redfish/vl/$metadata#Systems/Members/S$entity",
"@odata.type": "#ComputerSystem.vl 7 0.ComputerSystem",
"Processors": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Processors"
by
"SimpleStorage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/SimpleStorage"
by
"Storage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Storage"
by
"Memory": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory"
by
"MemoryDomains": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/MemoryDomains"

b

"NetworkInterfaces": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/NetworkInterfaces"
by

"Bios": {

"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Bios"

b
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"SecureBoot": {
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/SecureBoot"
}I

"EthernetInterfaces": {

"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces"
}I
"LogServices": {
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/LogServices"
}I
"Links": {
"Chassis": [{
"Qodata.id": "/redfish/v1/Chassis/1"
1
"CooledBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Thermal"
1
"ManagedBy": [{
"Qodata.id": "/redfish/vl/Managers/CIMC"
1
"PoweredBy": [{
"Qodata.id": "/redfish/v1/Chassis/1/Power"
H
}I
"SerialNumber": "WzP21330G5B",
"Boot": {
"BootSourceOverrideTarget": "None",
"BootSourceOverrideTarget@Redfish.AllowableValues": ["None", "Pxe",
"Floppy", "Cd", "Hdd", "BiosSetup", "Diags"],
"BootSourceOverrideEnabled@Redfish.AllowableValues": ["Once", "Continuous",
"Disabled"],
"BootSourceOverrideEnabled": "Disabled"

}I
"Id": "WzZP21330G5B",
"AssetTag": "Test assetTagRedfish",
"PowerState": "On",
"SystemType": "Physical",
"ProcessorSummary": {
"Model": "Intel (R) Xeon(R) Silver 4114 CPU @ 2.20GHz",
"Count": 2
}I
"HostName": "test-hostname-kr-webcimc",
"MemorySummary": {
"TotalSystemMemoryGiB": 64,
"Status": {
"HealthRollup": "OK",
"Health": "OK"
}
}I
"PCIeDevices@odata.count": 6,
"PCIeFunctions@odata.count": 6,
"Description": "PatchName",
"UUID": "1C61EBC6-8E10-4A9B-90CE-A4C03913EA56",
"Status": {
"State": "Enabled",
"Health": "OK"
}I
"PCIeDevices": [{
"Qodata.id": "/redfish/v1/Systems/WZP21330G5B/PCIleDevices/1"
oo A
"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIleDevices/2"
oo A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIleDevices/FRONT-NVME-2"
oo A
"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIleDevices/MLOM"
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b A
"@odata.id":
b A
"@odata.id":
11y

"Name": "UCS C220 M5L",

"HostWatchdogTimer": {

"Status": {
"State": "Enabled"

}I

"WarningAction": "None",

"FunctionEnabled": true,

"TimeoutAction": "ResetSystem"

}I

"PCIeFunctions": [{
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/1"
b A
"@odata.id":

"/redfish/v1/Systems/WzZP21330G5B/PCIeDevices/MRAID"

"/redfish/v1/Systems/WZP21330G5B/PCIeDevices/L"

"/redfish/v1/Systems/WZP21330G5B/PCIeFunctions/2"

oo Ao
"@odata.id":
/FRONT-NVME-2"

oo A

"/redfish/v1/Systems/WZP21330G5B/PCIeFunctions

wmismone [

"Qodata.id": "/redfish/vl/Systems/WZP21330G5B/PCIleFunctions/MLOM"
b A
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/MRAID"
b A
"Qodata.id": "/redfish/vl1l/Systems/WZP21330G5B/PCIeFunctions/L"

11y

"Oem": {

"Cisco": {

"PostCompletionStatus": true,
"SystemEffectiveMemory": 64,
"SystemEffectiveSpeed": 2400
}

}I

"TrustedModules": [{
"InterfaceType": "TPM2 0",

"InterfaceTypeSelection": "BiosSetting",
"FirmwareVersion": "2.0",
"Status": {
"Health": "OK"
}
1,
"PowerRestorePolicy": "LastState",
"Manufacturer": "Cisco Systems Inc",
"IndicatorLED": "Off",
"Model": "UCSC-C220-M5L",
"BiosVersion": "C220M5.4.1.1.61.0504202214",
"Actions": {

"#ComputerSystem.Reset": {

"target": "/redfish/v1/Systems/WZP21330G5B/Actions
/ComputerSystem.Reset",

"ResetType@Redfish.AllowableValues": ["On", "ForceOff",
"GracefulShutdown", "GracefulRestart", "ForceRestart", "Nmi", "PowerCycle"]

}
}
}
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JOITX b+
curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems
/<SerialNumber>
LARVR
{
"@odata.id": "/redfish/v1/Systems/WZP21330G5B",
"@odata.context": "/redfish/vl/Smetadata#Systems/Members/$entity",
"@odata.type": "#ComputerSystem.vl 7 0.ComputerSystem",
"Processors": {
"Q@Qodata.id": "/redfish/vl/Systems/WZP21330G5B/Processors"
}I
"SimpleStorage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/SimpleStorage"
}I
"Storage": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Storage"
}I
"Memory": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/Memory"
}I
"MemoryDomains": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/MemoryDomains"
}I
"NetworkInterfaces": ({
"@Qodata.id": "/redfish/vl/Systems/WZP21330G5B/NetworkInterfaces"
}I
"Bios": {
"@Qodata.id": "/redfish/vl/Systems/WZP21330G5B/Bios"
}I
"SecureBoot": {
"@Qodata.id": "/redfish/vl/Systems/WZP21330G5B/SecureBoot"

}I
"EthernetInterfaces": ({

"@odata.id": "/redfish/vl/Systems/WZP21330G5B/EthernetInterfaces"
}I
"LogServices": {
"@odata.id": "/redfish/v1/Systems/WZP21330G5B/LogServices"
}I
"Links": {
"Chassis": [{
"@odata.id": "/redfish/vl1/Chassis/1"
11,
"CooledBy": [{
"@Qodata.id": "/redfish/vl/Chassis/1/Thermal"
11,
"ManagedBy": [{
"@odata.id": "/redfish/vl/Managers/CIMC"
11,
"PoweredBy": [{
"@Qodata.id": "/redfish/vl/Chassis/1/Power"
}1
}I
"SerialNumber": "WzP21330G5B",
"Boot": {
"BootSourceOverrideTarget": "None",
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"BootSourceOverrideTarget@Redfish.AllowableValues":
"PXe", "Floppyll’ "Cd"’ "Hdd"’ "Biossetup"’ "Diagsll] ,

"BootSourceOverrideEnabled@Redfish.AllowableValues":

"Continuous",
"Disabled"],
"BootSourceOverrideEnabled":
}I
"Id":
"AssetTag":
"PowerState": "On",
"SystemType": "Physical",
"ProcessorSummary": {
"Model": "Intel (R) Xeon (R)
"Count": 2
}I
"HostName": "test-hostname-kr-webcimc",
"MemorySummary": {
"TotalSystemMemoryGiB":
"Status": {
"HealthRollup":
"Health": "OK"
}
}I
"PCIeDevices@odata.count": 6,
"PCIeFunctions@odata.count": 6,
"Description": "PatchName",
"UUID": "1C61EBC6-8E10-4A9B-90CE-A4C03913EA56",
"Status": {
"State": "Enabled",
"Health": "OK"
}I
"PCIeDevices": [{

"Disabled"

"WzP21330G5B",
"Test assetTagRedfish",

64,

"OK",

["None",

["Once",

Silver 4114 CPU @ 2.20GHz",

PCl X O v MMEROEF

"Qodata.id":
| |
"Qodata.

|
"Qodata.

id":

id":

"/redfish/v1l/Systems/WZP21330G5B/PCIeDevices/1"
"/redfish/v1l/Systems/WZP21330G5B/PCIeDevices/2"

"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/FRONT-NVME-2"

|

"Qodata.
Y, A

"Qodata.
Yo A

"@Qodata.
H,
"Name": "UCS C220 M5L",
"HostWatchdogTimer": {
"Status": |

"State": "Enabled"

}l

"WarningAction": "None",
"FunctionEnabled": true,
"TimeoutAction":

id":

id":

id":

"/redfish/v1/Systems/WZP21330G5B/PCIeDevices/L"

"/redfish/v1/Systems/WZP21330G5B/PCIleDevices/MLOM"

"/redfish/v1l/Systems/WZP21330G5B/PCIeDevices/MRAID"

}l

"ResetSystem"

"PCIeFunctions": [{

"Qodata.id":
boo A
"Qodata.id":
boo A
"Qodata.id":
/FRONT-NVME-2"
boo A
"Qodata.id":
boo A
"Qodata.id":

"/redfish/v1/Systems/WzZP21330G5B/PCIeFunctions/1"
"/redfish/v1/Systems/WzZP21330G5B/PCIeFunctions/2"

"/redfish/v1/Systems/WzZP21330G5B/PCIeFunctions

"/redfish/v1/Systems/WzZP21330G5B/PCIeFunctions/MLOM"

"/redfish/v1/Systems/WzZP21330G5B/PCIeFunctions/MRAID"
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oo A

"Qodata.id": "/redfish/v1l/Systems/WZP21330G5B/PCIeFunctions/L"
11,

"Oem": {

"Cisco": {
"PostCompletionStatus": true,

"SystemEffectiveMemory": 64,
"SystemEffectiveSpeed": 2400
}
}I
"TrustedModules": [{
"InterfaceType": "TPM2 0",
"InterfaceTypeSelection": "BiosSetting",
"FirmwareVersion": "2.0",
"Status": {
"Health": "OK"
}
1
"PowerRestorePolicy": "LastState",
"Manufacturer": "Cisco Systems Inc",
"IndicatorLED": "Off",
"Model": "UCSC-C220-M5L",
"BiosVersion": "C220M5.4.1.1.61.0504202214",
"Actions": {
"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/WZP21330G5B/Actions
/ComputerSystem.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff",
"GracefulShutdown", "GracefulRestart", "ForceRestart", "Nmi", "PowerCycle"]
}
}
}

DIMM O35 vV JR MEDRT—2 XADEF

DIMM 75 v  JX MEDRT—2 ROWMBO) Y TR +

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/<SerialNumber>

LRKRUR
{
"Qodata.id": "/redfish/v1/Systems/WZP220607R1",
"@odata.type": "#ComputerSystem.vl 9 0.ComputerSystem",
"@odata.context": "/redfish/vl/$metadata#ComputerSystem.ComputerSystem",
"Description": "Represents general resources for the overall system",
"Processors": {
"@odata.id": "/redfish/v1/Systems/WZP220607R1/Processors"
}y
"Oem" : {
"Cisco": {
"DimmBlacklistingEnabled": true,
"SystemEffectiveMemory": 48,
"SystemEffectiveSpeed": 2400,
"PostCompletionStatus": true
}
}l
"Manufacturer": "Cisco Systems Inc"
<SNIP>

}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers
/CIMC/EthernetInterfaces/NICs

LARVR
{

"@odata.id": "/redfish/vl/Managers/CIMC/EthernetInterfaces/NICs",
"@odata.context": "/redfish/vl/$metadata#Managers/Members/$entity
/EthernetInterfaces/Members/Sentity",

"@odata.type": "#EthernetInterface.vl 4 l.EthernetInterface",
"Links": {

"Chassis": {

"@odata.id": "/redfish/vl1/Chassis/1"

}
}I
"IPv6DefaultGateway": "3002::3001",
"Id": "NICs",
"NameServers": ["11.11.11.11", "12.12.12.12", "3003::3002"],
"AutoNeg": false,
"SpeedMbps": 1024,
"HostName": "test-hostname-kr-webcimc",
"IPv6Addresses": [{
"Address": "3002::3003",
"PrefixLength": 64,
"AddressOrigin": "Static"
11,
"FullDuplex": true,
"StaticNameServers": ["11.11.11.11", "12.12.12.12", "3003::3002"],
"DHCPv4": {
"UseDNSServers": false,
"UseGateway": false,
"UseNTPServers": false,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": false
}I
"IPv4Addresses": [{
"Gateway": "10.10.10.1",
"Address": "10.10.10.10",
"SubnetMask": "255.255.255.0",
"AddressOrigin": "Static"
11,
"VLAN": {
"VLANId": 5,
"VLANEnable": false
}I
"IPv6StaticDefaultGateways": [{
"Address": "3002::3001"
11,
"InterfaceEnabled": true,

"MACAddress": "70:DF:2F:86:F3:6C",
"Name": "Manager Ethernet Interface",
"DHCPvo6": {

"OperatingMode": "Disabled",

"UseDNSServers": false,
"UseDomainName": false,
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"UseNTPServers": false

}I

"MaxIPv6StaticAddresses": 1,
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": false,
"IPv6AutoConfigEnabled": true

}I

"MTUSize": 1500,

"PermanentMACAddress": "70:DF:2F:86:F3:6C",
"Description": "Manager Network Interface"

BE~rI>IT—3 v OEMIE

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/vl
/Managers/CIMC/EthernetInterfaces/NICs -XPATCH -d '{"AutoNeg":true}'

LRAKRUR

{
"IPv6DefaultGateway": "3002::3001",
"Id": "NICs",
"NameServers": ["11.11.11.11", "12.12.12.12", "3003::3002"7,
"AutoNeg": true,
"SpeedMbps": 1024,
"HostName": "test-hostname-kr-webcimc",
"IPv6Addresses": [{
"Address": "3002::3003",
"PrefixLength": 64,
"AddressOrigin": "Static"
11,
"FullDuplex": true,
"StaticNameServers": ["11.11.11.11", "12.12.12.12"™, "3003::3002"],
"DHCPv4": {
"UseDNSServers": false,
"UseGateway": false,
"UseNTPServers": false,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": false
}l
"IPv4Addresses": [{
"Gateway": "10.10.10.1",
"Address": "10.10.10.10",
"SubnetMask": "255.255.255.0",
"AddressOrigin": "Static"
11,
"VLAN": {
"VLANId": 5,
"VLANEnable": false
}l
"IPv6StaticDefaultGateways": [{
"Address": "3002::3001"
11,
"InterfaceEnabled": true,

"MACAddress": "70:DF:2F:86:F3:6C",
"Name": "Manager Ethernet Interface",
"DHCPvo": {
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"OperatingMode": "Disabled",
"UseDNSServers": false,
"UseDomainName": false,
"UseNTPServers": false

}I

"MaxIPv6StaticAddresses": 1,
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": false,
"IPv6AutoConfigEnabled": true

}I

"MTUSize": 1500,

"PermanentMACAddress": "70:DF:2F:86:F3:6C",
"Description": "Manager Network Interface"

BErILIT—2 3 VOEME

JO9ITRk

aprgoz—vavommnt [

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC

/EthernetInterfaces/NICs -XPATCH -d '{"AutoNeg":false}'

LRAKRUR

{
"IPv6DefaultGateway": "3002::3001",
"Id": "NICS",

"NameServers": ["11.11.11.11", "12.12.12.12",

"AutoNeg": false,
"SpeedMbps": 100,
"HostName": "test-hostname-kr-webcimc",
"IPv6Addresses": [{
"Address": "3002::3003",
"PrefixLength": 64,
"AddressOrigin": "Static"
11,
"FullDuplex": true,

"StaticNameServers": ["11.11.11.11", "12.12.12.12",

"DHCPv4": {
"UseDNSServers": false,
"UseGateway": false,
"UseNTPServers": false,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": false
} 4
"IPv4Addresses": [{
"Gateway": "10.10.10.1",
"Address": "10.10.10.10",
"SubnetMask": "255.255.255.0",
"AddressOrigin": "Static"

11,

"VLAN": {

"VLANId": 5,

"VLANEnable": false

} 4

"IPv6StaticDefaultGateways": [{
"Address": "3002::3001"

11,

"InterfaceEnabled": true,

"3003::3002"7],

::3002"7,
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"MACAddress": "70:DF:2F:86:F3:6C",
"Name": "Manager Ethernet Interface",
"DHCPv6": {

"OperatingMode": "Disabled",
"UseDNSServers": false,
"UseDomainName": false,
"UseNTPServers": false

}I

"MaxIPv6StaticAddresses": 1,
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": false,
"IPv6AutoConfigEnabled": true

}I

"MTUSize": 1500,

"PermanentMACAddress": "70:DF:2F:86:F3:6C",

"Description": "Manager Network Interface"

BEIRI LI —2 3 VORENENGTZEDRY T —
D R—bDEREETLTLYI ADEFE

JO TRk

curl -k -u admin:password https://10.10.10.10/redfish/vl
/Managers/CIMC/EthernetInterfaces/NICs -XPATCH -d

|

"SpeedMbps":10,

"FullDuplex":false

} A}

LRKRUR

{
"IPv6DefaultGateway": "3002::3001",
"Id": "NICs",
"NameServers": ["11.11.11.11", "12.12.12.12", "3003::3002"7,
"AutoNeg": false,
"SpeedMbps": 10,
"HostName": "test-hostname-kr-webcimc",
"IPv6Addresses": [{
"Address": "3002::3003",
"PrefixLength": 64,
"AddressOrigin": "Static"
Pl
"FullDuplex": false,

"StaticNameServers": ["11.11.11.11", "12.12.12.12", "3003::3002"7],

"DHCPv4": ({

"UseDNSServers": false,
"UseGateway": false,
"UseNTPServers": false,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": false

}I

"IPv4Addresses": [{
"Gateway": "10.10.10.1",
"Address": "10.10.10.10",
"SubnetMask": "10.10.10.10",
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"AddressOrigin": "Static"
11y

"VLAN": {

"VLANId": 5,

"VLANEnable": false

}I

"IPv6StaticDefaultGateways": [{
"Address": "3002::3001"

11y

"InterfaceEnabled": true,

"MACAddress": "70:DF:2F:86:F3:6C",
"Name": "Manager Ethernet Interface",
"DHCPv6": {

"OperatingMode": "Disabled",
"UseDNSServers": false,
"UseDomainName": false,
"UseNTPServers": false

}I

"MaxIPv6StaticAddresses": 1,
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": false,
"IPv6AutoConfigEnabled": true

}I

"MTUSize": 1500,

"PermanentMACAddress": "70:DF:2F:86:F3:6C",

"Description": "Manager Network Interface"

PXE O— k /5 AD1ERK
A

GE) Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TF S3X60 H— /S —THHR— |
SNTWEEA,

VIC 13XX 1 — RiZ 4.13b) LIED VU V — A THHR— h S THET,

2R

curl -k -u admin:Password https://10.10.10.10/redfish/v1/Chassis
/1/NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/ -d

'{"Id": "eth4", "NetDevFuncType": "Ethernet", "BootMode": "PXE", "Oem":
{"Cisco": {"VnicConfiguration": {"PCIOrder": "0.5", "NivCfg":
{"ChannelNumber":14}}}}}' -XPOST
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PXE O — k /51 X DEIG

DOIRX bk

)

GE)

Z DY 7 A MZ Cisco UCS C220 M4, C240 M4, C460 M4 B L T8 S3X60 Y—/S3—TH R — b
SNTWERA,

VIC 13XX 71— RiZ 4.13b) LIFED V YV —ATHR— SN TWET,

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth4 -XDELETE

PXEJ— bk T/N\A RADZEE

DOIRX bk

)

GE)

Z DU 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 1 L T8 S3X60 Y-—/ S—TH R — b
ENTWERA,

VIC 13XX 71— RiZ 4.13b) LIED U V) —ATHR— SN TWET,

curl -k -u admin:Password https://10.104.236.126/redfish/v1l
/Chassis/1/NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/eth4 -d

'{ "BotMode": "Disabled"}'
-XPATCH

ISCSI 7' — & T /N1 RDYERK
)

GE) Z®dV 7 xR R Cisco UCS C220 M4, C240 M4, C460 M4 35 L TX S3X60 H— 3 —THR— b
SNTHWEEA,
VIC 13XX 71— RiZ 4.13b) LIED U Y — A THR— I TWET,
EP

curl -k -u admin:Password https://10.10.10.10/redfish
/v1l/Chassis/1/NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions -d
'{"Id":"ethll", "NetDevFuncType" :"Ethernet", "BootMode" :"iSCSI", "iSCSIBoot": {"InitiatorName":
"ign.initiator.com","InitiatorIPAddress":"192.168.0.1","InitiatorNetmask":
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"255.255.255.0", "PrimaryTargetName":"ign.target0.com", "PrimaryTargetIPAddress":
"192.168.0.2","PrimaryLUN":0, "AuthenticationMethod" :"MutualCHAP", "CHAPSecret":

"Chapsecret", "CHAPUsername" :"chapname" ,"MutualCHAPUsername":"mutualname",
"MutualCHAPSecret":"msecret", "IPAddressType":"IPv4" },"Oem":{"Cisco":
{"VnicConfiguration":{"PCIOrder":"1.2","NivCfg": {"ChannelNumber":12} }}}}' -XPOST

ISCSI O — b T/XA RDEE
A\

G Z®Y 7 A M Cisco UCS C220 M4, C240 M4, C460 M4 35 X TF S3X60 H— /S —THHR— |
SNTWEREA,

VIC 13XX 1 — RiZ 4.13b) LIED UV V — A THHR— F SR TWET,

BB RKIZ L B iSCSI 7O/ T 4 DEBRE/ILEER

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-PCIE-C250-04 FCH233770L7/NetworkDeviceFunctions/eth0 -XPATCH -d

'{"BootMode" :"1iSCSI", "iSCSIBoot": {"InitiatorName":"in.initiator.com","InitiatorIPAddress":
"192.168.0.1","InitiatorNetmask":"255.255.255.0", "PrimaryTargetName":"ign.target0.com",
"PrimaryTargetIPAddress":"192.168.1.1", "PrimaryTargetTCPPort":5000,

"SecondaryTargetTCPPort":5000 }}"'

DHCP K (Z & % iSCSI TO/XT 1« DERTE/ERE

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-PCIE-C25Q0-04_ FCH233770L7/NetworkDeviceFunctions/eth0 -XPATCH -d
'{"BootMode":"iSCSI","1iSCSIBoot":{"InitiatorName":"in.initiator.com", "IPMaskDNSViaDHCP":
true, "TargetInfoViaDHCP":true}}'

TS5A4R)B—= Sy bk, ho&) 82—y FOEH. BLURIEHREIZISCSI TONT 1 %
HRET D

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-PCIE-C250Q-04 FCH233770L7/NetworkDeviceFunctions/eth0 -XPATCH -d

' {"BootMode" :"iSCSI","1iSCSIBoot": {"InitiatorName":"in.initiator.com", "AuthenticationMethod":
"MutualCHAP", "CHAPSecret":"Chapsecret", "CHAPUsername": "chapname", "IPAddressType" :"IPv4",
"InitiatorDefaultGateway":"1.1.1.1","InitiatorIPAddress":"1.1.1.1","InitiatorNetmask":
"255.255.255.0", "MutualCHAPSecret" :"msecret", "MutualCHAPUsername" : "mutualname",
"PrimaryDNS":"1.2.2.2","PrimaryLUN":3,"PrimaryTargetIPAddress":"1.1.1.1",
"PrimaryTargetName":"gweq", "SecondaryDNS":"1.1.1.1","SecondaryLUN":4,
"SecondaryTargetIPAddress":"12.23.34.4","SecondaryTargetName": "qgwrgwrwg",
"TargetInfovViaDHCP":false}}'

AuthenticationMethod % no CHAP. no MutualCHAP [Z3%7E

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/etl -XPATCH -d

'{"iSCSIBoot":{"InitiatorName":"in.initiator.com", "AuthenticationMethod":"None",
"CHAPSecret":"", "CHAPUsername":"", "IPAddressType" :"IPv4","InitiatorDefaultGateway":
"1.1.1.1","InitiatorIPAddress":"1.1.1.1","InitiatorNetmask":"255.255.255.0",
"MutualCHAPSecret":"", "MutualCHAPUsername":""}}"'
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\)

(GE) [None] Za T D% 6. CHAPMutual CHAP 7' 1 X7 [ IZIF AN O ERF A, T r/3T 4 R
WCAFET DA, UTOY 722 b X9 IC null [ETHRET 2L ERH Y £3,

CHAP &/>—% L v Z{#F L1- CHAP & L T® AuthenticationMethod

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/eth0 -XPATCH -d
'{"iSCSIBoot":{"InitiatorName":"in.initiator.com", "AuthenticationMethod" :"CHAP",
"IPAddressType":"IPv4","InitiatorDefaultGateway":"1.1.1.1","InitiatorIPAddress":
"l1.1.1.1","InitiatorNetmask":"255.255.255.0","PrimaryDNS":"1.2.2.2","PrimaryLUN":333,

"PrimaryTargetIPAddress":"1.1.1.1","PrimaryTargetName":"qweq", "CHAPSecret":"Chapsecret",
"CHAPUsername":"chapname"}}'

)

(G¥)  authenticationMethod 7% CHAP ¥4, CHAP 4/ — 27 Ly hOBZNY 7 = A F TZIT AR
NET, mutualCHAP BHENEEICIFEET 5546, LLFD XL 91 Mutual CHAP 7' 2235 ¢ % Null
ETHRETALENH Y £9°, "Mutual CHAPSecret":"","Mutual CHAPUsername":""

AuthenticationMethod as MutualCHAP

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/

NetworkAdapters/ UCSC-PCIE-C250-04 FCH233770L7/NetworkDeviceFunctions/ethl -XPATCH -d
"{"iSCSIBoot":{"InitiatorName":"i.initiator.com", "AuthenticationMethod":"MutualCHAP",
"IPAddressType":"IPv4","InitiatorDefaultGateway":"1.1.1.1","InitiatorIPAddress":"1.1.1.1",
"InitiatorNetmask":"255.255.255.0", "MutualCHAPSecret":"msecret", "MutualCHAPUsername" :
"mutualname", "PrimaryDNS":"1.2.2.2","PrimaryLUN":333, "PrimaryTargetIPAddress":"1.1.1.1",
"PrimaryTargetName":"gqweq", "CHAPSecret":"Chapsecret", "CHAPUsername" : "chapname"}}'

\)

GE)  MutualCHAP O34 . CHAP & MutualCHAP O D a 7 A MNEREZIEETHLERH Y £
ﬁqo

iSCSIBootUcs 1R D& AL

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/UCSC-PCIE-C250Q-04 FCH233770TY/NetworkDeviceFunctions/ethl -d
'{"BootMode" :"iSCSI", "Oem":{"Cisco":{"VnicConfiguration":{"EthConfiguration":
{"iSCSIBootUcs":{"PrimaryEnabled":true, "DHCPTimeout":60, "LinkTimeout":255,
"LinkBusyRetryCount":255, "TCPTimeout" :255, "DHCPId" :
"NetworkDeviceFunctionNetworkDeviceFunctionNetwork"}}}}}}

B VJ—Ra2TH9R—+EN3BC LY —X 4 —/3—0 Cisco IMC REST API DI
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SAN 7 — ~

saN I— 731 2ot |

FINA ZADVERK

\)

G Z DV 7T A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H— S—TH R — |k

SAN 7 — ~

SNTHVEEA,
VIC 13XX 71— RiZ 4.13b) LIED J Y — A THR—F I TWET,
FCA V¥ —7 oA A%&MHT 5121, VNTAGNIV E— REZHHNZTHLERNH Y £,

J—hE[RET > M) DB

curl -XPATCH -k -u admin:Password https://10.10.10.10/redfish/v1
/Chassis/1/NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/fcl -d
'{"Oem": {"Cisco":{"VnicConfiguration": {"VHBAConfiguration": {"BootTable": [{"WWPN":
"01:02:03:04:05:09:09:08","Lun":5}]1}}}}1}!

54 BootTable T > ~ ') M3EM

curl -XPATCH -k -u admin:Password https://10.10.10.10/redfish/vl
/Chassis/1/NetworkAdapters/UCSC-MLOM-C100-04 FCH224172K8/NetworkDeviceFunctions/fc0

-d "{"Oem":{"Cisco":{"VnicConfiguratio": {"VHBAConfiguration": {"BootTable":
[{"WWPN":"21:22:33:44:55:66:77:22","Lun":6 }, {"WWPN":"21:22:33:44:55:66:77:23","Lun":7},

{"WWPN":"21:22:33:44:55:66:77:24","Lun":8},
{"WWPN":"21:22:33:44:55:66:77:25","Lun":9}1}}}1}1}!

TN ZADHIER

)

GE) Z®Y 7 A I Cisco UCS C220 M4, C240 M4, C460 M4 3 L Tf S3X60 H— /S —THR— |

ENTWEEA,
VIC 13XX 71— RiZ 4.13b) LIED U V) —ATHR— I TWET,

R

curl -k -u admin:Password https://10.10.10.10/redfish/vl
/Chassis/1/NetworkAdapters/UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fc3 -d
'{"Oem" {"Cisco":{"VnicConfiguration": {"VHBAConfiguration": {"BootTable":

[null, null, null, null]}}}}}' -XPATCH
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SAN O — k TINA ADEH
A\

G Z DV 7= A NI Cisco UCS C220 M4, C240 M4, C460 M4 5 &2 TV S3X60 H—/S—TH AR — |k
SNTWEEA,

VIC 13XX 71— RiZ 4.13b) LIED U Y — A THR—F I TWET,
FCA V¥ —7 oA A%MHT 5121, VNTAGNIV £— REZHHNZTHLERNH Y £,

DOIRX bk

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/
NetworkAdapters/ UCSC-PCIE-C25Q-04 FCH233770L7/NetworkDeviceFunctions/fc0 -d

'{"Oem":{"Cisco":{"VnicConfiguratio": {"VHBAConfiguration":{"BootTable":
[{"WWPN":"21:22:33:44:55:66:77:30","Lun":6 }, {}, null, {"WWPN":"21:22:33:44:55:66:77:31",
"Lun":9}1}}} !

)

(GF) T Z°C. First BootTable Entry NAEE INE T, 2FHOZ L N IFEHEINEFA, 3FHD
T b UDHIERS L, 4FROT S MY BERENET,

BootTable = U X, 4 DOMEOEF|TF, BootTable: [{},{},{},{}]. ZIZ T
s} BAINDZEDA T v I ADEEEE LEEA
enull : BANINDZEDA 7 v 7 AOMEEHIERL £
snew value : TDA T v 7 AOFFOMEEL L ET

SSLEERAEDERE U7y 7A— K

DOITR bk

curl -XPOST -k -u admin:password https://10.10.10.10/redfish/vl
/CertificateService/Actions/CertificateService.GenerateCSR -d '
{

"CommonName" : "CNValue",
"Organization™ : "OrgValue",
"OrganizationalUnit" : "OUValue",
"City" : "CityName",

"State" : "StateName",

"Country" : "IN",

"KeyPairAlgorithm" : "TPMﬁALGfSHA512",
"Email" : "Redfish@redfish.com",

"CertificateCollection" :
"/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates/1",

"ChallengePassword" : "password",

"AlternativeNames" : ["no-one@cisco.com",

. )1)—R42THR—rEIhBC ) —X H—/3—0 Cisco IMC REST APl D4l
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"10.10.10.10", "cisco.com","https://10.10.10.10
/login.html"]
} A}

LRKRUR

{
"CertificateCollection": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates/1",

"CSRString": "----- BEGIN CERTIFICATE REQUEST-----
<REDACTED_CERTIFICATE_ STRING>

}

After the certificate is signed from the CA, it can be uploaded to CIMC using below
request:

curl -XPOST -k -u admin:password https://10.10.10.10/redfish/v1l/ CertificateService/
Actions/CertificateService.ReplaceCertificate -d '

{

"CertificateString" : <SIGNED CERTIFICATE CONTENT>
"CertificateType" : "PEM",
"CertificateUri" : "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates/1"

}

HSURBRHE S U7y TT—F
A\

GE) DY 7 A ML, C220M4, C240M4, C460M4, I L US3X60 r— N—TiIHR—hFnT
WEHE A

HSUT A —T T4 RANYUD Y H—
=3

curl -k -u admin:Password https://10.10.10.10/redfish/vl
/Managers/CIMC/Actions/Oem/CiscoUCSExtensions.HostOSBootManagement -XPOST -d
'{"BootOption":"Immediate", "ImageRepository":"10.10.10.10/nfsshare
/hsuls53mad/", "Mode" : "Discovery", "TransferProtocol" :"VMEDIA-NFS" }'

)

GE)  [BootOption] : [Immediate] F 7= 1% [OnNextBoot]

[ImageRepository] : <specify hsu tar file extracted path in remote share>

[TransferProtocol] : VMEDIA-NFS ¥ 7-i% VMEDIA-CIFS % 7213 VMEDIA-HTTPS % 72 1% NFS
F 721% CIFS £ 721L HTTPS

NFS. CIFS. E£7/2IXHTTPS #{# 4 21i%. FlexUtil SD 7 — F%& T A7 A AT 5 LEN
HYET,

T—F: T4 RAANY

g
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"Messages": [1,

"Idn: "401",

"Name": "HSU-inventory",

"StartTime": "01/15/2020 12:01:07 IST",
"TaskState": "New",

"PercentComplete": 0,

"@odata.id": "/redfish/v1l/TaskService/Tasks/401",
"Qodata.type": "#Task.vl 4 0.Task"

BRADEWMHLTHSU T4 —T TARANY RT—ERAEBRET D

=R

curl -k

&

-u admin:Password https://10.10.10.10/redfish/v1/TaskService/Tasks/401

"@odata.id": "/redfish/vl/TaskService/Tasks/401",
@odata.context": "/redfish/vl/S$metadata#TaskService/Tasks/Members/$entity",
"@odata.type": "#Task.vl 4 0.Task",
"Id": "401",
"Name": "HSU-inventory",
"StartTime": "01/15/2020 12:01:07 1IST",
"EndTime": "01/15/2020 12:15:45 1IST",
"PercentComplete": 100,
"TaskState": "Completed",
"Messages": [{
"MessageId": "Base.l.4.Success",
"Message": "Successfully Completed Request"
11,
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/401"

T77—LTT7 ANV M) ZEREBELT, BESNE-EHFRARLETA TLDY R FERET D

LS

curl -k
s

{

-u admin:Password https://10.10.10.10/redfish/v1/UpdateService/FirmwareInventory

"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory",
"@odata.context": "/redfish/vl/$metadata#UpdateService/FirmwareInventory",
"Qodata.type": "#SoftwareInventoryCollection.SoftwareInventoryCollection",
"Description": "Inventory of Firmware components",
"Name": "Firmware Inventory",
"Members": [{

"@Qodata.id":

"/redfish/vl/UpdateService/FirmwareInventory/Board Controller"

oo A

"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BIOS"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/CIMC"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory

/HDD-model-MTFDDAV960TCB-serial-174619C268DF"
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e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-11"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/X550-LOM-slot-L"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/HDD-model-MTFDDAV960TCB-serial-174619C26BA5"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/SasExpM5"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-3"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/UCSC-RAID-M5HD-slot-RAID"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/P40-24GB-slot-10"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/mswitchl"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-12"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-2"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/FirePro-slot-2"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-1"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-s1lot-FRONT-NVME-6"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/UCSC-SAS9460-8i-slot-12"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-s1lot-FRONT-NVME-4"
e A
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory
/UCSC-NVMELW-I500-slot-FRONT-NVME-5"
e A
"@odata.id":
"/redfish/vl/UpdateService/FirmwareInventory/mswitch2"
1y

"Members@odata.count": 21

[TRTO] BHEEINFaAVKR—RV FTOHSU I 7—L D7 7Y IT— b M) H—F

curl -k -u admin:Password https://10.10.10.10/redfish/v1l
/UpdateService/Actions/Oem/CiscoUCSExtensions.UCSUpdate -d '{ "Targets":[],

"ApplyTime":"Immediate",
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"ForceUpdate":true, "ImageRepository":"10.10.10.10/nfsshare/hsuls53mad/",
"TransferProtocol"
:"VMEDIA-NFS" , "Username”:”<share username>”, "Password”:”<share password>"” }' —-XPOST

\)

() [TransferProtocol]: [VMEDIA-NFS] & 721X [VMEDIA-CIFS] 721X [VMEDIA-HTTPS] & 7-1%
[NFS] F721% [CIFS] 721X [HTTPS]
[ApplyTime] : [Immediate] % 7213 [OnNextBoot]

e Immediate : —FD 2R —FR 2 b EEHFTH7-0IZ, HSUiso 7 — PR T <ITFEITEINFE
TO

» OnNextBoot : —H#iD I R—F > &2 EHFT 572D D HSUiso 7— ML, A FDKDE
YA 7 VIEFRRARFZOHRFITINE T,

[ImageRepository] : <specify hsu tar file extracted path in remote share>

[ForceUpdate] : true ¥ 7213 false

[Targets] : &M= _RTCHOa R R—% > N CTEHE ) H—LET,

[ M A=Y BEHEINDGNERT Y7 N =T/ 77— =7T A2 K URIOES ] ]

BEDa L R—% NCEEHZ N T—F51203, fHxD 12U EOa Ly R—Ry DX —
Ty FERETEET, xRN —F2 FORBHRIZOWVWTIE, Zoa<vr REsRL

TLEEN,
s
{
"Messages": [1,
"Id": "402",
"Name": "HSU-update",
"StartTime": "01/15/2020 12:58:59 IST",
"TaskState": "New",
"PercentComplete": 0,
"@Qodata.id": "/redfish/v1l/TaskService/Tasks/402",
"@odata.type": "#Task.vl 4 0.Task"

BROIDEWMBLTI7—LIIT7 7V TT—FDRT—RRAEZWMET S

curl -k -u admin:Password https://10.10.10.10/redfish/v1/TaskService/Tasks/402

=S

{
"Qodata.id": "/redfish/vl/TaskService/Tasks/402",

"Qodata.context": "/redfish/vl/$metadata#TaskService/Tasks/Members/$entity",

"Qodata.type": "#Task.vl 4 0.Task",
"Id": "402",
"Name": "HSU-update",
"StartTime": "01/15/2020 12:58:59 IST",
"EndTime": "01/15/2020 13:48:20 IST",
"PercentComplete": 100,
"TaskState": "Completed",
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"Messages": [{
"MessageId":
"Message":

'UCSC-NVMELW-I500-slot-FRONT-NVME-11"'.",
"Resolution":

e A
"MessageId":
"Message":

'X550-LOM-slot-L"'.",
"Resolution":

e A
"MessageId":
"Message":

'SasExpM5'.",
"Resolution":

"MessageId":
"Message":

'UCSC-NVMELW-I500-slot-FRONT-NVME-3'.",
"Resolution":
e A
"MessageId":
"Message":

'‘cIMc'.",
"Resolution":

"MessageId":
"Message":

'UCSC-RAID-M5HD-slot-RAID'.",
"Resolution":
e A
"MessageId":
"Message":

'P40-24GB-slot-10"'.",
"Resolution":
b A
"MessageId":
"Message":
'mswitchl'.",
"Resolution":

"MessageId":
"Message":

'UCSC-NVMELW-I500-slot-FRONT-NVME-12"'.",
"Resolution":
e A
"MessageId":
"Message":

'UCSC-NVMELW-I500-slot-FRONT-NVME-2"'.",
"Resolution":
e A
"MessageId":
"Message":
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"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

"NULL"

"CiscoUcsHsu.1.0.0.UpdateSuccess",
"Successfully updated the software

inventory

inventory

inventory

inventory

inventory

inventory

inventory

inventory

inventory

inventory

inventory

at

at

at

at

at

at

at

at

at

at

at
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"

'FirePro-slot-2"'.",

"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at

'UCSC-NVMELW-I500-slot-FRONT-NVME-1"'.",

"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at

'UCSC-NVMELW-I500-slot-FRONT-NVME-6"'.",

"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at
'UCSC-SAS9460-8i-slot-12"'.",
"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at

'UCSC-NVMELW-I500-slot-FRONT-NVME-4"'.",

"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at

'UCSC-NVMELW-I500-slot-FRONT-NVME-5"'.",

"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at
'mswitch2'.",
"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at
'Board Controller'.",
"Resolution": "NULL"
e A
"MessageId": "CiscoUcsHsu.1.0.0.UpdateSuccess",
"Message": "Successfully updated the software inventory at
'BIOS'.",
"Resolution": "NULL"
e A
"MessageId": "Base.l.4.Success",
"Message": "Successfully Completed Request"
1y
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/402"

BIRBERAIERZARIIZ, ApplyTime % OnNextBoot & L THSUEHAL2 RS M H—ZFKTL
9,

curl -k -u admin:Password https://10.10.10.10/redfish/v1l
/UpdateService/Actions/Oem/CiscoUCSExtensions.UCSUpdate
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-d '{ "Targets":[], "ApplyTime":"OnNextBoot", "ForceUpdate":true, "ImageRepository":
"10.10.10.10/nfsshare/hsuls53mad/", "TransferProtocol":"VMEDIA-NFS" }' —-XPOST
&
{

"Messages": [1,

"Id": "405",

"Name": "HSU-update",

"StartTime": "01/15/2020 17:10:26 IST",

"TaskState": "New",

"PercentComplete": 0,

"Qodata.id": "/redfish/vl/TaskService/Tasks/405",

"Qodata.type": "#Task.vl 4 0.Task"

BRY) AT—BRAEWEIT S

curl -k -u admin:Password https://10.10.10.10/redfish/v1/TaskService/Tasks/405
&
{

"@odata.id": "/redfish/vl/TaskService/Tasks/405",

"Qodata.context": "/redfish/vl/Smetadata#TaskService/Tasks/Members/$entity",

"@odata.type": "#Task.vl 4 0.Task",

"Idgr: "405",

"Name": "HSU-update",

"StartTime": "01/15/2020 17:10:26 IST",

"PercentComplete": 0,

"TaskState": "Running",

"Messages": [1,

"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/405"

}
EFEDa~< > RTtaskMonitor URI ZfEH LT, BHX A7 2K T LET,

curl -k -u admin:Password https://10.10.10.10/redfish/v1/TaskService/Oem
/TaskMonitor/405 -XDELETE

HTTP ¥ D EX 1=

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC

/NetworkProtocol
{

"@odata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",
"@odata.context": "/redfish/vl/S$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",
"HTTP": {

"ProtocolEnabled": true,

"Port": 80

b

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443

}
}
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<SNIP>
}

HTTP E— FDZEHE

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC
/NetworkProtocol -XPATCH -d
'
"HTTP": {
"ProtocolEnabled":false
}
X

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",
"@odata.context": "/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",
"HTTP": {

"ProtocolEnabled": false,

"Port": 80

}7
"HTTPS": {

"ProtocolEnabled": true,

"Port": 443

}

}
<SNIP>

}

SMTPE A — )LZEBDERK
\§

GE) YvrIrq (BEBRE) FEEAF—<OEHTIEIH Y A, ZEE T L ITHEKEFTEE OEM
TaRT A NEFRESNTVET,

curl -XPOST -k -u admin:$PASSWORD https://$IP/redfish/v1/EventService
/Subscriptions -d '{
"Protocol" : "SMTP",
"Oem" : {
"Cisco" : {
"SMTPMinimumSeverityToReport" : "Warning"

}!

"Destination":"mailto:username@cisco.com"
}l
curl -XPATCH -k -u admin:S$PASSWORD https://$IP/redfish/vl/EventService
/Subscriptions/SMTP 1 -d '{

"Oem" : { B

"Cisco":{
"SMTPMinimumSeverityToReport": "Informational"
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O—ALAOX IDVEST«4 (EXE) ORF

DOITRX bk

Request to retireive Local logging Severity:
curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/LogServices/CIMC

LARVR
{
"@Qodata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC",
"@odata.type": "#LogService.vl 2 0.LogService",

"@odata.context": "/redfish/vl/S$metadata#LogService.LogService",
"Entries": {

"@odata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries"

}I
"ServiceEnabled": true,

"OverWritePolicy": "WrapsWhenFull",
"Id": "CIMC",

"Name": "CIMC Log Service",
"LogEntryType": "OEM",

"Description": "CIMC Log Service",
"DateTimeLocalOffset": "+05:30",
"DateTime": "2020-12-22T14:01:38+05:30",

"MaxNumberOfRecords": 10000,
"SyslogFilters": [{
"LowestSeverity": "Debug"
},
"Oem": {
"Cisco": {
"MinimumSeverityLevel": "Debug",
"SyslogConnectionInfo": [{
"Protocol": "TCP",
"Enabled": false,
"DestinationServer": "10.10.10.11",
"Port": 678
boo A
"Protocol": "UDP",
"Enabled": false,
"DestinationServer": "10.10.10.12",
"Port": 689
H]
}
bo
"Actions": {
"#LogService.ClearLog": {
"target": "/redfish/vl/Managers/CIMC/LogServices/CIMC
/Actions/LogService.ClearLog"
} 4

"Oem": {
"#CiscoUCSExtensions.TestRemoteSyslogCfg": ({
"target": "/redfish/vl/Managers/CIMC/LogServices

/CIMC/Actions/Oem/CiscoUCSExtensions.TestRemoteSyslogCfg"
}
}
}
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O—AILBXF2IDVEST«4 (EXRE) OER

DOIRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC
/LogServices/CIMC -XPATCH -d

L}

{

"SyslogFilters" : [{
"LowestSeverity" : "Error"
}1

}l
LRAKRVA
{

"@Qodata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC",
"@odata.type": "#LogService.vl 2 0.LogService",
"@odata.context": "/redfish/vl/S$metadata#LogService.LogService",
"Entries": {

"@odata.id": "/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries"

}I
"ServiceEnabled": true,

"OverWritePolicy": "WrapsWhenFull",
"Id": "CIMC",

"Name": "CIMC Log Service",
"LogEntryType": "OEM",

"Description": "CIMC Log Service",
"DateTimeLocalOffset": "+05:30",
"DateTime": "2020-12-22T14:01:38+05:30",

"MaxNumberOfRecords": 10000,
"SyslogFilters": [{
"LowestSeverity": "Error"
H,
"Oem": {
"Cisco": {
"MinimumSeverityLevel": "Debug",
"SyslogConnectionInfo": [{
"Protocol": "TCP",
"Enabled": false,
"DestinationServer": "10.10.10.11",
"Port": 678
boo A
"Protocol"™: "UDP",
"Enabled": false,
"DestinationServer": "10.10.10.12",
"Port": 689
H]
}
}I
"Actions": {
"#LogService.ClearLog": {
"target": "/redfish/vl/Managers/CIMC/LogServices
/CIMC/Actions/LogService.ClearLog"
}I

"Oem": {
"#CiscoUCSExtensions.TestRemoteSyslogCfg": {
"target": "/redfish/vl/Managers/CIMC/LogServices

/CIMC/Actions/Oem/CiscoUCSExtensions.TestRemoteSyslogCfg"
}
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BIOS CMOS %% ') 7 (Clear BIOS CMOS) .

BIOS CMOS =% ') 7 (Clear BIOS CMOS)

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/
vl/Systems/SERIAL/ Actions/Oem/ComputerSystem.ResetBIOSCMOS-XPOST -d '{}'
LRKRUR

A LT E, VAR ZAZRRENE T, RULTEGE. =7 — A v —UNFRENE
R

BEDFS4JTOHOHDD Z¥OBERY) /TR

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/
WzP211704J%/Storage/MRAID/Drives/10/Actions/Oem/Cisco.StartDiagnostics -XPOST -d '{}'

{

"Messages": [1,

"Id": "i170",

"Name": "Storage:MRAID, Operation:Get Diagnostics Status",
"StartTime": "11/29/2020 10:34:49 SAST",

"TaskState": "Running",

"Qodata.id": "/redfish/vl/TaskService/Tasks/1170",
"@odata.type": "#Task.vl 4 0.Task"

¥¥ED HDD O HDD Wit T TA MDA T—RRAZWMIFTI A5=-HD) VTR k

curl -k -u admin:password https://10.10.10.10/redfish/v1l/TaskService/Tasks/1170
&

{

"@odata.id": "/redfish/vl/TaskService/Tasks/1170",
"@odata.type": "#Task.vl 4 0.Task",
"@odata.context": "/redfish/vl/Smetadata#Task.Task",
"Id": "1170",
"Name": "Storage:MRAID, Operation:Get Diagnostics Status",
"StartTime": "11/29/2020 10:34:49 SAST",
"EndTime" : "11/29/2020 10:36:53 SAST",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "OK",
"Messages": [{
"MessageId": "Base.l.4.0.Success",
"Message": "Successfully Completed Request"

o
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"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/1170"

LILT TR EFDOETHIZEHEDHDID D HDD Z2WiEILT TR MEXVY2oEILT S

curl -k -u admin:password https://10.10.10.10/redfish/v1Systems/
WZP23391JPJ/Storage/MRAID/Drives/1/Actions/Oem/Cisco.CancelDiag -d '{}' -XPOST

TILTD TRARDF Y oRILBEDZEEILT TR FDIKEE

curl -k -u admin:password https://10.10.10.10/redfish/v1l/TaskService
/Tasks/856
s

{

"Qodata.id": "/redfish/v1l/TaskService/Tasks/856",
"@odata.type": "#Task.vl 4 0.Task",
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"Id": "856",
"Name": "Storage:MRAID, Operation:Get Diagnostics Status",
"StartTime": "12/22/2020 14:37:44 IST",
"EndTime": "12/22/2020 14:38:04 IST",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "Warning",
"Messages": [{
"MessageId": "Base.l.4.0.InternalError",
"Message": "Diagnostics job aborted!"™
11
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/856"

.
SNMP 1—H DR E
SNMP —H—|%, IRDOFRFET 7 b /L& L TERTE £9,

* HMAC_SHA96

* HMACI128 SHA224

* HMACI192 SHA256

* HMAC256 _SHA384

* HMAC384 SHAS12

$85F 70k 3)L{E HMAC_SHA512 T SNMP 1 —H— & ER L £ ¢

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/Accounts/
-XPOST -d '{"Id":"12","AccountTypes":["SNMP"],"UserName":"SHA512","RoleId":"SNMPOnly",
"Enabled":true, "SNMP": {"AuthenticationProtocol”:"HMAC384 SHA512","AuthenticationKey":
"password", "EncryptionProtocol":"CFB128 AES128","EncryptionKey":"password"}}'

e=s
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"Id": "i2",

"UserName": "SHA512",

"RoleId": "SNMPOnly",

"Enabled": true,

"Qodata.id": "/redfish/vl/AccountService/Accounts/12",

"@odata.type": "#ManagerAccount.vl 7 0.ManagerAccount",

"Name": "User Account",

"AccountTypes": [null, "SNMP"],

"SNMP": {
"AuthenticationProtocol": "HMAC384 SHA512",
"AuthenticationKey": null,
"EncryptionProtocol": "CFB128_ AES128",
"EncryptionKey": null

GE) ZDY 7 A M Cisco UCS C245 M6 H— "—TIIHR— SN TWEHA,

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/SERIAL
-XPATCH -d
{
"Oem" : {
"Cisco": {
"MCTP": {
"FaultAlertSetting": "Disabled"

"SerialNumber": "WZP24160R9G",

"Boot": {
"BootSourceOverrideTarget": "None",
"BootSourceOverrideTarget@Redfish.AllowableValues": ["None", "Pxe",

"Floppy", "Cd", "Hdd", "BiosSetup", "Diags"],
"BootSourceOverrideEnabled@Redfish.AllowableValues": ["Once",
"Continuous",
"Disabled"],
"BootSourceOverrideEnabled": "Disabled"
}!
"Id": "WzP24160R9G",
"AssetTag": "Unknown",
"PowerState": "Ooff",
"SystemType": "Physical",
"ProcessorSummary": {
"Model": "Genuine Intel (R) CPU $0000%@",
"Count": 2
}!
"HostName": "C240-WZP24160R9G",
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"PowerRestorePolicy":
"PCIeDevices@odata.count":
"PCIeFunctions@odata.count":

"AlwaysOff",
3/
3/

"UUID": "7ABEAAEE-7F0E-A049-AAB1-914FFB52BEFF",
"Name": "UCS C240 M6N\n",
"HostWatchdogTimer": {
"Status": {
"State": "Disabled"
}I
"WarningAction": "None",
"FunctionEnabled": false,
"TimeoutAction": "PowerDown"
}I
"PCIeFunctions": [{
"Qodata.id": "/redfish/v1/Systems/WZP24160R9G/PCIeDevices
/MLOM/PCIeFunctions/0"
oo Ao
"Qodata.id": "/redfish/v1/Systems/WZP24160R9G/PCIeDevices

/FRONT-NVME-1/PCIeFunctions/0"
b A

"Qodata.id": "/redfish/v1/Systems/WZP24160R9G/PCIeDevices/L
/PCIeFunctions/0"
11y
"Oem": {
"Cisco": {
"DimmBlacklistingEnabled": true,
"SystemEffectiveMemory": 512,
"SystemEffectiveSpeed": 3200,
"PostCompletionStatus": false,
"FrontPanelButtonsLocked": false,
"MCTP":
"FaultAlertSetting": "Partial",
"SPDMHandShakeStatus": "Completed"
}
}
} 4
"PCIeDevices": [{
"@Qodata.id": "/redfish/v1/Systems/WZP24160R9G/PCIeDevices/MLOM"
b A
"@odata.id":

"/redfish/v1/Systems/WZP24160R9G/PCIeDevices/FRONT-NVME-1"
b A

"Qodata.id": "/redfish/v1/Systems/WZP24160R9G/PCIeDevices/L"
11y
"BiosVersion": "C240M6.4.2.0.321.0311210937",
"Manufacturer": "Cisco Systems Inc",
"MemorySummary" : {
"TotalSystemMemoryGiB": 512,
"Status": {
"HealthRollup": "OK",
"Health": "OK"
}
} 4
"Model": "UCSC-C240-M6N",
"IndicatorLED": "Off",
"TrustedModules": [{
"FirmwareVersion": null,
"Status": {
"State": "Absent"
} 4
"Oem" : {
"Cisco": {
"TPM": null
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}
o

"Status": {
"State": "Enabled",
"Health": "OK",
"HealthRollup": "OK"

SPDM ZEEE/BEEBAE DB

SPDM S2EEmEEEAE 2B 5V T X b+

\)

GE) ZDY 7 A M Cisco UCS C245 M6 H— "—TIIHR— SN TWEHA,

Curl -XPOST

http://10.10.10.10/redfish/v1/Managers/CIMC/Oem/Cisco/SPDMTrustStore/Certificates -d
\
{

“CertificateType” : “PEM”,
“CertificateString” : “<CERTIFICATE STRING>"
}l
&
{
"@odata.id" : "/redfish/vl/Managers/CIMC/Oem/Cisco/SPDMTrustStore/Certificates/1",
"Id" : "1"’
"Name" : "Certificate"

TV kKRA 2~ SPDMEERAE DR R

I KR4 - SPDMEIBAZEIREDRRY VIR k

)

GE) Z® U 7 A M Cisco UCS C245 M6 Hr—/"—TlIH R — S TWEHA,

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/SERIAL
/Oem/Cisco/SPDMDevice/Certificates

e=s
{
"@odata.id":
"/redfish/v1/Systems/WzZP2412176A/0Oem/Cisco/SPDMDevice/Certificates",
"Qodata.type": "#CertificateCollection.CertificateCollection",

"@odata.context":
"/redfish/vl/$metadata#CertificateCollection.CertificateCollection",
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SEAEDORT

"Description": "A Collection of Certificate resource instances.",
"Name": "Certificate Collection",
"Members": [{
"Qodata.id": "/redfish/v1/Systems/SERIAL/Oem/Cisco/SPDMDevice

/Certificates/MRAID1 0"
b A
"Qodata.id": "/redfish/v1/Systems/SERIAL/Oem/Cisco/SPDMDevice
/Certificates/MRAID2 0"
11y

"Members@odata.count": 2

BrDTy KR4 >~ SPDMIIBAEERTI DV I IRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/SERAIL/Oem/Cisco
/SPDMDevice/Certificates/MRAIDL_0

{
"@odata.id":
"/redfish/v1l/Systems/SERIAL/Oem/Cisco/SPDMDevice/Certificates/MRAID1 0",
"@odata.type": "#Certificate.vl 0_1l.Certificate",
"Qodata.context": "/redfish/vl/Smetadata#Certificate.Certificate",
"Idr: "Certificate",
"Name": "Certificate",
"Description": "The Certificate resource describes a certificate used to prove
the
identify of a component, account, or service.",
"CertificateType": "PEM",
"Subject": {
"Country": "IN",
"City": "Bengaluru",
"State": "Karnataka",
"Organization": "Cisco",
"OrganizationalUnit": "CSPG",
"CommonName" : "SAS3916"
}!
"Issuer": {
"Country": "IN",
"State": "Karnataka",
"Organization": "Cisco",
"OrganizationalUnit": "CSPG",
"CommonName" : "SAS3916"
}!
"Oem" : {
"Cisco": {
"CertificateSerialNumber": "10:05",
"IssuerCertificate": {
"Qodata.id": "/redfish/v1/Systems/WZP2412176A/0em/Cisco

/SPDMDevice/Certificates/MRAID1 1"
}
}
}7

"ValidNotBefore": "Nov 2 19:20:59 2020 GMT",
"ValidNotAfter": "Aug 6 19:20:59 2075 GMT",
"KeyUsage": ["ServerAuthentication"]
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INYTDTvTBIOS D27—LI9TTDT7I T4 R— K

DOITRX bk

curl -k -u admin:password https://10.10.10.10/
redfish/vl/Managers/CIMC/Actions/Oem/CiscoUCSExtensions.BiosFwActivate -XPOST -d '{}'

LRAKRUR
KB LI5A. VAR AIERENETA, KRLEGE, @R T — X v —UNER
EhEd,

Cisco IMC Syslog #& fk

HB—/N—D1D(ZtEF* )T 1 Syslog SXREFHERT S

DY IRk
curl -XPOST -k -u admin:password https://10.10.10.10/redfish/v1/EventService/Subscriptions
-d

'{ "Protocol":"SyslogTLS", "Destination":"syslog://10.10.10.10.55:6514", "SyslogFilters":
[{

"LowestSeverity": "Warning" }], "SubscriptionType" : "Syslog" }'
LRKRUR
{
"Id": "SyslogServer 1",
"Name": "EventSubscription SyslogServer 1",
"Protocol": "SyslogTLS",
"Destination": "syslog://10.10.10.55:6514",
"@odata.type": "#EventDestination.vl 10_l.EventDestination",
"@odata.id": "/redfish/vl/EventService/Subscriptions/SyslogServer 1",
"SubscriptionType": "Syslog"

& 27 Syslog b—/\—EEBAZ D E N

JOITR

curl -v -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1/EventService/Subscriptions/

SyslogServer 1/Certificates -d '{ "CertificateType" : "PEM", "CertificateString"”
Mo BEGIN
CERTIFICATE----- \nMIIDTDCCAJSgAwWIBAgIQPRZOPtyIS7BAN2z5bGOWFjANBgkaghkiGOwOBAQOFADAM\

nMSQwIgYDVQQDExtibHIxYS1zYWOtbGFiLVZBSS1XSU4tVkOtQOEWHhcNMTUWMTES\
nMDYwOTMyWhcNMjAXMTE2MIMONTI1W)AMMSQwIgYDVQODExtibHIxYS1zYWOtbGEF1
\nLVZBSS1XSU4tVk0tQOEwWggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQDL\
npASzO0Rt3BtbBcPgHYZ0JDInRp6yvdYOmgEIagRLTDbsnRZPBA5e8PywDPMzRS1t2\
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nmoLv3geL49r5urcF6yxPZiAhhz2TusYBUjACXpkRYUCO5e4H451mmgdynTGgloDC\nxHrtO0cw27cr/
6WxalRgpDGgX14iBtDQPezvkTD5bvB6YQWIrmA8s7b6tspcCSMsd\
n4RDBObuWr96+n2R+sYeM5VHAVAJIN+D] 6£Qs70bUic3fUDCErUrvmOnhPiPMIcOpk\
nnkjmlkdP+SMIPJ6wxaJjWIi0QPrbtgsuXWAN6bCanlxgWAVNmgCSCZN+uWQEDzZNG\
nMP11Sk5fBdzQxIE4IgSrAgMBAAGTdjBOMASGA1UdDWQEAWIBh)APBgNVHRMBAE SE \
nBTADAQH/MBOGA1UdDgQWBBTWCIAK1GIhVr+uLC88U7yjI0cUSjAQBgkrBgEEAY I3\
nFQEEAWIBATAIBgkrBgEEAYI3FQIEFgQUJ84v4we 7bUENToMxmsYS5TPAdkmmEWDQYJ\
nKoZIhvcNAQENBQADgGEBAIS+rPX/WdGdb1l2YrS11Rua/D6UyXgv9bS7MysU046DU\
nY8rfI7xf8MLNN6RKESXB/L10t+13YQbPCxc8XAjGm/vSASFFw4sS)IvtOH8qUFEY\
nHvj8SWH4RE/zVZEN4kQQ6dIa7gNSOGCMBOce3delNpcIArb7vk 7mVBWAE/4G62W1\
nGPlvinhzmHPUjOuuduT9Q0z4WebGfic2gk2s+9PCREHVTK1Iw7FMg+wgiv5dJpjzvl\
nTMYun944KugrNlesHAUlu+YsOpf9uJPF20b0UIHWGRe+NiUOO2unDW1GAALJrOw5\
nIJtrtCvKVuAouoPLeoccxRD6yWAeyCul TcHMUWEPBXs=\

n-—----— END CERTIFICATE----- \n" }'
LARUR
{
"@odata.id":
"/redfish/v1/EventService/Subscriptions/SyslogServer 1/Certificates/1",
"Id": "l",
"Name": "Certificate"

1 2DH—/N\—D+EF 217 Syslog sSFTBAZD R

JO9 TRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/EventService/Subscriptions/
SyslogServer 1/Certificates/1

LARUR
{
"@odata.id":
"/redfish/v1/EventService/Subscriptions/SyslogServer 1/Certificates/1",
"@odata.type": "#Certificate.vl_3_0.Certificate",
"Qodata.context": "/redfish/vl/Smetadata#Certificate.Certificate",
"Idr: "Certificate",
"Name": "Certificate",
"Description": "The Certificate resource describes a certificate used to prove

the identify of a
component, account, or service.",

"CertificateType": "PEM",
"CertificateString":
Moo= BEGIN
CERTIFICATE----- \nMIIDTDCCAJSgAWIBAGIQPRZOPtyIS7BAN2z5bGIWFjANBgkghkiGIWOBAQOFADAM\

nMSQwIgYDVQQDExtibHIxYS1zYWOtbGFiLVZBSS1XSU4tVkOtQOEWHhcNMTUWMTES\
nMDYwOTMyWhcNMJAXMTE2MIMONTI 1WjAMMSQwIgYDVQQODEXtibHIXYS1zYWOtbGFi\
nLVZBSS1XSU4tVk0tQOEwWggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQDL\
npASz0Rt3BtbBcPgHYZ0JDInRp6yvdYOmgEIagRLTDbsnRZPBA5e8PywDPMzRS1t2\
nmoLv3geL49r5urcF6yxPZiAhhz2TusYBujACXpkRYUCO5e4H451mmgIynTGgloDC\
nxHrtOcw27cr/6WxalRgpDGgX14iBtDQPezvkTD5bvB6YQWIrmA8s7b6tspcCSMsd\
n4RDBObuWr96+n2R+sYeM5VHAVAIN+D]j 6£Qs70bUic3fUDCErUrvmOnhPiPM9cOpk\
nnkjmlkdP+SMIPJ6wxaJjWIi0QPrbtgsuXWAN6bCanlxgWAVNmgCSCZN+uWQEDZNG\
nMP11Sk5fBdzQxIE4IgSrAgMBAAG]djBOMASGA1UdDWQEAWIBhjAPBGNVHRMBAfSE\
nBTADAQH/MBOGA1UADgQWBBTWC9AK1GJIhVr+uLC88U7yjI0cU5JAQBgkrBgEEAY I3\
nFQEEAWIBATAJBgkrBgEEAYI3FQIEFgQUJ84v4awe 7bUENToMxmsY5TPAkmmEwWDQYJ\
nKoZIhvcNAQENBQADggEBAIS+rPX/WdGdb1l2YrS11Rua/D6UyXgv9bS7MysU046DU\
nY8rfI7xf8MLNN6RKESxXB/L10t+13YQbPCxc8XAjGm/vSASFFw4sSjIvtOH8QUFEY\
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nHvj8SWH4RE/zVZEN4kQQ6dIa7gNSOGCMBOce3delNpcIArb7vk 7mVBWAE/4G62W1\

nGPlvinhzmHPUjOuuduT9Q0z4WebGfic2gk2s+9PCREHVTK1Iw7FMg+wgiv5ddpjzvl\

nTMYun944KugrNlesHAUlu+YsOpf9uJPF20b0UIHWGRe+NiUOO2unDW1GAALJrOw5\

nIJtrtCvKVuAouoPLeoccxRD6yWAeyCulTcHMUWEPBXs=\n----- END CERTIFICATE----- \n"
"KeyUsage": ["ServerAuthentication"]

EtFa17 E—KTH—/N—D12DIZ Syslog BEZHERT 5

JR7A= S Sl
curl -XPOST -k -u admin:password https://10.10.10.10/redfish/v1/EventService/Subscriptions
-4

{ "Protocol":"SyslogTCP", "Destination":"syslog://10.10.10.10.56:6514", "SyslogFilters":

[{ "LowestSeverity": "Warning" }], "SubscriptionType" : "Syslog" }'

LRKRURA

{
"Id": "SyslogServer 2",
"Name": "EventSubscription SyslogServer 2",
"Protocol": "SyslogTCP",
"Destination": "syslog://10.10.10.10.56:6514",
"@odata.type": "#EventDestination.vl 10 1.EventDestination",
"@Qodata.id": "/redfish/vl/EventService/Subscriptions/SyslogServer 2",
"SubscriptionType": "Syslog"

Syslog Y —/\—EXEDIEIE

¥

curl -XPATCH -k -u admin:password
https://10.10.10.10/redfish/v1/EventService/Subscriptions/

SyslogServer 2 -d '{ "Protocol":"SyslogTLS", "Destination":"syslog://10.10.10.10",
"SyslogFilters":
[{ "LowestSeverity": "Critical" }], "SubscriptionType" : "Syslog" }'
B —/\— 1B DHIER
Syslog IN—FRE R D HI B

curl -k -u admin:password
https://10.10.10.10/redfish/v1/EventService/Subscriptions/SyslogServer 1 -XDELETE
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FlexMMC #& rk

Cisco HEBRX FL— (FlexMMC) DEH

JO9ITRk

curl -k -u admin:password
https://10.10.10.10/redfish/v1l/Managers/CIMC/Oem/CiscolnternalStorage

LRKRUR
{
"@Qodata.id": "/redfish/v1l/Managers/CIMC/Oem/CiscoInternalStorage",
"Qodata.type": "#CiscoInternalStorageCollection.CiscoInternalStorageCollection",

"@odata.context":
"/redfish/vl/$metadata#CiscoInternalStorageCollection.CiscoInternalStorageCollection",

"Description": "Collection of Cisco Internal Storge resources",
"Name": "Cisco Internal Storage Collections",
"Members": [{

"Qodata.id":

"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC"
11,

"Members@odata.count": 1

DOIRX bk

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC

LRAKRVRA

{
"Qodata.id": "/redfish/vl/Managers/CIMC/Oem/CiscolnternalStorage/FlexMMC",
"@odata.type": "#CiscoInternalStorage.vl 0 0.CiscoInternalStorage",

"@odata.context":
"/redfish/vl/$metadata#CiscoInternalStorage.CiscoInternalStorage",
"Partitions": [{

"Qodata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/IMCImages"

oo A

"Qodata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/UserFiles"

11,

"Partitions@odata.count": 2,

"Idn: "FlexMMC",

"Name": "FlexMMC",

"Description": "FlexMMC Details",

"Actions": {
"#CiscoInternalStorage.ResetToDefault": ({

"target":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
Actions/CiscoInternalStorage.ResetToDefault"

}
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FlexMMC : IMClmage /\—7 1 >3 >

DOITRX bk

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/CiscoInternalStorage/
FlexMMC/CiscoPartition/IMCImages

LRARUR
{
"@odata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/CiscoPartition/IMCImages",
"@odata.type": "#CiscoPartition.vl 0 0.CiscoPartition",
"Qodata.context": "/redfish/vl/$metadata#CiscoPartition.CiscoPartition",
"CiscoFile": {

"@odata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscolnternalStorage/FlexMMC/CiscoPartition/IMCImages/CiscoFile"

}I

"Id": "IMCImages",

"Name": "IMCImages",

"Description": "Cisco IMC Images",
"TotalSpaceMiB": 1536,
"AvailableSpaceMiB": 1132,
"Actions": {

"#CiscoPartition.UploadFile": {
"target":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/CiscoPartition/IMCImages/
Actions/CiscoPartition.UploadFile"

}

JOIR bk

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/CiscoInternalStorage/
FlexMMC/CiscoPartition/UserFiles

LARUZR
{
"Qodata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscolnternalStorage/FlexMMC/CiscoPartition/UserFiles",
"@odata.type": "#CiscoPartition.vl 0_0.CiscoPartition",
"@odata.context": "/redfish/vl/$metadata#CiscoPartition.CiscoPartition™,
"CiscoFile": {

"Qodata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/UserFiles/CiscoFile"

}7

"Idr: "UserFiles",

"Name": "UserFiles",

"Description": "User Uploaded Files",
"TotalSpaceMiB": 6656,
"AvailableSpaceMiB": 6600,
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"Actions": {
"#CiscoPartition.UploadFile": {
"target":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/UserFiles/Actions/CiscoPartition.UploadFile"

}

FlexMMC : 4 »* —< % IMClmage /X\—T 1« >3 vIZwvEVY

DOITRX bk

curl -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/CiscoInternalStorage/
FlexMMC/CiscoPartition/IMCImages/Actions/CiscoPartition.UploadFile -d '
{"File":"NFS://10.10.10.10/nfsshare/rebooter.iso"}"

LRARUR
{
"Messages": [1,
"Id": "i38",
"Name": "FlexMMc File Upload Monitor",
"StartTime": "2022-05-23T13:15:32+00:00",
"TaskState": "Running",
"Q@odata.id": "/redfish/vl/TaskService/Tasks/138",
"@odata.type": "#Task.vl 4 0.Task"

IMClmage /N\—T 4 3 >DA A—L 7y TO— K AT—2 ZADODWE

DOIR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/138

LARVR
{

"@odata.id": "/redfish/vl/TaskService/Tasks/138",

"@odata.type": "#Task.vl 5 0.Task",

"@odata.context": "/redfish/vl/$metadata#Task.Task",

"Id": "i38",

"Name": "FlexMMc File Upload Monitor",

"StartTime": "2022-05-23T13:15:32+00:00",

"EndTime": "2022-05-23T13:15:35+00:00",

"PercentComplete": 100,

"TaskState": "Completed",

"TaskStatus": "OK",

"Messages": [{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "Base.1l.4.0.Success",
"Message": "Successfully Completed Request",
"MessageArgs": [1,
"Severity": "OK"

Pl
"TaskMonitor": "/redfish/v1/TaskService/Oem/TaskMonitor/138"
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\)

GE)  CIFS 7 7 A VAEF IR DT =2 2 L £,
{"File":"CIFS://10.10.10.10/nfsshare/ucs-c220m4-huu-4.1.2£fS5.is0"}
HTTPS 7 7 A VILHIIFROT —Z 2 L £,

{"File" :"HTTPS://10.10.10.10/huu/ucs-c220m4-huu-4.1.2£S5.is0"}
HTTP 7 7 A VIFIIFROT —Z 2R L ET
{"File" :"HTTP://10.10.10.10/huu/ucs-c220m4-huu-4.1.2£S5.is0"}

IMClmage /N\—T « >3 VDFMZHERT S

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/IMCImages/CiscoFile

LARUR
{

"@odata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/CiscoPartition/
IMCImages/CiscoFile",

"Qodata.type": "#CiscoFileCollection.CiscoFileCollection",

"Qodata.context":
"/redfish/vl/$metadata#CiscoFileCollection.CiscoFileCollection",

"Description": "Collection of Cisco Internal Storge Partition resources",
"Name": "Cisco Internal Storage Partition Collections",
"Members": [{

"Qodata.id":

"/redfish/vl/Managers/CIMC/Oem/CiscolnternalStorage/FlexMMC/
CiscoPartition/IMCImages/CiscoFile/rebooter.iso"

o

"Members@odata.count": 1

DOITRX bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/IMCImages/CiscoFile/rebooter.iso

LRAKRUR

{

"@odata.id":
"/redfish/vl/Managers/CIMC/Oem/CiscolnternalStorage/FlexMMC/CiscoPartition/
IMCImages/CiscoFile/rebooter.iso",

"@odata.type": "#CiscoFile.vl 0 0.CiscoFile",

"@odata.context": "/redfish/vl/$metadata#CiscoFile.CiscoFile",
"Description": "A file in the partition of the Internal Storage",
"Id": "rebooter.iso",

"Name": "rebooter.iso",

"Type": "ISO",

"SizeMiB": 0,

"SpaceOccupiedMiB": 0,
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"HostVisible": false

IMClmage /X\—T 4 >3 VI VEV T ENET7AILDERR FRREEDER

DOITR bk

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/CiscolnternalStorage/
FlexMMC/CiscoPartition/IMCImages/CiscoFile/rebooter.iso -d '{"HostVisible":true}' -XPATCH

°

LARUR

{
"Idr: "rebooter.iso",
"Name": "rebooter.iso",
"Type™: "ISO",
"SizeMiB": 0,
"SpaceOccupiedMiB": 0,
"HostVisible": true,
"Qodata.id":

"/redfish/vl/Managers/CIMC/Oem/CiscolInternalStorage/FlexMMC/CiscoPartition/
IMCImages/CiscoFile/rebooter.iso"
}

IMCImage /X\—F 4 > 3 VIZI Vv EV T ENi=A A —DDHIB

LS

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oemn/
CiscolInternalStorage/FlexMMC/CiscoPartition/IMCImages/CiscoFile/rebooter.iso —-XDELETE

FlexMMC : UserfFiles /N\—F 4 >3 VICA A—DFTvEDY

JO9ITR

curl -XPOST -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/UserFiles/Actions/CiscoPartition.UploadFile
-4

{"File":"NFS://10.104.236.41/nfsshare/rebooter.iso"}"

LARUR
{
"Qodata.id": "/redfish/vl/TaskService/Tasks/139",
"@odata.type": "#Task.vl 5 0.Task",
"Qodata.context": "/redfish/vl/$metadata#Task.Task",
"Id": "138",
"Name": "UserFile File Upload Monitor",
"StartTime": "2022-05-23T13:15:32+00:00",
"EndTime": "2022-05-23T13:15:35+00:00",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "OK",
"Messages": [{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "Base.l1l.4.0.Success",
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"Message": "Successfully Completed Request",
"MessageArgs": [1,
"Severity": "OK"
11y
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/139"

\)

GE)  CIFS 7 7 A WAEFIZIIR DT =2 2 L £,
{"File":"CIFS://10.10.10.10/nfsshare/ucs-c220m4-huu-4.1.2£fS5.iso0"}
HTTPS 7 7 A NVILFIIIROT —Z 2 L £,

{"File" :"HTTPS://10.10.10.10/huu/ucs-c220m4-huu-4.1.2£S5.is0"}
HTTP 7 7 A VIEFIIZRO T —F ZfEH L £ 7,
{"File" :"HTTP://10.10.10.10/huu/ucs-c220m4-huu-4.1.2£fS5.is0"}

Userfiless '\—T 4 3> DA A— 7y TAO— K XAT—2 205G

JO9ITRk

curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/139

LARUR
{

"Qodata.id": "/redfish/vl/TaskService/Tasks/139",

"Qodata.type": "#Task.vl 5 0.Task",

"Qodata.context": "/redfish/vl/$metadata#Task.Task",

"Id": "139",

"Name": "FlexMMc File Upload Monitor",

"StartTime": "2022-05-23T22:19:06+00:00",

"EndTime": "2022-05-23T22:19:09+00:00",

"PercentComplete": 100,

"TaskState": "Completed",

"TaskStatus": "OK",

"Messages": [{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "Base.l1l.4.0.Success",
"Message": "Successfully Completed Request",
"MessageArgs": [1,
"Severity": "OK"

1
"TaskMonitor": "/redfish/vl/TaskService/Oem/TaskMonitor/139"

Userfile /N\—F 4 23 Vo DEHZHERT S

DOITR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/UserFiles/CiscoFile
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LARVR
{

"Qodata.id": "/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/UserFiles/CiscoFile",

"Q@odata.type": "#CiscoFileCollection.CiscoFileCollection",

"@odata.context":
"/redfish/vl/$metadata#CiscoFileCollection.CiscoFileCollection™,

"Description": "Collection of Cisco Internal Storge Partition resources",
"Name": "Cisco Internal Storage Partition Collections",
"Members": [{

"Qodata.id":

"/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/
FlexMMC/CiscoPartition/UserFiles/CiscoFile/rebooter.iso"

Pl
"Members@odata.count": 1

JOITR K

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/UserFiles/CiscoFile/rebooter.iso

LARUR
{
"@Qodata.id": "/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/
CiscoPartition/UserFiles/CiscoFile/rebooter.iso",
"@odata.type": "#CiscoFile.vl 0 _0.CiscoFile",
"Qodata.context": "/redfish/vl/$metadata#CiscoFile.CiscoFile",
"Description": "A file in the partition of the Internal Storage",
"IdT: "rebooter.iso",
"Name": "rebooter.iso",
"Type" : "ISO",
"SizeMiB": 0,
"SpaceOccupiedMiB": 0,
"HostVisible": false

2

UserFiles /N\—T 4 2 a VTV EV T SNE=T7AILDRRA FRREENDER

DOITR bk

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/CiscoPartition/UserFiles/CiscoFile/rebooter.iso -d '

{"HostVisible":true}' -XPATCH
LRAKRUR
{
"Idn: "rebooter.iso",
"Name": "rebooter.iso",
"Type": "ISO",
"SizeMiB": 0,
"SpaceOccupiedMiB": 0,
"HostVisible": true,
"Qodata.id": "/redfish/vl/Managers/CIMC/Oem/CiscoInternalStorage/FlexMMC/

CiscoPartition/UserFiles/CiscoFile/rebooter.iso"

}
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IMClmage Userfile /S—5 &3 vIcz v Ev sy ant4 s —solik [

IMCImage UserFile /X\—F 4 >3 VT vy EV T ahi-4 A —COHIK

L3S

curl -k -u admin:password https://10.10.10..10/redfish/v1/Managers/CIMC/Oem/
CiscolnternalStorage/FlexMMC/CiscoPartition/UserFiles/CiscoFile/rebooter.iso -XDELETE

FlexMMC Z Ti5H O T 74 /L MREIZY Y k

'K

curl -XPOST -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/Oem/
CiscolInternalStorage/FlexMMC/Actions/CiscoInternalStorage.ResetToDefault

INAT)— RZE®R

THEHERET 74 )L DTE Tk (- PasswordChangeRequired 7 0 /37 o
ZHERIT B

DOITR bk

$ curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/Accounts/1

LARVR

{

"@odata.id": "/redfish/vl/AccountService/Accounts/1",
"@odata.type": "#ManagerAccount.vl 5 0.ManagerAccount",
"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount",
"Name": "User Account",

"Description": "User Account",

"Links": {

"Role": {

"@odata.id": "/redfish/v1/AccountService/Roles/admin"

}

}l

"AccountTypes": ["Redfish", null],

nIgr: viv,

"Description": "User Account",

"Enabled": true,

"Name": "User Account",

"UserName": "admin",

"RoleId": "admin",

"PasswordChangeRequired": true

}
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DOITR bk

$ curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/Accounts/1
-XPATCH -
d '{"Password" : "New Password"}'

LRARUR

{

"AccountTypes": ["Redfish", null],

nIgr: "1v,

"Description": "User Account",

"Enabled": true,

"Name": "User Account",

"UserName": "admin",

"RoleId": "admin",

"PasswordChangeRequired": false,

"Qodata.id": "/redfish/v1/AccountService/Accounts/1"

}

NULL 7 F L A ® LDAP H—/\—D#ERK

DY ITR K

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService -XPATCH -
d '{"LDAP": {"ServiceAddresses": [null]} }'

LRARUR

"LDAP": {

"ServiceEnabled": true,
"ServiceAddresses": [],

b

NICTODDNS 5LV FAA 2 &ZTANT 4 DYR—F

GET
2R

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/EthernetInterfaces/NICs

{

"@odata.id": "/redfish/vl/Managers/CIMC/EthernetInterfaces/NICs",

"@odata.type": "#EthernetInterface.vl 4 1.EthernetInterface",

"@odata.context": "/redfish/vl/$metadata#EthernetInterface.EthernetInterface",
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"Links": {

"Chassis": {

"Qodata.id": "/redfish/vl/Chassis/1"
}

}I

"HostName": "C220-WZP26330KVU",
"IPv4Addresses": [
"AddressOrigin": "Static",
"Address": "10.10.10.10",
"SubnetMask": "255.255.255.0",
"Gateway": "10.10.10.1"

11y

"MaxIPv6StaticAddresses": 1,
"VLAN": {

"VLANEnable": false,

"VLANId": 1

}I

"DHCPv4": {

"DHCPEnabled": false,
"UseDNSServers": false,
"UseGateway": false,
"UseDomainName" : false,
"UseNTPServers": false,
"UseStaticRoutes": false

}I

"DHCPv6" : {

"OperatingMode": "Stateful",
"UseNTPServers": false,
"UseDNSServers": true,
"UseDomainName" : false

}I

"Name": "Manager Ethernet Interface",

"IPv6Addresses": [
"AddressOrigin": "DHCPv6",
"PrefixLength": 64,

"Address": R

11y

"Description": "Manager Network Interface",
"IPv6DefaultGateway": "o,
"InterfaceEnabled": true,
"PermanentMACAddress": "EC:F4:0C:1C:12:A4",
"NameServers": [1,

"MTUSize": 1500,

"AutoNeg": false,
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": false,
"IPv6AutoConfigEnabled": true
}I

"StaticNameServers": [1,

"Idn: "NICs",

"Oem" : {

"Cisco": {

"DynamicDNS": {

"RefreshInterval": 0,

"Enabled": true

}

}

}I

"MACAddress": "EC:F4:0C:1C:12:A4"

}
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SET
N

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/EthernetInterfaces/
"Oem":

NICs
true,
"DomainName" :

{
"MTUSize": 1500,
"AutoNeg": false,
"StaticNameServers":
"Oem" : {

"Cisco": {
"DynamicDNS": {
"Enabled": true,
"RefreshInterval":
"DomainName" :

}

}

} 4

"HostName":
"IPv4Addresses":
"AddressOrigin":
"Address":
"SubnetMask":
"Gateway":

o

-XATCH -d '{

"10.10

"10.10

"MaxIPv6StaticAddresses":

"VLAN": {
"VLANIA":
"VLANEnable":

}!
"IPv6Addresses":
"AddressOrigin":
"PrefixLength":
"Address": EEEA
11,

"DHCPv4": {
"DHCPEnabled": false,
"UseDNSServers":
"UseGateway":
"UseNTPServers":
"UseStaticRoutes":
"UseDomainName" :

}!

"MACAddress": "EC:F4
"DHCPvo": {
"OperatingMode":
"UseNTPServers":
"UseDomainName" :
"UseDNSServers":

}!
"Id":
"Name" :

1!
false

false,

"NICs",

"Domain Name"} 1} }

1)) —Z 42 THHR— bk Eh 3 C 1) —X H—/\—0 Cisco IMC REST API O |

{"Cisco": {"DynamicDNS": {"RefreshInterval":

3!

1,

100,

"Domain Name"

"C220-WzZP26330KVU",

[{
"Static",
.10.10",

"255.255.255.0",

L10.1"

[{
"DHCPv6",

false,

false,
false,
false

:0C:1C:12:24",

"Stateful",
false,
false,

true

"Manager Ethernet Interface",

"StatelessAddressAutoConfig": {

"IPv4AutoConfigEnabled":
"IPv6AutoConfigEnabled":

by
"IPv6DefaultGateway":
"PermanentMACAddress":
"InterfaceEnabled":

false,
true

neon
"EC:F4:0C:1C:12:24",
true,

. )1)—R42THR—rEIhBC ) —X H—/3—0 Cisco IMC REST APl D4l
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"NameServers": [1,
"Description": "Manager Network Interface",
"Qodata.id": "/redfish/vl/Managers/CIMC/EthernetInterfaces/NICs"

}

1~65535 DHFRHR—FTSMIPH—EXZEBRZT S
\§

G A—bFoF¥FR—FENTVEEAL, F—F0TRDOZT— A v —IUNRRRINDILGEDH
@ i‘é‘O

Choose a value within the range that the implementation can support and resubmit
the request if the operation failed.

JOITR b

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/EventService -
d '"{"SMTP": {"ServiceEnabled": true, "ServerAddress": "1.1.1.1", "Port": 1}}'
LARUR

{

"Status": {

"State": "Disabled",

"Health": "OK"

}!

"ServiceEnabled": false,

"DeliveryRetryAttempts": 3,

"DeliveryRetryIntervalSeconds": 30,

"EventTypesForSubscription": ["Alert"],

"SMTP": {

"ServerAddress": "1.1.1.1",

"FromAddress": "ucs-server@cisco.com",

"port": 1,

"ServiceEnabled": true

}!

"Actions": {

"#EventService.SubmitTestEvent": {

"target": "/redfish/vl/EventService/Actions/EventService.SubmitTestEvent"
}

}!

"Qodata.id": "/redfish/vl/EventService"

}

:/ U 7L Zl__/{— LAN 7|'f IJ ¢/_FHO) COM 7|_€_ I\G)EQEE

GET
'K

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/SerialInterfaces/TTYO
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"InterfaceEnabled": true,

"BitRate": "115200",

"Oem": {

"Cisco": { "SerialOverLanComPort": "coml",

"SerialOverLanSSHPort": 2400
}
}

SET
LS

curl -k -u admin:password
https://10.10.10.10/redfish/v1l/Managers/CIMC/SerialInterfaces/TTY0 -XPATCH -

d '"{"Oem":{"Cisco":{"SerialOverLanComPort":"coml", "SerialOverLanSSHPort": 2200}}}"
{

"Qodata.id": "/redfish/vl/Managers/BMC2/SerialIlnterfaces/TTYO",
"@odata.type": "#Seriallnterface.vl 1 3.Seriallnterface",
"Qodata.context": "/redfish/vl/$metadata#SerialInterface.SerialInterface",
"Description": "Management for Serial Interface",

"SignalType": "Rs232",

"Id": "TTYO",

"InterfaceEnabled": true,

"Name": "Manager Serial Interface 1",

"PinOut": "Cisco",

"BitRate": "115200",

"DataBits": "8",

"FlowControl": "None",

"StopBits": "1",

"ConnectorType": "DB9 Female",

"Parity": "None",

"Description": "Management for Serial Interface",

"Oem": {

"Cisco": {

"SerialOverLanComPort": "comO",

"SerialOverLanSSHPort": 2400
}
}
}

RS L UVESIEX—DKRE

GET
=R
curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/NetworkProtocol
&

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",
"@odata.context":
"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",
"Id": "ManagerNetworkProtocol",
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"Name" :
"SSH": {
"ProtocolEnabled":
"Port": 22

}I
"Description":
"VirtualMedia": {
"ProtocolEnabled":
"Port": 2068
}I
"HostName":
"HTTP": {
"ProtocolEnabled":
"Port": 80

}I

"KVMIP": {
"ProtocolEnabled":
"Port": 2068

}I

"DHCP": {
"ProtocolEnabled":
"Port": null

}I

"HTTPS" : {
"ProtocolEnabled":
"Port": 443,
"Certificates": {
"@odata.id":
}

}I

"NTP":  {
"ProtocolEnabled":
"Port": 123,
"NTPServers": []
}I

"DHCPv6" : {
"ProtocolEnabled":
"Port": null

}I

"Oem" : {

"Cisco": {
"KVMConfiguration":
"LocalServerVideo":

ERsLvrtr—onz [

"Manager Network Protocol",

true,

"Manager Network Service",

true,

"C220-WZP26330KVU",

false,

true,

false,

true,

"/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates"

false,

true,

{
"Enabled",

"MaxConcurrentSessions": 4

}I
"KVMVendor":
"Vendor":

}I
"SSHTimeout":
"IPMIOverLan":

"ChannelSecurityKey":
"PrivilegeLevelLimit":

}

}

}I
"IPMI":

"ProtocolEnabled":

"Port": 623

}I
"SNMP": {

"ProtocolEnabled":
"EnableSNMPv2c":

"EnableSNMPv3":

{

"Cisco"

1800,

{

"0000000000000000000000000000000000000000™,
"admin"

false,

false,
false,
false,

"CommunityStrings": [{
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"AccessMode": null,
"CommunityString": "

1y

"HideCommunityStrings": false,
"Port": 161,

"EnableSNMPv1": false

}I

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/CIMC/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvM"

}

}

}

}

SET

EP

curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/CIMC/NetworkProtocol
-XPATCH -

d '"{"IPMI": {"ProtocolEnabled": false}, "Oem": {"Cisco": {"SSHTimeout": 2500,
"IPMIOverLan": {"ChannelSecurityKey": "055

DDDE5S37EF5F50C6593B199BBB4D3429102222", "PrivilegelevelLimit": "read-only" } } } }!'
{

"Qodata.id": "/redfish/v1l/Managers/CIMC/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",

"@odata.context":
"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",

"Id": "ManagerNetworkProtocol",

"Name": "Manager Network Protocol",

"SSH": {

"ProtocolEnabled": true,

"Port": 22

}I

"Description": "Manager Network Service",
"VirtualMedia": {

"ProtocolEnabled": true,

"Port": 2068
}I

"HostName": "C220-WZP26330KVU",
"HTTP": {

"ProtocolEnabled": false,
"Port": 80

}I

"KVMIP": {
"ProtocolEnabled": true,

"Port": 2068

}I

"DHCP": {

"ProtocolEnabled": false,
"Port": null

}I

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443,

"Certificates™: {

"Qodata.id": "/redfish/v1l/Managers/CIMC/NetworkProtocol/HTTPS/Certificates™

. )1)—R42THR—rEIhBC ) —X H—/3—0 Cisco IMC REST APl D4l
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}

}I

"NTP": {

"ProtocolEnabled": false,

"Port": 123,

"NTPServers": []

}I

"DHCPvo6": {

"ProtocolEnabled": true,

"Port": null

}I

"Oem" : {

"Cisco": {

"KVMConfiguration": {

"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4

}I

"KVMVendor": {

"Vendor": "Cisco"

}I

"SSHTimeout": 2500,

"IPMIOverLan": {

"ChannelSecurityKey": "055DDDES37EF5F50C6593B199BBB4D3429102222",
"PrivilegeLevellLimit": "read.only"

}

}

}I

"IPMI": {

"ProtocolEnabled": false,

"Port": 623

}I

"SNMP": {

"ProtocolEnabled": false,

"EnableSNMPv2c": false,

"EnableSNMPv3": false,

"CommunityStrings": [{

"AccessMode": null,
"CommunityString":
11y
"HideCommunityStrings": false,
"Port": 161,
"EnableSNMPv1": false
}I

wn

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/CIMC/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"@odata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvVM"

SSH A o)Lty a2 B4 LTI NDETE

GET
'R

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/NetworkProtocol/
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M

=

[root@LNX-IPV6-236-41 ~]# curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/NetworkProtocol/

RESPONSE

{

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",

"@odata.context":
"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",

"Id": "ManagerNetworkProtocol",

"Name": "Manager Network Protocol",

"SSH": {

"ProtocolEnabled": true,

"Port": 22

by

"Description": '"Manager Network Service",
"VirtualMedia": {

"ProtocolEnabled": true,

"Port": 2068
b

"HostName": "C220-WzP26330KVU",
"HTTP": {

"ProtocolEnabled": false,
"Port": 80

by

"KVMIP": {
"ProtocolEnabled": true,

"Port": 2068

by

"DHCP": {

"ProtocolEnabled": false,
"Port": null

by

"HTTPS": {
"ProtocolEnabled": true,
"Port": 443,

"Certificates": {

"@odata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates"
}

by

"NTP" : {

"ProtocolEnabled": false,
"Port": 123,

"NTPServers": []

by

"DHCPv6": {
"ProtocolEnabled": true,
"Port": null

by

"Oem" : {

"Cisco": {
"KVMConfiguration": {
"LocalServerVideo": "Enabled",
"MaxConcurrentSessions": 4
by

"KVMVendor": {

"Vendor": "Cisco"

by

"SSHTimeout": 1800,
"IPMIOverLan": {
"ChannelSecurityKey": "0000000000000000000000000000000000000000™,
"PrivilegeLevelLimit": "admin"
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}

}

}I

"IPMI": {

"ProtocolEnabled": false,
"Port": 623

}I

"SNMP": {

"ProtocolEnabled": false,
"EnableSNMPv2c": false,
"EnableSNMPv3": false,
"CommunityStrings": [{
"AccessMode": null,
"CommunityString":
11y
"HideCommunityStrings": false,
"Port": 161,

"EnableSNMPv1": false

}I

wn

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/CIMC/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvM"

}

}

}

}

SET

E:P

curl -k -u admin:password https://10.10.10.10/redfish/vl/Managers/CIMC/NetworkProtocol/
-XPATCH -

d '{"OCem": {"Cisco": {"SSHTimeout": 1500 } } }'

[rOOt@LNX-IPV6-236-41 ~]# curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/NetworkProtocol/

RESPONSE

{

"Qodata.id": "/redfish/v1l/Managers/CIMC/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl 5 0.ManagerNetworkProtocol",

"@odata.context":
"/redfish/vl/$metadata#ManagerNetworkProtocol.ManagerNetworkProtocol",

"Id": "ManagerNetworkProtocol",

"Name": "Manager Network Protocol",

"SSH": {

"ProtocolEnabled": true,

"Port": 22

}I

"Description": "Manager Network Service",
"VirtualMedia™: {

"ProtocolEnabled": true,

"Port": 2068
}I

"HostName": "C220-WZP26330KVU",
"HTTP": {

"ProtocolEnabled": false,
"Port": 80
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}I

"KVMIP": {

"ProtocolEnabled": true,

"Port": 2068

}I

"DHCP": {

"ProtocolEnabled": false,

"Port": null

}I

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443,

"Certificates": {

"Qodata.id": "/redfish/vl/Managers/CIMC/NetworkProtocol/HTTPS/Certificates"
}

}I

"NTP": {

"ProtocolEnabled": false,

"Port": 123,

"NTPServers": []

}I

"DHCPvo6": {

"ProtocolEnabled": true,

"Port": null

}I

"Oem" : {

"Cisco": {

"KVMConfiguration": {

"LocalServerVideo": "Enabled",

"MaxConcurrentSessions": 4

}I

"KVMVendor": {

"Vendor": "Cisco"

}I

"SSHTimeout": 1500,

"IPMIOverLan": {

"ChannelSecurityKey": "0000000000000000000000000000000000000000™,
"PrivilegeLevellLimit": "admin"

}

}

}I

"IPMI": {

"ProtocolEnabled": false,

"Port": 623

}I

"SNMP": {

"ProtocolEnabled": false,

"EnableSNMPv2c": false,

"EnableSNMPv3": false,

"CommunityStrings": [{

"AccessMode": null,
"CommunityString":
11y
"HideCommunityStrings": false,
"Port": 161,
"EnableSNMPv1": false
}I

wn

"Actions": {

"Oem" : {

"#CiscoUCSExtensions.ResetKVM": {

"target":
"/redfish/vl/Managers/CIMC/NetworkProtocol/Actions/Oem/CiscoUCSExtensions.ResetKvM",
"Qodata.type": "#CiscoUCSExtensions.vl 0 0.ResetKvM"

}
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curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/Oem/CiscoUCSExtensions.DataSanitize

-XPOST -d '{"SanitizeTargets":[ "HostDomainComponents", "BoardDomainComponents"]}'
VIC, AbL—L aVR—RU b TOHAT—F YA XEHTTHAIUEF

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/Oem/CiscoUCSExtensions.DataSanitize

-XPOST -d '{"SanitizeTargets":["HostDomainComponents"]}"'

curl -k -u admin:password

https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/Oem/CiscoUCSExtensions.DataSanitize

-XPOST -d '{"SanitizeTargets":["BoardDomainComponents", "HostDomainComponents"]}'
&

{

"Messages":

[{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "CiscoUCS.1.2.0.DataSanitizationOK",

"Message": "Performing data sanitization of targets Storage, VIC, BIOS, CIMC.",
"MessageArgs": ["Performing data sanitization of targets Storage, VIC, BIOS, CIMC."],
"Severity": "OK",

"Resolution": "Indicates that data sanitization is proceeding successfully." },

{

"@odata.type": "#Message.vl 1 1.Message",

"MessageId": "CiscoUCS.1l.2.0.DataSanitizationWarning",

"Message": "Storage data sanitization is not yet supported.",
"MessageArgs": ["Storage data sanitization is not yet supported."],
"Severity": "Warning",

"Resolution": "Data sanitization status message should be inspected to determine if this
condition

is expected or a problem requiring resolution." },

{

"@odata.type": "#Message.vl 1 1.Message",

"MessageId": "CiscoUCS.1.2.0.DataSanitizationOK",

"Message": "VIC is preparing to initiate data sanitization.",
"MessageArgs": ["VIC is preparing to initiate data sanitization."],
"Severity": "OK",

"Resolution": "Indicates that data sanitization is proceeding successfully." }],
"Id": "19",

"Name": "Data Sanitization",

"StartTime": "2012-03-11T05:37:00+09:00",

"TaskState": "Running",

"PercentComplete": 90,

"Qodata.id": "/redfish/vl/TaskService/Tasks/19",

"@odata.type": "#Task.vl 4 0.Task"

}
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curl -k -u admin:password https://10.10.10.10/redfish/v1/TaskService/Tasks/task-id -XGET

{
"Qodata.id": "/redfish/vl1/TaskService/Tasks/19",
"@odata.type": "#Task.vl 5 0.Task",
"Qodata.context": "/redfish/vl/Smetadata#Task.Task",
"Id": "19",
"Name": "Data Sanitization",
"StartTime": "2012-03-11T05:37:00+09:00",
"EndTime": "1970-01-01T00:07:11+00:00",
"PercentComplete": 100,
"TaskState": "Completed",
"TaskStatus": "Warning",
"Messages":
[{
"@odata.type": "#Message.vl 1 1.Message",
"MessageId": "CiscoUCS.1.2.0.DataSanitizationOK",

"Message": "Performing data sanitization of targets Storage,

vIC, BIOS, CIMC.",

"MessageArgs": ["Performing data sanitization of targets Storage, VIC, BIOS, CIMC."],

"Severity": "OK",

"Resolution": "Indicates that data sanitization is proceeding successfully."
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