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Cisco UCS B

Cisco UCS

B http://www.cisco.com/go/unifiedcomputing/
b-series-doc &LVERGYH 6HBHKWNY RBXPHQWRWGRDS

C http://www.cisco.com/go/unifiedcomputing/
c-series-doc &LVEREE 6 HWBHMWRBXXPHQWRWGRDS
B C I1ISO URL

http://www.cisco.com/cisco/software/type.html?mdfid=283853163&flowid=25821
[Unified Computing System (UCS) Documentation Roadmap Bundle]

ISO
Cisco UCS Docs on Twitter

HTML
mailto:ucs-docfeedback@cisco.com

URL
What's New in Cisco Product Documentation
" KDWHIQ@LVFBRGXRWXPHQWDRSEROQ
RSS RSS 2.0

Cisco UCS Docs on Twitter

Syslog Cisco UCS Manager
| 0L-29326-01-J


http://www.cisco.com/go/unifiedcomputing/b-series-doc
http://www.cisco.com/go/unifiedcomputing/b-series-doc
http://www.cisco.com/go/unifiedcomputing/c-series-doc
http://www.cisco.com/go/unifiedcomputing/c-series-doc
http://www.cisco.com/cisco/software/type.html?mdfid=283853163&flowid=25821
http://twitter.com/ciscoucsdocs
mailto:ucs-docfeedback@cisco.com
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://twitter.com/ciscoucsdocs

Syslog Cisco UCS Manager
0L-29326-01-J |



Syslog

* Syslog Messages, 1

* Cisco UCS Manager , 2
* Cisco UCS Manager , 3
* Syslog , 5

Syslog Messages

Cisco UCS Manager Syslog Cisco UCS Manager
Syslog 3
syslog Cisco UCS Manager

Syslog Cisco UCS Manager
| 0L-29326-01-J



. Cisco UCS Manager

Cisco UCS Manager

Cisco UCS Manager

Syslog

UCS Manager Cisco UCS Manager 1.4 Syslog
1
Cisco UCS Manager Syslog 1.4
info info
warning notification
minor warnings
major error
crtical critical
Cisco UCS Manager Syslog
2
0 Emergency emerg panic
1 Alert alert
ISP
2 Critical crit
ISP
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3 Error err
4 Warning Warning
warning 85%
5 Notice notice
6 Informational info
7 Debug debug
Cisco UCS Manager

3 Cisco UCS Manager
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Cisco UCS Manager

Syslog

Cisco UCS Manager Manager ~ Syslog

Apr 19 17:11:12 UTC: %UCSM-6-LOG_CAPACITY:

[FO461][info][log-capacity][sys/chassis-1/blade-7/mgmt/log-SEL-0] Log capacity on Management Controller
on server 1/7 is very-low

Syslog
syslog
Apr1917:11:12 UTC
UTC
%UCSM
Cisco
Syslog
RFC 3164
Cisco UCS Manager
%UCSM

6

Syslog

LOG_CAPACITY

Cisco
UCS Manager

[F0461]

[info]

UCsS™M
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Syslog
. Cisco UCS Manager Syslog

syslog

[log-capacity] Cisco
UCS Manager

[sys/chassis-1/blade- Cisco UCS
7/mgmt/log-SEL-0]

1/7

Cisco UCS Manager http://www.cisco.com/en/US/docs/unified_computing/
ucs/ts/faults/reference/2.0/UCSFaultsErrorsRef_20.html

Cisco UCS Manager Syslog

Syslog
SNMP SNMP
http://lwww.cisco.com/en/US/docs/unified_computing/ucs/sw/
mib/b-series/b_ UCS_MIBRef.html

Syslog

* 2011 Apr 19 17:11:12 UTC: %UCSM-6-LOG_CAPACITY:
[FO461][info][log-capacity][sys/chassis-1/blade-7/mgmt/log-SEL-0] Log capacity on Management
Controller on server 1/7 is very-low

* 2011 Apr 20 14:33:14 UTC: %UCSM-3-CONFIGURATION_FAILURE:
[FO327][major][configuration-failure][org-root/Is-test] Service profile test configuration failed due to
insufficient-resources,mac-address-assignment,system-uuid-as

* 2011 Apr 20 20:50:25 UTC: %UCSM-3-THERMAL_PROBLEM:

[FO382][major][thermal-problem][sys/chassis-1/fan-module-1-1] Fan module 1/1-1 temperature:
lower-critical

« 2011 Apr 20 14:33:14 UTC: %UCSM-5-UNASSOCIATED:
[FO334][warning][unassociated][org-root/Is-test] Service profile test is not associated

Syslog Cisco UCS Manager
0L-29326-01-J |
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| Syslog

Cisco UCS Manager Syslog .
Cisco UCS Manager Syslog
FSM 1
FSM FSM
FSM Syslog
Syslog

* 2011 Apr 22 16:53:18 UTC: %UCSM-6-EVENT:
[E4195931][456249][transition][ucs-username\username][] [FSM:BEGIN]: Hard-reset server
sys/chassis-1/blade-7(FSM:sam:dme:ComputePhysicalHardreset)

* 2011 Apr 22 16:53:18 UTC: %UCSM-6-EVENT:
[E4195931][456250][transition][ucs-username\username][]
[FSM:STAGE:END]:(FSM-STAGE:sam:dme:ComputePhysicalHardreset:begin)

* 2011 Apr 22 16:53:18 UTC: %UCSM-6-EVENT:
[E4195932][456251][transition][ucs-username\username][] [FSM:STAGE:ASYNC]: Preparing to check
hardware configuration server sys/chassis-1/blade-7(FSM-STAGE:sam:dme:ComputePhysicalHa

* 2011 Apr 22 16:53:23 UTC: %UCSM-6-EVENT: [E4195932][456252][transition][internal][]
[FSM:STAGE:STALE-SUCCESS]: Preparing to check hardware configuration server
sys/chassis-1/blade-7(FSM-STAGE:sam:dme:ComputePhysicalHardres

2011 Apr 22 16:53:23 UTC: %UCSM-6-EVENT: [E4195932][456253][transition][internal][]
[FSM:STAGE:ENDY]: Preparing to check hardware configuration server
sys/chassis-1/blade-7(FSM-STAGE:sam:dme:ComputePhysicalHardreset:PreSani

* 2011 Apr 25 18:27:01 UTC: %UCSM-6-EVENT: [E4196181][535831][transition][internal][]
[FSM:END]: Hard-reset server sys/chassis-1/blade-7(FSM:sam:dme:ComputePhysicalHardreset)

Cisco UCS Manager Syslog
Cisco UCS Manager
Syslog
Syslog

« 2011 May 15 10:19:14 UTC: %UCSM-6-AUDIT: [session][internal][creation][] Web B: remote user
ibm logged in from 172.25.206.73

Syslog Cisco UCS Manager
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« 2011 Apr 22 16:53:18 UTC: %UCSM-6-AUDIT: [admin][ucs-username\username][modification][]
server 1/7 power-cycle/reset action requested: hard-reset-immediate

« 2011 Apr 20 14:33:14 UTC: %UCSM-6-AUDIT: [admin][username][creation][] service profile test
created

« 2011 Apr 20 14:33:14 UTC: %UCSM-6-AUDIT: [admin][username][creation][] service profile Power
MO created

« 2011 Apr2014:33:14 UTC: %UCSM-6-AUDIT: [admin][username][creation][] Ether vnic eth1 created

« 2011 Apr 20 14:33:14 UTC: %UCSM-6-AUDIT: [admin][username][creation][] Ethernet interface
created

Syslog Cisco UCS Manager
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* Syslog , 9
* Cisco UCS Manager  GUI Syslog . 9
* Cisco UCS Manager  CLI Syslog , 14
Syslog
Cisco UCS Manager GUI Cisco UCS Manager CLI Cisco UCS Manager
Syslog

Cisco UCS Manager  GUI Syslog

1. [Navigation] [Admin]

2. [Admin] [All] > [Faults] [Events] [Audit Log]

3. [Syslog]

4. [Work] [Syslog]

5. [Local Destinations]

6. [Remote Destinations] Cisco UCS

7. [Local Sources]
8. [Save Changes]

Syslog Cisco UCS Manager
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. Cisco UCS Manager  GUI Syslog
1 [Navigation] [Admin]
2 [Admin] [All] > [Faults] [Events] [Audit Log]
3 [Syslog]
4 [Work] [Syslog]
5 [Local Destinations]
[Console]
[Administrative State] CiscoUCS Syslog
* [Enabled] Syslog
* [Disabled] Syslog
[Level] [enabled]
Cisco UCS
« Emergencies
* Alerts
« Critical
[Monitor]
[Administrative State] Cisco UCS Syslog
* [Enabled] Syslog
* [Disabled] Syslog
[Administrative State] Cisco UCS Manager GUI

l Syslog Cisco UCS Manager
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Cisco UCS Manager  GUI Syslog .

[Level] [enabled]

* Emergencies
* Alerts

« Critical

* Errors

* Warnings

« Notifications
« Information

* Debugging

[File]

[Administrative State] Cisco UCS

* [Enabled]
* [Disabled]

[Administrative State] Cisco UCS Manager GUI

[Level] Cisco
UCS

* Emergencies
« Alerts

« Critical

* Errors

« Warnings

* Notifications
* Information

« Debugging

Syslog Cisco UCS Manager
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Syslog

Cisco UCS Manager  Syslog |

[Name]

16

messages

[Size]

Cisco UCS Manager

4096 4194304

6 [Remote Destinations] Cisco UCS
[Administrative State]
« [Enabled]
* [Disabled]
[Administrative State] Cisco UCS Manager GUI

[Level]

* Emergencies
* Alerts

« Critical

* Errors

« Warnings

* Notifications
« Information

« Debugging

l Syslog Cisco UCS Manager
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Cisco UCS Manager  GUI Syslog .
[Hostname] IP
IPv4 IPv6
DNS CiscoUCS
Cisco UCS Central DNS
[ ] Cisco UCS
Manager DNS Cisco UCS
Cisco UCS Central DNS [
] Cisco UCS Central
DNS
[Facility] Syslog
« Local0
 Locall
« Local2
« Local3
* Local4
* Local5
* Local6
* Local7
7 [Local Sources]
[Faults Admin State] [Enabled] Cisco UCS
[Audits Admin State] [Enabled] Cisco UCS
[Events Admin State] [Enabled] Cisco UCS
8 [Save Changes]
Syslog Cisco UCS Manager
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Syslog

UCS-A# VFRBRIQLWRULQJ

UCS-A /monitoring # { H Q D|EGOLHV P E
VI\VGFRRVROH

OH

Syslog

UCS-A /monitoring # V WV FRIQ V R
O H ¥HPH U J H@FLHE/'WIVW L F D

syslog

Critical

UCS-A /monitoring # {HQ D|IEGH/ D E
VAVPRIQLWRU

OH

syslog

UCS-A /monitoring # V WV GPRRIQ L W

RU

O H {HHFOH U J H @FOLHHBANDMN 1. BRIOY

| ZDUQLQRWLILFIDOWRR@PWLRQ

GHEXJJLQJ

Critical

Critical WHUPLQDO
PRQLWRU

UCS-A /monitoring # { H Q D|EGOLH/ B E Qyklog

VI\VOROH

syslog

UCS-A /monitoring # V MWV Q R@QHD P
ILOHQDPH

H

16

UCS-A /monitoring # V AWV O R@H Y
{HPHUJH @RHH8/WIVW H BRIJO/
ZDUQLQRWLILFDQNRR@DB W,
GHEXJJLQJ

HO

LRQ

syslog

Critical

l Syslog
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UCS-A /monitoring# VHWV OR®HI]H

ILOHVL]H

4194304

4096

10

UCS-A /monitoring # {HQ D|IEGH/ D E
VI\VARBRWH GHYWHLQDHNL
VHUYHRWHUYHU

OH 3
RQ

syslog

syslog

11

UCS-A /monitoring# VHWVORJ
WHPRWH GHYWHIQD)NWH B QH

U
VHUW}HOHMPH U JH @ngén%t@-&stination

|HRWYDUQLQRWLILFDWL
LQIRUPDMHERQNLQJ

QV

Critical

12

UCS-A /monitoring# VHWV ORJ
WHPRWH GHYWHQDHUHB QYH
VHUYB}HKRVW RN QDPH

Syslog
U 256

13

UCS-A /monitoring# VHWV ORJ
WHPRWH GHYWHQDHIMH B QH

U syslog

VHU Y}H D F L{OOLR\A\BDAR A ODAR D O

O R A ODAR A ODAR A ODAR DR B D O

syslog

14

UCS-A /monitoring# {HQ D|EGOLHV P E
V\V O/RX FD X G|LHAWV\H|Q VX0 W

OH
V
* [audits]

* [events]

* [faults]

15

UCS-A /monitoring# FRPPLW EXI

IHU
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OHQDPH\VOVJIV8&6ES$

syslog
8&6 $ VFRSPRQLWRULQJ
8&6 $ PRQLWRUL@LVDE®KWORBRQVROH
8846 $ PRQLWRULQGLVDE®KORBRQLWRU
8&6 $ PRQLWRULQHQDE™KNVORULOH
8&6 $ PRQLWRULQVHW\VORUL
8846 $ PRQLWRULQVHW\VORUWLOHOHYH@RWLILFDWLRQV
8&6 $ PRQLWRULQVHW\VORWOHVL]H
8&6 $

Syslog

Cisco UCS Manager

PRQLWRULQGLVDEOKWVORUHPRWH GHVWLQBDWLR®

"
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8&6 $ PRQLWRULQGLVDEVHWWORUHPRWH GHVWLQBDWLRW®
8&6 $ PRQLWRULQGLVDEVHWORUHPRWH GHVWLQBDWLRW®Y
8&6 $ PRQLWRULQBRPPLW EXIIHU
8&6 $ PRQLWRULQJ

Syslog Cisco UCS Manager
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Syslog , 17
Syslog Syslog
Syslog
Syslog
Syslog
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Cisco UCS Manager Syslog
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DIMM

F0185 - DIMM [id]/[id] on server [chassisld]/[slotld]
operability: [operability]

F0291 - Fabric Interconnect [id] operability: [operability]

F0313 - Server [chassisld]/[slotld] (service profile:
[assignedToDn]) BIOS failed power-on self test

F0317 - Server [chassisld]/[slotld] (service profile:
[assignedToDn]) health: [operability]

F0373 - Fan [id] in Fan Module [id]/[tray]-[id] operability:
[operability]Fan [id] in fabric interconnect [id] operability:
[operability]Fan [id] in fex [id] operability: [operability]Fan
[id] in server [id] operability: [operability]

F0374 - Power supply [id] in chassis [id] operability:
[operability]Power supply [id] in fabric interconnect [id]
operability: [operability]Power supply [id] in fex [id]
operability: [operability]Power supply [id] in server [id]
operability: [operability]

F0376 - [side] IOM [chassisId]/[id] ([switchld]) is removed

F0404 - Chassis [id] has a mismatch between FRU identity
reported by Fabric/lOM vs. FRU identity reported by CMC

F0405 - [side] IOM [chassisld]/[id] ([switchld]) has a
malformed FRU

F0478 - [side] IOM [chassisld]/[id] ([switchld]) is
inaccessible

F0481 - [side] IOM [chassisld]/[id] ([switchld]) POST
failure

F0484 - Fan [id] in Fan Module [id]/[tray]-[id] speed:
[perf]Fan [id] in fabric interconnect [id] speed: [perf]Fan
[id] in server [id] speed: [perf]

Cisco UCS Manager
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FO0176/F0177 - Processor [id] on server [chassisld]/[slotld]
temperature: [thermal]

F0187/F0188 - DIMM [id]/[id] on server
[chassisId]/[slotld] temperature: [thermal]

F0312/F0313 - Server [chassisld]/[slotld] (service profile:
[assignedToDn]) oper state: [operState]

F0379 - [side] IOM [chassisld]/[id] ([switchld]) operState:
[operState]

F0382/F0384 - Fan module [id]/[tray]-[id] temperature:
[thermal]Fan module [id]/[tray]-[id] temperature: [thermal]

F0383/F0385 - Power supply [id] in chassis [id]
temperature: [thermal]Power supply [id] in fabric
interconnect [id] temperature:thermal]Power supply [id]
in server [id] temperature: [thermal]

F0409/F0411 - Temperature on chassis [id] is [thermal]

F0539/F0540 - 10 Hub on server [chassisld]/[slotld]
temperature: [thermal]

F0179/F0180 - Processor [id] on server [chassisld]/[slotld]
voltage: [voltage]

F0190/F0191 - Memory array [id] on server
[chassisId]/[slotld] voltage: [voltage]

F0389/F0391 - Power supply [id] in chassis [id] voltage:
[voltage]Power supply [id] in fabric interconnect [id]
voltage: [voltage]Power supply [id] in fex [id] voltage:
[voltage]Power supply [id] in server [id] voltage: [voltage]

F0425 - Possible loss of CMOS settings: CMOS battery
voltage on server [chassisld]/[slotld] is [cmosVoltage]

F0310 - Motherboard of server [chassisld]/[slotld] (service
profile: [assignedToDn]) power: [operPower]

F0311 - Server [chassisld]/[slotld] (service profile:
[assignedToDn]) oper state: [operState]

F0369 - Power supply [id] in chassis [id] power:
[power]Power supply [id] in fabric interconnect [id] power:
[power]Power supply [id] in fex [id] power: [power]Power
supply [id] in server [id] power: [power]

F0408 - Power state on chassis [id] is [power]

Syslog Cisco UCS Manager B
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HA

F0293 - Fabric Interconnect [id], HA Cluster interconnect
link failure

F0294 - Fabric Interconnect [id], HA Cluster interconnect
total link failure

F0428 - Fabric Interconnect [id], election of primary
managemt instance has failed

F0429 - Fabric Interconnect [id], HA functionality not
ready

F0430 - Fabric Interconnect [id], management services,
incompatible versions

F0451 - Fabric Interconnect [id], management services
have failed

F0452 - Fabric Interconnect [id], management services are
unresponsive

F0276 - [transport] port [portld] on chassis [id] oper state:
[operState], reason: [stateQual][transport] port [portld] on
fabric interconnect [id] oper state: [operState], reason:
[stateQual]

F0277 - [transport] port [portld] on chassis [id] oper state:
[operState], reason: [stateQual][transport] port [portld] on
fabric interconnect [id] oper state: [operState], reason:
[stateQual]

F0367 - No link between IOM port
[chassisId]/[slotld]/[portld] and fabric interconnect
[switchld]:[peerSlotid]/[peerPortld]

Cisco UCS Manager
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