afren]n
CISCO.

Cisco UCS Director
4.1
2013 12 16
2014 04 08

107-6227 9-7-1
http://www.cisco.com/jp

0120-092-255 PHS
10:00 12:00 13:.00 17:00
http://lwww.cisco.com/jp/go/contactcenter/

Text Part Number: OL-31121-03 -J

L]
z
2
g
e
=
g
=
]
i
&

- —

o L
A S M T T L o ] e S T B 5 |



www.cisco.com/jp/go/safety_warning/

Information Packet

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version
of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: http://

WWW.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

©2013-2014 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/trademarks
http://www.cisco.com/go/trademarks

Vv
Vi
vii
viii
viii
1
1
3
3
4
ASA 4
Cisco Virtual Security Gateway 5
6
Orchestrator 6
9
9
10
11
19
19
20
VM 20
21
21
22

Cisco UCS Director 41
| oL-31121-03-J




22
23

25
316& &LVEFR*
Prime Network Service Controller
PNSC 28

PNSC 29

OVA
PNSC

VSG

- Cisco UCS Director

25

VSG

31

41

27

30

32

37

38

27

0L-31121-03-J |



. .V
* , Vi
* , Vil
. . Viii
. . Viii
Cisco UCS Director  Cisco UCS Director Express
1

Cisco UCS Director 4.1
| OL-31121-03-J




GUI GUI [GUI
]
LWDOLF
TUI
FRXULHU
FRXULH
CLlI CLlI EROG
CLI LWDOLF
[]
{xlylz}
[x1ylz]
string string
string
<>
[]
1 # 1 #

- Cisco UCS Director

41

0L-31121-03-J |



| OL-31121-03-J

Cisco UCS Director Documentation Roadmap

Cisco UCS Director URL &LVERKRGELUFWRU
'REFXPHQWRWGERDS http://www.cisco.com/en/US/docs/unified_computing/

ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html

Cisco UCS Documentation Roadmaps

B http://www.cisco.com/go/unifiedcomputing/
b-series-doc &LVERH 6HBHHWWRBXPHQWRIWERDQS

C http://www.cisco.com/go/unifiedcomputing/
c-series-doc &ELVEREE 6HWBIHHMW RBXPHQWRWERDS

Cisco UCS Director



http://www.cisco.com/en/US/docs/unified_computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html
http://www.cisco.com/go/unifiedcomputing/b-series-doc
http://www.cisco.com/go/unifiedcomputing/b-series-doc
http://www.cisco.com/go/unifiedcomputing/c-series-doc
http://www.cisco.com/go/unifiedcomputing/c-series-doc

&ELVERI 6HBHHY RBXPHQWRMWGERDS Cisco UCS Manager Cisco UCS
Central &LVFERE 6HWBHUWRBEXPHQWDWLRQ
5R D GPDS Cisco Integrated Management Controller

HTML

What's New in Cisco Product Documentation

"KDWHZ @LVEFBRGXRWXPHQWDRSERQ

RSS RSS 2.0

Cisco UCS Director 4.1
0L-31121-03-J |


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

1 Cisco UCS Director

4.1

Cisco Virtual Security Gateway
VSG Prime Network
Services Controller PNSC

VSG

PNSC

VSG

, 30

Cisco UCS Director

| oL-31121-03-J




Cisco UCS Director 4.1
0L-31121-03-J |



* ASA

* Cisco Virtual Security Gateway

, 6

Orchestrator

Cisco Virtual Security Gateway VSG

* Cisco VSG

* VLAN

IP

Cisco Nexus 1000

Cisco UCS Director

Cisco Nexus 1000

Cisco Nexus 1000

| oL-31121-03-J




VM
1
VM
Virtual Secure Gateway Cisco UCS Director
1 VM

Cisco UCS
Director VM Cisco UCS
Director 2
Cisco UCS Director 4.1

Virtual Secure Gateway VSG
VSG 30

ASA

ASA

1 ASA

ASA

- Cisco UCS Director

41

0L-31121-03-J |



Cisco Virtual Security Gateway .

vCenter
. VM
. ACL
*VM
2
VM VM

Cisco Virtual Security Gateway

2 Cisco VSG

Cisco UCS Director 41
| oL-31121-03-J




Cisco VSG

316&
316&
316&
CiscoVSG

*OVF
*OVF
* Cisco VSG

1 [ 1>1 ]

* VM GW VM VM /

* GW VM VM

Orchestrator

Cisco UCS Director Orchestrator 1

Orchestrator

Cisco UCS Director 4.1
0L-31121-03-J |



Orchestrator .

Cisco UCS Director  Orchestrator Cisco UCS Director Orchestration Guide

Cisco UCS Director 41
| oL-31121-03-J



http://www.cisco.com/en/US/products/ps13050/products_installation_and_configuration_guides_list.html

. Orchestrator

Cisco UCS Director 4.1
0L-31121-03-J |



° , 9
. , 10
. , 11
. , 19
. , 19
*VM
Virtual Secure Gateway VSG
, 38

Cisco UCS Director 4.1
| oL-31121-03-J




1>1 ]

B W N
L B s B s B s |

[ ] CISCO ASA Linux
[ ]

Cisco Dynamic Fabric Automation

[ ] VM

5 CISCO ASA Linux

[ VLANID] VLAN ID

Cisco UCS Director 4.1
0L-31121-03-J |



6 1
7 Linux

[ VM 1 VM

Linux VM

[ CPU ]

[ ] IP

[CPU  (MH2)] VLAN ID

[CPU (MB)]

[ root ] VM

[ root VM

1
[ root
1
8 1
VSG VSG
38

| OL-31121-03-J

Cisco Digital Fabric Automation

Cisco UCS Director




8 [(D] [DFA ] DFA
10, 13

9 [DFA 1

VM

Cisco UCS Director 4.1
0L-31121-03-J |



DHCP IP

IPV6 ]

IPv6

IPv6

IP]

IP]

10 [

11 [(+)

VM

Digital Fabric Automation

| OL-31121-03-J

Cisco UCS Director




[ IP 1P
[ ]
[ IP IP
IP NIC GWVM
[ ]
VM
13 [OK]
T N C) VM [ ]
[VM] VM
[ 1] VM
[VM ] IP
[ CPU ]
[ 1] IP
[CPU  (MHz)] VM  CPU
[CPU  (MB)] VM
[ (GB)] VM
[VM VM
[ ] [
]
41

- Cisco UCS Director

0L-31121-03-J |



VM

VM

15

[ )]

VM

[VM

VM

[IP

16 [

17 [

] [

@)

ACL

| OL-31121-03-J

Cisco UCS Director




18 ] [ ACL ]

[ ] CIDR IP

[ ] CIDR IP

I
20 [ ] [

[ ] [CISCOASA]
16
CISCOASA ASA

21 [ 1]
[ASA 1

Cisco UCS Director 4.1
0L-31121-03-J |



VM
VM

* IP DHCP
VSG IP VSG
VM IP VSG VM DHCP

23 [ ] [ ]

Cisco UCS Director 41
| oL-31121-03-J




[VM

VM

[VM

VM

VM

VNC

24 | ]

[Linux] [

]

[CISCO ASA]

5[]

- Cisco UCS Director

41

0L-31121-03-J |



*VM

| OL-31121-03-J

2
CISCO ASA CISCO ASA
[ASA
[
]
]
[Linux] [CISCO ASA] Linux
[ ] CISCO ASA
[ASA ]
Cisco UCS Director Orchestrator
[ VM ]
[ ] [
N1K]
DVSwitch DVSwitch
]

Cisco UCS Director




1 [ 1> ]
2 [ 1
3
[ ]
VM
1 [ 1> ]
2 [ 1
3
4 [VM ]
5 [VM ] VM
6 [ ] VM
T[] [ ]
8 VM
9 [ 1]
10 [ ]
VM
[ ] [ ]

Cisco UCS Director 4.1
0L-31121-03-J |



VM
1 [ 1> ]
2 [ 1
3
4 [ 1 [ ]
5 VM
6 [ 1] VM
VNC
[VNC ]
VM
1 [ 1> ]
2 [ 1
3
4 [ |
[ ]
[ 1
[ ]

Cisco UCS Director 41
| oL-31121-03-J




B ow N e

Cisco UCS Director

[ I>1 ]

© 00 N oo O B~ W D e
—_ —_.——
[a—
\
—
e

Cisco UCS Director 4.1
0L-31121-03-J |



1 [ 1>1[ ]
2 [ 1

3

4 [ ]

5

6 [ 1

Cisco UCS Director 41
| oL-31121-03-J




Cisco UCS Director 4.1
0L-31121-03-J |



* , 25
/
*VM /
* VMS /
* /
* VM /
* /

Cisco UCS Self-Service Portal Guide

Cisco UCS Director 4.1
| oL-31121-03-J




Cisco UCS Director 4.1
0L-31121-03-J |



S

PNSC Cisco VSG

* Prime Network Service Controller , 27

y VSG , 30

Prime Network Service Controller

Prime Network Services Controller PNSC Red Hat Enterprise Linux RHEL
Cisco Virtual Security VSG Cisco Adaptive Security Appliance 1000V ASA
1000V

Cisco Virtual Security Gateway ~ PNSC

PNSC
Software-as-a-Service SaaS
PNSC
* Cisco UCS Director Prime Network Service Controller PNSC
. PNSC

Cisco UCS Director 41
| oL-31121-03-J




PNSC Cisco VSG |

B ensc
* PNSC
* PNSC
* PNSC
Cisco UCS Director VSG
PNSC
Cisco Prime Network Services Controller Cisco Prime NSC Red Hat Enterprise Linux
Cisco
CiscoPrime NSC
PNSC
VSG
VM Cisco Prime Network Services Controller Cisco
Cisco UCS Director
PNSC POD
1 [ I>1 ]
2 [ ]
3 v 1
4 [ ]
[ ]
[ 1]
[ ] [PNSC]
[ ] PNSC IP
[ ID] ID
[ ]
[ 1
*HTTP
*HTTPS

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG

PNSC B

[ ]
[ ]
[ 1
[ 1
S [ 1]
PNSC
PNSC Cisco UCS Director
[ I>I 1
«vDC
* VApp
* PNSC
* VM Manager
*HAID
1 [ 1>I ]
[ POD]
2 [ 1
PNSC
3 [ 1

Cisco UCS Director 41
| oL-31121-03-J




PNSC Cisco VSG |

B VSG
PNSC
4 PNSC
Cisco Virtual Security Gateway Prime Network Services Controller
PNSC Cisco UCS Director
*OVA Cisco UCS Director
* PNSC PNSC
Cisco VSG
Cisco VSG
CiscoVSG 1 VM
Cisco VSG

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG

OVA B

Cisco VSG
. VM
VM
Cisco VSG
. /
OVA
Cisco UCS Director
OVA
OVA
1 [ ]
2 1
3 [ 1
4 [ 1

Cisco UCS Director 41
| oL-31121-03-J




PNSC Cisco VSG |
B ensc
[ 1 OVA
[ ]
[ ]
[ ] OVA
[ 1 OVA
[ [ ]
1 [OK]
[ 1
S [
6 [ 1 1 [OK]
]
PNSC
Cisco VSG
CiscoVSG  PNSC Cisco VSG
Cisco VSG

- Cisco UCS Director

41

0L-31121-03-J |



| Pnsc Cisco VSG

PNSC B

PNSC
1 [ 1>I ]
2 [ ]
3 PNSC
4 [PNSC ]
5[ 1
6 [ 1
[ ]
[ ]
[
8 [ (+]
9 [PNSC ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

Cisco UCS Director 41
| oL-31121-03-J




PNSC Cisco VSG |

B ensc
100 1]
11 [OK]
12 [ ]
B[ )] PNSC ACL
14 [PNSC ACL 1
[ ] ACL
[ ] ACL
[ 1
L 1
L 1
°[ ]
[ 1
IP EGP
[ 1
[ ]
[ ]
[ ]
[ ]
[ ]

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG
PNSC B
[ ]
[ ]
15 [ ]
16 [ ]
17 [PNSC-VSG ]
[VSG OVF URL] OVF URL
[VSG VSG
[
]
[ ]
[ ]
* [HA]
[VSG HA ID] VSG HA ID 1 4095
[VLAN ID ] VLAN ID 100 199
[ VLAN 1 VSGHA
VLAN ID
[ ] VSG
96 * +$
[ ] VSG

| OL-31121-03-J

Cisco UCS Director




PNSC Cisco VSG |

B ensc
[ ]
*  VSG
*  VSG
*  VSG
[ ]
. Lazy Zeroed
* Easy Zeroed
96* +$
[ ] VSG
[ ]
* VSG
* VSG
*  VSG
[ ]
. Lazy Zeroed
* Easy Zeroed
18 [ ]
19 [OK]

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG

VM
PNSC

Linux VM

VSG

o Ol
— —

[PNSC ] PNSC

VSG

[PNSC ]

oo
— —

Cisco UCS Director 41
| oL-31121-03-J




VSG

VSG

PNSC Cisco VSG

[ ] PNSC
[ VM ] VM
[ CPU ] CPU
[ ] VM
[CPU  (MHZ)] VM CPU
[ (MB)] VM
[ root ] root
[ root root
[
]
[ 1> ]
]
[ ]
[ ]

- Cisco UCS Director

0L-31121-03-J |



| Pnsc

4

5

Cisco VSG
VSG

VSG 1

VM

6 [+ ] [

7

8
9

10

| OL-31121-03-J

128

[VLANID ] VLANID

IP NIC GWVM
IP

VM

[OK]

[ 1

[VM]

[ ™) VM

Cisco UCS Director




PNSC Cisco VSG |

B sc

[VM] VM
[ ] VM
[VM ]
[ CPU ] VM CPU
[ ] VM MB
[CPU  (MHZ)] MHz VM CPU
[ (MB)] VM
[ (GB)] VM

0
[VM ] VM

[ ] [
]
[
] VM
[VM VM
] 9

[ ]
[ ] VM

VM IP

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG
VSG

11 [ ()] VM

[VM VM

[P ] IP

21 ]
13 [OK]

[ ]
ACL

B ™)

5[ 1]
16 [OK]
7wl ] ACL [

Cisco UCS Director
| oL-31121-03-J




PNSC Cisco VSG |

B sc

[ ] CIDR IP

[ ] CIDR IP

B[ 1
19 [OK]
20 [ 1]
21 [ 1

Cisco Nexus 1000
Cisco VSG

Cisco Nexus 1000

[ ] DNS 0S

[VM VM

Cisco UCS Director 4.1
0L-31121-03-J |



| Pnsc Cisco VSG

VSG B
[VM VM
]
[ VM VM
]
[VM ] VM
[
]
[VNC VM VNC
]
[
]
24 [ ]
25
26 [ ] ID 431
VSG
VSG CiscoNexus 1000
271 [ ]
281 1

Cisco UCS Director 41
| oL-31121-03-J




PNSC Cisco VSG |

B vsc

Cisco UCS Director 4.1
0L-31121-03-J |



	Cisco UCS Director アプリケーション コンテナ ガイド、リリース 4.1
	目次
	はじめに
	対象読者
	表記法

	新機能および変更された機能に関する情報
	このリリースの新規情報および変更情報

	概要
	前提条件

	アプリケーション コンテナの作成
	アプリケーション コンテナ テンプレートについて
	アプリケーション コンテナ ポリシーの作成

	セルフサービス管理オプション
	セルフサービス ポータルの使用方法

	PNSC および Cisco VSG を使用するコンテナのセキュリティ
	Prime Network Service Controller について
	PNSC アカウントの追加
	PNSC レポートの表示

	アプリケーション コンテナへの VSG の統合
	OVA ファイルのアップロード
	PNSC ファイアウォール ポリシーの作成
	仮想インフラストラクチャ ポリシーの作成
	VSG 用アプリケーション テンプレートの作成



