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EXEC EEDE— RO top 27 K #
bios EXEC E— K ® scope bios =~ > K /bios #
certificate EXEC € — RO scope certificate =~ > /certificate #
chassis EXEC &— K ® scope chassis =~ > /chassis #
cime EXEC “&— R ® scope cime¢ 2~ | /eimc #
firmware cimec “E— R scope firmware =~ > N /eime/firmware #
log cime € — K@ scope log =~ > /cimc/ log #
network cimc &— K scope network =1~ > K /cime/network #
ip-blocking | network <& — K @ scope ip-blocking =~ > K /cimc/network/ip-blocking #

tech-support

cimc &— K ® scope tech-support =~ > K

/cimc/tech-support #

fault EXEC &— K ® scope fault =~ > /fault #
pef [FEE— N scope pef =~ R /fault/pef #
trap-destination | (% & — K scope trap-destination =~ > /fault/trap-destination #
http EXEC “&— K ® scope http ==~ > R /http #
ipmi EXEC %&— K scope ipmi =~ > K /ipmi #
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kvm EXEC E— RN scope kvm =2~ > R /kvm #
ldap EXEC &E— KO scopeldap =~ > /ldap #
sel EXEC E— K ® scope sel =1~ /sel #
sensor EXEC &— KN ® scope sensor =¥ > /sensor #
sol EXEC <€ — K ® scope sol 2~ /sol #
ssh EXEC E— R® scope ssh 2~ > R /ssh#
user EXEC &— K Dscope user user-number =1~ .- K | /user #
user-session EXEC &— K Dscope user-session session-number | /user-session #
a< R
vmedia EXEC “E— R ® scope vmedia =~ > F /vmedia #
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Server# scope chassis

Server /chassis # set locator-led off
Server /chassis *# commit

Server /chassis #

B a~y R E— R CHRETOLEEZEAER, commit 2~ K1 D TE LD TCHEATEE
9, {EE D~ K E— KT show configuration pending =~ > R&Z A1 LT, fREFDa~
REFRTEET,
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GE) BHEOa~v L FeEELdTaly bT20F, 7T v Z78ETELY HA, KWL=
< RRH-ThH, Lo~y RS ET, KLz a~vr FiEoT— A v k—
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avy FHEARR
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1272 VA MERTERENET, detail ¥—V— F&2FEHTL L. HOEREFERTL-H0
2ODFRFFERDONTNMNERETEET, ROFEXNEZEINTE F7,

TN fHRICHERTE L9, I FHAEa N7 P VX P TRRENET,
Wiz, 774N MEROa <~y R ZRLET,

Server /chassis # set cli output default
Server /chassis # show hdd detail
Name HDD 01 STATUS:
Status : present
Name HDD 02 STATUS:
Status : present
Name HDD 03 STATUS:
Status : present
Name HDD 04 STATUS:
Status : present

Server /chassis #

YAML : 22 U7 MZ X DT 28I T Y 7=, a~r FRHAIE, ERENTZIFHITK
Yl51 7= YAML™ (YAML Ain't Markup Language) 7 —% v U 7 UL EE CERREINE T,
iz, YAMLER o o<y REHHE R LET,

Server /chassis # set cli output yaml
Server /chassis # show hdd detail

name: HDD 01 STATUS
hdd-status: present

name: HDD 02 STATUS
hdd-status: present

name: HDD 03 STATUS
hdd-status: present

name: HDD 04 STATUS
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avorakzx [

hdd-status: present

Server /chassis #

YAML OFEMIZHOWTIEL, RESH L T2 SV, http://www.yaml.org/about.html

IFEAEDCLI 2~ K E— RKTIL, setcli output default® AJJ L CFT 7+ /L MEXEZHRET S
. set cli output yamlx A7) L C YAML B 2% ETHZ ENTEE T,

CUIZRET BA VT4 ANIILT

? LT HEANTIUE, WO THa~vy FECOBEDORECHAFRERA TV a v 2R R TEE
T, 7 T MUTHEANESNTWRWIRREET? 2 AT HE, ZOLEOE—RTHEATES
Ay RN TRTHRREINET, I~ FO—FBANINTWDHEXIZ?2EANTHE, v
VREXOFDLEDOMBETHEATE AT —VU— REF BT XRTERRINET,

CiscoUCS € > ') — X H—/\ Integrated Management ControllerCLIZI > 7 4 ¥a L—a> A4 K1Y 1y—
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B =< rams
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il

Y—NDEE

ZOEOHRNKIL, RO LBV TT,

* =X LED DYV EZ, 9 N—¥

* =R OT—=HEOY £y b, 10 RX—=V
* P NOERKA, 11 X—

s F—ROBEFRAT, 11 =P

* = NEROHBHEA, 12 X—

s Y=Vt vh, 12 A=V

YR DOV Y ATy, 12 N

A/ —% LED DYIYEZ

BIEEIT SR
ZOBEE G T N TOEBNIEERIECIL, = —PHERP LB £,

FIE
ARV RFEREET7TIVa Y =E]:p]

& A Server# scope chassis Sy —y awy R E— RERBLET,
ATy T2 Server /chassis # setlocator-led {on| 3 v —3 o/ — X% LED %A % —7 V¥ 71T
| off} F =T M LET,

ATvT3 Server /chassis # commit NS oHrs gL AT ADREICAI Y
FLET,

Cisco UCS C > ') —X H—/\Integrated Management ControllerCLI 31> 7 4 a2 L—a > HA K Y1) —
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B s+ oJ—rEDUEY

H—nngE |

WL, ¥Y—>vualr—HLED%#T 4 b—7 LT, hTFo¥rvarvmdaly b A0EZRL

£,

Server# scope chassis
Server /chassis # set locator-led off
Server /chassis *# commit

Server /chassis #

H—/\ODT—FIED!) Y F
A\

GE) 7R A K23 BIOS Power-On Self Test (POST; & ARFH 27 A ) %47 L TV DRI,

7= MEZEFE LR TS ZE N,

FIE
ARV FFERERETIVa Yy E]:g]

AT Server# scope bios bios 2 v K E— RZBA L ET,

ATFv T2 Server /bios # set boot-order T— "N FRAZRF g bEFEZEELET,
devicel[,device2|[,device3 WD 1oLl FABRIRTX £,
[,deviced[,device5]]]]

* cdrom : 7' — FA[HE7: CD-ROM
‘fdd: 7uy & —F 4R RTA47
*hdd: "— R T4 A7 RIA47
*pxe : PXE 7— k

* efi : Extensible Firmware Interface

=y

2Ty T3 Server /bios # commit N7 H I a B AT AOREICTI Y ML
£7,

HHOT— MEIZ, RO BIOS D7 — M TEHA SN ET,
wiZ, 7—HMEZREL., FToV I varEaly bTABIERLET,

Server# scope bios
Server /bios # set boot-order hdd,cdrom, fdd,pxe,efi
Server /bios *# commit
Server /bios # show detail
BIOS:
Boot Order: HDD,CDROM, FDD, PXE,EFI

Server /bios #
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| v—nozm
v—noEEREA I

H—/\OEREA
A\

GE) P — OB CIMCHREA LA D SO IFIETAH 7 I ENTHEE. =38R AE A 2L
THIIWNET 7T 4 70 FEHA, ZOEAE, CIMCOBYHLZETT5F T, —N %
AR N FT— RIZAD 5,

FIE
ARV RFERRTI VY B &
25w T Server# scope chassis Yy —v avry RE—FEBLE
ﬁ‘o
2Ty T2 Server /chassis # power on Y= _OEPRZ A AT LET,

RIZ, b—="OERZF T D0 2R LET,

Server# scope chassis

Server /chassis # power on

This operation will change the server's power state.
Continue?[y|N]y

Server /chassis # show
Power Serial Number Product Name UUID

on Not Specified Not Specified 208F0100020F000000BEAS8000O0DEADOO

H— N\ OBRA 7

FIE
AR RERERTIVa Y BHY
25w T Server# scope chassis xy—v avr RE—FEREKBLE
R
XTFw T2 Server /chassis # power off P — NOBRELT I LET,

wIZ, b—"OEFEEZF 71T HFE2 - LET,

Server# scope chassis

Server /chassis # power off

This operation will change the server's power state.
Continue?[y|N]y

Server /chassis # show
Power Serial Number Product Name UUID
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H—nngE |
B s ZroEsA

off Not Specified Not Specified 208F0100020F000000BEA80000DEADOO

Y—NERODBEA

FI&
ARV RFERETI Ay E:9)
2Ty T1 Server# scope chassis Vy—vaxry NE-RFERBLE
RS
2T T2 Server /chassis # power cycle P—NERZHERALET,

wIZ, Y—="EREHRAT DH 2R LET,

Server# scope chassis
Server /chassis # power cycle

H—n\D')tzvy k

FIE
ARV RFEREFTIVaY B &
2Ty T Server# scope chassis Yx—vavy RE—REMBLET,
ATy T2 Server /chassis # power hard-reset R T OB, =Yy
FERET,

RIZ, ="z Uty o502 RLET,
Server# scope chassis

Server /chassis # power hard-reset
This operation will change the server's power state.

Continue?[y|N]

AN SN Ny

FIE

OV RFERET7TIV3 Y =k
ATv 1 Server# scope chassis Sy e RARE L £
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y—nnry rivy |

ARV RFERRETI Va3 Yy

S0

ATvT2

Server /chassis # power shutdown

P&y hE Y LET,

Wz, =& vy hETUTHMERLET,

Server# scope chassis
Server /chassis # power shutdown
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H—/\D T ANT £ DR

%3%

ZOEDKIE, RO EBY T,

* CPU DT aXF 4 DFER, 15 ~X—

C RAEYOTENT 4 DFR, 16 L—
c BEOSURT 4 DFR, 16 2—

* AR —TDTENT 4 DRIR, 1T RX—T

CPUD JO/NNTFT 14 DEX

| oL-22347-01-J

BAEZITS AN

Y= NOERZANTILERDY £9, £HLAanE, Ta T A BERSNEE A,

FE
ARV RFEEETIa Y =E):g]
2TFwT1 Server# scope chassis Yy —v avry RE—RERBLE
‘é—O
ATy T2 Server /chassis # show cpu [detail] CPUDTu T 4 ZF R LET,

WIZ, CPUDT a7 4 2FKRTHH2RLET,

Server# scope chassis
Server /chassis # show cpu

Name Cores Version
CpPU1 4 Intel (R) Xeon (R) CPU
CPU2 4 Intel (R) Xeon (R) CPU

Server /chassis #

E5520
E5520

@ 2.27GHz
@ 2.27GHz
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B  zvojoss oxr

AEYOTOAINT 4 DR

BEZITSAIC

Y—nOTaNTF 1 OERF |

Y= ROBERZANTDILERDY 9, £HLAanE, 7a T A BERSNEE A,

FIE
AT REREETO VI Y ]3]
2T 1 Server# scope chassis VY —v avr FE—-FEZRBLE
j—o
ATy T2 Server /chassis # show dimm [detail] AEVDOTu T 4 2z Rw LET,

RIZ, ATV OT0NT 4 2RRT D02 RLET,

Server# scope chassis
Server /chassis # show dimm

Name

DIMM Al
DIMM A2
DIMM B1
DIMM B2
DIMM C1

DIMM C2
DIMM D1
DIMM D2
DIMM E1
DIMM E2
DIMM F1

Capacity (MB) Speed (MHz) Type

2048 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other
2048 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other
0 1067 Other

DIMM F2

Server /chassis #

FIEO TO/NT 4 DERTE

BAEZIT SIS

Y= NOERZANTILERNDY 9, £HLAaneE, Ta T A BRERSNEE A,

FIiE
ARV KRFEEETIa Y Br
2Ty T Server# scope chassis Vy—vavry RE—RNEBRBLE
—g—o
2Ty T2 Server /chassis # show psu [detail] BIFEOTa T 4 R L FET,
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| 4—nodasFsoxw
z2tr—sodonFioxrx

W, BIROT aNT 4 2R T 50 2R L ET,

Server# scope chassis
Server /chassis # show psu

Name In. Power (Watts) Out. Power (Watts) Firmware Status
PSU1L 74 650 ROE Present
PSU2 83 650 ROE Present

Server /chassis #

AbhL—2OT7O/NT 1 DRT

BAEZITSAIC
Y= ROERZANTDIHERDHY 9, £HLAanE, Ta T A BERSNEE A,

FIE
ARV EERRTIVa Y S]]
2Ty T1 Server# scope chassis Vx—v avy FE-RERBLE
‘é—O
ATy T2 Server /chassis # show hdd [detail] A ML —=VDT T 4 TR LET,

WIS, A ML= OTanNT 4 2FnT o0 E2RLET,

Server# scope chassis
Server /chassis # show hdd

Name Status

HDD 01 STATUS present
HDD_ 02 STATUS present
HDD 03 STATUS present
HDD 04 STATUS present

Server /chassis #
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H—n\DE I H—DRT

ZOEOHRNKIL, RO LBV TT,
BT —ORR, 19 X—Y

* BT —ORR, 20 X—Y

C Ty kU —0FRR, 20 XV
*RETCY ORI, 21 NV

« BIEEL Y —DFRE, 21 =—

ERtY—DRT

FIig
av Y REEREFT7IYa Y )
25w T Server# scope sensor troh—av s RE—FREMBLET,
ATy T2 Server /sensor # show current [detail] | 4-— DO E ¥ oV — O HER 2 Fo
L\iﬁ—o

wiZ, it P —OMEHERZ RS o0 2R L ET,

Server# scope sensor
Server /sensor # show current
Name Sensor Status Reading Units Min. Warning Max. Warning

Min. Failure Max. Failure

VR P2 IMON Normal 16.00 aMP N/A 147.20
N/A 164.80
VR_P1 IMON Normal 27.20 AMP N/A 147.20
N/A 164.80

Server /sensor #

Cisco UCS C > ') —X H—/\Integrated Management ControllerCLI 31> 7 4 a2 L—a > HA K Y1) —
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H—nROE o H—0%T |

B =5t v—oxx

BRI —DORR

7

FIE
AU RFEREETOVa Y B
RATvw 1 Server# scope sensor oY —awr RE— RE2EBLET,
ATy T2 Server /sensor # show psu [detail] P ROEIRE Y — DS A T
LET,
ATFvT3 Server /sensor # show psu-redundancy | %-— OB T EE L —D AT —& R
[detail] EFRLET,

wIZ, EERE Y —OMEH Rz 2T B 2R LET,

Server# scope sensor
Server /sensor # show psu

Name Sensor Status Reading Units Min. Warning Max. Warning
Min. Failure Max. Failure

PSULl_STATUS Normal present

PSU2_STATUS Normal present

Server /sensor # show psu-redundancy
Name Reading Sensor Status

PSU REDUNDANCY full Normal

Server /sensor #

I AV Rl OF T

Fig
ATV RFERETIVaY B#
2TFwT1 Server# scope sensor ot —avr RE—REHBLET,
2T T2 Server /sensor # show fan [detail] P RD T 7 v Y — D E R A E
ﬁ\‘ L/‘ij_o

Wiz, 77> B —0fEtHEREERT A ERLET,

Server# scope sensor
Server /sensor # show fan

Name Sensor Status Reading Units Min. Warning Max. Warning
Min. Failure Max. Failure

W793_FAN2_TACH1 Normal 2400 RPM N/A N/A

800 N/A
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| s—notry—nxs
aEtry—nx: [

W793 FAN2 TACH2 Normal 2400 RPM N/A N/A
800 N/A
W793 FAN3 TACHI Normal 2300 RPM N/A N/A
800 N/A
W793 FAN3 TACH?2 Normal 2300 RPM N/A N/A
800 N/A
W793 FAN4 TACH1 Normal 2400 RPM N/A N/A
800 N/A
W793 FAN4 TACH2 Normal 1600 RPM N/A N/A
800 N/A

Server /sensor #

FIIE
AR RFERETIVa Y H#
ZTFwT1 Server# scope sensor trY—avr KE—RZHBLET,
ATvT2 Server /sensor # show temperature |4 — NOIRFE ¥ L —OFEHER & FoR
[detail] LETS

Iz, BEE Y —OEHEREEZ R T HHEZRLET,

Server# scope sensor

Server /sensor # show temperature

Name Sensor Status Reading Units Min. Warning Max. Warning
Min. Failure Max. Failure

IOH_TEMP_SENS Normal 32.0 C N/A 80.0
N/A 85.0
P2 TEMP_SENS Normal 31.0 C N/A 80.0
N/A 81.0
Pl TEMP SENS Normal 34.0 C N/A 80.0
N/A 81.0
DDR3_P2_DI1_TMP Normal 20.0 C N/A 90.0
N/A 95.0
DDR3 P1 Al TMP Normal 21.0 C N/A 90.0
N/A 95.0
FP_AMBIENT TEMP Normal 28.0 C N/A 40.0
N/A 45.0

Server /sensor #

BEL LY —OFRFR

FIE

ARV KFFERIEETIVa Y B
2Ty T1 Server# scope sensor o —a~wr RE—REZHBLET,
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B ==t v9—oxx

=0t H—0OFRR

ARV RFERRETO Yy

E]:g]

ATvT2

Server /sensor # show voltage [detail]

P—ROEBEEY Y —OFFER & TR

L/iﬁ—o

Iz, BIFEE P —DH

Server# scope sensor

Server /sensor # show voltage

Name

Min. Failure Max. Failure

Sensor Status

Reading

AT 2R 2 HE R LET,

Warning Max.

Warning

P3V_BAT SCALED

2.798 3.088
P12V_SCALED

11.623 12.331
P5V_SCALED

4.844 5.157
P3V3 SCALED

3.191 3.381
P5V_STBY SCALED
4.844 5.157
PV _VCCP_CPU1

0.725 1.391
PV_VCCP_CPU2

0.725 1.391
P1V5 DDR3 CPU1
1.450 1.548
P1V5 DDR3 CPU2
1.450 1.548
P1V1 IOH

1.068 1.136
P1V8 AUX

1.744 1.852

Server /sensor #

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

3.022

12.154

5.036

0.950

0.891

1.499

1.499

1.773

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A
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5

JE—F TJLEVADEE

11l

ZOEORERKIX, RO EFLY TT,
* AR KVM OFBEE 23 R—v
* RIERA T 4 T ORE, 26 X—

* Serial over LAN OE# 27 ~X—

38 KVM o) 3

KVWM3>Y—I)L

| oL-22347-01-J

KVM @Y —/UECIMC O 7 7 B AAREIRA VX —T = A A TH Y | F—"~DF—K— |
BT, v U A (KVM) OEFEEREZ =12 —hLET, KVM ar Y —LvaifdsE, U
T hOBAPO Y — TR TE £

P — IR ST CD/DVD R 7 A 772137 n v B — R4 72 FEHT 500 12,
KVM 2> Y — VB A T 4 T &AL E3, Zhid, (KAECD/DVD K74 7 £72id7 e v E—
RIA T~y TEINDREDT 4 AT RIATERLEFT AR LA A=Y T 7ALTT, KD
WP THRE R T A T~y 7 TEET,

*aAYbEa—%EOCDDVD £/2id7a vy B— K747
* AL H DT A AT A A=Y T AV
*}v hU—27 E®OCDDVD £/21E 70 vy — KI7 47
Ry NT—T EDTF AR A A—=D T AL

KVM 2> Y — &R L TCH— 2 0S A vV A h—LTEET,
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{18 KVM O E

RAEKVM D1 R—T it |

R KVM D4 ~—T L1k

BIEZEITOHNIC
A KVM & A 2 —7 /U2 21213, admin #RZFFOL—F L LT 7 A T80 ERHY %
—éqo

FIE
AR RERRTIVa Y B &
2T I Server# scope kvm KVM 2w R E— RZHBLET,
25w T2 Server /kvm # set enabled yes RABKVM & A 2 — 7 WIZ LET,
2Ty T3 Server /kvm # commit NTUY T a BV AT AOREICA
Ty hLET,
ATvT4 Server /kvm # show [detail] (EE) HEKVM OREEFR R LET,

W, AR KVM & A 2 =7 T 812~ LET,

Server# scope kvm

Server /kvm # set enabled yes

Server /kvm *# commit

Server /kvm # show

Encryption Enabled Local Video Active Sessions Enabled KVM Port

Server /kvm #

REKMOT 1 tE—TJLiE

BIEZ1T SRS
RAHKVM Z 7 £ =7 /T HI2iE, adminERZFFO2—F L LTu 7oA T 208N H Y E
j—O

FIE

ARV EFERRTIVa Y BW
ATvT1 Server# scope kvm KVM =< > R E£— &KL ET,
2ATFY T2 Server /kvm # set enabled no | ({48 KVM %5 4 &—7 iz L £,
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| ®EkVMOBE
mrEwmosE ]

av Y RFEEEF7OVa 2| B

GE) RABKVM 25 4 B—7 235 L g8
AF A THBE~DT VB ANT & —T
TR0 FT0N, ARBEAT ¢ T, F—
TIVTHIUTIRIEAT 4 7 T34 A 13Y])

WrEivEH i,
ATvT3 Server /kvm # commit FIUY T a BV ATAOREICTI Y ML
i‘d‘o
ATvTA4 Server /kvm # show [detail] | ({L7) {41 KVM OB EEFK R LET,
KIZ, RAEKVM 27 £ —=7 T 562" LET,
Server# scope kvm
Server /kvm # set enabled no
Server /kvm *# commit
Server /kvm # show
Encryption Enabled Local Video Active Sessions Enabled KVM Port
no yes 0 no 2068

Server /kvm #

{18 KVM DL E

BEEITORIIC
AR KVM %% ET 2121E, admin R ZFfoa2—HF L LT/ A 32308 RHD £,

FE
OV RFEREFETIVa Y B#
2T w1 Server# scope kvm KVM 22~ R E£— RZ[BLET,
ATFv T2 Server /kvm # set enabled {yes || {x48 KVM %A X — 7 NV E-1ZT7 4 B—T7NIZ
no} LET,
2TFwv T3 Server /kvm# set encrypted {yes | [F=2-({V. % 1 x—7 Iz 5 L. — T KVM
| no} TEEEINDITRTCOET AERERE L L E
R
ATv T4 Server /kvm # set kvm-port port [ KVM /312 HT 5 R — F&2fEL £,
ZF w5 Server /kvm # set local-video | o — )L B 43 [yes] T D4, KVME »
{yes [ no} a3 —ANICER I TWA T RTOE=
ZICHERRINET,
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REAT 4 T DE

RBAT 4 7 DERE

JE—k FLEvROEE |

ARV RFEREETOVa Y

S]]

ATvT6

sessions

Server /kvm # set max-sessions

FAIENTWD KVM OFIEE v > g Ok
WaEfRELET, sessions 5IEIL. 1 ~4 OHFL
PHOFEEIZ 72 0 F97,

ATvT1

Server /kvm # commit

FFLo P a B ATFAOBEIZII v B
Li‘j‘o

ATvT8

Server /kvm # show [detail]

(FEE) BRI KVM OREEZFRLET,

W, AR KVM 2 E L, ZOREXR RS DB R LET,

Server# scope kvm

/kvm
/kvm
/kvm
/kvm
/kvm
/kvm
/kvm

Server
Server
Server
Server
Server
Server
Server

# set enabled yes

*# set encrypted no

*# set kvm-port 2068
*# set max-sessions 4
*# set local-video yes
*# commit

# show detail

KVM Settings:

Encryption Enabled:

no

Max Sessions: 4

Local Video:

yes

Active Sessions: 0

Enabled

KVM Port:

1 yes

2068

Server /kvm #

RDFIR

GUI 7> HRIE KVM Z i@ L £1,

=L
aX AE

BIEEITORIIC
RBAT 4 7T H2FHETHITIL, admin HEREZ Do —F L LTua /A T A50ERHY £7,

FIE

AR REREERTI VI Y

E:g)

ATy T

Server# scope vmedia

RIBATF 47 a<wr K E— REBLET,

ATvT2

Server /vmedia # set enabled
{yes | no}

REAF 4 T A R—TIVEFITTFT 4 E—T T
LEd, 740 MTE, BEAT 4 TIET 4
—T e £,

[l CiscoUCS C ') —X 4 —/\Integrated Management Controller CLIZ > 7 4 ¥a L—> 3> A4 K Y

1) —Z11(1)

0L-22347-01-J |



| Serial Over LAN
Serial over LAN O &2 [ |

av v RFEEEFET7I3y |BW

GE) AT 4 T T 4 v—TNMITDHE,
AR CD, R 7 v v — BIXUOYEAR
HDD T /34 ANRKA S bHUEr S E

e
27y 73 |Server/vmedia# setencryption (Al A 7 1 7 DI EALE A F—T L E LT 4 L —
{yes | no} T LET,
2Ty 4 Server /vmedia # commit ooV I a vz AT AORRTEIZaIy FL
i —a‘o
&AL Server /vmedia # show [detail]| (L&) RIBATF 4 T ORELXFERLF T,

W, AR AT 4 7 OME SR ET 2Bl e m L ET,

Server# scope vmedia
Server /vmedia # set enabled yes
Server /vmedia *# set encryption yes
Server /vmedia *# commit
Server /vmedia # show detail
vMedia Settings:

Encryption Enabled: yes

Enabled: yes

Max Sessions: 4

Active Sessions: 0

Server /vmedia #

RDFIE
KVM 2R LT, (RIBAT 47 T35 A% AR A MR L £,

Serial over LAN O) & 1H

Serial Over LAN

Serial over LAN (SoL) 1%, IPZ /- L7=SSHE v a v ZFHAL T, BHEHHARI AT LD YT
NR—=FDODANERITEZ VXAV P TEDLIICTEAI=ALTT, SoLi%. CIMC#HT
RARN A —VCEETHOOFEE 2D £,

Serial Over LAN [CE89 %574 RS54 U B L UHIKNEIE
SOLIZY # A L7 hFDHIiE, =3 ar Y —LIROBEDEENTWDLLERSH Y T,
* console redirection to serial port A
* no flow control
* baud rate the same as configured for SoL

* VT-100 terminal type
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Serial over LAN D355 I

Serial Over LAN [ZEI3 244 RS 4 VB K UHIFIEIE

* legacy OS redirection disabled

SoLt v va i, 77—k A vb—UR EOITHRAOFRL, BIOSERIE A = =2 —72 EDLFHEM
DEEA=2—%2FRLET, V—/3TWindows72 EDE v b~ v THRRAXZROL XL —T 1
T VAT LART TN = a ypREEISND L SoL By va TR DARRITRL R £T,
B —/NT Linux 72 E D 3~ > K7 A 45\ @ Operating System (0S; X L—7F 4 > 7 T AT L)
DEE SN A, SoLty v a U CEUICERT H7DIZ0S DBEMBEENLEIZRD T ENH
D ET,

SoLEyvarTidk, 77v73vary F—RERSF—Abr—2{Zary—WiEEFEInE
T, F2 232 Y —)UIZ&EET HI2IE, Escape ¥—&# ML THH 2 2L E T,

=JL =

Serial over LAN D% E

BAEZITS A

Serial over LAN (SoL) #/ET 5121, admin #EfR 2 a2 —HF L LT /A U TAXLERNHY
ij‘o

FE
IV RERETIVa Y E]:g]
ATv 71 Server# scope sol SoL @t~y K E— R&BtLET,
2Ty T2 Server /sol # set enabled {yes| | = D% — NTCSoL% A F— T NEIIT 14—
no} T LET,
2Ty T3 Server/sol # set baud-rate {9600 | < % 5 473 SoL W/ 12452 U 7L R—
| 19200 | 38400 | 57600 | 115200} | | — FERELET,
GE) ZOR— L—hNE, =D T
)3 — )L TR ELKT~ L—k
E—HTAHAVERDY FT,
Z2Tw T4 Server /sol # commit KNIy a v AT AOREIZaI v b
L%,
2T w5 Server /sol # show [detail] ({EE) SoL DR EEFRLET,

WIZ, SoL & ET HHlZRLET,

Server# scope sol

Server /sol # set enabled yes
Server /sol *# set baud-rate 115200
Server /sol *# commit

Server /sol # show

Enabled Baud Rate (bps)

ves 115200

Server /sol #
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I Serial Over LAN OD#2E}
Serial Over LAN [2B8¢ 371 KS+ vk usinzr ]

Serial Over LAN D #2 &)

FIE

ARV KRFERIETYV3> |BW
ATFvT1 Server# connect host VXAV NEn—Rar YV —L R— D

Serial over LAN (SoL) ##@z Pttt L £9, Zoa~
VRIE, Foavw o RE—RTHBANTEET,

ROFE
SoL v a w7451, CLIty a2 TITHLENHY £, 724 21F. SSHH#
BiaEILizSoLEyva BT 5121, SSH Bzl LE7,
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Serial Over LAN D #2 &l I
B serial Over LAN (BT 351 K51 U B & UHIREE
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11l

A—Y TF7HOU FDOEE

COEDOHERIL, RO LBV TT,

C n— ) a—VORE, 31 -V
* Active Directory D% €, 32 ~X—

s a—P Evig L DFER, 36 =

s a—Y kv a DT, 36 =

O—A)L A—HDETE

BIEZITSHNIC
n—H 2= FEFRET 2T, admin HEREZFFOL—F L LTI A T MERDY T,

Flig
av v RFEEIETI3 | BW
>

ATy T Server# scope user 2 —W &5 usernumber \ZKx H L —Y% a<w K E—
usernumber RZBHE L £ 4,

ATvT2 Server /user # set enabled |CIMC CTa2—% 7 hH VY haA F—T IV E2ET «
{yes | no} =7 LET,

2T T3 Server /user # set name a—HFoa—VFHEHRELET,
username

ATvT4 Server /user # set password | /X277 — K% 2 [BIAS) T2 L 9RO HIVET,
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Active Directory |

. Active Directory D% &

ARV RFEREFTIY3 | BH

7

S RWA Server /user # set role a—WFIZEY Y THue—LEEELET, u—ILiZ
{readonly | user |admin} |13 woOLONRHY F3,

*readonly : Z O —H|IERE R R TE T3,
ERSTHZ LT TEEEA,

cuser : ZD—YI, ROEEEZEITTCEET,
CTRTCOIFEREFTT D

cEBROA Y, BREEA, EROL 7R E
DOEBIRIEA T a v 2EHET 5

*KVM a2 Y — )V ERMEAT ¢ 7 &2 iEEd 5
T RCoOusErsITT5
ok —X% LED #H] 0% 5

*admin : 2O —H %, GUI, CLI, IPMI TH[ig
BTSN TORREFATCEET,

ATvT6 Server /user # commit Ko7 arvrE AT AOHRTFIZaIv FLE
ﬁ—o

Wiz, 2—H% 5% admin & L CRETHHEZRLET,

Server# scope user 5

Server /user # set enabled yes

Server /user *# set name john

Server /user *# set password

Please enter password:

Please confirm password:

Server /user *# set role readonly

Server /user *# commit

Server /user # show

User Name Role Enabled

5 john readonly yes

=L

Active Directory M ExTE

Active Directory

Active Directory I E EIER Ry NV —2 $—ERZRMT 5727 /mP—ThHU, LDAP LA
BRDT 4 L7 R H—E R Kerberos N —ZDFBFE, DNS X—ZDAFITIT 72 ENEENET,
CIMC X, Active Directory ® Kerberos ~— A2 DFFEH—E XA ZFIH L £79°,
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I Active Directory Y —/\DE&E

Active Directory D% &

CIMC C Active Directory & A F—7 VT 5 & T _XTO2—VFHFEL = —/LEFF AT Active Directory
WZE o TEITESN, CIMClEr—b 7 —F _X—2 %M L EF, CIMC 7 Active Directory (2%
BeTERWES, CIMC TR —h /v F—2 X—=A IR £7,

P — TP Active Directory DX E CHE b % A 2 —7 /W95 Z & T, H—,3Z Active Directory
SNOEET —F st T oL oERTEET,

Active Directory H—/\D & TFE

CIMC % &% L C, Active Directory & = —H DFRGE & FRANIIMEH TEZ 9,  Active Directory % i
32121k, CMCOax—% a—rlasr— Va2 RGZET57 P Ea— MR L T2 —F a2
ELET, CIMCOL—H n—tulr—i~y 7 SNEZBEFED LDAP 7 + U B =2 — k& ]
T&EE7, E72IE. ActiveDirectory AF¥ —~ZZH LT, 7 hJ E=2— 1D1.3.6.1.4.1.9.287247.1
ZFFD CiscoAVPair 7 b U B2 — hDO XS RFPOD AL LT M Ba— F2BMTE ET,
Active Directory A ¥ —~ DL EDFEMIZDUVNTIE, http://technet. microsoft.com/en-us/library/
bb727064.aspx IZH HFEFEE B L T EE WY,

Active Directory ¥ — /N TIROFINANEIT L £,

G¥)

ATy T
ATy T2

ATvT3

| oL-22347-01-J

Z OB T CiscoAVPair E VWO LBTOH AZ L T FY Ea— h&ERKR L ETH., CIMC O =—
Fo—nlar—iey FEINEEFEOLDAP Y MY B a— "2 AT AZ L TXFET,

FIE

Active Directory A ¥ —~ A F v S A VN VA =L ENTNDZ L MR LET,

Active Directory A ¥ —~v A F v A VEMHL T, ROT BT 4 2RO LW MU E=a—F
ZEMLUET,
wA=VAG P

E
CiscoAVPair

Common Name

LDAP Display Name CiscoAVPair

Unique X500 Object ID 1.3.6.1.4.1.9.287247.1
Description CiscoAVPair

Syntax Case Sensitive String

Active Directory 2w 7' A VAEHEH LT, =—H% 7 7 (T CiscoAVPair 7 bV B — & B L
£,

a) J&~XA T [Classes] / — RZEBL, UZ AN L Ca—H 7T AR ET,

b) [Attributes] # 7% 27 V7 LC, [Add] 227 Vv 7 LET,

¢) C # A/ LT CiscoAVPair 7 b U = — h &R L F7,
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CIMC T Active Directory DE5E |

Active Directory D% &

ATvT4

d) [OK] %27V v LET,

CIMCIZT 7 EATE DL TH2—HIZx L, kDO2—H 17—/ LfE% CiscoAVPair 7 ~ U
Ea— MIBEMLUET,

a—JL CiscoAVPair 7 k') Ea— ME
admin shell:roles="admin"

user shell:roles="user"

read-only shell:roles="read-only"

GE) 7 MU Ea— MIEZBINT 2 HIEOFEMIZ OV TIE, http:/technet. microsoft.com/en-us/
library/bb727064.aspx |28 Dt FAE S L T E I,

RDFE
CIMC Zf#H L T Active Directory Zi% € L £,

CIMC T Active Directory D% E

72— 71 b 2 —HFOFEFE & FF AT Active Directory Y —/ N2 3% 1Z1X, CIMC T Active Directory
% AX ’_./:E’ L/ i ‘é—o

BIEZ1TOHIIC
Active Directory Zi% &9 121E, admin & LTRZ A U LTWOIRERH Y 7,

FE
RV KRFERIET7I3 | B
o
ATy 71 Server# scope ldap Active Directory 2~ > K E— NZB4E L ET,

ATw T2 Server /ldap # set enabled | Active Directory & *—7 V£ 72137 4+ B—7/MiC L&

{yes | no} 7. Active Directory &1 X —7 /LT H L, TXTD

o—WEREE & v —/LFF Al 13X Active Directory (2 & - CTIEAT

4L, CIMCITr—H b 22— F—F _R— 2 A W L F

R

GE) CIMC & Active Directory D#E#i & XL T X 72

WA, CIMC lZr— L 2 —H F—HF ~—
ZDOMERIZREY £7,

ATv73 Server /ldap # set server-ip | Active Directory %— 3D IP 7 KL 2 & $gE L £7°,
ip-address
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A TFThOU FDOEE

| oL-22347-01-J

Active Directory D% & .

ARV RFEREETI Y3

~

S]]

ATvT4 Server /ldap # set timeout | CIMC 73 Active Directory ~ D5t & N7 T & 72\ & f] K
seconds T5E T DA EE LET,
ATvTh Server /ldap # set W5 b3 A =7V Th D86, I —2% Active Directory
encrypted {yes | no} WZEET 2T R TCOFEREZE S LET,
ATv76 Server /ldap # set base-dn | X CHO2—YPNETHMLEDH DL KA AL V2 ELE
domain-name +,
ATvIT Server/Idap # set attribute| = — D — L & v — UIER AR S LDAP T R
name Ea—bE2ELET, 207137 (1%, FiZ, 4Hi
CEDOXT THRESNET, VAT AE, =2—FLa—
RC, ZOT7 M) Ea— b4 E—HTHHEEAMKELE
R
CIMC 2 —H% rn— B La r— i~ v 7 S i-BEfF
D LDAP 7 RV v a— M&EHT 52>, CiscoAVPair 7
FIEa2— s, ROT PV E2—KMID ZFFO0 A
A5 T M) Ea—MEfERTE £,
1.3.6.1.4.1.9.287247.1
G¥) ZOTuNRT 4 BRELBWEES, 22—V 7
7 & A1 read-only (2R S L E T,
ATvT8 Server /ldap # commit FFoH T a BV AT ADHKREICTI Y FLET,
ATvT9 Server /ldap # show (f£#) Active Directory D% EZ Frm L7,

[detail]

WIZ, CiscoAVPair 7 h U B = — K & ] L T Active Directory Z X E7T D&~ L E T,

Server# scope ldap

Server /ldap
Server /ldap
Server /ldap
Server /ldap
Server /ldap
Server /ldap
Server /ldap
Server /ldap
Server IP

# set enabled yes

*# set server-ip 10.10.10.123

*# set timeout 60
*# set encrypted on

*# set base-dn example.com
*# set attribute CiscoAVPair

*# commit
# show
BaseDN

Encrypted Timeout Enabled Attribute

10.10.10.123

Server /ldap

example.com vyes

#

CiscoAvPair
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A THYY FOEE
B v vtvravoss

A—4H vy arnNRE

FIE
ARV REREEFT7TIVa Y B8
& A Server# show user-session HEODL—Y v g OFERZFT
L/ i ﬂqo

avy ROWNIZIE, BUEO2—Y Ly v a VT HROERPFRSNET,

A i BA

1D Y v oa v OEERBIE R,

Name a—PFDa—H4,

IP Address PR RNZT VA LEIP T KL A,

Type 2—HFRP =TT 7 'R LT HE,

Killable 2—HF T H UL M admin HIRDH Y . BHETIT ST S
2—H v g VEBHPIK T TZ 281X, 2087 A
yes LFIRENET, TNLANOH AT, NA LERINET,
GE) BEOEy a v ERTTHZEIETEER

Ao

Wiz, BEOa2—Y vy a VCETAIEHREERRT A2 RLET,

Server# show user-session
ID Name IP Address Type Killable

15 admin 10.20.30.138 CLI yes

Server /user #

A—H vy arnRT

BIEZEITORIIC
=Py a rEERTT A2, adminbERERoa—YFE L Tua s T A0ERHY £T,
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A—H vy arnRT [ |

FIE
ARV RFERETI Va3 Yy =]:g]
ATy Server# show user-session BEODa2—Y vy a OFREERLET,
BT —Y toyiaid, KT rHE
(killable) TH Y, MADE v = » TiEan
ZEDRETT,
ATFvT2 Server /user-session # scope KTTAHABEMNEDa2—F By g iz LT
user-session session-number a—H gy avr R E— REZEBLE
j‘o
ATFvT3 Server /user-session # terminate |~ — & v g U AK T LET,

Wi, 22—ty 310D admin N2 —F o a 152K TIT 02 RLET,

Server# show user-session

ID Name IP Address
10 admin 10.20.41.234
15 admin 10.20.30.138

Server# scope user-session 15
Server /user-session # terminate
User session 15 terminated.

Server /user-session #

Type Killable
CLI yes
CLI yes
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1-—H7haYrroEE |
B A—H v a DT
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2y bFJD—OBEDRTE

ZOEDHRIE, KO EBY TT,

* H—/ 3D NIC DFRE, 39 ~—

* BT R NT 4 ORGE, 41 =Y
* IPv4 DRRGE, 42 N—V

* H—/ N VLAN OFE, 44 ~—v

* Xy RU—T X2 VT 4 OFE, 45 X—V

H—/\D NIC DRE

H—/\ NIC

| oL-22347-01-J

CIMC ~D#EfEIIE, 2D NIC £— FEfHTEEd, ~HOE—FTE, 77 v b 74—
LIS UC, active-active & 7213 active-standby D TUEALE— REBNTHZ L T E T,

NICE—F
CIMC Xy FUT—Z7 DOFREICL Y, CIMCIZEFETE AR —FPRELET, Ty b7+ —24
WIEL T, ROFR Yy NT—7 T— R F 7 a U EFATXET,

* Dedicated : CIMC ~DO #5551, BHA —V Ry b R—FE2RBLTTHEHTE EI,

* Shared LOM : CIMC ~®#4f¢1%Z. LAN On Motherboard (LOM; ¥~ —HR— KD A4 R—F
LAN) A —H%xy F RA N FA— b aRBLEGAEETHEHTEET,

)

GE¥)  shared lom €— R ClL, ¥_XCOFRA N K= BRI LY 7Ry MZBELTH
LLENRHY F7,
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H—/ANICDBE |
B s oncoszs

* Shipping (VR— F ENTWVDEHE) : CIMC~O#E L, HIR S 7= T 7 40 haRE
ZERHLT, BHEA—VRxy N A —FE2RBLTHEHATEET,

A

(GE)  shipping E— NI, CIMC ~O#HIEHO ARZITICHES N TWES, &M
RECIEBIOE— RERELET,

NIC &1t
CIMC % v U =2 EALDRREIZ LY . NIC TTEAL DM FIENRE L ET,
*None : TLELIZFEHA T EHA,

* Active-Active : X TDA —VF v b AN— FOEIFFCEMELET, ZOET— NiE, CIMC ~
DEE DN A AL F 5,

* Active-Standby : 1 DDR— FMBHIDOR— MI T = — A ——LET,
EHTELINRIEE—FZ, BRESNTWDLIRXY NV =7 FE— LT Ty 74— LIk -> TR
R ES, FHTELE-NIOVWTE, 77y b 74 —ADA VA L= arBLUY—E
A TA REZRLTIIEZIN,
N =, e |
H—/\NIC DERTE
NIC E— F& NIC WRALZRET 55 61E. — 3O NIC % ELET,

BIEEITORIIC
NIC ZF%ET HI121%, admin #E[RZ O >2—HF L LT /A U TH2XLERHY F5,

FE
aT Y RERIETY =E]:5]
vav
AT w71 |Server# scope cimc CIMC 22w > KR E— RZBBLET,

ATy F 2 |Server/cimc # scope CIMC %> hT—7 a~< o K E— RFzRHBLET,
network

AT v 73 |Server/cime/network # set| NIC & — R & KDOWFTINITERE L ET
mode {dedicated |
shared_lom | shipping}

* Dedicated : CIMC ~D7 7 & ZZEHA —V K b iR—
FEFERHLET,

* Shared LOM : CIMC ~® 7 7 & A{Z LAN On Motherboard
(LOM; ¥ #—AR— RFDF L R— K LAN) A —H X%
FARANFR—FEFEALET,
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| ®vro—sEEO®RT
#@sosF oz W

ARV RERRTY S]]

vayv

G¥) Shared LOM % 3&R L 7285813, T3 THOK
AR AR=FREULY T Xy MZETHZ &
FHERL TL 7230,

* Shipping : #IHIEEREH OFIBRAT 3R E, W OEIEIC
X, BlOE— FE®RIRLET,

R 7 4 |Server /cimc/network # set | NIC *&=— F7% Shared LOM T 28412, NICTTEE— K%

redundancy {none | |35 E, STRE— ML, KOWTRMICRY £,
active-active |
active-standby} *none : LOM A —H# R b A— MIFAMTEEL., M

EREUTBEEL 72— —_"—LFEHA,

* active-active : 'AR— M LTV DAL, TXTO
LOM A+ —H% %> b AR— hBFIHINE T,
* active-standby : 1 DD LOM A —H R v k R— MIfEE

DFRAETDHE, NT7 74 v 7350 LOM ~A— MZ
7 x— )V —"—LF7,

X w75 |Server /cimc/network # KNI a2 AT AOERTEIC2I Yy FLET,

commit

GE) fEFA[EE72 NIC E— FEB X OINIC TEE— FD
FF a0, BEODOTST Y hTr—AI2 ko
TRV EST, $—N"THFR—FIN T2
E—RNEBRTLHE, BHEZRGFTHEEICT
T— A vb—UNEREINET,

WIZ, CIMC Ry NU—7 A v H—T oA AERETHH 2R LET,

Server# scope cimc

Server /cimc # scope network

Server /cimc/network # set mode dedicated
Server /cimc/network *# commit

Server /cimc/network #

2N o) O == =JUL =
H@B\ETONT 14 DERE
P NEHPT S, BT e NT o ZEALET,

BIEZITSAIC
W@ T BT ¢ ZBET HITIE, admin HIRZFfOa2—F L LTI A T LBERHY 7,
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v bD—oEENHE |
B ruoze

FiE
ARV REEEFET7YVa Y B
2Fv T Server# scope cime CIMC =i K E— FZBE L E£7,
ATFv T2 Server /cimc # scope network CIMC X% NU—27 a<v> RE— N&0H
HBLET,
ATFvT3 Server /cimc/network # set hostname | 7k 2 F DA RTEZIEE LE T,
host-name
ATFvT4 Server /cimc/network # commit oo rar i AT ADOHRFEIZa
Ty hLET,

WIZ, avr ROT T 4 2FZET L0 ERLET,
Server# scope cimc

Server /cimc # scope network

Server /cimc/network # set hostname Server

Server /cimc/network *# commit
Server /cimc/network #

IPvd D% 7E

BAEZITSEIIC
IPv4 Ry FU— 27 OFRELZFATT HI121E, admin R Z RO —H & LTr 7 A U35 LR D

V) i—a—o
FIE
ARV RFERRTIVa Y =LY
ATv 1 Server# scope cimc CIMC 2w > RN &— NZBHtE L ET,
RATvw T2 Server /cimc # scope network CIMC %y FU—27 a~<wy KRE— RZHBL
i—a—o
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| ®vro—sEEO®RT

runse W

ARV RFERRTI Yy

=)

ATvT3

Server /cimc/network # set
dhcp-enabled {yes | no}

CIMC T DHCP ZfEHT 220 & 9 A EIR L

£7,

(G¥)  DHCP A R —7 NV ThHHEIX.
CIMCHIZ1 2D IPT FL 2% TH
45 X 9IZDHCP YV — &R ET D
ZEEHRELET, —OHEHED
R—FZBEUTCIMCIZRETE 5
A, ThHDOR— OFEO
MAC7 RLAIZXfLT12DIP T
RLUAZTRTHLENRDHY 7,

ATv74

Server /cimc/network # set v4-addr
ipv4-address

CIMCDIPT KL A%IEELET,

ATy T5

Server /cimc/network # set
v4-netmask ipv4-netmask

IP7 RFLAOY Ty h ~AZZIELE
R

ATvT6

Server /cimc/network # set
v4-gateway gateway-ipv4-address

IP7 RLADF =+ 2fBELET,

ATy IT1

Server /cimc/network # set
dns-use-dhcp {yes | no}

CIMC 7% DNS #—/3 7 K L2 % DHCP 72 b5
WS 208 5 @R L ET,

ATvT8

Server /cimc/network # set
preferred-dns-server
dns1-ipv4-address

754 <1 DNS +—_DIP 7 KL ZA%EE
LET,

ATvT9

Server /cimc/network # set
alternate-dns-server
dns2-ipv4-address

T h LAY DNSH—RDIPT RLAZIEE
L/iﬁ‘o

ATy 710

Server /cimc/network # commit

oo a2 AT AORTEICAI Y
rLET,

ATvINn

Server /cimc/network # show [detail]

(EE) IPv4 %y N — 7 ORELZFE TS LE
j—o

WIT, IPv4 %y FT— 7 OFREEFEITL.

Server# scope cimc

Server /cimc # scope network

Server /cimc/network # set dhcp-enabled yes
Server /cimc/network *# set véd4-addr 10.20.30.11
Server /cimc/network *# set v4-netmask 255.255.248.0
Server /cimc/network *# set v4-gateway 10.20.30
Server /cimc/network *# set dns-use-dhcp-enabled no

Server /cimc/network *# set preferred-dns-server 192.168.30.31
Server /cimc/network *# set alternate-dns-server 192.168.30.32
Server /cimc/network *# commit
Server /cimc/network # show detail

Network Setting:

IPv4 Address: 10.20.30.11
IPv4 Netmask: 255.255.248.0
IPv4 Gateway: 10.20.30.1

KR $ L0 RLET,

.1
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DHCP Enabled: yes
Obtain DNS Server by DHCP: no

Preferred DNS:
Alternate DNS:

VLAN Enabled:
VLAN ID: 1

VLAN Priority:
Server
01:23:45:67:89:AB

Hostname:
MAC Address:

192.168.30.31
192.168.30.32

no

0

NIC Mode: dedicated

NIC Redundancy:

none

Server /cimc/network #

H—/\VLAN D %5E

BAEZIT SIS

oy kT—sEEORE |

HF— SN VLAN R ET AL, admin & LTEZ A L LTWARLERNL Y 3,

FIE

ARV RFERETIVa Y

S

ATy T

Server# scope cime

CIMC a2~y K ET— RZBtB L F7,

ATy T2

Server /cimc # scope network

CIMC %y hU—2 o< KE— K&
HBLUET,

ATvT3

Server /cimc/network # set
vlan-enabled {yes | no}

CIMC % VLAN [ZEEft 9 20 E 9 ek
WLET,

ATvT4

Server /cimc/network # set vlan-id id

VLAN ZE5%2fELE7,

ATvT5

Server /cimc/network # set
vlan-priority priority

VLANTOZ DYV AT LDTTA4F VT ¢
ZIRELET,

ATvT6

Server /cimc/network # commit

NV I g EVAT ADREICD
Sy hLET,

ATvT1

Server /cimc/network # show [detail]

(EE) Ry PV =7 OREEXFRLE
B

WIZ, =S VLAN @@ ET 262~ LE T,

Server# scope cimc

Server /cimc # scope network

Server /cimc/network # set vlan-enabled yes
Server /cimc/network *# set vlan-id 10
Server /cimc/network *# set vlan-priority 32
Server /cimc/network *# commit

Server /cimc/network # show detail

Network Setting:

IPv4 Address: 10.20.30.11
IPv4 Netmask: 255.255.248.0
IPv4 Gateway: 10.20.30.1

DHCP Enabled: yes

Obtain DNS Server by DHCP: no
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rybrr—sexaursozE W

Preferred DNS: 192.168.30.31
Alternate DNS: 192.168.30.32
VLAN Enabled: yes

VLAN ID: 10

VLAN Priority: 32

Hostname: Server

MAC Address: 01:23:45:67:89:AB
NIC Mode: dedicated

NIC Redundancy: none

Server /cimc/network #

Y D=0 X)) T4 DEE

2y bFI—O X2 T4

CIMCIE,. IP7 vy X 7% %y hU—2 X2 UT 40 L LTHEALES, IP7 8 yXo 20,
P REE Web Y b, FFEDIP T RLAEIET U A E ORI O#EREZBIE £,

IP7 X 7id, Znb0arEa—205 Web A ~, A—/L H— 3 FEFZOMDA
VE—=F oy b = SADORE B A SRR AR L E T,

TP OFREIL. —MAIZ, Denialof Service (DoS; ¥r— B AHEkE) WM GHE#ET L 7-DIEH
SNET, CIMCIE, IP 7Ry X7 ORMEFAZHFEL T, IPT FLAZEIELE T,

— L=
2V M= X)) T4 DETE
P71y % 7 ORI A BT DB, %y hT—2 % a7 4 2 RE LT
IRV E 1T S BTIC

Fy NIV —7 X2 V7 4 ZFET HITIE, admin #ERZFFO2—F L L Tr T A T D0EN

HYET,
FIE
ARV REREEFTIVa Y E]:g]
ZFw T Server# scope cime CIMC 22~ > K E— RZBHB L ET,
RATFvw T2 Server /cimc # scope network |CIMC Xv FU—727 <> KR E— 2B LE
j—O
ATFvT3 Server /cimc/network # scope Py a<vy RE— REBEGELET,
ipblocking
ATy T4 Server /cimc/network/ipblocking [P 7w v VA4 F—TNEITTF 4 E—T L
# set enabled {yes | no} i LES,
AFwTH Server /cimc/network/ipblocking |$57¢E X L= —HF e v 7 77 N N BT
# set fail-count fail-count 1T, —WRRITFTX D121 L DA% 2%
Hﬂi_’ l./ \i j—()
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B ot X105 s08%

oy kT—sEEORE |

AU REREETIVa Y

S]]

ZoEFE D v 7o R ITHRMUE, [IP Blocking Fail
Window] 7 4 —/b R CHIE S 4L TV 2 HIRRINIZH
AT HHENRG D F9,

3~ 10 OFPHDOEBE A AT LET,

RATFYT6 Server /cimc/network/ipblocking | . —#% w7 77 A7z a 7 A LRITO
# set fail-window fail-seconds | gepi g/ 2 MBED B B IR () ZaiE L
jz—a—o
60 ~ 120 OFFHOEL Z A L ET,
ATFvT7 Server /cimc/network/ipblocking | = —F R E I N TV AHIRINIC 2 74 L RBITD
# set penalty-time BRIEH BT SAC, 2=y 7 77 h
penally-seconds SNTOOMBERELET,
300 ~ 900 OEIFHDOFER = AT LE T,
2Fv T8 Server /cimc/network/ipblocking | K L7 L g LAV AT ADOREIZTI v ML

# commit

jzjﬁo

WIZ, IP7 ey T EHRETDHHEZRLET,

Server# scope cimc
Server /cimc # scope network
Server /cimc/network # scope ipblocking

Server /cimc/network/ipblocking
Server /cimc/network/ipblocking
Server /cimc/network/ipblocking
Server /cimc/network/ipblocking

Server /cimc/network/ipblocking *# commit
Server /cimc/network/ipblocking #

# set enabled yes

*# set fail-count 5

*# set fail-window 90
*# set penalty-time 600
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O3a2a=45—33 Y —EXD

Mg
gl

ZOEORERKIX, RO EFLY TT,

* HTTP ORE, 47 X—¥

* SSH DFXiE, 48 ~—¥

* IPMI Over LAN D% &, 49 ~R_—

HTTP D% E

RIEEITORIIC
HTTP &% T 521,

FIE

admin HEfRZ Ff o —F L LTu /A U35 0ERH Y £7,

AT REREETIVaY

El:9)

ATy T

Server# scope http

HTTP =~ > K E— F& BB L F T,

ATvT2

Server /http # set enabled {yes
| no}

CIMC T HTTP B L O HTTPS — b 2% A R—
TNEFIZT s —T NI LET,

ATvT3

Server /http # set http-port
number

HTTP BfEIEHT AR — 2R ELET, T
7V MiE 80 T,

ATvT4

Server /http # set https-port
number

HTTPS IR —FERELET, T
7 )V M 443 T,

ATvT5

Server /http # set timeout
seconds

HTTP ZRDOM, CIMCHRZ A LT LTk
arERTTHETHETIREEARELE
‘j‘o
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SSH DERTE

a3az=H—vavH—ERORE |

AT FEREETO VI Y

=)

60 ~ 10,800 DFPHOEH A AN LET, T 74
JL M 1,800 BT,

ZFvT6 Server /http # commit

RS rs a2y AT ADORTEIZZI Y ML
F9,

&IZ, CIMCIZ HTTP &% ET 502~ L E£7,

Server# scope http

Server /http # set enabled yes
Server /http *# set http-port 80
Server /http *# set https-port 443
Server /http *# set timeout 1800
Server /http *# commit

Server /http # show

HTTP Port

Server /http #

SSH DEXE

BAEZITSAIC

HTTPS Port Timeout Active Sessions Enabled

SSH 2 ET AH1213. admin HEfRZ EfH>a—H L LTul A T3 0ER’HY 1,

Fg
av U RFEEET723y |BW
2Tv 1 Server# scope ssh SSH =2~ R E— FRZHALET,
ATvT2 Server /ssh # set enabled {yes | [CIMC T SSH # A4 *— 7 V£ 721xT 4 &—7 L
noj i LET,
ATvT3 Server /ssh # set ssh-port X aT VT I ERERTAR— A
number ELET, F7A4L ME2 T,
ATv74 Server /ssh# set timeout SSHELRNZZ A LT 7 b LIeb DL AT LR
seconds MW 5 F CRIE T AR EREL £,
60~ 10,800 DEIPFHDEE A LET, T 7+
JL M 300 BT,
ATvTE Server /ssh # commit KGLH I arv ks AT AOBREICTI v b
LFET,
ATvT6 Server /ssh # show [detail] (L&) SSH O/ EXFERLET,

[l CiscoUCS C ') —X 4 —/\Integrated Management Controller CLIZ > 7 4 ¥a L—> 3> A4 K Y

1)—2Z1.1(1)

0L-22347-01-J |



IPMI Over LAN

iPMiover LAN o [l

®IZ, CIMCIZ SSH #%ET 4l &~ LET,

Server# scope ssh

Server /ssh # set enabled yes

Server /ssh *# set ssh-port 22

Server /ssh *# set timeout 600

Server /ssh *# commit

Server /ssh # show

SSH Port Timeout Active Sessions Enabled

Server /ssh #

IPMI Over LAN )% E

IPMI Over LAN

IPMI TiL, =7 TJ v 74— AZHARAENTWBY—ER kvt ¥—Tx
AADEDOTm hAVEERLTWET, O —E X 7ty i Baseboard Management
Controller (BMC; X—AR— REFHa L hr—7) EMEFN, —"O~P—FR— FNIFELE
T, BMCIE, A1 7ty bBIOR—FEOMOERIC, HHERS Y T/ SR E2MHA LT
Vo LET,

WEIEOR. IPMLIX, V— DAL —F (7 VAT ANV AT b ~ILAZONTOIER
ERSRL, VAT LAON—RU 2T EfEITEL LI LET, e xiE, IPMIZEHT 5 &,
BE, 77 0FE, BIOWEEREOR y—42E=4 L C, MELZFINHRETE T,
P —ROBPEREESNTWND LV LY EL BTG AE, —"OF XL —FT 4 VT VAT A
IXBMC IZX LT, 77 OffE%E EiF7e0, ey dolEs FiFey LTSI LT 5
roErTcEET,

IPMI over LAN D E&7E

| oL-22347-01-J

IPMI over LAN I%. CIMC % IPMI # v & — Y CEBIT AP EICHE L E T,

BIEEITORIIC
IPMI over LAN % & ET 5121, admin HERZFFO2—HF L LTu A VT HMLERH Y 7,

FIE

ARV RFEREFTY | B

vayv

AT w1 |Server# scope ipmi IPMI == > R E— RZBBLET,

T w72 |Server /ipmi# set ZOP—RTIPMIT 7 B A% A F—=T NEZT =7
enabled {yes | no} MZLET,
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azazh—varH—ExO%E |
Bl PmioverAN DBE

av U FEREETY BB
vav
ATy 73 |Server/ipmi# set IPMI 2 L CU AT AT 7B AT 52 —P(2HI 0 24T
privilege-level {readonly | 7 35 %, 2 o= —4 10— L 255 LEd, =2—F o—1ic
| user | admin} . ROEDORH Y =T,

*readonly : 2D —WIXEMER R TEETN, BHES
HZEIITEEYA,

suser : ZDa—HWiX, kROBEEEITTEET,
CTRTCDEREFRRT D

cEROA . BRI, BROA TR EO®
A7 > a BT

*KVM 2 Y — )V E AR AT 4 7 &84 5
TRTORSEIYTTS
ok —X& LED #UI0 iz %

*admin : = Oz —H L, GUL CLI, IPMI THHEZ R F X
TOUEEFITTEET,

G¥) ZDT 44—V ROMEIX, v A v ERLD 22—
IZEID B THENTWDr— L& EREC—HT 5%
ERHVFET, EIX ZOT 40—V FE
readonly |ZF%7E L723A12, admin 2 — /L& FFD
Z—FRIPMI Z A LT 7 A 2Rl 5 L,
oy A TEERA

XFw 4 |Server/ipmi# set IPMI EfE 2T 25 IMPI R 5% — %% ELET, F—0D
encryption-key key fEI%, 40D 16 HEHTH D = & NMLETT,

XFw 5 |Server/ipmi# commit | 5 YU L g A VAT LAOREICII Yy FLET,

&IZ. CIMC IZ IPMI over LAN R ET 5 a2~ LET,

Server# scope ipmi

Server /ipmi # set enabled yes

Server /ipmi *# set privilege-level admin

Server /ipmi *# set encryption-key abcdef01234567890abcdef01234567890abcdef
Server /ipmi *# commit

Server /ipmi # show

Enabled Encryption Key Privilege Level Limit

yes abcdef01234567890abcdef01234567890abcdef admin

Server /ipmi #
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Y —/\;

Ll

SEEAE D EHE

ZOEDKIE, RO EBY T,
© P SGEREOEH, 51 N—V
© FEHEBATROAER, 52 RX—Y
© HOBEAGEAEOER, 54 2=V

s B— NEHEDOT v T u— R, 55 =Y

IRENEHE

Certificate Signing Request (CSR; FIEFAEE 4 ZKk) A4 L TR LWGEREZ IS L. B LWGEER
F#ECIMCIZ7 v 7 r— FLTBIEOY — FEAF LRI 5 N TEET, — FEF
IZ. Verisign ® X 9 7237 » 7 Certificate Authority (CA; Z8iE/R) . EFMBHEHLTWS
HAFROWTINCE > TBLA SNET,

FIE

ARV KRFEREFETFTIaY B#
ATy T CIMC 7°% CSR 4k L9,

ATy T2 RERREOFRIT & B4 %17 O FEERIZCSR 7 7
ANVEFELET, Mk chBEoBE B4
HEEZEMR L TWAEAIL, CSR7 7 A V%
L CTHCBAMHEL AR TEET,
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idmEnsE |

[ e EETE LT
A RFERIFTZIaY BHH#
ATvT3 B LWEERAEA CIMC 17 v 7Fue— KL% | GB) 7w Fu— RENT-FEHE

B

X, CIMCIZ X » THRE &
N7z CSR 2> BAERR S D
VERHY ET, ZDJ
ETIER S L TORWEEH
EHXT v — RFLARNT
<TZEW,

AEAEERERDER

BIEZEIT SR
AEE 2 BOET 512,

admin R ZFFOa2—H L LT /A VT HHLERH Y £7,

FIE
aAv U RFEREETIVa3Y =]:g]
ATy Server# scope certificate iEEa -~ K E— REHBLET,
ATvT2 Server /certificate # generate-csr | Certificate Signing Request (CSR; AEFIEE 4
FR) OERICET 24 A4 7T r 7 wiEE) L E
j‘o

AEAEEAERIZE L T, ROFEROA N ZRO LT 0T FRFRSNET,

[Common Name (CN)] CIMC D5E2EffiR A N4
[Organization Name (O)] FEBAE 2 Bk L Cu B FHHk
[Organization Unit (OU)] Wik = k

[Locality (L)] AEIE A BOR LT 5 2tk DA ASMEES 5 1T
F 7 ITHT

[StateName (S)] RERAE A ZHR LTV D ORI TFET 2
FIIIITEX Sy

[Country Code (CC)] DAEOARMNFAET HEZRT 2 XFO IS0 [H
: — ]\‘\0

[Email] DHEOEHAE 1 A — /L DKL,
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| sEmzosm
anzsasRoss I}

FSR EANT-BHRE AT D L, GEAEZBABER N AR S, v Y — L HAicFERENET, CSR
T ANIERR SN EEAN, o — L HIINGCSRIEFHRZ a2 — LT, TF A K77 ALIC
BE0fHFaZ EnTcE 1,

I, FEEERERZ AR T 0 2R LET,

Server# scope certificate

Server /certificate # generate-csr
Common Name (CN): test.example.com
Organization Name (O): Example, Inc.
Organization Unit (OU): Test Department
Locality (L): San Jose

StateName (S): CA

Country Code (CC): US

Email: user@example.com

Continue to generate CSR?[y|N]y

————— BEGIN CERTIFICATE REQUEST-----
MIIB/zCCAWgCAQAWgZkxCzAJBgNVBAYTAIVTMQOswCQYDVQQIEWJDQTEVMBMGALIUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
ClR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS55b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhvcNAQEBBQADGY0AMIGT
AOGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvzxmC/eAehuK3/SINv7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QibG4MD2dx2+H8EH3LMtdZ rgKvPxPTE+bF5wZVNAGMBAAGGJITAT Bgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZIThveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC1l90306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi30had=

————— END CERTIFICATE REQUEST-----

Copy everything from "----- BEGIN ..." to "END CERTIFICATE REQUEST----- ",
paste to a file, send to your chosen CA for signing,
and finally upload the signed certificate via upload command.
___OR___
Continue to self sign CSR and overwrite the current certificate?
All HTTPS and SSH sessions will be disconnected. [y|N]N

ROFIE
RONTNNDOIEREZFATLET,

c NEOFEFERNGIEHEZRE L2 Z2WIEEIC, RSB OFRGERZEH L T\ it
ci(BR#%EE%%ﬂ%i%WWE%L\ﬁ<_#~A_7y7m—b¢é;9\aMc
ERETEET, ZOWHEEZITHIICIX, ZOFITIEIREDO a7 ho%icy AJJILET,

KRk B OB A GEAEE AR T 2 72O O E OFEAEY — N EZEH L T D551,

[----BEGIN ...] 7>5 [END CERTIFICATE REQUEST---—-] ¥ Tha~< FHAZare—L
T, esttxt £V T 7 A MZEEV fHFEd, CSR 7 7 A VEFEHEY—NICAH LT, HE
BAGEAEE AR L E T,

CNEOFIERNGIEHE SRS T 55 A1EX, [--—--BEGIN ...] 25 [END CERTIFICATE
REQUEST----- Jif@:v/%mﬁ%:t—bf\mmm&m5774wm%wﬁﬁi¢o
CSR 7 7 A WERGERICIRE L€, BAMEEHELZRE L E T,

CIMCIIZ X > THEBLIFHEENTEKR L, 7Ty 70— RTDEIOL 7V a &2 FH LN

AL, fEHE o~ FE— RTupload 2~ > REFEH L THLWVIEHELZ T v 7o — K354
TR £7,
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BCERAZOER

B2 ERAAZDIER

/X7 Y 7 Certificate Authority (CA;
(2, MADCAZEMN L THMA ORERFICEL T L2 LN TEET,

idmEnsE |

FORER) A LT — GEE DL & EA E1T O DD

Z DOk a T, Linux

THEITESN TV D OpenSSL GEHEV— NZMH L T CA 2B+ 5 a~ > FEB X O — SGEHE
EAERTDa~r FIZOWTHMH LET, OpenSSL DFEMICHOWTIEL, REZBRL T EEW,

http://www.openssl.org

G¥)

TANLET,

b a~r Rk, CIMC CLI TiE72 <, OpenSSL /Xy 7r— T & fFEH LTV % Linux H—3

BAEZIT SIS

FAEPS D P —/3 T

SERREY — ROV T b 2T RN b —UERELTCA A =L LET,

FE
ARV REEEFET7IVa Y B#

R T 71| openssl genrsa -out CA_keyfilename | = =< R, CA T &4 5 RSA iR —
keysize BARLET,

(GE) =P AN L TCANRNF—IIT 7R
1 TEBHLEHIT. ZDa~=y FIT -des3 A
# openssl genrsa -out ca.key 1024 70‘\/5 Vﬁi@'ﬁﬂq bfoﬁl/"(:‘< f’“éb\
BESNTE7 7 ANMITIE, BESNTTA XD
RSA ¥ —MEENTNET,

25 72 openssl req -new -x509 -days numdays| = 0> =~ RiE. {82 Shi-%—%MH LT, CA
-key CA_keyfilename -out O E CBLGEEZFHICER LS, FEREE
CA_certfilename BE SNERIADIC 2D £, —oawr i,
. 2 —PIREAEOBINERZ RO LT 0T N

1z —
# openssl reqg -new -x509 -days ?%ﬂ<l,§£7fo
365 -key ca.key -out ca.crt %E%%’H‘*‘/Wi\ 77T 4 - 72 CA -@—a—o
AT v 73 echo "nsCertType = server'" > Zoavy RiE, GEBEN Y — S[REDOGEHET

openssl.conf

£il:
# echo "nsCertType = server" >
openssl.conf

HDHZ L EEET D172 OpenSSL 2 7 4 F o L—
vary Z7rAMIBMLET, ZOEEICLD,
EEINTZ Y TAT v R =R TF T
man-in-the-middle W8 % A C & £ 7,

OpenSSL 2> 7 4 ¥ ab— a3y 77 AL

openssl.conf (21X, "nsCertType = server" & 9 33
BENTVET,
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http://www.openssl.org

dHEOEE
y—nitBEn7y7o—F ||

AU RFEREETIVa Y E]:g]
Z T vy 74 openssl x509 -req -days numdays -in | = D=~ RKiZ. CAJNCSR 7 7 A LZEH LT
CSR_filename -CA CA_certfilename | 4-— Rzppi 24 A4 % L 5 1ICHR L7,

-set_serial 04 -CAkey CA_keyfilename “:
-out server certfilename -extfile P FEAENE, BT 7 A MCEENTOET,

openssl.conf

£i:

# openssl x509 -req -days 365 -in
csr.txt -CA ca.crt -set serial
04

-CAkey ca.key -out myserver05.crt
-extfile openssl.conf

ZOFNE., CADIERITE. BLOFHRITER SN 7Z CARBEL T 50— ZEEHEDO AR T EE R
LET, Ihooa~<y FiE, OpenSSL #5/TL TV 5 Linux r—/NTAN L ET,

# /usr/bin/openssl genrsa -out ca.key 1024 Generating RSA private key, 1024 bit long
modulus ............. 4+ L. ++++++ e is 65537 (0x10001) # /ust/bin/openssl
req -new -x509 -days 365 -key ca.key -out ca.crt You are about to be asked to enter
information that will be incorporated into your certificate request. What
you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank For some fields
there will be a default value, If you enter '.', the field will be left
blank. ————- Country Name (2 letter code) [GB]:US State or Province Name
(full name) [Berkshire] :California Locality Name (eg, city) [Newbury] :San
Jose Organization Name (eg, company) [My Company Ltd] :Example Incorporated
Organizational Unit Name (eg, section) []:UnitA Common Name (eg, your name
or your server's hostname) []:example.com Email Address [] :admin@example.com
# echo "nsCertType = server" > openssl.conf # /usr/bin/openssl x509 -req -days 365 -in csr.txt -CA ca.crt
-set_serial 01 -CAkey ca.key -out server.crt -extfile openssl.conf Signature ok
subject=/C=US/ST=California/L=San Jose/O=Example Inc./OU=Unit
A/CN=example.com/emailAddress=john@example.com Getting CA Private Key #

RDFIE
FLUWEEHES CIMCIc7 v 77— RLET,

H—/\EEREDT7 vy 7A—

BAEZIT SIS
AEHEZT v 7' n— R 2123, admin HRZFO2—PFL LTl A T HU0EPRHY 7,

Ty Fu— Rt AHEARIL, ARV ARETFA NS LTHEATEASLERHDET, Ty
o0— NFET, fFAET XA 2™ — L CCLLIZAED T £9,
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idmEnsE |

Y—NERAEDNT Y TO—F

A

G¥)

Y

AT, CIMC FEAEEH CSR O TNEAMH LT CSR 4L, £ CSR ZfEfH L T
7y 7 — RKHOGHEZERSTALERNH Y 9, ZOHETERESH TWRWEFAET
T o7 a—RLBEWNTLEEN,

G

LW — ZEHERT v 7a—RKahbd &, BEDOHTIPS BLOSSHE v ¥ a3 Vi3 d T
Ursn x4,

FIig
av Y RFERETIVa Y =L:q]
2Ty 1 Server# scope certificate SFHE o~ R E— N2 B LT,
2Ty T2 Server /certificate # upload FLW— SGEHEAZ AN LCT v 7 a— R
THEOOXA T a7 RNEE#HLET,

Tur 7 IRERENTEDL, GEHET XA MR a— L Car Yy — B0 fHF. CTRL 28 L
TIREETD 2 L CEEAEEZ T v 77— KL E7,

WIT, BT LWVEEFEEZ =T v e — N3 5612~ LET,

Server# scope certificate
Server /certificate # upload
Please paste your certificate here, when finished, press CTRL+D.
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi3oha4d=

<CTRL+D>
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T39I+ —LAR T4 ILEADE

ZOEOHRNKIL, RO LBV TT,

* TTvNT A AR Ty H, 5] R

* TV RNT =L AN N T T DA X =Tk, 58 N—T
* IV RNT A=A ARV NT T NOT 4 B—T L, 58 X—
* TR T ANRNC N T 4 VEDORE, 59 N—Y

* SNMP +7 v 7REDIE, 61 ~_—

TI39bhIA—L AR Ta LA

| oL-22347-01-J

Platform Event Filter (PEF; 7’7 v h 74— A XV N 74 V%) X, 727 varv& I LT
D, N—RUTEEOEERA X MRRELZEEIEITI—M2ER LY TEFET, PEF
L, TN T A AR IRRE LR EEICFETT AT Vv ay (FRRET s vavE
FATLRWZ &) ZBRTEET, Fo, YI79v M7 A=A ARV EIRRELLEEIZTT 77— 1
EERLTEETDI b TEET, 77— HMEISNMP b7 v 7L LTCEEESNDIDT, 7TT7—
N EEET HITIE, JEICSNMP R T » 705 RET HLERH D T,

TT N T —b AR NT T — FOAERKIT T g — A X — 7witi?4t TN TX
F9, TA4E—TMITDHE, PEFRT 77— 2 ETHEIICHREINTWHWTYH, 77— M
BEINFETA,
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TS5y R TE—LARY b TALEDBE |
B 759t r—LARU I DI R—T L

TS9N IA—LARINTS5—FDA42—T )Lt

FIE
ARV RFERETIVa Y =)
25w T Server# scope fault fEEa~ FE— REHBLET,
2Ty T2 Server /fault # set TT RN T A=A AR NT T — N A X—
platform-event-enabled yes T LET,
AFv T3 Server /fault # commit NI YT g BV AT LAOREICTI Y
FLET,
25y T4 Server /fault # show [detail] EE) 779 b 73— AT T—
FNOBREE RN LET,

I, TTY b 7= AR T IFT—= b X =T NVIT D0 E2RLET,

Server# scope fault

Server /fault # set platform-event-enabled yes
Server /fault *# commit

Server /fault # show

SNMP Community String Platform Event Enabled

Server /fault #

T39I —LARVETS— DT E—TI)LiE

FE
AV RFERETO3 Y B
ATy Server# scope fault fEa< R E— FEBBLET,
2T T2 Server /fault # set T N T =B AN T T— NeT 4
platform-event-enabled no —T iz LET,
2Ty T3 Server /fault # commit NI a0 B AT AOREIZI Y
]\ Li‘g‘@
ATv T4 Server /fault # show [detail] FEE) 7979 "7 — ANV TT—
FOBEEZFRRLET,

WIZ, TTY b TH—b AR N T T—= R aT 4 B—=T /T 202~ LET,

Server# scope fault
Server /fault # set platform-event-enabled no
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I3y rar—narvraqns08E W

Server /fault *# commit
Server /fault # show
SNMP Community String Platform Event Enabled

Server /fault #

T2 bTA—L AR T ILADERTE

WDTT s N TH—b AN T AN ZIHTEAEET 7 — 2R ETEET,

D TS99 RITH—LARY TS
1 REBRZTY— b 74014

2 REEETY— K 7404

3 BERST I —bF 7414

4 BEEETY—h 741 H

5 BIRTh— bk 74

6 Ty UBBTY— N 74K

7 Ty EETY— N 74X

8 Tatyth TH—F 744

9 BRBRTV—h 74 L%

10 BREETY— b 7414

11 BEICRMEL T 4 V5

12 TAAZ U —NERTY— bk 7o H
13 AEY 7Y —h T4 HF

14 KIA4T7 ZAay N 7TH—KF 7414
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TSy b Tr—LARYE T4 LEOBE |

TS539bRITr—L AR N T4 ILEDERE

FiE
aRVEFERIETI3 | BW
h
Z 5w F1 |Server# scope fault fEEa<y R E— &G LET,

AT w2 |Server/fault# scopepefid FEE L7~ A X MK LTT Ty h T+ —5 A2 |
T4 avy R - NERtLET,

AR NIDEFEFITHIET DT N T r—Lb A |
TANIDRESZRLTIIZEN,

X5 w3 |Server/fault/pef # set ZDANRY SBREAE LG AICHNER S AT LD A
action {none |reboot | |50 | F4 . KOWVTIHAONIAZRINTE T,

power-cycle | power-off}
*none : 77— MIFEFEINETN, MOLBRTIAT

SINFEHA,
*reboot : 77— MANE(E S AL, — A0 EE#E) S
£
* power-cycle : 77— FDNE(E S 4L, —SOERFRN
HEAINLET,
* power-off : 77 — RNIE(E 4L, — OB A
7T ET,
AT 4 | Server/fault/pef # set TDOARY MZHT DT Ty b T =L AR T T—
send-alert {yes | no} FNORIEERA F—TNEIET 4 E—T M LET,

Gx) HEETAT T— RNZHOWT, ZA4NVE R T oS
FELKEREL, 7T b7 —b Ak
TI5— A R—TNCTAELERDY £,

R w5 |Server ffault/pef# commit| NS5 L HF 7L g A AT AOBREIZII Y N LET,

WIZ, AR RRTBETT Y " T —D AR TIT— " ERELET,

Server# scope fault

Server /fault # scope pef 13

Server /fault/pef # set action reboot

Server /fault/pef *# set send-alert yes

Server /fault/pef *# commit

Server /fault/pef # show

Platform Event Filter Event Action Send Alert

13 Memory Assert Filter reboot yes

Server /fault/pef #

RDFEE
PEF #RELCT 7— b EXETHHEIT. WOX A7 BT SHET,
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snvp 5y TEE0EE I

T TFT NI F—L AR T TFT— DA X—T L

*SNMP kT v 73R EDEST

SNMP S5 v JEHTEDIETE

FIE

ARV RFEEETIa Y

S

ATy T

Server# scope fault

EEa< N E— RFEBBLET,

ATvT2

Server /fault # set community-str
string

NZy FIEROEETE 725 SNMP 22 2=
T4 DAHIEATI LET,

ATvT3

Server /fault # scope
trap-destination number

FRE L7258 5E12%F LT SNMP b T v 7555 =
< RE—FRZHMBLET, 420 SNMP h
T IR CTE E9, 58D number
%, 1~ 4 OFEPFHOEEHTT,

ATv74

Server /fault/trap-destination # set
enabled {yes | no}

SNMP k7 v 7% a A 2 —7VEIET «
=Tz LET,

ATvT5

Server /fault/trap-destination # set
addr ip-address

SNMP k7 v 5 AERET 550 IP 7 R
AEEELET,

ATvT6

Server /fault/trap-destination #
commit

FLETS

WIZ, SNMP K7 v 7502 ET A6 2R LET,

Server# scope fault

Server /fault # set community-str public
Server /fault *# scope trap-destination 1
Server /fault/trap-destination # set enabled yes
Server /fault/trap-destination *# set addr 10.20.30.41
Server /fault/trap-destination *# commit
Server /fault/trap-destination # show

Trap Destination IP Address

Enabled

10.20.30.41 yes

Server /fault/trap-destination #
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B swe 5y TBEEoRE
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=

CIMC 77— LT T7TEBE

11l

ZOEOHRNKIL, RO LBV TT,

* Ty —AUxT OWE, 63 LX—

* VARAMBDOCIMC 77— LT =T OFS, 64 ~—

* TFTP =" BHD CIMC 7 7 — LT =7 DA VA =)L, 65 <=

C A UAM=AENTWAE T 7 =AU =T DT 7T 4714k, 66 ~2—

77— LT T7DHE

CY VU —XHP— %, ciscocomPbFA v ro— RENEZT7 7y —AU=T&2EALET, ZDO77—
ATz T T, CVI—R Y =D T7 77— T 52T v 7T —RTDHIENTAAIZLH-T
BATENTWET,

AUoma—RTL577 =AU =Tld, zip 77 Ay =S THEd, Y 2ans
T7—b V=T Dzip7 7ANEF T a— R, ZhaflILTHF—\07 7 —A 0 =7
EEFTHIENTEET, £, VAATEEAA—TYDOY V=2 /= bEEELTEBY | 1
A=V ETELZOLERIT Web %A B AFTEETS,

i
m (B>

zip 77 ANVEFH L TH—"OFA A= E2IThRN TS0,

HA A= bin 77 ANVEHERALET, Z0O zip 7 7 AN HEY)R bin T v 7 L— R
T ANERETALERHY ET, ZO bin 77 A%, TFTP —"FE-idu—hL w2
R TE ¥,

| oL-22347-01-J

G¥)

Tr— AU T EEHFTAHLEXL, HEWWAR—a D7 s — AT =T EHLWWAA—=Ug 00
T7 =AU TIZT 7T —FRT52¢L, HiLWWNAN—Va D77y —AT =T iliiN—
CarDTr— AT TIWIIA TS L — Rt BRI TEET,
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OMC T 7—Lyz7EE |

B xarcocaMcr7—Lmz700E

CIMC 1E, = DOFATHIZT v S EA NI ELZHEZ D50 77— LU =T a/KR—x
YHMIA VAR ATEDLLIIC, V77— =TOEF o AZEBENITTTNET, 7
T 4 TNTDHETH—R"ZHLETHLERRNZD, KERZDMD A T F o AHIIZ 2
DERAY HFATTHZENTEET, 77 —L U =7 ORHL, ROBEETITOIET,

AR =)L

ZOBETIE. CIMCITBIRENTE- 77 —L 0T N—Tg vab b — N2l LET, (X
f—7utxTlE, y—RNEDIT 7T 4720y NRAD 77— AT =T INEIC EEXINE
T, 77 —AT=TIRROWVTNNDFIETA VA M=/ TEET,

CTIUN IITAT U MRA 2 P a— X LTI —b T A A=V BRI, —A
WA VAR T BHZ ENTEET,
*TFTP ¥ — "5 : TFTP =Nl D 77— T =T A A=V A VA =L TEET,

7O T4 71

TOBBETIE. CIMCIZIET V5T 4 7T D77 — AT 2T N—Ta a7 7547 LTHEL.
P—NEFEEBHLET, Y—A"EHEETLIE. T IT 4T Any MNIT VT 47 Auy b
W0, T T 47 Aay MIFET VT 47 Ay MY ET, FROT T 47 Ay b
WNDOT 7 =AU =T HB, FITHOR—Ta b 9,

DRANMLDCIMC 77 —LD 7 DOEE

ATy 1
2ATFw T2

ATvT73
ATv74

ATy TH
ATvT6

ATy T17

FIE

cisco.com |2 #E L £ 7,

& EERODY —sS—"T_ [Support] 27 U v 27 L, Ky X T A=a—7 b [Software Download]
ZIEIRL 7,

72 FRRIZ & % [Unified Computing] V> 7 %227 U v 7 LThbr 74 LET,

[Cisco C-Series Rack-Mount Servers] / — K& BB L £7°,
ROV 7 PNFIRENET,

* Cisco UCS C250 M1 Extended-Memory Rack-Mount Server
* Cisco UCS C210 M1 General-Purpose Rack-Mount Server
* Cisco UCS C200 M1 High-Density Rack-Mount Server

WERY &2y LET,

[Unified Computing System (UCS) Integrated Management Controller Firmware] V) &7 Z27 V) >~ 7 LT
MmE, WU ) —AN=Ta D) &7 ) v LET,

[Download Now] #7 U v 7 L £,
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| omcor7—inyz7eEm

ATv78

ATvT9

ATy 710

ATvIN

TFPH—nhsn Mt 77 —Lz 7042 b= [}

[Download Cart] # A 7 12 7R 7 ANFRINET,

[Download Cart] % A 7 1 7R » 7 Z DG A ffgi L T2 5. [Proceed with Download] 227 U » 7 L
i ‘j‘o
[Software Download Rules] ~X— Y RNF R INFE T,

Aorm— R L— L EHERLTHG, [Agree] 7V v 7 LET,
Zra— NNEERTHEAT B TRy 7 ANRFKRIINET, [SelectLocation] A 7 12 7R v 7
AHLFRENET, ZOXAT TRy 7 AT+ —HANREPNET,

[Select Location] # A 7 1 7R v 7 A THi 2@ L, [Open] #7 V v 7 LET,
Zra— RRRIELET,

Ay — KRR TLIED, [Close] 7 U v 7 LET,
Xyrua—RLEEZ7AME, zip 7 7 A VT,

B2E  zZip 77 ANEHALCH—ROFA A= LE{ThRNTL

Uy,
HAA—VIZIZ bin 77 ANVEFEHALET, 20 zip 7 7 A6 bin 7 v 77 1L— R
Ty ANERBATAHILERHD ET, ZO bin 77 AL, TFIP Y —_"F=idue—hL <
[N =

BB L7172 bin 7 7 A VDOLENL. A A=/ LLTWEETFT L B—NIZ Lo TRAD F
T, 1027 7—LT0=TDEHT 7 ANDOHEIZRDO EELBY TT,

* C200 ¥ LT C210 : upd-pkg-c200-m1-cime.full.1.0.2.bin
* C250 : upd-pkg-c250-m1-cime.full.1.0.2.bin

ROFE
CIMC 77— 20U =7 "W —|ZA A =L LET,

TFIP H—/ A\ D CIMC 7 7—LD Tz T7DA VR =)L

Y

BEEITORIIC
SAAMBECIMC 77— L7 =T H2BEL, 2O 77 AV — A TFTP Y —NITREFELE T,

GE)

| oL-22347-01-J

Ty T T BRI TIRE R TH L L XTI T T oL, Ebb0T v T — b
HRBLET,
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CMC 77— Lz 7R |

B R LEhTWBI7—LYI7OT7I T4 Tt

FIE
ARV RFERIEETI3 Y B#Y
ATvT1 Server# scope cime CIMC 2~y R E— &R LET,
ATFv T2 Server /cimc # scope firmware CIMC 77— AU =7 avwy K E— &G
L/jz—a—o
2Fv T3 Server /cimc/firmware # update |7 7> — AT =T OT v S F— NEBBLET,
tfip-ip-address path-and-filename | 4-— 13 ¥5EDIP T KL 2|2 % TFTP H—
WNIND | ABEDIRAE T 7 A NADT v T T —
77—y =T ERELET,
ATy T4 (&) Server /cimc/firmware# | 7 7 — AT =7 T v 757 — h OEPRIRIL 2
show detail ~LET,

WRIZ, 77 —b0=T %7 v 77— 502 RLET,

Server# scope cimc

Server /cimc # scope firmware

Server /cimc/firmware # update 10.20.34.56 //test/dnld-ucs-k9-bundle.1.0.2h.bin
<CR> Press Enter key

Firmware update has started.

Please check the status using "show detail"

Server /cimc/firmware #

RDFEE
HLWT 7y — LT 52775 4712 LET,

AAR=ILENTWVWEIT7—LITTDT I T471k

N

BIEZITORIIC
CIMC 77— U7 &Y% — A A =L LET,

G¥)

Ty 7T = OREPTT 7T 4 TG T D L. T T 4 TR L £

FIE
ARV RFERETIVa Y B &
2Ty T1 Server# scope cime CIMC 2av > R E— RFZBBLET,
2Ty T2 Server /cimc # scope firmware |7 7 — AW =7 o~ RE— REFBLET,
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AR b=LENTVEI77—L9z7075 7471t I}

ARV FEREET7IV3 Y B

2Ty T3 Server /cimc/firmware # show | A[E/2 7 7 — AT =7 4 A—TU B LA
[detail] F—H A%FRLET,

2T T4 Server /cimc/firmware # activate | Z24R 7= Af A —T & T 77 4 712 LT, A

[1]2]

A= VB EBNRE SN T RWEE, — %
BT VT4 T DAL A= T 75 4712 L
ij‘o

WIZ, 77— 02T A A= 1%T 7T 471220 % 17 LET,

Server# scope cimc

Server /cimc

# scope firmware

Server /cimc/firmware # show detail
Firmware Image Information:

Update Stage: NONE

Update Progress: 100

Current FW Version: 1.0(0.74)

FW Image
FW Image
FW Image
FW Image

1 Version: 1.0(0.66a)

1 State: BACKUP INACTIVATED
2 Version: 1.0(0.74)

2 State: RUNNING ACTIVATED

Server /cimc/firmware # activate 1
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CMC 77— Lz 7R |
B R LEhTWBI7—LYI7OT7I T4 Tt
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=
N —
O DRK
ZOEDOHERIL, KD LB TH,
* CIMC R, 69 ~—¥
C VAT AL AR T, 70 =Y
-
CiMC o/
CIMC O J DX~
FIE
ARV REREFT7TIVa Y E]:g]
25w T Server# scope cimc CIMC =i~ R &— R%&BtE L £,
ATvT2 Server /cimc # scope log CIMCnZ <> R E—RERHBLET,
Z2FvTS3 Server /cimc/log # show entries |CIMC A XY NE XA LAZ LT A XV N &
[detail] LY T N2 B 22—, BLUOA
Ny hOBAL EBICFRRLET,

wIZ, CIMC A Xv b 7w Rrd 562 RLET,

Server# scope cimc

Server /cimc # scope log

Server /cimc/log # show entries

Time Source Description

1970 Jan 4 18:55:36 BMC:kernel:-

<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:306:I2c Controller-4 DAT is stuck-low,
issuing One Clock Pulse.

1970 Jan 4 18:55:36 BMC:kernel:-

<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:301:I2c Controller-4 Loop:[0].

1970 Jan 4 18:55:36 BMC:kernel:- "

CiscoUCS € > ') — X H—/\ Integrated Management ControllerCLIZI > 7 4 ¥a L—a> A4 K1Y 1y—
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<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:422: Controller-4 has a stuck bus,

"

attempting to clear it now...
1970 Jan 4 18:55:36 BMC:kernel:- "

<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:402: Controller-4 Initiating I2c recovery

"

sequence.
1970 Jan 4 18:55:36 BMC:IPMI:480
1970 Jan 4 18:55:28 BMC:IPMI:480 "
failed to read Bus[f4].Dev[5e]!

1970 Jan 4 18:55:33 BMC:IPMI:486
1970 Jan 4 18:55:28 BMC:IPMI:486 "
failed to read Bus[f4].Dev[b0]!

1970 Jan 4 18:55:31 BMC:IPMI:486
1970 Jan 4 18:55:26 BMC:IPMI:486 "
failed to read Bus[f4].Dev[b2]!

1970 Jan 4 18:55:26 BMC:kernel:-

last message repeated 22 times
mcddI2CDrv.c:850:PI2CWriteRead:
ErrorStatus([77] "

last message repeated 17 times
mcddI2CDrv.c:850:PI2CWriteRead:
ErrorStatus([77] "

last message repeated 17 times
mcddI2CDrv.c:850:PI2CWriteRead:
ErrorStatus([77] "

ioctl to driver

ioctl to driver

ioctl to driver

<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:306:I2c Controller-4 DAT is stuck-low,

issuing One Clock Pulse.
1970 Jan 4 18:55:26 BMC:kernel:-

<7>/build/trunk/bmc/drivers/pilot2 i2c/pilot2 i2c.c:301:I2c Controller-4 Loop:[8].

--More--

cMCBS Do) T

FIE
ARV FERRTIVa Y =[]
25w T Server# scope cimc CIMC 22wy K E— REMHBLET,
25y T2 Server /cimc # scope log CIMCrZ a~y KN E—REHBLE
B
2T T3 Server /cimc/log # clear CIMC e %27 )7 LET,

RIZ, CIMCA XY hor 7 Zmr7 VT 50%2RLET,

Server# scope cimc
Server /cimc # scope log
Server /cimc/log # clear

DARATLAR FAOY

DARATFLARY FAYDORT

FIE
OV EFERIETIVaY | BH
ATy I Server# scope sel System EventLog (SEL; AT L A_> hn/) a<
YRE—FEBRBLET,
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| szx7n4_vrms0sU7

ST O NV |

vV RFERIETIaY | BH

ATFv T2 Server /sel # show entries | 25 A A4 X2 MZHOWT, ZALRZ LT A
[detail] FOFRIE, BLUA R hOBRPZRRLET,
detail ¥ — U — FZ4aET 2 &, HIEATIERC U R
MEXTHERPERSINET,

W, VAT A AR b a Tl EBERT D EZRLUET,

Server# scope sel
Server /sel # show entries

Time Severity Description

[System Boot] Informational " LED PSU STATUS: Platform sensor, OFF event was asserted"
[System Boot] Informational " LED_HLTH STATUS: Platform sensor, GREEN was asserted"
[System Boot] Normal " PSU_REDUNDANCY: PS Redundancy sensor, Fully Redundant
was asserted"

[System Boot] Normal " PSUZ2 PSU2_STATUS: Power Supply sensor for PSU2, Power
Supply input lost (AC/DC) was deasserted"

[System Boot] Informational " LED PSU _STATUS: Platform sensor, ON event was asserted"
[System Boot] Informational " LED HLTH STATUS: Platform sensor, AMBER was asserted"
[System Boot] Critical " PSU_REDUNDANCY: PS Redundancy sensor, Redundancy Lost
was asserted"

[System Boot] Critical " PSU2 PSU2 STATUS: Power Supply sensor for PSU2, Power
Supply input lost (AC/DC) was asserted"

[System Boot] Normal " HDD 01 STATUS: Drive Slot sensor, Drive Presence was
asserted"

[System Boot] Critical " HDD_ 01 STATUS: Drive Slot sensor, Drive Presence was
deasserted"

[System Boot] Informational " DDR3 P2 D1 INFO: Memory sensor, OFF event was asserted"
2001-01-01 08:30:16 Warning " PSU2 PSU2 VOUT: Voltage sensor for PSU2, failure event
was deasserted"

2001-01-01 08:30:16 Critical " PSU2 PSU2_VOUT: Voltage sensor for PSU2, non-recoverable

event was deasserted"
2001-01-01 08:30:15 Informational " LED_PSU_STATUS: Platform sensor, ON event was asserted"

2001-01-01 08:30:15 Informational " LED HLTH STATUS: Platform sensor, AMBER was asserted"
2001-01-01 08:30:15 Informational " LED HLTH_STATUS: Platform sensor, FAST BLINK event was
asserted"

2001-01-01 08:30:14 Non-Recoverable " PSU2 PSUZ2 VOUT: Voltage sensor for PSU2, non-recoverable
event was asserted"

2001-01-01 08:30:14 Critical " PSU2 PSU2_VOUT: Voltage sensor for PSU2, failure event
was asserted"

--More--

DARATFLAR NATDH )T
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FIIE
ARV NERERETOV 3V | B
2Ty T1 Server# scope sel VAT AANR b S avr RE—REZRBLE
R
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B x7a4xvro¥

ARV RFEREFTIVa V| BEW

ATv T2 Server /sel # clear W OB Z RO DT 0T MIRFRINET,
TurT My EANTDHE VAT A AN B
e E7 VT SNET,

WIZ, VAT ARV N ad s )T 3562 RLET,

Server# scope sel
Server /sel # clear
This operation will clear the whole sel.

Continue?[y|N]y

[l CiscoUCS C ') —X 4 —/\Integrated Management Controller CLIZ > 7 4 ¥a L—> 3> A4 K Y
)—X11(1)

0L-22347-01-J |



=

Y—nN1—FT4)T4«

ZOEORERKIX, RO EFLY TT,

C TN YR— N T —E DT AR— ],

73 —

* CIMC OHMIET 74V b~D Uty b, 74 X—¥

* CIMC OfFEH), 75 *—v

* BIOSCMOS 7 V7, 76 ~—

* BHEL7ZBIOS DU B RY | 76 RX—

TOZAILYR—rT—32DITH RXAR—F

Z DX A7 L. Cisco Technical Assistance Center (TAC) MO ERINF-HEAICEITLEST, 2D
2—7 4 VT 4%, TAC N EORIEE v T TNy 2 —T 4 0 78 X OIS D BRI D%
EEH, v/, BXOBWT—2NEEND2EHLHR— M E2ERLET,

| oL-22347-01-J

FIE
AR NFEERTIVa Y =[]
AT Server# scope cime CIMC 22wy R E— RERBLET,
ATYT2 Server /cimc # scope T =HNYAR—F avr K E—RERBEL
tech-support Ec i
ATv7T3 Server /cimc/tech-support # set | H-RK— f F—% 7 7 A L ZARIET DMEDOH D
tftp-ip ip-address TFTP +— O IP 7 RL A& EELET,
ATvT4 Server /cimc/tech-support # set |4 — R CHHR— kN FT—X B RGFETILEDOH 5

path path/filename

T AINNDALHIERELET, ZOLHIEAN
THEEIL. 77 ANVOMEX/NA% TFTP Y
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B ovMcoRFEBTIFLEADUEY b

H—Ra—74U74 |

ARV RFEREETOVa Y

=)

U =D LA H ARDOLFTE TEH T ZS
Wy,

ATvTh

Server /cimc/tech-support #
commit

NI H I a BV AT AOREICAI v
LET,

ATvT6

Server /cimc/tech-support # start

TFTP r— " ~DYVR— ~ T—H 7 7 A LDl
EEBMBLEST,

ATy T1

Server /cimc/tech-support #
cancel

(EE) TFTP $— _~DHR— | F— 77
ANOEREZRYIHLE T,

Wiz, YiR—h FT—=% 77 A NVEVER L, DT 7 A V% TFTP — ik 262~ LE

‘j"o

Server# scope cimc

Server /cimc # scope tech-support
Server /cimc/tech-support # set tftp-ip 10.20.30.41

Server /cimc/tech-support *# set path /user/userl/supportfile
Server /cimc/tech-support *# commit
Server /cimc/tech-support # start

RDFIE

ERENTzL AR — bk 77 A /L% Cisco TAC ([ZH2fit L £ 7,

CIMC DHEFEIFT IA4IL EADY Y F

BUEFATENTWD 7 7— L7 =7 TRIBEBKAE LBAR E. EFICB LV —2 TR, ¥—
NORNTITNYa—TF 4 ZTHIZ, CIMC OHGEET 7 4L h~D Uty "MLEICR D Z LN

&)@\ij—O

INEATO &, 2—FRREAMRERT N TOREN Y By FShET,

ZOFNEE, BEOV =R AT SR EENEYA, CIMCEZ Uy FLEHIE, v7 4
TLTOBLERR A T AMNERSY T, Fio, #ERiskbihl, *y NU—J7REEZH R
TETHVLENGLDIGAELHY 7,

FIE

AU FFEREETOVa Y

=)

ATy T

Server# scope cime

CIMC 2~y R E— RZHBELET,

ATvT2

Server /cimc # factory-default

W7 FO%IC, CIMC 23 HR R
THNLRZU Yy hERET,

CIMC O HET 7 4L MZid, ROSENREGEENET,
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cvcomes

*CIMC CLI ~»7 7 & AHIZ, SSH 31 X —T 7> TWb, Telnet 1IT 4 &B—T N7
@ij‘o

* CIMC GUI ~®O 7 7 & A Iz, HTTPS 231 %— T Tl 5> T 5,

CH—Da—Y T AhHU L IBRGFELTWVS (=2—%4 1% admin, /XA T — KX password C
1) .

* HHR— R T DHCP 2831 X —7 /WiZ72 5> T 5,

* 7— MIEAY EFI, CDROM, PXE (LoM %f#iffl) . FDD, HDD (Z72> T\ 5,
*KVM & vMedia 231 12— 7 /L7 > T\ 5,

*USB B34 F—T7 WMl > T 5D,

*SoL T 4 B—T NIZ/2 o TV D,

wIZ, CIMC 2T 7 40 Mz vy F 5612 R LET,

Server# scope cimc

Server /cimc # factory-default

This operation will reset the CIMC configuration to factory default.
All your configuration will be lost.

Continue?[y|N]

CIMC O B #CEf

HIEFATSN TS 77— A7 =27 TRBESRE LB R E, EFICB LW —2 TR, ¥—
NO KT TNy a—T 4 7EIZ, CIMC OFEEBINVLEIZRLZ ENRHY £3, ZOFIEIL,
WH O =N AT F oA 3EENEEA, CIMC 2FRE L-%icn /4795 L, CIMC
A TE A,

| oL-22347-01-J

GE)

P — /373 Power-On Self Test (POST; EBIRHB ARG E 2T 2 R) #FEITLTWHE X, 20
Extensible Firmware Interface (EFI) > = /L Z#fEL T\ 5 & X2 CIMC ZHiE# T2 L, ¥—
ANOEPRIE, CIMC OFEENETTHETEZITRD £T,

FIE

ARV RFERRFTIVa Y B &
2T T Server# scope cime CIMC=a~y RE—FZBMHLET,
2Ty T2 Server /cimc # reboot CIMC Z i@ L £,

Wiz, CIMC Z#HiE#T 562 R~RLET,

Server# scope cimc
Server /cimc # reboot
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Y—nN1—F1UF4 |
Il sBoscvososy 7

BIOSCMOS 7 )7

FEFIZB LW —RATTN, =D T TN a—F 4 > T, H— 30D BIOS CMOS A &
VD7V TNRMEIZRDZENGYFET, ZOFIEL, BEOY— AT F U RATEENTE

A,
FIE
ARV RFERETIaY B &
ATvT1 Server# scope bios bios =¥ R E— RZ[tELET,
2Ty T2 Server /bios # clear-cmos WMeBARDODH T 7 FDOH%IZ, CMOS A
EFURZ VT INET,

®iZ, BIOSCMOS A€V %27 V73562 R LET,

Server# scope bios
Server /bios # clear-cmos

This operation will clear the BIOS CMOS.
Note: Server should be in powered off state to clear CMOS.
Continue?[y|n] y

Server /bios #

B L=BIOS D) f1/\Y)

BEEITORIIC
kB L 7= BIOS Z[H1184 5I121%, admin & LTa A U L TWARERH D £9°,

*BIOS UM RNV ISOA A—VHUEHLET, BIOS U I ANV ISOA A=, 77 —AL U=
T A%y Ar— D Recovery 7 AV A RIZH YD £,

U AN FEDOTEIZ T —NOBIRDEFRAIND =D, —"DX T H A DB AT 20—
JVERE L F T,

FIIg
avYREERFT7IYa Y EL:§]
2TvT1 Server# scope bios bios I< > K E— RZBRBE L £,
ATFvT2 Server# recover BIOS U R f A—=YDu— RIZET 24
ATl EEE L £,
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H—nNa—FT4)T«
wmEL=BlosouAany |

Wiz, W L7= BIOS #[FIET 562~ L E£7,

Server# scope bios

Server /bios # recover
This operation will automatically power on the server to perform BIOS FW recovery.

Continue?[y|N]y

RDFIE
BREHRAT L0, Y—"%2UEy PLET,
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= 5

A K

Active Directory 32, 33, 34 KVM
A F—T7 At 24,25
X IE 25

B F 4= 24

) KVM @2V —)L 23
bios

DY Y 76

N
C NIC D7 a7 ¢ 40
CIMC
HEFT 7 4 b~D Uy - 14
Ty =T S
TETP Y— X501 A h—/L 65 Serial over LAN 27,28, 29
777 4 71t 66 ) 29
VAL DO 64 AXE 28
#E 63 SNMP k7 v 7B IE 61
as7o7 U7 10 SSH O 7 u /35 ¢ 48
a7 DR 69
CIMC CLI 3
CIMC DO#Z 2 v

CPU D7 /X7 4 15
VLAN O 7" 1 /37 ¢ 44

H

O O — Y
HTTP a2 /%5 ¢ 47

YAML 6

|
IPMI over LAN 49 5)
IPMI over LAN O &35 ¢ 49 Ty u— R, $—/ GEHED 55
IPvd D71 /87 4 42 R b, RABAT 4 7 D 26

IP 72y 7 45
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B =

Ly

A 32 —7 b, KVM 24,25
A4 b
AN SN
77— kDA F—T AL 58
7T — DT 4 —T7 AL 58
ANRVENTANE TTy N T F—N
A% E 59
WiHl 57
AR huarg, VAT A
JUT 1N
F~ 10

)

BEY P — 21

H

AL KVM 24, 25
ABRAT 4T 26

E

|7 T 4 ;M

i

o
HTTP ' a %7 ¢ 41
IPMI over LAN 7" 1 /37 ¢ 49
SSH 7 a /X7 ¢+ 48

&

WARAY=S:
P REREOHHRAN 12
Yy v T =D 12
EBRA 7, —1D 1
BERFEAN, F—D 1
7—HNMEDOUE> - 10
Uy b, =10 12

Ra=HF—TaryP—r2aOTa T 4

P NEE ()
o/ —% LED OY) 0 Bz 9
Y— NBIROFHEA 12
H— 3D NIC 39
P— RO 1

L

H O B4 E 54

VAT AAXR S
707 N
FR 10

VX MDY =D 12

LA DS R
FEAEDOT v 7Fr— K 55

.d—

ARl =07 a7 4 17

ca

oh—
IREE 21
BE 21
EIR 20
FEITL 19

72

<

7 4 =711k, KVM 24

T =NV YR—F T —H, =T AKR—K 13

EBEEY— 2
BRA 7. =D 1
BT — 20
BREAN, —D 1
EBIROT v /)T 16
B — 19

13
Fy NU—7 X2 UF ¢ 45
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Fv hU—27 FuanRT 4
IPv4 D7 a7 (82
NIC a7 ¢+ 40
VLAN O 7' 12 /37 ¢ 44
BT T 0 M

A

Ty —bLxT
TFTP Y — "D A A h—/L 65
777 471t 66
TAANL O 64
A 63

Tyt — 20

7—HMEDOUE Y - 10

AN SN AN
77— DA =74 58
77— DT 4 &—7 /1L 58

TT7y RN T =L AR T4 NH
X E 59
aH 57

Ty b= F 4 RAIDTI 2l — 5 2

9]

AEYOTa/NT 4 16

wp

SR
Active Directory 34
2—HF oy g DT 36
a—HP v a DR 36
o—H)L 2—H 3

a—HY vy g
#&T 36
FR 36

Y

U8 fiEHE L7z bios @ 76
Uty b, =230 12
VEeE—h 7LEURA
Serial over LAN D2 &) 29
Serial over LAN D% i€ 28
A8 KVM 24,25
RARAT 47 26

5

g—h L a—4 3
o/r—% LED O #x 9
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